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STRM Guidance:

AC-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional
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Published STRM U

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Identity & Access

Subset OF Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
and access management
controls.

10

AC-02

|Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.

Functional

Termination of

Intersects With Employment

IAC-07.2]

Mechanisms exist to revoke user
access rights in a timely manner,
upon termination of employment
or contract.

AC-02

|Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

termination and transfer processes.

Functional

Account

Intersects With Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system,
service, application, guest and
itemporary accounts.
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a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles] " .
AC-02 :/Icacnoaur:ment within:1. [Assignment: organization-defined time Functional [Intersects With I\r/glli";alziaotr? TDA-18 \D:I:hcd'}fnEm:;::ta;%sr;:ctéhe 5
9 period] when accounts are no longer required;2. Y puts.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency:
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the Cryptographic mechanisms exist
use of accounts;h. Notify account managers and to implement strong
lAccount [Assignment: organization-defined personnel or roles] Safeguarding Data cryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. networks.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
Management | Support the management of system accounts using A“w"}:leu 5tysmm A“Lu""’t";u mecnansm tex‘fSt ©
AC-02(01) |JAutomated System |[Assignment: organization-defined automated Functional |Intersects With M ccoun IAC-15.1] support the management o 5
IAccount mechanisms]. ‘ anagemer!t systgm accounts (e.g., directory
(Directorv Services) services)
|Account /Automated mechanisms exist to
Management | /Automatically [Selection (one): remove; disable] Removal of disable or remove temporary and
AC-02(02) #utomated temporary and emergency accounts after [Assignment: Functional Equal Temporary / IAC-15.2|emergency accounts after an 10
emporary and lorganization-defined time period for each type of Emergency organization-defined time period
Slmergency Account|account]. Accounts for each type of account.
anagement
Disable accounts within [Assignment: organization-
lAccount deﬁneg E)imAe periold] when the_agcgun_ttsh:a, Have Disable Inacti Q_Utol;?a_ted rpechanismi exfitst to
lexpired;b. Are no longer associated with a user or " isable Inactive isable inactive accounts after
AC-02(03) Mgnagement | individual;c. Are in violation of organizational policy; Functional Equal Accounts IAC-15.3) an organization-defined time 10
Disable Accounts ’ ! ! oncy C
ord. Have been inactive for [Assignment: organization- period.
defined time period].

/Automated mechanisms exist to
|Account audit account creation,
Management | /Automatically audit account creation, modification, " Automated Audit modification, enabling, disabling

AC-02(04) |Automated Audit  |enabling, disabling, and removal actions. Functional Equal ctions IAC-15.4 and removal actions and notify 10
|Actions organization-defined personnel

or roles.

TECTITATITSTITS EXTST o TTTTraTe

session lock after an

organization-defined time period
|Account Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management | lorganization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24 |request from a user and retain 10
Inactivity Logout or description of when to log out]. the session lock until the user
reestablishes access using
established identification and
a. Establish and administer privileged user accounts in Mechanisms exist to enforce
lAccount laccordance W\th_ [Selection (one): a role-based access Role-Based Access Control
Management | schgme; an attrlbuce—‘based access scheme];b._Momtor . Role-Based Access (RBAC) for Technology Assets,
AC-02(07) Privileged User privileged role or attribute assignments;c. Monitor Functional Equal Control (RBAC) IAC-08 |Applications, Services and/or 10
IAccounts Ichanges to roles or attributes; andd. Revoke access Data (TAASD) to restrict access
'when privileged role or attribute assignments are no to individuals assigned specific
longer appropriate. roles with legitimate business
[Account Mechanisms exist to authorize
Management | Only permit the use of shared and group accounts that Restrictions on the use of shared/group accounts
AC-02(09) Restrictions on Use |meet [Assignment: organization-defined conditions for | Functional Equal Shared Groups / [IAC-15.5| only under certaingor apmzation— 10
of Shared and lestablishing shared and group accounts]. Accounts deﬁyned conditions. 9
Group Account: -

Mechanisms exist to utilize User

& Entity Behavior Analytics
|Account a. Monitor system accounts for [Assignment: (UEBA) and/or User Activity
Management | lorganization-defined atypical usage]; andb. Report . Anomalous Monitoring (UAM) solutions to

AC-02(12) |Account Monitoring |atypical usage of system accounts to [Assignment: Functional Equal Behavior MON-16 detect and respond to anomalous| 10
for Atypical Usage |organization-defined personnel or roles]. behavior that could indicate

account compromise or other

malicious activities.

Mechanisms exist to expedite the|
|Account process of removing "high risk"
Management | Disable accounts of individuals within [Assignment: High-Risk HRS- individual’s access to Technology

AC-02(13) Disable Accounts  |organization-defined time period] of discovery of Functional (Intersects With Terr?ﬂnations 09.2 /Assets, Applications, Services 5
for High-risk [Assignment: organization-defined significant risks]. ) and/or Data (TAASD) upon
Individuals termination, as determined by
management.
[Account Mﬁﬁgﬁﬁs exist to disable
Management | Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts  |organization-defined time period] of discovery of Functional |Intersects With for High Risk IAC-15.6|notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individual: oraanization
Enforce approved authorizations for logical access to roeci'g:rfézzsixg;;fr;r}gg
AC-03 |Access Enforcement{information and system resources in accordance with Functional |Intersects With|Access Enforcement]| IAC-20 |-09¢@' £ that f to th 5
applicable access control policies. perm_lsslonsn at conform ?, e
principle of "least privilege.
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Enforce approved authorizations for logical access to

FedRAMP 5_x000a_Moderate

Safeguarding Data

(SCF)

Cantral Dacer "
Cryptographic mechanisms exist
to implement strong
cryptography and security

version 2026.1_x000a_03/27/2026

AC-03 |Access Enforcement{information and system resources in accordance with Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
lapplicable access control policies. Networks sensitive/regulated data during
transmission over open, public
networks.
Enforce approved authorizations for logical access to . .
AC-03 |Access Enforcement|information and system resources in accordance with Functional [Intersects With I\rlglli";a?iaotr? TDA-18 \D:I:hcd'}fnEm:;::;;%sr;sctéhe 5
lapplicable access control policies. Y puts.
Ente dual authorization for [Assi " Mechanisms exist to enforce a
nforce dual authorization for [Assignment: _ |two-person rule for implementing
AC-03(02) rgi?;ii:;%ﬁjggﬁ;t organization-defined privileged commands and/or Functional |Intersects With| Two-Person Rule q;sl changes to sensitive Technology 5
other organization-defined actions]. Assets, Applications and/or
icac [TA
IAccess Enforcement Enforce dual authorization for [Assignment: Dual Authorization /Automated mechanisms exist to
AC-03(02) | Dual Authorization lorganization-defined privileged commands and/or Functional (Intersects With for Privileged IAC-20.5/enforce dual authorization for 5
lother organization-defined actions]. Commands privileged commands.
Mechanisms exist to implement
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
. Information Flow flow of information within the system and between . Enforcement - _oa |(ACLS) to provide data flow
AC-04 Enforcement iconnected systems based on [Assignment: Functional Equal Access Control Lists NET-04 enforcement that explicitly 10
lorganization-defined information flow control policies]. (ACLs) restrict network traffic to only
what is authorized.
. Mechanisms exist to ensure
Ln:g;zggn;r;‘fl‘ow ISeparate information flows logically or physically using Network ::txg:i s;cg’:nlt:rf::tri)r?ttlgziiglate
. [Assignment: organization-defined mechanisms and/or . Segmentation g Y
AC-04(21) gg);;:‘:aili:y: t?g\cal techniques] to accomplish [Assignment: organization- Functional Equal (macrosegementati NET-06 :iZ?:rc"soe%i?::i;?/&:gﬂg;?&”;t 10
Information Flows |d€fined required separations by types of information]. on) from other network resources.
@ TdentiTy and GoCUMeNt [ASSIgNMENt: organization-
y Separation of defined duties of individuals requiring separation]; : Input Data _; o |Mechanisms exist to check the
AC-05 Duties landb. Define system access authorizations to support Functional  Intersects With Validation TDA-18 validity of information inputs. 5
enaration of dutie: _ _
a. Identify and document [Assignment: organization- :/Iechanlsms elx'sft to enlforce at'
. Separation of defined duties of individuals requiring separation]; " Dual Authorization | CHG- (two-person rule for implementing
AC-05 Duties andb. Define system access authorizations to support | 'unctional jintersects With for Change 04.3 |changes to critical Technology 5
separation of duties. /Assets, Applications and/or
Caruicac [TAAG)
Cryptographic mechanisms exist
) . . i ation. to implement strong
separation of  |defined duties of mdidusls requirng seporationl Safeguarding Data cryptography and security
AC-05 P . quiring sep . Functional (Intersects With Over Open NET-12 |protocols to safeguard 5
Duties landb. Define system access authorizations to support N K s lated d. duri
separation of duties. etworks sensitive/regulated data during
transmission over open, public
networks.
la. Identify and document [Assignment: organization- Ia‘:;’r‘r?’a‘i‘négines)i(:ptatlgtl;g:‘;;l rent
. Separation of defined duties of individuals requiring separation]; " Separation of . .
AC-05 Duties andb. Define system access authorizations to support Functional  lintersects With Duties (SoD) HRS-11 il::‘:tleio(Ssggetgcﬁ{sxerxigﬁgigmaI 5
separation of duties. pprop Y
collusion
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only ;ﬂg@?ﬁ; %E\Iliaassgc;\;i”zz%e'access
" lauthorized accesses for users (or processes acting on " -
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional |Intersects With| Least Privilege IAC-21 ;%fg::;f::ia:sei;iizag;l?s n 5
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
¥ . lauthorized accesses for users (or processes acting on : . Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional  Intersects With|Access Enforcement] IAC-20 permissions that conform to the 5
assigned organizational tasks. principle of "least privilege."
[Authorize access for [Assignment: organization-defined
Least Privilege | individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) |Authorize Access to |defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1to security functions to explicitly- 10
Security Functions |software, and firmware)]; andb. [Assignment: Y authorized privileged users.
oraanization-defined securitv-relevant informationl.
Least Privilege | Require that users of system accounts (or roles) with Mechanisms exist to prohibit
Non-privileged access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) |Access for functions or security-relevant information] use non- Functional Equal Access for Non-  [IAC-21.2|privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
Functions nonsecurity functions. functions.
M ¢ Mechanisms exist to restrict the
i i i anagement assignment of privileged
x Least Privilege | Restrict privileged accounts on the system to " . g P! g
AC-06(05) Privileged Accounts [[Assignment: organization-defined personnel or roles]. Functional Equal P Alppr%v:\ For t IAC-21-3/accounts to management- 10
rivileged Accounts approved personnel and/or roles.
. . iy Mechanisms exist to periodically-
a. Review [Assignment: organization-defined review the privileges assigned to
. frequency] the privileges assigned to [Assignment: Hi p ges 9
Least Privilege | lorganization-defined roles or classes of users] to Periodic Review of individuals and service accounts
AC-06(07) grei\\;:leeW:sf User \validate the need for such privileges; andb. Reassign Functional Equal Account Privileges IAC-17 tonzﬁgd:;eatr:\derr;eaesgif?]rcs:‘lch 10
9 lor remove privileges, if necessary, to correctly reflect ?emov?e unnecessarygpr\vileges
lorganizational mission and business needs. as necessary.
€ISt FTIVITEGE | LOg . L . . Auditing Use of Mechanisms exist to audit the
AC-06(09) Elfirgrnirlvw\eged Log the execution of privileged functions. Functional Equal Privileged Functions IAC-21.4| execution of privileged functions. 10
- Mechanisms exist to prevent
Igfoaliitb'i:tnl\\llg?\?e I Prohibit Non- non-privileged users from
. o Prevent non-privileged users from executing privileged " Privileged Users . lexecuting privileged functions to
AC-06(10) ?rlg\r/‘rI\Iengee(ilﬁis:grs functions. Functional Equal from Executing IAC 21‘Sinclude disabling, circumventing 10
Privileged Functions Privileged Functions or altering implemented security
safeguards / countermeasures.
[a. Enforce a limit of [Assignment: organization-defined
number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time Mechanisms exist to enforce a
period]; andb. Automatically [Selection (one or more): limit for consecutive invalid login
lock the account or node for an [Assignment: attempts by a user during an
x Unsuccessful Logon |organization-defined time period]; lock the account or : . organization-defined time period
AC-07 |Attempts node until released by an administrator; delay next Functional Equal Account Lockout | IAC-22 and automatically locks the 10
logon prompt per [Assignment: organization-defined account when the maximum
delay algorithm]; notify system administrator; take number of unsuccessful attempts
other [Assignment: organization-defined action]] when is exceeded.
the maximum number of unsuccessful attempts is
lexceeded.
@. DISplay [ASSTgMTTIENT OrganiZation-aeTmed SyStemnT
use notification message or banner] to users before
igranting access to the system that provides privacy
land security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines and state that:1. Users are
laccessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3. . " .
Unauthorized use of the system is prohibited and Mechanisms exist to utilize
o e R system use notification / logon
lsubject to criminal and civil penalties; and4. Use of the banners that display an approved
System Use system indicates consent to monitoring and System Use system use notif‘ijca\i/ion m‘;’;sa e
AC-08 N)étiﬁcation recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 oX banner before grantin accegss 10
lon the screen until users acknowledge the usage Banner) 9 9

iconditions and take explicit actions to log on to or
further access the system; andc. For publicly
laccessible systems:1. Display system use information
[Assignment: organization-defined conditions], before
igranting further access to the publicly accessible
Isystem;2. Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommodations for such systems that generally
prohibit those activities; and3. Include a description of

the autharized nises of th, tom

to Technology Assets,
/Applications and/or Services
(TAAS).
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la. Prevent further access to the system by [Selection
(one or more): initiating a device lock after
[Assignment: organization-defined time period] of
inactivity; requiring the user to initiate a device lock

FedRAMP 5_x000a_Moderate

session lock after an
organization-defined time period
of inactivity, or upon receiving a

version 2026.1_x000a_03/27/2026

AC-11 Device Lock before leaving the system unattended]; andb. Retain Functional [Intersects With Session Lock IAC-24 ;ﬁguseesStSifgﬂrToikuzﬁ;i??ﬁerigae\rn 5
the device lock until the user reestablishes access reestablishes access using
using established identification and authentication " : e
procedures. establlshed_ldentliﬁat{:on and
fMechanisms exist to implement
Device Lock | . . . " . CHidi pattern-hiding displays to
AC-11(01) Pattern-hiding Siz?bcleeail)hvt?emd?sd\eawcﬁi‘t?vc:' lE[)?ircTa\t/lioer\:ngT:‘ﬁ::IYe Functional Equal PattDei;nlsll:mg IAC-24.1|conceal information previously 10
Displays play P Yy ge. play: visible on the display during the
ession lock.
[Automated mechanisms exist to
ISession Automatically terminate a user session after Session lnogtvovgiku::stfob?::n‘%izngeggign‘i
AC-12 Termination [Assignment: _organlz_atlon—deﬁned conditions or trigger| Functional Equal Termination IAC-25 at the end of the session or after 10
levents requiring session disconnect]. P . )
an organization-defined period of
inactivity.
a. Identify [Assignment: organization-defined user . : . N
" h Mechanisms exist to identify and
Permitted Actions ﬁjcethot’\—‘f?gattr;z; c()arnagfhzenzzgrt‘?sg ?gntsr“:t:zitﬁ{;‘hwwhom Permitted Actions document the supporting
AC-14 Without lorganizational mission and business functions; andb. Functional Equal Without 1aC-26 |[ationale for specific user actions 10
Identification or Document and provide supporting rationale in the Identification or that can be performed on a
|Authentication : P Pp 9 rat - Authorization system without identification or
security plan for the system, user actions not requiring uthentication
lidentification or authentication. .
a. Establish and document usage restrictions,
configuration/connection requirements, and Mechanisms exist to define,
_ implementation guidance for each type of remote : 1 4 |control and review organization-
AC-17 Remote Access laccess allowed; andb. Authorize each type of remote Functional  Intersects With|  Remote Access | NET-14 approved, secure remote access 5
laccess to the system prior to allowing such methods.
lconnections.
Remote Access | " " Automated /Automated mechanisms exist to
AC-17(01) Monitoring and E;f;?g aagct:g;ar;eedﬂgzghamsms to monitor and control Functional Equal Monitoring & TETI monitor and control remote 10
Control . Control " |access sessions.
greoT:ctteioﬁcg?ss I Protection of Cryptographic mechanisms exist
~ Y i Implement cryptographic mechanisms to protect the : Confidentiality / NET- |to protect the confidentiality and
AC-17(02) ﬁgggg?yiﬁ:ﬁé and confidentiality and integrity of remote access sessions. Functional Equal Integrity Using 14.2 |integrity of remote access 10
Encryption Encryption sessions (e.g., VPN).
Mechanisms exist to route all
AC-17(03) Qear::tzf/c&ccecsesszls Route remote accesses through authorized and Functional Equal Managed Access NET- |remote accesses through 10
Contrgl Points managed network access control points. a Control Points 14.3 |managed network access control
points (e.g., VPN concentrator).
i ! T T Mechanisms exist to restrict the
Remote Access | :zg::: f)onE/EF::?(;;I:irr\‘;tlr,‘)f:)w::so:s\;gsgzagte Remote Privileged execution of privileged
AC17(04)  [Privileged evidence and for the following needs: [Assignment: | Functional Equal Commands & = | NET- Jcommands and accessto 10
ICommands and organization-defined needs]; andb. Document the Sensitive Data 14.4 |security-relevant information via
|Access 9 i g " Access remote access only for
ratég:a!j fzr rer:ote atccess in the security plan for the compelling operational needs.
. Establish configuration requirements, connection - -
requirements, and implementation guidance for each Wireless ri;%?g:?;ﬁ:’lsets?ucsgngﬂnd
AC-18 \Wireless Access type of wireless access; andb. Authorize each type of Functional (Intersects With Networkin NET-15 monitor for unauthorize?:i Wireless| 5
\wireless access to the system prior to allowing such 9 access
connecti '
a. Estat%ll?'sr?w configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 Wireless Access type of wireless access; andb. Authorize each type of Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
\wireless access to the system prior to allowing such Encryption by implementing authentication
‘connection and tIL(LntheUnzcruotmnd T
\Wireless Access | Protect wireless access to the system using Authentication & NET- Ler{gathorized écce)sznb !)lrle)ven
AC-18(01) |Authentication and |authentication of [Selection (one or more): users; Functional Equal e >S by:{1) 10
E " : Encryption 15.1 |Authenticating devices trying to
ncryption devices] and encryption. connect: and(2) Encrynting
Mechanisms exist to disable
Wireless Access |  |Disable, when not intended for use, wireless Disable Wireless NET- Elaﬂnaegﬁfé:;y;}xl{zls:;::ﬁnwaonrklng
AC-18(03) Disable Wireless networking capabilities embedded within system Functional Equal Networking 15.2 empbedded within system Yy 10
Networking icomponents prior to issuance and deployment. components prior to issuance to
lend users.
la. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for access control requirements for
~ |Access Control for |organization-controlled mobile devices, to include : Access Control For _0o|the connection of mobile devices
AC-19 Mobile Devices 'when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 to organizational Technology 10
landb. Authorize the connection of mobile devices to IAssets, Applications and/or
lorganizational systems. Services (TAAS),
lAccess Control for e . . Cryptographic mechanisms exist
Mobile Devices | Eamszlg)éiflec&ora't?” I‘?)i;”cctet:gcclgr:)f?do;r'lt?;?tta!‘r\edr Full Device & to protect the confidentiality and
AC-19(05) Full Device or integrit of{Eformatio’?ﬁ on [Assignment: or an?zation- Functional Equal Container-Based |[MDM-03|integrity of information on mobile 10
IContainer-based deﬁgedymobile devices] 9 : org Encryption devices through full-device or
Encryption . container encryption.
a. [Selection (one or more): Establish [Assignment: Mechanisms exist to govern how
lorganization-defined terms and conditions]; Identify external parties, including
[Assignment: organization-defined controls asserted to Technology Assets, Applications
be implemented on external systems]], consistent with and/or Services (TAAS), are used
the trust relationships established with other Use of External to securely store, process and
. Use of External lorganizations owning, operating, and/or maintaining " Technology Assets, _13 [transmit data.
AC-20 ISystems lexternal systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 10
/Access the system from external systems; and2. Services (TAAS)
Process, store, or transmit organization-controlled
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
lexternal systems].
Mechanisms exist to prohibit
Permit authorized individuals to use an external external parties, including
system to access the system or to process, store, or Technology Assets, Applications
transmit organization-controlled information only gtr‘o?‘/'ggss:g::ceesss'(;vr::?dv from
Use of External after:a. Verification of the implementation of controls . . ing, pr |
AC-20(01) Systems | Limits on |on the external system as specified in the Functional Equal Limits ofUAsgthonzed Ii(B:Hl transmitting data unless 10
lAuthorized Use organization’s security and privacy policies and "+ [authorized individuals first:(1)
security and privacy plans; orb. Retention of approved Verifying the implementation of
system connection or processing agreements with the required security, compliance
lorganizational entity hosting the external system. and/or resilience controls; or(2)
Retaining a processing
ith the entit
Use of External Restrict the use of organization-controlled portable Mechanisms exist to restrict or
~ ISystems | Portable [storage devices by authorized individuals on external : Portable Storage DCH- |prohibit the use of portable
AC-20(02) IStorage Devices — [systems using [Assignment: organization-defined Functional  Intersects With Devices 13.2 [storage devices by users on 5
Restricted Use restrictions]. external systems.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner Mechanisms exist to disclose
imatch the information’s access and use restrictions for Personal Data (PD) to third-
[Assignment: organization-defined information sharing Information Sharin parties only for the purposes
AC-21 Information Sharing |circumstances where user discretion is required]; Functional  |Intersects With| "\, - Third Partiesg PRI-07 |identified in the data privacy 5
andb. Employ [Assignment: organization-defined notice and with the implicit or
lautomated mechanisms or manual processes] to assist explicit consent of the data
users in making information sharing and collaboration subject.
decisions.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing |circumstances where user discretion is required]; Functional [Intersects With|Information Sharing| DCH-14 |information sharing decisions to 5

landb. Employ [Assignment: organization-defined
lautomated mechanisms or manual processes] to assist
users in making information sharing and collaboration
decisions.

lensure data is appropriately
protected.
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Set Theory Relationship Mapping (STRM)

Publicly Accessible

Focal Document Element (FDE) Description

als au 0 make
information publicly accessible;b. Train authorized
individuals to ensure that publicly accessible
information does not contain nonpublic information;c.
Review the proposed content of information prior to

FedRAMP 5_x000a_Moderate

Publicly Accessible

Mechanisms exist to control

version 2026.1_x000a_03/27/2026

security and privacy training; andb. Retain individual
training records for [Assignment: organization-defined

time period].

Resilience Training
Records

Recurring awareness training;
and(3) Technology Assets,

Applications and/or Services

AC-22 posting onto the publicly accessible system to ensure Functional Equal DCH-15 " " 10
(Content that nonpublic information is not included; andd. a Content publicly-accessible content.
Review the content on the publicly accessible system
for nonpublic information [Assignment: organization-
defined frequency] and remove such information, if
discoveres
Employ [Assignment: organization-defined data mining Mechanisms exist to protect data
Data Mining prevention and detection techniques] for [Assignment: . Data Mining storage objects against
AC-23 Protection lorganization-defined data storage objects] to detect Functional  Intersects With Protection DCH-16 unauthorized data mining and 5
land protect against unauthorized data mining. data harvesting techniques.
and/or updating Personal Data
bata M Employ [Assiggn;ent: organizﬁtion—de]ﬁfne?:ata mining Usage Restrictions (PD) to;l(l) T||'|1e pugpose(s)
ata Mining prevention and detection techniques] for [Assignment: : originally collected, consistent
AC-23 Protection lorganization-defined data storage objects] to detect Functional Intersects With) ~of Perigga)l Data (PRI-05.4 with the data privacy notice(s); 5
land protect against unauthorized data mining. (2) What is authorized by the
[T DEVETUP, UUCUTITETTG, arTa UTSSer eTo data subject, or authorized
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational . " .
lentities, and compliance; andb. Is consistent with "54:;:1:;1ISV‘CﬂOSmeXIIiSatn((?eI'ZV\EW the
lapplicable laws, executive orders, directives, Resilier\{c'e Program (SCRP),
- ’ ;eguladtions, pofl\c\?s, staadards,land guidehnefs;handZ. lfe{;iodic s;view & including policies standarcis and
olicy an rocedures to facilitate the implementation of the . N pdate of Security, ’ .
AT-01 Procedures lawareness and training policy and the associated Functional |Intersects With Compliance & GOV-03 g:qfciqunﬁisc'a?}tt Zlﬁg:eeds‘gtcecniatlz 5
lawareness and training controls;b. Designate an Resilience Program en.:;urlegtlj\eir continuign u
[Assignment: organization-defined official] to manage Suitability, adequac agnd
the development, documentation, and dissemination of| ity quacy
. N " effectiveness.
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
N jzatinn dafinad )
e RRBD TRIGHRIAT "Rt S e&nfrste - - -
[Assignment: organization-defined personnel or _Mechanlsms exist to fac'."tate the
roles]:1. [Selection (one or more): Organization-level; implementation of security
Mission/business -level; System-level] ' workforce development and
process-level; System-leve
the 1 awareness controls.
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Security,
Policy and Procedures to facilitate the implementation of the : Compliance &
AT-01 Procgdures lawareness and training policypand the associated Functional Subset Of Resil\esce-Minded SAT-01 10
lawareness and training controls;b. Designate an Workforce
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
SRR R R AT tnEoafise
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the : Compliance & policies, standards and
AT-01 Procedures lawareness and training policy and the associated Functional  Intersects With Resilience GOv-02 procedures necessary for secure, 5
lawareness and training controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
r izatinn dafinad el
a. Provide security and privacy literacy training to Mechanisms exist to provide all
isystem users (including managers, senior executives, lemployees and contractors
land contractors):1. As part of initial training for new appropriate security, compliance
users and [Assignment: organization-defined and resilience awareness
frequency] thereafter; and2. When required by system education and training that is
changes or following [Assignment: organization- N relevant for their job function.
Literacy Trainin defined events];b. Employ the following techniques to Co;ecllijar:cyé &
AT-02 and Awyarenessg increase the security and privacy awareness of system | Functional Equal ReSiIience SAT-02 10
users [Assignment: organization-defined awareness Awareness Training
techniques];c. Update literacy training and awareness
icontent [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.
Mechanisms exist to utilize
Literacy Training ide Ii . i : . security awareness training on
AT-02(02) land Awareness | P"z\"df Illt_e;acyttralmfng 0.2 reiggmfmg and reporting Functional Equal Inf\lderThreat THR-05 |recognizing and reporting 10
Insider Threat potential indicators of insider threat. wareness potential indicators of insider
threat.
Literacy Training Provide literacy training on recognizing and reportin ; " ; awareness training on
AT-02(03) gnd_ Awareness_\ potential and ayctual ingtances ogsociagl enginlemg o Functional Equal Social En_gl_neermg SAT- recognizing and reporting 10
ocial Engineering and social mining Mining 02.2 |potential and actual instances of
land Mining . social engineering and social
a. Provide role-based security and privacy training to
personnel with the following roles and responsibilities:
[Assignment: organization-defined roles and Mechanisms exist to provide
responsibilities]:1. Before authorizing access to the role-based security, compliance
sythLn, i_nforma:ion, or _pertformdm% as;i?ned dut\e]s, Rgle—Ba_tsed laang resilietzce_—related trair\tin%:’(l)
. lan ssignment: organization-defined frequency " ecurity, efore authorizing access to the
AT-03 Role-based Training thereafter; and2. When required by system changes;b. Functional |intersects With Compliance & SAT-03 system or performing assigned 5
Update role-based training content [Assignment: Resilience Training duties;(2) When required by
lorganization-defined frequency] and following system changes; and(3) Annually
[Assignment: organization-defined events]; andc. thereafter.
Incorporate lessons learned from internal or external
security incidents or breaches into role-based training.
. Document and monitor information security and {f;iar:innanadctr:ﬁglet:ri:12?&‘3\(‘:1“?;1)
pr!vacy training activit_ie}s, including se_curity and Secgrity, Initial sgecurity cc;mp\iancegénd
AT-04 [Training Records privacy awareness training and specific role-based Functional Equal Compliance & SAT-04 [resilience awareness training;(2) 10
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

FedRAMP 5_x000a_Moderate

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordlnat\or\ among orgaqlzatlonal entme_s, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Resilier\yée Program (SCRP)
| ’ ?tar;dards,hand g?idelines; and?.l'l"roceguresdto Pe(;iudic ;{eview & including pol\c(—i;es standards and
Policy an acilitate the implementation of the audit an . Update of Security, .

AU-01 Procedures laccountability policy and the associated audit and Functional |intersects With Compliance & Gov-03 prqfce#u(e;is, att plhanned mtervatls 5
laccountability controls;b. Designate an [Assignment: Resilience Program Z;;uileg;ue?razorftiravcignzs occur to
lorganization-defined official] to manage the P
development, documentation, and dissemination of the Z#:gci\{]ggequacy and
laudit and accountability policy and procedures; andc. .

Review and update the current audit and

laccountability:1. Policy [Assignment: organization-

defined frequency] and following [Assignment:

lorganization-defined events]; and2. Procedures

[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] audit and

laccountability policy that:a. Addresses purpose, scope,

roles, responsibilities, management commitment,

coordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws,

lexecutive orders, directives, regulations, policies, Mechanisms exist to establish,

istandards, and guidelines; and2. Procedures to Publishing Security, imaintain and disseminate
Policy and facilitate the implementation of the audit and ) Compliance & policies, standards and

AU-01 Procedures laccountability policy and the associated audit and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
laccountability controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.

Review and update the current audit and

laccountability:1. Policy [Assignment: organization-

defined frequency] and following [Assignment:

lorganization-defined events]; and2. Procedures

[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] audit and

laccountability policy that:a. Addresses purpose, scope,

roles, responsibilities, management commitment,

coordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws,

lexecutive orders, directives, regulations, policies,

standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the
Policy and facilitate the implementation of the audit and " Continuous " -

AU-01 Procedures laccountability policy and the associated audit and Functional Subset Of Monitoring MON-01 mr_\glemen_ttat\pn of en:telrpnse— 10
laccountability controls;b. Designate an [Assignment: wide monitoring controfs.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.

Review and update the current audit and

laccountability:1. Policy [Assignment: organization-

defined frequency] and following [Assignment:

lorganization-defined events]; and2. Procedures

[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

@ TOenTITy TNe Types of EVents tat the System 15

icapable of logging in support of the audit function:

[Assignment: organization-defined event types that the|

lsystem is capable of loggingl;b. Coordinate the event

logging function with other organizational entities

requiring audit-related information to guide and inform

the selection criteria for events to be logged;c. Specify Mechanisms exist to review
the following event types for logging within the Security Event MON- event logs on an ongoing basis

AU-02 Event Logging isystem: [Assignment: organization-defined event types| Functional |Intersects With Monityorin 018 and escalate incidents in 5
(subset of the event types defined in AU-02a.) along 9 . accordance with established
with the frequency of (or situation requiring) logging timelines and procedures.
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
ideemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
nrrfagiiﬁ%qzﬁ_éj%ﬁ&gi freauency]

a. OT €Vents that the System T
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
isystem is capable of logging];b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform Mechanisms exist to utilize a
the selection criteria for events to be logged;c. Specify S ‘ :
" f iy . ecurity Incident Event Manager
the following event types for logging within the Centralized (SIEM), or similar automated tool

AU-02 Event Logging isystem: [Assignment: organization-defined event types| Functional [Intersects With Collection of MON-02 to sup;’)ort the centralized ! 5
(subset of the event types defined in AU-02a.) along Security Event Logs collection of security-related
with the frequency of (or situation requiring) logging event l0gs. Y
for each identified event type];d. Provide a rationale 9s-
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
loraanization-defined freauencyl

Mechanisms exist to configure
'Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
minimum:(1) Establish what type
Ensure that audit records contain information that of event occurred;(2) When (date
lestablishes the following:a. What type of event and time) the event occurred;(3)
Content of Audit loccurred;b. When the event occurred;c. Where the . Content of Event .

AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 1vyhh:;2lf?;i\/fiﬁteoé\fg;ﬁ%)(?%e 10
the event; andf. Identity of any individuals, subjects, or outcome (success or failure) of
objects/entities associated with the event. the event; and(6) The identity of

any user/subject associated with
the event.
IContent of Audit Generate audit records containing the following Sensitive Event Log| MON- Mechanisms exist to protect
AU-03(01) Records | Additional|additional information: [Assignment: organization- Functional |Intersects With Information 9 03.1 sensitive/regulated data 5
|Audit Information  |defined additional information]. . contained in log files.
Mechanisms exist to allocate and
" /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 égd'atcli‘fg Storage [Assignment: organization-defined audit log retention Functional Equal Eventclgogcsittorage MON-04 |event log storage capacity to 10
pacity requirements]. pacity reduce the likelihood of such
capacity being exceeded.
a. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit |[roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process period] in the event of an audit logging process failure;| Functional Equal Log Processing [MON-05|event of a log processing failure 10
Failures landb. Take the following additional actions: Failures and take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

eview and analyze system au
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined
inappropriate or unusual activity] and the potential

FedRAMP 5_x000a_Moderate

Mechanisms exist to utilize a
Security Incident Event Manager

|Audit Record impact of the inappropriate or unusual activity;b. Centralized P
AU-06 Review, Analysis, Report findings to [Assignment: organization-defined Functional [Intersects With Collection of MON-02 glsr)' g:tstllzllgéna;;?iga;ed tool, 5
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs colle(‘:)t‘i)on of security-related
record review, analysis, and reporting within the 4
A P event logs.
isystem when there is a change in risk based on law
lenforcement information, intelligence information, or
ot} mation
a. Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
|Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving
AU-06 Review, Analysis, Report findings to [Assignment: organization-defined Functional [Intersects With Adjustments 02.6 threat information from law 5
land Reporting personnel or roles]; andc. Adjust the level of audit g . enforcement, industry
record review, analysis, and reporting within the associations or other credible
system when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
other credible sources of information
[Audit Record
Review, Analysis, |[Integrate audit record review, analysis, and reporting Sensitive Event Log| MON- Mechanisms exist to protect
AU-06(01) land Reporting | processes using [Assignment: organization-defined Functional |Intersects With Information 9 03.1 sensitive/regulated data 5
|Automated Process [automated mechanisms]. " |contained in log files.
Intearation
/Automated mechanisms exist to
lAudit Record correlate both technical and non-
Review, Analysis, |Analyze and correlate audit records across different Correlate MON EﬁCh"'fa‘ \nfor?atmg f’°”7t across
AU-06(03) land Reporting | repositories to gain organization-wide situational Functional [Intersects With Monitoring . © enterprise by a Security 5
4 02.1 (Incident Event Manager (SIEM) or
Correlate Audit ~ |awareness. Information similar automated tool, to
Record Repositories lenhance organization-wide
situational awareness.
Provide and implement an audit record reduction and
lAudit Record Leport %eneéation cizpabil\ty that:la. Supp(zrts on- " Mechalnisms exist to provide an
" lemand audit record review, analysis, and reporting . N lonitoring event log report generation

AU-07 E:ggﬁtng::;ition requirements and after-the-fact investigations of Functional |Intersects With Reporting MON-06 capability to aid in detecting and 5
incidents; andb. Does not alter the original content or assessing anomalous activities.
time ordering of audit records.

[AUdit Record : m " . .
Reductionand 100800 it racords for evants of mierest based Monitoring venk Iog roport Gendration.
AU-07(01) 25?;:3‘5;””“'“ I lon Fhe fo_llowing_ content: [Assignment: organization- Functional [intersects With Reporting MON-06 capabi!ity to aid in detect_in_g_ and 5
Processing defined fields within audit records]. assessing anomalous activities.
a. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit . . o "
records that meet [Assignment: organization-defined Clock 24?yccmiglrfir;ast;);ylstte::?yxgllgze tt';ne’

AU-08 [Time Stamps igranularity of time measurement] and that use Functional |Intersects With Synchronization SEA-20 sgnchronize all critical syggem 5
ICoordinated Universal Time, have a fixed local time Clocks
offset from Coordinated Universal Time, or that include .
the local time offset as part of the time stamp.

a. Use internal system clocks to generate time stamps Mechanisms exist to configure
for audit records; andb. Record time stamps for audit 'Technology Assets, Applications
records that meet [Assignment: organization-defined and/or Services (TAAS) to use an

AU-08 [Time Stamps granularity of time measurement] and that use Functional (Intersects With Time Stamps MON-07 [authoritative time source to 5
ICoordinated Universal Time, have a fixed local time generate time stamps for event
offset from Coordinated Universal Time, or that include logs.
the local time offset as part of the time stamp.

a. Protect audit information and audit logging tools . .
Protection of Audit from unauthorized access, modification, and deletion; Protection of Event gveecr':talr(‘)lsgnasnzx::dtﬁ Ev;gltse?:om

AU-09 | : andb. Alert [Assignment: organization-defined Functional Equal MON-08 " 10

nformation " . Logs unauthorized access,
personnel or roles] upon detection of unauthorized modification and deletion
laccess, modification, or deletion of audit information. .
Protection of Audit : " . Mechanisms exist to restrict
avoo(o)  [IOrmREO | o only [Assignment: organization-dained | Functional |  Equal [CCeSSDY Subset of| MON- laccess to the management of 10
|Access by Subset of subset of privileged users or ro\eé] Privileged Users 08.2 [|event logs to privileged users
Privileged Users P g . with a specific business need.
TECITATTTSTITS EXTST TU TET@NT EVeTT
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
lAudit Record deﬁned time p_eriod consistent with records retention requirements to grovidg support

AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10|for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
lorganizational information retention requirements. statutory, regulatory and

contractual retention
@ PTOVIUE aUUTt TECoTU JeTTeTatioTT CapanTity ToT TTe
levent types the system is capable of auditing as
defined in AU-2a on [Asslgnment. _orgamza.t\on»deﬁned Mechanisms exist to provide an
|Audit Record system components];b. Allow [Assignment: Monitoring event log report generation
AU-12 G - lorganization-defined personnel or roles] to select the Functional (Intersects With . MON-06 I A : 5
eneration event types that are to be logged by specific Reporting capabl!lty to aid in detecglqg and
icomponents of the system; andc. Generate audit assessing anomalous activities.
records for the event types defined in AU-2c that
inclida e audit. A rantantdafioadin ALL
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
Policy and facwlita_te the implemen?ativ_an of tr)e assessment, . Information impler_nentat\on of s_e_curity,

CA-01 Procedures lauthorization, and monitoring policy and the Functional Subset Of Assurance (IA) IA0-01 |compliance and resilience 10
lassociated assessment, authorization, and monitoring Operations assessment and authorization
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lassessment, authorization, and monitoring policy

that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

icoordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws, Mechanisms exist to review the

lexecutive orders, directives, regulations, policies, Security, Compliance &

standards, and guidelines; and2. Procedures to Periodic Review & Resilience Program (SCRP),

Policy and facwlita_te the implemen?atipn of the assessment, . Update of Security, including policies, standards and

CA-01 Procedures lauthorization, and monitoring policy and the Functional [Intersects With Compliance & GOV-03 [procedures, at planned intervals 5

lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Resilience Program

or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Secure Controls Framework (SCF)
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Policy and

CA-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Control

CA-02 |Assessments

[ SeTEtT Ut appropTTate UT aSSESSITTETTTTEanT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the
lassessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

assessment to [Assignment: organlzatlon defined
L L

Functional

Intersects With

Functional Review
Of Security,
Compliance &
Resilience Controls

CPL-
03.2

Mechanisms exist to regularly
review Technology Assets,
/Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

Control

CA-02 |Assessments

ipdidueinedmnrthrate e TeanT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the
lassessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

assessment to [A55|gnment organization-defined
L

Functional

Intersects With

Technical
Verification

1A0-06

Mechanisms exist to perform
Information Assurance Program
(IAP) activities to evaluate the
design, implementation and
effectiveness of technical
security, compliance and
resilience controls.

Control

CA-02 |Assessments

iRl inedirohrare ora TITETTC TEaTT
for the type of assessment to be conducted;b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the
lassessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment orgamzatlon defined

Functional

Intersects With

Security,
Compliance &
Resilience In Project|
Management

PRM-04

Mechanisms exist to assess
security, compliance and
resilience controls in system
project development to
determine the extent to which
the controls are implemented
correctly, operating as intended
and producing the desired
outcome with respect to meeting
the requirements.

Control

CA-02 |Assessments.

iRt inediRrohrare TITETTC TEaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the
assessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-deﬁned

ls ar ralacl

Functional

Intersects With

Assessments

1A0-02

Mechanisms exist to formally
assess the security, compliance
and resilience controls in
'Technology Assets, Applications
and/or Services (TAAS) through
Information Assurance Program
(IAP) activities to determine the
extent to which the controls are
implemented correctly, operating
as intended and producing the
desired outcome with respect to
meeting expected requirements.

Control

CA-02 |Assessments.

indideptterdiifehrare TTeTTCTeaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,

ment team, and a: ment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
[designated representative prior to conducting the
assessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
individial r rolac]

Functional

Intersects With

Security,
Compliance &
Resilience
Assessments

CPL-03

Mechanisms exist to regularly
review processes and
documented procedures to
ensure conformity with the
organization's security,
compliance and/or resilience
policies, standards and other
applicable requirements.

Control
|Assessments |
Independent
|Assessors

CA-02(01)

Employ independent assessors or assessment teams to
conduct control assessments.

Functional

Equal

Assessor
Independence

IAO-
02.1

Mechanisms exist to ensure
assessors or assessment teams
have the appropriate
independence to conduct
security, compliance and/or
resilience control assessments.

Secure Controls Framework (SCF)
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|Assessments | Third-Party JAO- respond to the results of external
CA-02(03) Leveraging Results |organization(s)] on [Assignment: organization-defined Functional Equal Assessment 02.3 assessments that are performed 10
from External isystem] when the assessment meets [Assignment: Reciprocity : by impartial, external
Organization: rganization-defi i sl oraanization:
between the system and other systems using Mechanisms exist to authorize
[Selection (one or more): interconnection security connections from systems to
lagreements; information exchange security other systems using
lagreements; memoranda of understanding or Interconnection Security
lagreement; service level agreements; user Interconnection /Agreements (ISAs), or similar
Information lagreements; nondisclosure agreements; [Assignment: . N N methods, that document, for
CA-03 Exchange lorganization-defined type of agreement]];b. Document, Functional Intersects With A Secul;lty(lSA ) NET-05|0ach interconnection:(1) 5
las part of each exchange agreement, the interface greements S Interface characteristics;(2)
Icharacteristics, security and privacy requirements, Security, compliance and
controls, and responsibilities for each system, and the resilience requirements; and;(3)
impact level of the information communicated; andc. The nature of the information
Review and update the agreements [Assignment: communicated.
AT TEVETSs & praiof ACtion Ny miestones Tor the N —
isystem to document the planned remediation actions ;er!itcl'izlr,](clij(gz)s:;)[)g?;of the
lof the organization to correct weaknesses or associatezi witI:| the
deficiencies noted during the assessment of the deficiency(ies);(5) Source
Plan of Action and |controls and to reduce or eliminate known . 8 Capabilities b .
CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional  intersects With Deficiency Tracking 1A0-05 .ddeﬁct'.iincZ. /detection;(6) 5
plan of action and milestones [Assignment: |Ten ffication/detection;
A " B emporary compensating
lorganization-defined frequency] based on the findings controls, if applicable;(7) Point of
from control assessments, independent audits or C ' PP '
reviews and continuons monitaring activitie ontact (POC) (e.g.,
la. Assign a senior official as the authorizing official for Mechanisms exist to ensure
the system;b. Assign a senior official as the authorizing Technology Assets, Applications
official for common controls available for inheritance and/or Services (TAAS) are
by organizational systems;c. Ensure that the officially authorized prior to "go
lauthorizing official for the system, before commencing live" in a production
P loperations:1. Accepts the use of common controls " Security environment.
CA-06 [Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 10
to operate;d. Ensure that the authorizing official for
lcommon controls authorizes the use of those controls
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
frequencyl,
LEIEIp-d Systermrever TToTTToTITgSTraTey Y
land implement continuous monitoring in accordance
with the organization-level continuous monitoring
istrategy that includes:a. Establishing the following
system-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment: . . .
lorganization-defined frequencies] for assessment of Security, gleeci,ﬁ‘atr;lsginepﬁ;:;f:: z;os/lde a
IContinuous control effectiveness;c. Ongoing control assessments Compliancé & resilienc‘e controls oversight
CA-07 Monitori in accordance with the continuous monitoring Functional |Intersects With m CPL-02 : 5
onitoring strategy:d. Ongoing monitoring of system and Resilience _Controls function t_hat‘ reports to the
lorganization-defined metrics in accordance with the Oversight Iorg:nlw—zzflon s executive
icontinuous monitoring strategy;e. Correlation and eadership.
lanalysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
isecurity and privacy status of the system to
[Assignment: organization-defined personnel or roles]
fnoe imakine dofiaod 1
Mechanisms exist to utilize
Continuous . independent assessors to
Monitoring | Emp_loy independent assessors or assessment_teams to . Independent CPL- evaluate security, compliance
CA-07(01) h monitor the controls in the system on an ongoing Functional |Intersects With and resilience at planned 5
ndependent basi Assessors 03.1 |
lAssessment asis. intervals or when the Technolqu
|Asset, Application and/or Service
(TAAS) undergoes significant
Mechanisms exist to provide a
Continuous Employ independent assessors or assessment teams to Cosmecll;;:(\{é & f:;mg;yc'ecgg?]’i:':lg%i:?g ht
CA-07(01) Monitoring | Types |monitor the controls in the system on an ongoing Functional |Intersects With| oo & P c 1s | CPL02 |g ion th g 5
of Assessments basis. esilience Controls unction that reports to the
Oversight organization's executive
leadership.
Mechanisms exist to ensure risk
monitoring as an integral part of
Continuous Ens;{re risk mon_i:or_ing ist art1 intetghratl panl'tgf thti trge tconti?lxmtu; nlﬁog\tormg tori
i : icontinuous monitoring strategy that includes the . . . strategy that includes monitoring
CA-07(04) ugg:{gﬂ:g | Risk following:a. Effectiveness monitoring;b. Compliance Functional Equal Risk Monitoring | RSK-11 the effectiveness of security, 10
monitoring; andc. Change monitoring. compliance and resilience
controls, compliance and change
management.
. . Mechanisms exist to conduct
IConduct penetration testing [Assignment: penetration testing on
CA-08 Penetration Testing |organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 Technology Assets, Applications 10
lorganization-defined systems or system components]. and/or Services (TAAS).
rlenn;et‘r)aetrllzr;gtestmg Employ an independent p‘enetrati'on testing agent or ) Indepgndent VPM- mgz;zwj;st Z?:etst:o‘r"tollrlze an
CA-08(01) Penetration Testing ;eastrg;oc%?:ogweEtesnetrat\on testing on the system or Functional Equal Pene;rra_trlg;\mAgent 07.1 |penetration team to perform 10
|Agent or Team Y P " penetration testing.
Mechanisms exist to utilize "red
Employ the following red-team exercises to simulate team" exercises to simulate
Penetration Testing |attempts by adversaries to compromise organizational attempts by adversaries to
CA-08(02) | Red Team isystems in accordance with applicable rules of Functional Equal Red Team Exercises| VPM-10 |compromise Technology Assets, 10
Exercises lengagement: [Assignment: organization-defined red /Applications and/or Services
team exercises]. (TAAS) in accordance with
e —— o organization-defined rules of
B TONMECTTIoN TgTMent: - -
lorganization-defined system components or classes of iNrI:eanaar;Iz’lieen):lit);?\;gltqitorr?sl
icomponents] to the system;b. Document, for each through ayuthorizin internal
internal connection, the interface characteristics, . 9
CA-09 Internal System security and privacy requirements, and the nature of Functional Equal Internal System NET- gonnectlotljs offsysten;]s_ atnd | 10
3 IConnections the information communicated;c. Terminate internal unctiona quai Connections 05.2 |documenting, for each interna
: N 5 il connection, the interface
lsystem connections after [Assignment: organization- characteristics, securit
defined conditions]; andd. Review [Assignment: . " Y
P . A requirements and the nature of
lorganization-defined frequency] the continued need for| the information communicated
leach internal connection .
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
. regulations, polwcwle‘s, standa_rds, and guidelines; and2. Configuration Mechanisms exist to facilitate the
CM-01 gollcydand Pro(;iedure: to facilitate thet |m;|q|emer;jte;ﬁon of thet d Functional Subset Of Management CFG-01 [implementation of configuration 10
rocedures configuration management policy and the associates Program management controls.

iconfiguration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Secure Controls Framework (SCF)
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la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational Mechanisms exist to review the
lentities, and compliance; andb. Is consistent with Security, Compliance &
lapplicable laws, executive orders, directives, Resilienée Program (SCRP)
ool ’ :;eguladtions,tpofhcwﬁ, tstatrlj‘da_rds,land gtuitdehnefst;handz, lfe(;iotdic ;{Sviewt& including policies standards and
olicy an rocedures to facilitate the implementation of the . pdate of Security, .
cM-01 Procedures iconfiguration management policy and the associated Functional |intersects With Compliance & Gov-03 prqfce#u(e;is, att plhanned mtervatls 5
iconfiguration management controls;b. Designate an Resilience Program Z;;uileg;ue?razorftiravci?wzs occur to
[Assignment: organization-defined official] to manage P
the development, documentation, and dissemination of]| Zl#:gl\:lé\{],eigequacy and
the configuration management policy and procedures; .
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, imaintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
CM-01 Procedures iconfiguration management policy and the associated Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
iconfiguration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
- P UCUTITE TGO T T T T T
iconfiguration control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline iconfiguration of the system:1. [Assignment: . N . CFG- (1) At least annually;(2) When
CM-02 IConfiguration lorganization-defined zrequency];z. When required due Functional |Intersects With| Reviews & Updates 02.1 |required due to so;{)r(S) As part 5
to [Assignment: organization-defined circumstances]; of system component
land3. When system components are installed or installations and upgrades.
s F _.,4., UUCUTTTCTIG T O TTTam Team T urraeT—— Mechanisms exist to deVe'Op
iconfiguration control, a current baseline configuration document and maintain secuvre
of the system; andb. Review and update the baseline baseline configurations for
Baseline configuration of the system:1. [Assignment: " Secure Baseline P
CM-02 IConfiguration lorganization-defined frequency];2. When required due Functional Intersects With Configurations CFG-02 TECh"‘)Iogy,Assets' Applications 5
to [Assignment: organization-defined circumstances]; and/«_)r Serwces_(TAAS) that are
land3. When system components are installed or consistent with |ndu5try-‘
accepted system hardening
/Automated mechanisms exist to
Baseline A overn and report on baseline
Configuration | Malqtak;_n]\_tthefc:hrregcy, I_comple;‘enesst: aca;rtahcy, antd Automated Central | ¢ gonﬁgurationspof Technology
CM-02(02)  |Automation Support[2vaa@plity of the baseline configuration of the system | ¢\ ctiqng) Equal Management & " |Assets, Applications and/or 10
lfor Accuracy and usln% [A_sslgnment, organization-defined automated Verification 02.2 Services (TAAS) through
Currency mechanisms]. Continuous Diagnostics and
Mit\gation (CDM), or r
IConfiguration | Retain [Assignment: organization-defined number] of Retention Of CFG- preef/igsf\'/gsei::s o(f) g:saellri]ne
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous 02.3 |configuration to support roll 10
Previous isystem to support rollback. Configurations : hack
a. Issue [Assignment: organization-defined systems or Mechanisms exist to configure
Baseline sys_tem componen_ts] with [As_signment: org_anization— Configure Technology_Assets, Applicqtions_
Configuration | deﬁngd configurations] to |r]d|V|duaIs traveling to Technology Assets and/or Services (TAAS) utilized in
CM-02(07) Configure Systems IC_)caQ_ons th_at the organization deems_to be of Functional Equal Applications and/o; CFG- hlgh-‘ns.k areas vylth more 10
and Components significant risk; andb. Apply the follom_ng controls to Services (TAAS) for 02.5 restr_\ctlve_base\me
lfor High-risk Areas the systems or compon_ents when the |_nd\\{\dua|s_ High-Risk Areas configurations.
return from travel: [Assignment: organization-defined
icontrols].
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
associated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
Configuration Retain records of cqnﬁguration»con_trol_led cha_nges _to ) Change Mechanisms exist to facilitate the|
CM-03 Change Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 [implementation of a change 10
period];f. Monitor and review activities associated with Program management program.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
element] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
associated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
: Retain records of configuration-controlled changes to ) " Mechanisms exist to govern the
CM-03 gﬁgﬂg:?gg{‘m the system for [Assignment: organization-defined time | Functional [Intersects With Cizr;ggeuéaotr:?rrz)l CHG-02 [technical configuration change 5
period];f. Monitor and review activities associated with control processes.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequencyl; when
[Assignment: organization-defined configuration
: Mechanisms exist to verify the
Configuration functionality of security, i
mo30n)  ohange Controll Irest, validate, and document changes to the system | o CoRtOL - o6 |compliance and resilience 5
-03(02) aﬁfﬁ Eg(':u:\énialtci)(r)‘;] before finalizing the implementation of the changes. unctional Jintersects Wi \lljgrciﬁlggtamlny % |controls following implemented
of Changes changes to ensure appl!cable
controls operate as designed.
y : Mechanisms exist to
gﬁg?‘ggrggg?“" | Irest, validate, and d t changes to the syst Test, Validate & | CHG |prepoced cranges m s mom
. P est, validate, and document changes to the system . est, Validate - |proposed changes in a non-
CM-03(02) :sztggé‘y;léiisg;h before finalizing the implementation of the changes. Functional Intersects With Document Changes| 02.2 [production environment before 5
of Changes changes_ are im_plemented ina
_ production environment.
Configuration i o . j Security, Mechanisms exist to include a
Change Control | Requlr_e [Assignment: organization-defined security Comp_lllance & cybersgcurity and/or data
CM-03(04) Security and land privacy represe_nta_t\ves] t_o be merr_|bers pf the Functional Equal Reslllen_ce CHG- |protection representative in the 10
Privacy [ﬁsswgnmentt: c;rglanlzattl]on—deﬁned configuration ReApresteB;atlvel for | 02.3 |configuration change control
. change control element]. sset Lifecycle review process.
Representatives Changes p
/Analyze changes to the system to determine potential Security Impact Mechanlsms exist tfo analcyzet_ |
CM-04 Impact Analyses isecurity and privacy impacts prior to change Functional Equal Analysis for CHG-03 g:zﬂ?;s imcpzzgsespr?;ﬂg f,?ela 10
implementation. Changes implementation of the change.
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Impact Analyses |

/After system changes, verify that the impacted
controls are implemented correctly, operating as

Mechanisms exist to perform
Information Assurance Program
(IAP) activities to evaluate the

CM-04(02) |Verification of intended, and producing the desired outcome with Functional Equal VTeericT?cnalazln IAO-06 |design, implementation and 10
Controls regard to meeting the security and privacy effectiveness of technical
requirements for the system. security, compliance and
resilience controls.
Mechanisms exist to define,
laccess Restrictions |Pefine, document, approve, and enforce physical and Governing Access | £y document, approve and enforce
CM-05 logical access restrictions associated with changes to Functional |Intersects With|  Restriction for access restrictions associated 5
[for Change the system Change 03.2  |with changes to Technology
: /Assets, Applications and/or
echanisms exist to enforce
. Define, document, approve, and enforce physical and . configuration restrictions in an
CM-05 »fﬁocrcas];l?eestrlctlons logical access restrictions associated with changes to Functional |Intersects With Acc}sg? (l;fas;rwcetlon CHG-04 |effort to restrict the ability of 5
9 the system. 9 users to conduct unauthorized
|
[Access Restriction: o N 3 . Mechanisms exist to perform
. Enforce access restrictions using [Assignment: :
lfor Change | @ Enforce h gnmer Automated Access after-the-fact reviews of
CM-05(01) |Automated Access Z[ﬁz'xz:titg“ d22::?a?:?urgiattf:cmzcsh;nt'ﬁ?s]' andb. Functional Equal Enforcement / %':GI configuration change logs to 10
Enforcement and enforcementyagctions Auditing . discover any unauthorized
udit Record: - change:
|Access Restrictions |a. Limit privileges to change system components and
for Change | isystem-related information within a production or Permissions To CHG- Mechanisms exist to limit
CM-05(05) Privilege Limitation |operational environment; andb. Review and reevaluate| Functional Equal Implement Changes| 04.4 operational privileges for 10
for Production and |privileges [Assignment: organization-defined . implementing changes.
Operation frequency].
- & =) - -
icomponents employed within the system that reflect Mechanisms exist to develop,
the most restrictive mode consistent with operational document and maintain secure
requirements using [Assignment: organization-defined baseline configurations for -
lcommon secure configurations];b. Implement the :ig;‘::"soegrz’liﬁgze(;;:sp)?t'Lc:tt':l?:
: configuration settings;c. Identify, document, and " © A
CM-06 ggtrm?usratlon lapprove any deviations from established configuration | Functional [Intersects With Sce::gel?rzii:wn: CFG-02 |consistent with industry- 5
9 settings for [Assignment: organization-defined system 9 accepted system hardening
Icomponents] based on [Assignment: organization- standards.
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
- & =)
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
Configuration configuration settings;c. Identify, document, and Approved CFG- gsescezin:\ssrsa:;it torgloecg?":::’
CM-06 S fig lapprove any deviations from established configuration Functional [Intersects With Configuration P pprove y 5
ettings N N o " . 02.7 |deviations to standardized
settings for [Assignment: organization-defined system Deviations configurations
icomponents] based on [Assignment: organization- 9 .
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
e
Settings | Manage, apgly, and_ver_lfy con_ﬁguratlon settings for Automated Central configurations of Technology
cM-06(01)  [Automated [Assignment: organization-defined system Functional |Intersects With| Management & | GG |Assets, Applications and/or 5
Management, icomponents] using [Assignment: organization-defined Verification 02.2 Servi i p‘IPAAS th h
|Application, and lautomated mechanisms]. er\n_ces( N ) roug
\Verification antlnqous Dlagnostlgs §nd
Mitigation (CDM), or similar
a. Configure the system to provide only [Assignment: Mechanisms exist to configure
lorganization-defined mission essential capabilities]; : .
landb. Prohibit or restrict the use of the following systekl)'\_’:‘stito %rovlde %ply”essentlal
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 capaplities by specifically 10
N . P . e prohibiting or restricting the use
[Assignment: organization-defined prohibited or of ports, protocols, and/or
restricted functions, system ports, protocols, software, serE/ices' P "
land/or services]. .
a. Review the system [Assignment: organization-
defined frequency] to identify unnecessary and/or Mechanisms exist to periodically
Least Functionality | nonsecure functions, ports, protocols, software, and CFG- review system configurations to
CM-07(01) periodic Review services; andb. Disable or remove [Assignment: Functional Equal Periodic Review 03.1 identify and disable unnecessary 10
lorganization-defined functions, ports, protocols, . and/or non-secure functions,
isoftware, and services within the system deemed to be ports, protocols and services.
unnecessary and/or nonsecure].
Prevent program execution in accordance with
Least Functionality | ([jSeﬁIec;lon |(°'.‘e or r:’\ore;.b[Aﬁswg_nmenz organization- P t P /Automated mechanisms exist to
CM-07(02) prevent Program  |[0¢1ined policies, rules of behavior, and/or access Functional |Intersects With| " cYeNt Program | gpa o6 [prevent the execution of 5
Execution agreements regarding soft\_cvare program usage and Execution Unauthorized software programs.
restrictions]; rules authorizing the terms and
conditions of software program usage].
Prevent program execution in accordance with
: . [Selection (one or more): [Assignment: organization- Mechanisms exist to configure
Least Functionality | defined : 9 Prevent 7
policies, rules of behavior, and/or access : . CFG- [systems to prevent the execution
CM-07(02) E;Zvcirt‘itozmgram lagreements regarding software program usage and Functional  Intersects With Soflth:?ethETelzzciiion 03.2 |of unauthorized software 5
restrictions]; rules authorizing the terms and programs.
iconditions of software program usage].
. Identify [Assignment: organization-defined software
Least Functionality | programs authorized to execute on the sys_tem];b. Mechanismsvexist to explicitly
|Authorized Employ a deny-all, permit-by-exception policy to allow Explicitly Allow / CFG- allow (allowlist / whitelist) and/or
CM-07(05) Software — Allow- the execution of authorized software programs on the Functional Equal Deny Applications | 03.3 block (denylist / blacklist) 10
by-exception lsystem; andc. Review and update the list of authorized : applications that are authorized
isoftware programs [Assignment: organization-defined to execute on systems.
frequency].
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
la. Develop and document an inventory of system Data (TAASD) that:(1) Accurately
icomponents that:1. Accurately reflects the system;2. reﬂ?cts the c_u_rrent TAASD in
Includes all components within the system;3. Does not use;(2) Identifies authorized
include duplicate accounting of components or soft_ware _pro(jgcts, mcludnjg.
lcomponents assigned to any other system;4. Is at the :)usaissljust:ﬁcfatlon dletgtlls,(3l
System Component level of granularity deemed necessary for tracking and ds a s evel o grafnu ar yk
CM-08 Y. P reporting; and5. Includes the following information to Functional |Intersects With| Asset Inventories | AST-02 [déeémed necessary for tracking 5
Inventory lachieve syst t tability: and reporting;(4) Includes
ystem component accountability: . ity N
[Assignment: organization-defined information deemed organization-defined information
necessary to achieve effective system component deemgd necessary to aCh'eV‘e‘ )
laccountability]; andb. Review and update the system effective property accoungabmty,
icomponent inventory [Assignment: organization- and(S) Is avgllable for review and
defined frequency]. audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
System Component level of granularity deemed necessary for tracking and Component AST- |2 trusted source and
CM-08 Invento! reporting; and5. Includes the following information to Functional (Intersects With Duplication 02.3 accountability for approved and 5
y lachieve system component accountability: Avoidance . implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
i’fgﬁg;ﬁn‘;ﬂgﬁg; Update the inventory of system components as part of ) Updates During | rqp. rses;ce'ﬁa:,ser::o?elzt;::apgaot?
CM-08(01) During Installation icomponent installations, removals, and system Functional Equal Installations / 02.1 |component installations, 10

land Removal

updates.

Removals

removals and asset upgrades.
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Set Theory Relationship Mapping (STRM)

ISystem Component

Focal Document Element (FDE) Description

a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
using [Assignment: organization-defined automated
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/Automated mechanisms exist to

version 2026.1_x000a_03/27/2026

K‘J’;’;ﬁgz; mechanisms] [Assignment: organization-defined U?\:tuotrr?:rtiigd AST- detect and alert upon the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Component 02.2 detection of unauthorized 5
c unauthorized components are detected: [Selection pon : hardware, software and firmware
omponent o Detection
Detection (one or more]_. disable network access by such components.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
ISn);seci{gr(;ﬁmponent using [A_ssignment_: organization—deﬁr_\ed aut_omated : )
IAutomated mechanisms] [Assignment: organization-defined Software END- Mechanisms exist to generate an
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Installation Alerts 03.1 alert when new software is 5
c unauthorized components are detected: [Selection : detected.
omponent o
Detection (one or more]_. disable network access by such
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
la. Detect the presence of unauthorized hardware,
software, and firmware components within the system
ﬁw)(lsetﬁgrio‘mponent using [A_ssignment_: organization—d_eﬁvjed aut_omated Mechanisms exist to configure
IAutomated mechanisms] [Assignment: organization-defined Unauthorized CFG- systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Installation Alerts 05.1 when the unauthorized 5
Component unauthorized components are detected: [Selection . installation of software is
Detection (one or more): disable network access by such detected.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
Configuration development life cycle and for managing the Configuration Mechanisms exist to fagilitate the|
CM-09 Management Plan iconfiguration of the configuration items;c. Defines the | Functional Subset Of Management CFG-01 [implementation of configuration 10
iconfiguration items for the system and places the Program management controls.
iconfiguration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system . "
Configuration development life cycle and for managing the Stakeholder ggﬁgig‘z@;zﬁ:ﬁ:;{:?xsre of
CM-09 Management Plan iconfiguration of the configuration items;c. Defines the Functional (Intersects With Notification of CHG-05 2nd understand the impact of 5
9 iconfiguration items for the system and places the Changes d ch P
iconfiguration items under configuration proposed changes.
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
@ USE SUTTWATE alTU a5SUtiatet JUCUTTeTtator 1T
laccordance with contract agreements and copyright
laws;b. Track the use of software and associated . :
Soft documentation protected by quantity licenses to Mechanisms exist to enforce
cM-10 oftware Usage | trol copying and distribution; andc. Control and Functional Equal Software Usage | g g4 [sOftware usage restrictions to 10
Restrictions pying L h a Restrictions comply with applicable contract
document the use of peer-to-peer file sharing ts and ht |
technology to ensure that this capability is not used for agreements and copyright laws.
the unauthorized distribution, display, performance, or
it £ inhtad worl
la. Establish [Assignment: organization-defined policies]
ed go}/erning 'Ethe insta\latlilon of sof‘tware Ey usT‘rs;hb. Prohibit Installation Autﬁrgated&mechamsm”s exist to
User-installe Enforce software installation policies through the . . " prohibit software installations
CM-11 Software following methods: [Assignment: organization-defined Functional  Intersects With W'thogtt:tﬂ\;”eged END-03 without explicitly assigned 5
methods]; andc. Monitor policy compliance privileged status.
[Assignment: organization-defined frequencyl.
a. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b. Mechanisms exist to restrict the
User-installed Enforce software installation policies through the " User-Installed ™ o
CM-11 Software following methods: [Assignment: organization-defined Functional Intersects With Software CFG-05 .ab'l'tﬁ of nog;pr_lvlledegetfitusers to 5
methods]; andc. Monitor policy compliance install unauthorized sottware.
S —— [Assignment: organization-defined frequency].
. " it Mechanisms exist to restrict the
CM-11(02) ISOftwar? | Software AHVO‘,N user installation of software only with explicit Functional |Intersects With User-Installed CFG-05 |ability of non-privileged users to 5
nstallation with privileged status. Software N :
rivileaed Statu install unauthorized software.
: Mechanisms exist to configure
g;fet:vl;rsetjusegftware /Allow user installation of software only with explicit Restrict Roles CFG- systems to prevent the
CM-11(02) | ; f i Functional |Intersects With| Permitted To Install installation of software, unless 5
nstallation with privileged status. Soft 05.2 h ti f db
Privileged Status oftware the action is pel ormev y a
pri ice
e ware |ATow user imstallation of software anty with expic Prohibit nstaliation Ritbfared hechaichis exsrTo
oftware | Software |Allow user installation of software only with explici . . . prohibit software installations
CM-11(02) Installation with privileged status. Functional Intersects With W'thogtt Ptr\vlleged END-03 without explicitly assigned 5
Privi eue|d ?tgtu atus privileaed statu
User-mstalle . . . /Automated mechanisms exist to
Software | _Enforce _and monitor cpmpllance with softwar_e ) ) Configuration monitor, enforce and report on
CM-11(03) |Automated installation policies using [Assignment: organization- Functional (Intersects With Enforcement CFG-06 |configurations for endpoint 5
Enforcement and  |defined automated mechanisms]. devices.
Monitorina o e e T
User-installed Automated mechanisms exist to
Software | Enforce and monitor compliance with software Integrity Assurance CFG- lf?:,-?,n;f, :naﬂgczgzsgsgﬁ;':gggs
CM-11(03) |Automated installation policies using [Assignment: organization- Functional [Intersects With| & Enforcement 06.1 implemen‘t)pautomated resiliency 5
;r;fr?irt%ermgnt and |defined automated mechanisms]. (IAE) actions to remediate the
unauthorized change.
User-installed
Software | Enforce and monitor compliance with software Software END- Mechanisms exist to generate an
CM-11(03) |Automated installation policies using [Assignment: organization- Functional |Intersects With | alert when new software is 5
" nstallation Alerts 03.1
Enforcement and  |defined automated mechanisms]. detected.
se#ﬁ%’gpﬁlecﬁ Mechanisms exist to configure
Software | Enforce and monitor compliance with software Unauthorized CFG- systems to generate an alert
CM-11(03) |Automated installation policies using [Assignment: organization- Functional (Intersects With Installation Alerts | 05.1 when the unauthorized 5
Enforcement and  |defined automated mechanisms]. " |installation of software is
Monitorina detected
[ TOETTOTy & U GO CUTITETTC T e TOTa IO OT TASSTYTITTTETTC:
lorganization-defined information] and the specific
isystem components on which the information is Mechanisms exist to identify and
. processed and stored;b. Identify and document the document the location of
CM-12 :_lzjfé)an;oa;lon users who have access to the system and system Functional Equal InE(;g\tai;\':)n DCH-24 |information and the specific 10
icomponents where the information is processed and system components on which the|
stored; andc. Document changes to the location (i.e., information resides.
lsystem or system components) where the information
i ot l UTOTTTaTE T TITETTTaTTTSTIT TSTTO
Information Use automated tools to identify [Assignment: |tdent|tfy by data (d2|aSSIﬁtCatIOI’|
Location | lorganization-defined information by information type] Automated Tools to ype to ensure adequate
N y P N : . DCH- |security, compliance and
CM-12(01) |Automated Tools to [on [Assignment: organization-defined system Functional Equal Support Information| 24.1 |resilience controls are in place to 10

ISupport Information
Location

icomponents] to ensure controls are in place to protect
lorganizational information and individual privacy.

Location

protect organizational

information and individual data
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Set Theory Relationship Mapping (STRM)

CP-01

Policy and
Procedures

Focal Document Element (FDE) Description

ate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
icontingency planning policy and the associated
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

Functional

FedRAMP 5_x000a_Moderate

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

version 2026.1_x000a_03/27/2026

CP-01

Policy and
Procedures

SRR R RITE A tRESsY
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
icontingency planning policy and the associated
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

Functional

Subset Of

Business Continuity
Management
System (BCMS)

BCD-01

Mechanisms exist to facilitate the
implementation of contingency
planning controls to help ensure
resilient Technology Assets,
/Applications and/or Services
(TAAS) (e.g., Continuity of
Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).

10

CP-01

Policy and
Procedures

ISR Rt iffatRbeanisee'd
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
icontingency planning policy and the associated
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

L izatignedafinga sl

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

CP-02

IContingency Plan

Identifies essential mission and business functions and
lassociated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
land business functions despite a system disruption,
icompromise, or failure;5. Addresses eventual, full
Isystem restoration without deterioration of the controls
originally planned and implemented;6. Addresses the
isharing of contingency information; and7. Is reviewed
land approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
icontingency plan to [Assignment: organization-defined
key contingency personnel (identified by name and/or
by role) and organizational elements];c. Coordinate
icontingency planning activities with incident handling
activities;d. Review the contingency plan for the
isystem [Assignment: organization-defined
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
lof operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from

Functional

Subset Of

Business Continuity
Management
System (BCMS)

BCD-01

Mechanisms exist to facilitate the
implementation of contingency
planning controls to help ensure
resilient Technology Assets,
/Applications and/or Services
(TAAS) (e.g., Continuity of
Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).

10

CP-02

IContingency Plan

Identifies essential mission and business functions and
lassociated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
land business functions despite a system disruption,
icompromise, or failure;5. Addresses eventual, full
isystem restoration without deterioration of the controls
originally planned and implemented;6. Addresses the
sharing of contingency information; and7. Is reviewed
land approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
icontingency plan to [Assignment: organization-defined
key contingency personnel (identified by name and/or
by role) and organizational elements];c. Coordinate
icontingency planning activities with incident handling
activities;d. Review the contingency plan for the
isystem [Assignment: organization-defined
frequency];e. Update the contingency plan to address
ichanges to the organization, system, or environment
of operation and problems encountered during
icontingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
lactual contingency activities into contingency testing
land training; andh. Protect the contingency plan from

Functional

Intersects With

Ongoing
Contingency
Planning

BCD-06

Mechanisms exist to update
contingency plans due to
changes affecting:(1) People
(e.g., personnel changes);(2)
Processes (e.g., new, altered or
decommissioned business
practices, including third-party
services)(3) Technologies (e.g.,
new, altered or decommissioned
technologies);(4) Data (e.g.,
changes to data flows and/or
data repositories);(5) Facilities
(e.g., new, altered or
decommissioned physical
infrastructure); and/or(6)
Feedback from contingency plan
testing activities.

CP-02(01)

Contingency Plan |
ICoordinate with
Related Plans

ICoordinate contingency plan development with
lorganizational elements responsible for related plans.

Functional

Equal

Coordinate with
Related Plans

BCD-
01.1

Mechanisms exist to coordinate
contingency plan development
with internal and external
elements responsible for related

10

CP-02(03)

Contingency Plan |
Resume Mission
and Business
Functions

Plan for the resumption of [Selection (one): all;
lessential] mission and business functions within
[Assignment: organization-defined time period] of
icontingency plan activation.

Functional

Intersects With

Resume All Missions|
& Business
Functions

BCD-
02.1

lechanisms exist to resume all
missions and business functions
within Recovery Time Objectives
(RTOs) of the contingency plan's

activation
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description
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Cantral Nacer n
. - Ny Mechanisms exist to résume’
Recume Misson | [cssantal] misqon and budiness functions wiin o | esume Essential | gp, - fessential missions and business
CP-02(03) and Business [Assignment: organization-defined time period] of Functional Intersects Wit MISSIiﬁiiigx:mess 02.3 d“‘er%'crfleodnfir‘;wet p\gria;\dogfganlzatlon- 5
Functions icontingency plan activation. continaency plan activation
Mechanisms exist to identify and
Contingency Plan | Identify critical system assets supporting [Selection Identify Critical 2ocu{ne2t t?e ctr_‘iticals'l'echnology
i it i ssets, ications, Services
CP-02(08) E:Snett';y Critical (one): all; essential] mission and business functions. Functional Equal Assets BCD-02 and/or Daptg (TAASD) that 10
support essential missions and
business function
a. Provide contingency training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
. lof assuming a contingency role or responsibility;2. train contingency personnel and
CP-03 %Jan‘:‘lir:’]gency \When required by system changes; and3. [Assignment:| Functional Equal CO?:a‘Tr?iincy BCD-03 |applicable stakeholders in their 10
9 lorganization-defined frequency] thereafter; andb. 9 contingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Test the contingency plan for the system
[Asswgnment: organization-dgﬁned frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to determine the effectiveness of Root Cause Analysis| Root Cause Analysis (RCA) and
CP-04 ITesting the plan and the readiness to execute the plan: Functional |Intersects With (RCA) & Lessons BCD-05 |"lessons learned" activity every 5
[Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
icontingency plan test results; andc. Initiate corrective activated.
actions, if needed.
la. Test the contingency plan for the system . .
[Ass\gnmgnt: organization-deﬁned frequer}cy] using &ig?g:ng:;g&i?egtzdwt
cl Contingency Plan the following tests to '.jecermme the eﬁecnvene‘SS of . Contingency Plan evaluate the contingency plan's
P-04 [Testing the plan and the readiness to execute the plan: Functional |Intersects With Testing & Exercises BCD-04 effectiveness and the 5
[Assignment: organization-defined tests].b. Review the organization's readiness to
icontingency plan test results; andc. Initiate corrective execute the plan
actions, if needed. ‘
. Mechanisms exist to coordinate
Contingency Plan |-, yinate contingency plan testing with ) Coordinated Testing| BCD- |contingency plan testing with
CP-04(01) ;rve‘:;‘azl‘aféoﬁg;a;e lorganizational elements responsible for related plans. Functional Equal with Related Plans | 04.1 |internal and external elements 10
responsible for related plans.
a. Establish an alternate storage site, including g?ecrnaar;?:tsggxglsetstitt)eets}:?lISh an
necessary agreements to permit the storage and n
CP-06 é_ltemate Storage retrieval of system backup information; andb. Ensure Functional Equal A\ternat_e Storage BCD-08 includes both the assets and . 10
ite . : Site necessary agreements to permit
that_ the alternate storage s_lte proyldes controls the storage and recovery of
lequivalent to that of the primary site. <ystem backup information.
Mechamisnis Sxist to separate
|Alternate Storage |ldentify an alternate storage site that is sufficiently Separation from BCD- the alternate storage site from
CP-06(01) Site | Separation iseparated from the primary storage site to reduce Functional Equal Primary Storage 08.1 the primary storage site to 10
from Primary Site |susceptibility to the same threats. Site . reduce susceptibility to similar
threats.
Identify potential accessibility problems to the rl\'llnietcigaatnelsr;rtﬁei);li:tl taiéii?itgi)llit?/nd
CP-06(03) A_Iternate Stora_ge a!terna_te storage site in the event of an are_a»wid_e Functional Equal P_rimary Sto_rgge BCD- problems to the alternate 10
Site | Accessibility dlst(uptlon or disaster and outline explicit mitigation Site Accessibility 08.2 Storage sites in the event of an
actions. area-wide disruption or disaster.
I CSTAD TSI AT aETTTaTe PrUTESSTTg STt TCTauT Ty
necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined
isystem operations] for essential mission and business
functions within [Assignment: organization-defined
time period consistent with recovery time and recovery Mechanisms exist to establish an
|Alternate point gpj‘ectivesl when‘ the primary procgssing Alternate a\terpate processing site that
CP-07 Processing Sit icapabilities are unavailable;b. Make available at the Functional Equal P Sit BCD-09 |provides security measures 10
g Site Lo : - rocessing Site . :
alternate processing site, the equipment and supplies equivalent to that of the primary
required to transfer and resume operations or put site.
icontracts in place to support delivery to the site within
the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the
lAlternate i * i i i - ) Mechanisms exist to Separate
Processing Site | Identify an alternate processing slte_that_ls sufficiently . S_eparat\on fror_n BCD- the a\ternat_e processing site .
CP-07(01) Separation from separatgd from the primary processing site to reduce Functional Equal Primary Erocessmg 09.1 from the primary processing site 10
Primary Site Isusceptibility to the same threats. Site . tg redtuce susceptibility to similar
real
Mechanisms exist to identify and
mitigate potential accessibility
|Alternate Identify potential accessibility problems to alternate Alternate BCD- problems to the alternate
CP-07(02) Processing Site | processing sites in the event of an area-wide disruption| Functional Equal Processing Site 09.2 processing sites and possible 10
|Accessibility or disaster and outlines explicit mitigation actions. Accessibility : mitigation actions, in the event
of an area-wide disruption or
disaster.
Mechanisms exist to address
At Develop alternate processing site agreements that pnonty-of—serwcg provisions in
ernate h : . P A alternate processing and storage
CP-07(03)  |Processing Site | ;{‘jt”rfaa'ca‘l’lra'gzl‘fty‘;Lsﬁlr;’e'fnee‘;'t‘;"('lﬂgl’:;"g accordance | Functional Equal priagernate Site | B2 sites that support availability 10
Priority of Service objectives) yreq 9 Y Y : requirements, including
d : Recovery Time Objectives
(RTOs).
Establish alternate telecommunications services,
including necessary agreements to permit the
- resumption of [Ass]\gfnment: orglanization-de:ilnjed Telecommunication leec‘hhanizm? exist t‘o reducefthe
elecommunication (system operations] for essential mission and business : : ikelihood of a single point of
CP-08 s Services fl{nctionspwithin [Assignment: organization-defined Functional Intersects With : S(_Elrvl\)clets BCD-10 failure with primag P 5
time period] when the primary telecommunications vailability telecommunications services.
Icapabilities are unavailable at either the primary or
alternate processing or storage sites.
[ DEVETOp PrTTTaTy aTma-aTteT Hate teTeTurTTITaTTCatoTT - - -
iservice agreements that contain priority-of-service y::,‘h:rry";r:ds ae‘tlesrtntaiéormallze
[Telecommunication [Provisions in accorda_nce W'.th a_vallabll\ty requirements - telecommunications service
s Services | Priority (including recovery time o‘bjectlkveks); andb. Request X Telgcommunlcat!on BCD- |agreements contain priority-of-
cromon GFSanics Y Telecommunications servic oy 01l cuny| NN | 1 [sPrigttvarsenee) 555 G broviions tht cuppor. | 10
Provisions lemergency preparedness if the primary and/or gvalllzpllltyR requlren}encs,
alternate te\efgn:munications services are provided by Igigjgctlir:/%s (e;.?éi;y ime
[Telecommunication [Obtain alternate telecommunications services to Telecommunication likelihood of s);lin( (‘g reoui:tcifme
CP-08(02) s S_ervices \_Single revducevthe likelihood of 5h_arir)g a singl_e point of failure| Functional |Intersects With s Sgrvwces BCD-10 failure with prima‘?y P 5
Points of Failure \with primary telecommunications services. Availability telecammunications, service
a. Conduct backups of user-level information contained Mechanisms exist to create
in [Assignment: organization-defined system recurring backups of data,
icomponents] [Assignment: organization-defined software and/or system images,
frequency consistent with recovery time and recovery as well as verify the integrity of
point objectives];b. Conduct backups of system-level these backups, to ensure the
information contained in the system [Assignment: availability of the data to satisfy
lorganization-defined frequency consistent with : " Recovery Time Objectives (RTOs)
CP-09 System Backup recovery time and recovery point objectives];c. Functional  intersects With Data Backups BCD-11 and Recrr};very Pomjt Objectives 5
IConduct backups of system documentation, including (RPOs).
security- and privacy-related documentation
[Assignment: organization-defined frequency
iconsistent with recovery time and recovery point
objectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.
Mechanisms exist to routinely
-Srgzifnr; anrckup | [Test backup information [Assignment: organization- Testing for BCD- test backups that verify the
CP-09(01) Reliability and defined frequency] to verify media reliability and Functional Equal Reliability & 111 reliability of the backup process, 10
Integrity information integrity. Integrity . as well as the integrity and
availability of the data
System Backup | Implement cryptographic mechar}i_sms‘ to prevent . Cryptographic mechanisms exist
CP-09(08) Cryptographic unauthorized dlsclo_sur(-; and modlﬁcatlon of Functional Equal Cryptogri_aphlc BCD- tq prevent the unauthz_n_—|ze(_j 10
Protection _[Asswgnrr_\ent: organization-defined backup Protection 11.4 dlsclosu_re and/or modification of
information]. backup information.
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Set Theory Relationship Mapping (STRM)

ISystem Recovery

Focal Document Element (FDE) Description

Provide for the recovery and reconstitution of the
isystem to a known state within [Assignment:

FedRAMP 5_x000a_Moderate

Technology Assets,
Applications and/or

Mechanisms exist to ensure the
secure recovery and
reconstitution of Technology

|Authentication to
Privileged Accounts

partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-

validated or NSA-annraved

CP-10 " lorganization-defined time period consistent with Functional [Intersects With| Services (TAAS) |BCD-12 : 5
and Reconstitution recovery time and recovery point objectives] after a Recovery & Asse,ts' Applications and/or
disruption, compromise, or failure. Reconstitution Services (TAAS) to a known state
after a disruption. compromise or|
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery system to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 nd Reconstitution lorganization-defined time period consistent with Functional (Intersects With Management BCD-01 |Applications and/qr SSFV\CGS 5
@ recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide for the recovery and reconstitution of the Mechanisms exist to facilitate
System Recovery isystem to a known state within [Assignment: Recovery Time / BCD. |recovery operations in
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With| Point Objectives 014 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) " |Objectives (RTOs) and Recovery
disruption. compromise. or fajlure. Point Obiectives (RPOs)
Mechanisms exist to utilize
System Recovery specia!ized backup me;hanisms
CP-10(02 and Reconstitution |Implement transaction recovery for systems that are | ¢ .o Eoual Transaction gep- |that will allow transaction 10
-10(02) [Transaction transaction-based. unctional qua Recovery 12.1 |recovery for transaction-based
Recovery Technology_l-\ssets, App_hcatlons
and/or Services (TAAS) in
laccordance with Recovery Point
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . . .
consistent with applicable laws, executive orders, DslleeccSrTIs@osr:xllisatnt:erzwew the
directives, regulations, policies, standards, and Resil Y P
i A - . esilience Program (SCRP),
_ guldellnes, apdz. Proce‘dure.s‘to flacllltate the e Periodic Review & including policies, standards and
1A-01 Eollcy and |mplementat|on of th_e |dent|ﬁcat_|on and authentication Functional |Intersects With Update o_f Security, GOV-03|procedures, at planned intervals 5
rocedures policy and the associated identification and Compliance & or if significant changes occur to
lauthentication controls;b. Designate an [Assignment: Resilience Program IFsignific nang u
P - . lensure their continuing
lorganization-defined official] to manage the suitability, adequacy and
development, documentation, and dissemination of the effectivenéss
identification and authentication policy and .
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication . Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) 1AC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, imaintain and disseminate
Policy and implementation of the identification and authentication ) Compliance & policies, standards and
14-01 Procedures policy and the associated identification and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
Identification and |, ;. ey identify and authenticate organizational users Identification & identify and centrally
1A-02 [Authentication land associate that unique identification with processes | Functional Equal Authentication for IAC-02 [Authenticate, Authorize and 10
(organizational acting on behalf of those users. Organizational /Audit (AAA) organizational users
Users) ) Users and processes acting on behalf of]
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
o /Authentication (MFA) for:(1)
Identification and Remote network access;(2)
(Authen_t\cta_tlonl ol © multicfact thentication « Multi-Factor Third-party Technology Assets,
~ organizational mplement multi-factor authentication for access to . oo 06 |Applications and/or Services
1A-02(01) Users) | Multi-factor [privileged accounts. Functional |Intersects With Auth(el\?;ﬁ)atlon IAC-06 (TAAS): and or(3) Non-console 5
|Authentication to access to critical TAAS that store,
Privileged Accounts transmit and/or process
sensitive/regulated data.
Identification and
|Authentication Mechanisms exist to utilize Multi-
(organizational Implement multi-factor authentication for access to : Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional |intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
|Authentication to privileged accounts.
Privileged Accounts
MeChanisms exist to Imit the Use
of commercially-provided
. Information Assurance (IA) and
f\i?vtel?liwacta“t)iggnd ) IA-enabled IT products to those
(organizational Implement multi-factor authentication for access to " Information TDA- products that have been .
1A-02(01) Users) | Multi-factor |privileged accounts Functional [Intersects With| Assurance Enabled 02.2 successfully evaluated against a 5
. Products h National Information Assurance
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Focal Document Element (FDE) Description
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Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
|Authentication Out-of-Band Multi- for access to privileged and non-
(organizational Implement multi-factor authentication for access to . privileged accounts such that
1A-02(01) Users) | Multi-factor |privileged accounts. Functional Intersects With Auth?rfttizgtion IAC-06.4 one of the factors is 5
|Authentication to independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
|Authentication Mechanisms exist to utilize Multi-
(organizational Implement multi-factor authentication for access to " Network Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional |Intersects With Privileged Accounts IAC-06.1 authenticate network access for B
|Authentication to privileged accounts.
Privileged Accounts
Identification and
|Authentication Mechanisms exist to utilize Multi-
1A-02(01) (organizational Implement multi-factor authentication for access to Functional |Intersects With Ni}:ﬁ';(riﬁﬁ?s:dw |AC-06.2 Factor Authentication (MFA) to 5
Users) | Multi-factor |privileged accounts. Accountg ““lauthenticate network access for
»:uthlent\ga;ion to non-privileged accounts.
rivileged Accounts
Euetrr"te'?li‘acg%r;:nd /Automated mechanisms exist to
P " P Hardware Token- lensure organization-defined
1A-02(01) :fsregras?lridtllolg-aflactor In:is:izm:gtalzﬁc\gﬂ;ftasctor authentication for access to Functional [Intersects With Based IAC-10.7|token quality requirements are 5
IAuthentication to P 9 . Authentication satisfied for hardware token-
privileged Accounts based authentication.
Mechanisms exist to imit the use
of commercially-provided
Identification and Information Assurance (IA) and
|Authentication IA-enabled IT products to those
(organizational . A Information products that have been
1A-02(02) Users) | Multi-factor Inn;ﬂe:?firet n;\;I;\;fcaoc:rfxsauthent\catlon for access to Functional [Intersects With| Assurance Enabled EgAi successfully evaluated against a 5
|Authentication to P 9 . Products *“ |National Information Assurance
Non-privileged partnership (NIAP)-approved
|Accounts Protection Profile or the
cryptographic module is FIPS-
o . alidated or NSA-anoroved
entification an
|Authentication . : . .
el Mechanisms exist to utilize Multi-
(organizational . A Network Access to P
1A-02(02) Users) | Multi-factor Implenje_?t msllt\—factor authentication for access to Functional |Intersects With| Non-Privileged [IAC-06.2 Fac:]or A_uthentlcat\oE (MFA) t? 5
lAuthentication to  [Mon-Privilege accounts. Accounts autl entlﬁate getwor z:ccess or
Non-privileged non-privileged accounts.
JAccounts
L Mechanisms exist to implement
Identification and i i
pt actrfuentcaton (v
(organizational Implement multi-factor authentication for access to Out-of-Band Multi- rivileged accpountsgsuch that
1A-02(02) Users) | Multi-factor | 0P SeT T Functional [Intersects With Factor 1AC-06.4/p ! SO0 % . 5
|Authentication to non-privileged accounts. Authentication one o the factors Is
Non-privileged |nde‘pendently provided by a
device separate from the system
|Accounts .
being accessed.
Identification and
|Authentication /Automated mechanisms exist to
(organizational g " Hardware Token- lensure organization-defined
1A-02(02) Users) | Multi-factor Lngﬁle??fi?et n;;|§Cfcaucutszsauthent\cat|on for access to Functional |Intersects With Based IAC-10.7|token quality requirements are 5
|Authentication to P 9 . Authentication satisfied for hardware token-
Non-privileged based authentication.
JAccounts
Identification and
|Authentication : : . :
1A-02(02) (Lfsregrasr)‘ir:lt:ﬁtn\—aflactor Implement multi-factor authentication for access to Functional |Intersects With Network Access to |AC-06.1 r’llaecct';?rxfl;r}‘ﬁser?:ilcsatt\tgnu(tm;i)htsmr 5
IAuthentication to  |"eM-Privileged accounts. Privileged Accounts ““lauthenticate network access for
Non-privileged privileged accounts.
|Accounts
/Automated mechanisms exist to
enforce Multi-Factor
\dentification and /Authentication (MFA) for:(1)
et Tty Tethnology Acsets
(organizational g . Multi-Factor ird-party y g
102(02)  [Users) | Multi-factor |PIement multi-factor authentication for access to | g nctional  (Intersects With|  Authentication | IAC-06 [APplications and/or Services 5
lAuthentication to p g . (MFA) (TAAS); and/ or(3) Non-console
Non-privileged access to critical TAAS that store,
laccounts transmit and/or process
sensitive/regulated data.
Identification and
|Authentication . : . .
(organizational | i N on \ Mechamsrr;]s ex_lst to utilize Multi-
1A-02(02) Users) | Multi-factor Imp en_\e_nt multi-factor authentication for access to Functional |Intersects With Local Access to |AC-06.3] Factor A_ut entication (MFA) to 5
IAuthentication to non-privileged accounts. Privileged Accounts “~lauthenticate local access for
Non-privileged privileged accounts.
JAccounts
Identification and
|Authentication . Mechanisms exist to require
P— \When shared accounts or authenticators are Mgy :
(organizational lemployed, require users to be individually . Group individuals to be authenticated
IA-02(05) Users) | Individual authenticated before granting access to the shared Functional Equal Authentication IAC-02.1|with an individual authenticator 10
|Authentication with accounts or resourcesg 9 when a group authenticator is
Group . utilized.
|Authentication
Implement multi-factor authentication for [Selection Mechanisms exist to implement
Identification and  |(one or more): local; network; remote] access to Multi-Factor Authentication (MFA)
|Authentication [Selection (one or more): privileged accounts; non- . for access to privileged and non-
1A-02(06) (organizational privileged accounts] such that:a. One of the factors is Functional |Intersects With Out-of;l:z::rMu\tl- |AC-06.4[Privileged accounts such that 5
Users) | Access to  |provided by a device separate from the system gaining Authentication “"lone of the factors is
|Accounts — access; andb. The device meets [Assignment: independently provided by a
iseparate Device lorganization-defined strength of mechanism device separate from the system
requirements]. being accessed.
Identification and
[Authentication Implement replay-resistant authentication mechanisms " /Automated mechanisms exist to
(organizational . aton ¥ . Replay-Resistant !
I1A-02(08) Users) | Access to for access to [Selection (one or more): privileged Functional Equal Authentication IAC-02.2|employ replay-resistant 10
lAccounts — Replay laccounts; non-privileged accounts]. authentication.
Resistant
dentification and Mechanisms exist to accept and
|Authentication . N
~ P /Accept and electronically verify Personal Identity : Acceptance of PIV g electronically verify
1A-02(12) {fsrgl'as?lritclggglance \Verification-compliant credentials. Functional Intersects With Credentials IAC-02.3 organizational Personal Identity 5
of PIV Credentials Verification (PIV) credentials.
Mechanisms exist to uniquely
Uni ly identif d authenticate [Assi t: iAdetr?;tifyt‘amti Ci“t{;‘lx d
. niquely identify and authenticate [Assignment: . uthenticate, Authorize an
Device P A " " Identification & " :
" e lorganization-defined devices and/or types of devices] . o _oa [Audit (AAA) devices before
1A-03 E&mziiﬁ;ﬁ;:nd before establishing a [Selection (one or more): local; Functional Intersects With Autheé\etbciiélgn for | 1AC-04 establishing a connection using 5
remote; network] connection. bidirectional authentication that
is cryptographically- based and
replay resistant.
Mechanisms exist to uniquely
identify and centrally
I[éz\:vlsi:cation and Handle device identification and authentication based Identification & ﬁﬁfjri‘te(n/:ﬁgze%i]ctggrt‘)?foar:d
IA-03(04) lAuthentication | on attestation by [Assignment: organization-defined Functional [Intersects With| Authentication for | IAC-04 establishing a connection using 5
Device Attestation configuration management process]. Devices bidirectional authentication that
is cryptographically- based and
replay resistant.
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Set Theory Relationship Mapping (STRM)

Device
Identification and

Focal Document Element (FDE) Description

Handle device identification and authentication based

FedRAMP 5_x000a_Moderate

Mechanisms exist to ensur
device identification and
authentication is accurate by

IA-03(04) lAuthentication | on attestation by [Assignment: organization-defined Functional |Intersects With| Device Attestation |IAC-04.1|centrally-managing the joining of
Device Attestation configuration management process]. systems to the domain as part of
the initial asset configuration
VIATTdgE SySTETTT TUETIUIETS Dy d. RECETVITTY management process.
lauthorization from [Assignment: organization-defined . " .
personnel or roles] to assign an individual, group, role, M:\fg;"éf]zis:'g; ;’ifﬁgﬁt‘izate
\dentifier sewite, or ‘devwce‘idevnt\ﬁer:b. Selecting an id‘ent\ﬁer X ‘ Authenticate, . ?\uthorize and Audit (AAA) '
|A-04 Management that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit|IAC-01.2| solutions, both on-premises and
device;c. Assigning the identifier to the intended (AAA) those hoéted by an External
individual, group, role, service, or device; andd. Service Provider (ESP)
Preventing reuse of identifiers for [Assignment: :
izatinn dofinad t indl
RfERAGE Syteifitaefidtiers 1 e kecervmy - -
lauthorization from [Assignment: organization-defined r:ﬂ?:gm;g::::s;;Z?S::::ames
personnel or roles] to assign an individual, group, role, and Technology Assets
\dentifier sewite, or ‘devwce‘idevnt\ﬁer;b. Selecting an id‘ent\ﬁer X ‘ Identifier Applications and/or Ser’v\ces
|A-04 Management that identifies an individual, group, role, service, or Functional [Intersects With| Management (User | IAC-09 (TAAS)
device;c. Assigning the identifier to the intended Names) .
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:
izatinn dafinad b indl
Mechanisms exist to strictly
Identifier Manage individual identifiers by uniquely identifying Authenticate, gz\t’s;:iztgea;';eAigﬁu(t::xlcate'
IA-04(04) Management | leach individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit|IAC-01.2| : .
Identify User Status |characteristic identifying individual status]. (AAA) solutions, both on-premises and
. those hosted by an External
Service Provider (ESP).
Identifier Manage individual identifiers by uniquely identifying User Identity (ID) :Jc eayansr:rside::,st[‘f?g;;s#re
IA-04(04) Management | leach individual as [Assignment: organization-defined Functional |Intersects With Y IAC-09.1|PTOP
Identify User Status |characteristic identifying individual status]. Management management fpr non-consumer
Lisers and administratar:
Identifier Manage individual identifiers by uniquely identifying ?oenct':ggtlé::sai)gsott;Z:dti?rtclif-yart
IA-04(04) Mana_gement | leach individ_ua_l as [_Assign_me_n_t: organization-defined Functional |Intersects With|ldentity User Status|IAC-09.2| Users through unique userngmey
Identify User Status |characteristic identifying individual status]. Characteristics.
oG TSy STeTTT TyraverTyTTgT
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
content for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative . . .
procedures for initial authenticator distribution, for lost mzcnhaar:Samutsh:?tsitc;ﬁé(rls)fifigreerlg
|Authenticator lor compromised or damaged authenticators, and for : : Authenticator and dgviceS' and(2) Ensure the
IA-05 Management re\éﬁkmtg axtjthent!cattz)rsflfe.tchanfglgﬁ default Functional |Intersects With Management IAC-10 strength of éuthenticat\on is
lauthenticators prior to first use;f. Changing or : P
refreshing authenticators [Assignment: organization- E?frl;gz;'laattaebt:i:heai\caesssslﬁegatlon
defined time period by authenticator type] or when 9 :
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
FraTRRy i By Ry
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
content for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost : .
|Authenticator or compromised or damaged authenticators, and for : 8 Default :\:I/Ieefca}:ia\tmasuTlfe?;Iiita:grinasr:re
IA-05 Management revoking authenticators;e. Changing default Functional [Intersects With Authenticators IAC-10.8| changed as part of account
lauthenticators prior to first use;f. Changing or Creation or system installation
refreshing authenticators [Assignment: organization- N
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
io b tia e cla
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
n list of co?monly—fs)e(d,)expected, or compro&nise? Q:E:m;eedﬂfacsziﬂf‘;ns exist to
|Authenticator passwords in IA-5(1)(a);c. Transmit passwords only . y
1A-05 Management | over cryptographically-protected channels;d. Store . . |Automated Support authenticators are sufficiently
-05(01) password-based d d salted key derivati Functional |Intersects With For Password IAC-10.4{strong enough to satisfy
Paivey passwords using an approved sated key derivation Strength organization-defined password
|Authentication function, preferably using a keyed hash;e. Require length and complexit
immediate selection of a new password upon account req%irements P Yy
recovery;f. Allow user selection of long passwords and .
passphrases, including spaces and all printable
Icharacters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
icomposition and complexity rules].
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised . .
|Authenticator passwords in IA-5(1)(a);c. Transmit passwords only ?oen?\:‘)?:;istr;sl:::;ttht:ne:fﬁgcs;an
IA-05(01) Management | jover cryptographically-protected channels;d. Store Functional |Intersects With Password-Based IAC-10.1|considerations to ensure strong

Password-based
|Authentication

passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
Icharacters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined

lcomposition and complexity rules].

Authentication

criteria for password-based
authentication.
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For password-based authentication:a. Maintain a list of

icommonly-used, expected, or compromised passwords

land update the list [Assignment: organization-defined

frequency] and when organizational passwords are

isuspected to have been compromised directly or

indirectly;b. Verify, when users create or update

passwords, that the passwords are not found on the

list of commonly-used, expected, or compromised Mechanisms exist to:(1) Securely
|Authenticator passwords in 1A-5(1)(a);c. Transmit passwords only manage authenticators for users
Management | lover cryptographically-protected channels;d. Store " Authenticator and devices; and(2) Ensure the

1A-05(01) Password-based passwords using an approved salted key derivation Functional Intersects With Management IAC-10 strength of authentication is 5

|Authentication function, preferably using a keyed hash;e. Require appropriate to the classification
immediate selection of a new password upon account of the data being accessed.
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
@. For TON: L. ENTOTCe
lauthorized access to the corresponding private key;
land2. Map the authenticated identity to the account of C:ﬁzgztiggﬁe;;aeg‘sbrys exist to
|Authenticator Fhe individual or group; andb. When public'lfey constructing and verifying a
I1A-05(02) I\P/Ian_agement | mfrastruc_ture (PKI) s U.SEd'l' Val_\qate_ certificates by Functional Equal PKI'BB.S(E(! IAC-10.2|certification path to an accepted 10
ublic Kgy-t?ased iconstructing and verlfylrng a gertlﬁcathn path Fq an Authentication trust anchor including checking
|Authentication accept_ed trust _anc.hor, including checking certificate Certificate status information for
status information; and2. Implement a local cache of PKI-based authentication
revocation data to support path discovery and .
alidation
Mechanisms exist to compel
users to follow accepted
Q‘;t::net‘rﬁaet&r‘ Protect authenticators commensurate with the security Res ongistJe\:}ties for practices in the use of

IA-05(06) Protecgtion of category of the information to which use of the Functional |Intersects With P Account IAC-18 |authentication mechanisms (e:g., 5

lAuthenticators lauthenticator permits access. Management passw_ords, pas_sphrases, physical|
or logical security tokens, smart
cards, certiv"icatei,tetc.).t .
- Mechanisms exist to protec
Q:t::;éﬁzt&r‘ Protect authenticators commensurate with the security Protection of authenticators commensurate

IA-05(06) Protection of category of the info_rmation to which use of the Functional |Intersects With Authenticators IAC-10.5| yvith the sensitivit_y of the 5

IAuthenticators lauthenticator permits access. |nf0rmap0n to which use of the
authenticator permits acce

|Authenticator Mechanisms exist to ensure that

Management | No |Ensure that unencrypted static authenticators are not No Embedded unencrypted, static

IA-05(07) Embedded lembedded in applications or other forms of static Functional Equal Unencrypted Static [IAC-10.6|authenticators are not embedded 10
Unencrypted Static |storage. Authenticators in applications, scripts or stored
|Authenticators on function keys.

Mechanisms exist to implement
security safeguards to manage
:\/Il;tr?aegnet‘raaet:tr\ Implement [Assignment: organization-defined security Multiple System the risk of compromise due to
IA-05(08) Multiple System ;or]trpls] to manage the risk of compromise due to Functional |Intersects With Accounts IAC-10.9|individuals having accounts on 5
lAccounts individuals having accounts on multiple systems. multiple Technology Assets,
/Applications and/or Services
TAAS).
:,Iume"md“" Implement [Assignment: organization-defined security Privileged A Mecnanlsm_s_lexlstd[o unTquety
1A-05(08) Man_agement | lcontrols] to manage the risk of compromise due to Functional |Intersects With| Privileged Account |, - q 5imanage privileged accounts to 5
ultiple System R " : Identifiers identify the account as a
Accaunt: individuals having accounts on multiple systems. nrivileaed user ar senvice
Mechanisms exist to obscure the
n %bscuri feedback of authentication inf;])rmaftion during n ifre‘gf_l:acéoonf ssﬁn\eg"g,‘c:m"
|Authentication the authentication process to protect the information . Authenticator Fnt
1A-06 Feedback from possible exploitation and use by unauthorized Functional Equal Feedback IAC-11 tahuth_entlcatmn process to protect 10
individuals. e |nforr_nat\on from possible
exploitation/use by unauthorized
individuals.
Implement mechanisms for authentication to a Mechanisms exist to ensure
ICryptographic cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module lapplicable laws, executive orders, directives, policies, Functional [Intersects With Module IAC-12 |applicable statutory, regulatory 5
|Authentication regulations, standards, and guidelines for such Authentication and contractual requirements for
lauthentication. security strength.
Implement mechanisms for authentication to a Automated
ICryptographic icryptographic module that meet the requirements of Authentication l/Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, Functional |Intersects With Through CRY-02 |enable systems to authenticate 5
|Authentication regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
authentication Module:
Mechanisms exist to uniquely
Authentication " [Uniausly dentify and authenticate norvorganizational v Althentication fo Authenticate, Authorize and
1A-08 (non-organizational g?egsnioz;g:,c:lc;sj::r:mng on behalf of non- Functional Equal Non-Organizational | "A%03 |audit (AAA) third-party users and 10
Users) 9 : Users processes that provide services
to the organization.
Identification and
|Authentication . .
(non-organizational |Accept and electronically verify Personal Identity Acceptance of PIV :I‘zzI;rir::‘scr:ﬁye:;t‘f;opaecr;ggtaland

I1A-08(01) Users) | Acceptance |Verification-compliant credentials from other federal Functional Equal Credentials from [IAC-03.1 A 10
of PIV Credentials [agencies Other Organizations| Ident\ty_Venﬁcatlon (PIV) :
lfrom Other . credentials from third-parties.
|JAgencies
E&thelziwacg%r;nand X /Automated mecham§m5 exist to
(non-organizational a. Accept only external authentlcatqrs that are NIST- . Acce_ptance of accept F_ederal Identity,

I1A-08(02) Users) | Acceptance icompliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2(Credential and Access 10
of External laccepted external authenticators. Credentials Mgnagement (FICA!VI)—approved
|Authenticators third-party credentials.

Tdentification and Mechanisms exist to conform
|Authentication IConform to the following profiles for identity Use of FICAM-Issued systems to Federal Identity,

IA-08(04) (non-organizational |management [Assignment: organization-defined Functional Equal Profiles IAC-03.3|Credential and Access 10
Users) | Use of identity management profiles]. Management (FICAM)-issued
Defined Profile: i

lechanisms exist to force users
Require users to re-authenticate when [Assignment: and devices to re-authenticate
IA-11 Re-authentication |organization-defined circumstances or situations Functional Equal Re-Authentication | IAC-14 |according to organization-defined| 10
requiring re-authentication]. circumstances that necessitate
re-authentication
[a. Identity proof users that require accounts for logical
laccess to systems based on appropriate identity \dentity Proofing Mechanisms exist to verify the
" y lassurance level requirements as specified in applicable . " identity of a user before issuing
1A-12 |dentity Proofing standards and guidelines;b. Resolve user identities to a Functional Equal Ve(lr(_iﬁenttl_ty ) IAC-28 | ithenticators or modifying 10
unique individual; andc. Collect, validate, and verify fhication access permissions.
identity evidence.
MECNanisms exist to require
Identity Proofin: Require evidence of individual identification be : " n evidence of individual
1A-12(02) Identit; EvidencgeI preqsented to the registration authority. Functional Equal Identity Evidence |IAC-28.2 identification to be presented to 10
the reqistration autharit
Identity Proofing | [Require that the presented identity evidence be : Mechanisms exist to require that
Identity Evidence |validated and verified through [Assignment: " Ide"t‘ﬁy EY'de"ce the prlgsented 'de”t'% ewdhenceh

1A-1203) lyzlidation and organizational defined methods of validation and Functional Equal \a idation &  (IAC-28.3(be validated and verified throug 10
I\Verification verification]. erification organ.\zat!cnal-deﬁngq mgthods

of validation and verification.
Identity Proofing | |Require that the validation and verification of identity u Provisioning & :/Iechalnlsms ex!s: mt utlllzedad

I1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional |Intersects With sDer va'.S'vonmg 1AC-07 |'Ormal userregistration and de- 5
land Verification registration authority. e-Provisioning reglstrqt\on process that governs

the assignment of access rights.
Mechanisms exist to conduct in-
Identity Proofing | |Require that the validation and verification of identity In-Person or Trusted| person or trusted third-party

1A-12(04) In-person Validation |evidence be conducted in person before a designated Functional [Intersects With Third-Party IAC-10.3(identify verification before user 5
and Verification registration authority. Registration accounts for third-parties are

created.
Mechanisms exist to require that
Identity Proofing | |Require that the validation and verification of identity In-Person Validation the validation and verification of

1A-12(04) In-person Validation|evidence be conducted in person before a designated Functional |Intersects With & Verification IAC-28.4|identity evidence be conducted 5
land Verification registration authority. in person before a designated

registration authority.
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1A-12(05) |Address

(Confirmation

Identity Proofing |

Focal Document Element (FDE) Description

Require that a [Selection (one): registration code;

notice of proofing] be delivered through an out-of-band

Ichannel to verify the users address (physical or digital)
of record.

Functional

FedRAMP 5_x000a_Moderate

Address
Confirmation

IAC-28.5|

(SCF)

Cantral Naceri "
Mechanisms ‘exist to require thal
a notice of proofing be delivered
through an out-of-band channel
to verify the user's address
(physical or digital)

version 2026.1_x000a_03/27/2026

Policy and

IR-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response
policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Policy and

IR-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response
policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Incident Response
Operations

IRO-01

Mechanisms exist to implement
and govern processes and
documentation to facilitate an
organization-wide response
capability for cybersecurity and
data protection-related incidents.

10

Policy and

IR-01 Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response
policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

IRP Update

IRO-
04.2

Mechanisms exist to regularly
review and modify incident
response practices to incorporate|
lessons learned, business
process changes and industry
developments, as necessary.

Policy and

IR-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response
policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Root Cause Analysis|
(RCA) & Lessons
Learned

IRO-13

Mechanisms exist to incorporate
lessons learned from analyzing
and resolving cybersecurity and
data protection incidents to
reduce the likelihood or impact of]
future incidents.

Policy and

IR-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response
policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

IR-02 [Training

Incident Response

a. Provide incident response training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
lof assuming an incident response role or responsibility
lor acquiring system access;2. When required by
isystem changes; and3. [Assignment: organization-
defined frequency] thereafter; andb. Review and
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Incident Response
Training

IRO-05

Mechanisms exist to train
personnel in their incident
response roles and
responsibilities.

IR-03 Testing

Incident Response

[Test the effectiveness of the incident response
icapability for the system [Assignment: organization-
defined frequency] using the following tests:
[Assignment: organization-defined tests].

Functional

Intersects With

Incident Response
Testing

IRO-06

Mechanisms exist to formally test]
incident response capabilities
through realistic exercises to
determine the operational
effectiveness of those
capabilities.

R-03(02)  [Lesting |

Related Plans

Incident Response

Coordination with

ICoordinate incident response testing with
lorganizational elements responsible for related plans.

Functional

Equal

Coordination with
Related Plans

IRO-
06.1

Mechanisms exist to coordinate
incident response testing with
organizational elements
responsible for related plans.

10

Secure Controls Framework (SCF)

19 of 54



Set Theory Relationship Mapping (STRM) FedRAMP 5_x000a_Moderate version 2026.1_x000a_03/27/2026

Focal Document Element (FDE) Description

Implement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis,
icontainment, eradication, and recovery;b. Coordinate Mechanisms exist to cover:(1)
incident handling activities with contingency planning Preparation;(2) Automated event
activities;c. Incorporate lessons learned from ongoing detection or manual incident

IR-04 Incident Handling i, igent handling activities into incident response Functional Equal Incident Handling | IRO-02 | oot intake;(3) Analysis;(4) 10
procedures, training, and testing, and implement the Containment;(5) Eradication;
resulting changes accordingly; andd. Ensure the rigor, and(6) Recovery.
intensity, scope, and results of incident handling
activities are comparable and predictable across the
organization.
Incident Handling | |Support the incident handling process using Automated Incident| IRO- /Automated mechanisms exist to
IR-04(01) |Automated Incident |[Assignment: organization-defined automated Functional Equal Handling Processes| 02.1 support the incident handling 10
Handling Processes |mechanisms]. . process.
Mechanisms exist to facilitate the
!dentify [Assignment: organizgt\on-dgﬁne_d classes of g}]ﬂﬁm;ncf&?g\Sftsc;.neﬁ':geizge
incident Handling | thcwdents_]damz tike the follow&pg af_tlonsfln response to Business Continuity resilient Technology Assets,
IR-04(03) Continuity of o0se Incicen |5 0 e‘"sureé:%” inua '°f" o Functional |Intersects With| ~ Management | BCD-01 [Applications and/or Services 5
Operations rganizational mission and business functions: =~ System (BCMS) (TAAS) (e.g., Continuity of
[Assignment: organlzat.lonv-deﬁned actions to take in Operations Plan (COOP) or
response to classes of incidents]. Business Continuity & Disaster
Recovery (BC/DR) playbooks).
e s o oo Mechaisms exit o ceniy
Incident Handling | th g ng ac P Incident classes of incidents and actions
P ose incidents to ensure continuation of : P IRO-
IR-04(03) Contlnglty of organizational mission and business functions: Functional |Intersects With CIa;slfl(_:atl(?n & 02.4 to ta‘ke to‘ ensure the' ) 5
Operations [Assignment: organization-defined actions to take in Prioritization cqntl_nuatlor:jcg orfganlzfatlor;_al
response to classes of incidents]. missions and business tunctions
Mechanisms exist to utilize a
Incident Handling | |Correlate incident information and individual incident Centralized ?;Eﬁ;tyolrnscigﬁg: E\:.?g;qh:fe??:&
IR-04(04) Information responses to achieve an organization-wide perspective | Functional [Intersects With qulection of MON-02 to sup;’)ort the centralized ! 5
Correlation lon incident awareness and response. Security Event Logs collection of security-related
event logs.
/Automated mechanisms exist to
correlate both technical and non-
Incident Handling | |Correlate incident information and individual incident Correlate MON- tﬁghé‘*:‘r":if;:gat:g‘etgm across
IR-04(04) Information responses to achieve an organization-wide perspective | Functional [Intersects With Monitoring 02.1 Incident Epvent N{anager (SKEM) or 5
Correlation on incident awareness and response. Information similar automated tool, to
lenhance organization-wide
situational awareness.
" . . - . /Automated mechanisms exist to
Incident Handling | [Implement a configurable capability to automatically ) Automated MON- |implement pre-determined
IR-04(05) |Automatic Disabling|disable the system if [Assignment: organization- Functional |Intersects With Response to 01.11 |corrective actions in response to 5
of System defined security violations] are detected. Suspicious Events . detected events that have
TR
Mechanisms exist to
Automatic Disabling automatically disable Technology
Incident Handling | |[Implement a configurable capability to automatically of Technology IRO- /Assets, Applications and/or
IR-04(05) |Automatic Disabling|disable the system if [Assignment: organization- Functional (Intersects With|Assets, Applications 02.6 Services (TAAS), upon detection 5
of System defined security violations] are detected. and/or Services " |of a possible incident that meets
(TAAS) organizational criteria, which
allows for forensic analysis to be
Incident Handling | |Coordinate incident handling activities involving supply Third-Party Incldent :"eict‘jf]'s‘g/r:‘escg*ff foensure
IR-04(10) Supply Chain chain events with other organizations involved in the Functional |Intersects With Re';overy TPM-11 tes?ing are co:duitzd wilthg 5
Coordination supply chain. Capabilities critical suppliers/providers.

Mechanisms exist to provide
cybersecurity and data
protection incident information to|

Incident Handling | |Coordinate incident handling activities involving supply Supply Chain IRO- |the provider of the Technology

IR-04(10) g‘;z‘r)tli)i’ng:izw gzaml ezﬁ;\it: with other organizations involved in the Functional |Intersects With Coordination 104 |Assets, Applications and/or 5
PRy . Services (TAAS) and other
organizations involved in the
supply chain for TAAS related to
Mechanisms exist to incorporate
. . " lessons learned from analyzing
1R-04(12) :Jl‘;;?c?on&nggg‘emagmlﬂ /Analyze malicious code and/or other residual artifacts Functional |Intersects With R??{Ei?fiér;iz:'s IRO-13 and resolving cybersecurity and 5
Forensic Analysis remaining in the system after the incident. Learned data protection incidents to
reduce the likelihood or impact off
future incidents.
Mechanisms exist to perform
Incident Handling | anal \ ’ " N dual " h ‘e . digital forefnshics ?nd mfaintaindthe
P nalyze malicious code and/or other residual artifacts : ain of Custody integrity of the chain of custody,
1R-04(12) I\Faoagéﬂ:ilésAi%?;siasnd remaining in the system after the incident. Functional Intersects With Forensics IRO-08 in accordance with applicable 5
laws, regulations and industry-
recognized secure practices.
Mechanisms exist to utilize
. /Analyze anomalous or suspected adversarial behavior honeypots that are specifically
|R-04(13)  |Incident Handling | "0 oo to [Assignment: organization-defined Functional [Intersects With|  Honeypots | SEA-11 |d€Signed to be the target of 5
Behavior Analysis : imalicious attacks for the purpose
lenvironments or resources].
of detecting, deflecting and
analyzing such attacks.
Mechanisms exist to utilize User
& Entity Behavior Analytics
. . (UEBA) and/or User Activity
N . lAnalyze anomalous or suspected adversarial behavior i N
Incident Handling | | . ! . Anomalous Monitoring (UAM) solutions to
IR-04(13) Behavior Analysis gvns‘rrgf‘lsqt::t;oo[’ﬁse!sslgczgsn]t. organization-defined Functional |Intersects With Behavior MON-16 detect and respond to anomalous| 5
. behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to utilize
Incident Handling | Analyze anomalous or suspected adversarial behavior ) ‘ ' honeyclients _that prpgctwvely
IR-04(13) Behavior Analysis | M ©" related to [Assignment: organization-defined Functional |Intersects With Honeyclients SEA-12 [seek to identify malicious 5
Y lenvironments or resources]. websites and/or web-based
malicious code.
Mechanisms exist to document,
situational m%nitor an'dt repodrtdthte status of
. _ . . cybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Aw;‘gzzf‘i;cr IRO-09 protection incidents to internal 10
stakeholders all the way through
the resolution of the incident.
a. Require personnel to report suspected incidents to Mechanisms exist to timely-
the organizational incident response capability within Incident report incidents to applicable:(1)

IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. | Functional |Intersects With Stakeholder IRO-10 |Internal stakeholders;(2) Affected 5
Report incident information to [Assignment: Reporting clients & third-parties; and(3)
lorganization-defined authorities]. Regulatory authorities.

- Require personnel to report suspected incidents to Mechanisms exist to maintain
the organizational incident response capability within Regulatory & Law incident response contacts with

IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. | Functional |Intersects With Enforcement IRO-14 | "oicable requlatory and law 5
Report incident information to [Assignment: Contacts PP 9 Y

enforcement agencies.

oraaniza_t‘Lo_n-_d_eﬁugq.?uthoritie 1

a. Require personnel to report suspected incidents to
the organizational incident response capability within
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. | Functional |Intersects With

Mechanisms exist to identify and

Contacts With GOV-06 document appropriate contacts 5

Report incident information to [Assignment: Authorities ‘:"]t; :Ii\{:{;Iag‘loz?ef:rceme"t
raanization-defined authoritiesl AULumzLeu |niu|am M exTSTTo
1R-06(01) IAIWSt\g;r;ttsgportlng I Report incidents using [Assignment: organization- Functional Equal Automated IRO- |assist in the reporting of 10
Reportin defined automated mechanisms]. qa Reporting 10.1 |cybersecurity and data
porting brotection incidents
Mechanisms exist to incorporate
Incident Reporting | [Report system vulnerabilities associated with reported Root Cause Analysis| Iae']sdsc;re\;lelevai;neg ggp;:cr:lari‘{z';r?d
IR-06(02)  |Vulnerabilities incidents to [Assignment: organization-defined Functional  [Intersects With| (RCA) & Lessons | IRO-13 |50 520 T3 WYO2eCLr Y 5
Related to Incidents|personnel or roles]. Learned P

reduce the likelihood or impact off
[future incidents.
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Set Theory Relationship Mapping (STRM)

Incident Reporting |

Focal Document Element (FDE) Description

Report system vulnerabilities associated with reported

FedRAMP 5_x000a_Moderate

Vulnerabilities

(SCF)
Contral Naccr n
Mechanisms exist to report
system vulnerabilities associated

policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

implementation of maintenance
controls across the enterprise.

IR-06(02) Vulnerabilities incidents to [Assignment: organization-defined Functional |Intersects With Related To ;%03 g:t’; rer%‘::cet“jo?’igiirszﬁl::g and 5
Related to Incidents|personnel or roles]. Incidents . organp\zation—deﬁned personnel
or roles.
Mechanisms exist to provide
cybersecurity and data
incident Reporting | Progide incident inforlrjnat:?n to the provider of tlhed s v Ch RO phrotectiog incifdehnt .irnfcl’:maltion to|
product or service and other organizations involved in " upply Chain - |the provider of the Technology
IR-06(03) (Sjl;z‘r)(li)i,n(;’:izw the supply chain or supply chain governance for Functional  Intersects With Coordination 10.4 |Assets, Applications and/or 5
isystems or system components related to the incident. Services (TAAS) and other
organizations involved in the
supply chain for TAAS related to
Mechanisms exist to provide
incident response advice and
Provide an incident response support resource, integral assistance to users of
Incident Response [to the organizational incident response capability, that : Incident Reporting Technology Assets, Applications

IR-07 |Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 and/or Services (TAAS) for the 10

the handling and reporting of incidents. handling and reporting of actual

and potential cybersecurity and
data protection incidents.
Incident Response
e | sppor| s the avalabity o ncident response
IR-07(01) I POt information and support using [Assignment: Functional Equal . o 10

or Availability of organization-defined automated mechanisms] Information / 11.1 |incident response-related
Information and . Support information and support.
ISupport

[@. Develop an ncident response plan that:1. Provide

the organization with a roadmap for implementing its

incident response capability;2. Describes the structure

land organization of the incident response capability;3.

Provides a high-level approach for how the incident

response capability fits into the overall organization;4.

Meets the unique requirements of the organization,

which relate to mission, size, structure, and

functions;5. Defines reportable incidents;6. Provides

metrics for measuring the incident response capability

within the organization;7. Defines the resources and

management support needed to effectively maintain

land mature an incident response capability;8.

IAddresses the sharing of incident information;9. Is Mechanisms exist to maintain

reviewed and approved by [Assignment: organization- " :

IR-08 :;:;\:ent Response defined personnel or roles] [Assignment: organization- | Functional Equal InudPeIg:]F?Ieng)cnse IRO-04 \a/inadblrgT:sida;Inat”;zlse zncsuerrpelgtnand 10
defined frequency]; and10. Explicitly designates (IRP) to all stakehol%ers
responsibility for incident response to [Assignment: :
lorganization-defined entities, personnel, or roles].b.

Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
ichanges or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
lorganization-defined incident response personnel
(identified by name and/or by role) and organizational
lelements]; ande. Protect the incident response plan
fromynausharizendl %! Abign
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
lorganization-defined personnel or roles] of the
" " information spill using a method of communication not Sensitive / . .
IR-09 Ir;ggrr::st'eon Spillage lassociated with the spill;d. Isolating the contaminated Functional [Intersects With| Regulated Data | IRO-12 geics?taicles/:gs Sgiédt%;?:p:?ﬁsm 5
P isystem or system component;e. Eradicating the Spill Response 9 pills.
information from the contaminated system or
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined
RESPOfitrtoroTTETOTTSpITS Dy e AsSTgTITTY
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the Sensitive Mechanisms exist to formall
Information Spillage|"formation spill using a method of communication not ) Regulated D/ata IRO- |assign personnel or roles W\tyh

IR-09 Response lassociated with the spill;d. Isolating the contaminated Functional |Intersects With Spill Responsible 12.1 |responsibility for responding to 5
lsystem or system component;e. Eradicating the P I : itive/requlated data spills
information from the contaminated system or ersonne senst 9 pills.
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined

- . Mechanisms exist to ensure
. . L . . . Sensitive / incident response training
Information Spillage|Provide information spillage response training . IRO- . .
1R-09(02) Response | Training [[Assignment: organization-defined frequency]. Functional Equal Regylateq I.Jata 12.2 mate_r!al provides coverage for 10
Spill Training sensitive/regulated data spillage
response.
Mechanisms exist to ensure that
Implement the following procedures to ensure that organizational personnel
" " lorganizational personnel impacted by information spills . impacted by sensitive/regulated
1R-09(03) :{‘ef:;r::::rpsops'tl[age can con_tinue to carry out assigned t_asks while_ Functional Equal x;ﬁf:@ﬂ%vaeté IRO- |data spvills can continu_e to carry 10
spill Operations icontaminated systems are undergoing corrective Spill Operations 12.3 |out assigned tasks while
actions: [Assignment: organization-defined contaminated Technology
procedures]. /Assets, Applications and/or
Services (TAAS) are undergoing
[nformation Spillage Sensitive 7 Mechanisms exist to address
Response | Employ the following controls for personnel exposed to Regulated Data IRO- security safeguards for personnel
IR-09(04) Exposure to information not within assigned access authorizations: Functional Equal Exposure to 12.4 exposed to sensitive/regulated 10
Unauthorized [Assignment: organization-defined controls]. Unauthorized . data that is not within their
Personnel Personnel assianed access authorization
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to develop,
" standards, and guidelines; and2. Procedures to " disseminate, review & update
MA-01 :?glccg’dau?gs facilitate the implementation of the maintenance Functional Subset Of Mgégtreaziao?ée MNT-01 |procedures to facilitate the 10

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

210f 54



Set Theory Relationship Mapping (STRM)

FDE Nam

Policy and

MA-0L Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

FedRAMP 5_x000a_Moderate

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

version 2026.1_x000a_03/27/2026

Policy and

MA-0L Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Controlled

MA-02 Maintenance

maintenance, repair, and replacement on system
icomponents in accordance with manufacturer or
'vendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
\whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of
the system or system components from organizational
facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the
following information from associated media prior to
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
lorganization-defined information];e. Check all
potentially impacted controls to verify that the controls
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined

Functional

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
controlled maintenance activities
throughout the lifecycle of the
Technology Asset, Application
and/or Service (TAAS).

10

MA-03 Maintenance Tools

@ APPrOVE, CONIIol, and MoNITor the USe Of System
maintenance tools; andb. Review previously approved
isystem maintenance tools [Assignment: organization-
defined freauencyl

Functional

Intersects With

Maintenance Tools

MNT-04

Mechanisms exist to control and
monitor the use of system
maintenance tools.

MA-03(01) Inspect Tools

Maintenance Tools |

Inspect the maintenance tools used by maintenance
personnel for improper or unauthorized modifications.

Functional

Equal

Inspect Tools

MNT-
04.1

Mechanisms exist to inspect
maintenance tools carried into a
facility by maintenance
personnel for improper or
unauthorized modification

10

MA-03(02) Inspect Media

Maintenance Tools |

ICheck media containing diagnostic and test programs
for malicious code before the media are used in the
Isystem.

Functional

Equal

Inspect Media

MNT-
04.2

Mechanisms exist to check media|
containing diagnostic and test
programs for malicious code
before the media are used.

10

Preven
Unauthorized
Removal

MA-03(03)

Maintenance Tools |
t

FTEVENT UTe TeMovar Ur TanTteTTaTCe EquTpTITETTT
icontaining organizational information by:a. Verifying
that there is no organizational information contained
lon the equipment;b. Sanitizing or destroying the
lequipment;c. Retaining the equipment within the
facility; ord. Obtaining an exemption from
[Assignment: organization-defined personnel or roles]
lexplicitly authorizing removal of the equipment from

Functional

Equal

Prevent
Unauthorized
Removal

MNT-
04.3

Mechanisms exist to prevent or
control the removal of equipment|
undergoing maintenance that
contains organizational
information.

10

Nonlocal

MA-04 Maintenance

Eh A{pré‘f/e ana monTtor nonfocar marmtenance ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
lactivities; ande. Terminate session and network

annactions when nanlacal maintenance i

Functional

Intersects With

Remote
Maintenance

MNT-05

Mechanisms exist to authorize,
monitor and control remote, non-
local maintenance and diagnostic|
activities.
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FedRAMP 5_x000a_Moderate

FDE Nam Focal Document Element (FDE) Desci
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent . . .
\with organizational policy and documented in the Mef:hanlsms exist to require :
Nonlocal security plan for the system;c. Employ strong . 8 Remote MNT- |Maintenance personnel to notify
MA-04 PR e Functional |Intersects With Maintenance affected stakeholders when 5
Maintenance lauthentication in the establishment of nonlocal Notifications 05.2 | omote, non-local maintenance is
maintenance and diagnostic sessions;d. Maintain Ianne& (e date/time)
records for nonlocal maintenance and diagnostic P -0 :
lactivities; ande. Terminate session and network
connactionswhon nanlocal maintenance ic o
a. Appro tenance ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent Mechanisms exist to audit
with organizational policy and documented in the remote, non-local maintenance
Nonlocal isecurity plan for the system;c. Employ strong " . Auditing Remote MNT- |and diagnostic sessions, as well
MA-04 Maintenance lauthentication in the establishment of nonlocal Functional  intersects With Maintenance 05.1 [as review the maintenance 5
maintenance and diagnostic sessions;d. Maintain action performed during remote
records for nonlocal maintenance and diagnostic maintenance sessions.
lactivities; ande. Terminate session and network
lconnections when nanlacal maintenance i
la. Establish a process for maintenance personnel
lauthorization and maintain a list of authorized
maintenance organizations or personnel;b. Verify that . . I
Maintenance non-escorted personnel performing maintenance on Authorized ?uerf‘gﬁ?IlfsTife;LIJSt;gonlz“eadmtam a
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 maintenance organizations or 10
landc. Designate organizational personnel with required Personnel ]
laccess authorizations and technical competence to personnel.
isupervise the maintenance activities of personnel who
[do not possess the required access authorizations.
a. Implement procedures for the use of maintenance
personnel that lack appropriate security clearances or
are not U.S. citizens, that include the following
requirements:1. Maintenance personnel who do not
have needed access authorizations, clearances, or
formal access approvals are escorted and supervised
during the performance of maintenance and diagnostic . "
activities on the system by approved organizational :’ilselfsh:;‘;f)rcni;iﬂsvtvitt% ensure the
glamtena:'\ce personne\tl\:‘vho_ al;_e fully cldearedt, h?;".e a;l)lpropn‘gftied. Maintenance MNT. |maintenance personnel who do
MA-05(01) ersonne ! " access authorizations, and are technically qualied; Functional [Intersects With| Personnel Without " |not have appropriate access 5
Individuals Without |and2. Prior to initiating maintenance or diagnostic " 06.1 N
¢ "o Appropriate Access authorizations, clearances or
|Appropriate Access |activities by personnel who do not have needed access f | )
lauthorizations, clearances or formal access approvals, aor”:_g :gﬁz‘ss:,ﬁt?rg\t’:ds are
all volatile information storage components within the pprop! y 9 .
isystem are sanitized and all nonvolatile storage media
lare removed or physically disconnected from the
isystem and secured; andb. Develop and implement
[Assignment: organization-defined alternate controls]
in the event a system component cannot be sanitized,
removed, or disconnected from the system.
Mechanisms exist to obtain
(Obtain maintenance support and/or spare parts for g;;ialrnetepna?';‘sc?osr#)epc?\r:;gg;or
MA-06 [Timely Maintenance Lﬁﬁg;nr:?\?st] :«I;?I’?irr‘\lﬁ\tslgrg‘r?r?\fe‘zf:dosrésat:irznation-deﬁned Functional Equal Timely Maintenance| MNT-03 Assets, Applications _and/or X 10
time period] of failure. Services (TAAS) within a defined
Recovery Time Objective (RTO).
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and stan_dards, aqd guidelines;} and2. Procedqres to Update of Security. including policies, standards and
MP-01 Procedures facilitate the implementation of the media protection Functional [Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated media protection controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the media protection policy and effectiveness.
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Policy and stanqards, aqd guidelines;} and2. Procedgres to Mechanisms exist to facilitate the|
MP-01 Procedures facilitate the implementation of the media protection Functional Subset Of Data Protection |DCH-01 implementation of data 10
policy and the associated media protection controls;b. protection controls.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
ccmpl\_ance: andb. I‘5 copsistent wwth‘ applicablg laws, Mechanisms exist to establish
. tandards, and guideiines, angs. Procedures o Publishing Securiy, maintain and disseminate
MP-01 Policy and facilitate the implementation of the media protection | Functional |Intersects with| ~COmPliance & ) qqy g5 Policies, standards and 5
rocedures policy and the associated media protection controls;b. Res'l'e"ce. procegures necessary for secure,
Designate an [Assignment: organization-defined Documentation compbl!la_c_t and resilient
official] to manage the development, documentation, capapilities.
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Restrict access to [Assignment: organization-defined 're';';;":t'”ac”c'esixt'?;f ictglr];?(]i an':)?]_
MP-02 Media Access types of digital and/or non-digital media] to Functional (Intersects With Media Access DCH-03 digital media to autgorized 5
[Assignment: organization-defined personnel or roles]. ingi Jidual
Restrict access to [Assignment: organization-defined Endpoint Device Mechanisms exist to facilitate the|
MP-02 Media Access types of digital and/or non-digital media] to Functional |Intersects With Manapement (EDM) END-01 [implementation of Endpoint 5
[Assignment: organization-defined personnel or roles]. 9 Device Management (EDM)
a. Mark system media indicating the distribution meac?caor:garr:‘sceeusittht%;\:aark media
limitations, handling caveats, and applicable security rotection requirements so that
MP-03 Vedi . markings (if any) of the information; andb. Exempt . " . P 9
- edia Marking y ) P " Functional [Intersects With| Media Marking DCH-04 |personnel are alerted to 5
[Assignment: organization-defined types of system distribution limitations, handlin
med‘\a] from markin.g if‘the me‘dia remain within caveats and apphcab\é securityg
[Assignment: organization-defined controlled areas]. requirements.
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Focal Document Element (FDE) Description

FedRAMP 5_x000a_Moderate

/Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
. . markings (if any) of the information; andb. Exempt . DCH- |limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional  Intersects With| Automated Marking 04.1 [requirements and applicable 5
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
Mechanisms exist to:(1)
a. Physically control and securely store [Assignment: 's::‘oyrzcdai”\i/taclogrtyl;jol'\z:?d?e\i::'ely
lorganization-defined types of digital and/or non-digital media v?ithin contro\ledgareas
media] within [Assignment: organization-defined Using organization-defined
MP-04 Media Storage icontrolled areas]; andb. Protect system media types Functional Equal Media Storage DCH-06 g org i 10
defined in MP-4a until the media are destroyed or security measures; ?"d(z).
L " ; A Protect system media until the
;fgété;eudreussmg approved equipment, techniques, and media are destroyed or sanitized
. using approved equipment,
techniques and procedures.
[ PTUTETT AT COTTIrOT [ASSTYTITTETTT OTgaTTZatoTT=
defined types of system media] during transport
outside of controlled areas using [Assignment: Mechanisms exist to protect and
lorganization-defined controls];b. Maintain Media control digital and non-digital
MP-05 Media Transport laccountability for system media during transport Functional Equal Transportation DCH-07 |[media during transport outside of]| 10
outside of controlled areas;c. Document activities P controlled areas using
lassociated with the transport of system media; andd. appropriate security measures.
Restrict the activities associated with the transport of
£ it i
a. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational . .
control, or release for reuse using [Assignment: Physical Media micgzglg;n;:;ilgtv:ﬁ::cif{:2’0
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional (Intersects With yD DCH-08|'sP : 5
i A . isposal longer required, using formal
procedures]; andb. Employ sanitization mechanisms d
with the strength and integrity commensurate with the procedures.
security category or classification of the information.
la. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
media] prior to disposal, release out of organizational system media with the strength
icontrol, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With %’anitization DCH-09 [the classification or sensitivity of 5
procedures]; andb. Employ sanitization mechanisms the information prior to disposal,
with the strength and integrity commensurate with the release out of organizational
Isecurity category or classification of the information. control or release for reuse.
a. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment: Sanitization of DCH- Mechanisms exist to facilitate the|
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With personal Data (PD) | 09.3 sanitization of Personal Data 5
procedures]; andb. Employ sanitization mechanisms . (PD).
with the strength and integrity commensurate with the
serc'_urity category or classification of the information.
Media Sanitization | portable storage devices prior to conne_cting such . Mechanisms_ exist t_o apply
MP-06(03) Nondestructive dngces to the system under the fo\_IOW[ng Functional |Intersects With First 'T\‘me‘Use DCH- nondgstructlve sanitization 5
Techniques circumstances: [Assignment: organization-defined Sanitization 09.4 [techniques to portable storage
circumstances requiring sanitization of portable devices prior to first use.
. P . Mechanisms exist to sanitize
Apply nondestructlvg samtl;atlon techmqyes to system media with the strength
. R portable storage devices prior to connecting such N - !
Media Sanitization | devices to the system under the followin System Media and integrity commensurate with
MP-06(03) Nondestructive " t h YA " t: izati 9 defined Functional |Intersects With )S, tizati DCH-09 [the classification or sensitivity of 5
Techniques circumstances: [Assignment; organization-define anitization the information prior to disposal,
circumstances requiring sanitization of portable release out of organizational
storage devices].
. - control or release for reuse.
' I rtable storage devices prior to connecting such . ] N
Media Sanitization | [30U2 € Stra0¢ - f_— Mechanisms exist to facilitate the
" ystem under the following " N Sanitization of DCH- P
MP-06(03) .’I\.‘gg‘r?:i;tjz;nve circumstances: [Assignment: organization-defined Functional |Intersects With Personal Data (PD) | 09.3 (ssgl)tlzatlon of Personal Data 5
icircumstances requiring sanitization of portable :
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system Mechanisms exist to retain
media] on [Assignment: organization-defined systems Media & Data media and data in accordance
MP-07 Media Use or system components] using [Assignment: Functional (Intersects With Retention DCH-18|with applicable statutory, 5
lorganization-defined controls]; andb. Prohibit the use regulatory and contractual
of portable storage devices in organizational systems obligations.
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems Mechanisms exist to restrict the
MP-07 Media Use lor system components] using [Assignment: Functional |Intersects With Media Use DCH-10 |use of types of digital media on 5
lorganization-defined controls]; andb. Prohibit the use systems or system components.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
la. [Selection (one): Restrict; Prohibit] the use of Mechanisms exist to prohibit the
[Assignment: organization-defined types of system use of portable storage devices
media] on [Assignment: organization-defined systems Prohibit Use DCH- in organizational systems when
MP-07 Media Use lor system components] using [Assignment: Functional |Intersects With Without Owner 10.2 such devices have no identifiable 5
lorganization-defined controls]; andb. Prohibit the use : owner.
lof portable storage devices in organizational systems
when such devices have no identifiable owner.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Mechanisms exist to establish,
Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
Policy and physical and environmental protection policy and the . Compliance & policies, standards and
PE-01 Procedures lassociated physical and environmental protection Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
icontrols;b. Designate an [Assignment: organization- Documentation compliant and resilient
defined official] to manage the development, capabilities.
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
Policy and physical and environmental protection policy and the : ; operation of physical and
PE-01 Procedures lassociated physical and environmental protection Functional Subset Of Er'v:vlronrr]ental PES-01 environmental protection 10
N A n rotections
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the

FedRAMP 5_x000a_Moderate

Periodic Review &

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and

version 2026.1_x000a_03/27/2026

Policy and physical and environmental protection policy and the . Update of Security,
PE-01 Procedures lassociated physical and environmental protection Functional |intersects With Compliance & Gov-03 grtoifciidunriiisc'aitt ‘;Ilf::e:s‘gtcizvftlz 5
controls;b. Designate an [Assignment: organization- Resilience Program ensuregtheir continui?1
defined official] to manage the development, suitability, adequacy agnd
documentation, and dissemination of the physical and effectivenéss
lenvironmental protection policy and procedures; andc. .
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
- PrappTove;aTTa-TTTeT amsToTT rriysTCaTa corTcroT
with authorized access to the facility where the system mechanisms exist to maintain a
resides;b. Issue authorization credentials for facility current list of personnel with
Physical Access access;c. Review the access list detailing authorized : Physical Access authorized access to
PE-02 Au’t’horizations facility access by individuals [Ass\gnmerg\t: Functional Equal AL}’thorizations PES-02 organizational facilities (except 10
organization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly
L icod i
[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
\Verifying individual access authorizations before
igranting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
lor more): [Assignment: organization-defined physical
laccess control systems or devices]; guards];b. Maintain
physical access audit logs for [Assignment: Physical access control
lorganization-defined entry or exit points];c. Control mechanisms exist to enforce
laccess to areas within the facility designated as physical access authorizations
. publicly accessible by implementing the following " for all physical access points
PE-03 zm‘ﬁl Access controls: [Assignment: organization-defined physical Functional (Intersects With Phys&%anltfoclcess PES-03 [(including designated entry/exit 5
laccess controls];d. Escort visitors and control visitor points) to facilities (excluding
lactivity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activity];e. Secure keys, combinations, and accessible).
lother physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
\when keys are lost, combinations are compromised, or
'when individuals possessing the keys or combinations
¥ 24
IControl physical access to [Assignment: organization- tegllessgomﬂgfv?cc;t?:nﬁecr:b?idng
|Access Control for |defined system distribution and transmission lines] ' Transmission PES- : :
PE-04 [Transmission within organizat\onal facilities using [Assignment: Functional Equal Medium Security 12.1 iclff:ryl‘wnagt\iitseorl\'us(:ue?)f?;nr:g 10
lorganization-defined security controls]. interception, interference or
Physical security mechanisms
: : exist to restrict access to printers
lAccess Control for [cOntrol physical access to output from [Assignment: . Access Control for | PES- |and other system output gewces
PE-05 " lorganization-defined output devices] to prevent Functional Equal h . 10
Output Devices unauthorized individuals from obtaining the output. Output Devices 12.2 [to prevent unauthorized
. individuals from obtaining the
output.
a. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
security incidents;b. Review physical access logs Physical access control
Monitoring Physical [[Assignment: organization-defined frequency] and : Monitoring Physical mechanisms exist to monitor for,
PE-06 |Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
levents or potential indications of events]; andc. security incidents.
ICoordinate results of reviews and investigations with
the organizational incident response capability.
Monitoring Physical i
|Access | Intrusion  |Monitor physical access to the facility where the Intrusion Alarms / PES- rTeysACai:i:r%cse:iiggrt];rg':onitor
PE-06(01) AIarm; and system resides L!sing physical intrusion alarms and Functional Equal Surv_eillance 05.1 |physical intrusion alarms and 10
é:a/sutz?‘ie surveillance equipment. Equipment surveillance equipment.
a. Maintain visitor access records to the facility where .
the system resides for [Assignment: organization- mg:gg?‘li:;cseézlf:p;{ga log entry
Visitor Access defined time period];b. Review visitor access records : Physical Access PES-
PE-08 Records [Assignment: %rganization—deﬁned frequency]; andc. Functional Equal Y Logs 03.3 for eac”h gc_cess atten;pt through 10
Report anomalies in visitor access records to co[]tro ed ingress and egress
[Assignment: organization-defined personnel]. points.
Facility security mechanisms
Power Equipment  |Protect power equipment and power cabling for the . " e exist to protect power equipment
PE-09 land Cabling isystem from damage and destruction. Functional Equal Supporting Utilities | PES-07 and power cabling for the system! 10
from damage and destruction.
Facility security mechanismi
la. Provide the capability of shutting off power to Zzsetrtzﬁgu;ﬁga’z%‘f‘i%n_(1)
[Assignment: organization-defined system or individual P\acir?g erzergenc shutyo.ff
isystem components] in emergency situations;b. Place switches or deviceys in close
lemergency shutoff switches or devices in [Assignment: : PES- p
PE-10 Emergency Shutoff organgilzatign—deﬁned location by system or systgem Functional Equal Emergency Shutoff 07.2 proximity ttc iysfter‘ﬁ otr sysftem ’ 10
icomponent] to facilitate access for authorized Zgrsnpsgce:sssf:r g;:‘s‘cansesl'a €an
personnel; andc. Protect emergency power shutoff and)(lz) Protecting emergehcy
icapability from unauthorized activation. bower shutoff capability from
LD arized activation
Facility security mechanisms
Provide an uninterruptible power supply to facilitate E:'pssgloeﬁpnglayi:!;ier:?nagte power,
PE-11 Emergency Power g?/iltzf\?;otr:'a(g:i:igrr\ ronfotr:e).sayI;tzﬁet%ylg:;—ttde(:‘:,nn;tfetr?\eate Functional |Intersects With| Emergency Power SESB giggrgﬁiltlz-ri(re\th;eedvgﬁ?:ftiaor?al 5
power] in the event of a primary power source loss. extended 10ss of the primary
power source.
ety SeCaTTy TITeTTTaTTST
exist to utilize and maintain
Employ and maintain automatic emergency lighting for automatic emergency lighting
.. |the system that activates in the event of a power . F— PES- [that activates in the event of a
PE-12 Emergency Lighting loutage or disruption and that covers emergency exits Functional Equal Emergency Lighting 07.4 |power outage or disruption and 10
land evacuation routes within the facility. that covers emergency exits and
evacuation routes within the
?aci‘fitty security mechanisms
Employ and maintain fire detection and suppression :'psérteossiglrl]zaenadngerp:c‘ggan‘n fire
PE-13 Fire Protection :ﬁls"trecrens that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
: that are supported by an
independent energy source.
Facility security mechanisms
Fire Protection | Employ fire detection systems that activate exist to utilize and maintain fire
Detection Systems |automatically and notify [Assignment: organization- Fire Detection PES- detection devices/systems that
PE-13(01) — Automatic defined personnel or roles] and [Assignment: Functional Equal evices 08.1 activate automatically and notify 10
|Activation and lorganization-defined emergency responders] in the . organizational personnel and
Notification levent of a fire. lemergency responders in the
event of a fire.
Fire Protection | a. Employ fire suppression systems that activate Facility security mechanisms
guppression gu;omstically andI notif)‘/ [A}ssigén[n/:ent: organization- A . pES exist to employ an automatic fire
ystems — efined personnel or roles] and [Assignment: . utomatic Fire - |suppression capability for critical
PE-13(02) |Automatic lorganization-defined emergency responders]; andb. Functional  Intersects With Suppression 08.3 sysptri_\ms when 519 facyinty is not 5
|Activation and Employ an automatic fire suppression capability when staffed on a continuous basis.
Notification the facility is not staffed on a continuous basis.
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Employ fire suppression systems that activate !
ISuppression lautomatically and notify [Assignment: organization- g:l\fitcg;/l;;”sltzeemﬁsriffautpgrr:\fisdlgn
Systems — defined personnel or roles] and [Assignment: . N Fire Suppression PES- 2 e
PE-13(02) |Automatic lorganization-defined emergency responders]; andb. Functional Intersects With Devices 08.2 au:_om?tlc tnotlﬁcat!ontof arlly 5
|Activation and Employ an automatic fire suppression capability when acrlvan:nl r;grg:mfa \:na
Notification the facility is not staffed on a continuous basis. personnel and emergency
@. Maintain [Selection (one or more): temperature;
humidity; pressure; radiation; [Assignment: Facility security mechanisms
. lorganization-defined environmental controll] levels ciity urity "
PE-14 Eg\y/}\trr%ﬁ\?ental within the facility where the system resides at Functional Equal Hzfnn?dpifractgﬁrgls PES-09 teexrlnst ;?a'?;g‘t:n'g ?]Edm?;iotmtlzcels 10
[Assignment: organization-defined acceptable levels]; Y with?n the facilit Y
landb. Monitor environmental control levels Y-
[Assignment: organization-defined frequency].
Facility security mechanisms
Protect the system from damage resulting from water 3;:;tatgoepr?;jliitnsgy?:srngswf;?::
Water Damage leakage by providing master shutoff or isolation valves : Water Damage PES- el
PE-15 Protection o that agre achessible,gworkmg properly, and known to Functional Equal Protectiong 07.5 Ler\z‘iz?fev?llvzgotvr::Itnagréna“er 10
key personnel. accessible, working properly and
known to key personnel.
Physical security mechanisms
a. Authorize and control [Assignment: organization- exist to isolate information
Delivery and defined types of system components] entering and . . processing facilities from points
PE-16 Removal lexiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10
isystem components. areas and other points to avoid
unauthorized access.
a. Determine and document the [Assignment:
lorganization-defined alternate work sites] allowed for " : .
use by employees;b. Employ the following controls at Z';iysst'izlust?"c;:;ypg:s;:z?:ms
PE-17 |Alternate Work Site alternate. work sites: [Assignment: organization-defined) ¢, ionq) Equal Alternate Work Site| PES-11 |management, operational and 10
controls];c. Assess the effectiveness of controls at technical controls at alternate
lalternate work sites; andd. Provide a means for Work sites,
lemployees to communicate with information security "
land privacy personnel in case of incidents.
Mechanisms exist to determine
security, compliance and
Mark [Assignment: organization-defined system resilience control applicability by
hardware components] indicating the impact level or Asset Scope AST- identifying, assigning and
PE-22 IComponent Marking|classification level of the information permitted to be Functional (Intersects With Classification 04.1 documenting the appropnate 5
processed, stored, or transmitted by the hardware . asset scope categorization for all
icomponent. Technology Assets, Applications
and/or Services (TAAS) and
personnel (internal and third-
Physical security mechanisms
Mark [Assignment: organization-defined system exist to mark system hardware
hardware components] indicating the impact level or components indicating the
PE-22 IComponent Marking|classification level of the information permitted to be Functional [Intersects With|Component Marking| PES-16 |impact or classification level of 5
processed, stored, or transmitted by the hardware the information permitted to be
icomponent. processed, stored or transmitted
by the hardware component.
2. Plan the_locatmn or S'Fe of the_facmty Whe.'e the Third-Party Mechanisms exist to restrict the
isystem resides considering physical and environmental Processing, Storage| TPM- |location of information
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With 9, S 9 . 5
. : . and Service 04.4 |processing/storage based on
phys\c_al a_nd enylronmenta\ hazards muthe Locations business requirements.
an the Tocation or site of the Tacility where the Mechanisms exist to establish an
Isystem resides considering physical and environmental Alternate alternate processing site that
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With Processing Site BCD-09 |provides security measures 5
physical and environmental hazards in the equivalent to that of the primary
organizational risk management strateq ite, _ _ _
a. Plan the location or site of the facility where the I;I:;Pnaarlgr:;;xglset;;:eef'::t)llsh an
Isystem resides considering physical and environmental Alternate Storage includes both the assets and
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional (Intersects With Site BCD-08 necessary agreements to permit 5
phys\qal a_nd enyironmenta\ hazards in the the storage and recovery of
lorganizational risk management strategy. system backup information.
[@. Plan the Tocation or site of the facility where the
isystem resides considering physical and environmental Distributed Mechanisms exist to distribute
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With Processing & SEA-15 |processing and storage across 5
physical and environmental hazards in the Storage multiple physical locations.
organizational risk management strateay. - orrey
a. Plan the location or site of the facility where the i:';t t)?wleorftit\?vistais;etwe facility to
isystem resides considering physical and environmental Equipment Siting & mini?nize otential damage fl}i)m
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional |Intersects With| =9 ‘; tecti 9 PES-12 hysical pd : % \ 5
physical and environmental hazards in the rotection ﬁa;:lrijas ::d teonr\::irr?mze:tae
lorganizational risk management strategy. opportunity for unauthorized
[@. PTan the Tocation or site of the facility where the n n ™
Isystem resides considering physical and environmental Physical & reecgi{girg? eﬁlsstictglfsﬁgltate the)
PE-23 Facility Location hazards; andb. For existing facilities, consider the Functional [Intersects With| Environmental PES-01 egvironmentgl grotection 5
physical and environmental hazards in the Protections
P N controls.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . " .
lexecutive orders, directives, regulations, policies, Security, m?;g?:;:r:tEﬁ'?ﬁg;ﬂ:}é:te the
Policy and stan}iards, aqd guidelines:' and2. Procedufes to ' Comp‘li‘ance & planning controls that provide a
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 rtfoli t h 10
. n 8 ? N . portfolio management approac
land the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management and resilience objg’ctives
the development, documentation, and dissemination of| .
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
e~ Eraoe sk
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, qire_ctives, regulations, policies, Statutory _Mech_a_nisms exist to facilitate the|
Policy and stan}iards, aqd guldellnes:' and2. Procedufes to ' Regulatory'& !dentlﬁcatlon‘and
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Contractual CPL-01 |implementation of relevant 10
land the associated planning controls;b. Designate an Compliance statutory, regulatory and
[Assignment: organization-defined official] to manage contractual controls.
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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PL-01

Policy and
Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

o Erand s

Functional

FedRAMP 5_x000a_Moderate

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

version 2026.1_x000a_03/27/2026

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy tha Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

o Erand s

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guideline: d2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

PL-02

ISystem Security
and Privacy Plans

et o1
lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Functional

Intersects With

Plan / Coordinate
with Other
Organizational
Entities

IAO-
03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.

PL-02

ISystem Security
and Privacy Plans

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified

during plan implementation or control assessments;

Functional

Intersects With

Applied Security,
Compliance and
Resilience Controls
Documentation

1A0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))|
that:(1) Identifies key
architectural and implementation
information on in-scope
'Technology Assets, Applications
and/or Services (TAAS);(2)
Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and(3)
Provides a historical record of
applied security controls,
including changes.
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lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
or connections to other systems or system Mechanisms exist to maintain
icomponents;10. Provide an overview of the security network architecture diagrams
land privacy requirements for the system;11. Identify that:(1) Contain sufficient detail
System Security any relevant control ‘baselines or ovgr\ays, if Network Diagrams to assess the sgcurity of the
PL-02 and Privacy Plans lapplicable;12. Describe the controls in place or Functional |Intersects With & Data Flow AST-04 [network's architecture;(2) Reflect| 5
planned for meeting the security and privacy Diagrams (DFDs) the current architecture of the
requirements, including a rationale for any tailoring network environment; and(3)
decisions;13. Include risk determinations for security Document all sensitive/regulated
land privacy architecture and design decisions;14. data flows.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;
B TequITnTy acee:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals, . " "
indicating that they have read, understand, and agree :I':cl?gnéser:saneslz;rt'ir;ectég:;etgll
to abide by the rules of behavior, before authorizing Terms of appﬁy gybersecurity and data
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional [Intersects With Employment HRS-05 protection principles in their daily] 5
update the rules of behavior [Assignment: work to enable secure, compliant
lorganization-defined frequency]; andd. Require and resilient capabiliti’es
individuals who have acknowledged a previous version .
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
eestadisrarprovioe o TeqUITITyaTTe:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals, Mechanisms exist to define
indicating that they have read, understand, and agree acceptable and unacceptable
to abide by the rules of behavior, before authorizing HRS- |rules of behavior for the use of
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional [Intersects With| Rules of Behavior 05.1 [technologies, including 5
update the rules of behavior [Assignment: . consequence's for unacceptable
lorganization-defined frequency]; andd. Require behavior
individuals who have acknowledged a previous version :
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
1
eEstattsramaproviae o requITTy-aTTesS - - B
to the system, th’:e rules that describe th:\r i Mechanisms e.X'St to establish
responsibilities and expected behavior for information usage restrictions and
land system usage, security, and privacy;b. Receive a Impleme::'l_tatul)lz gl#dal"c? for
idocumented acknowledgment from such individuals, g;gsaez‘?n 'fhn: oign?izlotgolecsause
indicating that they have read, understand, and agree damage to Tch)hnolo Assets
to abide by the rules of behavior, before authorizing Technology Use HRS- |A Iicgations and/or Sggrvwces "
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional (Intersects With Restrictions 05.3 ('IP:AS) if used malicious! 5
update the rules of behavior [Assignment: . ' Y-
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
1
Include in the rules of behavior, restrictions on:a. Use Mechanisms exist to define rules
Rules of Behavior | |of social media, social networking sites, and external of behavior that contain explicit
Social Media and sites/applications;b. Posting organizational information Social Media & HRS- restrictions on the use of social
PL-04(01) External lon public websites; andc. Use of organization-provided | Functional Equal Social Networking 05.2 media and networking sites, 10
Site/application identifiers (e.g., email addresses) and authentication Restrictions . posting information on
Usage Restrictions |secrets (e.g., passwords) for creating accounts on commercial websites and sharing
lexternal sites/applications. account information.
isystem that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and . .
lapproach to be taken for processing personally gnetcel':a:fem:rce;;fetct&?:v:llioﬁ:;
identifiable information to minimize privacy risk to with i?\dustw-recognizéd \egading
Security and !"S'V'diaf';'tbesznbe hov; EEE arcthlte;tures are Alignment With practices, with consideration for
PL-08 Privacy integrate |r! 0 and support the enterprise Functional |Intersects With Enterprise SEA-02 [security, compliance and 5
|Architectures architecture; and4. Describe any assumptions about, Architecture resilience principles that
land dependencies on, external systems and services;b. addresses risk to organizational
Review and update the architectures [Assignment: operations, assets, individuals
lorganization-defined frequency] to reflect changes in and other ér an\zétions
the enterprise architecture; andc. Reflect planned 9 "
architecture changes in security and privacy plans,
IConcept of Operations (CONOPS), criticality analysis,
lorganizational procedures, and procurements and
: Mechanisms exist to centrally-
central Centrall (ssi " zation-defined Mac:alg:n“éﬁ(tj of sen manage the :)rgadnization-wide
entra entrally manage [Assignment: organization-defines . : - |management an
PL-09 Management icontrols and related processes]. Functional  Intersects With Coi:ecl?;:cyé & 01.1 [implementation of security, 5
Resilienpce Controls compliance and resilience
controls and related processe:
Central ICentrally manage [Assignment: organization-defined M::a’;’e?n”e:l; of VPM- Mechanisms exist to centrally-
PL-09 Management icontrols and related processes]. Functional  Intersects With Flaw Remediation 05.1 :)"rzrc]zgse the flaw remediation 5
Pracesse: .
Mechanisms exist to assign one
or more qualified individuals with
Assigned Security, the mission and resources to
Central ICentrally manage [Assignment: organization-defined " Compliance & centrally-manage, coordinate,
PL-09 Management icontrols and related processes]. Functional |Intersects With Resilience GOv-04 develop, implement and 5
Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
Centralized . :
. . _— . Mechanisms exist to centrally-
Central ICentrally manage [Assignment: organization-defined . Management of END- f
PL-09 Management icontrols and related processes]. Functional  Intersects With Antimalware 04.3 ma:agle aptlmalware 5
Technologies technologies.
. . _— . Mechanisms exist to centrally-
Central ICentrally manage [Assignment: organization-defined . Central END- > =
PL-09 Functional |Intersects With manage anti-phishing and spam 5
Management icontrols and related processes]. Management 08.1 protection technologies.
Mechanisms exist to centrally
Central ICentrally manage [Assignment: organization-defined Centralized MON ltnatl;age e;nd \:jpdate thtelcriteria
: - i - |to be captured in event logs
PL-09 Management icontrols and related processes]. Functional |intersects With E\I;,Ieanr;al_goeqmce;r:tgat 03.6 generatgd by organizatiorﬁ 5
defined system components.
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Mechanisms exist to develop,
document and maintain secure
X . . X Secure Baseline baseline configurations for
PL-10 Baseline Selection |[Select a control baseline for the system. Functional Equal Confi N CFG-02 [Technology Assets, Applications 10
gurations h
and/or Services (TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to allow
baseline controls to be
specialized or customized by
applying a defined set of tailoring|
. . actions that are specific to:(1)
PL-11 Baseline Tailoring Iaggi%t;\detsa?lloerci;edacc(;‘r;t:‘(;l baseline by applying Functional Equal Baseline Tailoring %269 Mission / business functions;(2) 10
P 9 " . Operational environment;(3)
Specific threats or vulnerabilities;
or(4) Other conditions or
situations that could affect
mission / business success.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance;3. Reflects the N . . .
Information icoordination among organizational entities responsible c Security, Mechanisms exist to facilitate the)
N " . L " " ompliance & implementation of security,
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional Subset Of Resilience Program GOV-01 compliance and resilience 10
Plan official with responsibility and accountability for the (SCRP) overnance controls.
risk being incurred to organizational operations 9 .
(including mission, functions, image, and reputation),
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities, Mechanisms exist to review the
management commitment, coordination among Security, Compliance &
lorganizational entities, and compliance;3. Reflects the Periodic Review & Resilience Program (SCRP),
Information coordination among organizational entities responsible Update of Securit including policies, standards and
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional |Intersects With pC li & Y| Gov-03 procedures, at planned intervals 5
Plan official with responsibility and accountability for the -ompliance or if significant changes occur to
) . 1 a Resilience Program ¢ nan
risk being incurred to organizational operations lensure their continuing
(including mission, functions, image, and reputation), suitability, adequacy and
lorganizational assets, individuals, other organizations, effectiveness.
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Develop and disseminate an organization-wide
information security program plan that:1. Provides an
loverview of the requirements for the security program
land a description of the security program management|
icontrols and common controls in place or planned for
meeting those requirements;2. Includes the
identification and assignment of roles, responsibilities,
management commitment, coordination among " : :
lorganizational entities, and compliance;3. Reflects the Publishing Securit mzic:taari‘::nsde;ifgggizt?ebIISh'
Information icoordination among organizational entities responsible Com| I?ance & Y olicies, standards and
PM-01 Security Program  [for information security; and4. Is approved by a senior | Functional |Intersects With Re;lience GOV-02 procedu’res necessary for secure 5
Plan official with responsibility and accountability for the D - P! " sary g
f . e ocumentation compliant and resilient
risk being incurred to organizational operations Capabilities,
(including mission, functions, image, and reputation), P .
lorganizational assets, individuals, other organizations,
land the Nation;b. Review and update the organization-
\wide information security program plan [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Protect the information security program plan from
unauthorized disclosure and modification.
a. Implement a process to ensure that plans of action
land milestones for the information security, privacy,
land supply chain risk management programs and
associated organizational systems:1. Are developed
land maintained;2. Document the remedial information . .
Plan of Action and security, privacy, and supply chain risk management Vulnerability yjﬁz:g;m;s’:i ;ci:;es:;)rle that
PM-04 Milestones Process actions to adequately respond to risk to organizational | Functional [Intersects With Remediation VPM-02 identified, tracked and 5
operations and assets, individuals, other organizations, Process remediatéd
land the Nation; and3. Are reported in accordance with :
lestablished reporting requirements.b. Review plans of
action and milestones for consistency with the
lorganizational risk management strategy and
lorganization-wide priorities for risk response actions.
T U I DeTICTe Ty traTR Ty,
a. Implement a process to ensure that plans of action number;(2) Applicable security,
land milestones for the information security, privacy, compliance and/or resilience
land supply chain risk management programs and control;(3) Description of the
lassociated organizational systems:1. Are developed deficiency(ies);(4) Risk
land maintained;2. Document the remedial information associated with the
: isecurity, privacy, and supply chain risk management . deficiency(ies);(5) Source
PM-04 :/:ﬁgsgtf)r}]\ecstlg?oiggs actions to adequately respond to risk to organizational | Functional [Intersects With Deﬁgiaepn?:l;”%"ae(sjking IAO-05 |deficiency 5
loperations and assets, individuals, other organizations, identification/detection;(6)
land the Nation; and3. Are reported in accordance with Temporary compensating
lestablished reporting requirements.b. Review plans of controls, if applicable;(7) Point of
laction and milestones for consistency with the Contact (POC) (e.g.,
lorganizational risk management strategy and asset/process owner);(8)
lorganization-wide priorities for risk response actions. Resources required to conduct
ARSI 2xiet to Taciitate-an
) - ) IT Asset Management (ITAM)
PM-05 System Inventory Rg;i:ﬁcs?g:Fndvaetftgé\isé?r;"%ear:‘ti'zgtr%irylz:;g"eﬂzﬁnw Functional [Intersects With| Asset Governance | AST-01 |program to implement and 5
. 'manage asset management
controls,
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
Data (TAASD) that:(1) Accurately
reflects the current TAASD in
use;(2) Identifies authorized
software products, including
business justification details;(3)
Is at the level of granularity
Develop and update [Assignment: organization-defined . N N deemed necessary for trackin
PM-05 ISystem Inventory frequency] an inventory of organizational systems. Functional [Intersects With| Asset Inventories | AST-02 and reporting;(4)r?/nc\udes 9 5
organization-defined information
deemed necessary to achieve
effective property accountability;
and(5) Is available for review and
audit by designated
organizational personnel.
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Mechanisms exist to establish
System Inventory | Establish, maintain, and update [Assignment: and maintain a current inventory
Inventory of P " 7 of all Technology Assets,
PM-05(01) Personall lorganization-defined frequency] an inventory of all Functional |Intersects With Inventory of PRI-05.5|Applicati dlor 5
naily isystems, applications, and projects that process Personal Data (PD) -J|pplications and/or Services
dentifiable ersonally identifiable information (TAAS) that collect, receive,
Information P Y : process, store, transmit, share,
update and/or dispose Personal
Inventory of " [EStaplish, maintain, and update [Assignment: Personal Data (PD) /Automated mechanisms exist to
lorganization-defined frequency] an inventory of all . i
PM-05(01) Personally systems, applications, and projects that process Functional |Intersects With Inventory PRI-05.6|determine if Personal Data (PD)
Identifiable nersanally identifiable information Automation Support| is maintained in electronic form.
Mechanisms exist to assign one
or more qualified individuals with
Develop, monitor, and report on the results of A55|gned> Security, the mission and resources to
PM-06 Measures of information security and privacy measures of Functional |Intersects With Compliance & GOV-04 centrally-manage, coordinate,
Performance erformance Resilience develop, implement and
P . Responsibilities maintain an enterprise-wide
Security, Compliance &
Resilience Program (SCRP).
Mechanisms exist to develop,
Develop, monitor, and report on the results of report and monitor Security,
PM-06 y:;s?;e;nife information security and privacy measures of Functional [Intersects With Iyeerfaosrun:easng; GOV-05 [Compliance & Resilience
performance. Program (SCRP) measures of
performance.
Mechanisms exist to facilitate the
implementation of contingency
. N : : : planning controls to help ensure
PM-08 (Critical dAgsglecfsnlwnefgmac;%nrnseencc:?i?n,ara]:dp:‘ézgi:wsgs e Functional IIntersects with| - ess Continuity| - o1 ;\e;;gllliecra‘tils;hal?%l?ogrysf;s\ect:s
i Infrastructure Plan |critical infrastructure and key resources protection unctional Intersects Wi Sy:tei??B(?MS) h (TAAS) (e.g., Continuity of
plan. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
/Address information security and privacy issues in the Statutory, mzﬁ':%’z'asmfnz:zt fo facilitate the
Critical development, documentation, and updating of a " Regulatory & "
PM-08 Infrastructure Plan |critical infrastructure and key resources protection Functional  lintersects With Contractual CPL-01 ;Ta‘)tﬁ?reyntraetéﬂ‘a%:ye‘::snt
plan. Compliance contractual controls.
N . " " " Mechanisms exist to define
Security and Establish a security and privacy workforce " Defined Roles & :
PM-13 - ) Functional |Intersects With v HRS-03 |cybersecurity roles &
Privacy Workforce |development and improvement program. Responsibilities responsibilities for all personnel.
. ish . i e beclgrlty, Mechanisms exist to facilitate the
PM-13 l§e_cur|ty and Establish a security and privacy workforce Functional |Intersects with| . ComPpliance & SAT-01 |implementation of security
rivacy Workforce |development and improvement program. Resilience-Minded workforce development and
@ TTTPTENTETTC @ PrUCESS TOr enSuTTg Tt Workforce .
lorganizational plans for conducting security and
ggls\,:ccizttee;tvlvri]tgﬁ graglg‘nniga';gr(\jarlns(;ns‘ttgr:;gglai\tpelmes Personal Data (PD) Mechanisms exist to conduct
[Testing, Training, FAN ) A . Control Testing, testing, training and monitoring
PM-14 land Monitoring developed and maintained; and2. Continue to be Functional |Intersects With Training & PRI-08 activities for Personal Data (PD)
lexecuted; andb. Review testing, training, and L
" " Monitoring controls.
monitoring plans for consistency with the
lorganizational risk management strategy and
aranfpirtef gt R isrdnsaHtnAfae
lorganizational plans for conducting security and . . .
privacy testing, training, and monitoring activities N Mechanisms ex_lst to provide a
. - lassociated with organizational systems:1. Are Security, security, compliance and
Testing, Training, ganizatio 1. ) Compliance & resilience controls oversight
PM-14 . developed and maintained; and2. Continue to be Functional (Intersects With o CPL-02 :
land Monitoring N : " P Resilience Controls function that reports to the
lexecuted; andb. Review testing, training, and o " M N
© t versight organization's executive
monitoring plans for consistency with the |eadership.
lorganizational risk management strategy and .
e i Aipitio foe vl "
Establish and institutionalize contact with selected ;V:?;;?’i:;tglyh eenlc[ewr;“ra‘em“ ItT\‘liLta
igroups and associations within the security and includes a crgoss-orpan?zation
privacy communities:a. To facilitate ongoing security informatwon-sharing capabilit
Security and land privacy education and training for organizational Th " A 9 cap: y
" X i : . reat Intelligence that can influence the
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional |Intersects With Program THR-01 development of the system and
|Associations isecurity and privacy practices, techniques, and 9 secur\tc architecturesy selection
tthmquiES: a".dc' To share current security ar)q " of security solutions, r‘nonitoring
g:&/aigyc/i:jrgx:ﬁatlon, including threats, vulnerabilities, threat hunting, response and
- recavery activitie:
Mechanisms exist to establish
contact with selected groups and
associations within the security,
compliance and resilience
Establish and institutionalize contact with selected communities to:(1) Facilitate
groups and associations within the security and ongoing cybersecurity and data
privacy communities:a. To facilitate ongoing security protection education and training
Security and land privacy education and training for organizational Contacts With for organizational personnel;(2)
PM-15 Privacy Groups and |personnel;b. To maintain currency with recommended Functional (Intersects With Groups & GOV-07 |Maintain currency with
|Associations isecurity and privacy practices, techniques, and Associations recommended cybersecurity and
technologies; andc. To share current security and data protection practices,
privacy information, including threats, vulnerabilities, techniques and technologies;
land incidents. and(3) Share current
cybersecurity and/or data
protection-related information
including threats, vulnerabilities
and incidents.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, . .
relevance, timeliness, and completeness of personally Meclljtanlsmstexlsbt_ totminage the
Personally identifiable information across the information life i(il'\lé:glr)i’t'yua‘n‘dyivn?pjaﬁ vity,
PM-22 Identifiable cycle;b. Correcting or deleting inaccurate or outdated Functional |Intersects With Data Quality PRI-10 |determination and de-
Information Quality |personally identifiable information;c. Disseminating Management identification of
Management notice of corrected or deleted personally identifiable sensitive/regulated data across
information to individuals or other appropriate entities; the information lifecycle
landd. Appeals of adverse decisions on correction or .
deletion requests.
Develop and document organization-wide policies and
procedures for:a. Reviewing for the accuracy, Mechanisms exist to check for
relevance, timeliness, and completeness of personally Redundant, Obsolete/Outdated,
Personally identifiable information across the information life Toxic or Trivial (ROTT) data to
Identifiable cycle;b. Correcting or deleting inaccurate or outdated " Data Quality ensure the accuracy, relevance,
PM-22 Information Quality |personally identifiable information;c. Disseminating Functional  Intersects With Operations DCH-22 timeliness, impact, completeness
Management notice of corrected or deleted personally identifiable and de-identification of
information to individuals or other appropriate entities; information throughout the
landd. Appeals of adverse decisions on correction or information lifecycle.
deletion requests.
Mechanisms exist to establish a
Establish a Data Governance Body consisting of written charter for a Data
PM-23 gg;a Governance [Assignment: organization-defined roles] with Functional [Intersects With Data MBaOnaargement PRI-13 [Management Board (DMB) and
d [Assignment: organization-defined responsibilities]. assigned organization-defined
I¥
&)
quality, utility, objectivity,
Establish a Data Governance Body consisting of integrity and impact
PM-23 gg;a Governance [Assignment: organization-defined roles] with Functional (Intersects With Ia::\aa Qeurale‘tnyt PRI-10 |determination and de-
y [Assignment: organization-defined responsibilities]. 9 identification of
sensitive/regulated data across
Mechanisms exist to facilitate
data governance to oversee the
organization's policies, standards
Data Governance Establish a Data Goyerqance Eody consistil_'\g of . and p(ocedures so that .
PM-23 Bod: [Assignment: organization-defined roles] with Functional [Intersects With| Data Governance |GOV-10 [sensitive/regulated data is
Y [Assignment: organization-defined responsibilities]. effectively managed and
maintained in accordance with
applicable statutory, regulatory
and contractual obligations.
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Mechanisms exist to facilitate
data governance to oversee the
Establish a Data Integrity Board to:a. Review proposals g;‘gda;\rzoizzg:;sglécéﬁz,tstandards
PM-24 [BJata Integrity to conduct or partlc\pa_te na matchlng_ program; and_b. Functional [Intersects With| Data Governance |GOV-10 sensitive/regulated data is
oard Corvduct an annual review ‘of all matching programs in effectively managed and
which the agency has participated. maintained in accordance with
applicable statutory, regulatory
and contractual obligations.
Establish a Data Integrity Board to:a. Review proposals :l\;::tlledr:llcf;grtzrlfs;rts S:ﬁbllSh a
Data Integrity to conduct or participate in a matching program; andb. . Data Management
PM-24 Board IConduct an annual review of all matching programs in Functional  Intersects With Board PRI-13 Mar_\age?ent BL_)artq (DI;/IBf: ar:id
\which the agency has participated. rasslgne organization-define
&)
Establish a Data Integrity Board to:a. Review proposals il?'\lé:gtr)i’t'yu;‘rlx‘;yivnsgjaiitwlty'
Data Integrity to conduct or participate in a matching program; andb. " Data Quality HN
PM-24 Board IConduct an annual review of all matching programs in Functional [Intersects With Management PRI-10 %eet:;wégfizzno?nd de-
which the agency has participated. sensitive/regulated data across
Establish a Data Integrity Board to:a. Review proposals ﬁ?curacy and refevarice of
Data Integrity to conduct or participate in a matching program; andb. . . Personal Data (PD) Pers_onal Dat‘a (PP) throughout
PM-24 B " . ' .| Functional [Intersects With Accuracy & PRI-05.2|the information lifecycle by:(1)
oard Corvduct an annual review ‘of all matching programs in Integrity Keeping PD up-to-date; and(2)
which the agency has participated. Remediating identified
Establish a Data Integrity Board to:a. Review proposals Mechanisms exist to publish
Data Integrity to conduct or participate in a matching program; andb. " Computer Matching Computer Matching Agreements
PM-24 Board IConduct an annual review of all matching programs in Functional  Intersects With Agreements (CMA) PRI-02.3 (CMA) on the organization's
which the agency has participated. public website(s).
/Automated mechanisms exist to
. . . . djust data that is able to be
Establish a Data Integrity Board to:a. Review proposals Automated Data iollected received d
N . . - & , , processed,
PM-24 Ié)g;ardlntegnty E:ooE?i:iE;tnoarnpnaurslmrzii/iteevcno?;Inla;\caTgh%r?gr%gr?gTégg?g Functional |Intersects With Mgnagement PRI-02.2] stoged,dtrandsmitsgd, shageg, ’
which the agency has participated. rocesses updated andj/or isposed, base
on updated data subject
authorization(s).
@ Develop, document, and implement policies and collecting, receiving, processing
%rocegu[;s thfat addressfthe use og personally storing tr’ansmitting’ sharing '
S identifiable information for internal testing, training, . 3 '
I';/Ieu:;r:rl‘za?lt;on of and resear;h;b. _L_irnit or minimi_ze the amount of o (a:g)/ot:)_t:;;)d#ﬂggpﬁf;zg(asl)Data
\dentifiable personally identifiable information used for internal Usage Restrictions originaily Collected, consistent
PM-25 Information Used in tﬁsting, tl;aining, a“d rgsearﬁchbfurpfoses;c. Authﬁrize Functional [Intersects With| of Perigr[;a)l Data |PRI-05.4 with the data priva’cy notice(s):
! s the use of personally identifiable information when > 2 d
[Testing, Training, isuch information is required for internal testing, (2) What_ls authorized by the
land Research - 9 ! data subject, or authorized
tralbnl_ng, and research; andd._ Review and update agent; and(3) What is consistent
gg‘f‘iﬂ:s ?rztéferggs?ures [Assignment: organization- with applicable laws, regulations
a. Develop, documeént, and implement policies and
procedures that address the use of personally
R identifiable information for internal testing, training,
Identifiable personally identifiable information used for internal Collection END- [sensors that are configured to
PM-25 : testing, training, and research purposes;c. Authorize Functional |Intersects With P vt
Information Used in H 1 + H Minimization 13.3 |minimize the collection of
[Testing, Training the use of personally identifiable information when information about individuals.
and Reéearch ' |such information is required for internal testing, .
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freayencyl
[a. Develop, docUmént, and implement policies and
procedures that address the use of personally
PRTRU identifiable information for internal testing, training,
I\PIIE":;?AZ?SO" of land research;b. Limit or minimize the amount of Mechanisms exist to minimize
Identifiable personally identifiable information used for internal Minimize Visitor PES- [the collection of Personal Data
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional |Intersects With personal Data (PD)| 06.5 |(PD) contained in visitor access
[Testing, Training the use of personally identifiable information when ) records.
and Res’earch ' |such information is required for internal testing, "
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freauencyl
a. Develop, document, and implement policies and Mechanisms exist to address the
procedures that address the use of personally use of Personal Data (PD) for
Minimization of identifiable infornjat_ion for_ ir_1te_rna| testing, training, internal testing, training and
personally land research;b. Limit or minimize the amount of Internal Use of research that:(1) Takes
\dentifiable personally identifiable information used for internal Personal Data (PD) imeasures to limit or minimize the|
PM-25 Information Used in testing, training, and research purposes;c. Authorize Functional (Intersects With For Testing, PRI-05.1|amount of PD used for internal
[Testing, Training the use of per_son_al\y ide_ntiﬁable_ informatior! when Training and testing, training and resgarch
and Res’earch ' |such information is required for internal testing, Research purposes; and(2) Authorizes the
training, and research; andd. Review and update use of PD when such information
policies and procedures [Assignment: organization- is required for internal testing,
defined frequency]. training and research.
@ DeveTop, document, and Implement policies and
procedures that address the use of personally
P identifiable information for internal testing, training, . . . .
I\Pllmlmlzatlon of and research;b. Limit or minimize the amount of oy it Mechanisms exist to minimize
ersonally personally identifiable information used for internal Limit Sensitive / the use of sensitive/regulated
PM-25 Identifiable testing, training, and research purposes;c. Authorize Functional |Intersects With Regulated Data In | DCH- |data for research, testing, or
Information Used in the use’ of perso’nal\y identifiable informétion when Testing, Training & | 18.2 |training, in accordance with
Testing, Training, S Son: ] > ! Research authorized, legitimate business
land Research suc'h‘lnformatlon is required for mternal testing, oractices.
training, and research; andd. Review and update
policies and procedures [Assignment: organization-
defined freauencvl
Implement a process for receiving and responding to
icomplaints, concerns, or questions from individuals
labout the organizational security and privacy practices Mechanisms exist to maintain a
that includes:a. Mechanisms that are easy to use and process to efficiently and
readily accessible by the public;b. All information effectively respond to requests,
necessary for successfully filing complaints;c. Tracking complaints, concerns or
IComplaint mechanisms to ensure all complaints received are " User Feedback questions from authenticated
PM-26 Management reviewed and addressed within [Assignment: Functional Intersects With Management PRI-06.4 data subjects about Personal
lorganization-defined time period];d. Acknowledgement Data (PD) the organization
of receipt of complaints, concerns, or questions from collects, receives, processes,
individuals within [Assignment: organization-defined stores, transmits, shares,
time period]; ande. Response to complaints, concerns, updates and/or disposes.
lor questions from individuals within [Assignment:
lorganization-defined time period].
Implement a process for receiving and responding to
icomplaints, concerns, or questions from individuals
labout the organizational security and privacy practices
that includes:a. Mechanisms that are easy to use and
readily accessible by the public;b. All information
necessary for successfully filing complaints;c. Tracking Mechanisms exist to maintain a
IComplaint mechanisms to ensure all complaints received are . Appeal Adverse .
PM-26 Management reviewed and addressed within [Assignment: Functional  Intersects With Decision PRI-06.3 proceﬁs for gata Sugjec.t§ to
lorganization-defined time period];d. Acknowledgement appeal an adverse decision.
of receipt of complaints, concerns, or questions from
individuals within [Assignment: organization-defined
time period]; ande. Response to complaints, concerns,
lor questions from individuals within [Assignment:
lorganization-defined time period].
Mechanisms exist to develop a
la. Appoint a Senior Accountable Official for Risk plan for Supply Chain Risk
Management to align organizational information Miqat?\erzent I(SCRM)taSSOCIatEd
. lsecurity and privacy management processes with - with the development,
PM-29 §l§§2?§f§§&"§2§ip strategic, operational, and budgetary planning Functional [Intersects With Sufapalzacgﬁrlxne:?k Rsk-0 [2¢Quisition, maintenance and
Roles processes; andb. Establish a Risk Executive (function) (SCRM) Plan disposal of Technology Assets,
to view and analyze risk from an organization-wide /Applications and/or Services
perspective and ensure management of risk is (TAAS), including documenting
consistent across the organization. selected mitigating actions and
monitoring performance against
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a. Appoint a Senior Accountable Official for Risk Mechanisms exist to assign one
Management to align organizational information or more qualified individuals with
Risk Management stecirity and pri\t/‘acy Iman:gbelgentt proc‘esse.s with As(s:ignetlir Secugty, thetmiﬁsion and resourc;;s tto
. |strategic, operational, and budgetary planning . ompliance centrally-manage, coordinate,

PM-29 ;;‘Tg;am Leadership processes; andb. Establish a Risk Executive (function) Functional  lintersects With Resilience GOv-04 develop, implement and 5
to view and analyze risk from an organization-wide Responsibilities maintain an enterprise-wide
perspective and ensure management of risk is Security, Compliance &
consistent across the organization. Resilience Program (SCRP).

T AP POTTTC G- ST ITOT ACCUUTTaoTe O ITCTaT TOT TS T
Management to align organizational information
Risk Management stecxérity and pri\t/_acy Iman:gbergentt proc‘esse_s with Risk 1 . _MeclhanisTstexistftc;fatcilitate the
. |strategic, operational, and budgetary planning . isk Managemen implementation of strategic,

L ;zﬁggam Leadership processes; andb. Establish a Risk Executive (function) Functional |Intersects With Program RSKCOL operational and tactical risk B
to view and analyze risk from an organization-wide management controls.
perspective and ensure management of risk is

; " A
T Mechanisms exist to custom-
Management ) PR " : Customized develop critical system
PM-30(01) 3;"3:5?22" srupphers :giesr;tigx'-epsrsl;:rr:?iezale'teagsn:%;isess,sl;’:ggsgs?fafwrétI;:L/?zes_ Functional |Intersects With - !Z)_evelopment of | TDA-12 [components, when Comm_ercial 5
Mission-essential ritical Components| Off The Shelf (COTS) solutions
are unavailable.
Mechanisms exist to require the
Supply Chain Risk developer of the Technology
Management Criticality Analysis /Asset, Application and/or Service
PM-30(01) Strategy | Suppliers |Identify, prioritize, and assess suppliers of critical or Functional |Intersects With During TDA- [(TAAS) to perform a criticality 5
lof Critical or mission-essential technologies, products, and services. Development 06.1 [|analysis at organization-defined
Mission-essential P decision points in the Secure
Items Development Life Cycle (SDLC).
Mechanisms exist to identify,
Supply Chain Risk prioritize and assess suppliers
Management Third-Party and partners of critical
Strategy | Suppliers (Identify, prioritize, and assess suppliers of critical or " e 'Technology Assets, Applications
PM-30(01) lof Critical or mission-essential technologies, products, and services. Functional  Intersects With ACrltlcatht TPM-02 and/or Services (TAAS) using a 5
Mission-essential ssessments supply chain risk assessment
Items process relative to their
importance in supporting the
[ DEVEToP, UUCUITTENT, aTTaUTSSeTTate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . Compliance & policies, standards and

Ps-01 Procedures personnel security policy and the associated personnel Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
Isecurity controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
personnel security policy and procedures; andc.

Review and update the current personnel security:1.

Policy [Assignment: organization-defined frequency]

and following [Assignment: organization-defined

levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:

AR HBEERRE AR drssermate o

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

personnel security policy that:a. Addresses purpose,

iscope, roles, responsibilities, management

icommitment, coordination among organizational . . .
lentities, and compliance; andb. Is consistent with DSA:CC‘T:{‘Isgsgx;?;nt:erzwew the
lapplicable laws, executive orders, directives, Resilier\{c'e Propram (SCRP),
regulations, policies, standards, and guidelines; and2. Periodic Review & including pohcgi;es standar&s and

PS-01 l;ollcy and Procedures to facllltat_e the |mp|ementa_t\on of the Functional |Intersects With Update o_f Security, GOV-03|procedures, at planned intervals 5

rocedures personnel security policy and the associated personnel Compliance & or if significant changes occur to
security controls;b. Designate an [Assignment: Resilience Program ensuregtheir continuign
lorganization-defined official] to manage the suitability, adequacy agnd
development, documentation, and dissemination of the eﬁectivenéss
personnel security policy and procedures; andc. .
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
AR BEEHRRME AR rssermmare o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Human Resources Mechanisms exist to facilitate the|
Policy and Procedures to facilitate the implementation of the " : " .

PS-01 Procedures personnel security policy and the associated personnel Functional Subset Of " Security . HRS-01 |mp|er;1entatt\orl\ of personnel 10
isecurity controls;b. Designate an [Assignment: anagemen security controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.

Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
) . el
@. Assign a risk designation to all organizational t 1
bosition Ri positions;b. Establish screening criteria for individuals Competency Mechanisms exist to ensure that
osition Risk L L ) . Requirements for HRS- [all security-related positions are
PS-02 Deignati filling those positions; andc. Review and update Functional [Intersects With A 0 POSIIC 5
esignation bosition risk designations [Assignment: organization- Securlty—‘Related 03.2 [staffed by qualified |nd|V|dans
defined frequencyl g Positions who have the necessary skill set.
a. Assign a risk designation to all organizational g:égi’:":mzce:a;tgsngigage
Position Risk go;ltlons;b. ESt‘?b,I‘Sh screening ;ntena for Individuals " Position assigning a risk designation to all

PS-02 Designation ﬁllwryq tho_se posl_tlons,_ andc. Rngew anld update ) Functional |Intersects With Categorization HRS-02 positions and establishing 5
position risk designations [Assignment: organization- . 2
defined frequency]. screening criteria for individuals

S dividuals prior to authorizing access to the ffiling those positions.
[@. Screen ing . -
system; andb. Rescreen individuals in accordance with Mechanisms exist to manage
Personnel ‘ reen ¢ cc wi ) Personnel personnel security risk by

PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 screening individuals prior to 10
rescreening and, where rescreening is so indicated, the| uthorizing access.
frequency of rescreeninal g access.

Verify that individuals accessing a system processing, Mechanisms exist to ensure that
Personnel storing, or transmitting information requiring special individuals accessing a system
Screening | rotegt'ion‘a Have val?d access authorc\‘zatm?vs fhat are Roles With Special HRS- that stores, transmits or
PS-03(03) Information gemonstrétéd by assigned official government duties; Functional (Intersects With Protection 04.1 |Processes information requiring 5
§eqt“";.”9 Shjl’ec'a‘ landb. Satisfy [Assignment: organization-defined Measures special pt'."tecdt";i” 5:“5” |
rotective Measures|_ | i+t : i organization-defined personne
ladditional personnel screening criteria]. screening criteria.
Upon termination of individual employment:a. Disable
isystem access within [Assignment: organization-
defined time period];b. Terminate or revoke any
lauthenticators and credentials associated with the . .
PS-04 Personnel individual;c. Conduct exit interviews that include a Functional Equal Personnel HRS-09 &?ﬁ:}ﬁ:{mﬁiﬁ;ﬁﬁ?{em the 10
[Termination discussion of [Assignment: organization-defined a Termination \ t
information security topics];d. Retrieve all security- employment.
related organizational system-related property; ande.
Retain access to organizational information and
isystems formerly controlled by terminated individual.
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FDE Nam Focal Document Element (FDE) Desci
current logical and physical access authorizations to Mechanisms exist to adjust
systems and facilities when individuals are reassigned logical and physical access
lor transferred to other positions within the authorizations to Technology
lorganization;b. Initiate [Assignment: organization- Assets, Applications and/or
defined transfer or reassignment actions] within Services (TAAS) and facilities
PS-05 Personnel Transfer |[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 [UPON personnel reassignment or 10
following the formal transfer action];c. Modify access transfer, in a timely manner.
lauthorization as needed to correspond with any
ichanges in operational need due to reassignment or
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:
A, DeveTsp ant Gocurent access agreements Tor
lorganizational systems;b. Review and update the . " "
laccess agreements [Assignment: organization-defined gzﬁ?:;'f:z eé':fnt:nz(}'ﬁﬁig)ogﬁ
frequency]; andc. Verify that individuals requiring similar conﬁgentiality
PS-06 |Access Agreements gf:cess to org_anlzatlonal information an_d systen’_\S.l. Functional |Intersects With Confidentiality HRS- agreements that reflect the 5
ign appropriate access agreements prior to being Agreements 06.1 needs to protect data and
igranted access; and2. Re-sign access agreements to operational details, or both
maintain access to organizational systems when er?n loyees and thil"d— arties
laccess agreements have been updated or ploy P .
[Accio 1
d. DeV s ToT
lorganizational systems;b. Review and update the
laccess agreements [Assignment: organization-defined . . "
frequency]; andc. Verify that individuals requiring mfec:‘naar;lgr:dsteh);lrf'jt-;(a)rrt?q:slreers to
PS-06 |Access Agreements jaccess to organizational information and systems:1. Functional [Intersects With| Access Agreements| HRS-06 [sign appropriate access 5
ISign appropriate access agreements prior to being greements prior to bein
granted access; and2. Re-sign access agreements to 9 ted P 9
maintain access to organizational systems when granted access.
laccess agreements have been updated or
[ - araanization-defined frequencyl
\Verify that access to classified information requiring Mechanisms exist to require Non-
|Access Agreements |special protection is granted only to individuals who:a. Disclosure Agreements (NDAs) or
| Classified Have a valid access authorization that is demonstrated Confidentialit HRS- similar confidentiality
PS-06(02) Information by assigned official government duties;b. Satisfy Functional |Intersects With A reementsy 06.1 agreements that reflect the 5
Requiring Special  |associated personnel security criteria; andc. Have 9 " |needs to protect data and
Protection read, understood, and signed a nondisclosure operational details, or both
lagreement. - - lemployees and third-parties.
|Access Agreements |special protection is granted only to individuals who:a. Mechanisms exist to require
| Classified Have a valid access authorization that is demonstrated internal and third-party users to
PS-06(02) Information by assigned official government duties;b. Satisfy Functional [Intersects With|Access Agreements| HRS-06 [sign appropriate access 5
Requiring Special  |associated personnel security criteria; andc. Have agreements prior to being
Protection read, understood, and signed a nondisclosure granted access.
a. Establish personnel security requirements, including
isecurity roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established . .
by the organization;c. Document personnel security &?&ﬂg:ﬁ;‘:gﬁg;;ﬁlgg;em
External Personnel |[eduirements;d. Require external providers to notify ) Third-Party reviewing and monitoring third-
PS-07 Securit [Assignment: organization-defined personnel or roles] Functional Equal Personnel HRS-10 party security, compliance and/or| 10
Yy of any personnel transfers or terminations of external resiliyence roléé; and
personnel who possess organizational credentials responsibilities.
land/or badges, or who have system privileges within P .
[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.
la. Employ a formal sanctions process for individuals
failing to comply with established information security
land privacy policies and procedures; andb. Notify Mechanisms exist to sanction
. [Assignment: organization-defined personnel or roles] " personnel failing to comply with
Ps-08 Personnel Sanctions within [Assignment: organization-defined time period] Functional Equal Personnel Sanctions| HRS-07 established security policies, 10
'when a formal employee sanctions process is initiated, standards and procedures.
identifying the individual sanctioned and the reason for|
the sanction.
. Incorporate security and privacy roles and ) Mechanisms exist to define
PS-09 Ezsslgﬁntions responsibilities into organizational position Functional Equal gzznsgs?ﬁ:ifei HRS-03 [cybersecurity roles & 10
P [descriptions. P responsibilities for all personnel.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to Mechanisms exist to establish,
facilitate the implementation of the personally Publishing Security, maintain and disseminate
Policy and identifiable information processing and transparency . Compliance & policies, standards and
PT-01 Procedures policy and the associated personally identifiable Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
information processing and transparency controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined capabilities.
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . .
lexecutive orders, directives, regulations, policies, hslleecc:re‘ttrnsg)snfx;isatntgerzwew the
standards, and guidelines; and2. Procedures to Resilienyée Propram (SCRP),
facilitate the implementation of the personally Periodic Review & including pol\cgies standar&s and
PT-01 Policy and identifiable information processing and transparency Functional |Intersects With Update of Security, GOV-03 |procedures, at plénned intervals 5
Procedures policy and the associated personally identifiable Compliance & or if i niﬁc’ant changes occur to
information processing and transparency controls;b. Resilience Program ensuregtheir continui%
Designate an [Assignment: organization-defined suitability, adequac agnd
official] to manage the development, documentation, effectiver{ess quacy
land dissemination of the personally identifiable .
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personally identifiable information processing and
transparency policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, . " e
standards, and guidelines; and2. Procedures to ihllmecllgamnésnr{\astzﬁlsatntg gacellrlat?izentlgfe
facilitate the implementation of the personally dafa rotection contro’ljs
Policy and identifiable information processing and transparency " Data Privacy P! :
PT-01 Procedures policy and the associated personally identifiable Functional Subset OF Program PRI-01 tr:‘rourgholrg t:: daftih{ecxc\leDtot 10
information processing and transparency controls;b. ?PS;":‘,: rgcesss:d I: sfona faa'r\a
Designate an [Assignment: organization-defined and transp arentl wiully, Tairly
official] to manage the development, documentation, P Y-
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of industry-
roles]:1. [Selection (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] and resilience practices in the
personally identifiable information processing and specification, design,
transparency policy that:a. Addresses purpose, scope, development, implementation
roles, responsibilities, management commitment, and modification of Technology
icoordination among organizational entities, and /Assets, Applications and/or
icompliance; andb. Is consistent with applicable laws, Services (TAAS).
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the personally
Policy and identifiable information processing and transparency " Secure Engineering
PT-01 Procedures policy and the associated personally identifiable Functional Subset Of Principles SEA-01 10
information processing and transparency controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the personally identifiable
information processing and transparency policy and
procedures; andc. Review and update the current
personally identifiable information processing and
transparency:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
fngwtinq [vAssiqr:jnLent: orqatnti;atEoAn—qeﬁned tevents]. N
la. Determine and document the [Assignment: -
|Authority to Process organization-defined authority] that permits the Authority To ;:]adt?;;T'Lr\l'm:r;;;hsrjgeagrilz:;gl:\ctr:)ty
Personall [Assignment: organization-defined processing] of Collect, Process, collect, receive, process, store,
PT-02 \dentifi Y personally identifiable information; andb. Restrict the Functional |Intersects With y " |PRI-04.1] ’ P! . ' 5
entifiable . P " N Store & Share transmit, share, update and/or
Information {J/:Sr?c?r?arnfri‘;‘e‘:\:igfia:g:tilr?frgrdnfgtri‘s: tpomocnel)sfstlrr\‘gt] vth\ch is Personal Data (PD) dispose Personal Data (PD),
lauthorized. e\the_zginel_'ally or in support of a
Mechanisms exist to address the
use of Personal Data (PD) for
a. Determine and document the [Assignment: internal testing, training and
lauthority to Process lorganization-defined authority] that permits the Internal Use of research that:(1) Takes
Personally [Assignment: organization-defined processing] of Personal Data (PD) measures to limit or minimize the|
PT-02 \dentifiable personally identiﬁal?le i_nforma_tion; andb. Restrict the Functional (Intersects With Fur"l'_esting, PRI-05.1 amount of PI:_) used for internal 5
Information [Assignment: organization-defined processing] of Training and testing, training and research
personally identifiable information to only that which is Research purposes; and(2) Authorizes the
authorized. use of PD when such information
is required for internal testing,
training and research.
- sy - -
lAuthority to Process lorganization-defined authority] that permits the (a:Dd)/(:L_L(lg?:ﬂggpﬁf;z(;g(asl)Data
bersonall [Assignment: organization-defined processing] of Usage Restrictions originail collected, consistent
PT-02 Identiﬁab’l’e personally identifiable information; andb. Restrict the Functional [Intersects With| of Personal Data |PRI-05.4 with theydata priva’cy notice(s): 5
Information [Assignment: organization-defined processing] of (PD) (2) What is authorized by the '
personally identifiable information to only that which is data subject, or author\zyed
la. Determine and document the [Assignment: :PD) to onl\lwvlvh'atrisl acllgz]luha'::
|Authority to Process organization-defined authority] that permits the relevant ar\{d limited to the '
Personall [Assignment: organization-defined processing] of Restrict Collection burposes identified in the data
PT-02 Identiﬁab)lle personally identifiable information; andb. Restrict the Functional |Intersects With To Identified PRI-04 privacy notice, including 5
: [Assignment: organization-defined processing] of Purpose . . "
Information . by . . P protections against collecting PD
Eszicérr\iazg\é identifiable information to only that which is from minors without appropriate
8 Lnmal o
g T
lorganization-defined purpose(s)] for processing Mechanisms exist to address the
personally identifiable information;b. Describe the use of Personal Data (PD) for
purpose(s) in the public privacy notices and policies of internal testing, training and
Personally the organization;c. Restrict the [Assignment: Internal Use of research that:(1) Takes
Identifiable lorganization-defined processing] of personally Personal Data (PD) measures to limit or minimize the|
PT-03 Information identifiable information to only that which is Functional |Intersects With For Testing, PRI-05.1|amount of PD used for internal 5
Processing icompatible with the identified purpose(s); andd. Training and testing, training and research
Purposes Monitor changes in processing personally identifiable Research purposes; and(2) Authorizes the
information and implement [Assignment: organization- use of PD when such information
defined mechanisms] to ensure that any changes are is required for internal testing,
made in accordance with [Assignment: organization- training and research.
- 7
lorganization-defined purpose(s)] for processing
personally identifiable information;b. Describe the
purpose(s) in the public privacy notices and policies of . .
Personally the organization;c. Restrict the [Assignment: M:\Sgcanﬁ&scs:lisdtet:t;nst\;ree data
Identifiable lorganization-defined processing] of personally Purpose pur osye(s) for which P)érsonal
PT-03 Information identifiable information to only that which is Functional [Intersects With s f’? ti PRI—OZ.IB tp PD) i llected ived 5
Processing icompatible with the identified purpose(s); andd. pecification ata (PD) is collected, received,
H : N f o rocessed, stored, transmitted
Purposes Monitor changes in processing personally identifiable gnd/or sha’red ’
information and implement [Assignment: organization- :
defined mechanisms] to ensure that any changes are
made in accordance with [Assignment: organization-
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to issue data
Information [Assignment: organization-defined elements of . 8 . modeling guidelines to support
PT-03(01) Processing personally identifiable information]: [Assignment: Functional  Intersects With Data Tagging PRI-11 tagging of sensitive/regulated 5
Purposes | Data lorganization-defined processing purposes]. data.
-
Identifiable /Attach data tags containing the following purposes to Mechanisms exist to utilize data
Information [Assignment: organization-defined elements of : DCH- |tags to automate tracking of
PT-03(01) Processing personally identifiable information]: [Assignment: Functional  Intersects With Data Tags 22.2 [sensitive/regulated data across 5
Purposes | Data lorganization-defined processing purposes]. the information lifecycle.
Taentinante [frack processing purposes of personally identifiable AUTOMaTed MEChantsms exist to
Information N : " : ] i - : Data Quality support the evaluation of data
PT-03(02) Processing ;nJ;);:::le«)dnr:zlcnr?a[n/?ssaglnment, organization-defined Functional |Intersects With Automation PRI-10.1| quality across the information 5
purnoses . E\fpt‘;:r;:ted mechanisms exist to
u
rdeer:toigzlglle ) ) » adjust data tha‘t is able to be
Information [Track processing purposes of personally identifiable Automated Data collected, received, processed,
PT-03(02) Processing information using [Assignment: organization-defined Functional |Intersects With Management PRI-02.2|stored, transmitted, shared, 5
purposes | lautomated mechanisms]. Processes updated and/or dispo_sed, based
IAutomation on updated data subject
authorization(s).
and/or updating Personal Data
i;)gglrﬁsf)'(liaautegor\es Apply [Assignment: organization-defined processing Usage Restrictions f)PrP)int:il(l)czlr;;‘t’:épng\(ssi;tent
PT-07 \dentifiable Y conditions] for specific categories of personally Functional (Intersects With| of Personal Data |PRI-05.4| wit% theydata rivac notice(s); 5
- identifiable information. (PD) ok pvacy '
Information (2) What is authorized by the
data subject, or authorized
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FDE Nam Focal Document Element (FDE) Desci
. Mechanisms exist to define and
i;)'e)celrf;gncaa”t;gor\es /Apply [Assignment: organization-defined processing personal Data (PD) implement data handling and
PT-07 \dentifiable iconditions] for specific categories of personally Functional |Intersects With Categories PRI-05.7|protection requirements for 5
Information identifiable information. specific categories of sensitive
Personal Data (PD).
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and stan_dards, aqd guidelines;} and2. Pro;edures to . Update of Security. including policies, standards and
RA-01 Procedures facilitate the implementation of the risk assessment Functional [Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated risk assessment controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the risk assessment policy and effectiveness.
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, . . -
Policy and standards, and guidelines; and2. Procedures to Risk Management ynf:l};;ngpastfa):\lsgft:t::tcelgtiite e
RA-01 Procedures facilitate the implementation of the risk assessment Functional Subset Of Program RSK-01 operational and tactical riskv 10
policy and the associated risk assessment controls;b. t controls
Designate an [Assignment: organization-defined management co .
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
compl\.ance: andb. I‘s copsistent W\th‘ applicablg laws, Mechanisms exist to establish
. tandarde, and guidelines, ang3. Procedures o Publishing Securiy, maintain and disseminate
RA0L Policy and facilitate the implementation of the risk assessment | Functional |Intersects with| ~COmPliance & gy g5 Policies, standards and 5
rocedures policy and the associated risk assessment controls;b. Res'l'e"ce. procequres necessary for secure,
Designate an [Assignment: organization-defined Documentation compbl!la_c_t and resilient
official] to manage the development, documentation, capapilities.
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Mechanisms exist to categorize
'Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
a. Categorize the system and information it processes, regulations and contractual
stores, and transmits;b. Document the security obligations that:(1) Document
: categorization results, including supporting rationale, . " the security categorization
RA-02 (S::E:nr:\?izatmn in the security plan for the system; andc. Verify that Functional Equal R'Sé;zsszﬂzs:t%;'ty RSK-02 |results (including supporting 10
9 the authorizing official or authorizing official 9 rationale) in the security plan for
designated representative reviews and approves the systems; and(2) Ensure the
isecurity categorization decision. security categorization decision
is reviewed and approved by the
asset owner.
[@ CoNnauct a 1Sk assessment, cIuding: L. Jaentitying Mechanisms exist to regularly
threats to and vulnerabilities in the system;2. review Technology Assets,
Determining the likelihood and magnitude of harm Applications and/or Services
from unauthorized access, use, disclosure, disruption, (TAAS) for adherence to the
modification, or destruction of the system, the organization's security,
information it processes, stores, or transmits, and any compliance and/or resilience
related information; and3. Determining the likelihood policies and standards.
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and Functional Review
. mission or business process perspectives with system- " Of Security, CPL-
RA-03 Risk Assessment level risk assessments;c. Document risk assessment Functional  Intersects With Compliance & 03.2 5
results in [Selection (one): security and privacy plans; Resilience Controls
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the system
@."Conduct a 15K assessment, cIudimng: L. Jaentitying Mechanisms exist to conduct
threats to and vulnerabilities in the system;2. recurring assessments of risk
Determining the likelihood and magnitude of harm that includes the likelihood and
from unauthorized access, use, disclosure, disruption, magnitude of harm, from
modification, or destruction of the system, the unauthorized access, use,
information it processes, stores, or transmits, and any disclosure, disruption,
related information; and3. Determining the likelihood modification or destruction of the
land impact of adverse effects on individuals arising organization's Technology
from the processing of personally identifiable Assets, Applications, Services
information;b. Integrate risk assessment results and and/or Data (TAASD).
risk management decisions from the organization and
RA-03 Risk Assessment req\'/sesl'?ir;l?;sﬁ;;g;sesnﬁ?éeéf)f:lfep:tc:i“s’ssa;V;;:::]Zt:tm Functional (Intersects With| Risk Assessment | RSK-04 5
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the svstem.
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[Assignment: organization-defined systems, system
icomponents, and system services]; andb. Update the
isupply chain risk assessment [Assignment:

FedRAMP 5_x000a_Moderate

Mechanisms exist to p
assess supply chain risks
associated with Technology

version 2026.1_x000a_03/27/2026

RA-03(01) Supply Chain Risk |organization-defined frequency], when there are Functional Equal Su‘;@'gég:;'gn?wk S;Ki é:fsitcse,:(p_lp)a\\;gyons andjor 10
|[Assessment isignificant changes to the relevant supply chain, or : :
'when changes to the system, environments of
loperation, or other conditions may necessitate a
b it L ch
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and n -
\Vulnerability improper configurations;2. Formatting chec_k]ists and - \I\//Iuelf\}::;n'zisegxalitdtgo%%tgeﬁation
P test procedures; and3. Measuring vulnerability . Vulnerability . "
RA-05 Monitoring and N ° ! Functional [Intersects With - VPM-06 [errors by routine vulnerability 5
Scanning impact;c. Analy;e vulngraplllty scan rep_orts and_results Scanning scanning of systems and
from vulnerability monitoring;d. Remediate legitimate applications.
vulnerabilities [Assignment: organization-defined PP .
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
assessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
\Vulnerability improper configurations;2. Forr_natting chec_k_lists and . .
RA-05 Monitoring and _test procedures; and3. Meavsvunng vulnerability Functional |Intersects With Updatev‘foo\ VPM- Mechanlsfms exist tp update 5
Scanning impact;c. Analy_ze vuln_eral_:lllty scan rep_orts and_results Capability 06.1 |vulnerability scanning tools.
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
'vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be
ML;JIAIiaJT—iUr:;Lgnd Update the system vulnerabilities to be scanned
RA-05(02) Scanning | Update [Se_lection (one or mor_e): [Assignment: organization- Functional |Intersects With Updatev‘foo\ VPM- Mechanisfms exist tp update 5
\Vulnerabilities to Be defined frgquency]_; prlo_r_to a new scan; when new Capability 06.1 [|vulnerability scanning tools.
Scanned vulnerabilities are identified and reported].
4
IVulnerability breadth and depth of coverage
Monitoring and N . " for vulnerability scanning that
RA-05(03) Scanning | Breadth E:vﬁenrea tza breadth and depth of vulnerability scanning Functional Equal Breag;rlér[;epe)th of \(I)EMZ define the system components 10
and Depth of 9e- 9 : scanned and types of
ICoverage vulnerabilities that are checked
[Vulnerability Implement privileged access authorization to Mechanisms exist to implement
Monitoring and [Assignment: organization-defined system " o VPM- |privileged access authorization
RA-05(05) IScanning | icomponents] for [Assignment: organization-defined Functional Equal Privileged Access 06.3 [for selected vulnerability 10
Privileged Access  |vulnerability scanning activities]. scanning activities.
Mechanisms exist to establish a
\Vulnerability Disclosure Program
vul bil (VDP) to assist with the secure
M‘:):ii(r)arinlgltgnd Establish a public reporting channel for receiving Vulnerability development and maintenance
RA-05(11) 5 " Publi reports of vulnerabilities in organizational systems and | Functional Equal Disclosure Program | THR-06 |of Te_chn_ology Assets, 10
canning | Public isystem components. (VDP) /Applications and/or Services
Disclosure Program (TAAS) that receives unsolicited
input from the public about
vulnerabilities in organizational
proper risk response actions
Respond to findings from security and privacy Rok. |were performed to remediate
RA-07 Risk Response lassessments, monitoring, and audits in accordance Functional Equal Risk Response 06.1 findings from security, 10
with organizational risk tolerance. . compliance and/or resilience-
related:(1) Assessments;(2)
Mechanisms exist to identify,
Identify critical system components and functions by ;;;\srlt;z:n:rr\g:fszﬁ;sc;uppllers
performing a criticality analysis for [Assignment: Third-Party Tech?\ology Assets, Applications
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Criticality TPM-02 and/or Services (TAAS) using a 5
syst'e‘m seryicesl at [Assignment: orgamzatiqn-deﬁned Assessments Supply chain risk assessment
decision points in the system development life cycle]. process relative to their
importance in supporting the
Mechanisms exist to require the
Identify critical system components and functions by ge:::loger ﬁz;gi:eaiz';g:l’sg;vice
performing a criticality analysis for [Assignment: Criticality Analysis TDA- (TAAS’) tgpperform a criticality
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With During 06.1 |analysis at organization-defined 5
syst'e‘m seryicesl at [Assignment: orgamzatiqn-deﬁned Development : decision points in the Secure
decision points in the system development life cycle]. Development Life Cycle (SDLC).
Mechanisms exist to identify
Identify critical system components and functions by Security, ?Jﬁlcct?;:;/iteme?or?g?:e:ts and
performing a criticality analysis for [Assignment: Compliance & criticality aﬁaplysis for c?itical
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Resilience PRM-05 Technology Assets, Applications 5
syst'e‘m seryicesl at [Assignment: orgamzatign-deﬁned Require.ments and/or Services (TIIAAS) at pre-
decision points in the system development life cycle]. Definition defined decision points in the
Secure Development Life Cycle
@ DEVETop, UUCUTTTENT, amd UTSSenate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicaple \aws,‘ gxecutive orders, direcF\vgs, Mechanisms exist to establish,
brocedures t Tacitate the mplemertation of the Publishing Security. maintain and disseminate
SA-01 E?(I)I(fgdaur::s isystem and services acquisition policy and the Functional |Intersects With CoRn;sillliaer'\]ccee& GOV-02 g?gcc‘:ds‘jrse;azzzgz:r;dfor secure, 5

lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
ization.definad auant:

Documentation

compliant and resilient
capabilities.
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy th . Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . . .
regulations, policies, standards, and guidelines; and2. iMmepcl':;‘;Tastg);"S;ft&iflicrgléate the
Policy and Procedures to fa;ilitate the_e ‘implemgntat\on of the . Technology development and acquisition
SA-01 Procedures isystem and services acquisition policy and the Functional Subset Of Development & | TDA-01 strategies, contract tools and 10
lassociated system and services acquisition controls;b. Acquisition rocuremént methods to meet
Designate an [Assignment: organization-defined P busi 4
official] to manage the development, documentation, unique business needs.
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
EX8Ridrssermmate o
[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, pol\c\‘e‘s, standa.rds, and guide\\nes; and2. Periodic Review & Besilignce Prpgram (SCRP),
Policy and Procedures to fa_c|||tate th_e _|mplem§ntat\on of the ) Update of Security, including policies, standards and
SA-01 Procedures Isystem and services acquisition polic d the Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated system and services acquisition controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the system and services effectiveness.
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ouentel
£ T arssermmate o
zation-defined personnel or
roles]:1. [Selectlon (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. . .
Policy and Procedures to fapilitate th_e ‘implemgntat\on of the . Secure Software g:;l?caant"so:: lf:;setdt?)r??éifrpe
SA-01 Procedures isystem and services acquisition policy and the Functional |Intersects With Development TDA-06 Software Development Practices 5
lassociated system and services acquisition controls;b. Practices (SSDP) (SSDP)
Designate an [Assignment: organization-defined :
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
deﬁned frequency] and followmg [Assignment:
Cags A rormatonsecurty-ana Mechanisms exist to identify and
privacy requirements for the system or system service allocate resources for
in mission and business process planning;b. management, operational,
i ] Determéne, documer;]t, and allocate the resources Al . technical and data protection
location of required to protect the system or system service as : ocation of ; : :
SA-02 Resources part of the organizational capital planning and Functional Equal Resources PRM-03 ;ﬁgg'efsm,ﬁgﬁmgl}g‘r ';J)ﬂsjlg?tsss/ 10
investment control process; andc. Establish a discrete initiatives.
line item for information security and privacy in
orgamzatlonal programming and budgeting
a. Ac%?é?g‘el\[}elop, and manage the system using Mechanisms exist to manage the
[Assignment: organization-defined system usable lifecycles of Technology
development life cycle] that incorporates information Assets, Applications and/or
isecurity and privacy considerations;b. Define and Services (TAAS).
System document information security and privacy roles and Technology SEA-
SA-03 Development Life |responsibilities throughout the system development Functional [Intersects With Lifecycle 07.1 5
Cycle life cycle;c. Identify individuals having information Management :
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
prlvacy risk management process into system
dex Acqu\re, €veTop, and manage the System Using Mechanisms exist to ensure
[Assignment: organization-defined system changes to Technology Assets,
development life cycle] that incorporates information Applications and/or Services
isecurity and privacy considerations;b. Define and Secure (TAAS) within the Secure
System ) document information security and privacy roles and ) Development Life Development Life Cycle (SDLC)
SA-03 Development Life |responsibilities throughout the system development Functional |Intersects With Cycle (SDLC) PRM-07 |are controlled through formal 5
Cycle life cycle;c. Identify individuals having information M{ana ement change control procedures.
isecurity and privacy roles and responsibilities; andd. 9
Integrate the organizational information security and
pnvacy risk management process into system
R \ent life cycle activitie P o -
. Pr tect system prepre tion environment: echanisms exist to manage the
Development Life co?nen:er?::r:te Ezifls r‘i)g;tchr%ugehouftheesysstem . Technology SEA- |usable lifecycles of Technology
SA-03(01) Cycle | Manage development life cycle for the system, system Functional |Intersects With Lifecycle 07.1 |Assets, Applications and/or 5
E:\e\ﬁ’[gg;c;(;n component, or system service. Management Services (TAAS).
Mechanisms exist to ensure
f))gt;r:pment Life Protect system pr_epr(_)duct\on environments Secure ) zgzﬂgsfi;?\;—:rc\z;ﬁ'lUSgelll'\ﬁcS:?S’
SA-03(01) Cycle | Manage (cjomr:'\ensuratﬁfmth ';'Sl; thrﬁughout the system Functional |Intersects With De&/e\?prréentcufe PRM-07 |(TAAS) within the Secure 5
preproduction evelopment life cycle for the system, system ycle (SDLC) Development Life Cycle (SDLC)
Environment component, or system service. Management are controlled through formal
change control procedures.
?)yes\‘/teelr:pment Life Protect system prel';‘)rodl:lcﬁwon err:vironhments Secure Mechanisn(]sdexislt to maintain a
icommensurate with risk throughout the system : segmented development
SA-03(01) gryecpl)foldpt/}?tnigge development life cycle for t_he system, system Functional |intersects With ED:\yi:é%’;meiﬁ TDA-07 network to ensure a secure 5
;gnyémnment icomponent, or system service. development environment.
D)g/:lr:pment Life [Plan for and implement a technology refresh schedule Technology SEA- Mechanisms exist to manage the
SA-03(03) Cycle | Technology for the system throughout the system development life| Functional |Intersects With Lifecycle 071 usable lifecycles of Technology 5
Bfrach cycle. Management . Asseps, Applications and/or
System Plan for and implement a technology refresh schedule Mefghanismsde(;(ist o e';s‘f,r? that
i software and data needed for
SA-03(03) g;:l??ﬁ'r:cer?r:oﬁggy for the system throughout the system development life| Functional |Intersects With Trti?:jg;mgs gSAi system component and service 5
Refresh cycle. " |refreshes are obtained from
lerictad
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S,

criteria, explicitly or by reference, using [Selection

(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security

FedRAMP 5_

x000a_Moderate

Minimum Viable
Product (MVP)

Mechanisms exist to design,
develop and produce Technology
/Assets, Applications and/or
Services (TAAS) in such a way
that risk-based technical and
functional specifications ensure
Minimum Viable Product (MVP)
criteria establish an appropriate

version 2026.1_x000a_03/27/2026

SA-04 Acquisition Process | privacy requirements.e. Security and privacy Functional |Intersects With Security TDA-02 Ibea:/seelcffjfle;::ﬁzaal)rl‘g rriesils“earr‘\f'iy
documentation requirements;f. Requirements for Requirements threats.
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria.
Include the Tollowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirement . Strength of mechanism
requ!rements;c. Security and privacy assurance ) . Mechanisms exist to facilitate the
SA-04 |Acquisition Process ;%u,l)rrei‘r;r;ec;c?éi.u(i:rzrllwtjrg:;\ee.egeecdutnotysaat:;f):)mzcs;curlty Functional |Intersects With M.rahr:;dg'eprzrgt TPM-01 [implementation of tf}\rd-party
idocumentation requirements;f. Requirements for management controls.
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
fr?éﬁ%% the lowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
icomponent, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism Mechanisms exist to facilitate the|
requiremencs;g. %ecuritly andé)rz/acy ass:razce Technology idmplelmentat\on gf tailored
. requirements;d. Controls needed to satisfy the security " levelopment and acquisition
SA-04 [Acquisition Process land privacy requirements.e. Security and privacy Functional [Intersects With Dexelopqﬁtgnt & |TDA-01 strategies, contract tools and
documentation requirements;f. Requirements for cquisition procurement methods to meet
protecting security and privacy documentation;g. unique business needs.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
Icr%—‘ctlilaae the Tollowing requirements, descriptions, and Mechanisms exist to control
criteria, explicitly or by reference, using [Selection changes to services by suppliers,
(one or more): standardized contract language; taking into account the criticality
[Assignment: organization-defined contract language]] of business Technology Assets,
in the acquisition contract for the system, system /Applications, Services and/or
icomponent, or system service:a. Security and privacy Data (TAASD) that are in scope
functional requirements;b. Strength of mechanism by the third-party.
requirements;c. Security and privacy assurance ) Managing Changes
SA-04 |Acquisition Process ;%u,l)rrei‘rl\;ecr;t?éihicrzxg;T\ee.egsgutrz‘:tysaat:]zf):;ir\\’zcsscurlty Functional [Intersects With|  To ghirq»Party TPM-10
idocumentation requirements;f. Requirements for ervices
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria
Mechanisms exist to require
software developers to provide
IA;quistitionIProcess Require thf develotper of th_e s;;stem, sgsterg " Funct | oA lfﬁfnocrggant;?:,i?ec:g:g;?:e
unctional component, or system service to provide a description . unctional - i i
SA-04(01) Properties of of the functional properties of the controls to be Functional |intersects With Properties 04.1 f:;mg%;?ﬁﬂg:cé ?)Zdutilized
(Controls implemented. within Technology Assets,
/Applications and/or Services
(TAAS) in sufficient detail to
Mechanisms exist to maintain
network architecture diagrams
|Acquisition Process [Require the developer of the system, system " that:(1) Contain sufficient detail
| Functional icomponent, or system service to provide a description Network Diagrams to assess the security of the
SA-04(01) Properties of of the functional properties of the controls to be Functional |Intersects With| & Data Flow AST-04 |network's architecture;(2) Reflect
Controls implemented Diagrams (DFDs) the current architecture of the
! network environment; and(3)
Document all sensitive/regulated
data flows.
Require the developer of the system, system Mechanisms exist to maintain
lcomponent, or system service to provide design and network architecture diagrams
|Acquisition Process |implementation information for the controls that that:(1) Contain sufficient detail
| Design and includes: [Selection (one or more): security-relevant Network Diagrams to assess the security of the
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional [Intersects With & Data Flow AST-04 [network's architecture;(2) Reflect|
Information for design; source code or hardware schematics; Diagrams (DFDs) the current architecture of the
Controls [Assignment: organization-defined design and network environment; and(3)
implementation information]] at [Assignment: Document all sensitive/regulated
lorganization-defined level of detail]. data flows.
EqUITe (T UeVEToper U e Sy STETT, Sy STenT
icomponent, or system service to provide design and
|Acquisition Process |implementation information for the controls that
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional |Intersects With Source Coge TDA-20 |privileges to change software
Information for design; source code or hardware schematics; resident within software libraries.
Controls [Assignment: organization-defined design and
implementation information]] at [Assignment:
izatinn dafinad laval af dataill
Require the developer of the system, system Mechanisms exist to require
lcomponent, or system service to provide design and software developers to provide
IAcquisition Process |implementation information for the controls that information describing the
| Design and includes: [Selection (one or more): security-relevant Functional TDA- functional properties of the
SA-04(02) Implementation lexternal system interfaces; high-level design; low-level | Functional |Intersects With Properties 04.1 security, compliance and .
Information for design; source code or hardware schematics; '~ |resilience controls to be utilized
Controls [Assignment: organization-defined design and within Technology Assets,
implementation information]] at [Assignment: /Applications and/or Services
organization-defined level of detaill. (TAAS) in sufficient detail to
Require the developer of the system, system Mechanisms exist to require
icomponent, or system service to demonstrate the use software developers to ensure
lAcquisition Process pf a system development life o_/cle_ process that that their software»development
| Development mc\gdes:_a. [Ass\t%n?e]n;: ?Arga_nlzatlor;-deﬁneq szstems Deh\ll/elohpg\ent oA proces;esdemploy mdus;ry- .
lengineering methods];b. [Assignment: organization- . ) ethods, - |recognized secure practices for
SA-04(03) .I\Ifl:ct:g%sljes and deﬁned [Selgctioq (one or more): systems lsecurity; Functional intersects With Techniques & 02.3 secure programming, ‘
Practices " privacy] engineering methods]; andc. [Assignment: Processes engineering methods, quality

lorganization-defined software development methods;
testing, evaluation, assessment, verification, and
\validation methods; and quality control processes].

control processes and validation
techniques to minimize flawed
and/or malformed software.
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Require the developer of the system, system
icomponent, or system service to demonstrate the use
P of a system development life cycle process that
lAlche\\J’Iesll(t)IgI:]eP;tzcess inc\t_.!des:_a. [Assitghnr;e]n;: &[);ga_nizatior;—deﬁneq szstems Secure Software Meclljar;ismssxistdto d;velop
lengineering methods];b. [Assignment: organization- . applications based on Secure
SA-04(03) .I\Fl:ctl:"?ﬁ;des and de_ﬁned [Selection_ (one or more): systems _security: Functional intersects With prziéifsp(rgggm TOA08 Software Development Practices 5
Practices " privacy] engineering methods]; andc. [Assignment: (SSDP).
lorganization-defined software development methods;
testing, evaluation, assessment, verification, and
validation methods; and quality control processes].
Mechanisms exist to require the
developers of Technology Assets,
IAcquisition Process [Require the developer of the system, system /Applications and/or Services
Functions, Ports, |component, or system service to identify the functions, : Ports, Protocols & | TDA- |(TAAS) to identify early in the
SA-04(09) Lrotocols, and ports, protocols, and services intended for Functional Equal Services In Use 02.1 |(Secure Development Life Cycle 10
Services in Use lorganizational use. (SDLC), the functions, ports,
protocols and services intended
for use.
Mechanisms exist to Imit the Use
of commercially-provided
Information Assurance (IA) and
. IA-enabled IT products to those
P Employ only information technology products on the
IAcquisition Process ' ! Information products that have been
SA-04(10) | Use of Approved Slggﬁzcg%i—:'??';'%ecdapgcﬁI\;tctsilll]stlefo":el’netl'es:r‘:ﬁ':?:ntlty Functional [Intersects With| Assurance Enabled EgAz successfully evaluated against a 5
PIV Products organizational systepms Yy imp! Products *“ |National Information Assurance
: partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
Alidated ac NSA-anproved
a. Include organizational data ownership requirements process to document the lineage
_— in the acquisition contract; andb. Require all data to be of Personal Data (PD) by
sa04(12)  [REOuisition Pracess |romsved from the contractor’s system and returned to | Functional |Intersects With| Pers°na! Data (PD) | pgy.og |recording how the organization 5
| Data Ownership the organization within [Assignment: organization- ineage collects, receives, processes,
defined time frame]. stores, transmits, shares,
[@. TncTude organizational data ownership requirements - -
lAcquisition Process in the acquisition contract; andb. Require all data to be DCH- Mechanisms exist to ensure data
SA-04(12) " removed from the contractor’s system and returned to | Functional |Intersects With| Data Stewardship stewardship is assigned, 5
| Data Ownership the organizati e " " - 01.1 "
‘ganization within [Assignment: organization documented and communicated.
defined time framel
Mechanisms exist to ensure
a. Include organizational data ownership requirements asset ownersmp responsibilities
IAcquisition P in the acquisition contract; andb. Require all data to be Asset O hi are asslgdnetd, ttracked_ adnd_d I
SA-04(12) | CD(;TaS'O"Z:‘errS‘JI,‘CiiSS ;ﬁmoved fronr_\ the _coptracto_r's syste.m and returned to | Functional [Intersects With Si\isig‘:\v:‘\eer:t P | AST-03 ';ar';as;gnﬁnsaiblae ;Z?r'xilznat‘i\:n f:v’el 5
e{orgar]lzatlon within [Assignment: organization- to establish a common
defined time frame. understanding of requirements
for asset protection.
@ Obtain or develop administrator ocumentation Tor Mechanisms exist to obtain,
the system, system component, or system service that protect and distribute
describes:1. Secure configuration, installation, and administrator documentation for
loperation of the system, component, or service;2. Technology Assets, Applications
Effective use and maintenance of security and privacy and/or Services (TAAS) that
functions and mechanisms; and3. Known describe:(1) Secure
\vulnerabilities regarding configuration and use of configuration, installation and
ladministrative or privileged functions;b. Obtain or operation of the TAAS;(2)
develop user documentation for the system, system Effective use and maintenance of|
component, or system service that describes:1. User- security features/functions;
laccessible security and privacy functions and and(3) Known vulnerabilities
System mechanisms and how to effectively use those functions| " Documentation i S i
SA-05 Documentation land mechanisms;2. Methods for user interaction, which Functional  Intersects With Requirements TDA-04 ;efgaadr’fdr‘l‘r:‘?sﬁ)ant?‘lgeu{:.t:n and use 5
lenables individuals to use the system, component, or privileged) functions. '
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
[documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oruanizatbnajgﬁ:i\ad_ogr onnel or roles]
. Ubtain or develop administrator documentation Tor Mechanisms exist to determine
the system, system component, or system service that security, compliance and
describes:1. Secure configuration, installation, and resilience control applicability by
loperation of the system, component, or service;2. identifying, assigning and
Effective use and maintenance of security and privacy documenting the appropriate
functions and mechanisms; and3. Known asset scope categorization for all
\vulnerabilities regarding configuration and use of Technology Assets, Applications
ladministrative or privileged functions;b. Obtain or and/or Services (TAAS) and
develop user documentation for the system, system personnel (internal and third-
‘component, or system service that describes:1. User- parties).
laccessible security and privacy functions and
System mechanisms and how to effectively use those functions : Asset Scope AST-
SA-05 D){)cumentation land mechanisms;2. Methods for uzer interaction, which Functional  intersects With Classiﬁcati%n 04.1 5
lenables individuals to use the system, component, or
Iservice in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
isecurity of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oraanization-defined personnel or rolesl _ _
IApply the following systems security and privacy y:fﬁ;glspasnzx:ztait:tgiivseé(;ﬁ're
Security and ggeienlc?:rr\i\negrleriierilpelifei:tg;i:p:ﬁTcr:;igi?i'cgfiiigndf the Secure Baseline paseline configurations for
SA-08 g;;;iicg/‘eEsngmeermg system and system components: [Assignment: Functional  lintersects With Configurations CFG-02 :ﬁEvgrolsoegry/i?esze(EI'SA:Sp)pt“hC:tn:rr: 5
lorganization-defined systems security and privacy : o
engineering principles]. consistent with industry-
accepted system hardening
Mechanisms exist to facilitate the
iApply the following systems security and privacy implementation of industry-
Security and sngir;eering tpr_inci:)les inttﬁ_e speci;icatig_r;i, df_sign,f th S . recdogni_zl_ed securityt,_ corr_\pliance
- : evelopment, implementation, and modification of the . ecure Engineering and resilience practices in the
SA-08 E;:x:ic&eingmeermg system and system components: [Assignment: Functional  Intersects With Principles SEA-0L specification, design, 5
lorganization-defined systems security and privacy development, implementation
lengineering principles]. and modification of Technology
/Assets, Applications and/or
Mechanisms exist to ensure
N changes to Technology Assets,
gﬁsl;g;yE?\g?neer\ng Implement t_he security design principle of procedural ' ‘ Deve\i?)cnlnj;ent Life /Applications and/or Services
SA-08(30) Principles | rigor in [Assignment: organization-defined systems or Functional |Intersects With Cycle (SDLC) PRM-07 |(TAAS) within the Secure 5
Procedural Rigor isystem components]. Management Development Life Cycle (SDLC)
are controlled through formal
change control procedures.
;ﬁi:g;yEir‘g?neer\ng Implement the security design principle of procedural ) Technology SEA- Mechanisms exist to manage the
SA-08(30) Principles | rigor in [Assignment: organization-defined systems or | Functional |Intersects With Lifecycle 071 usable lifecycles of Technology 5
brocenural Rigor__|SYstem components]. Management "+ |Assets, AP_P“CGUUI"S and/or
gﬁ\c/l;g)t/yEig?neermg Implement th_e sgcur!ty desi_gn principle of secure . Configuration Mecht_}nisms e_xist to_ govern the
SA-08(31) Principl isystem modification in [Assignment: organization- Functional (Intersects With CHG-02 [technical configuration change 5
ples | Secure defined systems or syst ts] Change Control trol
System Modification 3% ystem components]. control processes.
Mechanisms exist to verify the
rivacy Engineering Plement the securiy design principle of secure v Control Compliance and reshience
SA-08(31) Principles | Secure system modification in [Assignment: organization- Functional |Intersects With Func_t_lonahty CHG-06 controls following implemented 5
System Modification defined systems or system components]. Verification changes to ensure applicable
controls operate as designed.
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Privacy Engineering e . " P . N Test, Validate & CHG- [proposed changes in a non-
SA-08(31) Principles | Secure z’ésﬁtr?g; rs""s‘i'eﬁrgit";;”s'"t[Ass'gr‘"‘e"t' °t'9]a"'z"’“°"’ Functional Intersects With| o~ /ot Changes| 02.2 [production environment before 5
ISystem Modification Y ystem components]. changes are implemented in a
production environment.
Security and Mechanisms exist to utilize
Privacy Engineering Implement the privacy principle of minimization using ) Collection END- |sensors that are configured to
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional [intersects With Minimization 13.3 |minimize the collection of 5
Minimization information about individuals.
Mechanisms exist to minimize
Security and Limit Sensitive / the use of sensitive/regulated
Privacy Engineering |Implement the privacy principle of minimization using " . Regulated Data In | DCH- |data for research, testing, or
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional  intersects With Testing, Training & | 18.2 [training, in accordance with 5
Minimization Research authorized, legitimate business
ecurty and H?u'ea—ccr%ms EXISTT0 MINMmize
Privacy Engineering |Implement the privacy principle of minimization using " . Minimize Visitor PES- [the collection of Personal Data
SA-08(33) Principles | [Assignment: organization-defined processes]. Functional  intersects With Personal Data (PD) | 06.5 |(PD) contained in visitor access 5
an @ Require that providers of external System Services ﬁggl::nisms exist to mitigate the
comply with organizational security and privacy risks associated with third-party
requirements and employ the following controls: access to the organization's
[Assignment: organization-defined controls];b. Define Technology Assets, Applications,
External System land docume‘nt‘ gfgan\gatlonal oversight and user roles ) . Services and/or Data (TAASD).
SA-09 Services land responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 10
services; andc. Employ the following processes,
methods, and techniques to monitor control
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined
nrocesses. methods. and techniquesl ‘ §
External System a. Conduct an _orqanlzat\onal assessment of_rlsk prior Mechanisms exist to conduct a
Services | Risk to thg acqu\s]tlon or outsou(c\ng of |nformat|'0‘n‘ Third-Party Risk risk §5§gssment prior tP the
SA-09(01) Assessments and  [security services; andb. Verify that the acquisition or Functional Equal Assessments & TPM-Jacquisition or outsourcing of 10
lOrganizational putsourclng of dedlgated |nf0rmat\qn srecurlty'serwces Approvals 04.1 technology-re\at_ed Technology
lApprovals is approved by [Assignment: organization-defined IAssets, Applications and/or
personnel or roles]. Services (TAAS)
Mechanisms exist to require
g:t:ir:easl lSystem Reql_Jire pro_vider; of the follqwing external system Cuiﬁ:;‘:/l\ty Ext_erna_\ Service Providers (ESPs)
\dentification of iservices to_ identify _the functions, ports, protocols, and . Requirements - TPM- to identify and document the
SA-09(02) other services required for the use of such services: Functional Equal ) business need for ports, 10
Functions, Ports, . ) P . Identification of 04.2 . .
Protocols, and [Ass\_gnment. organization-defined external system Ports, Protocols & protocols and other services it
Services services]. Services requires to operate its
Technology Assets, Applications
External System Restrict the location of [Selection (one or more): Geolocation m?:zi;'i’?;sﬂft to controf the
Services | information processing; information or data; system Requirements for processing/storage based on
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With|Processing, Storage| CLD-09 business requirements that 5
Stora_ge, and ) Iocat_\ons] based on [As_signment: organization-defined and Se_rvice includes statutory, regulatory
Service Location requirements or conditions]. Locations and contractual obligations.
; ternal System Bestrlct Fhe Tocation Of.[?eleLuUl! {one or mf)re). Third-Party Mechanisms exist to restrict the
ervices | information processing; information or data; system Processing, Storage| TPM- [location of information
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With and Se'rvice 04.4 |processing/storage based on 5
Storage, and locations] based on [Assignment: organization-defined Locations . business requirements
ervice Location requirements or conditions] .
Mechanisms exist to inventory,
document and maintain data
External System Restrict the location of [Selection (one or more): flows for data that is resident
Services | information processing; information or data; system Geographic (permanently or temporarily)
SA-09(05) Processing, services] to [Assignment: organization-defined Functional |Intersects With Location of Data DCH-19 |within a service's geographically 5
Storage, and locations] based on [Assignment: organization-defined distributed applications (physical
Service Location requirements or conditions]. and virtual), infrastructure,
systems components and/or
shared with other third-parties.
Mechanisms exist to inventory,
document and maintain data
EXte."‘a' System Restrict the geographic location of information flows for data that is resident
SA-09(08) ifonc”ecsesfi;rlg and processing and data storage to facilities located within Functional |Intersects With Geographic DCH-19 wimgaan:ﬁ‘llyicgstegr:g;::;‘yc)a”y 5
Storage Location — g;reeslegal jurisdictional boundary of the United Location of Data distributed applications (physical
U.S. Jurisdiction . and virtual), infrastructure,
systems components and/or
shared with other third-parties.
External System ) ) ) ) Geolocation Mechanisms exist to control the
Services | Restrlctbthe geographic location of»mf_ormatlon o Requirements for Iocatlon_ of cloud
SA-09(08) Processing and processing and data storage to facilities located within | ¢\ vional  (intersects With|Processing, Storage| CLD-09 [Processing/storage based on 5
Storage Location — in the legal jurisdictional boundary of the United and Se}'vice pusmess requirements that
U.S. Jurisdiction States. Locations includes statutory, regu\atory
. and contractual obligations.
REQUITE TNe UEVETOPET OT TTE SySTETTT, SYSTeTT
icomponent, or system service to:a. Perform
iconfiguration management during system, component,
or service [Selection (one or more): design;
development; implementation; operation; disposal];b. . . .
Document, manage, and control the integrity of illesigrgg/seixlzﬁst:rzzqulre
changes to [Assignment: organization-defined Y. P
Developer configuration items under configuration Developer integrators to perform
SA-10 IConfiguration management];c. Implement only organization- Functional Equal Configuration TDA-14 con_ﬁguration management 10
Management lapproved changes to the system, component, or Management gunnlg SVSte;“,desl'g"' tati
service;d. Document approved changes to the system, aizeoozrrr;?i:‘)r'\ implementation
icomponent, or service and the potential security and P .
privacy impacts of such changes; ande. Track security
flaws and flaw resolution within the system,
icomponent, or service and report findings to
[Acci X ization-dafinad 1
Require the developer of the system, system Mechanisms exist to require
icomponent, or system service, at all post-design system developers/integrators
istages of the system development life cycle, to:a. consult with security, compliance
Develop and implement a plan for ongoing security and/or resilience personnel to:(1)
land privacy control assessments;b. Perform [Selection Security, Create and implement a Security
Developer Testing (one‘ or more): ynit: intggratic ystem; r‘egressi‘()n] Cgmpliance & Testing apd‘Eva\uatio‘n‘(ST&E]
SA-11 land Evaluation testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 |plan, or similar capability;(2) 10
frequency] at [Assignment: organization-defined depth Throughout Implement a verifiable flaw
land coverage];c. Produce evidence of the execution of Development remediation process to correct
the assessment plan and the results of the testing and weaknesses and deficiencies
levaluation;d. Implement a verifiable flaw remediation identified during the control
process; ande. Correct flaws identified during testing testing and evaluation process;
and evaluation. and(3) Document the results.
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing Require ths develctper of th_e s);stem, ISYStetmt‘ ’ DA f\TpApAI\iSc)ations aTd/ortSfrwczs
N Icomponent, or system service to employ static code . N . - 0 employ static code
SA-11(01) g?:tigvg;léit:\):all sisanalysis tools to identify common flaws and document Functional Equal Static Code Analysis 09.2 [analysis tools to identify and 10
YSlthe results of the analysis. remediate common flaws and
document the results of the
analysis.
Require the developer of the System, System
icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a. Mechanisms exist to require
Uses the following contextual information: system developers and
Developer Testing |[Assignment: organization-defined information integrators to develop and
land Evaluation | iconcerning impact, environment of operations, known Developer Threat implement an ongoing Security
SA-11(02) [Threat Modeling or assumed threats, and acceptable risk levels];b. Functional |Intersects With| Analysis & Flaw | TDA-15 [Testing and Evaluation (ST&E) 5

land Vulnerability
|Analyses

Employs the following tools and methods:
[Assignment: organization-defined tools and
methods];c. Conducts the modeling and analyses at
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined

laccentance criterial

Remediation

plan, or similar process, to
objectively identify and
remediate vulnerabilities prior to
release to production.
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icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.
Uses the following contextual information: . .
Developer Testing |[Assignment: organization-defined information m?gg?mi’g:lﬁ:ma;%%etgg:m
land Evaluation | iconcerning impact, environment of operations, known TDA- |secure design tgchni ues. to
SA-11(02) [Threat Modeling or assumed threats, and acceptable risk levels];b. Functional [Intersects With| Threat Modeling 06.2 |ensure thatgthreats tg sof&ware 5
land Vulnerability Employs the following tools and methods: : and solutions are identified and
|Analyses [Assignment: organization-defined tools and accounted for
methods];c. Conducts the modeling and analyses at .
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
laccentance criterial _ _ _
Require the developer of the system, system geihamdsms ‘ex'St to rzqulre
b . |component, or system service to perform penetration Threat Analysis & system developers an
eveloper Testing testing:a. At the following level of rigor: [Assignment: Flaw Remediation integrators to create and execute)
SA-11(05) and Eva\yation |' organiz‘at‘ion-deﬁned breadth and deptﬁ of testing]; : Functional |Intersects With During IAO-04 |a Security Testing and Evaluation 5
Penetration Testing landb. Under the following constraints: [Assignment: Development g‘l;g‘eEn)tli)flyagvn?:Irrime‘gra’:?f?:\ffs'
lorganization-defined constraints]. during development.
Require the developer of the system, system Mechanisms exist to perform
: component, or system service to perform penetration application-level penetration
SA11005) Developer Testing | iing.a At the following level of rigor: [Assignment: ) Application TDA- tepsptmg o ctomie
- land Evaluation | s " P Functional (Intersects With . 5
Penetration Testing lorganization-defined b(eadth and _depth of testingl; Penetration Testing| 09.5 Technomgy_As;et;, Applications
landb. Under the following constraints: [Assignment: and/or Services (TAAS).
organization-defined constraints].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
Require the developer of the system, system Securit grr'ed;f; r:nsllillie"r]\cleepmeerrs‘ggnseéctz,r(itlj
D " icomponent, or system service to perform penetration urity, . P : Yy
eveloper Testing testing:a. At the following level of rigor: [Assignment: Compliance & Testing and Evaluation (ST&E)
SA-11(05) and Evaluation | organiz‘at‘ion—deﬁned breadth and deptﬁ of testingl; . Functional |Intersects With| Resilience Testing | TDA-09 |plan, or similar capability;(2) 5
Penetration Testing andb. Under the following constraints: [Ass\gnment" Throughout Implement a verifiable flaw
orgaﬁization—deﬁned constraints] . : Development remediation process to correct
| weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.
Mechanisms exist to conduct
specialized assessments for:(1)
Statutory, regulatory and
contractual compliance
Require the developer of the system, system gsgggitl‘iiinessv'%)) T’I?)r;itlzndnegvices(él)
Developer Testing com_ponent, or system_service to pe_erform pe_netration - Databases-is) Application '
SA-11(05) and Evaluation | testing:a. At the following level of rigor: [Assignment: Functional |Intersects With Specialized IAO- security: "
. N P y;(6) Embedded 5
Penetration Testing lorganization-defined bl_'eadth and _depth of testingl; Assessments 02.2 technologies (e.g., loT, OT, etc.);
landb. Under the following constraints: [Assignment: (7) Vulnerability management: (8)
lorganization-defined constraints]. u i y g g
Malicious code;(9) Insider
threats;(10) Performance/load
testing; and/or(11) Artificial
Intelligence and Autonomous
'Technologies (AAT).
Require the developer of the systemr%system Mechanisms exist to conduct
" t, or system service to perform penetration enetration testing on
Developer Testing f:;“ﬁﬁor'e" h el H ) P 9 -
- . g:a. At the following level of rigor: [Assignment: " " . _07 [Technology Assets, Applications
SA-11(05) ;ggei\rlaat‘;ant?gslting organization-defined breadth and depth of testing]; Functional [Intersects With|Penetration Testing|VPM-07 and/or Services (TAAS). 5
landb. Under the following constraints: [Assignment:
organization-defined constraints].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
and/or resilience personnel to:(1)
Developer Testing Security, Create and implement a Security
and Evaluation | Require the developer of the system, system Compliance & 'Testing and Evaluation (ST&E)
SA-11(06) |Attack Surface icomponent, or system service to perform attack Functional |Intersects With| Resilience Testing | TDA-09 |plan, or similar capability;(2) 5
Revi isurface reviews. Throughout Implement a verifiable flaw
eviews "

Development remediation process to correct
weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.

DEVeToper TeStNG a1 jire the developer of the system, system Mechanisms exist to define and
SA-11(06) :zgf;’as‘:rafggg | icomponent, or system service to perform attack Functional |Intersects With AttagléoSuerface \l/)iMl manage the scope for its attack 5
o isurface reviews. P . surface management activities.
N Require the developer of the system, system
Ene;eg\?gﬁjra-{i?:lrg icomponent, or system service_to verify that the scope Mechanisms exist to define and
SA-11(07) |Verify Scope of g; Eﬁzt‘rne%ji::de;/::xléfél‘2r;tptrg:?jlsos:inmgp:glil(:g;l:;aogf Functional (Intersects With AttagléoS:erface \l/)iMl manage the scope for its attack 5
Ei;&nagni:d [Assignment: organization-defined breadth and depth surface management activities.
of testing and evaluation].
Mechanisms exist to require
system developers/integrators
consult with security, compliance
. d/or resilience personnel to:(1)
" Require the developer of the system, system N an : N
Developer Testing : H Security, Create and implement a Security
land Evaluation | E?Tezgrn‘en;hgre?l;fa?;:wrlgsiézgigg tlr;;tch:v:igp: Compliance & Testing and Evaluation (ST&E)
SA-11(07) |Verify Scope of of the re%uired controls atpthe fo\lowingplevel of rigogr- Functional [Intersects With| Resilience Testing | TDA-09 [plan, or similar capability;(2) 5
Testing and € rols A : Throughout Implement a verifiable flaw
Evaluation ‘[)/?stzsgtri\?ean:aoergaaﬂaz;gg]n-deﬁned breadth and depth Development remediation process to correct
9 . weaknesses and deficiencies
identified during the control
testing and evaluation process;
and(3) Document the results.
@ REqUITE TNE GEVETOPET OT TNE SYSTEm, SySTemT
icomponent, or system service to follow a documented
development process that:1. Explicitly addresses
isecurity and privacy requirements;2. Identifies the
standards and tools used in the development
process;3. Documents the specific tool options and tool
iconfigurations used in the development process; and4. . .
Development Documents, manages, and ensures the integrity of Secure Software gecl?caa'l"z:': s;;setdtg:?;{?r‘;
SA-15 Process, Standards, |changes to the process and/or tools used in Functional Equal Development TDA-06 Sgptware Development Practices 10
land Tools development; andb. Review the development process, Practices (SSDP) (SSDP) P
istandards, tools, tool options, and tool configurations :
[Assignment: organization-defined frequency] to
determine if the process, standards, tools, tool options
land tool configurations selected and employed can
satisfy the following security and privacy
requirements: [Assignment: organization-defined
ecuritv and nrivacy requirementsl
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Require the developer of the system, system Mechanisms exist to require the
icomponent, or system service to perform a criticality developer of the Technology
Development analysis:a. At the following decision points in the Criticality Analysis /Asset, Application and/or Service
SA-15(03) Process, Standards, [system development life cycle: [Assignment: Functional Equal uring TDA- [(TAAS) to perform a criticality 10
land Tools | lorganization-defined decision points in the system Development 06.1 [|analysis at organization-defined
Criticality Analysis [development life cycle]; andb. At the following level of P decision points in the Secure
rigor: [Assignment: organization-defined breadth and Development Life Cycle (SDLC).
[depth of criticality analysis].
Mechanisms exist to develop,
Development Require the developer of the system, system g:;gm‘ee"::n"ﬂqgm:'t'?;:'snéfcure
Process, Standards, [component, or system service to reduce attack ) Secure Baseline or
SA-15(05) land Tools | Attack |surfaces to [Assignment: organization-defined Functional Intersects With Configurations CFG-02 Technology Assets, Applications 5
Surface Reduction [thresholds]. and/or Services (TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to facilitate the
implementation of industry-
Development Require the developer of the system, system recognized security, compliance
Process, Standards, [component, or system service to reduce attack " ... | Secure Engineering and resilience practices in the
SA-15(05) land Tools | Attack |surfaces to [Assignment: organization-defined Functional  intersects With Principles SEA-01 specification, design, 5
Surface Reduction [thresholds]. development, implementation
and modification of Technology
/Assets, Applications and/or
Mechanisms exist to prevent
unsupported Technology Assets,
/Applications and/or Services
a. Replace system components when support for the (TAAS) by:(1) Removing and/or
icomponents is no longer available from the developer, Unsupported replacing TAAS when support for
Unsupported \vendor, or manufacturer; orb. Provide the following Techno\gp Assets the components is no longer
SA-22 ISystem loptions for alternative sources for continued support Functional |Intersects With A I\catiggs and/o} TDA-17 |available from the developer, 5
IComponents for unsupported components [Selection (one or more): ps%rvices (TAAS) vendor or manufacturer; and(2)
in-house support; [Assignment: organization-defined Requiring justification and
support from external providers]]. documented approval for the
continued use of unsupported
ITAAS required to satisfy
mission/business need:
a. Replace system components when support for the Mechanisms exist to provide in-
icomponents is no longer available from the developer, house support or contract
Unsupported \vendor, or manufacturer; orb. Provide the following Alternate Sources | L, lexternal providers for support
SA-22 System loptions for alternative sources for continued support Functional |Intersects With for Continued 17.1 with unsupported Technology 5
IComponents for unsupported components [Selection (one or more): Support "7 |Assets, Applications and/or
in-house support; [Assignment: organization-defined Services (TAAS).
|support from external providers]].
Employ [Selection (one or more): design; modification; Mechanisms exist to facilitate the
laugmentation; reconfiguration] on [Assignment: implementation of tailored
SA-23 Specializati lorganization-defined systems or system components] Functi 1 it ts With| D Teclhnolog\{ & |TDA-01 development and acquisition 5
" pecialization isupporting mission essential services or functions to unctional ntersects Wi EXE opnjfn "< |strategies, contract tools and
increase the trustworthiness in those systems or cquisition procurement methods to meet
icomponents. unique business needs.
Mechanisms exist to design and
implement product management
processes to proactively govern
the design, development and
production of Technology Assets,
Employ [Selection (one or more): design; modification; Applications and/or Services
laugmentation; reconfiguration] on [Assignment: gAASI) SCFOStS E’;e éysfeTSDLC)
. . lorganization-defined systems or system components] : Product TDA- evelopment Life Cycle
SA-23 Specialization supporting mission essential services or functions to Functional |intersects With Management 01.1 [to:(1) Improve functionality;(2) 5
increase the trustworthiness in those systems or Enhance security and resiliency
components. capabilities;(3) Correct security
deficiencies; and(4) Conform
with applicable statutory,
regulatory and/or contractual
obligations.
Employ [Selection (one or more): design; modification; . .
laugmentation; reconfiguration] on [Assignment: MeChan'S".'S. exist to custom-
lorganization-defined systems or system components] Customized develop critical system
SA-23 Specialization : Pt - " Functional [Intersects With| Development of | TDA-12 |components, when Commercial 5
supporting mission essential services or functions to Critical Components| Off The Shelf (COTS) solutions
increase the trustworthiness in those systems or P are unavailable
components. .
[@. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications " N Compliance & policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
icommunications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
@. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to develop,
Policy and implementation of the system and communications . Network Security govern & update procedures to
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 facilitate the implementation of 10
icommunications protection controls;b. Designate an Network Security Controls (NSC).
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined event
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evelop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the

FedRAMP 5_x000a_Moderate

Mechanisms exist to facilitate the
implementation of industry-
recognized security, compliance
and resilience practices in the
specification, design,
development, implementation
and modification of Technology
/Assets, Applications and/or
Services (TAAS).
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Points

'Technology Assets, Applications
oL icac (TAAS)

Policy and implementation of the system and communications N Secure Engineering
SC-01 Procedures protection policy and the associated system and Functional Subset Of Principles 10
icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
[a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
orgaplzatlon_al entities, and compllance_; andb. Is Mechanisms exist to review the
consistent with applicable laws, executive orders, Security, Compliance &
directives, regulations, policies, standards, and Resili Y P
idelines; and2. Procedures to facilitate the Periodic Review & Resilience Program (SCRP),
Policy and iglmu;;lemenéation of the system and communications Update of Security, including policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |intersects With Compliance & GOV-03 grtoifciidunri?isc'aitt ;;Iﬁ::e:s\gtcizv’?tlz 5
lcommunications protection controls;b. Designate an Resilience Program ensuregtheir continui?1
[Assignment: organization-defined official] to manage suitability, adequacy agnd
the development, documentation, and dissemination of]| effectivenéss
the system and communications protection policy and .
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
Separation of ISeparate user functionality, including user interface " Application SEA- Mechanisn_ws ex_ist to separate
5C-02 ?Zf‘tcetmnaar;gyUser services, from system management functionality. Functional Equal Partitioning 03.2 umsaer:afsgf\:g’n"tafll'}xcf;ig':aﬁ\{;tem 10
Mechanisms exist to ensure
security functions are restricted
SC-03 ISSeUCI;Jtrilgl Function Isolate security functions from nonsecurity functions. Functional |Intersects With 2:55:&;??;55012 END-16 :_‘aurtcheo‘relzae;tj ;I)nrwi‘;:edgl:eagzrr%l 5
requirements for necessary job
sc-03 becunty Function solate security functions from nonsecurity functions. | Functional |Intersects With| >ty Function | 3EA lsecyyrity functions from non- 5
solation Isolation 04.1 |2/ ity functione
Information in . . . i . Mechanis_ms exist to _prevent
5C.04 Shared System Prevent uljauthonzed and unintended information Functional Equal Information In SEA05 ynauthorlzed and unnjtended 10
Resources transfer via shared system resources. Shared Resources information transfer via shared
system resources.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service [Assignment: organization-defined types of denial-of- Technology Assets, Applications
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of] Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assi_gnment: organization-defined types_of denial-of- ) ) . necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing, 5
lachieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service event]. during contingency operations.
la. [Selection (one): Protect against; Limit] the effects of] . : .
the following types of denial-of-service events: iMmeclgamn;r:astEﬁlsotft?afaac;lilttate the
Denial-of-service [Assw_gnmenc: organization-defined cypes_of denial-of- . Capacity & mapnagement controlspto e}:\sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With Performance CAP-01 optimal system performance to 5
lachieve the denial-of-service objective: [Assignment: Management o
Fa ) 8 meet expected and anticipated
lorganization-defined controls by type of denial-of- future capacity requirements,
service event]. pacity req .
la. [Selection (one): Protect against; Limit] the effects of|
Denial-of-service ER:;‘ZI!‘%VEIR tg,rl;eaiiozfafiiw'adle%fnzz‘é;::e?;n;;iaI'Of' Denial of Service | NET- All"ot?eTta taedair:setcgf :?:lwst;heex et
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With (DoS) Protection 02.1 szects ofgdenia\ of service 5
achieve the denial-of-service objective: [Assignment: " |attacks
lorganization-defined controls by type of denial-of- .
service event].
Mechanisms exist to control
Denial-of-service resource utilization of
Protection | Manage capacity, bandwidth, or other redundancy to Technology Assets, Applications
SC-05(02) ICapacity, limit the effects of information flooding denial-of- Functional [Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
Bandwidth, and service attacks. susceptible to Denial of Service
Redundancy (DoS) attacks to limit and
prioritize the use of resources.
Mechanisms exist to conduct
Denial-of-service capacity planning so that
Protection | Manage capacity, bandwidth, or other redundancy to necessary capacity for
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional (Intersects With| Capacity Planning | CAP-03 |information processing, 5
Bandwidth, and service attacks. telecommunications and
Redundancy environmental support will exist
during contingency operations.
[@. Monitor and control communications at the external
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundary components that are [Selgction (one): p_hys_ica\ly; ) Boundary control communications at the
SC-07 Protection logically] separated from internal organizational Functional (Intersects With Protection NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
isystems only through managed interfaces consisting of| the network.
boundary protection devices arranged in accordance
\with an organizational security and privacy
architecture
sound Mechanisms exist to limit the
oundary imi i imi _ |number of concurrent external
SC-07(03) Protection | Access It_llqrglgyt;ee;ember of external network connections to Functional Equal L(':n;:]tngit;ﬁ?];k gg-rl network connections to its 10
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telecommunication service;b. Establish a traffic flow
policy for each managed interface;c. Protect the

iconfidentiality and integrity of the information being
transmitted across each interface;d. Document each
lexception to the traffic flow policy with a supporting
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Mechanisms exist to maintain a
managed interface for each
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ICryptographic
Protection

transmission.

alternative to physical
safeguards.

Boundary mission or business need and duration of that need;e. P
Protection | Review exceptions to the traffic flow policy External NET- 5::32‘:ltﬁzltec?gg:gén{chaenon
SC-07(04) External [Assignment: organization-defined frequency] and Functional [Intersects With| Telecommunication 03.2 conﬁdentialitp and integrity of 5
[Telecommunication [remove exceptions that are no longer supported by an s Services ) the informat\gn bein grity
s Services lexplicit mission or business need;f. Prevent transmitted across egch
unauthorized exchange of control plane traffic with h
interface.
lexternal networks;g. Publish information to enable .
remote networks to detect unauthorized control plane
traffic from internal networks; andh. Filter
unauthorized control plane traffic from external
netwark: _ . .
Mechanisms exist to configure
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
y Protection | Deny  [allow network communications traffic by exception ) NET- |to deny network traffic by default
SC-07(05) by Default — Allow |[Selection (one or more): at managed interfaces; for Functional |Intersects With Tran?‘fcaﬁlt é‘xﬁ!ogon 04.1 |and allow network traffic by B
by Exception [Assignment: organization-defined systems]]. y P! exception (e.g., deny all, permit
by exception).
N " . " Mechanisms exist to prevent split|
Boundary Prevent split tunneling for remote devices connecting tunneling for remote devices
g Protection | Split to organizational systems unless the split tunnel is . " CFG- " b
SC-07(07) [Tunneling for securely provisioned using [Assignment: organization- Functional Equal Split Tunneling 03.4 ;p;if;;zi;zlgi;;'L':_gla'r‘s‘zs:tcig:ly 10
Remote Devices defined safeguards]. defined safequard
Boundary . . il o . Mechanisms exist to route
Protection | Route Sgr‘;trigﬁ?csa‘ggr:::rtéf?igatrr‘)lzla/\tslgin ::g:?q(;?t:;?;alﬁon_ Route Internal NET- internal communications traffic
SC-07(08) Traffic to defined ext | networks] th 9 h tH % ted Functional [Intersects With| Traffic to Proxy 18.1 to external networks through 5
lAuthenticated efined ext e’"at networl 31. t":fug authenticate Servers % |organization-approved proxy
Proxy Servers proxy servers at managed interfaces. servers at managed interfaces.
Mechanisms exist to force
Boundar Internet-bound network traffic
Protectio%'\ | Route Route [Assignment: organization-defined internal through a proxy device (e.g.,
" icommunications traffic] to [Assignment: organization- : DNS & Content Policy Enforcement Point (PEP))
SC-07(08)  [Traffic to 9 9 Functional ~Intersects With NET-18 [0 5
IAuthenticated defined external networks] through authenticated Filtering for URL content filtering and DNS
Proxy Servers proxy servers at managed interfaces. filtering to limit a user's ability to
Yy connect to dangerous or
prohibited Internet sites.
Boundary . N
Protection | Restrict |a. Detect and deny outgoing communications traffic gloenct}:glnésoﬁsnfjrfi;zatgomn:na‘tctrh:nd
g [Threatening posing a threat to external systems; andb. Audit the . Boundary g
SC-07(09) 'Outgoing identity of internal users associated with denied Functional [intersects With Protection NET-03 externgl network bounqary a,"d, 5
i i at key internal boundaries within
ICommunications )communications.
raffic the network.
N TETITATITSTITS AT T o TTTam AT
Boundary managed interface for each
Protection | Restrict |a. Detect and deny outgoing communications traffic External external telecommunication
g [Threatening posing a threat to external systems; andb. Audit the " P NET- |service that protects the
$C-07(09) 'Outgoing identity of internal users associated with denied Functional [Intersects With Telecso;nerll'ﬂvL‘l?;csatlon 03.2 [confidentiality and integrity of 5
ICommunications icommunications. the information being
[Traffic transmitted across each
Boundary la. Prevent the exfiltration of information; andb. Prevent NET- A:és;itfhdenasgzi:g?gdex‘St to
SC-07(10) Protection | Prevent |Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Unauthorized 03.5 gxﬁltration of sensitive/regulated 5
Exfiltration defined frequency]. Exfiltration data across managed interfaces.
[Automated mechanisms exist to
Boundary a. Prevent the exfiltration of information; andb. Data Loss implement Data Loss Prevention
SC-07(10) Protection | Prevent |Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
Exfiltration defined frequency]. information as it is stored,
transmitted and processed
Boundary Mechanisms exist to configure
" .. [Only allow incoming communications from firewall and router configurations
Protection | Restrict ) cor ¢ " Deny Traffic by !
¥ i [Assignment: organization-defined authorized sources] " NET- |to deny network traffic by default
SC-07(11) I(?;;E‘Srgncations to be routed to [Assignment: organization-defined Functional Intersects With Trgf:fcaﬁlt g‘xﬁgogilon 04.1 |and allow network traffic by 5
Hraffic lauthorized destinations]. Y P exception (e.g., deny all, permit
by exception).
goundqry . |Only allow incoming communications from Mechanisms ex'?‘ t°, monitor and
rotection | Restrict . A . : control communications at the
g ! [Assignment: organization-defined authorized sources] ) Boundary y
SC-07(11) Incoming to be routed to [Assignment: organization-defined Functional |Intersects With Protection NET-03 |external network boundary and 5
ICommunications authorized destinatiognsl 019 at key internal boundaries within
Traffic - the network.
Boundary Implement [Assignment: organization-defined host- Mechanisms exist to implement
: _ |pased boundary protection mechanisms] at . Host-Based Security| END- |underlying software separation
SC-07(12) Protection | H(.)St [Assignment: organization-defined system Functional Equal Function Isolation 16.1 |mechanisms to facilitate security 10
based Protection
icomponents]. function isolation.
Ty STCaTSeTUTTTy TITETTTATITSTT
Boundary exist to locate system
K;oatiicsttmn | Protect Protect against unauthorized physical connections at Equipment Siting & fﬁmmg:?&gﬁ?ﬁé!emfaagcéhftl};:
SC-07(14) Unauthorized i[:ts;fgarlrgse]nt: organization-defined managed Functional |Intersects With Protection PES-12 physical and environmental 5
Physical . hazards and to minimize the
%
IConnections opportunity for unauthorized
" PhYsicaraccess control
Zmatiencsttlon | Protect Protect against unauthorized physical connections at Lockable Physical PES- mechanisms exist to protect
SC-07(14) Ugauthorized [Assignment: organization-defined managed Functional (Intersects With Casin Sy 03.2 system components from 5
bhysical interfaces]. 9 : unauthorized physical access
Yol (2.9 Jockable physicalcasings)
g?;tre]gtai[)yn | Protect exist to protect power and
IAgainst Protect against unauthorized physical connections at Transmission PES- telecommunications cabling
SC-07(14) U?\authorized [Assignment: organization-defined managed Functional [Intersects With Medium Securit 12.1 |carrving data or supporting 5
Physical interfaces]. Y "~ |information services from
Co%nections interception, interference or
Mechanisms exist to facilitate the
implementation of industry-
" : recognized security, compliance
Boundary Prevent systems from entering unsecure states in the o : f
SC-07(18) Protection | Fail levent of an operational failure of a boundary Functional |Intersects With SecuLeFEng\Ineenng SEA-01 z"gc'.—gz'al'fgﬁedpersa.c:ces in the 5
Secure protection device rinciples pec ion, design, .
. development, implementation
and modification of Technology
/Assets, Applications and/or
Boundary Tmplement [Sefection {one]: physically; TogicallyT | i
Protection | iseparate subnetworks to isolate the following critical Cloud Infrastructurel Mechanisms exist to host
SC-07(29) Separate Subnets  |[YSteém components and functions: [Assignment: Functional |Intersects With Security Subnet CLD-03 [security-specific technologies in 5
lto Ipsolate Functions lorganization-defined critical system components and Yy a dedicated subnet.
functionsl
TECITATTSTITS EXTSTTU TTRTETTTeTTT
security management subnets to
Boundar Implement [Selection (one): physically; logically] isolate security tools and support
Protectioyn | separate subnetworks to isolate the following critical Security NET- components from other internal
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional (Intersects With Management 06.1 system components by 5
lto ?solate Functions lorganization-defined critical system components and Subnets . implementing separate
functions]. subnetworks with managed
interfaces to other components
pftho custans
Implement [Selection (one): physically; fogically] echanisms exist to implement
E?;tzgtai[)yn | iseparate subnetworks to isolate the following critical Se;z:agﬁ;eecst?:nigfor NET- separate network addresses
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Different Segurit 03.8 (e.qg., different subnets) to 5
lto :)solate Functions lorganization-defined critical system components and Domains Y . connect to systems in different
functions] ecurity domain
[Transmission . . e . Cryptographic mechanisms exist
SC-08 IConfidentiality and ;r?etefit t]h&e)f[tsrealr?sc;?tlze(gni:f(o):mma(:irs:\. confidentiality; Functional |Intersects With ggzg:g‘;igﬁ? CRY-03 |to protect the confidentiality of 5
Integrity grity. : Y data being transmitted.
[Transmission : . o Cryptographic mechanisms exist
N N Protect the [Selection (one or more): confidentiality; : Transmission h N
SC-08 Conﬁd_entlallty and integrity] of transmitted information. Functional [Intersects With Integrity CRY-04 |to protect the_ integrity of data 5
Integrity being transmitted.
‘ézanr}‘sdrrew:tsizﬂy and I(mplement cr)yptographic me%hanisg‘\é toI[SeIecti?n N on . gxgﬁteo\’ger:tpc:]caumtﬁzl:iazgljms exist
. n one or more): prevent unauthorized disclosure o : ternate Physica i ¢ h
SC-08(01) Integrity | information; detect changes to information] during Functional [Intersects With Protection oL1 disclosure of information as an 5
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FDE Name Focal Document Element (FDE) Description
[Transmission . : . Mechanisms exist to facilitate the
Confidentiality and |MPlement cryptographic mechanisms to [Selection Use of implementation of cryptographic
Y (one or more): prevent unauthorized disclosure of o yptograp
SC-08(01) Integrity | information: d.e‘t)ect changes to information] durin Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
ICryptographic transmissioﬁ 9 9 Controls public standards and trusted
Protection : cryptographic technologies.
[Transmission . . .
; ) Implement cryptographic mechanisms to [Selection " . .
Scosion  [oomeentlty and G et Unauthorced ARCOSIe O | pynciona [ncrsecs win|| | TOnsmisn | gy o PSRN e et |
Cryptographic |tnforma_t|o_n; detect changes to information] during Confidentiality data being transmitted.
brotection ransmission.
Transmission Cryptographic mechanisms exist
Confidentiality and |Maintain the [Selection (one or more): confidentiality; Pre/Post CRY- to ensure the confidentiality and
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional |Intersects With Transmission 01.3 integrity of information during 5
Post-transmission  [transmission and during reception. Handling : preparation for transmission and
Handling during reception.
[Transmission Mechanisms exist to facilitate the
Confidentiality and |Maintain the [Selection (one or more): confidentiality; Use of implementation of cryptographic
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional [Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Post-transmission  [transmission and during reception. Controls public standards and trusted
Handling cryptographic technologies.
Transmission
Confidentiality and |Maintain the [Selection (one or more): confidentiality; Mechanisms exist to restrict the
SC-08(02) Integrity | Pre- and |integrity] of information during preparation for Functional (Intersects With Media Use DCH-10|use of types of digital media on 5
Post-transmission  [transmission and during reception. systems or system components.
Handling
[Terminate the network connection associated with a r;w::‘;scrg:nzxclfiztnzg:t”t'};'gzl:d
" lcommunications session at the end of the session or : Network Connection| h
SC-10 Network Disconnect after [Assignment: organization-defined time period] of Functional Equal Termination NET-07 gigaa?\?zs:é%nn?cli—eagirdatri‘me period 10
inactivity. of inactivit
Establish and manage cryptographic keys when : 3
i . Mechanisms exist to securely
e e imsement an ntrna FUDC ey
sc-12 Establishment and " o ng ey manag Functional [Intersects With Y CRY-08 |Infrastructure (PKI) infrastructure 5
Management requirements: [Assignment: organization-defined Infrastructure (PKI) or obtain PKI services from a
9 requirements for key generation, distribution, storage, reputable PKI service provider.
laccess, and destruction]. P o .
a. Determine the [Assignment: organization-defined
- N cryptog{aphic uses];‘andb. Imslsment ':he fol\gwcijng c Data A Cryptographic mechanisms exist
s ryptographic types of cryptography required for each specifie : . ncrypting Data At -~ :
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |Intersects With Rest CRY-05 E?szl;g;’:rr;tgfng:tt:glgzr:gt 5
types of cryptography for each specified cryptographic .
use].
a. Determine the [Assignment: organization-defined . .
cryptographic uses]; andb. Implement the following Mechanisms exist to address the
. h . exporting of cryptographic
sc-13 ICryptographic types of cryptography required for each specified Functional |Intersects With Export-Controlled | CRY- technologies in compliance with 5
Protection icryptographic use: [Assignment: organization-defined Cryptography 01.2 relevant gstatutor ar?d requlato
types of cryptography for each specified cryptographic requirements Y 9 y
use]. .
a. Determine the [Assignment: organization-defined f : i
N . Mechanisms exist to facilitate the
. cryptographic uses]; andb. ‘Implement the foI}o_wmg Use of implementation of cryptographic
SC-13 gryptog_raphlc types of cryptogra.phy required for each specified. Functional |Intersects With|  Cryptographic | CRY-01 |protections controls using known 5
rotection cryptogfraphlc use: [hAsilgnmerr‘]t. org:nwéatlon-deﬁne: Controls public standards and trusted
types of cryptography for each specified cryptographic N
use]. cryptographic technologies.
a. Prohibit remote activation of collaborative Mechanisms exist to unplug or
. n : . + : rohibit the remote activation of
Collaborative computing d[ivlces and applications W't: tﬁhe fdollowmg Collab: gol\aborative computing devices
g ) . |exceptions: [Assignment: organization-define: ) ollaborative Al ¢ ‘
SC-15 gg&"ﬁ”n{i‘cgaagzges lexceptions where remote activation is to be allowed]; Functional  Intersects With Computing Devices END-14 VNVSCW?r?(ef(Di”\I?IVhViItr;gb(f::;SD'E‘Zo)n\ji((i]é)o 5
PP landb. Provide an explicit indication of use to users teleconference cameras’- and(3)
physically present at the devices. Teleconference microph;)nes,
Transmission of
Security and N : " N . . Cryptographic mechanisms exist
SC16(01)  [Privacy Attributes | [V the integrity of transmitted security and privacy | g nctional [Intersects With|  TaneisSION | CRy.04 fro protect the interity of data 5
Integrity . grity being transmitted.
IVerification
STH”ST‘SS"L" of Transmission of Mechanisms exist to associate
ecurity an i i i i i i i Technology Assets, Applications
SC-16(01) Privacy Attributes | \altetrrlifbyuttzi integrity of transmitted security and privacy Functional |Intersects With %;l::r;re;tircliiyoﬁ CRY-10 (3nd/or sggrz’/ices (TAASp)psecurity 5
Integrity | i attributes with information
IVerification : BTk TG 5 TAssT E Attributes h TA
la. Tssue public key certificates under an [Assignment: . .
public Key lorganization-defined certificate policy] or obtain public rxsgx‘;rpz:?ﬁ;ﬁz:le;:gﬁlcyl(ey
sC-17 Infrastructure key certificates from an approved service provider; Functional [Intersects With Public Key CRY-08 [Infrastructure (PKI) infrastructure 5
db. Includ I d trust h trust Infrastructs PKI
Certificates :Fore‘s gfcue:f??a{easpt%rroevsema:\fgeadng otrhseln rus nfrastructure (PKI) or obtain PKI services from a
i y N .
organization. reputable PKI service provider.
[@. Define acceptable and unacceptable mobile code Mechanisms exist to address
" land mobile code technologies; andb. Authorize, " "
SC-18 Mobile Code monitor, and control the use of mobile code within the Functional |Intersects With Mobile Code END-10 msggz:;g:t/a%%ircaattwﬂ)%ssystem— 5
tem -
Mobile Code | . .
Identify Identify [Assignment: organization-defined Vulnerability yjﬁ::;m;sgi tomenes:,llre that
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional [Intersects With Remediation VPM-02 identified, tracked zndp y 5
land Take Corrective|organization-defined corrective actions]. Process el
jons remediated.
aoél e Code |
Identify Identify [Assignment: organization-defined Mechanisms exist to address
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional |Intersects With Mobile Code END-10 |mobile code / operating system- 5
land Take Corrective|organization-defined corrective actions]. independent applications.
eF;'Qus
obile Code | Continuous Mechanisms exist to address new
Identify Identify [Assignment: organization-defined Vulnerabilit threats and vulnerabilities on an
SC-18(01) Unacceptable Code |unacceptable mobile code] and take [Assignment: Functional |Intersects With Remediatioz VPM-04 [ongoing basis and ensure assets 5
land Take Corrective|organization-defined corrective actions]. Activities are protected against known
ction: attack:
Mobile Code | \Verify that the acquisition, development, and use of Mechanisms exist to protect
|Acquisition, mobile code to be deployed in the system meets " Software Licensing | AST- |Intellectual Property (IP) rights
SC-18(02) Development, and |[Assignment: organization-defined mobile code Functional  Intersects With Restrictions 02.7 |with software licensing 5
Use requirements]. restrictions.
MoDITE Code | VerTTy that the acquisition, development, and USe of Mechanisms exist to address
. |Acquisition, mobile code to be deployed in the system meets : - " -
SC-18(02) Development, and |[[Assignment: organization-defined mobile code Functional |Intersects With Mobile Code END-10 mgle)lI::dog:t/aopircaatt\;:}gnssyscem 5
Use requirements] P PP! -
Mechanisms exist to force
Internet-bound network traffic
Mobile Code | through a proxy device (e.g.,
Prevent Prevent the download and execution of [Assignment: : : DNS & Content Policy Enforcement Point (PEP))
SC-18(03) Downloading and  |organization-defined unacceptable mobile code]. Functional |Intersects With Filtering NET-18 for URL content filtering and DNS 5
Execution filtering to limit a user's ability to
connect to dangerous or
prohibited Internet sites.
MGoDbile Code | - -
: " Mechanisms exist to address
Prevent Prevent the download and execution of [Assignment: . . . .
SC-18(03) Downloading and  |organization-defined unacceptable mobile code]. Functional [Intersects With Mobile Code END-10 r:']!gglIz:é)éi:t/aopTrcaatt\_r:)gnssystem- 5
Execution indep pplications.
" Prevent the automatic execution of mobile code in . :
Mobile Code | . ) : h Mechanisms exist to address
SC-18(04) Prevent Automatic gﬁﬁ:g:aﬂ; ;r:gaenrzg:::znfg::igi?nz?\?woarrginization- Functional [Intersects With Mobile Code END-10 [mobile code / operating system- 5
Execution defined actions] prior to executing the code. independent applications.
N ) " - Mechanisms exist to explicitly
Mobile Code | K:;tn:::%tr[;?ﬁitzlgt?:icdue%%negfsg}fzg?ewde " Explicitly Allow / | CFG. [2low (allowlist/ whitelist) and/or
SC-18(04) E;Z‘/Ci':itol:ummanc applications] and enforce [Assignment: organization- Functional  Intersects With Deny Applications | 03.3 gl;;)pcll:c;dt\eonn)gltsI:a/tbalifgkahjttr)]orized 5
defined actions] prior to executing the code. to execute on system:
@ PTOVIOE auaIonaT Jata OrgiT autnentication and
integrity verification artifacts along with the
Secure lauthoritative name resolution data the system returns Mechanisms exist to ensure
in response to external name/address resolution . Domain Name Service (DNS)
5C-20 gz;‘;lelﬁi%irgzivice queries; andb. Provide the means to indicate the Functional |Intersects With ggziaclg (’\‘;’\:ge) NET-10 resolution is designed, 5
(authoritative isecurity status of child zones and (if the child supports Resolution implemented and managed to
Source) secure resolution services) to enable verification of a protect the security of name /
chain of trust among parent and child domains, when address resolution.
loperating as part of a distributed, hierarchical
e
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Mechanisms exist to perform
Zecure Request and perform data origin authentication and Secure Name / data origin authentication and
ame/address data integrity ification on the name/address Address Resolution NET- data integrity verification on the

Sc-21 Resolution Service [22t@ Integrity ver . Functional Equal Service (Recursive Domain Name Service (DNS) 10

(recursive or resglut_lon_responses the system receives from or Caching 102 resolution responses received

ICaching Resolver) authoritative sources. Resolver) from authoritative sources when
requested by client systems.
Mechanisms exist to ensure

|Architecture and Ensure the systems that collectively provide Architecture & systems that collectively provide

5C-22 Provisioning for name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10

Name/address are fault-tolerant and implement internal and external Name / Address 10.1 [resolution service are fault-
Resolution Service |role separation. Resolution Service tolerant and implement
internal/external role separation.
Session Mechanisms exist to protect the
SC-23 lAuthenticity Protect the authenticity of communications sessions. Functional Equal Session Integrity | NET-09 [authenticity _and integrity of 10
communications sessions.
: Protect the [Selection (one or more): confidentiality; ] . MECNaniSms EXIST T0 Protect the

SC-28 rnr?otrencwtalggr?fat Rest integrity] of the following information at rest: Functional [Intersects With Endp:/:gtasPl:?:ctlon END-02 ;\olgifllgl?irl‘itt‘;lgxa I:;?egt’;tgf 5

[Assignment: organization-defined information at rest]. d device
. Protect the [Selection (one or more): confidentiality; . Cryptographic mechanisms exist

SC-28 rl.’\r?otren:talgigr?fat Rest integrity] of the following information at rest: Functional (Intersects With Encrypt'lanegstData At CRY-05 |to prevent unauthorized 5

[Assignment: organization-defined information at rest]. disclosure of data at rest.
: Implement cryptographic mechanisms to prevent . f .
Protection of unauthorized disclosure and modification of the . Cryptographic mechanisms exist
SC-28(01) Information at Rest following information at rest on [Assignment: Functional (Intersects With Cryptographic BCD- [to prevent the unauthorized 5
| Cryptographic orgamzatlon deﬁned system components or medial: Protection 11.4 |disclosure and/or modification of
Protection " onl backup information.
Protection of Implemen cryp ographic mechanisms to prevent i i i
Information at Rest unauthon_zed dlscl_osure and modlﬁc_atlon of the ' | Encrypting Data At Cryptographic mechgmsms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With Rest CRY-05 |to prevent unauthorized 5
Protection organlzatlon deﬁned system components or medla] disclosure of data at rest.
Protection of Implemen cryp ographic mechanisms to prevent i i i
Information at Rest unauthon_zed dlscl_osure and modlﬁc_atlon of the ) Transmission Cryptographlc‘mechvanlsms exist
SC-28(01) . following information at rest on [Assignment: Functional |Intersects With : CRY-04 [to protect the integrity of data 5
| Cryptographic 2 : . Integrity ; "
Protection orga‘nlzatmn-deﬁne(li sy‘stem cpmpqnents or media]: being transmitted.
[Assianment: oraanization-defined informationl
Protection of Impletg\er)t cJ)/dptolgraphic néechadn"i‘.ismf‘ to p;et\r/‘ent Erypt(:gri;mic mefc.iganitgn;.i exis;
o unauthorized disclosure and modification of the . o protect the confidentiality an
SC-28(01) '”Cf‘r’"“;“‘r’;‘ at Rest lrollowing information at rest on [Assignment: Functional |Intersects ith| E'SrYPting Data In | BCH- finteqrity of information stored on 5
Lrotyepctign phi organization—deﬁne_d sy_stem c_omponents or medial: 9 ! . digit_al media during transport
[Assignment: organization-defined information]. outside of controlled areas.
Mechanisms exist to remove
Protection of Remove the following information from online storage CRY- ::gs:rdc:iit:itfrgfraﬁ(:';e:tszrcaugree
SC-28(02) Information at Rest [and st_ore_ofﬂine_in a secure Io_cation: [Assignment: Functional [Intersects With| Offline Storage 05.2 [location until it can be disposed 5
| Offline Storage lorganization-defined information]. of according to data retention
requirements.
Mechanisms exist to create
recurring backups of data,
Protection of Remove the following information from online storage :Zm?r::sgxr ixset‘er:{'em;i?ge;
SC-28(02) Information at Rest |and st_ore_ofﬂme_m a secure chation: [Assignment: Functional (Intersects With Data Backups BCD-11 these backups ym ensuregthé 5
| Offline Storage lorganization-defined information]. availability of the data to satisfy
Recovery Time Objectives (RTOs)
land Recovery Point Objectives
Employ the following operations security controls to 'al:c?'rl\:'aliln‘tgine:;ézrietymu” n

SC-38 (Operations Security 2;2;:?; ld<Zzl/eolg%an:\ez:ttK?fgacl;zlf::l'r[r)\ast:gnn::;ighout the Functional [Intersects With Secg;lé)t/e??segaéw)ons OPS-04 ?pglrtattions Czednt7er (SOC) that 5
lorganization-defined operations security controls]. acilitates a 24x7 response

capability
, o [protect key arganizational nformation throughout the ool ol oerati . Mechanisms exist to faciltate the
SC-38 (Operations Security system development life cycle: [Assignment: Functional (Intersects With|Operations Security| OPS-01 implementation of operational 5
lorganization-defined operations security controls]. security controls.
P . " Mechanisms exist to implement a
SC-39 Process Isolation leaelrc\aat:: asses;:::terszzsc:t\on domain for each Functional Equal Process Isolation | SEA-04 [separate execution domain for 10
9 sy p . each executing process.
MECTAnTSMS eXIST T0 Protect
external and internal wireless
Protect external and internal [Assignment: I'?tks Eom S‘Qnﬁl para_tme_terf
\Wireless Link organization-defined wireless links] from the following Wireless Link NET 2 actr? .rogg ‘ mlo'" oring for
SC-40 o ireless Lin signal parameter attacks: [Assignment: organization- | Functional [Intersects With ireess Lin - [unauthorized wireless ) 5
rotection defined types of signal parameter attacks or Protection 12.1 connections, including scanning
references to sources for such attacks]. gi)ri#tr;a:rszotre:i?r?gv:;;ilre::riaactceess
action, if an unauthorized
connection is discouered
Protect external and internal [ASsig Mechanism: exlst to protect the
Wireless Link lorganization-defined wireless links] from the following X ) Wireles_s Agcess cqnﬁdent\allty an_d integrity of_

SC-40 Protection signal parameter attacks: [Assignment: organization- Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
defined types of signal parameter attacks or Encryption by implementing authentication
references to sources for such attacksl and strong encryption.

" . . Synchronization Mechanisms exist to synchronize
SC-45 gyf\tcehTo:irzr;iion sy:g:“rzn:]edssys;tee?]cclglifso\zgm: and between Functional [Intersects With| With Authoritative “3?’\{ internal system clocks with an 5
Y Y 4 P ] Time Source " |authoritative time source.
g 4 STy, -
System Time lorganization-defined frequency] with [Assignment:
ISynchronization |  |organization-defined authoritative time sourcel; andb. Synchronization MON- Mechanisms exist to synchronize
SC-45(01) ISynchronization ISynchronize the internal system clocks to the Functional Equal With Authoritative 07.1 internal system clocks with an 10
with Authoritative |authoritative time source when the time difference is Time Source " |authoritative time source.
[Time Source greater than [Assignment: organization-defined time
. R ) Mechanisms exist to perform
Relocate [Assignment: organization-defined sensors :
land monitoring capabilities] to [Assignment: I?t?ii;ttg:seztf Etérll:mr%;:‘i:; \;ISoeCS) to

SC-48 Sensor Relocation |organization-defined locations] under the following Functional (Intersects With| Threat Hunting | THR-07 detect, track and zisrupt threats 5
iconditions or circumstances: [Assignment: that e\}ade existing securit
lorganization-defined conditions or circumstances]. 9 Y

controls.
Relocate [Assignment: organization-defined sensors Mechanisms exist to utilize a
land monitoring capabilities] to [Assignment: Automated Tools MON- Security Incident Event Manager

SC-48 ISensor Relocation |organization-defined locations] under the following Functional |Intersects With for Real-Time 01.2 (SIEM), or similar automated tool, 5
iconditions or circumstances: [Assignment: Analysis *“  |to support near real-time
lorganization-defined conditions or circumstances]. analysis and incident escalation.

@ DEVETOP, UOTUTITETT, ama OTSSETTTTETe T

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] system

and information integrity policy that:a. Addresses

purpose, scope, roles, responsibilities, management

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with Mechanisms exist to review the

lapplicable laws, executive orders, directives, Security, Compliance &

regulations, pol\cw_e_s, standa_rds, and guidelines; and2. Periodic Review & _Resilie_nce Program (SCRP),
Policy and Procedures Fo facllltate the |mplemeptat\0n of the Update of Security, including policies, standgrds and

SI-01 Procedures isystem and information integrity policy and the Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated system and information integrity controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.

Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

ization dafinad
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] system
and information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the

FedRAMP 5_x000a_Moderate

Mechanisms exist to facilitate the
implementation of industry-
recognized security, compliance
and resilience practices in the
specification, design,
development, implementation
and modification of Technology
/Assets, Applications and/or
Services (TAAS).

version 2026.1_x000a_03/27/2026

Protection

lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
\with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the

lsystem.

Firmware Patching

SI-01 I’z(r)o“cceydaur;gs isystem and information integrity policy and the Functional Subset Of Secul;’eriggigwlréesermg SEA-01 10
lassociated system and information integrity controls;b. P
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
£45% rssermmate o
ation-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
popleabe e, ceecute oriers, drectives v anz. L echansms et o estaion,
i d Procedures to facilitate the implementation of the Pubcllshlnlg Secu&r:ty, mal_lntaln andddlssemlzate
Sl-01 g" iy an system and information integrity policy and the Functional |Intersects With| ~~OmPiiance GOV-02 |Policies, standards an: 5
rocedures " . y P . . Resilience procedures necessary for secure,
lassociated system and information integrity controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined capabilities
official] to manage the development, documentation, .
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
laraanization.defined event:
a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remed\_ation for_ effectiveness and_ potential side effects Vulnerability & _Mechanisms exist to facilitat_e the|
s1-02 Flaw Remediation | et fe o e e ™2™ | Functional |Intersects With| Patch Management | veM-01 [TPISmentation and montoring 5
lorganization-defined time period] of the release of the Program (VPMP) controls.
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.
a. Identify, report, and correct system flaws;b. Test Mechanisms exist to conduct
software and firmware updates related to flaw software patching for all
remediation for effectiveness and potential side effects deployed Technology Assets,
: before installation;c. Install security-relevant software N Software & /Applications and/or Services
si-02 Flaw Remediation land firmware updates within [Assignment: Functional  Intersects With Firmware Patching VPM-05 (TpApAS), including firmware. 5
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.
a. Identify, report, and correct system flaws;b. Test |/Automated mechanisms exist to
software and firmware updates related to flaw update antimalware
remediation for effectiveness and potential side effects Automatic technologies, including signature
SI-02 Flaw Remediation ::;ogf_r:?jt:r!a:'gga'f'eénitif:i:E[E\l;;'gr"ﬁ:r\"fnt software Functional |Intersects With Antimalware %’:Dl definitions. 5
lorganization-defined time period] of the release of the Signature Updates
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.
Determine if system components have applicable
Flaw Remediation | |security-relevant software and firmware updates Automated VPM- ﬁ:g:m;zﬂ?:g?;:z?: Z::I;m
S1-02(02) |Automated Flaw installed using [Assignment: organization-defined Functional |Intersects With Remediation Status| 05.2 |components with regardyto flaw 5
Remediation Status |automated mechanisms] [Assignment: organization- ) remediation
defined frequencvl .
'T'Ii?nvver;ce)n;:nﬁl:(‘;;)ar;é a. Measure 'th‘e time between ﬂaw \dentiﬁca\t\on and Time To Mechgnisms exist to tr§cl§ the
51-02(03) Flaws and flaw remediation; andb. Establish the following Functional Equal Remediate / VPM- effectiveness of remediation 10
Benchmarks for bench.marks for .taklng corrective actions: [Assignment: Benchmarks Eor 05.3 0perat}0ns through metrics
Corrective Action lorganization-defined benchmarks]. Corrective Action reporting.
Flaw Remediation | fEm;lnlto)é aHtomatedgvattgh Tar;ﬁgefrr;lent_tools tg At e e gutoma-tedthmec:‘atnis?“s e)tdst to
acilitate flaw remediation to the following system . utomate - |determine the state of system
51-02(04) Q:t::;:tmegnia.ﬁggls icomponents: [Assignment: organization-defined Functional  Intersects With Remediation Status| 05.2 compo_nents with regard to flaw 5
isystem components]. remediation.
P Employ automated patch management tools to /Automated mechanisms exist to
51-02(04) ;Ijt\g::tnggd;:i?hn I facilitate flaw remediation to the following system Functional |Intersects With ;\g:&:\’:;eg VPM- |install the latest stable versions 5
icomponents: [Assignment: organization-defined " 05.4 |of security-relevant software and
Management Tools isystem components]. Firmware Updates firmware updates.
. EMpIoy automated patch management tools to Tentranzed - -
S1-02(04) ;Ijt\gr::tn;gdl;:i?hn ! facilitate flaw remediation to the following system Functional (Intersects With Management of VPM- xlzcn';ag:;strf:‘esf?;\llftretz?n‘;zri‘;;?(!lr\( 5
icomponents: [Assignment: organization-defined Flaw Remediation 05.1
Management Tools tem comnonentsl Processe process.
- Employ automated patch management tools to Mechanisms exist to conduct
S102(04) [Flaw Remediation | lfacilitate flaw remediation to the following system Functional Iintersects with| . Software & | o |software patching for all 5
Icomponents: [Assignment: organization-defined Firmware Patching deployed Technology Assets,
Management Tools system components]. /Applications and/or Services
[TAAS) inclidina &
a. Implement [Selection (one or more): signature Mechanisms exist to conduct
based; non-signature based] malicious code protection software patching for all
mechanisms at system entry and exit points to detect deployed Technology Assets,
land eradicate malicious code;b. Automatically update /Applications and/or Services
malicious code protection mechanisms as new releases| (TAAS), including firmware.
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
5103 Malicious Code files from external sources at [Selection (one or more): Functional |Intersects With Software & VPM-05 5

Secure Controls Framework (SCF)

47 of 54



Set Theory Relationship Mapping (STRM)

FDE Nam

Malicious Code

5103 Protection

Focal Document Element (FDE) Desc

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect

land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious cod: uarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

FedRAMP 5_x000a_Moderate

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

version 2026.1_x000a_03/27/2026

Malicious Code

5103 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Intersects With

Malicious Code
Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.

Malicious Code

sk-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Intersects With

Heuristic /
Nonsignature-Based|
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

Malicious Code

si-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
iand send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Safeguarding Data
Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

Malicious Code

S-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Automatic
Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
iduring malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.
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SI-04

ISystem Monitoring

Focal Document Element (FDE) Description

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

FedRAMP 5_x000a_Moderate

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

ISystem Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

SI-04

ISystem Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-04

ISystem Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Continuous

Intersects With Monitoring

MON-01

Mechanisms exist to facilitate the|
implementation of enterprise-
wide monitoring controls.

SI-04(01)

ISystem Monitoring |
ISystem-wide
Intrusion Detection
System

IConnect and configure individual intrusion detection
tools into a system-wide intrusion detection system.

Functional

Intrusion Detection
Equal & Prevention
Systems (IDS & IPS)

MON-
01.1

Mechanisms exist to implement
Intrusion Detection / Prevention
Systems (IDS / IPS) technologies
on critical systems, key network
segments and network choke
points.

10

S1-04(02)

System Monitoring |
|Automated Tools
and Mechanisms for|
Real-time Analysis

Employ automated tools and mechanisms to support
near real-time analysis of events.

Functional

Automated Tools
Equal for Real-Time
Analysis

MON-
01.2

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support near real-time
analysis and incident escalation.

10

S1-04(04)

ISystem Monitoring |
Inbound and
Outbound
ICommunications
[Traffic

a. Determine criteria for unusual or unauthorized
activities or conditions for inbound and outbound
icommunications traffic;b. Monitor inbound and
loutbound communications traffic [Assignment:
lorganization-defined frequency] for [Assignment:
lorganization-defined unusual or unauthorized activities
or conditions].

Functional

Inbound &
Outbound
Communications
Traffic

Equal

MON-
01.3

Mechanisms exist to
continuously monitor inbound
and outbound communications
traffic for unusual or
unauthorized activities or
conditions.

10

SI1-04(05)

ISystem Monitoring |
ISystem-generated
|Alerts

Alert [Assignment: organization-defined personnel or
roles] when the following system-generated indications
lof compromise or potential compromise occur:
[Assignment: organization-defined compromise
indicators].

Functional

System Generated

Equal Alerts

MON-
01.4

Mechanisms exist to generate,
monitor, correlate and respond
to alerts from physical,
cybersecurity, data protection
and supply chain activities to
achieve intearated situational

10

SI-04(07)

ISystem Monitoring |
|Automated
Response to
Suspicious Events

la. Notify [Assignment: organization-defined incident
response personnel (identified by name and/or by
role)] of detected suspicious events; andb. Take the
following actions upon detection: [Assignment:
lorganization-defined least-disruptive actions to
terminate suspicious events].

Functional

Automated
Response to
Suspicious Events

Intersects With

MON-
01.11

/Automated mechanisms exist to
implement pre-determined
corrective actions in response to
detected events that have
security incident implications.

SI1-04(07)

ISystem Monitoring |
|Automated
Response to
ISuspicious Events

la. Notify [Assignment: organization-defined incident
response personnel (identified by name and/or by
role)] of detected suspicious events; andb. Take the
following actions upon detection: [Assignment:
lorganization-defined least-disruptive actions to
terminate suspicious events].

Functional

Automated Incident

Intersects With Handling Processes

IRO-
02.1

/Automated mechanisms exist to
support the incident handling
process.

S1-04(12)

ISystem Monitoring |
|Automated
iOrganization-
igenerated Alerts

[Alert [Assignment: organization-defined personnel or
roles] using [Assignment: organization-defined
lautomated mechanisms] when the following
indications of inappropriate or unusual activities with
Isecurity or privacy implications occur: [Assignment:
organization-defined activities that trigger alerts].

Functional

Intersects With| Automated Alerts

MON-
01.12

Mechanisms exist to
automatically alert incident
response personnel to
inappropriate or anomalous
activities that have potential

security incident implications.
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ISystem Monitoring |

/Alert [Assignment: organization-defined personnel or
roles] using [Assignment: organization-defined

Real-Time Alerts of

Mechanisms exist to provide

Detection and
Response

relevant changes to the system].

cybersecurity incidents.

|[Automated lautomated mechanisms] when the following : : . MON- |24x7x365 near real-time alerting
SI0412) 5 ganization- indications of inappropriate or unusual activities with | FUNctional |Intersects With - Event Logging | “g53 - |capability when an event log 5
igenerated Alerts isecurity or privacy implications occur: [Assignment: fu processing failure occurs.
lorganization-defined activities that trigger alerts].
/Automated mechanisms exist to
correlate both technical and non-
ISystem Monitoring | Correlate technical information from across,
Correlate Correlate information from monitoring tools and ) relat MON- [the enterprise by a Security
51-04(16) Monitoring mechanisms employed throughout the system. Functional Equal IMfonltortlng 02.1 [Incident Event Manager (SIEM) or 10
Information niormation similar automated tool, to
lenhance organization-wide
situational awareness.
[Analyze outbound communications traffic at external [/Automated mechanisms exist to
ISystem Monitoring | [interfaces to the system and at the following interior Data Loss implement Data Loss Prevention
S1-04(18) |Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
Covert Exfiltration |[Assignment: organization-defined interior points information as it is stored,
within the system], transmitted and processed
/Analyze outbound communications traffic at external
ISystem Monitoring | [interfaces to the system and at the following interior Analyze Traffic for | MON- IAutomated mechanisms exist to
S1-04(18) |Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Covert Exfiltration | 11.1 analyze network traffic to detect 5
Covert Exfiltration  |[[Assignment: organization-defined interior points "7 |covert data exfiltration.
within the svstem]
TECITATTSTITS EXTST TU UTtZe TTOST=
based Intrusion Detection /
Implement the following host-based monitoring :(:ea\i:etli:/ne?; asl)éie:gso(erlgil! HIPS)
ISystem Monitoring ||mechanisms at [Assignment: organization-defined " N MON- o
51-04(23) Host-based Devices [system components]: [Assignment: organization- Functional Equal Host-Based Devices| o7 ¢ Iuongv:atgt:dszgsyiltt;eli?igg:teg\?ent 10
defined host-based monitoring mechanisms]. Manager (SIEM), or similar
automated tool, to maintain
ituatinnal
System Monitoring | g;sca?‘\;ze;éigf‘l_‘s;anae%d (gfstfrzlr?:gle;rorlt?\esl]g'illl:t;i:c”akéors of Monitoring for MON- [Automated mechanisms exist to
SI1-04(24) Indicators of co?npromise pm\,idedpby [Assignment: olrganization- Functional |Intersects With Indicators of 11.3 identify and alert on Indicators of 5
ICompromise defined sourcesl Compromise (10C) Compromise (loC).
Mechanisms exist to utilize a File
I i i . Integrity Monitor (FIM), or similar
P Discover, collect, and distribute to [Assignment: .
System Monitoring || 0 20 ot Oh defi i " " _ |change-detection technology, on
" ‘ganization-defined personnel or roles], indicators of " File Integrity MON o
S1-04(24) Indlcators_of compromise provided by [Assignment: organization- Functional (Intersects With Monitoring (FIM) 01.7 |critical Technology Assets, 5
ICompromise ldefined sources] /Applications and/or Services
! (TAAS) to generate alerts for
unauthorized modifications.
L . o ) Mechanisms exist to limit the
System Monitoring | Provide visibility into network traffic at external and ) ‘ Limit Network NET- |[number of concurrent external
SI-04(25) Optimize Network |key internal system interfaces to optimize the Functional |Intersects With Connections 03.1 |network connections to its 5
[Traffic Analysis effectiveness of monitoring devices. Technology Assets, Applications
Alor icac [TAAG
TMechanisms exist to implement
ISystem Monitoring | |Provide visibility into network traffic at external and Intrusion Detection MON- Isntgtlesrlgg (?S;e;:ﬁg; (ezr’?:;r;t'?ens
S1-04(25) Optimize Network  |key internal system interfaces to optimize the Functional |Intersects With & Prevention oL1 ox Critical systems, ke netm?ork 5
[Traffic Analysis effectiveness of monitoring devices. Systems (IDS & IPS) : A - ey
segments and network choke
points.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, security alerts, advisories, and directives to: [Selection . .
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional (Intersects With “\;:Ilijéa?ot: TDA-18 \B:Iaelfé}gnEﬂﬁé:‘:z;&sﬁsctge 5
Directives personnel or roles]; [Assignment: organization-defined Y puts.
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b. Mechanisms exist to maintain
Generate internal security alerts, advisories, and situational awareness of
directives as deemed necessary;c. Disseminate vulnerabilities and evolving
Security Alerts, security alerts, advisories, and directives to: [Selection Threat Intelligence threats by leveraging the
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 [knowledge of attacker tactics, 5
Directives personnel or roles]; [Assignment: organization-defined techniques and procedures to
lelements within the organization]; [Assignment: facilitate the implementation of
lorganization-defined external organizations]]; andd. preventative and compensating
Implement security directives in accordance with controls.
lestablished time frames, or notify the issuing
organization of the degree of noncompliance.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and Cryptographic mechanisms exist
directives as deemed necessary;c. Disseminate to implement strong
Security Alerts, security alerts, advisories, and directives to: [Selection Safeguarding Data cryptography and security
SI-05 |Advisories, and (one or more): [Assignment: organization-defined Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Directives personnel or roles]; [Assignment: organization-defined Networks sensitive/regulated data during
lelements within the organization]; [Assignment: transmission over open, public
lorganization-defined external organizations]]; andd. networks.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Verify the correct operation of [Assignment:
lorganization-defined security and privacy functions];b.
Perform the verification of the functions specified in SI-
06a [Selection (one or more): [Assignment: Mechanisms exist to verify the
N ization-defined system transitional states]; upon functionality of security,
Security and ok / : a, stat Control ° i
" " y user with appropriate privilege; " : " compliance and resilience
5-06 \P/z\r/ila‘icc)étﬁsr?cnon [Assignment: organization-defined frequency]];c. Alert Functional  Intersects With F\l/lgrci‘t;ilggta‘g’y CHG-06 controls following implemented 5
[Assignment: organization-defined personnel or roles] changes to ensure applicable
to failed security and privacy verification tests; andd. controls operate as designed.
[Selection (one or more): Shut the system down;
Restart the system; [Assignment: organization-defined
alternaltive action(s)1] mahen anomallies zre discovered.
a. Employ integrity verification tools to detect . . . .
unauthorized changes to the following software, m?;h;?'s&"sn?é;ft(;:’Ml;t'gfesi';;lﬁar
Software, Firmware, [firmware, and information: [Assignment: organization- Endpoint File techgnolﬁ ies, to detecé and
SI-07 and Information defined software, firmware, and information]; andb. Functional [Intersects With|Integrity Monitoring| END-06 report ongunéuthorized changes 5
Integrity [Take the following actions when unauthorized changes (FIM) topselected files and 9
to the software, firmware, and information are configuration settings.
detected: [Assignment: organization-defined actions]. 9 9s-
a. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware, [firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information defined software, firmware, and information]; andb. Functional (Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware, [firmware, and information: [Assignment: organization- " .
SI-07 land Information defined software, firmware, and information]; andb. Functional |Intersects With I\rlglli";alziaotr? TDA-18 \D:I:hcd'}fnEm:fgr::;f%sr;sctéhe 5
Integrity [Take the following actions when unauthorized changes Y puts.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Perform an integrity check of [Assignment:
Software, Firmware, [organization-defined software, firmware, and Mechanisms exist to validate
and Information information] [Selection (one or more): at startup; at " . END- |configurations through integrity
Si-07(01) Integrity | Integrity |[Assignment: organization-defined transitional states Functional Equal Integrity Checks 06.1 |checking of software and 10
IChecks or security-relevant events]; [Assignment: firmware.
organization-defined frequency]].
Software, Firmware,
and Information Incorporate the detection of the following unauthorized Mechanisms exist to detect and
51.07 Integrity | ichanges into the organizational incident response : Endpoint Detection| END- |respond to unauthorized
-07(07) | o . : P ) N Functional Equal N " 10
ntegration of capability: [Assignment: organization-defined security- & Response (EDR) | 06.2 |configuration changes as
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@. Employ spam protection mechanisms at system . . :
lentry and exit points to detect and act on unsolicited gri;niannglsgsdi);:'r:rs%:];tlgzc;j:nr
. messages; andb. Update spam protection mechanisms . Phishing & Spam "
S-08 Spam Protection when new releases are available in accordance with Functional Equal Protection END-08 t:ccﬁhor:,ol,ongf:sf)?ig?;zcﬁggatg:: 10
g:gigéz:rtg.nal configuration management policy and transported by electronic mail.
Mechanisms exist to
automatically update anti-
ISpam Protection |  |Automatically update spam protection mechanisms . Automatic Spam END- phishing and spam protection
S1-08(02) lAutomatic Updates [[Assignment: organization-defined frequency] Functional Equal and Phishing 08.2 technologies when new releases 10
. . Protection Updates : are available in accordance with
configuration and change
management practices.
Cryptographic mechanisms exist
to implement strong
information Input Che;k the validity of thg follov{ing informatipn ipputs: Safeguarding Data cryptography and security
SI-10 \Validation [Assignment: organization-defined information inputs Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sensitive/regulated data during
transmission over open, public
CTTECK e VaTaTty OT UTe mpuT networks.
Information Input 3§ T UTTS TOTORWING TTOTTeIcrom 1T i . Input Data Mechanisms exist to check the
SI-10 \Validation Eﬁsi\gnmernE\.“orgamzatlon-deﬁned information inputs Functional |Intersects With Validation TDA-18 Validity of information inputs. 5
Mechanisms exist to handle error
conditions by:(1) Identifying
potentially security-relevant error|
conditions;(2) Generating error
a. Generate error messages that provide information messages that provide
necessary for corrective actions without revealing information necessary for
SI-11 Error Handling information that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |corrective actions without 10
messages only to [Assignment: organization-defined revealing sensitive or potentially
personnel or roles]. harmful information in error logs
and administrative messages
that could be exploited; and(3)
Revealing error messages only to
authorized personnel.
Manage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and  |applicable laws, executive orders, directives, Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
Retention regulations, policies, standards, guidelines and regulatory and contractual
operational requirement: obligation
Mechanisms exist to:(1) Retain
Personal Data (PD), including
metadata, for an organization-
defined time period to fulfill the
purpose(s) identified in the
Manage and retain information within the system and notice or as required by law;(2)
Information information output from the system in accordance with Personal Data (PD) Dispose of, destroys, erases,
SI-12 Management and |applicable laws, executive orders, directives, Functional [Intersects With Retention & PRI-05 [and/or anonymizes the PD, 5
Retention regulations, policies, standards, guidelines and Disposal regardless of the method of
loperational requirements. storage; and(3) Use organization-|
defined techniques or methods
to ensure secure deletion or
destruction of PD (including
originals, copies and archived
records).
Mechanisms exist to address the
use of Personal Data (PD) for
Information internal testing, training and
Management and  [Limit personally identifiable information being Internal Use of research that:(1) Takes
Retention | Limit processed in the information life cycle to the following Personal Data (PD) measures to limit or minimize the|
SI-12(01) Personally lelements of personally identifiable information: Functional |Intersects With For Testing, PRI-05.1|amount of PD used for internal 5
Identifiable [Assignment: organization-defined elements of Training and testing, training and research
Information personally identifiable information]. Research purposes; and(2) Authorizes the
Elements use of PD when such information
is required for internal testing,
training and research
(nformation rreCTTaTTSTITS e AT e
Management and  |Limit personally identifiable information being ziﬂ:g\ézﬁfgggia\feeg d?gi;g:;és
Retention | Limit processed in the information life cycle to the following Minimize Sensitive /| DCH- |stored an’d/or tranén?itted .
SI-12(01) Personally lelements of personally identifiable information: Functional |Intersects With Regulated Data 18.1 |throughout the information 5
Identiﬁat?le [Ass\gnmer}t; org.anizat.ion-deﬁr]ed elements of . lifecycle to only those elements
Lr;g;r::tt;on personally identifiable information]. necessary to support necessary
ToTTTTaTOTT
Management and Mechanisms exist to minimize
Retention | Use the following techniques to minimize the use of Limit Sensitive / the use of sensitive/regulated
Minimize Personally |personally identifiable information for research, : Regulated Data In | DCH- |data for research, testing, or
5-12(02) Identifiable Y Eesting, o¥ training: [Assignment: organization-defined Functional  Intersects With Tes%ing, Training & | 18.2 |[training, in accordance V\glith 5
Information in techniques]. Research authorized, legitimate business
[Testing, Training, practices.
"
Mechanisms exist to address the
. use of Personal Data (PD) for
:\:I‘;(:lr;g:trlno:nt and internal testing, training and
Retention | Use the following techniques to minimize the use of Internal Use of research that:(1) Takes
sl12(02)  [Minimize Personally jpersonally identifiable information for research, Functional [Intersects With PersroonrﬁleDs?i?g(PD) PP s S U TR
::?(;‘rx‘:t?(l:en in t:zﬂ:‘gdufsﬁrammg' [Assignment: organization-defined Training and testing, training and research
Testi o : Research purposes; and(2) Authorizes the
esting, Training, N "
land Research use of PD whel? such |nf0m_1at|0n
is required for internal testing,
training and research.
Mechanisms exist to:(1) Retain
Personal Data (PD), including
metadata, for an organization-
defined time period to fulfill the
purpose(s) identified in the
Information notice or as required by law;(2)
Management and  |Use the following techniques to dispose of, destroy, or Personal Data (PD) Dispose of, destroys, erases,
SI-12(03) Retention | lerase information following the retention period: Functional |Intersects With Retention & PRI-05 [and/or anonymizes the PD, 5
Information [Assignment: organization-defined techniques]. Disposal regardless of the method of
Disposal storage; and(3) Use organization-|
defined techniques or methods
to ensure secure deletion or
destruction of PD (including
originals, copies and archived
records).
Tnformation
Management and  |Use the following techniques to dispose of, destroy, or Information Mechanisms exist to securely
SI-12(03) Retention | lerase information following the retention period: Functional (Intersects With Disposal DCH-21|dispose of, destroy or erase 5
Information [Assignment: organization-defined techniques]. information.
Disposal T D T T T T e AT T e U T e T T T TOT T - - -
following system components in specific environments Me?lz_anlsms exist to Ilr?p\ement
of operation: [Assignment: organization-defined ;:ialt;vlemr?::ganbeiﬁtr;/rte: r-ng?netain
sI-13 reantion e O erana 1o avchane antive oo ™ || Functional |Intersects Withl Failover Capability | 355 lavailability of critical Technology 5
istandby components in accordance with the following Assets, Applications, Services
criteria: [Assignment: organization-defined MTTF and/or Data (TAASD).
&Rttt dn e o ramore T ToT e
foHowing_sy%tem gompone.nts in speci ic environments Mechanisms exist to determine
i . lof operation: [Assignment: organ}zatlon—de_eﬁned . . the Mean Time to Failure (MTTF)
S1-13 Predlctqble Failure |system components]; andb. Provide substl@ute system Functional |Intersects With Predictable fallure SEA-07 |for system components in 5
Prevention icomponents and a means to exchange active and Analysis S "
- N . specific environments of
istandby components in accordance with the following operation
criteria: [Assignment: organization-defined MTTF P .
i i
i Mechanisms exist to implement
Implement the following controls to protect the system Security safeguards to protect
SI-16 Memory Protection |memory from unaut_hor_ized co_de execution: Functional Equal Memory Protection | SEA-10 System memory from 10
[Assignment: organization-defined controls]. unauthorized code execution.
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Mechanisms exist to maintain a
process for:(1) Data subjects to
Personally have inaccurate Personal Data
Identifiable ICorrect or delete personally identifiable information Correcting (PD) maintained by the
S1-18(04) Information Quality |upon request by individuals or their designated Functional [Intersects With|Inaccurate Personal|PRI-06.1|organization corrected or
(Operations | representatives. Data (PD) amended; and(2) Disseminating
Individual Requests corrections or amendments of PD!
to other authorized users of the
PD.
Personally technical controls to correct
Identifiable ICorrect or delete personally identifiable information Updating & DCH- Personal Data (PD) that is
SI-18(04) Information Quality |upon request by individuals or their designated Functional [Intersects With|Correcting Personal 22.1 inaccurate or outdated,
(Operations | representatives. Data (PD) . incorrectly determined regarding
Individual Requests impact, or incorrectly de-
Mechanisms exist to provide
authenticated data subjects the
ability to:(1) Access their
Personal Data (PD) that is being
processed, stored and shared,
except where the burden, risk or
expense of providing access
would be disproportionate to the
benefit offered to the data
subject through granting access;
(2) Obtain answers on the
Personally e " :
Identifiable ICorrect or delete personally identifiable information Data Subject zzﬁ:cflgilo:ehcoe‘?(/g;elil;r’;[z;sed
SI-18(04) Information Quality {upon request by individuals or their designated Functional |Intersects With Empowerment PRI-06 stored, transmitted, shared,
(Operations | representatives. updated and/or disposed;(3)
individual Requests Obtain the source(s) of their PD;
(4) Obtain the categories of their
PD being collected, received,
processed, stored and shared;(5)
Request correction to their PD
due to inaccuracies;(6) Request
erasure of their PD; and(7)
Restrict the further collecting,
receiving, processing, storing,
transmitting, updated and/or
sharing of their PD.
Personally "
Identifiable Notify [Assignment: organization-defined recipients of Updating & ;eecrzg:sl‘ggg'}?’l;ﬁhc;n‘—:d
SI1-18(05) Igform@tlon Qual_lty personally Identlﬁab_lg |nfor_‘mat|on]_and individuals that Functional [Intersects With|Correcting Personal DCeR- inaccurate or outdated,
perations | Notice [the personally identifiable information has been D 22.1 | "
lof Correction or corrected or deleted. ata (PD) incorrectly determined regarding
Deletion !mpa_ct_, or incorrectly de-
Mechanisms exist to maintain a
personally process for:(1) Data subjects to
Identifiable Notify [Assignment: organization-defined recipients of Correcting Tslsl)er:]:ii?ajir:;i Ee;rfﬁgal Data
SI1-18(05) I(gformgtlon Qual_lty personally |dent|ﬁab_|g |nfo_rmat|on]_and indlviduals that Functional [Intersects With|Inaccurate Personal|PRI-06.1|organization corrected or
perations | Notice [the personally identifiable information has been Data (PD) amended; and(2) Disseminating
gfelc:ﬂr;ictlon or corrected or deleted. corrections or amendments of PD
to other authorized users of the
PD.
-
Identifiable Notify [Assignment: organization-defined recipients of Notice of Correction Mechanisms exist to notify
Information Quality |personally identifiable information] and individuals that| : " affected data subjects if their
S1-18(05) Operations | Notice [the personally identifiable information has been Functional Intersects With or Pcrr?cesslng PRI-06.2 Personal Data (PD) has been
lof Correction or corrected or deleted. ange corrected, amended or deleted.
e : : Primary Source Mechanisms exist to collect
De-identification | |De-identify the dataset upon collection by not . DCH- h
Si-19(01) ICollection collecting personally identifiable information. Functional Intersects With Pers%r;llelzta‘;an(PD) 223 :}?:iﬁz?\:\gjg? (PD) directly from
. . : Mechanisms exist to de-identify
De-identification | |De-identify the dataset upon collection by not . De-Identify Dataset| DCH- H
SI-19(01) . : h . ) Functional [Intersects With . the dataset upon collection by
Collection icollecting personally identifiable information. Upon Collection 23.1 not collecting Personal Data (PD).
E:;%ilﬁ'ﬁ&:gz;év Mechqnisms exist to mask
SI-19(04) Encryption, Remove, mask, encrypt, hash, or replace direct Functional [Intersects With Data Masking PRI-05.3| Zz?:gxﬁlnr;g\lijzlaaiie:ndata through
Hashing, or identifiers in a dataset. ) d oatt redacti
Replacement of pseudonymization, redaction or
Direct Identifiers de-identification.
De-identification |
Removal, Masking, Removal, Masking, Mechanisms exist to remove
S1-19(04) E:gzggogr SjeeTg;Z:?ssakaZ:acgﬁt’ hash, or replace direct Functional |Intersects With ng&gﬁggé::z?gfg [2)?1 mask, encrypt, hash or replace
Replacement of Direct Identifiers direct identifiers in a dataset.
Direct Identifiers
@ DEVETOp, UOCUITIENT, ard aTSSenmate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Procedures to facilitate the implementation of the Update of Security, including policies, standards and
SR-01 Procedures isupply chain risk management policy and the Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals
lassociated supply chain risk management controls;b. Resilienpce Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the supply chain risk effectiveness.
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
laraanizati ined ouentel
arUREDLS £ G arssermmate
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish
regulations, pol\c\_e;, standa_rds, and guidelines; and2. Publishing Security, maintain and disseminate '
Policy and Procedures to facilitate the implementation of the Compliance & ' olicies, standards and
SR-01 P Y isupply chain risk management policy and the Functional [Intersects With pli: GOV-02 P "
rocedures lassociated supply chain risk management controls;b. Reslllence_ procec_lures necessary for secure,
Designate an [Assignment: organization-defined Documentation compbl!la‘éjt and resilient
official] to manage the development, documentation, capabilities.
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization-defi nt<l
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] supply
chain risk management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Policy and Procedures to facilitate the implementation of the Third-Party Mechanisms exist to facilitate the
SR-01 Procedures isupply chain risk management policy and the Functional Subset Of Management TPM-01 implementation of third-party 10
lassociated supply chain risk management controls;b. 9 management controls.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the supply chain risk
management policy and procedures; andc. Review and
update the current supply chain risk management:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
larqanization.defined event:
a. Develop a plan for managing supply chain risks Mechanisms exist to develop a
lassociated with the research and development, design, plan for Supply Chain Risk
manufacturing, acquisition, delivery, integration, Management (SCRM) associated
loperations and maintenance, and disposal of the with the development,
following systems, system components or system acquisition, maintenance and
Supply Chain Risk services: [Assignment: organization—_deﬁned sys_tems, . Supply Chain Risk disposal of Technology Assets,
SR-02 Management Plan Isystem components, or system services];b. Review Functional |Intersects With Management RSK-09 |Applications and/or Services 5
land update the supply chain risk management plan (SCRM) Plan (TAAS), including documenting
[Assignment: organization-defined frequency] or as selected mitigating actions and
required, to address threat, organizational or monitoring performance against
lenvironmental changes; andc. Protect the supply chain those plans.
risk management plan from unauthorized disclosure
land modification.
a. Develop a plan for managing supply chain risks Mechanisms exist to:(1) Evaluate
lassociated with the research and development, design, security risks and threats
manufacturing, acquisition, delivery, integration, associated with Technology
loperations and maintenance, and disposal of the /Assets, Applications and/or
following systems, system components or system Services (TAAS) supply chains;
Supply Chain Risk services: [Assignment: orgamzat\on-deﬁned sys_tems, ) Supply Chain Risk and(2) Take appropriate
SR-02 Management Plan isystem components, or system services];b. Review Functional [Intersects With Management TPM-03 |remediation actions to minimize 5
land update the supply chain risk management plan (SCRM) the organization's exposure to
[Assignment: organization-defined frequency] or as those risks and threats, as
required, to address threat, organizational or necessary.
lenvironmental changes; andc. Protect the supply chain
risk management plan from unauthorized disclosure
land modification.
Mechanisms exist to:(1) Evaluate
security risks and threats
Establish a supply chain risk management team associated with Technology
ISupply Chain Risk |consisting of [Assignment: organization-defined Supply Chain Risk Asse_ts. Applications and/or
SR-02(01) Management Plan | |personnel, roles, and responsibilities] to lead and Functional |Intersects With Management TPM-03 Services (TAAS) supply chains; 5
Establish SCRM support the following SCRM activities: [Assignment: (SCRM) and(2) Take appropriate
Team lorganization-defined supply chain risk management remediation actions to minimize
lactivities]. the organization's exposure to
those risks and threats, as
necessary.
a. Establish a process or processes to identify and
laddress weaknesses or deficiencies in the supply chain
lelements and processes of [Assignment: organization-
defined system or system component] in coordination
with [Assignment: organization-defined supply chain
s pers_onne\],b. Empl_oy Fhe following controls to protect Processes To Mechanisms exist to address
upply Chain lagainst supply chain risks to the system, system Add TPM- lidentified K
SR-03 IControls and icomponent, or system service and to limit the harm or | Functional Equal ress - |identified weaknesses or 10
. Weaknesses or 03.3 |deficiencies in the security of the
Processes iconsequences from supply chain-related events: P -
. ) Pa " . Deficiencies supply chain
[Assignment: organization-defined supply chain
controls]; andc. Document the selected and
implemented supply chain processes and controls in
[Selection (one): security and privacy plans; supply
chain risk management plan; [Assignment:
lorganization-defined document]].
MECTaNTSTS EXTSTTo TequIre
software developers to ensure
that their software development
Supply Chain Employ a diverse set of sources for the following Development processes employ industry-
Controls and system components and services: [Assignment: ) Methods, TDA- |recognized secure practices for
SR-03(01) Processes | Diverse |organization-defined system components and Functional [Intersects With Techniques & 02.3 |[secure programming, 5
ISupply Base services]. Processes engineering methods, quality
control processes and validation
techniques to minimize flawed
aftware
Supply Chain Employ a diverse set of sources for the following seecir\at:r;lsginepﬁil:n(t:: :2?'"
SR-03(01) g?onctgglssezr;dmverse ?rlstaenri‘;;t(i)g:fggﬁ?;ézasl;gtz?]:\lé?nibo[:ézgnamnsnt. Functional [Intersects With| Supplier Diversity EgAl Le_;lllence techl_nclogles _frt_)m_ 5
Supply Base services]. ifferent suppliers to minimize
upplv chain risk,
Mechanisms exist to utilize
Supply Chain Employ a diverse set of sources for the following Acquisition tailored acquisition strategies,
Controls and system components and services: [Assignment: : . TPM- |contract tools and procurement
SR-03(01) Processes | Diverse |organization-defined system components and Functional Intersects With StrateMgé?ﬁbZ:ols & 03.1 |methods for the pu’lj'chase of 5
Supply Base services]. unique Technology Assets,
Anblications and/or Service:
Mechanisms exist to require
contractual requirements for
ongy PSR fnsure ot he convls ncted o conroctsor | ] eibiesecy conplnce |
3 Processes | Sub-tier s&'&z:ﬁg&zﬁ:rs are also included in the contracts of unctional fintersects Wi Requirements 2 |third-parties, reflecting the
Flow Down . organization's needs to protect
its Technology Assets,
/Applications, Services and/or
Mechanisms exist to ensure
Supply Chain . . applicable security, compliance
SR-03(03) Controls and E:‘isnlgecS)r:\atiatsteorcso::?:slgciLuc‘:l'Sgelg itr’:fhceoztt)rnatfgscfsfof Functional [Intersects With Contract Flow-Down| TPM- |and resilience requirements are 5
Processes | Sub-tier subcontractors. Requirements 05.2 [included in contracts that flow-
Flow Down . down to applicable sub-
contractors and suppliers.
Employ the following acquisition strategies, contract Mechanisms exist to utilize
IAcquisition tools, and procurement methods to protect against, Acquisition -~ tailored acquisition strategies,
SR-05 Strategies, Tools, [identify, and mitigate supply chain risks: [Assignment: | Functional |Intersects With| Strategies, Tools & | (o) contract tools and procurement 5
land Methods lorganization-defined acquisition strategies, contract Methods -1 |methods for the purchase of
tools, and procurement methods]. unique Technology Assets,
Apblications and/or Service:
Mechanisms exist to monitor,
. reolarty e v s
SR-06 |Assessments and jassociated with suppliers or contractors anc! the Functional |Intersects With Review of T.h'rd’ TPM-08 [for compliance with established 5
Reviews syste_m, systgm component,_ or _system_ service they Party Services contractual requirements for
provide [Assignment: organization-defined frequency]. security, compliance and
resilience controls.
Mechanisms exist to develop a
plan for Supply Chain Risk
. . . Management (SCRM) associated
Employ the following Operations Security (OPSEC) with the development,
Supply Chain controls to protect supply chain-related |nforma't|or1 for ' | Supply Chain Risk acquisition, maintenance and
SR-07 Operations Security the system, system component, or system service: Functional |Intersects With Management RSK-09 |disposal of Technology Assets, 5
[Assignment: organization-defined Operations Security (SCRM) Plan Applications and/or Services
(OPSEC) controls]. (TAAS), including documenting
selected mitigating actions and
monitoring performance against
Employ the following Operations Security (OPSEC) == *
Supply Chain icontrols to protect supply chain-related information for Mechanisms exist to facilitate the|
SR-07 Operations Securit the system, system component, or system service: Functional [Intersects With|Operations Security| OPS-01 implementation of operational 5
P Yy [Assignment: organization-defined Operations Security security controls.
(OPSEC) controls]
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STRM
Relationship

SCF Ci

Mechanisms exist to compel
External Service Providers (ESPs)
to provide notification of actual

version 2026.1_x000a_03/27/2026

involved in the supply chain for the system, system Security : ; i
SR-08 xotiﬁcation componelnt, o_r_sys_tem service for t|_1e [Selectior_\ (or.\e Functional Equal Con1_p_ron’_|ise TPM- g;g:ﬁ/e?;':ilr‘cﬂ:g?:;r:I:‘:ié:;:ﬁy 10
greements lor more): notification of supply chain compromises; Notification 05.1 [5ffect or have adversely affected
result_s of_assess_ment_s or aud!ts; [Assignment: Agreements Technology Assets, Applications
lorganization-defined information]]. and/or Services (TAAS) that the
organization utilizes.
Mechanisms exist to maintain
Inspect the following systems or system components awareness of component
. [Selection (one or more): at random; at [Assignment: . authenticity by developing and
SR-10 IsnyssptZﬁ:IsozrOf organization-defined frequency], upon [Assignment: Functional |Intersects With Z;O;Ef)tu-rr\??rfpee\tril:g Tpa-11 [MPlementing Product Tampering 5
Components prganlzgtlon-deﬁned |nd|cathns of negd for (PTC) and Qounterfe[tlng (PTC)
inspection]] to detect tampering: [Assignment: practices that include the means
lorganization-defined systems or system components]. to detect and prevent counterfeit
lcomponents.
Inspect the following systems or system components
Inspection of [Selec_tiop_ (or:je gr rréofre): at ran]dom; at[E\As_signme:t: Technol asset | ast Medcl'lmnisr“s _exist t‘i ph{siclally
lorganization-defined frequency], upon [Assignment: . echnology Asse - |and logically inspect critica
SR-10 (S:)é?rtyer:r?e%rts lorganization-defined indications of need for Functional Intersects With Inspections 15.1 [technology assets to detect 5
P inspection]] to detect tampering: [Assignment: evidence of tampering.
lorganization-defined systems or system components].
la. Develop and implement anti-counterfeit policy and Mechanisms exist to maintain
procedures that include the means to detect and awareness of component
prevent counterfeit components from entering the . authenticity by developing and
SR-11 IComponent isystem; andb. Report counterfeit system components F " o With Pro;gct Tan:fper_mg TDA-11 implementing Product Tampering 5
a |Authenticity to [Selection (one or more): source of counterfeit unctional |intersects With| an m:)r}tce eiting "~ [and Counterfeiting (PTC)
icomponent; [Assignment: organization-defined ( ) practices that include the means
lexternal reporting organizations]; [Assignment: to detect and prevent counterfeit
lorganization-defined personnel or roles]]. components.
Mechanisms exist to train
IComponent [Train [Assignment: organization-defined personnel or Anti-Counterfeit TDA- personnel to detect counterfeit
SR-11(01) |Authenticity | Anti- [roles] to detect counterfeit system components Functional Equal Training 111 system components, including 10
icounterfeit Training |(including hardware, software, and firmware). . hardware, software and
firmware,
gzﬁzﬁgiﬂty | Maintain configuration control over the following Maintain Mechanisms exist to maintain
Configuration system components awaiting service or repair and Configuration proper physical security and
SR-11(02) Control for serv!ced or r_epalred compor!ent_s awalt_lng return to Functional Equal Control During MNT-07 |configuration control over 10
Component Service service: [A:ﬂgnment. organization-defined system Maintenance technology assets awaiting
land Repair components]. service or repair.
Mechanisms exist to securely
. . ) R N dispose of, destroy or repurpose
omponent Eimlissnment romization setvedate, | | secwepiosay | ISR s
SR-12 Disposal the following techniques and methods: [Assignment: Functional Intersects With | Destruction or Re- | AST-09 |organization-defined techniques 5

lorganization-defined techniques and methods].

Use of Equipment

and methods to prevent
information being recovered
from these components.
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