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General

[See FDE for details.

Functional

No Relationship N/A

N/A

N/A

[No applicable SCF control

Authorized Use of FTI

[Any agency that receives FTI for an authorized use may not use that information
in any manner or for any purpose not consistent with that authorized use. If an
lagency needs FTI for a different authorized use under a different provision of IRC
5 6103, a separate request must be sent to IRS Disclosure.

|An unauthorized secondary use of FTI is specifically prohibited and may result in
ldiscontinuation of disclosures to the agency and imposition of civil or criminal
lpenalties on the responsible officials.

[The Office of Safeguards validates that an agency's “need and use” of FTI
lconforms with the governing provisions allowing the disclosure of FTI. The
lagency’s SSR must describe the purpose(s) for which FTI is collected, used,
Imaintained and shared.

Functional

No Relationship N/A

N/A

N/A

[No applicable SCF control

Secure Data Transfer

[The IRS established a Secure Data Transfer (SDT) program to provide encrypted
lelectronic transmission of FTI between the IRS and trading partners. For support
\with establishing an IRS SDT account, please submit an SDT Customer Support
IRequest. Complete information on establishing an SDT account is available in the
ST Handbook. The SDT Handbook is available from a local IRS governmental
liaison or a request to the Safeguards mailbox.

(Only the following types of documents will be accepted via SDT:

(Contact the SafeguardReports@irs.gov mailbox for specific details on how to
lsubmit information via SDT.

Functional

No Relationship NA

N/A

N/A

[1.3 subpoints were listed as bullet
Ipoints in focal document, so we
[separated them and assigned
Inumbers to improve mappability.

Secure Data Transfer

[Control File (.txt)

Functional

No Relationship NA

N/A

N/A

[1.3 subpoints were listed as bullet
lpoints in focal document, so we
lseparated them and assigned
Inumbers to improve mappability.

Secure Data Transfer

[Adobe (pdf)

Functional

No Relationship NA

N/A

N/A

[1.3 subpoints were listed as bullet
Ipoints in focal document, so we
[separated them and assigned
Inumbers to improve mappability.

Secure Data Transfer

[Word Document (-doc or -docx)

Functional

No Relationship NA

N/A

N/A

1.3 subpoints were listed as bullet
lpoints in focal document, so we-
[separated them and assigned
Inumbers to improve mappability.

Secure Data Transfer

[Excel Document (s or.xIsx)

Functional

No Relationship NA

N/A

N/A

[1.3 subpoints were listed as bullet
lpoints in focal document, so we.
lseparated them and assigned
Inumbers to improve mappability.

Secure Data Transfer

Zipped File (.zip)

Functional

No Relationship NA

N/A

N/A

1.3 subpoints were [isted as bullet
lpoints in focal document, so we-
lseparated them and assigned
Inumbers to improve mappability.

State Tax Agency
Limitations

[FTT may be obtained per IRC § 6103(d) by state tax agencies only to the extent
the information is needed for and is reasonably expected to be used for state tax
ladministration. An agency’s records must include some account of the result of
its use of FTI (e.g., disposition of closed cases and summary of revenues
lgenerated) or include reasons why the information was not used. If any agency
lcontinually receives FTI that it is unable to use for any reason, it must contact
lthe IRS official liaison and discuss the need to stop the receipt of this FTI.

State tax agencies using FTI to conduct statistical analysis, tax modeling or
revenue projections must notify the IRS by submitting a signed Need and Use
Justification Statement for Use of Federal Tax Information form and follow the
lestablished guidelines (available through the assigned Governmental Liaison).
|annually, the agency must provide updated information in the SSR regarding its
Imodeling activities that include FTI. In the SSR, the agency must describe: + Any
luse of FTI that is in addition to what was described in the original Need and Use
Justification Form

- Any new, previously unreported internal tax administration compilations that
linclude FTI + Changes to the listing of authorized employees (Attachment B to
the Need and Use justification Form)

If the agency intends to use a contractor or sub-contractor for conducting
statistical analysis, tax modeling or revenue projections, it must submit a 45-day
Inotification (see Section 1.9.4, Disclosing FTI to Contractors or Sub-Contractors)
lprior to contractor or sub-contractor access to the FTI. The agency’s SSR must
(detail the use of FTI for this purpose. In addition, the agency must submit a
lseparate statement detailing the methodology used and data to be used by the
lcontractor or sub-contractor. The Office of Safeguards and Statistics of Income
ffunctions will review the information provided to confirm that adequate
safeguarding protocols are in place and that the modeling methodology to be
lused to remove taxpayer identifying information is appropriate.

Functional

No Relationship NA

N/A

N/A

[No applicable SCF control

Coordinating Safeguards
within an Agency

[Because of the diverse purposes that authorized disclosures may be made to an
lagency and the division of responsibilities among different components of an
lagency, FTI may be received and used by several quasi-independent units within
the agency's organizational structure. Where there is such a dispersal of FTI, the
lagency must centralize safeguarding responsibilities to the greatest extent
lpractical and establish and maintain uniform safeguard standards consistent with
IRS guidelines. The official(s) assigned these responsibilities must hold a position
high enough in the agency’s organizationalstrucure to ensure campliance with
lthe agency safeguard standards and pr

IThe salected offclalis), of pointis) of contact (POC(s)) must also be responsible
for ensuring that internal inspections are conducted, submission of required
jsafeguard reports to the IRS, properly reporting any data breach incidents,
ldisclosure awareness training and for any necessary liaison with the IRS.

Functional

No Relationship NA

N/A

N/A

[No applicable SCF control

Safeguard Reviews

[A safeguard review is an on-site, remote, or a combination of both (hybrid)
levaluation of the use of FTi and the measures employed by the receiving agency
Jand its agents (where authorized) to protect the data.

[This review includes all FTI received whether from the IRS or a secondary source
lsuch as SSA, Bureau of the Fiscal Service or another agency (see Federal Tax
Information). Safeguard reviews are conducted to determine the adequacy of
[safeguards as opposed to evaluating an agency’s programs. Several factors will
lbe considered when determining the need for a review, the type of review, and
[the frequency of which a review will be conducted.

Functional

No Relationship N/A

N/A

N/A

[1.6 subpoints were listed as bullet
lpoints in focal document, so we
[separated them and assigned
Inumbers to improve mappability.

Safeguard Reviews

[On-site reviews: Disclosure Enforcement Specialists (DES), Cybersecurity
[Reviewers (CSR), and Management Officials will conduct an on-site evaluation of
the security and privacy controls implemented by the agency and all supporting
partes. Assessment techniques include, but are nat imited to visual inspections,
lobservations, interviews, document exchange, and automated scanning

Functional

No Relationship NA

N/A

N/A

[1.6 subpoints were listed as bullet
lpoints in focal document, so we
[separated them and assigned
Inumbers to improve mappability.

Safeguard Reviews

[Remote reviews: Disclosure Enforcement Specialists, Cybersecurity Reviewers,
land Management Officials will conduct a remote evaluation of the security and
lprivacy controls implemented by the agency and all supporting parties using
secured (e.g. sc haring capabilities,
lteleconferences, video enabled software, etc.). Assessment techniques include,
lbut are not limited to visual inspections, observations, interviews, document
lexchange, and automated scanning,

Functional

No Relationship NA

N/A

N/A

[1.6 subpoints were listed as bullet
lpoints in focal document, so we
[separated them and assigned
Inumbers to improve mappability.

Before the Review

[The IRS initiates the review by communication with an agency point of contact
(POC) as reported by the agency in the SSR. The preliminary discussion will be
[followed by a formal engagement letter to the agency head, which provides
official notification of the planned safeguard review.

[This engagement letter outlines what the review will encompass. Additional
Irequests for specific information will be provided to the agency POC. These
requests may include a list of records to be reviewed (e.q., training manuals,
iflowcharts, policies, awareness program documentation and organizational
[charts relating to the processing of FTI). Prior to the review, the agency POC will

|A Preliminary Security Evaluation (PSE) call will be held to determine the scope of]
lthe review (see NIST Control PM-5 CE-1, Inventory of PIl). The electronic flow of
IFTI will be discussed to provide the review team with a thorough understanding
lof the location and use of FTI throughout the agency’s infrastructure. During the
(call primary POCs will be introduced, the scope of the review will be defined,
lassessment logistics will be discussed, and any questions will be answered.
[Participants should include agency IT staff knowledgeable about the location and
[flow of FTI throughout the agency as well as staff or contractors from other
locations such as consolidated data centers. Additionally, mini-PSE calls for
lcontractors, sub-contractors, off-site locations, etc. may be needed to obtain
ladditional information in determining the review scope. Requests for additional
information and clarification to include automated scanning procedures will be
discussed after the PSE call(s) and a proposed scope will be provided

Functional

No Relationship N/A

N/A

N/A

[No applicable SCF control
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Notes

[The review process validates the accuracy of the SSR and conformance with the [1.6.2 subpoints were listed as
lcurrent version of Publication 1075 requirements and National Institute of buliet points in focal document, so
Standards and Technology (NIST) Special Publication 800-53. At the opening |we separated them and assigned
lconference, review procedures will be communicated, followed by a data flow Inumbers to improve mappabilty.
discussion, and confirming the flow of FTI (see NIST Control PM-5 CE-1, Inventory
of PII). Observing actual operations is a required step in the review process. Sites
lto be reviewed will be based on the flow of the FTI, which may include, but are
Inot limited to, field offices, consolidated data centers, off-site storage facilities,
disaster recovery sites, contractor and sub-contractor sites
[Review methods may include but are not limite:
|Agencies must facilitate execution of the review methods utilized by Safeguards
staff. Agency management approval must be obtained prior to review, if agency
162 During the R Ipolicies and procedures contradict any of these methods. Functional | No Relationshi NA NA NA
uring the ReVIEW 11 agency POC will be advised the of critical issues and findings as the review unctiona OIREELETSIE i Y ¥
lprogresses. A briefing will be held with the POC to go over the Preliminary
Findings Report (PFR) before the closing conference
[The closing conference is held upon completion of the agency’s review, where
the PFR is issued to provide the agency an overview of the findings identified
lduring the review.
[Spot check agency records for FIT 1.6.2 subpoints were Iisted as
buliet points in focal document, so
1621 During the Review Functional | No Relationship NA N/A NA disepsratedithemiondiassioned
Inumbers to improve mappabiliy.
[Employee interviews 1,62 subpoints were listed as
buliet points in focal document, so
1622 During the Review Functional | No Relationship N/A NA NiA eisepsratedinemiandiassiones
Inumbers to improve mappabiliy.
[Faciity tours 1.6.2 subpoints were listed as
buliet points in focal document, so
1623 During the Review Functional | No Relationship N/A NA NiA usiseparatedtiiemlondiassione
Inumbers to improve mappabiliy.
[Document review 1,62 subpoints were listed as
buliet points in focal document, so
16.2-4 During the Review Functional | No Relationship NA N/A NIA Jiespaatede RN s el
Inumbers to improve mappabiliy.
[Automated/manual testing (See Safeguards website for tools used for automated 1,62 subpoints were listed as
ting) buliet points in focal document, so
1625 During the Review Functional | No Relationship NA N/A NIA L2 T i i R
Inumbers to improve mappability.
[Remote assessment tools 6.2 subpoints were listed as
bouliet points in focal document, so
1626 During the Review Functional | No Relationship NA N/A NIA iz e i v SR
Inumbers to improve mappabilty.
[An SRR and CAP will be fssued within 45 days of the closing conference to INo appiicable SCF control
ldocument the review findings. Requests for corrections to the SRR must be
lemailed to the SafeguardReports@irs.gov mailbox. The Office of Safeguards will
respond with an acknowledgement and a determination.
Each finding will be identified with a criticality level that identifies potential risk
to loss, breach or disclosure of FT
See Safeguards Finding Criticality Definitions for more details.
|All findings must be addressed in a timely fashion. The Office of Safeguards will
dentify deadlines for resolution based upon the risk associated with each finding
lOutstanding issues must be resolved and addressed in the next reporting cycle
of the CAP.
If the Agency has any critical findings, the agency must submit a mitigation plan
to Safeguards within 7 days from the closing conference date. Safeguards will
report the critical findings along with your agency plan to the Treasury Inspector
(General for Tax Administration (TIGTA]
163 After the Review [The CAP must be updated and submitted semi-annually using the last CAP issued | ~ Functional | No Relationship NA N/A N/A
lby the Office of Safeguards (see Section 2.E.5, Corrective Action Plan) until all
review findings are accepted as closed.
If an agency has a CAP due within 60 days of the review, that CAP is not required
lbecause the remaining open findings will be handled as part of the upcoming on-
site or remote Safeguard Review
[Each CAP submission must include an explanation and/or evidence of actions
already taken or planned to resolve all outstanding findings. The agency must
lsubmit an actual or planned implementation date for each outstanding finding.
17 Termination of FTI | VA Functional | No Relationship NA WA NA Releeelcabielsciicontol
171 Agency Request [ Functional | No Relationship NA N/A N/A [oeEITE= RS G
When an agency no longer requires FTI, notify Safeguards at able SCF control
SafeguardReports@irs.gov by providing the following:
lOnce documentation is reviewed, the Office of Safeguards will send an
1711 Termination Documentation acknowledgement of the agency’s termination, instructions on Safeguard Functional | No Relationship NA NA NA
reporting and on-site review obligations. Instructions for reinstatement will be
included in the acknowledgement letter.
(Copies of notifications to all agencies from which FTT1s received, that FT1 will no INo applicable SCF control
17111 Termination Documentation longer Functional | No Relationship NIA N/A NA
requested, and
Letier from the Head of Agency certying that allrsidual F1 s been INo appiicable SCF control
17.1.1.2 Termination Documentation destroyed. (See Sectio Functional No Relationship N/A N/A N/A
5 Disposal of FTi - IRC § 6103(p)(4)(F)
[This section is for agencies terminating receipt of FT1 but required by statute to INo appiicable SCF control
retain FT1 for designated periods. If residual FTI i required to be retained by
statute for a designated period (e.g., 5 or 10 years), then agencies must: +
Ensure that a currently authorized agency, contractors, or sub-contractor retain
FTI in accordance with Publication 1075 security standards » Provide copies of
Inotifications as shown in Section 1.7.1.1, Termination Documentation = Submit X
1712 Archiving FTI Procedure  fan annual SSR each year while the agency has possession or oversight of the Functional | No Relationship NA NA NA
data + Continue to be subject to periodic Safeguard Reviews » Submit a letter
[from Head of Agency certifying that all residual FTI has been destroyed when the
retention period has ended
[The IRS may terminate or suspend disclosure of return and return information to INo appiicable SCF contral
lany authorized recipient under 6103(p)(@), if the IRS determines that:
Prior to terminating FTI, the IRS will notify the authorized recipient in writing and
Imay suspend further disclosures if it is deemed that federal tax administration
FTI Suspension, Termination|would be seriously impaired,
172 and Administrative Review |Agencies in receipt of the termination or suspension letter may appeal the Functional | No Relationship N/A N/A N/A
ldetermination as outlined in Exhibit 3, USC Title 26, CFR § 301.6103(p)(7)-1.
[The authorized recipient (or agency) has allowed an unauthorized inspection or INo appiicable SCF control
FTI Suspension, Termination|disclosure of FTI and has not taken adequate corrective action to prevent the .
1721 and Adpmm\stratvve Review |recurrence of an unauthorized inspection or disclosure; or Functional | No Relationship NA N/A N/A
[The authorized recipient does not satisfactorily maintain the safeguards INo appiicable SCF control
FTI Suspension, Termination|Prescribed by Section 6103(p)(4) and Publication 1075 and has made n
1722 e oo ladeauate plan ta Improve It systam to maintain the safeguards satisfactorily Functional | No Relationship A NA A
Reporting Improper | o appiicable SCF control
18 i p= Functional | No Relationship NA NA NA
181 Terms [See FDE for details. Functional | No Relationship NA N/A NIA e RS G
182 General [See FDE for details. Functional | No Relationship NA N/A N/A [oeETE= RS G
[Concurrent to notifying TIGTA, the agency must notify the OFfice of Safeguards [1.8.3 subpoints were listed as
lby email to Safeguards mailbox, safeguardreports@irs.gov. To notify the Office off buliet points in focal document, so
[Safeguards, the agency must document the specifics of the incident or breach |we separated them and assigned
lknown at that time into a data incident report, including but not limited to Inumbers to improve mappabiliy.
Reports must be sent electronically and encrypted via IRS-approved encryption
techniques as outlined in Section 2.E.3, Encryption Requirements. Use the term
\data ncident report” imthe subject ine of the email. 6o notinclude any FT1 n
the data incident rej
Ofice of safeguards _|Fven i allnformation is not available, immediate notification is the most
183 Notiestion peale” important factor, not the completeness of the data incident report. Additional Functional | No Relationship NA NIA NIA
information must be provided to the Office of Safeguards as soon as it is
available.
[The agency will cooperate with TIGTA and Office of Safeguards investigators,
lproviding data and access s needed to determine the facts and circumstances
of the incident
Name of agency and agency POC for resoiving data incident with contact 1,83 subpoints were listed as
offce of safequargs | ™O™at0" buliet points in focal document, so
g ice of Safeguards |we separated them and assigned
1831 e o oafeguards Functional | No Relationship NA NA N/A e e e
[Date and time the incident/breach occurred [1.8.3 subpoints were listed as
fice of Safeguard: buliet points in focal document, so
. Office of Safeguards i |we separated them and assigned
1832 ol ool souaras Functional | No Relationship NA NA NA e e ey
[Date and time the incident/breach was discovered [1.8.3 subpoints were listed as
offce of Safequard: buliet points in focal document, so
. ce of Safeguards i [we separated them and assigned
1833 ol oafsouaras Functional | No Relationship NA NA NA e ey
[How the incident/breach was discovered 8.3 subpoints were listed as
offce of Safeguard: bouliet points in focal document, so
g ce of Safeguards |we separated them and assigned
1834 Notification Process Cercion iy NeRsenorii WA R 25 Inumbers to improve mappabiliy.
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IDescription of the incident/breach and the data involved, including specific data 8.3 subpoints were listed as
offce of Safequargs | [FEmENS K10 bullet points in focal document, so
e of Safeguards |we separated them and assigned
1835 Notification Process Cercion iy [NeReenosiip Ll 88 L3 ° irbers to Improve mappabilty.
lPotential number of FTI records involved: if unknown, provide a range I possible [1.8.3 subpoints were listed as.
offce of Sofequard: buliet points in focal document, so
ce of Safeguards ' |we separated them and assigned
1836 Notification Process Cuacions iy [NeReauomsti L 2 L ° irbers o Improve mappabiity
[Address where the incident/breach occurred [1:8.3 subpoints were listed as.
offce of Sofequard: buliet points in focal document, so
ce of Safeguards ' |we separated them and assigned
1837 Offce of Safeguards Functional | No Relationship NA VA N/A o e e
T involved (€., laptop, server, mamnframe) [1.8.3 subpoints were listed as
offce of ofequard: buliet points in focal document, so
e of Safeguards |we separated them and assigned
1838 Notification Process REEr] || R [ A L3 ° imbers t Improve mappabiity:
[Does the incident involve an unauthorized access or 1.8.3 subpoints were listed as
offce of Sfequard: buliet points in focal document, so
e of Safeguards |we separated them and assigned
1839 Notification Process Functional | No Relationship N/A N/A N/A 0 ool oot mppa? ity.
disclosure by an agency employee? (V/N) If a criminal indictment is not pursued, 1.8.3 subpoints were listed as
ofce of Sofequargs "l 2 disciplnary or adverse action be proposed against the agency employee bullet points in focal document, so
g e of Safeguards  [involved in this unauthorized access or disclosure? (Y/N) |we separated them and assigned
18310 e of Safequards Functional | No Relationship NA N/A NA 0 reEe e dssned
I Ehe event ofan unauthorized daclosure ordate breach. e agency must
lcontact TIGTA and the RS immediately. Both TIGTA and the IRS m
contacted within 24 hours of the discovery of the dlscloture or bresch. The
lagency must not wait to conduct an internal investigation to determine if FTI was
involved. Any internal investigation conducted by the agency should not delay
the timely reporting of the disclosure or breach.
Iincident response policies and procedures required in NIST Control IR-L, Incident
IResponse Policy and Procedure, must be used when responding to an identified
lunauthorized disclosure or data breach incident.
[The Office of Safeguards will coordinate with the agency regarding appropriate
lollow-up actions required to be taken by the agency to ensure continue
lrotection of FTI. Once the incident has been addressed, the agency will conduct
a post-ncident review to ensure the incident response policies and procedures
lprovide adequate guidance. Any identified deficiencies in the incident response
Iolicies and procedures must be resolved as soon as reasonably possible.
Incident Response _[Aditionaltraining on any changes to the incident response policies and Incident Response Mechanisms exist to implement and govern processes and documentation to
184 dent Respol Iprocedures must be provided to all employees, including contractors, sub Functional Subset Of o Reepo IRO-01  [facilitate an organization-wide response capability for cybersecurity and data 10
lcontractors and consolidated data center employees, immedately. See - NIST protection-related incidents
(Control IR-4, Incident Handling for additional information.
[The agency must test the incident response capability annually using tabletop
exercises to determine the incident response effectiveness and document the
resuits. See NIST Contol I%:3, Incdent Response Testing
e agency must track and document system security and privacy Incldents, See
IS Contol 15, nciaent Motorig.
[The agency must provide written notification to a taxpayer whose FTI was o applicable SCF control
subject to unauthorized access or disclosure when a disciplinary or adverse
action s proposed against the agency employee responsible. The required
lwritten notification to the taxpayer must include the date of the unauthorized
Incident Response _[Inspection or disclosure and the rights of the taxpayer under IRC § 7431
185 Notification to Impacted |The agency must confirm to the Office of Safeguards when the required written | Functional | No Relationship NA A NA o
havidudle Inotification to the taxpayer is completed. In addition, the agency must inform the|
Office of Safeguards of any pending media releases, including sharing a draft of
fthe release, prior to distribution.
19 Disclosure to Other Persons /" Functional | No Relationship NA N/A N/A 0 [oeE TR EE G
191 General [See FDE for details. Functional | No Relationship NA N/A NIA 0 NeleelicaBigie e Ee]
When disclosure of FTI is authorized, the agency must take certain precautions No applicable SCF control
prior to redisclosure to a contractor or sub-contractor, namely: + Has the IR
Ibeen given sufficient notice prior to releasing FTI to a contractor or sub-
contractor? - Has the agency been given reasonable assurance through a
visitation or received a report certifying that all security standards (physical and
IT systems) have been addressed? + Does the contract authorizing the disclosure
of FTI have the appropriate safeguard language? See the model language of
Exhibit 7, Safeguarding Contract Language.
|Agencies must fully report to the IRS in their SSRs all disclosures of FTI to
Autharized Disclosure |contractors and subcontractors. Any addiionaldisclosures to contractors and ’
192 Precaut sub-contractors must be reported using the Notification process and reported on |  Functional | No Relationship G A G2 0
fthe next annual SSR.
|An agency may not contract for the disclosure of FTI that s not authorized by IRC
5 6103. Only contracts for services that require access to FTI to perform their
duties under the contract are required to comply with these standards.
[An external provider refers to organizations other than the agency operating or
acquiring the system. External providers include, for example, contractors or
sub-contractors and other organizations providing system development,
information technology services, outsourced appications, testing/assessment
services and network and security management. Agencies must include
lpersonnel security requirements in contracts. External providers may have ;
103 Extemal Personnel Security[oersommel worling ot sgemey Tcitics it credentin, badoes of yatem Functionol | SubsetOf | Thic porty Management | Tewo1 [Mecharisms xist o facilae the mplementation of thic party "
privileges. Notifications of external personnel changes ensure appropriate
[termination of privileges and credentials. See NIST Control PS-7, External
Personnel Security
[The agency must oty he Ofice of Safequards prio o ¢ disclosing FT 1o o applicable SCF control
lcontractors or subcontractors. The agency must notify and obtain writte
approval from the Office of Safeguards prior t rediscioding FTIto sub contractors|
l(when the agency’s contractor uses or desires to re-disclose FTI to another
contractor). See Section 2.E, Reporting Requirements - 6103(p)(4)(E) and Section
2.E.6, Notification Reporting Requirements, for additional information
in addition to the notification, the agency must: » Establish privacy roles and
responsibilities for contractors or sub-contractors and service providers to
safeguard the confidentiality and integrity of FTI. » Include privacy requirements
in contracts and other acquisition-related documents. + Share FTI externally only
for the purposes statutorily authorized. + Where appropriate, enter into a
contract, an SLA, memoranda of understanding, memoranda of agreement,
letters of intent, computer matching agreement or similar agreement, with third
arties that specifically describe the FTI covered and specifically enumerate the
lpurposes for which the FTI may be used. » Monitor, audit and train its staff on the|
Jauthorized uses and sharing of FTI with third partics and on the consequences of
lunauthorized use or sharing of FTI. » Require agency notification of contractor or
19.4 Pisclosing T to Contractorsls ub-contractor personnel changes to ensure appropriate termination of privileges|  Functional | No Relationship NA /A /A 0
and credentials. See NIST Control PS-7, External Personnel Security. » Evaluate
any proposed new instances of sharing FTI with third parties to assess whether
lthey are authorized. + Require contractor or sub-contractor employ a formal
sanction process for contractor employees and, when permitted by statute, sub-
contractor employees failing to comply with established information security
Iolicies and procedures for FTI. Notification of designated agency personnel is
required within 72 hours
If the agency requires the use of a contractor to conduct tax modeling, revenue
lestimation or other statistical activities, 45-day notification requirements apply
(see Section 1.9.4, Disclosing FTI to Contractors).
[The Taxpayer First Act § 2004, which added IRC § 6103(p)(9), formalizes in
statute the following agency requirements effective December 31, 2022: +
|Agencies must require that contractors, sub-Contractors, or other agents have
requirements in effect to provide safeguards required under IRC § 6103(p)(4) to
rotect FTI. = The Taxpayer First Act also codifies agency responsibilities to
lconduct on-site reviews of contractors, sub-contractors, and other agents and
Irovide the findingsof these reviews (o Safcauards as art of the coport required
When required regulatory prerequisite steps are satisfied and where appropriate, .95 subpoints were listed as.
lunder the authority of IRC § 6103(p)(2)(B), the IRS may execute an agreement buliet points in focal document, so
lwith an agency that authorizes the re-disclosure of FTi to another entity. These |we separated them and assigned
agreements are negotiated and approved by IRS Disclosure with concurrence of Inumbers to improve mappabilty.
fthe Office of Safeguards.
|Agreements must include language to enforce the requirements for
[Federal agencies authorized by statute to enter into re-disclosure agreements
195 Re-Disclosure Agreements  [are required to provide a list of all executed agreements annually in the SSR. Functional | No Relationship NA N/A NA 0
When requested by the Office of Safeguards, agencies must provide a copy of all
re-disclosure agreements within 30 days. An electronic copy must be sent to the
Office of Safeguards via SDT. If SDT is not available, the agreements may be
lemailed to the SafeguardReports@irs.gov mailbox.
incident reporting related to FTI 155 subpoints were listed as
bullet points in focal document, so
1951 Re-Disclosure Agreements Functional | No Relationship NA N/A NIA 0 iz R i v SR
Inumbers to improve mappabilty.
implementing personnel sanctions for failure to comply With established 195 subpoints were listed as
information security policy and procedures related to FTI bullet points in focal document, so
1952 Re-Disclosure Agreements Functional | No Relationship NA N/A /A 0 PO T e
Inumbers to improve mappabilty
Confimation o he agency any proposals f dscpinary and adverse action .85 subpoints were listed as.
lconcerning unauthorized accesses and disclosures involving FTI bullet points in focal document, so
1953 Re-Disclosure Agreements Functional | No Relationship NA N/A NA 0 [icepsratedthemandassioned
Inumbers to improve mappabilty
INotification of individuals whose FTT was subject to unauthorized access o .95 subpoints were listed as.
disclosure including the date the unauthorized access or disclosure of FTI buliet points in focal document, so
1954 Re-Disclosure Agreements [2ccurred. Functional | No Relationship N/A NA NiA 0 deiceparatedithemiondiassioned
numbers to improve mappabilty.
110 Rstg{gt“:;ﬁ’.;“:;‘;‘:{‘s‘" [T Functional | No Relationship NA N/A N/A 0 ligleeaiicabielsChicent]
1101 General See FDE for details Functional | No Relationship NA /A N/A 0 [No applicable SCF control
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1102 Making  Reest under IRc/see FO for detal — e —— e = = INo applicable SCF control
1103 Stats Tax Agency Satsica See FOEfor detale e — D T o INo applicable SCF control
PHYSICAL SECURITY _[V/A INo applicable SCF control
2 T RERE Functional | No Relationship NA N/A NA
WA INo applicable SCF control
24 SR Functional | No Relationship NA N/A NA
241 General [See FDE for details. Functional | No Relationship NA N/A NIA Neleeelicebiciechica Ee]
[The agency must establish a tracking system to identify and track the location of 2.A.2 subpoints were listed a5
electronic and nonelectronic FTI from receipt until it is destroyed. The FTI log bullet points in focal document, so
Imay include the following tracking elements: |we separated them and assigned
To the extent possible, do not include FTI in the log. If FTI is used, the log must Inumbers to improve mappabilty
Ibe secured in accordance with all other safeguarding requirements.
If the authority to make further disclosures is present (e.g.
lagents/contractors/sub-contractors), information disclosed outside the agency
Imust be recorded on a separate ist or log. The log must:
Logs of FTI (Electronic and [AJencies transmitting FTI from one mainframe computer to another, as in the [Mechanisms exist to create and maintain a map of Technology Assets,
242 Non-Electronic Receipts)  [case of the S5A sending FTI to state human services agencies, need only identify | Functional | Intersects With | Data Action Mapping AST-02.8  |Applications andjor Services (TAAS) where sensitive/regulated data s stored,
lthe bulk records transmitted. This identification will contain the approximate fransmitted or processed.
Inumber of taxpayer records, the date of the transmissions, the best possible
description of the records and the name of the individual making/receiving the
transmission.
See Figure 1 - Sample FTI Logs
[Taxpayer Identifier™ Z.A2 subpoints were listed a5
g of FT1 6 . buliet points in focal document, so
: 095 o lectronic an |we separated them and assign
24211 e e o2ty Functional | No Relationship NA N/A NA e e
[Tax year(s) 2.A.2 subpoints were listed as
— . bullet points in focal document, so
: Logs of FTI (Electronic an |we separated them and assigned
24212 e e 20y Functional | No Relationship NA N/A NA reEe e ssne
[Type of information (e.g., revenue agent reports, Form 1040, work papers) [2.A.2 subpoints were listed as
I bullet points in focal document, so
§ Logs of FTI (Electronic and ' |we separated them and assigned
24213 R e e 20 Functional | No Relationship NA N/A NA e tenendssoned
[The reason for the request [2.A.2 subpoints were listed as
Logs of F1 (Hect . e .
. 0gs o lectronic an 0 |We separated them and assigned
2A214 R e o 20 Functional | No Relationship NA N/A NA R SO T ]
[Date requested [2-A.2 subpoints were listed a5
Logs o F1 (Elect . bullet points in focal document, so
g 0gs o lectronic an |we separated them and assigned
24215 R e e o ors Functional | No Relationship NA N/A NA M
[Date received 2.A.2 subpoints were listed as
Logs o F1 (Elect . bullet points in focal document, so
ogs o lectronic an q |we separated them and assigned
24216 Functional | No Relationshi NA N/A NA
Non-Electronic Receipts) e | DREEmSD i L L Inumbers to improve mappabilty
[Exact location of the FT1 2.A.2 subpoints were listed as
Logs o FT1 6 . buliet points in focal document, so
0gs o lectronic an ' |we separated them and assigned
24217 Functional | No Relationshi NA N/A NA
Non-Electronic Receipts) R L ’ . Inumbers to improve mappabilty
Who as had access to the data 2.A.2 subpoints were listed as
Logs o FT1 6 . bullet points in focal document, so
§ ogs o lectronic an e separated them and assigned
24218 B e o o Functional | No Relationship NA /A NA e TS
[ disposed of, the date and method of disposition 2.A.2 subpoints were listed as
g of FT1 6 . buliet points in focal document, so
: ogs o lectronic an |we separated them and assigned
24219 N e ooty Functional | No Relationship NA N/A NA e e oo,
[Reflect to whom the disclosure was made 2.A2 subpoints were listed as
g o FT1 6 . buliet points in focal document, so
’ og5 o lectronic an |we separated them and assigned
24221 e o 20y Functional | No Relationship NA N/A NA e e e ssned
What was disclosed Ubpoints were listed as
I . i et e
Logs of FTI (Electronic an |we separated them and assigned
2A222 e o 20y Functional | No Relationship NA N/A NA EeEeamedheneudes
Why Tt was disclosed [2.A.2 subpoints were listed as
Logs of F1 (Eect . bullet point: document, so
. ogs o ectronic an ' |we separated them and assigned
24223 R e e o 20 Functional | No Relationship NA N/A NA i ST T
When it was disclosed [2.A.2 subpoints were listed a5
Logs of F1 (Eect . buliet points in focal document, so
g 0gs o lectronic an |we separated them and assigned
2A224 R e o or Functional | No Relationship NA NA NA e e s o)
[Conversion of FTT from paper to electronic media (scanning) or from electronic INo applicable SCF control
Imedia to paper (print screens or printed reports) also requires tracking from
reation to destruction of the converted FTI. All converted FTI must be tracked on
logs containing the fields detailed in Section 2.A.2, Logs of FTI, (Electronic and
2A3 Converted Media INon-Electronic Receipts) depending upon the current form of the FTI, electronic ) || R REE s R N
or nonelectronic.
When disclosures are made by a state tax agency to state auditors, INo applicable SCF control
recordkeeping requirements pertain only in instances where the auditors use FTi
for further scrutiny and inclusion in their work papers. In instances where
Jauditors read large volumes of records containing FTI, whether in paper or
electronic format, the state tax agency need only identify bulk records examined.|
[This identification will contain the approximate number of taxpayer records, the
Recordkeeping of  |date of inspection, a description of the records and the name of the individual(s)
204 Disclosures to State | making the inspection. Recordkeeping log samples are provided in Section 2A.2, | Functional | No Relationship NA N/A N/A
ditors Logs of FTI, (Electronic and Non-Electronic Receipts)
Disclosure of FTI to auditors external to child support enforcement, human
services o labor benefit agencies is not authorized by statute. FTI in case files
Imust be removed prior to access by the auditors.
Secure Storage - IRC5_[V/A INo applicable SCF control
28 osme) Functional | No Relationship NA N/A NA
281 General [See FDE for detals Functional | No Relationship NA A TR INo applicable SCF control
IMPS establishes a uniform method of physically protecting data and systems as
well as non-electronic forms of FTL. This method contains minimum standards
that will be applied on a case-by-case basis. Because local factors may recuire
aitionl security measures, management mst analyze localcrcumstances to
etermine locaion container,and other physical securiy needs at indiidual
[facitics. MPS have bean esigned to provide management with & basi
[framework of minimum-security requirements
[The objective of these standards is to prevent unauthorized access to FTI. MPS
thus requires two barriers. Example barriers under the concept of MPS are
loutlined in the following table. Each topic represents one barrier and must be
lused as a starting point to identify two bariers of MPS to protect FT|
See Table 1 - Minimum Protection Standards for details.
[The MPS or “two-barrier” rule applies to FTI, beginning at the FTI itself and
extending outward to individuals without a need-to-know. MPS provides the
capability to deter, delay or detect surreptitious entry. Protected information
Imust be containerized in areas where unauthorized employees may have access
Minimum Protection ~ [3fter-hours.
282 |As an example, an agency often desires or requires that security personnel, Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls.
lcustodial service workers, or landlords for non-government-owned facilities have
laccess to locked buildings and rooms. This may be permitted if there is a second
bbarrier to prevent access to FTI. A security guard, custodial services worker or
Iandlord may have access to a locked building or a locked room if FTI is in a
locked security container. If FT1 is in a locked room but not in a locked security
lcontainer, the guard, janitor, o landiord may have a key to the building but not
the room.
|Additional controls have been integrated into this document that map to NIST
Special Publication (SP) 800-53 Revision 5. These are identified in Section 4.0,
INIST 800-53 Security and Privacy Controls. Per NIST guidelines, policies and
rocedures must be developed, documented and disseminated, as necessary, to
facilitate implementing physical and environmental protection controls.
Multifunction Devices (MFDS) or High-Volume Printers must be locked with a
Imechanism to prevent physical access to the hard disk or meet MPS.
For additional guidance, see NIST Control PE-3, Physical Access Control
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[MPS establishes a uniform method of physically protecting data and systems as
well as non-electronic forms of FTI. This method contains minimum standards
that will be applied on a case-by-case basis. Because local factors may require
[additional security measures, management must analyze local circumstances to
determine location, container, and ather physical security needs at indvidual
[facilities. MPS have been designed to provide management with a basi
[framework of minimum-security requirements.
[The objective of these standards is to prevent unauthorized access to FTI. MPS
lthus requires two barriers. Example barriers under the concept of MPS are
loutlined in the following table. Each topic represents one barrier and must be
lused as a starting point to identify two barriers of MPS to protect FTI
See Table 1 - Minimum Protection Standards for details
[The MPS or “two-barrier” rule applies to FTI, beginning at the FTI itself and
lextending outward to individuals without a need-to-know. MPS provides the
lcapability to deter, delay or detect surreptitious entry. Protected information
Imust be containerized in areas where unauthorized employees may have access
after-hours.
282 Miningum Profection{as an example, an agency often desires or requires that security personnel, Functional | Intersects with | PYsical & Environmental | peg gy - |Mechanisms exist to facilitate the operation of physical and environmental 8
lprotection controls.
lcustodial service workers, or landlords for non-government-owned facilities have
laccess to locked buildings and rooms. This may be permitted if there is a second
lbarrier to prevent access to FTI. A security guard, custodial services worker or
landiord may have access to a locked building or a locked room if FTIis in a
locked security container. If FTI is in a locked room but not in a locked security
lcontainer, the guard, janitor, or landlord may have a key to the building but not
lthe room.
|Additional controls have been integrated into this document that map to NIST
ISpecial Publication (SP) 800-53 Revision 5. These are identified in Section 4.0,
INIST 800-53 Security and Privacy Controls. Per NIST guidelines, policies and
lprocedures must be developed, documented and disseminated, as necessary, to
[facilitate implementing physical and environmental protection controls.
Mlifunction Devices (MFDS) or High-Volume Printers must be locked with 3
Imechanism to prevent physical access to the. or
For adtonai quidance, sve NIST Control PE-3, Physical Accens Control
[Care must be taken to deny unauthorized access to areas containing FT during
lduty and non-duty hours. This can be accomplished by creating restricted areas,
lsecurity rooms or locked rooms. Additionally, FTI in any form (computer printout,
Iphotocopies, tapes, notes) must be protected during non-duty hours. This can be
ldone through a combination of methods, including secured or locked perimeter,
secured area or containerization.
|A restricted area is an area where entry is limited to authorized personnel
(individuals assigned to the area). All restricted areas must either meet secured
larea criteria or provisions must be made to store FTI in appropriate containers
lduring non-duty hours. Using restricted areas s an effective method for
leliminating unnecessary traffic through critical areas, thereby reducing the
lopportunity for unauthorized access, disclosure, or theft of FTI. All the following
283 Restricted Area Access _|Procedures must be implemented to qualify as a restricted area. Functional | Intersects With 5
Restricted areas will be prominently posted and separated from non-restricted
lareas by physical barriers that control access. The number of entrances must be
kept to a minimum and must have controlled access (e.g., electronic access
lcontrol, key access, door monitor) to prevent unauthorized entry. The main
lentrance must be controlled by locating the desk of a responsible employee at
the entrance to ensure that only authorized personnel with an official need may
lenter.
[A Visitor access log must be maintained at a designated entrance to a restricted [2.8.3.1 subpoints were isted as
[area and all visitors (persons not assigned to the area) entering the area shall be bbullet points in focal document, so
directed to the designated entrance. |we separated them and assigned
Prior to accessing areas that contain FTI, a visitor must sign a visitor access log. Inumbers to improve mappabilty.
[The security personnel must validate the person’s identity by examining
lgovernment-issued identification (e.g., state driver's license or passport). The
lsecurity personnel must compare the name and signature entered in the access
log with the name and signature of the government-issued identification. When
lleaving (he area, the security personnel or escort must enter the visitor's time of [Physical access control mechanisms exist to identify, authorize and monitor
2831 Visitor Access Logs  |departu Functional | Intersects With Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as H
[The wsner access log must require the visitor to provide the following lpublicly accessible]
informatior
Each restricted area access log must be closed out at the end of each month and
reviewed by management. Visitor access logs must be retained for five (5) years,
see Exhibit 9, Table 9.
[See Figure 2 - Visitor Access Log for details.
[A Visitor access log must be maintained at a designated entrance to a restricted 2.8.3.1 subpoints were listed as
larea and all visitors (persons not assigned to the area) entering the area shall be bbullet points in focal document, so
directed to the designated entrance. |we separated them and assigned
Prior to accessing areas that contain FTI, a visitor must sign a visitor access log. lnumbers to improve mappabilty.
[The security personnel must validate the person’s identity by examining
lgovernment-issued identification (e.g., state driver's license or passport). The
Security personnel must compare the hame and signature entered in the access
log with the name and signature of the government-issued identification. When
leaving the area, the security personnel or escort must enter the visitor's time of IPhysical access control mechanisms exist to requires at least one(1) form of
2831 Visitor Access Logs  |departure. Functional | Intersects With PES-06.2 d d H
[The visitor access log must require the visitor to provide the following [authenticate individuals before they can gain access to the facility.
information:
[Each restricted area access log must be closed out at the end of each month and
reviewed by management. Visitor access logs must be retained for five () years,
see Exhibit 9, Tal
See Figure 2 - Visitor Access Log for details.
[Name and organization of the visitor [2.8.3.1 subpoints were listed as
Physical access control mechanisms exist to identify, authorize and monitor foullet points in focal document, so
28311 Visitor Access Logs Functional Subset OF Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 10 [we separated them and assigned
publicly accessible). lnumbers to improve mappabilty.
[Signature of the visitor 3.1 subpoints were listed as
IPhysical access control mechanisms exist to identify, authorize and monitor bullet points in focal document, so
2B8.3.12 Visitor Access Logs Functional Subset Of Visitor Control PES-06  |visitors before allowing access to the facility (other than areas designated as 10 |we separated them and assigned
publicly accessible). lnumbers to improve mappability.
[Form of identification B.3.1 subpoints were listed as
[Physical access control mechanisms exist to identify, authorize and monitor foullet points in focal document, so
28313 Visitor Access Logs Functional Subset Of Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 10 [we separated them and assigned
publicly accessible). Inumbers to improve mappabilty.
[Date of access [2.8.3.1 subpoints were isted as
[Physical access control mechanisms exist to identify, authorize and monitor joullet points in focal document, so
28314 Visitor Access Logs Functional Subset Of Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 10 [we separated them and assigned
publicly accessible). Inumbers to improve mappability.
[Time of entry and departure 2.8.3.1 subpoints were isted as
[Physical access control mechanisms exist to identify, authorize and monitor jbullet points in focal document, so
28315 Visitor Access Logs Functional Subset Of Visitor Control PES:06 |visitors before allowing access to the facility (other than areas designated as 10 |we separated them and assigned
publicly accessible). Inumbers to improve mappabilty.
[Purpose of visit [2.8.3.1 subpoints were isted as
[Physical access control mechanisms exist to identify, authorize and monitor lbullet points in focal document, so
28316 Visitor Access Logs Functional Subset Of Visitor Control PES06 |visitors before allowing access to the facility (other than areas designated as 10 [we separated them and assigned
publicly accessible). Inumbers to improve mappabilty.
[Name and organization of person visited [2.8.3.1 subpoints were isted as
IPhysical access control mechanisms exist to identify, authorize and monitor bulet points in focal document, so
28317 Visitor Access Logs Functional Subset Of Visitor Control PES:06  visitors before allowing access to the facility (other than areas designated as 10 |we separated them and assigned
publicly accessible). Inumbers to improve mappabilty.
[To faciiitate the entry of employees/vendor/contractor/non-agency personnel whol [2.8.3.2 subpoints were listed as
Ihave a frequent and continuing need to enter a restricted area, but who are not bbullet points in focal document, so
lassigned to the area, an Authorized Access List (AAL) can be maintained so long |we separated them and assigned
Jas MPS are enforced. See Section 2.8.2, Minimum Protection Standards. Inumbers to improve mappabilty.
[The AAL must contain the following:
|AAL must be reviewed monthly or upon occurrence or potential indication of an
levent such as a possible security breach or personnel change.
I there is any doubt of the identity of the individual, the security monitor must
\verify the identity of the individual against the AAL prior to allowing entry into Physical Access Physical access control mechanisms exist to maintain a current list of
2832 Authorized Access List the restricted area. Functional Subset OF e e PES-02  |personnel with authorized access to organizational facilities (except for those 10
For additional guidance, see NIST Control PE-2, Physical Access Authorizations. lareas within the facility officially designated as publicly accessible).
|Also, see NIST Control PE-16, Delivery and Removal, for guidance on controlling
information system components entering and exiting the restricted area,
[Name of employee/vendor/contractor/non-agency personnel [2.8.3.2 subpoints were isted as
physical Access PPhysical access control mechanisms exist to maintain a current st of bullet points in focal document, so
Authorized Access List Functional Subset OF horizations PES-02  [personnel with authorized access to organizational facilities (except for those 10 [ve separated them and asslne:
lareas within the facility officially designated as publicly accessible). numbers to improve mappability.
[Agency or department name [2.8.3.2 subpoints were listed as
Physical Access Physical access control mechanisms exist to maintain a current list of oullet points in focal ""““"E"‘ g
28322 Authorized Access List Functional Subset OF "Authorizations. PES-02  [personnel with authorized access to organizational facilities (except for those 10 b to imarove massae)
lareas within the facility officially designated as publicly accessible). rimbers o mprove mappabiiy
Name and phone number of the agency POC authorizing access [2.8.3.2 subpoints were listed as
Physical Access Physical access control mechanisms exist to maintain a current st of fullt poirts in focal document, so
28323 Authorized Access List Functional Subset OF ‘Authorizations PES-02  [personnel with authorized access to organizational facilities (except for those 10 e o trarove mams e
lareas within the facility officially designated as publicly accessible). [numbers to improve mappability.
[Adaress of agency/vendor/contractor [2.8.3.2 subpoints were listed as
Physical Access Physical access control mechanisms exist to maintain a current st of bullet points i focal document, <o
2.8.3.24 Authorized Access List Functional Subset Of "Authorizations PES-02  |personnel with authorized access to organizational facilities (except for those 10 |we separated them and assigne«
|areas within the facility officially designated as publicly accessible). [numbers to improve mappability.
[Purpose and level of access 3.2 subpoints were listed as
Physical Access IPhysical access control mechanisms exist to maintain a current list of bulie points i focal document, so
2.8325 Authorized Access List Functional Subset Of "AUthorizations PES-02  |personnel with authorized access to organizational facilities (except for those 10 [we separated them and assignex
lareas within the facility officially designated as publicly accessible). [numbers to improve mappability.
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2833

Controlling Access to Areas
Containing FTI

[Management or a designee must maintain an authorized list of all personnel who
lhave access to information system areas, where these systems contain FTI. This
ldoes not apply to those areas within the facility officially designated as publicly
laccessible.

[The agency must maintain a policy addressing issuance of appropriate
lauthorization credentials, including badges, identification cards or smart cards.

authorized access to any Syetems where FTI i« housed. Access authorizations and
Irecords maintained in electronic form are acceptable.

[Each agency must control physical access to the information system devices that
display FTl information or where FT! is processed to prevent unauthorized
individuals from observing the display output. For additional information, see
INIST Control PE-5, Access Control for Output Devices.

[The agency or designee must monitor physical access to the information system
\where FTI is stored to detect and respond to physical security incidents. For
ladditional information, see NIST Control PE-6, Monitoring Physical Access

[For all areas that process FTI, the agency must position information system
lcomponents within the facility to minimize the opportunity for unauthorized
laccess.

[When cleaning and facility maintenance personnel work in restricted areas
lcontaining unsecured FTI, those activities must be performed in the presence of
lan authorized employee.

[The agency must establish a process for maintenance personnel authorization
land maintain a list of authorized maintenance organizations or personnel. The
lagency must verify that non-escorted personnel performing maintenance on the
lsystem possess the required access authorizations and if not, then the agency
Imust designate organizational personnel with required access authorizations and
ftechnical competence to supervise the maintenance activities. See NIST M
[Maintenance Personnel.

|Allowing an individual to “piggyback” or “tailgate” into restricted locations must

lunauthorized entry of other individuals. Unauthorized access must be challenged

Functional

Intersects With

Physical Security of Offices,
Rooms & Facilities

PES-04

IMechanisms exist to identify systems, equipment and respective operating
lenvironments that require limited physical access so that appropriate
Iphysical access controls are designed and implemented for offices, rooms
land facilties.

2834

Control and Safeguarding
Keys and Combinations’

authorized individuals (e.a.. those with access to FTIL. Security personnel must]
[A contalners, raoms, buldings. an aciiies containing P11 must be locked
\when not in actual u:
[pccess to. locked ares, room or container can be controlled only when the key
controlled. C ing a key
Regates the securty provided by that lock. Combinatians to ookt must be
(changed annually or when an employee who knows the combination retires,
lterminates employment or transfers to another position.
(Combinations must be given only to those who have a need to have access to
lthe area, room or container and must never be written on a sticky-note, calendar
lpad or any other item (even though it is carried on one’s person or hidden from
\view). An envelope containing the combination must be secured using the same
lsecurity measures for the envelope as the locked material,
|Access control measures (keys, proximity cards, combinations) must be issued
lonly to individuals having a need to access an area, room, or container. Inventory|
Irecords must be maintained and must account for the total number of keys,
lproximity cards, combinations, etc. that are available and issued. The inventory
Imust account for master keys and key duplicates. An annual reconciliation must
lbe done on all key records.
[The number of keys or persons with knowledge of the combination to a secured
larea must be kept to a minimum. Keys and combinations will be given only to
those individuals who have a frequent need to access the are:

Functional

Intersects With

Physical Access Control

PES-03

Physical access control mechanisms exist to enforce physical access
lauthorizations for all physical access points (including designated entry/exit
lpoints) to facilities (excluding those areas within the facility officially
|designated as publicly accessible)

2835

Locking Systems for
Secured Areas

[Access control systems (e.g., badge readers, smart cards, and biometrics) that
lprovide the capability to audit access control attempts must maintain access
lcontrol logs with successful and failed access attempts to secure areas
lcontaining FT1 or systems that process FTI. Agency personnel must review access
lcontrol logs on a monthly basis. The access control log must contain the
[following elements:

Functional

Intersects With

Physical Access Logs.

PES-03.3

Physical access control mechanisms generate a log entry for each access
lattempt through controlled ingress and egress points,

2.8.3.2 subpoints were listed as
lbullet points in focal document, so
[we separated them and assigned
Inumbers to improve mappability.

28351

Locking Systems for
Secured Areas

[Owner of the access control device requesting access,

Functional

Subset Of

Physical Access Logs

PES-03.3

[Physical access control mechanisms generate a log entry for each access
lattempt through controlled ingress and egress points.

3.2 subpoints were listed as
lbullet points in focal document, so
|we separated them and assigned
Inumbers to improve mappability.

28352

Locking Systems for
Secured Areas

[Success/failure of the request

Functional

Subset Of

Physical Access Logs.

PES-033

[Physical access control mechanisms generate a log entry for each access
|attempt through controlled ingress and egress points.

[2.8.3.2 subpoints were isted as
bullet points in focal document, so
|we separated them and assigned
Inumbers to improve mappabiliy.

28353

Locking Systems for
Secured Areas

[Date and time of the request

Functional

Subset Of

Physical Access Logs.

PES-03.3

Physical access control mechanisms generate a log entry for each access
lattempt through controlled ingress and egress points,

[2.8.3.2 subpoints were listed as
lbullet points in focal document, so
[we separated them and assigned
Inumbers to improve mappability.

FTlin Transit

[Handling FTI must be such that the FTI does not become misplaced or available
lto unauthorized personnel

|Any time FTl is transported from one location to another, care must be taken to
lprovide appropriate safeguards. When FTI is hand-carried by an individual in
lconnection with a trip or in the course of daily activities, it must be kept with that
individual and protected from unauthorized disclosures

|All shipments of paper or electronic FTI (including compact disk [CD, digital
\video disk [DVD]. thumb drives, hard drives, tapes and microform) must be
[documented on a transmittal form and monitored to ensure that each shipment
is properly and timely received and acknowledged. Al FTI transported through
lthe mail or courier/messenger service must be double-sealed; that is, one
lenvelope within another envelope. The inner envelope must be marked
lconfidential with some indication that only the designated official or delegate is
lauthorized to open it. The outermost envelope must not be labeled as FTI or
lprovide any indication that the contents contain FTI, since that may actually
increase risk to the contents,

Functional

Subset Of

Data Protection

DCH-01

[Mechanisms exist to facilitate the implementation of data protection controls.

FTlin Transit

[Handiing FTI must be such that the FTI does not become misplaced or available
lto unauthorized personnel.

|any time FTl is transported from one location to another, care must be taken to
lprovide appropriate safeguards. When FTI is hand-carried by an individual in
lconnection with a trip or in the course of daily activities, it must be kept with that
iindividual and protected from unauthorized disclosures

|All shipments of paper or electronic FTI (including compact disk [CD], digital
\video disk [DVD, thumb drives, hard drives, tapes and microform) must be
ldocumented on a transmittal form and monitored to ensure that each shipment
is properly and timely received and acknowledged. All FTI transported through
the mail or courier/messenger service must be double-sealed; that is, one
lenvelope within another envelope. The inner envelope must be marked
(confidential with some indication that only the designated official or delegate is
lauthorized to open it. The outermost envelope must not be labeled as FTI or
lprovide any indication that the contents contain FTI, since that may actually
increase risk to the contents,

Functional

Intersects With

Media Transportation

DCH-07

IMechanisms exist to protect and control digital and non-digital media during
ftransport outside of controlled areas using appropriate security measures.

FTlin Transit

Handling FT] st be such that the FT1 does not become mispiaced or avallsble
lto unauthorized personnel.

|Any time FT1 is transported from one location to another, care must be taken to
lprovide appropriate safeguards. When FTI is hand-carried by an individual in
lconnection with a trip o in the course of daily activities, it must be kept with that
individual and protected from unauthorized disclosures

|All shipments of paper or electronic FTI (including compact disk [CD]. digital
\video disk [DVD], thumb drives, hard drives, tapes and microform) must be
ldocumented on a transmittal form and monitored to ensure that each shipment
is properly and timely received and acknowledged. Al FTI transported through
lthe mail or courier/messenger service must be double-sealed; that is, one
lenvelope within another envelope. The inner envelope must be marked
lconfidential with some indication that only the designated official or delegate is
lauthorized to open it. The outermost envelope must not be labeled as FTI or
lprovide any indication that the contents contain FTI, since that may actually
increase risk to the contents,

Functional

Intersects With

Custodians

DCH-07.1

[Mechanisms exist to identify custodians throughout the transport of digital or
Inon-digital media.

2841

Security During Office
Moves

[When it is necessary for an office to move to another location, plans must be
made to protect and account for all FT properly. FT| must be n locked cabinets
lor sealed packing cartons while in transit. Using sealed boxes serves the same
urase 26 double-ssaling and prevents anyone from viewing e contents. FT
must remain n the custody of an agency employee and accountablity must be
Imaintained to ensure that cabinets or cartons do not bec placed or lost
lduring the move.

Functional

Intersects With

Media Transportation

DCH-07

IMechanisms exist to protect and control digital and non-digital media during
ltransport outside of controlled areas using appropriate security measures.

Physical Security of
Computers, Electronic and
Removable Media

[Computers and electronic media (including telephones using Voice Over Internet
[Protocol [VOIP]) that receive, process, store, access, protect and/or transmit FTI
ust be in a secure area with restricted access. In situations when requirements
of a secure area with restricted access cannot be maintained, such as home work
sites, remote terminals or other office work sites, the equipment must receive
the highest level of protection practical, including full disk encryption. All
lcomputers and mobile devices that contain FTI and reside at an alternate work
site must employ encryption mechanisms to ensure that FTI may not be
laccessed if the computer is lost or stolen. Basic security requirements must be
Imet, such as keeping FTI locked up when not in use. When removable media
lcontains FTI, it must be labeled as FTI. All computers, electronic media and
removable media containing FTi must be kept in a secured area under the
immediate protection and control of an authorized employee or locked up. When
Inot in use, the media must be promptly returned to a proper storage
larea/container. Inventory records of computers, electronic and removable media
must be maintained and reviewed semiannually for control and accountabilty
Section contains addition For
pdditional gumnce o 06 retention requirements, see Exhibit 8, R
hedules, For physical secunty protections of ransrission oedium
b g cabhng) see NIST Control PE-4, Access Control for Transmission.

Functional

Subset Of

Data Protection

DCH-01

IMechanisms exist to facilitate the implementation of data protection controls.
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(Computers and electronic media (including telephones using Voice Over Internet
Protocol [VOIP]) that receive, process, store, access, protect and/or transmit FTI
Imust be in a secure area with restricted access. In situations when requirements
of a secure area with restricted access cannot be maintained, such as home work|
sites, remote terminals or other office work sites, the equipment must receive
lthe highest level of protection practical, including full disk encryption. Al
lcomputers and mobile devices that contain FTI and reside at an alternate work
site must employ encryption mechanisms to ensure that FTI may not
accessed if the computer is lost or stolen. Basic security requirements must be
Imet, such as keeping FTi locked up when not in use. When removable media
contains FTI. it must be labeled as FTI. All computers, electronic media and
removable media containing FTI must be kept in a secured area under the
Physical Security of immediate protection and control of an authorized employee or locked up. When Equipment Siting & Physical security mechanisms exist to locate system components within the
285 Computers, Electronic and [not in use, the media must be promptly returned to a proper storage Functional | Intersects With . St PES12 [faciity to minimize potential damage from physical and environmental 3
Removable Media  [area/container. Inventory records of computers, electronic and removable media hazards and to minimize the opportunity for unauthorized access.
Imust be maintained and reviewed semiannually for control and accountabilty.
Section 2.4, Recordkeeping Requirement, contains additional information. For
additiona guidance on log retention requirements, see Exhibit 9, Record
[Retention Schedules. For physical security protections of transmission medium
(e.g. cabling), see NIST Control PE-4, Access Control for Transmission.
Media containing FT1 that is sent to an off-site storage facility must be properly 2.5.6 subpoints were listed a5
secured, labeled, and always protected from access by unauthorized individuals. bullet points in focal document, so
[The media may ot be stored on open shelving, unless the shelving s in a |we separated them and assigned
restricted area (see Section 2.8.3, Restricted Area Access) accessible only to Inumbers to improve mappabilty
individuals with authorized access to FTI. The agency must ensre that
lcontractoroperated off-site storage facilities maintaining FTI on open shelving
visitor access logs, internal
d employee training) and the
y contract st include Exhibt 7 safequarding language. These facilties are
286 MEd‘,ngmeﬁjn‘t"ng lsubject to IRS safeguard reviews. Functional Subset Of | Physically Secure All Media | DCH-06.1 ~[iechanisms exist to physically secure all media that contains sensitive 10
|Agencies that do not have the statutory authority to contract for services that
involve the disclosure of FTI (e.g. state Human Services and certain workforce
lagencies not receiving data under 6103(d)). may not allow the release of media
lcontaining FTI to a contractor-operated off-site storage facilty unless the
following conditions are met:
[The media is encrypted and Tabeled as containing “federal tax information” 2.5.6 subpoints were listed s
egia OffSite S o e . bullet points in focal document, so
ledia Off-Site Storage " exist to prevent isclosure of data |we separated them and assigned
2 . :
28,61 el Functional | Intersects With | Encrypting Data At Rest | CRY-05 (SR 5 e separated them and sssioned
[The media is encrypted and abeled as containing “federal tax information” 2.5.6 subpoints were listed a5
bullet points in focal document, so
Mechanisms exist to mark media in accordance with data protection
2861 Media Off Site Storage Functional | Intersects With Media Marking DCH-04  [requirements so that personnel are alerted to distribution limitations, 5 e separated them and assigned
handiing caveats and applicable security requirements lnumbers to improve mappabilty.
[The media is locked in a turtle case or security container 2.5.6 subpoints were listed a5
o N el P bullet points in focal document, so
g Media Off-Site Storage § IMechanisms exist to physically secure all media that contains sensitive |we separated them and assigned
2862 Requirements Functional | Intersects With | Physically Secure All Media | DCH-06.1 [Mechantsm: s e separated them and assigned
[The agency retains the key o the turtle case 2.5.6 subpoints were listed as
edia Oft it st e - | e that ot . bullet points in focal document, so
edia Off-Site Storage echanisms exist to physically secure all media that contains sensitive |we separated them and assigned
2863 Functional | Intersects With | Physically Secure All Media [ DCH-06.1 5
Requirements ysically iinformation Inumbers to improve mappability.
I the confidentiality of FTI can be adequately protected, telework sites such as
lemployee's homes or other non.-traditional work sites can be used. FTI remains
subject to the same safeguard requirements and the highest level of attainable \Work From Anywhere (WFA) Mechanisms exist to define secure telecommuting practices and govern
2.8.7 Alternate Work Site  [security. All the requirements of Section 2.B.5, Physical Security of Computers, Functional | Intersects With ,Te‘mmmu{mg Security | NET-145 |remote access to Technology Assets, Applications, Services andor Data 5
Electronic and Removable Media, apply to alternate work sites. (TAASD) for remote workers.
[The agency must retain ownership and control for all hardware, software and
lend-point equipment connecting to public communication networks, where these
are present at alternate work sites. The use of virtual desktop infrastructure with
Inon-agency-owned devices (including personally owned devices) is an acceptable|
alternative, where all requirements in Section 3.3.7 Virtual Desktop Infrastructure|
are met
[Employees must have a specific room or area in a room that has the appropriate
space and facilites for the type of work done. Employees also must have a way
to communicate with their managers or other members of the agency if security
problems arise.
[The agency must ensure employees have access to locking file cabinets o desk echanisms existto facitate an IT Asset Management (ITAM) program to
2871 Equipment drawers o that documents, disks, and tax returns may be properly secured Functional | Intersects With | Asset Governance AsT-01 isms exi i s
aup lwhen not in use. If agency furniture is not furnished to the employee, the agency implement and manage asset management controls.
Imust ensure that an adequate means of storage exists at the alternate work site.
[The agency must provide “locking hardware” to secure automated data
lprocessing equipment to large objects, such as desks o tables. Smaller, agency-
lowned equipment must be locked in a fiing cabinet or desk drawer when not in
use.
[FTT may be stored on hard disks only If agency-approved security access control
devices (hardware/software) have been installed, are receiving regularly ech o acliote an I Asset 1. i .
2872 Storing Data scheduled maintenance including upgrades and are being used. Access controls | punctional | Intersects With | Asset Governance asTo1  |[Mechanisms exist to facilitate an IT Asset Management program to 5
9 Imust include password security, an audit trail, encryption, virus detection and implement and manage asset management controls.
data overwriting capabilities.
(Only agency-approved security access control evices and agency-approved
software will be used. Use of llegal and/or non-approved software is prohibited.
Electronic media that is to be reused must follow media sanitization
requirements
[The agency must maintain a policy for the security of alternative work sites. The
agency must coordinate with the managing host system(s) and any networks and|
maintain on the test. Before agency must
certify that the security controls are adequate for security needs. Additionally,
the agency must develop and disseminate rules and procedures to ensure that IMechanisms exist to facilitate an IT Asset Management (TAM) program to
2873 Other Safeguards  lemployees do not leave computers unprotected at any time. These rules must | Functional | Intersects With | Asset Governance AST0L e e e o oot reiene s
laddress brief absences while employees are away from the computer.
[The agency must provide specialized training in security, disclosure awareness
land ethics for all participating employees and managers. This training must
cover situations that could occur as the result of an interruption of work by
[family, friends, or other sources.
2.c e e [ Functional | No Relationship NA NA NA 0 eeeelicabielscilcontol
2c1 General [See FDE for details. Functional | No Relationship NA N/A NIA 0 NCleeelicaBicle e Ee]
[Agencies must maintain the following policies and procedures relating o the 2.C.2 subpoints were listed as
safeguarding of FTI. For policies and procedures to be current, they need to have Publishing Security, N it » ! . bullet points in focal document, so
Ibeen updated or revalidated within the last three (3) years. . 0p |Mechanisms exist to establish, maintain and disseminate policies, standards |we separated them and assigned
2c2 Policies and Procedures Functional SubsetOf | Compliance &Resilience | GOV-02 |onq procedures necessary for secure, compliant and resilient capabilties 10 Inumbers to improve mappabilty
i permitted, a policy/procedure must address the security of FTI af alternate 2.C.2 subpoints were listed a5
_see |worksites. A policy is required even if alternate work sites are prohibited. bullet points in focal document, so
2c21 "ethion 257 Aternate. Functional SubsetOf | Complonce & Redlience | Gov.oz  [Mechanisms exis to stablish, maintain and disseminate polices,standards 10 [we separated them and assigned
) k Sites Documentation |and procedures necessary for secure, compliant and resilient capabilities. Inumbers to improve mappability.
IA policy/procedure must address the proper protection of FTI when transmitted 2.C.2 subpoints were listed a5
y email, or if emailing of FTI is not allowed, a policy must state that it is Publishing Security, bulet points in focal document, so
2c22 Email - See Section 3.3.2 |pronibited. Functiona! Subset0f | Conplining Securty. e | covaoz  [Mechanisms exist to establish, maintain and disseminate policies, standards 10 |we separated them and assigned
- Email Communications pliance & Resil land procedures necessary for secure, compliant and resilient capabilites. Inumbers to improve mappabilty
IA policy/procedure must address the proper protection of FTI when transmitted 2.C.2 subpoints were listed a5
Facsimile - See Section [Py facsimile, or if facsimile transmission of FTI is not allowed, a policy must state Publishing Security buet points in focal document, so
e . Mechanisms exist to establish, maintain and disseminate policies, standards rated them and assigned
2023 333 Facsimileand  [that itis prohibited Functional Subset Of Compliance & Resilience | GOV-02 10 [we separat g
Hacsinile Devices D atumantotion land procedures necessary for secure, compliant and resilient capabilties. Inumbers to improve mappability.
[The policy/pracedures must address when employees Serve as secondary .C.2 subpoints were Tisted a5
SEmployee Badge - Sce |parrers forsafeguarding FT, picture identfication badges or credentials must be Publishing Security, e o establich e s, standord. buliet points in focal document, so
g ection 2.8.2 and Table 1 |visible and worn above the wast. . y echanisms exist to establish, maintain and disseminate policies, standards |we separated them and assigned
2C24 Minimum Protection Functional SubsetOf | Compliance &Resilience | - GOV-02  lang procedures necessary for secure, compliant and resilient capabilites. 10 Inumbers to improve mappabilty.
tandards
[The policy/procedures must address the proper safeguarding of FTT inciuding the 2.C.2 subpoints were listed a5
tracking and the schedule/method of disposal or destruction. buliet points in focal document, so
FTI Disposal/Destruction - Jwe separated them and assigned
See Sections 2.A.2 FTI Logs, numbers to improve mappabilty.
(Electronic and Non- Publishing Security,
Mechanisms exist to establish, maintain and disseminate policies, standards
2c23 Electonic et 273 Fonclonal | subsecof | compllance & Resfence | GoV-0z e et copebie 10
2.4 Other Precautions and
2.7.3.1 Media Sanitization
[The policy/procedures must include the proper response to identified 2.C.2 subpoints were listed a5
Incident Response - See - (unauthorized disclosure or data breach ncidents Publishing Security, rech it » ' o buliet points in focal document, so
. ontrol IR-1 an . . echanisms exist to establish, maintain and disseminate policies, standards |we separated them and assigned
2026 Sections 1.84 Incident Functional Subset Of Compliance & hesinence | GOV-02  lang procedures necessary for secure, compliant and resilient capabilites. 10 Inumbers to improve mappabiliy.
Response Procedures
[The polcyprocedures must Include » documented schedule o ensure hat i 2.C.2 subpoints were listed a5
Internal Inspections - See  [internal inspections are conducted timely. Additionally, a POA&M m Publishing Security, buiiet poins in ocal documen, <o
2c27 Sections 3.D.3 Iernal . [developed onc moniiored. Including Hacking sha corracie actons wenfied Functional SubsetOf | Complance s Redlionce | Goviz  [Mechanisms exist to establish, maintain and disseminate policies, standards 10 |we separated them and assigned
- Inspections and 2.D.9 Plan [during the internal inspections and Identified actions planned to resolve the pliance & Resil: land procedures necessary for secure, compliant and resilient capabilites. nimbers to mprove mappablity,
of Action and Milestones  [findings.
[The policy/procedures must include only agency-owned computers, media and 2.C.2 subpoints were listed a5
feware used to process, access and store FTI bullet points in focal document, so
Restricting Use of Personally|® Lo g Publishing Security, P .
Mechanisms exist to establish, maintain and disseminate policies, standards |we separated them and assigned
2 - i x
2c28 Quned Computers - See. Functional | subsetof | complance & Resilence | Govoz LeChANTE S0 S T B e e e LT e
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[These policies/procedures must contain a signed certification by the employee or 2.C.2 subpoints were listed as
lcontractor stating they understand the security policy and procedures for buliet points in focal document, so
Disclosure Awareness,  [safeguarding FTI, prior to access to FTI |we separated them and assigned
Security and Privacy, Role- Inumbers to improve mappabiliy.
Based and Contingency
Training - See Sections
2.0.2 Training Publishing Security,
IMechanisms exist to establish, maintain and disseminate policies, standards
229 Requirements, 2.0.2.1 Functional SubsetOf | Compliance & Resilience | GOV-02 10
s st et land procedures necessary for secure, compliant and resilient capabilities.
Training, NIST Controls AT-2
Awareness Training, AT-3
Role-Based Training and CP-
3 Contingency Training
e polcyprocedures must address the developmert, documentation, and 2.C.2 subpoints were listed as
TranscrptpelverySystem heearaiaton af Mudnctountabitty securty comtrol Publishing Securiy, e e v ' e buliet points in focal document, so
udit Log Review (if . echanisms exist to establish, maintain and disseminate policies, standards |we separated them and assigned
2€210 pplicable) - See Section Functional SubsetOf | Compliance & Resilience | GOV-02|n procedures necessary for secure, compliant and resilient capabilities. 10 Inumbers to improve mappability.
Documentation
4.1, Access Control
[The policy/procedure requires that employees, contractors, and sub-contractors 2.C.2 subpoints were listed as
Background Investigation - [If authorized) with access to FTI must have a background fnvestigation buliet points in focal document, so
Publishing Securit |we separated them and assigned
See Section 2.3 |coMPleted and favorably adjudicated. 9 24 IMechanisms exist to establish, maintain and disseminate policies, standards “ 9
221 Background Investigation Functional SubsetOf | Compiance & Resilience | GOV-02 lanq procedures necessary for secure, compliant and resilient capabilities. 10 numbers to improve mappability.
ocumentation
Minimum Requirements
[The policy/procedures must address the [ssuance of appropriate authorization 2.C.2 subpoints were listed as
Access Control - See credential, ncluding badges, dentficaton cards or smart cards and include bbuliet points in focal document, so
Section 2.8.3.3 Controlling [proper use and I must also Publishing Securkty |we separated them and assigned
cceorts Araak Containing [nciode the profiotson of allosing Ididusis o “oi96ybacic ot taigata” Into . IMechanisms exist to establish, maintain and disseminate policies, standards Inumbers to improve mappabiliy.
2C212 FTl and NIST Control AC-1, |any location containing FTI Functional Subset Of Compliance & Resilience | GOV-02 lang procedures necessary for secure, compliant and resilient capabilties 10
Access Control Policy and
Procedures.
[T olcyprocedures must sdiess purpose, scope.roles respansibites, 2.C.2 subpoints were listed a5
Audit and - among Publishing Security, boullet points in focal document, so
26213 506 NIST Control AULL, AUdenties, Agencits st Bevelon, document, ond mplement 1amcdiaton acions Functional SubsetOf | Compliance s Resilience | Gov-0z  |Mechanisms exist to establish, maintain and disseminate policies, standards 10 |we separated them and assigned
and Accountabilty Policies forvilations of the audit and accountabilty polcy e e e land procedures necessary for secure, compliant and resilient capabilities. Inumbers to improve mappabiliy.
and Procedures
[The policy/procedures must cover the protection of media o Include access, 2.C.2 subpoints were listed as
Media Protection - see NIST |marking, storage, transport, use and sanitization. See NIST Controls MP-1 Publishing Security, bouliet points in focal document, so
2c214 Control MP-1, Media  [through MP 7. Functional SubsetOf | Complionet s Rodlince | Gov-op  |Mechanisms exist to establish, maintain and disseminate policies, standards 0 |we separated them and assigned
Protection Policies and o land procedures necessary for secure, compliant and resilient capabilities. Inumbers to improve mappabilty.
ocumentation
Procedures
[The policy/procedures must include a clean desk policy for the protection of FIT; 2.C.2 subpoints were listed as
ldesignate restricted IT areas that house IT assets such as, but not limited to Publishing Securiy, bbuliet points in focal document, so
2.0.2-15 Physical and Environmental |mainframes, servers, controlled interface equipment, associated peripherals, and | g;nctional Subset Of Compliance & Resilience Gov-02  [Mechanisms exist to establish, maintain and disseminate policies, standards 10 |we separated them and assigned
e NIST Control PE-1  |communications equipment; and address specific building access systems, as D e land procedures necessary for secure, compliant and resilient capabilities. Inumbers to improve mappabilty.
[The policy/procedures must address position risk designation, personnel 2.C.2 subpoints were listed as
Personnel Security - See screening, personnel termination. personnel transfer, access agreements and Publishing Securiy, e i v ' e buliet points in focal document, so
-1, Personnel  |personnel sanctions. . echanisms exist to establish, maintain and disseminate policies, standards |we separated them and assigned
2¢216 Security policy and Functional Subset Of Compliance & hesinence | GOV-02 lang procedures necessary for secure, compliant and resilient capabilties 10 Inumbers to improve mappability.
ey ocumentation
[The policy/procedures must address an insider threat program that includes a 2.C.2 subpoints were listed as
. See|cross-discipline insider threat incident handling team and designate a senior buliet points in focal document, so
2c217 e 2 2 offcial as the responsible individual to implement and provide oversight for the | runctional SubsetOf | Complionens noulince | Gov.op  |Mechanisms exist to establish, maintain and disseminate policies, standards 10 |we separated them and assigned
Threat Program lprogram e e land procedures necessary for secure, compliant and resilient capabilites. Inumbers to improve mappabiliy.
[A privacy program plan is a formal document that provides an overview of an 2.C.2 subpoints were listed as
lagency's privacy program, including a description of the structure of the privacy buliet points in focal document, so
rogram, the resources dedicated to the privacy program, the role of the Senior |we separated them and assigned
privacy Program Plan3 - See|Agency Official for Privacy and other privacy officials and staff, the strategic Publishing Security, Inumbers to improve mappabiliy.
2c218 ST o .16, Pacy [Boels and ohlctvesof the prvacy prograr and tn program managementand | Functional | Subset Of | Complance hosicnce | Gowioz  [Mecharisms exst o establsh, maintainand disseminte poies standrds 10
Program Plan lcommon controls in place or planned for meeting applicable privacy Documentation [pnd procedures necessary for secure, compliant and resilient capabilities.
requirements and managing privacy risks.
[Determining the SUTtabilty of Indviduals Who require access to U.S. government 2.C.3 subpoints were listed a5
SBU information. including FTI, is a key factor in ensuring adequate information bbullet points in focal document, so
ecurity. Prior to granting access to FTl and periodically thereafter, the Agency |we separated them and assigned
Imust complete a suitability background investigation that is favorably Inumbers to improve mappabiliy.
ladjudicated by the Agency and to include, at a minimum, the following
requirements:
[Federal agencies must conduct a suitability or security background investigation
lbased on the position sensitivity of the individual’s assigned position and risk
ldesignation associated with the investigative Tier established by the FIS.
(Granting access to FTI requires, at a minimum, a Tier 2 level investigation
|A FIS Tier 2 standard background investigation meets the suitability investigative
requrement fo non sensiive postions designated o5 moderate rsk publc rust
(requested using Standard Form 85). Investigations conducted at Tier
he minimum Standard for an employe, contractor, and sub contractor with
raround laccess to FTI. Federal agencies may be asked to provide evidence that the N , b .
Background Investigation  |required background investigation was conducted for each individual granted o4 |Mechanisms exist to manage personnel security risk by screening individuals
2c3 Minimum Requirements - [access to FTI. FIS standards require reinvestigation, at a minimum, every five (s) | FU"ctional | Intersects With - Personnel Screening MRS lorior to authorizing access °
State and local agencies that are not required to implement the federal
lbackground investigation standards must establish a personnel security program
that ensures a background investigation is completed at the appropriate level for
lany individual who will have access to FTI using the guidance above as the
Iminimum standard, with a reinvestigation conducted within five (5) years from
[the previous investigation.
[Rgencies must develop a wiitten policy requiring that employees, contractors, 2.3 subpoints were listed as
land subcontractors (if authorized), with access to FTI must complete a buliet points in focal document, so
[packground investigation that i favorably aducicated. The polcy il identty |we separated them and assigned
he process, steps, timeframes, and favorability standards that the agency has . . Inumbers to improve mappabiliy.
2c31 Background Investigation e e e the favaraBilly siandands 1ot by theEogomm Functional Subsetof | Human Resources Security | yag,gp  Mechanisms exit tofacitate the implementtion of personnel securty 10
finimum Requirements investigative Standards (FIS) or one that is currently used by another state lanagement [controls.
lagency, or the Agency may develop its own standards specific to FTI access.
[The written background investigation policy must establish a result criterion for 2.C.3 subpoints were listed as
leach required element that defines what would result in preventing or removing bullet points in focal document, so
2e32 Background Investigation [an employee’s, contractor’s and sub-contractor's access to FT. Functional subsetof | Human Resources Security | oc o [Mechanisms exist to facilitate the implementation of personnel security 0 [we separated them and assianed
Minimum Requirements Managemen lcontrols, Inumbers to improve mappabiliy.
[Rgencies must inftiate a background investigation for all employees, contractors, 2.C.3 subpoints were listed a5
sackaround Investigation | $4PEOTITaCLOrS Prior to permitting access to L. e . securty ik b it bouliet points in focal document, so
g ackground Investigation y echanisms exist to manage personnel security risk by screening individuals |we separated them and assigned
2633 Minimurm Requirements Functional | Intersects With | Personnel Screening HRS04 " orior to authorizing access. ° Inumbers to improve mappabiliy.
State agencies must ensure a reinvestgation Is conducted within five (5) years 2.C.3 subpoints were listed as
from the date of the previous background investigation for each employee, IMechanisms exist to ensure that individuals accessin bbuliet points in focal document, so
. g a system that stores,
2c34 Backaround Investgation |contractor, and sub-contractor requiing access to 1 Functional | intersects with | RIS W Special | g 0 1 formation requiing specil poteruon sotely s e separated them and assignea
inimum Requi i u lorganization-defined personnel screening criteria. Inumbers to improve mappability.
[Rgencies must make written background investigation policies and procedures as| 2.3 subpoints were listed as
well as a sample of completed employee, contractor, and sub-contractor bbuliet points in focal document, so
2c3s Background Investigation  |background investigations available for inspection upon request. Functional Subsetof | Human Resources Security | oc o) [Mechanisms exist to facilitate the implementation of personnel security 10 |we separated them and assigned
Minimum Requirements Management lcontrols. Inumbers to improve mappabiliy.
Tor any individual granted access to FTT must include, 2.3 subpoints were listed as
sackaround at a minimun; e , o it buliet points in focal document, so
’ ackground Investigation y echanisms exist to manage personnel security risk by screening individuals |we separated them and assigned
2636 Minimum Requirements Functional Subset OF Personnel Screening HRS04 " lorior to authorizing access. 10 Inumbers to improve mappabiliy.
[FBI fingerprinting (FD-258) - review of Federal Bureau of Investigation (FBI) 2.3 subpoints were listed as
[fingerprint results conducted to identify possible suitability issues. Contact the buliet points in focal document, so
lappropriate state identification bureau for the correct procedures to follow. A |we separated them and assigned
listing of state identification bureaus can be found at: https://ww.fbi.gov/about- Inumbers to improve mappabiliy.
Background Investigation  (This national agency check is the ke to evaluating the history of a prospective IMechanisms exist to manage personnel security risk by screening individuals
20361 Functional Subset Of Personnel Screenin HRS-04 10
Minimum Requirements |candidate for access to FTI. It allows the Agency to check the applicant’s criminal 9 lprior to authorizing access.
Iistory in all 50 states, not only current or known past residences.
[Check of local law enforcement agencies where the subject has Iived, worked, 2.C.3 subpoints were listed as
land/or attended school within the last five (5) years and if applicable, of the buliet points in focal document, so
lappropriate agency for any identified arrests. |we separated them and assigned
g [The local eck will assist agencies i identifying trends of 04 |Mechanisms exist to manage personnel security risk by screening individuals Inumbers to improve mappabiliy.
26362 Minimum Requirements |misbehavior that may not rise to the criteria for reporting to the FBI database but| Functional Subset Of Personnel Screening HRS04 " orior to authorizing access. 10
is a good source of information regarding an applicant.
(Citizenship/residency - Validate the subject's eligibility to legally work in the 2.3 subpoints were listed as
United States (e.g., a United States citizen or foreign citizen with the necessary buliet points in focal document, so
lauthorization). |we separated them and assigned
[Employers must complete USCIS Form 1-9 to document verification of the identity Inumbers to improve mappabiliy.
land employment authorization of each new employee hired after November 16,
1986, to work in the United States. Within three (3) days of completion, any new
Background Investigation_ |SMPIOYee must also be processed through E-Verify to assist with verification of ech . , b gividual
20363 Background Investigation kheir status and the documents provided with the Form I-9. The E-Verify system | Functional Subset Of Personnel Screening HRs-04  [Mechanisms exist to manage personnel security risk by screening individuals 10
inimum Requirements ic free of charge and can be located at www.uscis.gov/e-verify. This verification frior to authorizing access.
lprocess may only be completed on new employees. Any employee with expiring
lemployment eligibility must be documented and monitored for continued
lcompliance.
2.c4 Personnel Actions |V Functional | No Relationship N/A N/A N/A 0 [T e G
When reassignments or transfers of individuals are permanent or of such
lextended durations certain actions are warranted. Agencies must define actions
lappropriate for these types of reassignments or transfers, whether permanent or
lextended. Actions that may be required for personnel transfers o reassignments
lto other positions within organizations include, for example, returning old an ! X
lissuing new keys, identification cards and building passes; closing system [Mechanisms exist to adjust logical and physical access authorizations to
2.c41 Personnel Transfer [accounts and establishing new accounts; changing systs 55 authorizations |  Functional | Intersects With | Personnel Transfer HRS-08  [Technology Assets, Applications andor Services (TAAS) and facilities upon 5
(e privileges): and accas o officil records  whith individusle nad access ot lpersonnel reassignment or transfer, in a timely manner.
revious work locations and in previous system accounts. See NIST Control PS-5,
Personnel Transfer
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2.c42

Personnel Sanctions

Focal Document Element (FDE) Desci

[Agencies must document in policy and procedure a formal sanctions process for
individuals failing to comply with established information security policies and
lprocedures. Agencies must notify designated agency personnel within 72 hours
lwhen a formal employee sanction process is initiated, identifying the individual
lsanctioned and any required administrative actions. See NIST Control PS-8,
[Personnel Sanctions.

\When the formal sanction is a proposed disciplinary or adverse action involving
lan unauthorized access or disclosure of FTI, the agency must provide written
ication to the taxpayer whose FTI was subject to unauthorized access or
isclosure. The required wiitten motification must inclue the date the
lunauthorized access or disclosure of FTI occurred and the rights of the taxpayer
lunder IRC § 7431 (see Section 1.8.5, Incident Response Notification to Impacted
Individuals).

Functional

Intersects With

Personnel Sanctions

HRS-07

Control Description

[Mechanisms exist to sanction personnel failing to comply with established
lsecurity policies, standards and procedures.

2.c43

Personnel Termination

lin personnel termination situations, certain actions are required. Timely
lexecution of termination actions is essential for individuals terminated for cause.
Iin certain situations, agencies must consider disabling the system accounts of
individuals that are being terminated prior to the individuals being notified.

[Exit interviews ensure that terminated individuals understand the security
constraints imposed by being former employces and that proper accountabily is
lachieved for system-related property. System-related property inclu
eample, hardware athentication (okens, system adrimetration technical
Imanuals, keys, identification cards and building passes. See NIST Control PS-4,
[Personnel Termination.

Functional

Intersects With

Personnel Termination

HRS-09

[Mechanisms exist to govern the termination of individual employment.

Commingling of FTI

[Commingling of FTI refers to having FT1 and non-FTI data stored together,
Iregardiess of format. For example, commingling occurs when FTI is included in a
lsentence of text in a paper notice or letter; a row or column containing FTI in a
(database table; files stored on electronic media where some contain FTI and
lsome do not; or at a shared data center where some systems contain FTI that
require access restrictions, and some do not. Any kind of commingling creates
lthe need for additional controls, since the introduction of FTI requires the entire
letter, data table, removable media, etc. be handled and protected as FTI

It is recommended that FTI be kept physically and logically separate from other
information to the maximum extent possible to avoid inadvertent disclosures and
Ineed for additional controls. Agencies should attempt to avoid maintaining FTI as.
[part of their case files including any recordation or transcription in case notes or
lactivity logs, whether paper or electronic,

In situations where physical separation is impractical, the file must be clearly
labeled to indicate that FTI is included and the file must be safeguarded.

If a new address is received from IRS records and entered into a computer
ldatabase, the address must be identified as FTI and safeguarded.

I the taxpayer or third party subsequently provides the address independently,
the address will not be considered FTI as long as the address is overwritten using
individual or third-party knowledge or records as the source of information to
replace the IRS source address.

|AIlFTI must be removed prior to releasing files to an individual or agency without
lauthorized access to FTI.

Functional

Intersects With

Data Protection

DCH-01

[Mechanisms exist to facilitate the implementation of data protection controls.

Commingling of FTI

[Commingling of FTI refers to having FT1 and non-FTI data stored together,
regardiess of format. For example, commingling occurs when FTI is included in a
[sentence of text in a paper notice or letter; a row or column containing FTI in a
database table; files stored on electronic media where some contain FTI and
lsome do not; or at a shared data center where some systems contain FTI that
require access restrictions, and some do not. Any kind of commingling creates
the need for additional controls, since the introduction of FTI requires the entire
letter, data table, removable media, etc. be handled and protected as FTI

It is recommended that FTI be kept physically and logically separate from other
information to the maximum extent possible to avoid inadvertent disclosures and
Ineed for additional controls. Agencies should attempt to avoid maintaining FTI as
lpart of their case files including any recordation or transcription in case notes or
lactivity logs, whether paper or electronic,

Iin situations where physical separation is impractical, the file must be clearly
labeled to indicate that FTI is included and the file must be safeguardet

If a new address is received from IRS records and entered into a computer
[database, the address must be identified as FTI and safeguarde

I the taxpayer or third party subsequently provides the address independently,
lthe address will not be considered FT as long as the address is overwritten using
individual or third-party knowledge or records as the source of information to
replace the IRS source address

|AIl FTI must be removed prior to releasing files to an individual or agency without
lauthorized access to FTI.

Functional

Intersects With

Sensitive / Regulated Data
Protection

DCH-0L.2

data wherever it is.

exist to protect
lprocessed andjor stored.

2.C51

Commingling of Electronic
Media

[ FT1 Is recorded on electronic media (e.g., tapes) with other data, it must be
lprotected as if it were entirely FTI. Such commingling of data on electronic media
Ishould be avoide

[When data processing equipment is used to process or store FTl and the
information is mixed with agency data, access must be controlled by:

(Commingled data at multi-purpose facilities results in security and privacy risks
that must be addressed. If the agency shares physical or computer facilities with
lother agencies, departments or individuals not authorized to have FTI, strict
Iphysical and systemic controls must be maintained to prevent unauthorized
disclosure of this information.

Functional

Subset OF

Data Protection

DCH-01

IMechanisms exist to facilitate the implementation of data protection controls.|

.C.5.1 subpoints were listed as
lbullet points in focal document, so
[we separated them and assigned
Inumbers to improve mappability.

2.05.11

Commingling of Electronic

[Restricting computer access only to authorized personnel

Functional

Subset Of

Data Protection

DCH-01

IMechanisms exist to facilitate the implementation of data protection controls.

5.1 subpoints were listed as
lbullet points in focal document, so
|we separated them and assigned
Inumbers to improve mappability.

2512

Commingling of Electronic
Media

Systemie means, mcludmg Tabeling; for additional information, see NIST Control
P-3, Media

Functional

Subset Of

Data Protection

DCH-01

[Mechanisms exist to facilitate the implementation of data protection controls.

[2.C.5.1 subpoints were listed as
bbullet points in focal document, so
|we separated them and assigned
Inumbers to improve mappability.

2513

Commingling of Electronic
Media

[When technically possible, data files, data sets and shares must be overwritten
jafter each use

Functional

Subset Of

Data Protection

DCH-01

[Mechanisms exist to facilitate the implementation of data protection controls.

[2.C5.1 subpoints were listed as
lbullet points in focal document, so
[we separated them and assigned
Inumbers to improve mappability.

Access to FTI via State Tax
Files or Through Other
Agencies

[Some state disclosure statutes and administrative procedures permit access to
state tax files by other agencies, organizations or employees not involved in tax
Imatters. As a general rule, IRC § 6103(d) does not permit access to FTI by such
lemployees, agencies, or other organizations. The IRC clearly provides that FTI
will be furnished to state tax agencies only for tax administration purposes and
Imade available only to designated state tax personnel and legal representatives
lor to the state audit agency for an audit of the tax agency. Questions about
lwhether particular state employees are entitled to access FTI must be forwarded
to the Disclosure Manager at the IRS Office that serves your locationd.
(Generally, the IRC does not permit state tax agencies to furnish FTI to other state
lagencies or to political subdivisions, such as cities or counties. State tax agencies
Imay ot furnish FTI to any other state or local agency, even where agreements
lhave been made, informally or formally, for the reciprocal exchange of state tax
information unless formally approved by the IRS. Also, non-government
lorganizations, such as universities or public interest organizations performing
search, cannot have access to FTI
|Although state tax agencies are specifically addressed previously in this section,
the restrictions on data access and non-disclosure to another agency or third
lparty applies to all agencies authorized to receive FTI.
lauthorize disclosure of FTI do n

the program for which the FTI was specifically received or to another state
lagency for any purpose.

|Agencies and subdivisions within an agency may be authorized to obtain the
lsame FTI for different purposes, such as a state tax agency administering tax
lprograms (IRC § 6103(d)) and a component human services agency
dminisering beneft sligipilty verfication programe (RC 8 6103(0)(7) or child
lsupport enforcement programs (IRC § 6103(1)(6))

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

Offshore Operations

[FTT cannot be accessed by agency employees, agents, representatives,
lcontractors, or sub-contractors located outside of the Iegal jurisdictional
lboundary of the United States (outside of the United States, its territories,
lembassies, or military installations). FTI must not be received, processed, stored,
laccessed, or transmitted to (IT) systems located offshore nor may FTI be sent
loffshore for disposal. Systems containing FTI must be located, operated and
Imaintained by personnel physically located within the United States (this
lprohibits foreign remote maintenance, foreign call centers, help desks and the
like) and shouid follow Publication 1075 requirements including the Background
lInvestigation Requirements in Section

ISome agencies may have a need for their employees to travel internationally for
fusiness purposes. As such, agencies must deveiop pracedures o folow durfng
[foreign travel. When agency employees travel abroad, they m

IDuring international travel, batteries of agency-managed or Ering Your Own
IDevice (BYOD) mobile devices and laptops must be removed from battery-
lpowered mobile devices and stored separate from the device when left
lunattended. SIM cards must be removed and stored separate from devices that
lemploy them when entering non-U.S. customs. Once agency employees return
[from abroad, it is important for agencies to ensure the continued security of
Inetworks where FTI resides. Agencies must sanitize all devices taken abroad
lprior to allowing them to connect to their trusted network. Additionally, agencies
Imust disable wireless connectivity options until devices have been sanitized and
Imay wish to provide additional security training for employees travelling abroad

Functional

Subset Of

Sensitive / Regulated Data
Protection

DCH-0L.2

data wherever it is.

exist to protect
lprocessed andjor stored.

[2.C.7 subpoints were listed as
lbullet points in focal document, so
[we separated them and assigned
Inumbers to improve mappability.
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271

Offshore Operations

Bring IT equipment containing stored FTI (e.g., laptop computers, tablets,
lphones, removable media); or

Functional

Subset Of

Sensitive / Regulated Data
Protectior

DCH-0L.2

data wherever it is.

exist to protect
lprocessed andjor stored.

[2.C.7 subpoints were listed as

Inumbers to improve mappability.

lbullet points in focal document, so
|we separated them and assigned

2.c72

Offshore Operations

[Access agency systems that receive, process, store, protect and/or transmit F1

Functional

Subset Of

Sensitive / Regulated Data
Protection

DCH-01.2

exist to protect data wherever it is.

lprocessed andjor stored.

[2.C.7 subpoints were listed as

Inumbers to improve mappabiliy.

lbullet points in focal document, so
|we separated them and assigned

Controls Over Processing

[The agency must establish adequate controls to prevent disclosing FTI to other
state agencies, tax or non-tax, or to political subdivisions, such as cities or
lcounties, for any purpose, including tax administration, absent explicit written
IRS authority granted under IRC § 6103(p)(2)(B).
[Processing of FTI in an electronic media format including removable media,
Imicrofilms, photo impressions or the conversion to other formats (including tape
Ireformatting or duplication, reproduction or conversion to digital images or hard
Icopy printout) will be performed as indicated in the environments listed in
C8.1and2.C8.2

Functional

Subset Of

Sensitive / Regulated Data
ction

DCH-01.2

IMechanisms exist to protect sensitive/regulated data wherever it is
Iprocessed andor stored.

2.c8.1

Agency-owned and
Operated Facility

[Processing under this method will take place in a manner that will protect the
[confidentiality of the information on the electronic media. All safeguards outlined
in this publication also must be followed and will be subject to IRS safeguard
eviews.

Functional

Subset Of

Sensitive / Regulated Data
ction

DCH-01.2

IMechanisms exist to protect sensitive/regulated data wherever it is
Iprocessed and/or stored.

2c82

Agency, Contractor or Sub-
Contractor Shared Facilities

[Recipients of FTI are permitted to use a shared facility but only in a manner that
ldoes not allow access to FTI by employees, agents, representatives, or
lcontractors of other agencies using the shared facilty.

For purposes of applying sections 6103(1, (m) and (n), the term “agent” includes
lcontractors and subcontract

[Accoss resiictions pursuant o the IRC authoriy by which the FTI is received
lcontinue to apply: for example, human services agencies administering benefit
leligibility programs may not allow contractors o sub-contractors, including
lconsolidated data center contractors, access to any FTI

[The agency must include, as appropriate, the requirements specified in Exhibit 7,
[Safeguarding Contract Language.

[The agency, as well as its contractor, sub-contractor and shared sites that
eceive, process, store, access, protect and/or transmit FTI, are subject to
[Safeguard reviews.

[These requirements also apply to releasing electronic media to a private
lcontractor, sub-contractor or other agency office, even if the purpose is merely tol
lerase the old media for reuse.

Functional

Subset Of

Sensitive / Regulated Data
Protectior

DCH-01.2

exist to protect data wherever it is.

lprocessed and/or stored.

Service Level Agreements
(SLA)

[Agencies using support functions, including, but not limited to, consolidated data
lcenters, shared print facilities, and disaster recovery sites, must implement
lappropriate controls to ensure the protection of FTI. This includes a service level
lagreement (SLA) between the agency authorized to receive FTI and suppor
ffunctions. The SLA must cover the following:

(Generally, consolidated data centers are operated either by a separate state
lagency (e.q., Department of Information Services) or by a private contractor or
lsub-contractor. If an agency is considering transitioning to either a state-owned
lor private vendor consolidated data center, the Office of Safeguards strongly
lsuggests the agency submit a request for discussions with Safeguards as early as|
possible in the decision making or Implementation planning process. The purpose
of these discussions is to ensure the agency remains compliant wi

safeguarding requirements during the transition to the Consaliiated data center

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD).

2.c91

Service Level Agreements
(SLA)

[The agency with authority to receive FTI is responsible for ensuring the
lprotection of all FTI received. The state support function shares responsibility for
safeguarding FTI.

Functional

Subset OF

Third-Party Services

TPM-04

[Mechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD).

2.c92

Service Level Agreements
(SLA)

[The Exhibit 7 language must be included in the SLA between the recipient
lagency and support functions and in all contracts involving contractors or sub-
lcontractors hired by the state support function

Functional

Intersects With

Third-Party Services

TPM-04

[Mechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD)

2093

Service Level Agreements
(SLA)

[The SLA provides written notification to the state support function’s management|
fthat they are bound by the provisions of Publication 1075, relative to protecting
jall FTI within their possession or control

Functional

Intersects With

Third-Party Services

TPM-04

[Mechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD).

2.c04

Service Level Agreements
(SLA)

[The SUA shal detai the RS rgft o inspect state support function vacmues and

operations receiving, processing, storing, accessing, protecting o
FTI under this agreement to assess compliance with reqmremsms
iefined in IRS Publication 1095. The SLA shall speciy that IRS's 1 o
inspection includes the use of manual and/or automated scanning tools
lperform compliance and vulnerability assessments of information te:hnulog‘/ m
assets that access, store, proces or ransmit F1

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD)

2.095

Service Level Agreements
(SLA)

[The SLA shall detail the state support function’s responsibilities to address
lcorrective action recommendations to resolve findings of noncompliance
identified by IRS inspections.

Functional

Intersects With

Third-Party Services

TPM-04

[Mechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD)

2.C96

Service Level Agreements
(SLA)

[The agency will conduct an internal inspection of the state support function
levery 18 months, as described in Section 2.D.3, Internal Inspections. Multiple
lagencies sharing a state support function such as a consolidated data center
Imay partner together to conduct a single, comprehensive internal inspection.
[However, care must be taken to ensure agency representatives do not gain
lunauthorized access to other agencies' FTI during the internal inspection.

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party access to
‘echnology Assets, Services and/or Data

e
(TAASD).

2.c97

Service Level Agreements
(SLA)

e employees from the state support function with access to or use of FTI,
mc\umnq system administrators and programmers, must:

Functional

Intersects With

Third-Party Services

TPM-04

[Mechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD).

20971

Service Level Agreements
(SLA)

[Meet the background check defined in

[Minimum Requirements and

Functional

Intersects With

Third-Party Services

TPM-04

[Mechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD).

2.C97.2

Service Level Agreements
(SLA)

[Receive disclosure awareness training and sign a confidentiality statement, prior
lto initial access to or use of FTI, as well as annually thereafter. These provisions
lalso extend to any contractors or sub-contractors hired by the state support
unction that have authorized access to or use of FTI

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party access to
e ‘echnology Assets, Services and/or Data
(TAASD).

2.c98

Service Level Agreements
(SLA)

[The specific data breach incident reporting procedures for all state support
[function employees, contractors and sub-contractors must be covered. The
Irequired disclosure awareness training must include a review of these
lprocedures,

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party access to
lthe Technology Assets, Services and/or Data
(TAASD).

2.C99

Service Level Agreements
(SLA)

[Responsibilities must be identified for coordination of the 45-day notification of
lthe use of contractors or sub-contractors with access to FTI

Functional

Intersects With

Third-Party Services

TPM-04

[Mechanisms exist to mitigate the risks associated with third-party access to
lthe Technology Assets, Services and/or Data

(TAASD).

2.c9-10

Service Level Agreements
(SLA)

Recuire & formal sancilon process for iidusls covered by the SLA for fallng &
lcomply with established FTI security policies and procedures. Notification of

ldesignated agency personnel is required within 72 hours when the formal
lsanction s a proposed disciplinary or adverse action involving an unauthorized
Jaccess or disclosure of FTI and must include the date the unauthorized access or
disclosure of FTI occurred.

Functional

Intersects With

Third-Party Services

TPM-04

IMechanisms exist to mitigate the risks associated with third-party access to
lthe organization's Technology Assets, Applications, Services and/or Data
(TAASD)

2.c10

Review Availability of
Contractor and Sub-
Contractor Facilities

[As part of the agency review process, all affiliated contractors and sub-
lcontractors who receive, transmit, process and store FTI on behalf of the agency
lare subject to review and testin

[The agency must include Exhibit 7, Safeguarding Contract Language for all
lcontracts.

[These requirements also apply to releasing electronic media to a private
lcontractor, sub-contractor or other agency office, even if the purpose is merely tol
lerase the old media for reuse.

Functional

Intersects With

Third-Party Risk
Assessments & Approvals

TPM-04.1

IMechanisms exist to conduct a risk assessment prior to the acquisition or
loutsourcing of technology-related Technology Assets, Applications and/or
Services (TAAS).

2.c11

Restricting Access - Other
Disclosures

/A

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

2.c111

(Child Support Agencies—IRC[ag

§§ 6103(1)(6), ()(8) and (1)
(10)

lin general, no officer or employee of any state or local child support enforcement
lagency can make further disclosures of FTI
[However, limited information may be disclosed to agents, contractors or sub-
lcontractors of the agency for the purpose of, and to the extent necessary in,
lestablishing and collecting child support obligations from and locating individuals
lowing such obligations.
[The information that may be disclosed for this purpose to an agent, contractor,
lor a sub-contractor is limited to: * The address + Social Security Number of an
individual with respect to whom child support obligations are sought to b
lestablished or enforced « The amount of any reduction under IRC § 6402(c) in
lany overpayment otherwise payable to such individual
[Tax refund offset payment information may not be disclosed by any federal,
state or local child support agency employee,

ent, contractor, or sub-contractor into any court proceeding. To satisfy the re-
ldisclosure prohibition, submit only payment date and payment amount for all
lpayment sources (not just tax refund offset payments) into court proceedings.
[Additional information regarding the use of FTifor chld support enforcement
lpurposes can be found at: ir

[Forms 1099 and W-2 information are not authorized by statute to be disclosed to
lcontractors or subcontractors under the child support enforcement program (IRC
5 6103(1)(6)).

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

2.c112

Human Services Agencies— |

IRC § 6103(1)(7)

[No officer or employee of any federal, state, or local agency administering
lcertain programs under the Social Security Act, the Food Stamp Act of 1977, or
e 35, United States Code, o Certain housing aseistance programs is permitted
lto make further disclosures of FTI for any purpose. Human services agencies may|
Inot contract for services that involve the disclosure of FTI to contractors or sub-
contractors.

Functional

No Relationship

N/A

N/A

N/A

2.0113

Deficit Reduction Agencies.
—IRC § 6103()(10)

[Agencies receiving FTI from Bureau of Fiscal Service (BFS) related to tax refund
loffsets are prohibited from making further disclosures of the FTI received unless
lauthorized.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

2.c114

Centers for Medicare and
Medicaid Services—IRC
6103(1)(12)(C)

[The Administrator of the Centers for Medicare and Medicaid Services (CMS) is
lauthorized under IRC § 6103(1)(12)(C) to disclose FTI it receives from SSA to its
lagents for the purpose of, and to the extent necessary in, determining the extent
[that any Medicare beneficiary is covered under any group health plan. A
lcontractual relationship must exist between CMS and the agent. The agent,
lhowever, is not authorized to make further disclosures of FTI for any purpose.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

2.C115

Disclosures under IRC §
6103(1)(20)

[Disclosures to officers, employees, contractors, and sub-contractors of S5A and
lother specified agencies are authorized to receive specific tax information for the
lpurpose of carrying out the Medicare Part B premium subsidy adjustment and
[Part D Base Beneficiary Premium Increase. These disclosures and any
redisclosures authorized by this provision are subject to safeguards
requirements.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control
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Disclosures to officers, employees, contractors, and sub-contractors of the U.S, INo applicable SCF control
IDepartment of Health and Human Services (HHS) are at the request of a
taxpayer seeking financial assistance for health insurance affordability programs
IHHS may release FTI to an Exchange established under the Affordable Care Act
lor a state agency administering eligibility determinations for Medica
(Children’s Health Insurance Programs for the purpose of establishing eligibility
Ifor participation in the Exchange, verifying the appropriate amount of any credits
land determining eligibility for participation in the state program. These
disclosures are subject to safeguards requirements. Any agent contractor, or sub-|
lcontractor is also subject to IRS safeguard requirements and review.
Disclosures under IRC 5 [RC § 6103(0(21)(C) may allow HHS Offce of Ispector Ganeral to have access to
2c116 03()(21) IFTI maintained in the eligibility records of an Exchange or state entity GEPSiEnE) | o RetiitEnei LA (R A ®
ladministering these programs, under certain limited circumstances. This
lauthority does not extend to independent state audit agencies that may not have
laccess to FT1 in eligibility records unless a contractual relationship is established
lthat conforms to the disclosure requirements of IRC § 6103,
[Federal law enforcement agencies receiving FT1 pursuant to Court orders or by INo appiicable SCF control
specific request under section 6103(i) for purposes of investigation and
lprosecution of non-tax federal crimes, or to apprise of o investigate terrorist
" incidents, are subject to safeguards requirements and review.
20117 Disclosures under IRCS  |the Department of Justice (DOJ) must report in its SSR the number of FTi records | Functional | No Relationship N/A N/A N/A 0
6103(i) lprovided and to which federal law enforcement agency the data was shared for
lthe calendar year processing period.
IDisclosures to agents of a federal agency under IRC § 6103(m)(2) are authorized INo appiicable SCF control
for the purposes of locating individuals in collecting or compromising a fed
lclaim against the taxpayer in accordance with Sections 3711, 3717 and 3718 o
Disclosures under IRC§  Title 31. If the FTI is shared with agents, contractors, or sub contractors, the .
2c118 6103(m)(2; lagency and agents, contractors, or sub-contractors are all subject to IR (REioe] || MolEHiED A e A ©
safeguarding requirements and reviews.
20 . [ Functional | No Relationship NA NA NA 0 [No applicable SCF control
201 General [See FDE for details. Functional | No Relationship NA A A 5 INo applicable SCF control
[Education and awareness are necessary to provide employees, contractors, sub-
lcontractors, and other persons with the information to protect FTI. There are
Imultiple components to a successful training program. In this section, training
requirements are consolidated to ensure agencies understand the requirements
lto comply with this publication. '
Disclosure awareness training is described in detail within Section 2.D.2.1 Security, Compliance &
202 Traiing Requirements |Disclosurs Anareness TS, Addiians!Uaning rSquraments are locaed in | Functional | Subset Of | Resfenca binde saron  |Mechanisms exis o facitate the implementation of securty worforce 10
pment and awareness controls.
various sections of the document and identified in the following table. rce
See Table 2 - Training Requirements for details.
[Prior to granting an authorized agency employee, state support employee, [2.0.2.1 subpoints were listed as.
lcontractor, or sub-contractor access to FTI, or to systems containing FTI, each bullet points in focal document, so
lemployee. contractor, or sub-contractor must certify their understanding of the |we separated them and assigned
lagency’s security and privacy policy and procedures for safeguarding FTI through| Inumbers to improve mappabilty.
the agency’s disclosure awareness training. The use of FTI in any training
lenvironment, including Disclosure Awareness training or material, is promb.:eu
Disclosure awareness training (including role-based trainin
Ipersonnel who have access to FTI with initial and annual training o
[Employees, contractors, and sub-contractors must o the penalty
lprovisions of IRC §§ 7431, 7213, and 72134 (see Exhibit 4, Sanctions for
Disclosure, and Exhibit 5, Civil Damages for Unauthorized
Disclosure).
[The training provided before the initial certification and annually thereafter must
also cover the incident response policy and procedure for reporting unauthorized
disclosures and data breaches (see Section 1.8, Reporting Improper Inspections
or Disclosures).
Disclosure Awareness | During this training, agencies must make employees, contractors, or sub- Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate
2021 Teining lcontractors aware that disclosure restrictions and penalties apply even after Functional | Intersects With | Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 5
lemployment or contract with the agency has ended. relevant for their job function.
For the initial certification, and each annual recertification thereafter, the
lemployee, contractor or sub contractor must sign, either with ink or electronic
signature, a confidentiality statement certifying their understanding of penalty
lprovisions and the security requirements. It must also contain a statement that
lthe employee understands they must report possible improper inspection or
disclosure of FTI, including breaches and security incidents to both TIGTA and
Safeguards within 24 hours.
[Example: | understand the penalty provisions of IRC §§ 7431, 7213 and 7213A.
Example: | understand upon discovering a possible improper inspection or
disclosure of FTI, including breaches and security incidents, | must follow the
lproper incident reporting requirements to ensure the Office of Safeguards and
the Treasury Inspector General for Tax Administration are notified of a possible
issue involvin
[The initial certification and recertification must be documented and placed n the
lagency’s files for review and retained for at least five (5)
e aqency muat include bractical exer¢ises in aworenets trainin that simulate
Prior to granting an authorized agency employee, state support employee, 2.0.2.1 subpoints were listed as.
lcontractor, or sub-contractor access to FTI, or to systems containing FTI, each bullet points in focal document, so
lemployee, contractor, or sub-contractor must certify their understanding of the |we separated them and assigned
lagency’s security and privacy policy and procedures for safeguarding FT through| Inumbers to improve mappabilty.
the agency’s disclosure awareness training. The use of FTI in any trainin
lenvironment, including Disclosure Awareness training or material, is prohibited.
Disclosure awareness training (including role-based training) must provide
Ipersonnel who have access to FTI with initial and annual training on
[Employees, contractors, and sub-contractors must be advised of the penalty
lprovisions of IRC §§ 7431, 7213, and 72134 (see Exhibit 4, Sanctions for
lUnauthorized Disclosure, and Exhibit 5, Civil Damages for Unauthorized
Disclosure).
[The training provided before the initial certification and annually thereafter must
also cover the incident response policy and procedure for reporting unauthorized
disclosures and data breaches (see Section 1.8, Reporting Improper Inspections
jor Disclosures). IMechanisms exist to provide role-based security, compliance and resilience-
IDuring this training, agencies must make employees, contractors, or sub- Role-Based Security, i
2021 Do s O e ot ciooye 1eRtcions i peroes sppy venoier | Functional | Intersects Wit | Compance & Reshience |  saro3 felated baningi(1) pefore authrizng accessto e system or performing s
lemployment or contract with the agency has ended. U
For the initial certification, and each annual recertification thereafter, the
lemployee, contractor or sub contractor must sign, either with ink or electronic
signature, a confidentiality statement certifying their understanding of penalty
lprovisions and the security requirements. It must also contain a statement that
the employee understands they must report possible improper inspection or
isclosure of FI, nclucing breaches and securiy ncidents o both TIGTA ang
Safeguards within 24
nderstand the penalty provisions of IRC §6 7431, 7213 and 7213A
Example: | nderstond upoh dlscoverng a posslbe Improper Iepection or
disclosure of FTI, including breaches and security incidents, | must follow the
lproper incident reporting requirements to ensure the Office of Safeguards and
the Treasury Inspector General for Tax Administration are notified of a possible
issue involving FTI
[The initial certification and recertification must be documented and placed in the
lagency s files for review and retained for at least five (5) years.
[The agency must include practical exercises in awareness training that simulate
Organizational authority for receiving FTI [2.0.2.1 subpoints were listed as
bbullet points in focal document, so
Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing,
202111 Disclosure Awareness Functional Subset O Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10 [1e separated them and assigned
aining Brocessing handiing requiremente Inumbers to improve mappabilty.
[Authorized uses of FTT [2.0.2.1 subpoints were listed as.
bullet points in focal document, so
Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing,
202112 Disclosure Awareness Functional Subset O torage, Handling & SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data 10 [we separated them and assigned
raining ococng Pandiing reqrament Inumbers to improve mappabilty.
[Disclosure of FT1 with external parties only when authorized [2.0.2.1 subpoints were listed as.
bullet points in focal document, so
Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing,
202113 Disclosure Awareness Functional Subset Of torage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10 [we separated them and assigned
Training Brocessing handiing requirements. numbers to improve mappabilty.
[Consequences of unauthorized access, use or disclosure of FTI 2.0.2.1 subpoints were listed a5
Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing, bullet points in focal document, so
202114 Disclosure Awareness Functional Subset Of torage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10 |we separated them and assigned
Training rocessing handiing requirements Inumbers to improve mappabilty.
[Email and other electronic messages to inform users 2.1 subpoints were listed as
Senstive Reguiated Data IMechanisms exist to ensure that every user accessing a system processing, joullet points in focal document, so
202121 Disclosure Awareness Functional Subset Of Storage, Han SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data 10 [we separated them and assigned
raining Frocossing handling requirements. Inumbers to improve mappability.
[Discussion at group and managerial meetings 2.0.2.1 subpoints were listed a5
Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing, foullet points in focal document, so
202122 Disclosure Awareness Functional Subset Of torage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10 |we separated them and assigned
raining S ocessing Pandim requirements. Inumbers to improve mappabiliy.
Security bulletin boards throughout the secure work areas 2.0.2.1 subpoints were listed as
Disclosure Avarences Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing, bule pointsin focal document, <o
202123 £ Functional Subset Of Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10 |e separated them and assigne
raining Processing handing requirements numbers to improve mappabilty
Security articles in employee newsletters [2.0.2.1 subpoints were listed as
Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing, foullet points in focal document, so
202124 Diselosure Awareness Functional Subset Of torage, Handiing & SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data 10 |e separated them and assigned
raining Processing handiing requirements numbers to improve mappabilty
[Pertinent articies that appear in the technical or popular press to share with 2.1 subpoints were listed as
Imembers of the management staff Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing, foullet points in focal document, so
2p2125 Disclosure Awareness Functional Subset Of torage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10 [ separated them and assigne
reining Processing handing requirements numbers to improve mappabilty
[Posters to display with short, simple educational messages (€., instructions on 2.0.2.1 subpoints were listed as.
Disclosure Awareness | SPOring unauthorized access “UNAX” violations) Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing, oullet points In focal document, <o
2.D0.2.1-2.6 Trainin Functional Subset Of Storage, Handling & SAT-03.3 |storing or transmitting sensitive/regulated data is formally trained in data 10 I o trarove maso e
9 Processing handling requirements. [numbers to improve mappability.
[Additional formal and informal training [2.0.2.1 subpoints were listed as.
bullet points in focal document, so
Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
202127 Disclosure Awareness Functional Subset Of Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10 [we separated them and assigned
raining Processing handling requirements. [numbers to improve mappability.
2022 Disclosure Jwarencss See FDE for detals Functional | No Refationship o o I o No appiicable SCF control
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Internal Inspections and On-|
eviews

[Another measure IRS requires for the safeguarding of FTI is internal inspections
lby the recipient agency. The purpose s to ensure that the security and privacy
lpolicies and procedures established by the agency to protect FTI are functioning,
Imaintained, and enforced. The agency must submit copies of these inspection
Ireports (see Internal Inspection Template on the Office of Safeguards website) to
[the IRS with the SSR (see Section 2..4, Safeguard Security Report). To provide
lan objective assessment, the inspection should be conducted by agenc
personnel outside the T using function belng nspecte
[To provide reasonable assurance that dequately safeguarded, the
inspection must address the safeguard Tequirements the IRC and IRS impose
[The agency must monitor and audit privacy controls and internal privacy policy
lto ensure effective implementation.
in a situation where it is unwieldy or otherwise not feasible for agency leadership
to personally conduct the inspection, it is permissible for off-site locations with
laccess to FTI to self-certify the internal inspection. If possible, the agency should
Imake an initial visit to the off-site location prior to disclosing FTI and conduct an
initial inspection. The agency must ensure the self-certified inspection is signed
y an agency employee, received timely, reviewed thoroughly, have in-depth
[discussions with the person conducting the self-certification and submit the self-
(certified inspections with the agency SSR.
(Contractors and sub-contractors may not conduct self-certification internal
inspections.
|Agencies must establish a review cycle as follows:
- Field offices receiving FTI at least every three (3) years + Headquarters office
[facilities housing FTI and the agency computer facility at least every 18 months «
|AIl contractors and sub-contractors with access to FTI, including a consolidated
ldata center or offsite storage facility: at least every 18 months
[The agency must complete a documented scheduie (internal inspection plan),
(detailing the timing of all internal inspections in the current year and next two
years (tree-year cycle). The plan must be included as part of the SSR. a5
[described in Section
lInspection reports, ncluding a record of corrctive actions, must be retained by
lthe agency for a minimum of five years from the date the inspection was
completed. IRS personnel may review these report during a safeguard review. A
ummary of the agency’ and the actions taken to correct an

Functional

Intersects With

Security, Compliance &
Resilience Controls

cpPL02

[Mechanisms exist to provide a security, compliance and resilience controls
loversight function that reports to the organization's executive leadership.

Recordkeeping

Each sgency ond function within Shat agency shall maintain o log of all Fequests
[for FTI, including receipt and disposal of returns or return information. This
includes any medium containing FTI, such as computer tapes, cartridges, CDs, or
(data received electronically.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

Secure Storage

[FTT (including tapes, cartridges, or other removable media) must be stored in a
lsecure location, safe from unauthorized access.

Functional

Subset Of

Media Storage

DCH-06

exist to:(1) Physically control and securely store digital and non-
|digital media within controlled areas using organization-defined security
measures; and(2) Protect system media until the media are destroyed or
lsanitized using approved equipment, techniques and procedur

Limited Access

[Access to returns and return information (including tapes, cartridges, or other
removable media) must be limited to only those employees, officers, contractors,
land sub-contractors who are authorized access by law or regulation and whose
lofficial duties require such access

[The physical and systemic barriers to unauthorized access must be reviewed and
reported. An assessment of facility security features must be included in the
report

Functional

Intersects With

Role-Based Access Control
(RBAC)

IAC-08

IMechanisms exist to enforce Role-Based Access Control (RBAC) for
[Technology Assets, Applications, Services and/or Data (TAASD) to restrict
laccess to individuals assigned specific roles with legitimate business needs.

Disposal

[Upon completion of use, agencies must ensure that the FTI is destroyed or
Ireturned to the IRS or the SSA according to the guidelines contained in Section
, Disposing of FTI - IRC § 6103(p)(4)(F).

Functional

Intersects With

Information Disposal

DCH-21

[Mechanisms exist to securely dispose of, destroy or erase information

Computer Systems Security

[The agency’s review of the adequacy of its cybersecurity provisions must provide|
reasonable assurance that access to FTI is limited to personnel who have a need-
lto-know. This need-to-know must be enforced electronically as well as physically
(see Internal Inspection Template on the Office of Safeguards website and
[Section 4.1, Access Control, and other portions of Section 3.0, Cyber security
Requirements, as applicable)

[The review of the computer facility must include the evaluation of cybersecurity
land physical security controls.

Functional

Intersects With

Security, Compliance &
Resilience Controls

cPL02

IMechanisms exist to provide a security, compliance and resilience controls
loversight function that reports to the organization's executive leadership.

Plan of Action and
Milestones (POA&M)

[The agency must implement a process for ensuring that corrective actions are
(developed and monitored. The process must include the findings identified
lduring the internal inspections and the remediation plans and dates to resolve
lthese findings.

|Although similar, the IRS CAP covers findings identified by the Office of
[Safeguards during the safeguard review and would not include or track agency
[findings from the internal inspection process.

Functional

Intersects With

Non-Compliance Oversight

CPLO1.1

IMechanisms exist to document and review instances of non-compliance with
|statutory. regulatory and/or contractual obligations to develop appropriate
sk mitigation actions.

Reporting Requirements -
IRC § 6103(p)(4)€

/A

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

General

[See FDE for details.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

Report Submi:
Instructions.

c Teports, and e sent to the
(Office of Safeguards using one of the following two methods: + SDT, if the agency|
partcipates in the SDT program. « Email to Safeguards mailbox at

be sent by an IRS-approved
lencrypted method as. ootined in Sectan 2 E3. Encryption Requirements.
[Agencies must folow the requirements below uhen submitting correspondence,
reports, and to the Office of mu

include a signed certifcation letter from the Head of Agency or a Gesignee. I the
levent the agency submits a report signed by a designee, there must be a
ldelegation of authority signed by the Head of Agency (HOA). * All
lcorrespondence requiring HOA signature must be in the form of a handwritten
(aka. Wet) signature or a digital certificate signature. The HOA can delegate
individuals to sign these documents on their behalf. To do so, the HOA must
lprovide a delegation of authority for individual they will assign as their designee.
[The delegation of authority must be kept current by the agency and retained for
lat least three years and will be reviewed by IRS personnel during Safeguard
reviews. + Submissions must be made using official templates provided by the
(Office of Safeguards. + Reports referencing file attachments must clearly identify
the filename and section contained within the attachment being referenced. =
[Atachments must be named clearly and identify the associated section in the
[SSR, CAP or 45- day notification. + Attachment filenames must fol

tandardized naming convention,either by a ogical oder (e.g. ChoaTTL,
[CAPATT2) or by finding number (e. 3.4). + Attachments must not|
lbe embedded into the SSR, CAP or 45- day noti

Functional

Intersects With

Use of Cryptographic
ntrols

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls sing known public standards and trusted cryptographic
ltechnologies.

Report Submission
Instructions

[Correspondence, reports, and attachments must be sent electronically to the
(Office of Safeguards using one of the following two methods: + SDT, if the agency
lparticipates in the SDT program. + Email to Safeguards mailbox at

Email must be sent by an IRS-approved|
lencrypted method as outlined in Section 2.E.3, Encryption Requirements.
[Agencies must follow the requirements below when submitting correspondence,
reports, and to the Office of must

include a signed certifcation lette from the Head of Agency or a designee. I the
levent the agency submits a report signed by a designee, there must be a
ldelegation of authority signed by the Head of Agency (HOA). * All
lcorrespondence requiring HOA signature must be in the form of a handwritten
(aka. Wet) signature or a digital certificate signature, The HOA can delegate
individuals to sign these documents on their behalf. To do o, the HO

lprovide a delegation of authority for individual they will assign as their designee.
[The delegation of authority must be kept current by the agency and retained for
lat least three years and will be reviewed by IRS personnel during Safeguard
reviews. + Submissions must be made using official templates provided by th
(Office of Safeguards. + Reports referencing file attachments must clearly identify
lthe filename and section contained within the attachment being reference

ust be named clearly and identify the associated section in the
ISSR, CAP or 45- day notification. + Attachment filenames must follow

lstandardized naming convention, either by a logical order (e.q., CAPATTI,
[CAPATT2) or by finding number (e.g., D.1, H.1.3, H.13.4). + Attachments must not|
lbe embedded into the SSR, CAP or 45-day notification.

Functional

Intersects With

Ad-Hoc Transfers

DCH-17

IMechanisms exist to secure ad-hoc exchanges of large digital files with
internal or external parties.

Encryption Requirements

[The Office of Safeguards requires that all reports, when sent to the Office of
[Safeguards via email, be transmitted using IRS-approved encryption methods to
lprotect sensitive information. Agencies are requested to adhere to the following
lquidelines to use encryption
[Refer to your specific file compression software user guide for instructions on
lhow to compress and encrypt files. Known compatible products with IRS include
lbut are not limited to WinZip and Secure.

lease remember, while the attachment is encrypted, the subject line and
lcontent of the email message will ot be encrypted, so it is important that any
lsensitive information be contained in the attachment (encrypted document)

Functional

Intersects With

Use of Cryptographic
Controls,

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted cryptographic
ftechnologies

[2.E.3 subpoints were listed as

bbullet points in focal document, so
[we separated them and assigned

Inumbers to improve mappability.

2E31

Encryption Requirements

[Compress files in zip or .zipx formats

Functional

Subset Of

Use of Cryptographic
rols

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted cryptographic
ftechnologies.

[2.E.3 subpoints were listed as

lbullet points in focal document, so
[we separated them and assigned

Inumbers to improve mappability.

2E32

Encryption Requirements

[Encrypt the compressed file using Advanced Encryption Standard

Functional

Subset Of

Use of Cryptographic
Controls

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted cryptographic
ltechnologies.

[2.E.3 subpoints were listed as

lbullet points in focal document, so
[we separated them and assigned

Inumbers to improve mappability.

2E33

Encryption Requirements

[Use a minimum of 128-bit encryption key string

Functional

Subset OF

Use of Cryptographic
rols

CRY-01

[Mechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted cryptographic
ltechnologies.

[2.E.3 subpoints were listed as

lbullet points in focal document, so
|we separated them and assigned

Inumbers to improve mappability.

2E34

Encryption Requirements

[Ensure a strong password or passphrase is generated to encrypt the file

Functional

Subset Of

Use of Cryptographic
rols

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
protections controls using known public standards and trusted cryptographic
ftechnologies.

[2.E.3 subpoints were listed as

bbullet points in focal document, so
|we separated them and assigned

Inumbers to improve mappability.

2E35

Encryption Requirements

Commuricate The password or passphrose Wit the Oftce of Safeguards through
la separate email or via a telephone call to your IRS contact person.

lprovide the password or passphrase in the same email containing the encrypted
lattachment

Functional

Subset Of

Use of Cryptographic
Controls.

CRY-01

IMechanisms exist to facilitate the implementation of cryptographic
lprotections controls using known public standards and trusted cryptographic
ftechnologies.

[2.E.3 subpoints were listed as

lbullet points in focal document, so
|we separated them and assigned

Inumbers to improve mappability.
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[The SSR is the primary method for agencies to report to the IRS Office of INo applicable SCF control
[safeguards processes, procedures, and security and privacy controls in place to
lprotect FTI in compliance with IRC § 6103(p)(4). Agencies have an annual
Security mit SSRs after their initial receipt of FTI. There are enhanced
284 (SSR) requirements for agencies that are applying to receive FTI for the first time and | Functional | No Relationship N2 e G ©
[for existing agencies requesting new FTI data streams.
[Agencies executing data exchange agreements involving access to FT1 will be
subject to safeguarding requirements and must provide evidence that adequate
safeguard protections and controls are in place before IRS will authorize the
release of FTI. The agency must submit an initial SSR for approval at least 90
ldays prior to the agency’s planned FTI receipt date.
in order to obtain initial IRS approval to receive FTI, an agency must have an
lapproved SSR. To facilitate IRS approval, the agency is expected to:  Designate
lan agency Safeguards POC, see Section 1.5 Coordinating Safeguards Within an
|Agency + Make program officials, contractors, and/or sub-contractors available to
discuss access and use of FTI, as needed
[The agency is required to submit evidentiary documentation for the controls
Ishown in Table 3 in conjunction with the first submission of the agency’s SSR
s s R8T S o o S pechnins ot o st comectons o s ot oy
2E41 Instructions - New Agency gégfrizgei"a‘goﬁeih":ﬁé'Egg:,';iﬁg';fgdhfZ‘:S::‘:Kf:z:;g;zgﬂ“fgf;w o Functional | Intersects With '"(‘:;?e"e";gt"":s"‘fse)f;"w NET-05  [document, for each interconnection:(1) Interface characteristics;(2) Security, H
lassess the effecti of the controls established in order to approve the SSR [compliance and resilience requirements; and(3) The nature of the
lprior to initial release of FTI. Subsequently, Safeguards will conduct a riskbased iinformation communicated.
lassessment to determine when to schedule an agency’s first safeguard review
after initial receipt of FTI
IRefer to the Office of Safeguards website for additional guidance and instructions
for completing the document.
[Agencies currently receiving FTT with an approved SSR and seeking additional FTT INo appiicable SCF control
data streams (L., FTI to be received under newly assigned program authority or
lexpanded statutory authority under IRC § 6103), must submit the following
ldocumentation along with the request to receive the new data stream(s):
|Approved SSR for the most recent reporting period + Current CAP with approved
imitigation strategies for critical and significant findings + Documentation of
testing for the system(s) where the new data stream will be processed.
lAny findings deemed "critical” must be mitigated + A signed Authority to Operate|
(ATO) for the system(s) that will be receiving, processing, storing, accessing,
lprotecting and/or transmitting the new FTI ata stream that is not covered in the
Agencies Requesting New [agency’s SSR already o
2842 o F T Data Streams er the agency receives its new data stream, the subsequent SSR submission | Functional | No Relationship G 2 A ®
Imust reference the receipt of the new data stream and must describe all systems
[that receive, process, store, access, protect and/or transmit FTI. This
submission must also describe all security and privacy control implementations
[for the FTI environment(s
[The agency must update and submIt the SSR annually. The purpose of the SR is 2.E.4.3 subpoints were fisted as
for agencies to document the implementation of security and privacy controls bouliet points in focal document, so
that impact the protection of FTI. Agencies must document significant changes to |we separated them and assigned
lthe environment, as applicable. Examples of changes include, but are not limited exist to generate stem Inumbers to improve mappabiliy.
[The following information must be updated in each SSR submission to reflect iﬁ;m‘:ﬂ’;‘:’;r“s‘?’s’;;Sz‘;:{’g:gg‘gﬁs“;{:’;;‘D‘ﬁ:;f":r::;‘:‘;/’:f‘se;‘j:i“°“
routine updates or changes to the implementation of security and privacy Applied Security, " g
2843 Submiccion msthutiions _|controls and/or the agency's safeguarding program Functional | Intersects with | Comliance and Resifence | - 140-03 08 e e e e 5
[The annual SSR update must be submitted on the prior year's SSR analysis that Controls Documentation ors POTOR that R ned witnin the cystans boundany:
\was returmed to the agency. This wil allow for @ version control o the document, andlor Facilties (PPTDF) that are contained within the system boundary;
lassurance that the agency addressed all outstanding items previously noted and [2nd(3) Provides a historical record of applied security controls, including
Ireduces the need for recreating the entire document. |changes.
5 o
[New data exchange agreements Security Plan (SSP)) that:(1) Identifies key architectural and implementation 2£.4.3 subpoints were listed as
el SSR Uoel Applied Securty, w(an:;rsn}a(nzo)nRorﬂ\ mrsci‘pe Technology Asfsets,‘AGph(amns and/olr Servv(e; W“e ;;:r‘;’l:d";hgf; an?;:g’"sz"n'eg“
nnua pdate f :(2) Reflects the current state of applied security, compliance ant
284311 Submission Instructions Functional Subset Of | Compliance and Resilence | 1A0-03  resilience controls on applicable People, Processes, Technologies, Data 10 numbers to improve mappability.
ontrols Documentation and/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
:eoty;gmpulev ‘equipment, systems or applications (hardware or software) (e.g., [Security Plan (S5P)) that:(1) Identifies ey architectural and ,m‘;“emgntam" ith:lspzx‘;nnlga';‘nt’z:é‘erdeox:gnals -
Annual SSR Update  |SYStems to a FedRAMP authorized cloud environment, re-engineering legacy case Applied Security, L"T;?,;’S",a(“z‘;"n‘;’ﬂ‘6‘2(§‘;TJ?,‘:&"L‘{S{Q,?:;;(25'2';‘5&‘,.“&5 cagydnﬂasfc'ev';ﬁé [ve separated them and assigne
2£4312 S et s [management systems) Functional SubsetOf | Compliance and Resilience | 140-03  [(TARS%(2) Reflects the curren sta iy, con 10 Inumbers to improve mappabilty
o rols Dotumoniation pplicable People, Processes, Technologies, Data
land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
[New facilities including, office moves, new contractor or sub-contractor locations. [Security Plan (SSP)) t;at-(l) \dentifias Key architectural am‘lﬁm‘ememmn é E”.A 3 subpmm’:s WTLE listed as.
(e it roplied Securty Information on n-scope Technology ASsets, Applications andior Services et points n foca document. <o
Annual SSR Update g g (TAAS);(2) Reflects the current state of applied security, compliance and
2E4313 Submission Instructions Functional Subset Of | Compliance and Resiience | 1A0-03  resilience controls on applicable People, Processes, Technologies, Data 10 Inumbers to improve mappability.
ontrols Documentation land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, inclucing
(Organizational changes, such as moving IT operations to a consolidated data Security Plan (55) that-(1) Identifies key architectural and implementation 2.E.4.3 subpoints were fisted as
conterroman_on ropted securty ormaion o in tope Technelogy Assets, Aplications ancior Semices et pans n focal document <o
Annual SSR Update f (TAAS):(2) Reflects the current state of applied security, compliance and
284314 Submisdon inthuctions Functional | subset of | compliance and Resilence | - 1A0-03 00 e e T, e o 10 pumbers to improve mappabily.
land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
[Development of new business processes or procedures for handling FTI Security Plan (SSP) that. (1) Identifies key architectural and‘m;‘;“emmmn 2. E‘A 3 subpmn;:s wTre listed as.
R Applied Securiy, \(nfurrsr\)a(uzn;n on in-scope Technology Assets Applicatons and/or Services vbv“e' :;;‘;(‘;J'{hgfna af‘%‘;s'":g";é;“
Annual SSR Update g TAAS);(2) Reflects the current state of applied security, compliance an
2E4315 Submission Instructions Functional Subset Of | Compllance and Resiience | 1A0-03  resilience controls on applicable People, Processes, Technologies, Data 10 numbers to improve mappability.
ontrols Documentation land/or Facilities (PPTDF) that are contained within the system boundary:
land(3) Provides a historical record of applied security controls, including
Changes to information or procedures previously reported Security Plan (S5) that-(1) Identifies ke architectural and implementation 2.£.4.3 subpoints were listed as
R roplied Securty informeion o n-cope Tecmology Ak, Aplctions s Seices bt point nfoca document. <o
nnua pdate : :(2) Reflects the current state of applied security, compliance ant
2E4.3-21 Submission Instructions Functional Subset Of | Complance and Reeilience | 14003 lregilience controls on applicable People, Processes, Technologies, Data 10 inumbers to improve mappability.
ontrols Documentatio land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
5 e
Curtent aanual period safeguard activities (¢.g. performing internal inspections, Security Plan (SSP)) that:(1) Identifies key architectural and implementation e e e oo o co
é . . . information on in-scope Technology Assets, Applications and/or Services ent,
Submission Instructions ’ omplance e resilience controls on applicable People, Processes, Technologies, Data
training to employees) -ontrols Documentation land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
5 e
e actons amacting safeguard procedures (e.g.,system upgrades, Security Plan (SSP)) that:(1) Identifies key architectural and implementation guE”:&;j‘ﬂg‘u";;;f;igz‘;g:f -
Al SR Update |Polc Hamamork, s of a new audit log mantoring solution) Roplied Securiy iformation on . scope Technolagy Assets, Appications and/or Services e Soparatad herm and scagnes
2E4323 Submission Instructions Functional s O e g eellence | A0-03  resilience controls on applicable People, Processes, Technologies, Data 10 imbers to mprave mappabiiy.
ontrols Documentatio land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
[Agency use of contractors or sub-contractors (non-agency employees) Security Plan (SSP) that-(1) Identifies key architectural and implementation [2.E.4.3 subpoints were listed as
. rontied Securty it on - scoe Tecnology Rk, gt anlo S et poins n foca document. <o
Annual SSR Update p (TAAS);(2) Reflects the current state of applied security, compliance an
2£4324 S et Functional SubsetOf | Compliance and Restence | 14003 2512 s sl ol o e TeORAcs oot 10 Inumbers to improve mappabiliy.
ontrols bocumentation land/or Facilities (PPTDF) that are contained within the system boundary;
[3nd(3) Provides a historicalrecord of applied security controls, inclucing
[The SSR must be submitted annually with all applicable attachments. Each No appiicable SCF contral
submission of the SSR must nclud a descripion o updates or changes that
Inave occurred during the reporting peri
Submission due dates are defined below:
See Table 4 - SSR Submission Dates
[“The Postal abbreviation for Commonwealth of the Northern Mariana Islands was
lupdated to MP.
[Educational institutions receiving IRS addresses to locate debtors under IRC §
16103(m)(4)(B) must send compliance reports to the Department of Education as
lthe federal oversight agency for this program.
When extenuating circumstances exist, agencies may request an SSR extension,
in 30-day increments, with a maximum of 60 days. Extension requests must be
submitted not later than 30 days prior to the scheduled SSR due date. Request
for extensions will n red after I It onehi
2E4.4 SSR Submission Dates [0 e e O et b » arai con, ¢ 2 A TSt Functional | No Relationship NA NA NA 0
Extension requests must be sent to the Office of Safeguards via ST or sent via
lemail to SafeguardReports@irs.gov, with the subject "SSR Extension Request"
[The body of the email must address the reasons for the request. Al extension
requests will be evaluated on a case by case basis. Safeguards will provide an
lemail response, approving or disapproving the request, within five (5) business
days after receipt of the request
[The Corrective Action Plan (CAP) is a report containing the findings, the 2.E.5 subpoints were listed as
recommended corrective actions, and targeted implementation dates for each bullet points in focal document, so
weakness identified during an on-site, remote, or hybrid review. The CAP and |we separated them and assigned
SRR documents are the same in content, however, the CAP document has Inumbers to improve mappabiliy.
functionality to allow agencies to report their progress on corrective actions. The
IRS will provide each agency an SRR along with a CAP upon completion of an on-
site, remote or hybrid review. The agency must complete the CAP by providing
lan Updated status to each unresolved finding, including the projected or actual
ldate to close the finding, as well as provide status updates to any remaining
Iplanned actions. IMechanisms exist to govern identified deficiencies (e.g., Plan of Action and
|Al findings must be addressed in a timely fashion or an out of cycle CAP review Milestones (POA&M) or similar methodology) that formally documents, at a
Imay be done to further address an agency’s open critical and significant findings. Iminimum: (1) Deficiency tracking number;(2) Applicable security, compliance
[Safeguards will initiate communication with the agency’s POC, and a formal landor resilience control;(3) Description of the deficiency(ies);(4) Risk
lengagement letter will be sent. At that time, the agency will be required to Capabilties Deficiency lassociated with the deficiency(ies);(5) Source deficiency
285 Corrective Action Plan |, pgate their CAP and provide documentation for closure consideration of the Functional | Intersects With Tracking 1A0-05 controls, if applicable; s
remaining critical and significant findings. The out of cycle CAP review process (7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
wil include: lto conduct remediation actions;(9) Planned remedial actions to the
[The agency may be required to submit a mitigation plan if any criical findings |deficiency(ies):(10) Proposed remediation timeline; and(11) Disposition
remain open and escalation of the p7 process maybe initiated per Exhibit 3, USC lstatement (e.g., closeout summary)
[Title 26, CFR § 301.6103(p)(7)-1.
[The agency will receive an updated CAP to resolve outstanding issues in the next
reporting cycle.
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Focal Document Element (FDE) Desci

nary discussion held prior to the review of the findings.

S e
eficiency tracking number;(2) Applicable security, compliance
andior resilience contral(3) Descnplwn of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies):(5) Source deficiency

[2.E.5 subpoints were listed as
bullet points in focal document, so

ISection 2.8.4, FTI in Transit),

. Capabilities Deficiency y |we separated them and assigned
2E51 Corrective Action Plan Functional Subset Of e 1A0-05 eantrols, It applicable: 10 e Seperated them and assiones
17 Pointof Contact (POC) (eg, asset/process owner) @) Resources required
lto conduct remediation actions;(9) Planned remedial actions to th
IDuring the review, the agency’s CAP responses and supporting documentation {17 Dereney Hrachng ureber (2 Appcable secarty compTance 2E5 subpoints were Tisted a5
il be addressed. Requests for additional information and clarification, including Consbities bef ondior reslience control (3 D(-[)scr)w:l;]m; of the deficiency(ies) (4} isk bbuliet points in focal document, so
. lautomated scanning reports, will be made by Safeguards. apabilities Deficiency .05 [pssociated with the deficencyies)(5) Source deficiency |we separated them and assigned
2E52 Corrective Action Plan Functional Subset Of Tracking 1A0-05 controls, if applicable; 0 Inumbers to improve mappabiliy.
(7 Point of Contact (FOC) (0.9 asset/orocéss owneds(®) Resources required
lto_conduct remediation actions:(9) Planned remedial actions to
[A closing conference will be held upon the completion of the agency’s CAP minium: (1) Deficiency tracking number:(2) Applicable security, compTance 2.E5 subpoints were listed as
review and a Preliminary Assessment Report (PAR) will be issued to provide the Comatilis et ondor estience contol(3) Descriptionof the eficiency(es(4) Risk louliet points in focal document, so
. lagency an overview of the findings addressed during the review. apabilities Deficiency 05 [ssociated with the deficiencylies);(5) Source deficiency |we separated them and assigned
2E53 Corrective Action Plan Functional Subset Of Sin 140-05 ommonny ontrols,if applicable; 10 e e e
(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
lto conduct actions:(9) Planned remedial actions to the
[The agency must update and submit the CAP semi-annually to document all No appiicable SCF contral
lcorrective actions, taken or planned, in response to the findings enumerated in .
2€5.1 CAP Submission Instructions|the SRR, To complete the CAP document, agencies must: Functional | No Relationship NA WA NA 0
AP Submission Instructons| 22 e YeT9o ST by e Officeof Safeguards with the SRR and must ot aer | oot | o pefaranship D - o 5 INo appiicable SCF control
AP Submission Instructions|PTOVIG8 3 WITEEeN narrative in response to each finding — o = o o INo appiicable SCF control
caP Submission Instructions o152 PIAT e I ementation date or actual completion date in MWDBNY] ™ gyncional | No Relationship NA NA NA 0 eepelicablescheontel
26514 CAP Submission Instructions| :;'Z:ﬁ;s"a":i";;?gliﬁ(s“";‘rﬁg‘f;r‘:" to validate the closure of any findings Functional | No Relationship NA N/A N/A 0 Nelarelicabisie Chicente]
[Provide a signed certification from the Chief Information Security Officer (CIS0) INo appiicable SCF contrl
lor Head of Agency to document and close findings that are no longer applicable
lto the agency's handling of FTI. Often, this occurs when agencies decommission
systems that once transmitted FTI, replace applications or systems with newer .
2E5.15 AP submission Instructions S E e e e o tors of systome that continuato | Functional | No Relationship NA NA NA 0
receive, process, store, access, protect and/or transmit FTI
[CAP Submission due dates are defined below. INo appiicable SCF control
See Table 5 - CAP Submission Dates for details
[“The Postal abbreviation for Commonwealth of the Northern Mariana Islands was
lupdated to MP.
I the SRR was issued within 60 days from the upcoming CAP due date in the
lpreceding chart, the agency's first CAP will be due on the subsequent reporting
date to allow the agency adequate time to document all corrective actions
lproposed and taken. Agency CAP submissions provided to the Office of
Safeguards within 60 days of an upcoming review will be responded to as part of
the review process.
When extenuating circumstances exist, agencies may request an extension for
0 more than 30 days. Extension requests must be submitted not later than 30 X
2E52 CAP Submission Dates |days prior to the scheduled CAP due date. Request for extensions will not be Functional | No Relationship N/A N/A N/A 0
lconsidered after the scheduled CAP due date. Extension requests must be sent tol
the Office of Safequards via SDT or sent via email to SafeguardReports@irs.gov,
with the subject "CAP Extension Request". The body of the email must address
the reasons for the request. All extension requests will be evaluated on a case by
lcase basis. Safeguards will provide an email response approving or disapproving
[the request within five (5) business days after receipt of the request.
[RC'S 6103 limits the usage of FTI to only those purposes explicitly stated. Due to INo appiicable SCF control
the security and privacy implications, higher risk of unauthorized disclosure and
lpotential for unauthorized use of FTI based on specific activities conducted, the
Office of Safeguards requires advanced notification of at least 45 days prior to
implementing certain operations or technology capabilities that require
ladditional uses of the FTI
in addition to the initial receipt of FTI (see Section 1.1), the following
hnology require the agency to submit
Notification Reporting _|10tification to the Office of Safeguards via the SafeguardReports@irs.gov, X
2E6 equirements imailbox, a minimum of 45 days ahead of the planned implementation: Functional | No Relationship N/A N/A N/A 0
See Tabie 6 - Notification Reporting for detalls.
See additional details pertaining to each nolification topic in the following
sections. Contact the Office of Safeguards mailbox with any questions pertaining
lto notification requirements.
[Receiving, processing, storing, accessing, protecting, and/or transmitting FT11n a 2.E.6.1 subpoints were listed as
lcloud environment requires prior notification to the Office of Safeguards. bbuliet points in focal document, so
[The intent of the notification s to require agencies to |we separated them and assigned
I the agency cannot demonstrate it prevents the cloud service provider from Inumbers to improve mappabiliy.
Ihaving logical access to the data, the agency must submit a notification for Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
2861 Cloud Computing disclosure to a contractor or sub-contractor. Functional | Intersects With | o0 o 0 o ce | CPLOL | ant statutory, regulatory and contractual controls. s
IRefer to Section 3.3.1, Cloud Computing and the Safeguards website for more
information related to cloud computing requirements.
[Document the physical locations where FTI will be processed to ensure FTI Security plan (SSP)) that. (1) Identifies Key architectural and‘m;‘;“emmmn ‘s 1 subpmnss ‘were listed as
remains onshore roptied Securty formarion on -scape Technology Assets, Applcations andior Services et points n foca document. <o
26611 Gloud Computing Functonal | subsetor | complanceananesfonce | 003 TAAS)E Reecs e et ot o oppedsecuny, copplance end 10 himbers t Improve mappabiy.
ontrols Documentation land/or Facilities (PPTDF) that are contained within the system boundary:
land(3) Provides a historical record of applied security controls, including
; 5 5
Seiatsarss doce nok v tha responcioney 1 acsase he Bhyeicl secarty of security Plan (559)) that(1) Identifieskey architectural and implementation il ponts i foca docarment so
Cloud service provider facilies Y o Y Applied Securiy, information on in-scope Technology Assets, Applications andjor Services lwe separated them and sssigned
2£6.12 Cloud Computing i Functional Subset Of | Compliance and Resilience | 140-03  [(TAAS):(2) Reflects the current state of applied security, compliance and 10 arbers ta improve Mmappabiit
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data P ppability.
and/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
[Explain how encryption will be used to prevent unauthorized disclosures to cloud Cacurity Pram (SSm)) oot () 1denties Koy arcmtactarar and moiementation E6.1 subpoints were isted as
service provider employees roptied Securty formarion on -scope Technology Assets, Applcations andior Services et poins n foca document. <o
i (TAAS);(2) Reflects the current state of applied security, compliance and e
Cloud Computing Functional subsetOf | Compliance and Restence | 14003 |10 oot S L reople, brocesses, Tothmologies, Do 10 Inumbers to improve mappabiliy.
land/or Facilities (PPTDF) that are contained within the system boundary;
[and(3) Provides a historical record of applied security contrals, including
5 =
[Document all agency-managed security and privacy controls Security Plan (SSP)) that:(1) Identifies key architectural and implementation 2E.6.1 subpoints were listed as
roplied Securty iformaton o - scope Techology Asets Appicatons andior Senvices et point nfoca document. <o
:(2) Reflects the current state of applied security, compliance ant
2E614 Cloud Computing Functional subsetof | Compliance and Resiience | 14003 | iicnce controls o appicable Peaple. rocesses: Technoiodies, Data 10 Inumbers to improve mappabiliy.
and/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
Redisclosure of FTI to contractors or sub-Contractors by authorized agencies
Irequires notification to IRS at least 45 days prior to the planned re-disclosure
(Contractors or sub-contractors consist of but are not limited to cloud computing
lproviders, consolidated data centers, off-site storage facilities, shred companies,
IT support or tax modeling/revenue forecasting providers.
[The contractor notification requirement also applies in the circumstance where
the contractor ies sdditanalsub-contractor services. Approval s required f the Mechanisms exist to verify that individuals or Technology Assets,
Contractor or Sub- prime) contractor hires additional sub contractor services in accordance witf [Applications and/or Services (TAAS) transferring data between
2E62 Contractor Access  [Exhibit 6, Contractor 45-Day Notification Procedures Functional | Intersects With | Transfer Authorizations | DCH-14.2 (R cqh 0 AT have the requisite authonzations (e 6., wiite °
INotification is also required for contractors or sub-contractors to perform lpermissions or privileges) prior to transferring said data.
statistical analysis, tax modeling or revenue projections (see Section 1.4, State
[Tax Agency Limitations).
[he agency must notify the Ofice of Safeguards If planning to include FT1in INo appiicable SCF control
statistical analysis, tax modeling or revenue projections.
[The Office of Safeguards will forward the notification to the IRS Statistics of
income and Disclosure for approval of the modeling methodology (see Section
2663 Tax Modeling 1.4, State Tax Agency Limitations). Functional | No Relationship NA NA NA 0
[Tax modeling approvals are valid up to three years. If the agency needs to
lcontinue the use of FTI in tax modeling past the approved timeframe, a new
request must be submitted to the Office of Safeguards.
[Rgencies must submit a Data Testing Request (DTR) form to request approval to
luse live FTIin a testing environment. The intent of the notification is to ensure
lagencies do not process FTI in environments that do not have the same security
land privacy controls as the production environment. Safeguards must review the
security posture of the development or test environment s described in the
lagency’s notification document submission to determine whether the agency has
reduced the risk to an acceptable level
[The IRS defines live data as primarily unmodified, non-sanitized data extracted
from taxpayer files that identifies specific individual or corporate taxpayers and
includes taxpayer information or tax return information. State taxing agencies
Imust ensure their Need and Use Justification statements include the use of FTI in
2664 Live Data Testing  [a test environment. Functional | No Relationship NA WA NA 0
[Testing request approvals are valid up to three years from the date of the
lapproval. If testing FTI data is no longer required before the approval expires, FTI
Imust be removed from the test environment. If the agency needs to continue the
luse of FTI in pre-production testing activities past the approved timeframe, a
Inew request for live data must be submitted to the Office of Safeguards.
Please see the Office of Safeguards website for additional information.
2F D‘S"‘%Slgg(g:(’;g:ﬁ' s [N/A Functional | No Relationship NA N/A N/A 0 [oeETE RS G
2F1 General [See FDE for details. Functional | No Relationship NA N/A N/A 0 NeleeliceBcieChica Ee]
[Agencies electing to return IRS information MUSE use a receipt process and INo appiicable SCF contral
2F2 REt“'ﬂ‘"%h‘ZSSL"'Lfifemat'D" tolensure that the confidentiality is protected at all times during transport (see Functional | No Relationship NA N/A N/A 0
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[FTI furished to the user and any paper material generated from it, such as INo applicable SCF control
lcopies, photo impressions, computer printouts, notes and work papers, must be 2.F.3 subpoints were listed as
destroyed by burning or shredding. If a method other than burning or shredding bullet points in focal document, so
s used, that method must make the FTI unreadable or unusable. |we separated them and assigned
[The following guidelines must be observed when destroying paper FTI: Inumbers to improve mappabilty.
See Table 7 - FTI Destruction Methods for details.
FTI furnished or stored in electronic format must be destroyed in the following
Whenever physical media leaves the physical or systemic control of the agency
lfor maintenance, exchange or other servicing, any FTI on it must be destroyed by
sanitizing according to guidance in NIST Control MP-6, Media Sanitization and
2F3 Destruction and Disposal [section 2.F.3.1, Media Sanitization. FTI must be purged from the media prior to | Functional | No Relationship A R (R
allowing refease.
When using either method for destruction, every third piece of physical
electronic media must be checked to ensure appropriate destruction of FTI.
IHand tearing, recycling, or burying information in a landill are unacceptable
Imethods of disposal
[Electronic media (e.9.. hard drives, tapes, CDs and flash media) must be 2.F.3 subpoints were listed as
destroyed according to guidance in NIST Control MP-6, Media Sanitization, bullet points in focal document, so
Electronic media containing FTI must not be made available for reuse by other |we separated them and assigned
offices or released for destruction without first being subjected to Inumbers to improve mappabilty
2F31 Destruction and Disposal |electromagnetic erasing. If reuse is not intended, the tape must be destroyed by | Functional | Intersects With | Physical Media Disposal DcHog  [Mechanisms exist to securely dispose of media when it is no longer required,
|burning or shredding in accordance with applicable standards (see Section using formal procedures.
2.F.3.1, Media Sanitation)
[Destroy microforms (microfim, microfiche, or other reduced image photo 2F 3 subpoints were listed as
Inegatives) by burning rech e ¢ medtis wh . . bullet points in focal document, so
g . . echanisms exist to securely dispose of media when it is no longer required, [we separated them and assigned
2F32 Destruction and Disposal Functional | Intersects With | Physical Media Disposal | DCH-08  |\1SCHERIeS Xt 0 <6 e separated ther and assioned
[The type of sanitization performed depends on whether or not the media will be 2.F 3.1 subpoints were listed as
reused by the agency or leaving agency control bullet points in focal document, so
If the media will be reused by the agency for the same purpose of storing FTI and |we separated them and assigned
will not be leaving organization control, then clearing is a sufficient method of Inumbers to improve mappabilty
sanitization. If the media will be reused and repurposed for a non-FTI function or
will be leaving organization control (L., media being exchanged for warranty.
lcost rebate or other purposes and where the specific media will not be returned
to the agency), then purging must be selected as the sanitization method. If the
Imedia will not be reused at all, then destruction is the method for medi . Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
2F3.1 Media Sanitization  [s2"ization. The requirements are applicable for media used in “preproduction” | ynctional | Intersects With | Destruction or Re-Use of |  AST-09  [components using organization-defined techniques and methods to prevent
test” environments The techinique or learng, purging. and desiroying rmen: o B raraad o et conate
Imedia depends on the type of media being sanitized.
[The following media sanitization requirements are required
See also MP-6. Media Sanitization. Additional media sanitization requirements are|
lavailable on the Office of Safeguards website.
[Every third piece of media must be tested after sanitization has been completed. 2.F 3.1 subpoints were listed as
Mechanisms exist to sanitize system media with the strength and integrity ullet points in focal document, so
2F311 Media Sanitization Functional | Intersects With | System Media Sanitization | DCH-09  |commensurate with the classification o sensitivity of the information prior to |we separated them and assigned
ldisposal, release out of organizational control or release for reuse. numbers to improve mappabilty.
Media sanitization must be witnessed or verified by an agency employee 31 subpoints were listed as
Mechanisms exist to sanitize system media with the strength and integrity bullet points in focal document, so
2F3.12 Media Sanitization Functional | Intersects With | System Media Sanitization | DCH-09  |commensurate with the classification or sensitivity of the information prior to |we separated them and assigned
|disposal, release out of organizational control or release for reuse. [numbers to improve mappability.
Media sanitization requirements are the same, regardiess of where the 2.F.3.1 subpoints were listed as
information system media is located. However, the party responsible for each Mechanisms exist to sanitize system media with the strength and integrity bullet points in focal document, so
27313 Media Sanitization  [step of the sanitization process may differ Functional | Intersects With | System Media Sanitization | DCH-09 with the or sensitivity of the information prior to |we separated them and assigned
|disposal, release out of organizational control or release for reuse. [numbers to improve mappability.
[FTT must never be disclosed o an agency’s agents, contractors, or sub- INo applicable SCF control
lcontractors during disposal without legal authorization and destruction must be 2.F.4 subpoints were listed as
witnessed by an agency employee. bullet points in focal document, so
[The Department of Justice, state tax agencies, and SSA may be exempted from |we separated them and assigned
lthe requirement of having agency personnel witness destruction by a contractor Inumbers to improve mappabilty
or sub-contractor.
If a contractor or sub-contractor is used
2F4 Other Precautions |Ifthe agency has legal authority to disclose FTI to a disposal contractor or sub- |  Functional | No Relationship NA N/A N/A
contractor and chooses one that is National Association for Information
Destruction (NAID) certfied, the agency will not be required to complete an
internal inspection every 18 months of that facilty. However, the agency must
lannually validate and maintain the most recent copy of the NAID certification.
[The contract must contain safeguard language in Exhibit 7a and 76, INo applicable SCF control
Safeguarding Contract Language as appropriate to the contract to ensure the [2.F.4 subpoints were listed as
protection of FTI. buet points document, so
2F41 Other Precautions Functional | No Relationship NA N/A NA |We separated them and assigned
numbers to improve mappabilty.
[Destruction of FTT must be certified by the contractor or sub-contractor when not 2F 4 subpoints were listed as
witnessed by an agency employee. S st medin s e » v ’ bullet points in focal document, so
ystem Media Sanitization echanisms exist to supervise, track, document and verify system media |we separated them and assigned
2F.42 Other Precautions Functional | Intersects With Documentation DCH-09.1 and disposal actions. irbers t improve mappabiity
75 recommended that the agency periodically observe the process to ensure o applicable SCF control
lcompliance with security of FTI until it reaches a non-disclosable state and that .F.4 subpoints were listed as
an approved destruction method is utilize bullet points in focal document, so
2743 Other Precautions Functional | No Relationship NA /A NA e separated them and assigne
Inumbers to improve mappa
3.0 CYBERSECURITY [ Functional | No Relationship NA N/A N/A [oeETER e G
31 General [See FDE for details. Functional | No Relationship NA N/A NIA NeleeeliceBigieChicoEe]
[The Office of Safeguards will assess agency compliance with the security and No applicable SCF control
privacy requirements identified in this publication as part of the annual reporting
and review processes. The IT assessment wil include a review of the agency’s FTI
inventory. All IT systems and supporting components receiving, accessing,
storing, processing, protecting, or transmitting FTI must be included in the
lagency's FTI inventory. This includes, for example: end user and administrator
workstations, host operating system(s), contractor systems or laptops, we
servers, database management systems, hypervisors, storage arrays and cloud
lenvironments. The FTI inventory must also include networking components used
lto protect or transmit FTI and access an FTI environment. This includes,
lexample: border/perimeter firewall, virtual private network (VPN), core routers
wireless networks, voice over IP systems and site to site endpoints established
lwith external networks when FT! is shared and/or accessed outside of the LAN.
[The scope of assessments includes any technology used to receive, process,
store, access, protect and/or transmit FT that is owned and managed by 1) the
agency, 2) a state's consolidated IT organization, 3) the agency’s contractors and
sub-contractors (e.g., print vendors, collections agencies, application
32 Assessment Process  [development contractors, network engineers at a state consolidated IT office, Functional | No Relationship NA N/A NA
letc.) and 4) the agency's constituent counties included in an assessment.
lRequirements are assessed using manual and automated assessment
lprocedures as they relate to NIST SP 800-53 security and privacy controls as
loutlined in this publication. To ensure a standardized cybersecurity review
lprocess, Cybersecurity Reviewers will conduct assessments using Safeguards
(Computer Security Evaluation Matrices (SCSEM) to evaluate agency policies,
lprocedures and IT systems that receive, process, store, access, protect and/or
ftransmit FTI. The following techniques will be used to collect evidence required to
lcomplete SCSEM assessments:
See Table 8 - Assessment Methodologies for details.
Please see Section 1.6.2, During the Review for information on the review
lorocess.
33 el e Functional | No Relationship NA NA NA No applicable SCF control
[To use a cloud computing model to receive, process, store, access, protect INo applicable SCF control
land/or transmit FTI, the agency must comply with all requirements in this
lpublication. The following mandatory requirements are in effect for using cloud
services to receive, process, store, access, protect and/or transmit FT
Supplemental Guidance: I the agency or system has the ability to automatically
lprovision or deprovision resources based on need, then it is considered a cloud
lenvironment. The service and deployment model sed in a cloud computing
lenvironment will determine the responsibility for security and privacy controls
implementation between the agency and th cloud provder for the protection of
T that is stored o processed in the cloud environment. The
Categuards taiors . skacsement of an agency's ioud solukion baced o the
cloud vendor's FedRAMP authorization boundary. For systems where cloud
service providers maintain complete control over and have documented the
security and privacy controls of those systems i its FedRAMP authorization
[framework, the Office of Safeguards will assess those controls using the Cloud
ISCSEM. For agency-managed systems that reside logically in the cloud
331 Cloud Computing  [environment, but remain outside of the FedRAMP authorization boundary, the Functional | No Relationship NA N/A NA
Office of Safeguards will leverage its SCSEMs to assess the security posture of
lthose systems. Al testing wil be performed using the methods described in
Section 3.2, Table 8, Assessment Methodologies.
[Additional cloud computing guidance is available on the Office of Safeguards
website.
ITo determine f your agency is utilizing a cloud please use the following Cloud
Decision Tree
INote: https://www.irs.gov/publirs-utlicloud-decision-tree.pdf
FTmey anly be Ttroduced T coud ervenners that have beer provided an INo applicable SCF control
331a FedRAMP he Joint Advisory Board (JAB) or  Federal Agency. Functional | No Relationship NA N/A NA
[Agencies must leverage vendors and services where (i) all FTT physically resides INo applicable SCF control
in systems located within the United States; and (ii) all accesses, and support of
33.1b Onshore Access [the systems and services are performed from the United States, its possessions Functional No Relationship N/A N/A N/A
and territories.
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g of all data

cloud providers must provide a complete lis
tor adaresses where FTi will be received, processed, stored, aceessed,

INo applicable SCF control

evices

|damage to Technology Assets, Applications and/or Services (TAAS), if used
Imaliciously.

cent ’
33.1c Physical Description |orotected andlor transmitted in their 45.Day notihcation form Functional | No Relationship NA NA NA
[FTT must be encrypted in transit within the cloud environment. All mechanisms
lused to encrypt FTI must be FIPS 140 certified and operate utilzing the latest
334 Data Encryption in Transit [Fips 140 compliant module(s). This requirement must be included 1n the SLA. Functional | Intersects With [Transmission Confidentiality| ~ CRY-03  |c¥Ptooraphic mechanisms exist to protect the confidentiality of data being
[FTT must be encrypted while at rest in the cloud using the latest FIPS 140
lcertified encryption mechanism. This requirement must be included in the SLA.
Supplemental Guidance: If the agency s able to encrypt data in transit and at
rest using the latest FIPS 140 certified solutions and maintain sole ownership of
lencryption keys, preventing logical access from the cloud service providers,
et (60, TRC 6103 1173 ota) 19 move 16 & cloud cnvronment (cryptographic mech + o prevent unauthorized discosure of cat
restrictions (e.0., ta) to move to a cloud environment. Using : ryptographic mechanisms exist to prevent unauthorized disclosure of data
331e Data Encryption at Rest [0 O (e O (o et et U0 | Functional | Intersects With | Encrypting Data At Rest | CRY-05 | S/YPLeX
lprotection requirements such as training and background investigation
requirements
[The agency must notify the IRS Office of Safeguards at least 45 days prior o
331f 45-Day Notification  |transmitting FTI into a cloud environment, per Section 2.E.6, Notification Functional | No Relationship NA NA NA
lReporting Requirements.
[The agency must establish security and privacy controls, based on IRS )
lPublication 1075, for how FTI is received, processed, stored, accessed, protected Mechanisms exist to require contractual requirements for applicable security,|
331 Service Level Agreements. [andjor transmitted inside the cloud environment. Agencies must provide the Functional | ntersects with | Third-Party Contract M5 [compliance and resilience requirements with third-parties, reflecting the
9 and Contracts Fequirements through a legally binding contract or SLA with their third-party Requirements lorganization's needs to protect its Technology Assets, Applications, Services
cloud provider. landor Data (TAASD).
Software andjor services that receive, transmi, process or store FTI must be
isolated within the cloud environment 50 that other cloud customers sharing Mechanisms exist to ensure the cloud security architecture supports the
3310 Data Isolation Iohysical o virtual space cannot access other customer data or applications Functional | Itersects Wih | Cloud Security Architecture | CLO-02 frganizaon's fechnology srategy o securely desian. configure and
intain cloud employmen
 agency must conduct an annual assessment of the securlty and privacy Security, Compliance & -
} . IMechanisms exist to provide a security, compliance and resilience controls
334 Risk Assessment  |controls in place on all information systems used for receiving, processing, Functional | Intersects With |  Resilience Controls cpLo2 2 L4 ancs g
SEoring, accessing, protecting andjor tansmitiing FI1. loversight function that reports fo the organization's executive leadership.
Storage devices where FT1 has resided must be securely sanitized and/or
persistence of Data in _|destroyed using methods acceptable by NIST. This requirement must be included Mechanisms exist to sanitize system media with the strength and integrity
3314 Sistence of Datain I Functional | Intersects With | System Media Sanitization | DCH.09  [commensurate with the classification or sensitivity of the information prior to
ldisposal, release out of organizational control or release for reuse.
[Agencies must implement sufficient multifactor authentication when ther cloud
solutions are available from the interet (i.e., there is access to the cloud
solution from outside of the agency’s trusted networkl. If the cloud can only be lAutomated mechanisms exist to enforce Multi-Factor Authentication (MFA)
. accessed from an agency’s internal network, multifactor authentication must be Multi-Factor Authentication o5 [for:(1) Remote network access;(2) Third-party Technology Assets,
331k Multifactor Authentication i oimented by agency solution(s) when establishing a remote connection Functional | Intersects With (MFA) IAC-06Iapplications and/or Services (TAAS): and/ or(3) Non-console access to critical
[TAAS that store, transmit andor process sensitivelregulated data.
e e a  Pueato 1075 cauied: documented Operationalizing Securit IMechanisms exist to compel data and/or process owners to operationalize
Security Control [and implemented, and must comply with Publication 1075 requirements, D 9 y, P p P
3311 Securly Control Functional | Intersects With | Compliance & Resilience | GOV-15  [security, compliance and resilience practices for each Technology Asset,
P! Capabilities |Application and/or Service (TAAS) under their control.
(Customer defined security and privacy controls must be [dentified, documented
Security Control |and Implemented, and must comply with Publication 1075 requirements. IMechanisms exist to compel data andor process owners to select required
3311 Securlty Control Functional | Intersects With Select Controls GOV-15.1 [security, compliance and resilience controls for each Technology Asset,
Pl |Application and/or Service (TAAS) under their control.
i the agency determines FTi is not permitted to be included in emafl, @ written 5.3.2 has multiple series of the
folicy must be established and distributed to; - cluded 1, a written pol IMechanisms exist to establish usage restrictions and implementation same bulet polnts, 50 we added
e agency determines FT| is permitted to be included in email, a written policy eicance for organiaational tochmele s boges om the potatiol i cause numbers at the end to separate
332 Email Communications |must be established and distributed to: Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 |S41930C€ for oTgamizationa) tecnog os basee o e e ane) f neect fthem and improve mappabilty
|Additionally, the agency must ensure FTI s properly protected and secured when A . :
being transmitted via email. At a minimurm
[Pronibit FT1 in emall transmissions; and 5.3.2 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
; y lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
33241 Emall Communications Functional | Intersects With |Technology Use Restrctions|  HRS-05.3 ~|Juo2nce for ofganiaationa technologies based bn (he potertiel 0 caee [pumbers at the end to separat
maliciously.
(Clearly state the actions that will be taken if FT11s inadvertently sent in email. 5.3.2 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
33201 Email Communications Functional | Intersects With |Technology Use Restrctions|  HRS-05.3 ~ |Juoence for ofgenizationa fechnologies based bn the potentelf cavee | [pumbers at the end to separat
maliciously.
[Pronibit FT1 in email transmissions outside of the agency's internal network; 5.3.2 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
lguidance for organizational technologies based on the potential to cause umbers at the end to separate
33222 Email Communications Functional | Intersects With-|Technology Use Restrictions| - HRS-05.3 |32 mage to Technology Assets, Applications and/or Services (TAAS), if used [them and improve mappabilty
maliciously.
[Ensure transmissions are sent only to authorized recipients; and 5.3.2 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
) lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
Email Communications Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 S92 for oTdamizationa) tecnolg os based o e e Ae) i seed fthem and improve mappabilty.
maliciously.
Require adequate labeling (e.g., email subject contains “FTI) and protection 5.3.2 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
) g lguidance for organizational technologies based on the potential to cause numbers at the end to separate
332.c2 Email Communications Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 |4y mage to Technology Assets, Applications and/or Services (TAAS), if used lthem and improve mappabilty.
maliciously.
IMall servers and clients must be securely configured. Underlying operating 5.3.2 has multiple series of the
systems of onpremises mail servers must be hardened and included in the chanisms exist o establsh usage restrictions and implementation [same bullet points, so we added
. i lagency’s FTI inventory. A 45-day cloud notification must be submitted for cloud- y lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
33223 Emall Communications |10t eq mail solutions. Functional | Intersects With [Technology Use Restrictions|  HRS-05.3 damage to Technology Assets, Appiiations andior Servces (TAS), i used fthem and improve mappabilty
maliciously.
[The network infrastructure must be securely Configured to block unauthorized 3.3.2 has multiple series of the
traffic, limit security vulnerabilites, and provide an additional security layer to an Mechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
33203 Email Communications [39€NcY'S mal servers and clints. Functiona | ntrsects Wi [Technology Use Restrictons|HRs-05.3[J0Snce o organizational echnologesbased on the potental to cause pumbers f th end o eparte
maliciously.
[SUat 1oggng rustbe mplerented to tack alsent and received emalls 5.3.2 has multiple series of the
containing FT1 IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
§ g lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
33203 Email Communications Functional | Intersects With |Technology Use HRS-05.3 | 4amage to Technology Assets, Applications and/or Services (TAAS), if used lthem and improve mappabilty.
maliciously.
[Emal transmissions containing FT1 must be encrypted using the latest FIPS 140 5.3.2 has multiple series of the
validated mechanism. IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
] . . . lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
33243 Emall Communications Functional | Intersects With |Technology Use Restrctions|  HRS-05.3 |02 for ofganiaationa echnologies based bn (he potert 0 oo [pumbers at the end Lo separat
maliciously.
Malware protection must be implemented at one or more points within the emal 5.3.2 has multiple series of the
delivery process to protect against viruses, worms and other forms of malware. Mecharisms exist to establish usage reirctions and implementation [Earne bullet points, so we added
lguidance for organizational technologies based on the potential to cause numbers at the end to separate
33203 Emall Communications Functional | Intersects With |Technology Use Restrctions|  HRS-05.3 ~ |Juoernce for ofganizationa lechnologies based bn (he potentielf cavee [pumbers at the end to separat
maliciously.
i the agency determines FTI is not permitted to be included in fax 5.3.3 has multiple series of the
communications, a written policy must be established and distributed to [same bullet points, so we added
If the agency determines FTI is permitted to be included in fax communications, numbers at the end to separate
a written policy must be established and distributed to ensure fax lthem and improve mappability:
communictionsare transmittd to an authorzed recient and mst achere to Mechanisms exist to establish usage restrictions and implementation
Facsimile and Facsimil i i idance for organizational technologi n the potential t
333 csimile and Focsimile |, onaly e agency must ensure facsimile devices used o ransmit Fiare |  Functional | Inersects With [Technology Use Restricions|  HRs-05.3 [Juidonce fo ordanizational technologies based on the potental o cause
roperly protected and secured. At a minimum: aneusty g :
If digital fax servers are used, they should be hardened like other servers -
containing FTL.
/Pronibit FT1 i fax communications; 5.3.3 has multiple series of the
Mechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
Facsimile and Facsimile lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
33321 Devices Functional | Intersects With [Technology Use Restrictions|  HRS-05.3 |gamage to Technology Assets, Applications and/or Services (TAAS), if used lthem and improve mappability.
maliciously.
(Clearly state the actions that will be taken if FT11s inadvertently faxed. 5.3.3 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
Facsimile and Facsimile lguidance for organizational technologies based on the potential to cause numbers at the end to separate
333.01 evices Functional | Intersects With- |Technology Use Restrictions| - HRS-05.3  |d3mage to Technology Assets, Applications and/or Services (TAAS), if used [them and improve mappabilty
maliciously.
[Have a trusted staff member at both the sending and receiving fax machines 5.3.3 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
Facsimile and Facsimile lguidance for organizational technologies based on the potential to cause umbers at the end to separate
33322 evices Functional | Intersects With | Technology Use Restrictions| - HRS-05.3  |d3mage to Technology Assets, Applications and/or Services (TAAS), if used [them and improve mappabilty
maliciously.
[Accurately maintain broadcast lists and other preset numbers of frequent 5.3.3 has multiple series of the
recipients of FTI IMechanisms exist to establish usage restrictions and implementation [same bullet points, o we added
Facsimile and Facsimile lguidance for organizational technologies based on the potential to cause umbers at the end to separate
33302 e and T Functional | Intersects With |Technology Use Restrctions|  HRS-05.3 ~|Juoence for ofgenizationa lechnologies based bn the potentielfo cause | [pumbers at the end to separat
maliciously.
Place fax machines in a secured area 5.3.3 has multiple series of the
IMechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
Facsimile and Facsimile lguidance for organizational technologies based on the potential to cause umbers at the end to separate
3.3 evices Functional | Intersects With-|Technology Use Restrictions| - HRS-05.3 |32 mage to Technology Assets, Applications and/or Services (TAAS), if used lthem and improve mappability:
maliciously.
include a cover sheet on fax transmissions that explicifly provides guidance to 5.3.3 has multiple series of the
lthe recipient, that includes: IMechanisms exist to establish usage restrictions and implementation [same bullet points, o we added
. Facsimile and Facsimile y lguidance for organizational technologies based on the potential to cause numbers at the end to separate
333.42 evices Functional | Intersects With. |Technology Use Restrictions| - HRS-05.3 |qamage to Technology Assets, Applications and/or Services (TAAS), if used fthem and improve mappabilty
maliciously.
[A notification of the sensitivity of the data and the need for protection 33 has multiple series of the
Mechanisms exist to establish usage restrictions and implementation [same bullet points. so we added
. Facsimile and Facsimile y lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
3.3.34.12 Devices Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 |4, mage to Technology Assets, Applications and/or Services (TAAS), if used lthem and improve mappabilty.
maliciously.
[A ofice to unintended recipients to telephone the sender via collect call, if 5.3.3 has multiple series of the
acsimile and Faceimiia [12Ce554- 10 eport the disclosure and confirm destruction ofthe nformation Mecharisms exist to esablsh usage retrctions and implementation [same bullet points, so we added
g acsimile and Facsimile y lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
333d.22 Devices Functional | Intersects With. |Technology Use Restrictions| - HRS-05.3 g5 mage to Technology Assets, Applications and/or Services (TAAS), if used lthem and improve mappabilty.
maliciously.
When applicable, encrypt information or be connected to a secure network 5.3.3 has multiple series of the
Mechanisms exist to establish usage restrictions and implementation [same bullet points, so we added
33303 Facsimile and Facsimile Functional | Intersects With |Technology Use Restrctions|  HRs.05.3 _|Jidance for organizational technologies based on the potential to cause Inumbers at the end to separate

lthem and improve mappability.
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Securely configure multifunction devices (MFD) used to receive or transmit fax 3.3.3 has multiple series of the
communications IMechanisms exist to establish usage restrictions and implementation [same bullet points. so we added
g Facsimile and Facsimile y lguidance for organizational technologies based on the potential to cause Inumbers at the end to separate
33363 Devices Functional | Intersects With- |Technology Use Restrictions| - HRS-05.3 " |damage to Technology Assets, Applications and/or Services (TAAS), if used 8 fthem and improve mappability
maliciously.
[Fo Use FTT1n a mobile device environment, the agency must implement a
lcentralized mobile device management (MDM) solution to authenticate and
Imanage the configuration of agency-owned and personally owned mobile devices|
prior to allowing access to the internal network. Further guidance of the
lconfiguration of mobile device solutions can be found on the Office of Safeguards Centralized Management Of| IMechanisms exist to implement and govern Mobile Device Management
334 Mobile Devices website. Functional | Intersects With ‘Mobile Devices MOM-0L | MDM) controls. 8
See also AC-19: Access Control for Mobile Device
7 the agency determines FTTis o permitted to be printed, a written policy must 5.3.5 has multiple series of the
e established and distributed to [same bullet points, so we added
Jutfunction Devices _ifthe agency determines 1 i permitted o be prited, a writen policy must be ot Inumbers at the end to separate
335 (MFDs) and High-Volume  [established and distribute Functional | Intersects with | MUItF Funeiion pevices AST-23 aMfc‘ch,Z,"n'ng[S Tnxd‘iiffysfe(c“o';ﬁfe%"Q?:“ﬁ”éﬂétfﬁé‘ﬁﬁ"l»?:YL‘;Sof'jfme 8 lthem and improve mappabilty.
Printers (HVPs) [Addtionally, the agency must ensure MFDs and HyPs are configured securely
land included in the agency's FTI inventory.
[Promibit FT1 from being printed 5.3.5 has multiple series of the
Multifunction Devices lsame bullet points, so we added
g & Multi-Function Devices g ms exist to securely configure Multi-Function Devices (MFD) Inumbers at the end to separate
33521 D e ey ume Functional | Intersects With (MFD) AST-23 laccording to industry-recognized secure practices for the type of device. 8 lthem and improve mappability.
(Clearly state the actions that will be taken if FT is inadvertently printed 5.3.5 has multiple series of the
Multifunction Devices o ) lsame bullet points, so we added
g ¢ Multi-Function Devices 53 |Mechanisms exist to securely configure Multi-Function De D) Inumbers at the end to separate
33501 R e (e Functional | Intersects With (MFD) AST-23laccording to industry-recognized secure practices for the type of device. 8 lthem and improve mappability:
ing FT1 to printers outside of the agency's internal network 5.3.5 has multiple series of the
Multifunction Devices [same bullet points, so we added
. & Multi-Function Devices 53 |Mechanisms exist to securely configure Multi-Function Devices (MFD) numbers at the end to separate
33582 (MFD3) and High-Volume Functional | Intersects With Fo) AST23 | ing to industry-recognized secure practices for the type of device. 8 lthem and mprove mappabiity.
[Ensure printed FT1 is sent only to authorized printers (e.g., multifunction devices, 5.3.5 has multiple series of the
Multifunction Devices _|standalone printers, high-volume printers) . o e o y confiure Ml Function b . [same bullet points, so we added
g ¢ ulti-Function Devices g echanisms exist to securely configure Multi-Function Devices Inumbers at the end to separate
33502 e e e Functional | Intersects With (MFD) AST-23 laccording to industry-recognized secure practices for the type of device. 8 lthem and improve mappabilty.
Require adequate labeling and protection of all printed FIT 5.3.5 has multiple series of the
ultifunction Devices i o e - s confiaure Mt Function . o) [same bullet points, so we added
3 ¢ ulti-Function Devices . echanisms exist to securely configure Multi-Function Devices Inumbers at the end to separate
33502 KMFD:A:&TECP\S‘WE Functional | Intersects With (MFD) AST-23 |5 cording to industry-recognized secure practices for the type of device. 8 lthem and improve mappabilty.
[Rgencies must implement boundary protection devices throughout thelr system
larchitecture, including routers, firewalls, switches, and intrusion detection
systems to protect FTI and FT systems. The agency’s managed interfaces
lemploying boundary protection must deny network traffic by defaut and allow
Inetwork traffic by exception (e.g., deny all, permit by exception). Inbound
Cervices shall be pronibited unless a valid business case can cetablish their
necessiy. Al remote access must be fouted and monitored through a managed
solution using multfactor
of NIST Cantrol 13, Users). FTI
lend users and privileged access the FTI overa
secured wireless local area network (WLAN) infrastructure that complies with the
136 Network Boundary and  [inceitute of Electrical and Electronic Engineers (IEEE) 802111 wireless security Functiona! subsetof | Network Security Controls | yor oo [Mechanisms exist to develop, govern & update procedures to facilitate the 0
Infrastructure standard and uses WPA2-certified equipment and software. (NSC) implementation of Network Security Controls (NSC)
|All networking devices responsible for protecting the FTI environment or used to
laccess the FTi environment must be included in the agency’s FTI inventory.
|additional network protection requirements are available on the Office of
[safeguards website.
[A Virtual desktop infrastructure (VD) provides users access to enterprise
resources, including a virtual desktop from locations both internal to and external
lto the agency’s networks. In a VDI environment, a user can access FTI by
lconnecting to a virtual workstation via a vendor-specific agent, connection client,
or through an Internet browser from practically any mobile device with Internet
laccess. Using VDI environments is the only manner in which agencies may
Virtual Desktop lauthorize their users to leverage personally owned devices to access andjor g IMechanisms exist to utiize virtualization techniques to support the
337 Ifrastructure Imanage information systems that receive, process, store, access, protect andjor | " Unctional SubsetOf | Virtualization Techniques | SEA13.1 lepioyment of a diversity of operating systems and applications. 10
ftransmit
ee AC-20, Use of External Systems and the IRS Office of Safeguards website for
Imore information.
[FTT s considered nonpublic information and may never be posted or shared on
lan unauthenticated publicly accessible system (e.q., public website). Agencies
Imay have business needs to provide FTI to its individual constituents, customers,
clients and/or stakeholders using interactive applications. Examples of such
systems include tax applications meant to provide account information to
Kexpayers o praciijoners, sate-based marketplace systems, chid support Mecharisms exit tofailtate the mplementtion o an enterprise-wide web
338 Public-Facing Systems P q y 9 Sy typically Functional Intersects With Web Security WEB-01  |management policy, as well as associated standards, controls and 8
lapplications but may also include interactive voice response technology. P
IShould an agency choose to provide FTI through a publicly facing system, it must s
implement the following requirements:
[The system architecture is configured as a multi-tier architecture with physicaly
and/or logically separate systems that provide layered security of the FTI. Access Mechanisms exist to utilize a Demilitarized Zone (DMZ) to restrict inbound
338a Public-Facing Systems [0 FT!in a back-end database must be brokered through multiple layers such Functional | Intersects with | Y€ °F DET‘S";EZ';"“ Z0nes | \eg.02 |traffic to authorized Technology Assets, Applications and/or Services (TAAS) 8
that a public user cannot query the database directly n certain services, protocols and ports.
[Each individual technology (e.0.. application server, web server software,
[firewall) within the system architecture that receives, processes, stores,
laccesses, protects andjor transmits FTI is hardened in accordance with the Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
3380 Public-Facing Systems  [requirements in this publication, the appropriate SCSEM and is subject to the Functional Subset Of e Dasene CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
lagency’s security testing capability. 9 |that are consistent with industry-accepted system hardening standards.
[Access to F1 via the system must only occur when following strong identity
proofing and authenticaton processes consistent with the latest guidance n NIsT
ISP 800-63-3, Digital Identity Guidelines and the other documents i the 800-6;
uite: NIST SP 800-634, Enrollment and Identity Proofing, NIST SP 800-638,
|Authentication and Lifecycle Management and NIST SP800-63C, Federation and
|Assurances. Consistent with choosing a moderate-level baseline for security
lcontrols, the Office of Safeguards has determined that public-facing systems
Imust implement Identity Assurance Level (IAL) 2 to confirm the identity at the
Ipoint an account is established and then must use Authentication Assurance
LLevel (AAL) 2 to confirm the veracity of the account’s use upon each user login
|Agencies may use Federation Assurance Level (FAL) 2 should they leverage
[federated identities.
IAL2: There is evidence that supports the real-world existence of the claimed
identity and the evidence verifies that the applicant is appropriately associated
with this real-world identity. Either remote or physical identity proofing may be IMechanisms exist to facilitate the implementation of an enterprise-wide web
338.c Public-Facing Systems  |used depending on the evidence provided during the identity proofing step. Functional Intersects With Web Security WEB-01  [management policy, as well as associated standards, controls and 8
|AAL2: There is a high confidence that the claimant controls authenticator(s) rocedares
lbound to the subscriber's account. Proof of possession and control of two distinct
lauthentication factors is required through secure authentication protocols.
lApproved cryptographic techniques are required
FAL2: There is a need to use federated identities to leverage sufficient encryption|
such that the agency is 1) the only party capable of decrypting the assertion
from the third-party identity provider and 2) the identity provider
lcryptographically signs the assertion.
See FDE for detalls INo applicable SCF control
NIST 800-53 SECURITY AND .
40 Ay CoThoLe Functional | No Relationship NA WA NA )
41 AccessconTROL VA Functional | No Relationship NA /A NA 0 [No appllcable SCF control
See FDE for specific NIST 5P 800-53 control details
et Access Control Poly and ronctional | ttersects witn | cerUBIEIngSecutty, | lyechanisms exist to establsh, maintain and isseminate poicie, standards s
rocedure ® land procedures necessary for secure, compliant and resilient capabilities.
ocumentation
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Access Control Policy and Periodic Review & Update of| SCRP), including pol tandards and proced t planned interval
At \ccess Control Policy an Functional | Intersects With | socuriy Comlionens, | Gov.3 |(SCRP), including policies, standards and procedures, at planned intervals or s
Scurty: Compllance f significant changes occur to ensure their continuing suitability, adequacy
g Jand effectiveness.
‘Access Control Policy and_[See FDE for specific NIST P 800-53 control detail, Identity & Access Mechanisms exist to facilitate the implementation of identification and
ACL Procedures Functional Subset Of Management (IAM) ACOL  laccess controls. 10
s nccount Management |52 FDE for specific NIST 5P 800-53 coritrol detais Functional | Itersects Wit | Terminaton of Employment| 1AC-07.2 _[Fechanisms exst to revoke user access ights n  tmely manner,upon S
e FOE for specific NIST S 800:53 control detalls. IMechanisms exist to proactively govern account management of individual,
AC2 Account Management Functional | Intersects With |  Account Management LS e corvico, applicetion uest and temborsty sccounts g 5
A2 Account Management [*¢© FPE for specific NIST SP 800-53 control detalls Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5
See FDE for specific NIST 5P 800-53 control details -
safeguarding Data Over |cryptographic mechanisms exist to implement strong cryptography and
Ac2 Account Management Functional | Intersects With guarding Data NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
P lover open, public networks.
Support the management of system accounts using
lautomated mechanisms.
Automated System Account
Automated System Account Supplemental Guidance: Automated mechanisms can include internal system |Automated mechanisms exist to support the management of system
AC-2(CE-1 Functional | Intersects With | M t (Direct 1AC-15.1
C2ACED [functions and email, telephonic, and text messaging notifications, unctional | Intersects Wi anagement (oyrecto C15:1 faccounts (e.q., directory services). s
[Rutomatically disable and remove temporary [Automated mechanisms exist to disable or remove temporary and
2(CE- Removal of Temporary and |ang emergency accounts after two (2) business days. Removal of Temporary / . ’
AC-2(CE-2) ooty Aorirhs gency accou wo (2) busi v Functional Subset Of e nborar IAC:15:2 [emergency accountsaftr an oganizatin-efined time period or each type 10
[Disable accounts within 120 days when the accounts: [Automated mechanisms exist to disable inactive accounts after an
AC-2(CE-3) Disable Accounts Functional Subset Of | Disable Inactive Accounts |  1AC-15.3 [S1oMaTEe MEcharise <t (o) 10
AC-2(CE-3).a Disable Accounts Have expired; Functional SubsetOf | Disable Inactive Accounts | IAC-15.3  [Automated mechanisms exist to disable inactive accounts after an 10
[Are no longer associated to a user or ndividual; [Automated mechanisms exist to disable inactive accounts after an
AC2(CE-3).b Disable Accounts Functional SubsetOf | Disable Inactive Accounts | 1AC-15.3 [ oM2ied Mechanisis et (o 10
AC2(CE-3)¢ Disable Accounts ['© I vielation of erganizational policy; or Functional SubsetOf | Disable Inactive Accounts | IAC-15.3 [Automated '"e“”a"‘s{‘"rf‘ee’;;;%“‘sa“‘e inactive accounts after an 10
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[Have been inactive for 120 days for non-privileged accounts and 60 days for

ontrol Description

(Logon Banner)

|display an approved system use notification message or banner before
i 0 Technolay Assat d .

[Automated mechanisms exist to disable inactive accounts after an
AC2(CE-3).d Disable Accounts |0 at T8 e Functional Subset Of | Disable Inactive Accounts | IAC-15.3 time pe 10
utomatically audit account creation, ion, enabling, disabling and |Automated mechanisms exist to audit account creation, modification,
AC-2(CE-4) Automated Audit Actions ~[removal actions. Functional Subset Of | Automated Audit Actions | IAC-15.4  |enabling, disabling and removal actions and notify organization-defined 10
lpersonnel or roles.
Ac2(CET) privileged User Accounts: VA Functional Subset Of Jentity  Access AcoL Mecharisms exst o faciltate the implementatio o Igentincation and 0
Establish and administer priviieged user accounts In accordance with a role- Identity & Access Mechanisms exist to facilitate the implementation of identification and
2(CE- i heme; an attribute- hem: X
AC2(CET)a Privileged User Accounts: |based access scheme; an attribute-based access scheme Functional Subset O Managament (M) 1AC-01 ccess mansgement controls. 10
[Monitor privileged role or attribute assignments; Identity & Access exist to facilitate the of and
AC-2(CE-7).b Privileged User Accounts Functional Subset Of Mannganment (A 1AC-01 et 10
AC2CET)C privilaged User Accounts: |MOMOT Changes to roles or attrbutes; and Functional Subset Of Identity & Access IACoL Mechanisms exist to facilitate the implementation of identification and o
(1AM) access controls
acacend orvileged User Accounts: |REVOKE aCCess when privileged role or attribute assignments are no longer Fanctiona! Subset Of Identity & Access IACoL Mechanisms exist to facilitate the implementation of identification and 0
- 9 (1AM) access controls
[Only permit the use of shared and group accounts that meet agency-defned
lconditions for establishing shared and group accounts.
ISupplemental Guidance: Before permitting the use of shared or group accounts,
Restrictions on Use of _|organizations consider the increased risk due to the lack of accountability with Restrictions on Shared IMechanisms exist to authorize the use of shared/group accounts only under
AC-2(CE-9) Functional Subset Of 1AC-15.5 10
Shared and Group Accounts|such accounts. This includes service accounts that can be used for computer Groups / Accounts |certain organization-defined conditions.
logon by a user (e.g., interactive logon is not disabled).
?upp\er'vtehntad\ Gmdafncs’ ‘Alw;\ta\ utsha%e mtlur:es actfiﬂ:g iﬁtsms at te‘nam [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Account Monitoring for  [times of the day or from locations that are not consistent with the normal usage lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
AC2(CE-12) Atypical Usage: [patterns of individuals, Functional Subset OF Anomalous Behavior MON-16  |nehavior that could indicate account compromise or other malicious 0
Jactivities
[Monitor system accounts for agency-defined atypical usage; and [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
(CE- Account Monitoring for 16 |User Activity Monitoring (UAM) solutions to detect and respond to anomalous
AC2(CE12)a Atypical Usage: Functional Subset OF Anomalous Behavior MON-16 " lpehavior that could indicate account compromise or other malicious 0
activities.
[Report atypical usage of system accounts to agency-defined personnel or roles, IMechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
S Account Monitoring for 116 |User Activity Monitoring (UAM) solutions to detect and respond to anomalous
AC2ACE12)b Atypical Usage: Functional Subset Of Anomalous Behavior MON-16lochayior that could indicate account compromise or other malicious 10
lactivities.
Disable acCounts of users posing a signicant sk winin one (1) day of Giscovery
of the risk
Supplemental Guidance: Users posing a significant isk o organizations include
individuals for whom reliable evidence or intelligence indicates either the
intention to use authorized access to systems to cause harm o through whom
Disable Accounts for High- [2dversaries will cause harm. Such harm includes the potential adverse impacts IMechanisms exist to expedite the process of removing *high risk" individual’s
AC-2(CE-13) Rickc mdiviea) 0 organizational operations and assets, individuals, other organizations, the Functional | Intersects With | High-Risk Terminations | HRS-09.2 ~ [access to Technology Assets, Applications, Services andjor Dt (TAASD) 5
state, or the Nation. Close coordination and cooperation among authorizing lupon termination, as determined by management.
officials, system administrators and human resource managers is essential for
[timely execution of this control enhancement.
[Disable accounts of users posing a significant risk within one (1) day of discovery
of the risk.
ISupplemental Guidance: Users posing a significant risk to organizations include
individuals for whom reliable evidence or intelligence indicates either the
intention to use authorized access to systems to cause harm or through whom
Disable Accounts for High. [adversaries will cause harm. Such harm includes the potential adverse impacts Account Disabling for High IMechanisms exist to disabi nts immediately upon notification for
AC-2(CE-13) sable Accounts for High- Iio organizational operations and assets, individuals, other organizations, the Functional | Intersects with | ACCOURLDIsa0Ing T Mo | iacs6  Mechanioms exist o dea e ot roneiotely upon nofification for users 5
state, or the Nation. Close coordination and cooperation among authorizing
lofficials, system administrators and human resource managers s essential for
ltimely execution of this control enhancement.
[See FDE for specific NIST 5P 800-53 control details. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
AC3 Access Enforcement Functional | Intersects With | Access Enforcement AC20 o the principle of ~least privilege. H
[See FDE for specific NIST 5P 800-53 control details.
Safequarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-3 Access Enforcement. Functional | Intersects With 9 o Nglwcrks NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
P lover open, public networks.
AC3 Access Enforcement |°¢ FDE for specific NIST 5P 800-53 control details Functional | Intersects With |  Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
[Release information outside of the system only if: [Automated mechanisms exist to validate cybersecurity and data protection
AC-3(CE-9) Controlled Release Functional Subset O Controlled Release DCH-03.3  attributes prior to releasing information to external Technology Assets, 10
|Applications andjor Services (TAAS).
[The receiving system accessing, processing, storing,or ransmitting FTI provides [Automated mechanisms exist to validate cybersecurity and data protection
AC-3(CE-9).a Controlled Release  [Publication 1075 required protections; an Functional Subset Of Controlled Release DCH-03.3  attributes prior to releasing information to external Technology Assets, 10
|applications andjor Services (TAAS).
[Agency-defined controls, Publication 1075 requirements, FedRAMP ATO are used [Automated mechanisms exist to validate cybersecurity and data protection
AC-3(CE-9).b Controlled Release  [to validate the appropriateness of the information designated for release. Functional Subset Of Controlled Release DCH-03.3  [attributes prior to releasing information to external Technology Assets, 10
|Applications andjor Services (TAAS).
[Restrict access to data repositories containing Federal Tax Information.
AC3(CE1L) Restrict Access to Specific P 9 Functional subsetof | Sensitive / Regulated Data | cc o0 [Mechanisms exist to configure Technology Assets, Applications and/or 10
~3(CE- Information Types uncti ul Access Enforcement a [Services (TAAS) to restrict access to sensitive/regulated data.
[See FDE for specific NIST SP 800-53 control details,
A4 Information riow " Functional SubsetOf | Dota o e sy | NET-04 rouide abta fow enforcemant that cxplciy resurct matwrk rafie o only 10
[what is authorized.
ACS Separation of Duties [°2¢ FDE for specific NIST 5P 800-53 control details Functional | Intersects With | Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
See FE for specific NIST S 800-53 control detalls Dual Authorization for IMechanisms exist to enforce a two-person rule for implementing changes to
ACS Separation of Duties Functional | Intersects With Change CHG-04.3 critical Technology Assets, Applications and/or Services (TAAS) s
[See FDE for specific NIST 5P 800-53 control details,
Safeguarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-5. Separation of Duties Functional | Intersects With g o Notworks NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
P lover open, public networks.
[See FDE for specific NIST SP 800-53 control details, [Mechanisms exist to implement and maintain Separation of Duties (SoD) to
ACS Separation of Duties Functional | Intersects With | Separation of Duties (SoD) |  HRs-L1  [JECRRETS SRt TS TR B e e usion 5
[See FDE for specific NIST SP 800-53 control details,
IMechanisms exist to utilize the concept of least privilege, allowing only
AC6 Least Privilege Functional | Intersects With Least Privilege 1AC-21  [authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
[See FDE for specific NIST P 800-53 control details, Mechanisms exist to enforce Logical Access Contral (LAC) permissions that
AC6 Least Privilege Functional | Intersects With | Access Enforcement AC20 6 the principle of leact privileg 5
[Authorize Access to Security [Authorize Access for Security Functions to: [Authorize Access to Security| [Mechanisms exist to limit access to se:un[y functions to explicitly-authorized
AC-6(CE-1) i Functional Subset Of by IAC2L1 e o 10
g [Authorize Access to Security|Explicitly authorize access to security functions deployed in hardware, software, [Authorize Access to Security| g [Mechanisms exist to limit access to security functions to explicitly-authorized
AC-6(CE-1).a s land fitmaare, and Functional Subset Of tons AC-211 | lileged users. 10
ACH(CEDD [Authorize Access to Security[Security-relevant information. Functional Subsetof |Authorize Access to Security| <511 |Mechanisms exist to limit access to security functions to explicitly-authorized o
ctions privileged users
[Require that Users of system accounts of roles With access to security functions
including but not limited to: establishing system accounts, configuring access
' lauthorizations (i.e., permissions, privileges), setting events to be audited and
AC-6(CE-2) "‘,’@:S”E‘Q'fr?fy";:f\ﬁfn's‘” setting intrusion detection parameters use non-privileged accounts or roles, Functional Subset O ”ﬁs:g;"(‘jgfj pecessfor | ac212 xﬁﬁzap’gffrgf"jxn‘;t:;’"";g:“f’rﬁ;;Lvn"f(?;:’s““" from using privileged accounts, 10
when accessing nonsecurity functions.
[Prohibit accounts with administrative privileges (including local administrator
rights) from web browsing and other Internet connections outside of the local Non-Privileged Access for IMechanisms exist to prohibit privileged users from using privileged accounts,
AC-6(IRS-Defined)-1 N/A lprotected boundary unless such risk is accepted in writing by the agency's CISO. Functional Subset Of Non-Security Functions IAC212 i Horming non-security functions 10
o B e e it otor Non-Privileged Access for IMechanisms exist to prohibit privileged users from using privileged accounts,
- 6(IRS - rights) from access to email nless such risk is accepted in writing by the -Privi . i u 2
AC-6(IRS-Defined)-2 (R o s ? 90y Functional Subset Of Non-Security Functions | 'A<222 " |while performing non-security functions 10
Prvileged Access by Non. | Ot PTVIeged access to the system by noorganizational users. privileged Access by Nom
AC-6(CE-6) Organizational Users Functional Subset OF Organizational Users IAC-05.2  |Mechanisms exist to prohibit privileged access by non-organizational users. 10
A Mech. tt dicall the privil d to individual
lechanisms exist to periodically-review the privileges assigned to individuals
AC-6(CE-7) Review of User Privileges Functional Subsetor | Periodic Review of Account | 15c.17 | and service accounts to validate the need for such privileges and reassign or 10
9 remove unnecessary privileges, as necessary.
[Review annually the privileges assigned to FTI o validate the need for such
lprivileges; and periodic Review of Account IMechanisms exist to periodically-review the privileges assigned to individuals
AC-6(CE-7).a Review of User Privileges Functional Subset Of R ot IAC-17  [and service accounts to validate the need for such privileges and reassign or 10
ileg: remove unnecessary privileges, as necessary.
[Reassign or remove privileges, if necessary, to correctly reflect organizational
Imission and business needs. periodic Review of Account IMechanisms exist to periodically-review the privileges assigned to individuals
AC6(CET).b Review of User Privileges Functional Subset O Sl IAC-17  [and service accounts to validate the need for such privileges and reassign or 10
9 Iremove unnecessary privileges, as necessary.
[Prevent the following software from executing at higher privilege levels than
Privilege Levels for Code |USers executing the software: agency-defined softw Privilege Levels for Code lAutomated mechanisms exist to prevent applications from executing at
AC-6(CE-8) o ISupplemental Guidance: This item should be tracked on the agency's POA&M Functional Subset OF i G217 vilege levels than the user's privieges ° 10
AC-6(CE-9) Auditing Use of Privileged  [Audit the execution of privileged functions. Functional subsetof | Auditing Use of Privileged | 5c 51 4 |Mechanisms exist to audit the execution of privileged functions, 10
Functions Functions
[Prevent non-privileged users from executing privileged functions.
Supplemental Guidance: If individuals with administrator rights require email or
Internet access beyond local boundaries, one alternative would be to issue
separate, non-privileged accounts (one per affected individual) for that purpose.
For the of this section, are those
lthat allow for the installation or configuration of software on any agency assets
Ireceiving, processing, storing, accessing, protecting and/or transmitting FTI.
Prohibit Non-privileged ~[Supplemental Guidance: If individuals with administrator rights require email or Prohibit Non-Privileged [Mechanisms exist to prevent non-privileged users from executing privileged
AC-6(CE-10) Users from Executing ~ |Internet access beyond local boundaries, one alternative would be to issue Functional Subset OF Users from Executing IAC-2155  ffunctions to include disabling, circumventing or altering implemented 10
Privileged Functions [separate, nor-privileged accounts (one per affected individual) for tha purpose. Privileged Functions lsecurity safeguards / countermeasures.
of this section, are those
et o for i nataation or configuration of software on any agency assets
toring. procesting. tranemiting, ar protecing F11
See FDE for specific NIST 5P 800-53 control detals. IMechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon la user during an organization-defined time period and automatically locks
ACT Functional Subset OF Account Lockout 1AC22 " ihe account when the maximum number of unsuccessful attempts is 10
lexceeded.
[Purge or wipe information from mobile devices based on agencydefined purging
lor wiping requirements and techniques after ten (10) consecutive, unsuccessful
ldevice logon attempts.
ISupplemental Guidance: This control enhancement applies only to mobile
|devices for which a logon occurs. The logon is to the mobile device, not to an; [Mechanisms exist to remotely purge selected information from mobile
ACT(CE2) Purge or Wipe Mobile Devicelone account on the device. Successful logons to accounts on mab\\e levices Functional Subset OF Remote Purging MDM-05 |l es. v purg 10
Ireset the unsuccessful logon count to zero. Purging or wiping ma
nnecessary ifthe information on the device 1s potected with sufficiently strong
lencryption mechanisms.
TBETor x 7 7 IMTECTENTSTS BXISTT T USETOTMCATOTT T TOgu DanTerS T
s System Use Notfication [P FDE 107 SPecific NIST SP §00-53 control detals. Functional subset Of System Use Notification <tats 0
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[See FDE for specific NIST SP 80

3 control details.

IMechanisms exist to initiate a session lock after an organization-defined time
Iperiod of inactivity, or upon receiving a request from a user and retain the

lprivacy awareness training includes how to communicate the concerns of
lemployees and management regarding potential indicators of insider threat
through organizational channels in accordance with established policies and
lprocedures.

reporting potential ndicaters of insder thrat

AC1L Device Lock Functional | Intersects With Session Lock IAC-24 IGession lock until the user reestablishes access using established s
identification and authentication methods.
(Conceal, via the device lock, information previously visible on the display with a
lpublicly viewable image
Supplemental Guidance: The pattern-hiding display can include static or dynamic
e g images, for example, patterns used with screen savers, photographic images, ! . Mechanisms exist to implement pattern-hiding displays to conceal
ACLLUCEL) Pattern-Hiding Displays |<oiq colors, clock, battery life indicator or a blank screen, with the caveat that Functional SubsetOf | Pattern-Hiding Displays | 1AC-24.1 " inormation previously visible on the display during the session lock. 10
controlled unclassified information is not displayed.
[See FDE for specific NIST SP 800-53 control details. |Automated mechanisms exist to log out users, both locally on the network
Ac12 Session Termination Functional Subset Of Session Termination IAC-25  [and for remote sessions, at the end of the session or after an organization- 10
[defined period of inactivity.
o e o o enever User-Initiated Logouts / Mechanisms exist to provide a logout capability and display an explicit logout]
12(CE- Ini lauthentication is used to gain access to systems accessing, processing, storing, - g ;
AcHCEn Userinitisted Logouts O aemitting FT1. 4 oP 9 storing. | Functional Subset Of Message Dispiays IAC25:1  |message to users indicating the reliable termination of the session 10
Permitted Actions Without |56 FDE for specific NIST 5P 800-53 control detalls Permitted Actions Without [Mechanisms exist to identify and document the supporting rationale for
AC14 Identification or Functional Subset OF entification or IAC-26  [specific user actions that can be performed on a system without 10
Authentication Authorization dentification or authentication
See FDE for specific NIST 5P 800-53 control detals. Mechanisms exist to define, control and review organization-approved,
Ac17 Remote Access Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define, cor 5
AC17(CEL) Monitoring and Control [-'PIO¥ @utomated mechanisms to monitor and control remote access methods. | ¢ iong) Subsetof | Automated Monitoring & | neT141  |automated mechanisms exist to monitor and control remote access sessions. 10
Protection of Confidentialty [of soonmee o protect the and integrity Protection of
o remote accrss seasions
AC-17(CE-2) and Integrity Using Functional Subset Of | Confidentialty /Integrity | NET-14.2 |STYPIOGTAPRIC mechamems exist fo protect the confidentiality and integrity 10
ption Using Encryption 9
Managed Access Control |Route remote accesses through authorized and managed network access control Managed Access Control Mechanisms exist to route all remote accesses through managed network
ACLTICES) Points oints. Functional Subset Of Points NET-14-3 laccess control points (e.g., VPN concentrator) 10
o ieaea Commands ana |SUPPIETENtal GulGance: Rationale must be documented in agency's SSA as I Remote Privieged Mechanisms existto restrct the execution of privileged commands and
AC-17(CE-4) 9 relates to the FT1 environment Functional SubsetOf  |Commands & Sensitive Data| NET-14.4 [access to security-relevant information via remote access only for compelling 10
loperational needs.
[Authorize the execution of privileged commands and access to security relevant
Privileged Commands and_[Information via remote access only in a format that provides assessable evidencel Remote Privileged Mechanisms exist to restrict the execution of privileged commands and
AC17(CE4)a land for the following needs: compelling operational heeds defined by the agency;| Functional SubsetOf  |Commands & Sensitive Data| NET-14.4 [access to security-relevant information via remote access only for compelling 10
Access loperational needs.
oreieged Commands ang [POCSMENE he rationalefor emote access In the securty plan for the system- Remote Privileged Mechanisms exist to restict the execution of privileged commands and
AC17(CE4)b ged Comm Functional SubsetOf  |Commands & Sensitive Data| NET-14.4 [access to security-relevant information via remote access only for compelling 10
loperational needs.
Disconnect o Disable _|Provide the capability to disconnect or disable remote access to Expeditious Disconnect / [Mechanisms exist to provide the capability to expeditiously disconnect or
AC17(CE9) “nccess he system within agency-defined time period Functional Subset Of Disable Capability NET-14.8 |disable a user's remote access session. 10
See FDE for specific NIST 5P 800-53 control detais Wireless Access Mechanisms exist o protect the confidentality and integrity of wirless
Ac18 Wireless Access Funcional | Itersects W | oot & Eramypion| | CRY-07  neuorking technolgie by mplementig authentication and srong s
‘Authentication and _[Protect wireless access to the system using authentication of both [reCTaTTSTTS e UTe VT (Y TEEE BUZ LI AT
AC18(CE1) o Feore and dovices snd ancryation Functional Subset Of | Authentication & Encryption|  NET-15.1 _|unauthorized access by:(1) Authenticating devices trying to Connect; and(2) 10
[Disable, when not intended for use, wireless networking capabilities embedded
within system components prior to issuance and deployment
Supplemental Guidance: Disable (through automated means, where technically
possible) unapproved wireless networking capabilities of desktops, laptops,
printers, copiers, fax machines, SCADA systems and other devices; and monitor Mechanisms exist to disable unnecessary wireless networking capabilities
AC-18(CE-3) Disable Wireless Networking|tnrough automated means for unauthorized changes. One alternative yet Functional Subset Of  [Disable Wireless Networking| NET-15.2  [that are internally embedded within system components prior to issuance to 10
acceptable approach to “monitoring through automated means” i regularly lond qsere
lpushing out settings that restrict unapproved wireless connections
(Guest wireless networks operated by or on behalf of the agency, data center or
AC-18(IRS-Defined)-1 NA vendor managed facilties must be completely logically separate from all other | Functional | Intersects With |  Wireless Networking NET-15  [Mechanisms exist to control authorized wireless usage and monitor for 5
erured Interaal newere lunauthorized wireless access.
Monitor for unauthorized wireless access to the information system and enforce echanisms exiet to control authorized wireless usage and monttor for
- 18(RS- g ts for wirels tions to the information syst :
AC-18(RS-Defined)-2 NA requirements for wireless connections to the information system. Functional | Intersects With |  Wireless Networking NET-15  [Mechanisms exist to control a 5
[Employ security mechanisms for wireless networks consistent with the sensitivity
of the information to be transmitted. FIPS 140 validated encryption must be IMechanisms exist to control authorized wireless usage and monitor for
AC-18(1RS-Defined)-3 NA lemployed in all wireless networks used to access FTI and/or manage an FTI Functional | Intersects With |  Wireless Networking NET-15  [Mechanisms exist to control 2 9 5
lenvironment.
Perorm GGt atack mororng and valnerabilty mortoring on he wieless
network to su Mechanisms exist to control authorized wireless usage and monitor for
AC-18(IRS-Defined)-4 NA IRaional requirements for protecting FTI on wireless networks are provided in |  Functional | Intersects With | Wireless Networking NET-15 wireless access < 5
Section 3.3.6, Network Boundary and Infrastructure.
See FDE for specific NIST 5P 800-53 control detals. [Mechanisms exist to enforce access control requirements for the connection
AC-19 Access Control for Mobile Functional Subsetof | Access Control ForMobile | yny o5 o mobile devices to organizational Technology Assets, Applications andjor 10
Devices Devices
Services (TAAS)
[Employ full-device encryption using the latest FIPS 140 validated encryption on
lareas where FTI resides to protect the confidentiality and integrity of information
on agency-owned mabie deices and mable devices that re part of
implementation. POA&M findings must be documented and tracked when no
Full Device and Container- [Sueh encryption technology soutions aré avaiable to adcress a specific device, Full Device & Container- |cryptographic mechanisms exist to protect the confidentiality and integrity
AC-19(CE-5) Based Encryption |Additional requirements on protecting FTI accessed by mobile devices are Functional Subset Of Based Encryption MDM-03 | t3nformation on mobile devices through full-device or container encryption. 10
lbrovided in Section 3.3.4, Mobile Devices, Section 2.C.7, Offshore Operations and
lon the Office of Safeguards website.
See FDE for specific NIST 5P 800-53 control detalls. Use of External Technology [Mechanisms exist to govern how external parties, including Technology
AC:20 Use of External Systems Functional Subset Of | Assets, Applications and/or | DCH-13  [Assets, Applications andor Services (TAAS), are used to securely store, 10
Services (TAAS) rocess and transmit data.
Portable Storage Devices - | mauele o oo Controled portable storage devices by authorized Mechanisms exist to restrict or prohibit the use of portable storage devices
20(CE- - |individuals on external systems using organizational-defined policy. .
AC-20(CE-2) g e v 9 org: policy. Functional | Intersects With | Portable Storage Devices | DCH:13.2 | Mecfianions st o restict 5
[Restrict the use of nonorganizationally owned systems or system components to
rocess, store, or transmit organizational information using Publication 1075
requirements INon-Organizationally Owned ;
wned Mechanisms exist to restrict the use of non-organizationally owned
oce- Guidance: The IRS Office of Safeguards allows connections from Technology Assets, 3
ACIOCES) [Semsnd Compnis - SN Sldance; The 1 Ofce o efeyarts sows conectone Functional | Subset OF | o Seices|  DCH13.4 [Technology Assets, Appications andor Services (TAAS) o process. store or 10
\virtual desktop infrastructure (VDI) solution to receive, secure and manage 9
remote connections.
[Approval by the agency CISO is required for connection of non-government
[funished or contractor-owned IT evices (including USB-connected portable
storage and mobile devices) to agencyowned systems or networks receiving,
lprocessing, storing, accessing, protecting andor transmitting FTI. This Use of External Technology IMechanisms exist to govern how external parties, including Technology
AC-20(IRS-Defined) NA requirement does not apply to networks and systems intended for use by the Functional Subset Of | Assets, Applications andjor | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store, 10
general public. Services (TAAS) rocess and transmit data.
[Additional VDI requirements are provided in Section 3.3.7, Virtual Desktop
Infrastructure and on the Office of Safeguards website.
Portable Storage Devices - [iqninusls o ool oo 1 1o Portable storage devices by authorized Mechanisms exist to restrict or prohibit the use of portable storage devices
20(CE- ices - lindividuals on external systems. X ;
AC-20(CE5) e Storage e v Functional SubsetOf | Portable Storage Devices | DCH-132 ~[[IeCaNSTS et 19 [estct 10
See FDE for speciic NIST 5P 800-53 control detals O— Mechanisms exist to disclose Personal Data (PD) to third-parties only or the
Ac21 Information Sharing Functional | Intersects With 'atlon Sharing PRI-07  [purposes identified in the data privacy notice and with the implicit or explicit 5
[consent of the data subject.
Ac21 Information Sharin Functional | Intersects With | Information Sharin DCH-14  [Mechanisms exist to utllize a process to assist users In making Information 5
9 9 [sharing decisions to ensure data is appropriately protected
Ac22 Publicly Accessible Content [>¢€ FDE for specific NIST 5P 800-53 control details Functional SubsetOf | Publicly Accessible Content|  DCH-15  |Mechanisms exist to control publicly-accessible content, 10
See FDE for specific NIST 5P 800-53 control detals. Mechanisms exist to protect data storage objects against unauthorized data
AC23 Data Mining Protection Functional | Intersects With | Data Mining Protection |  DCH-16  |Mechaniems exisf o protect dofa stora 5
42 AWARENESS AND TRAINING /A Functional | No Relationship N/A N/A N/A 0 NeleeelicaBigieChcorEs]
See FDE for specific NIST 5P 800-53 control detalls. v
Awareness and Training g periodic Review & Update of SCRP) incuing pollis, Standards and procedarcs, o pianned mtareat or
AT-L Policy and Procedures. Functional | Intersects With Se;:;“lyenccg";fu“a,"a‘r: & GOV-03 i Gignificant changes occur to ensure their continuing suitability, adequacy 5
9 Jand effectiveness.
See FDE for specific NIST 5P 800-53 control detals. i
AT Awareness and Training a Functiona! Subset Of Security, Compliance & saror  [Mechanisms exist o faciltate the implementation of securiy worklorce 10
Policy and Procedures ldevelopment and awareness controls.
Workforce
[See FDE for specific NIST SP 800-53 control detals. e secot
ublishing Security,
§ Awareness and Training 0 [Mechanisms exist to establish, maintain and disseminate policies, standards
AT-L Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 |, 4'procedures necessary for secure, compliant and resilient capabilities. 5
Documentation
See FDE for specific NIST 5P 800-53 control detals. Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
AT2 Awareness Training Functional Subset Of Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
relevant for their job function
[Provide practical exercises in literacy training that simulate events and incidents.
Supplemental Guidance: Practical exercises may include, for example, no-notice
social engineering attempts to collect information, gain unauthorized access or
simulate the adverse impact of opening malicious email attachments or invoking,
. via spear phishing attacks, malicious web links. Privacy-related practical Simulated Cyber Attack IMechanisms exist to include simulated actual cyber-attacks through practical
AT-2(CE-1) Practical Exercises lexercises may include, for example, practice modules with quizzes on handling Functional | Intersects With Scenario Training SAT-021 o ercises that are aligned with current threat scenarios. s
Ipersonally identifiable information and affected individuals in various scenarios.
Provide Reracy taining of fecognizing and reparing potential indcators of
insider thr
Supplemental Guidance: Potential Indicators and possible precursors of Insider
pp p P
[threat can include behaviors such as inordinate, long-term job dissatisfaction,
attempts to gain access to information not required for job performance,
unexpiained access to financial resources, bullying or sexual harassment of
[fellow employees, workplace violence and other serious violations of ech o ut . "
AT-2(CE2) Insider Threat lorganizational policies, procedures, directives, rules or practices. Security and Functional SubsetOf | Insider Threat Awareness |  THR-05 [Mechanisms exist to utiize security awareness training on recognizing an 10
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Provide literacy training on recognizing and reporting potential and actual
instances of social engineering and social mining
Supplemental Guidance: Social engineering is an attempt to trick someone into
revealing information or taking an action that can be used to attack or
lcompromise systems. Examples of social engineering include phishing,
lretexting, baiting, quid pro quo, and tailgating. Social mining is an attempt, in a
Social setting, to gather information about the organization that may support
lfuture attacks. Security and privacy awareness training includes information on
Social Engineering and |10W to communicate concerns of employees and management regarding IMechanisms exist to include awareness training on recognizing and reporting
AT-2(CE3) potential and actual Instances of social ehgineering and mining through Functional | SubsetOf | Social Engineering & Mining | SAT-02.2 [MeChaniems exit to incude awareness training on recaonizing and r 10
lorganizational channels based on established policies and procedures
[Treasury Directive: Train users and provide means to ensure workstations are
ladequately protected from theft, particularly regarding laptops acting as
workstations.
[Distribute security and privacy awareness reminders/updates to all users on at
least a quarterly basis.
Supplemental Guidance: This is in addition to annual awareness training. Security| Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
AT-2(IRS-Defined)-1 NA lawareness updates may be sent via email. Unlike the need to track annua Functional Subset Of Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
training by individual, agencies are not required to track quarterly awareness Training relevant for their job function.
lupdates by individual.
[Conduct phishing email simulation exercises on at least a quarterly basis. Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
AT-2(IRS-Defined)-2 NA Functional Subset Of Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 10
relevant for their job function
Provde reracy fraining on recogizing suspcious commurications and
Suspicious C: malous beha stems using agency-defined indicators of Suspicious Communications IMechanisms exist to provide training to personnel on organization-defined
AT2(CE-4) and Anomalous System  |malicious code Functional | Intersects With | & Anomalous System | SAT-03.2  [indicators of malware to recognize suspicious communications and 5
havior lanomalous behavior.
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security,
g g o3 |related training:(1) Before authorizing access to the system or performing
AT3 Role-Based Training Functional | Intersects With | Compliance & Resilience |  saT-03  ['e12ted rainng:(1) Before authorising accese 1o the syster or performi s
fthereafter.
[See FDE for specific NIST 5P 800-53 control details. Mechanisms exist to document, retain and monitor individual training
Security, Compliance & activities, including:(1) Initial security, compliance and resilience awareness
AT-4 Training Records Functional Subset Of | peilience Training Records | SAT"04 |training;(2) Recurring awareness training; and(3) Technology Assets, 10
|Applications andjor Services (TAAS)-specific training.
See FDE for specific NIST 5P 800-53 control detals.
Simulated Cyber Attack IMechanisms exist to include simulated actual cyber-attacks through practical
AT6 Training Feedback Functional | Intersects With Scenario Training SAT-021 leyercises that are aligned with current threat scenarios. s
AND WA ’ o appiicable SCF control
43 ACCOUNTABILITY Functional | No Relationship NA N/A NA 0
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to review the Security, Compliance & Resilience Program
a1 Audit and Accountability Functional | Intersects With || aooic Review & pdate of| - .03 [[SCRP), including policies, standards and procedures, at planned intervals or s
Policy and Procedures Y. Compl if significant changes occur to ensure their continuing suitability, adequacy
Resilience Program [ slanificant chan
See FDE for specific NIST 5P 800-53 control detals.
a1 Audit and Accountability Functional | Intersects With | ConamingSecurty: | gov.oz  [Mechanisms exist to establish, maintain and disseminate policies, standards s
Policy and Procedures ® land procedures necessary for secure, compliant and resilient capabilities.
ocumentation
. Audit and Accountability _[5ee FDE for specific NIST 5P 800-53 control detalls. y exist to facilitate the implementation of enterprise-wide
AU e Recountenit Functional SubsetOf | Continuous Monitoring | Mon-01  [IIecTaniems exist i 10
See FE for specific NIST 5P 800-53 control detalls Mechanisms exist to review event logs on an ongoing basis and escalate
A2 Audit Events Functional | Intersects With | Security Event Monitoring | MON-01.8 ~|\echenisms exist fo review event logs or on ngoin basie an e s
See FDE for specific NIST 5P 800-53 control detalls. Centralized Coflection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
AU-2 Audit Events, Functional | Intersects With ety Bvent Loge MON-02  [similar automated tool, to support the centralized collection of security- 5
Y 9 related event logs
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
AU3 Content of Audit Records Functional Subset Of Content of Event Logs | MON-03 08 T e e e e e o oene 20, 10
levent;(5) The outcome (success or failure) of the event: and(6) The identity
lof any user/subject associated with the event.
AUSCED) | |Adaiional Audt nformation CoTeTate SO ecords Cntaning th Tollawg sddtonal normatin Functonal | Inersects Wit | SSTSe EVeNt00 | ioN031 echarisms exst o protect sensifvelrgulated data contained n g i s
AU-3(CE-1) Additional Audit Information| St that facilitate the reconstruction of events if Functional | Intersects with | SenSitive Event Log MON-03.1 |Mechanisms exist to protect sensitive/regulated data contained in log files. 5
AU-3(CE-1) Additional Audit Information |U"2uthorized activity occurs or s suspected; or Functional | Intersects with | SenSitive Event Log MON-03.1 |Mechanisms exist to protect sensitive/regulated data contained in log files. 5
AU-3(CE-1) Additional Audit Information [ Maifunction occurs or is suspected. Functional | Intersects With | Sensitive Event Log MON-03.1 |Mechanisms exist to protect sensitive/regulated data contained in log files. 5
Limit Personally Identifiable [fapos oo e [oeoon contained in audit records to the Limit Personal Data (PD) In IMechanisms exist to limit Personal Data (PD) contained in audit records to
-3(CE- folloving elements dentied inthe privacy ik assessmen: sgencydefined X
AU-3(CE3) Information Elements g privecy gency! Functional Subset Of Audit Records MON-03.5 e clements identified in the Data Privacy Risk Assessment (DPRA) 10
See FDE for specific NIST P 800-53 control details Mechanisms exist to allocate and proactively manage sufficient event log
A4 Audit Storage Capacity Functional Subset Of | Event Log Storage Capacity |  MON-04  [l1echanisms exit to allacate and prooct el manege e e oy 10
, Response to Audit _[5ee FDE for specific NIST 5P 800-53 control detalls. Response To Event Log 05 | Mechanisms exist to alert appropriate personnel in the event of a 10g
AUS Processing Failures Functional Subset Of Processing Failures MON-05 lprocessing failure and take actions to remedy the disruption 10
rovide 3 warning to the SA and 1550 within 24 hours when allocated audit 1ogs vent Log Storage Capach |Automated mechanisms exist to alert appropriate personnel when the
AU-5(CE-1) Storage Warning Capacity [storage volume reaches a specified percentage of repository maximum audit log | Functional subsetof |EventLog Btorege Cabacity | on.05.2 [allocated volume reaches an organization-defined percentage of maximum 10
storage capacity. ing levent log storage capacity.
See FDE for specific NIST 5P 800-53 control detals. Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
s AuditReview, Analysisand Funciona | ntersects i | CepuaEEaCOtecton of | o0 i tortea oo to suport i contraized olecion of secury s
9 9 related event logs.
[See FDE for specific NIST 5P 800-53 control detals.
Audit Review, Analysis and Mechanisms exist to adjust the level of audt review, analysis and reporting
AU6 view, Analy Functional | Intersects With | Audit Level Adjustments | MON-02.6 |based on evolving threat information from law enforcement, industry 5
porting lassociations or other credible sources of threat intelligence.
atomated process | REATate aUGT (cord review, analysk, and (eporing processes using avtomated Sensitive Event Log
AU-6(CE-L suppor processes for and response | Functional | Intersects With MON-03.1 exist to protect data contained in log fles. 5
(CE-1) Integration o ot actmen. information P 9
[Analy=s and corelate su records across diferent repositares £ gain [Automated mechanisms exist to correlate both technical and non-technical
lorganization-wide situational awareness Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
AU-6(CE3) Correlate Audit Repositories| Functional | Intersects With Information MON-02.1 " l(51EwM) or similar automated tool, o enhance organization-wide situational s
awareness.
Specify the permitted actions for each role or user associated with the review,
analysis, and reporting of audit record information. IMechanisms exist to specify the permitted actions for both users and
AU-6(CE-7) Permitted Actions Functional Subset Of Permitted Actions MON-02.5 [Technology Assets, Applications andjor Services (TAAS) associated with the 10
review, analysis and reporting of audit information.
Correlate information from nontechnical sources with audit record information to
lenhance organization-wide situational awareness.
Supplemental Guidance: Nontechnical sources include records that document
policy violations related to harassment incidents and the improper
luse of information assets. Such information can lead to a directed analytical
effort to detect potential malicious insider activity. Organizations limit access to
information that is available from nontechnical sources due to its sensitive |Automated mechanisms exist to correlate both technical and non-technical
Correlation with Information |nature. Limited access minimizes the potential o inadvertent release of privacy- Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
AU-6(CE9) from Nontechnical Sources rlated information to individuals who do not have  need to know. Th Functional | Intersects With Information MON-02:1(5{Em) or similar automated tool, to enhance organization-wide situational s
correlation of information from nontechnical sources with audit record lawareness
information generally occurs only when individuals are suspected of bei
involved in an incident. Organizations obtain legal advice prior to initiating such
actions.
“Audit Reduction and Report [Se FDE for specific NIST SP 800-53 control detalls. Mechanisms exist to provide an event log report generation capability to aid
A7 Functional | Intersects With |  Monitoring Reporting MON-05 e e o e o e o apon 5
lProvide and implement the capability to process, sort, and search audit records
for events of interest based on the following content: ikelihood of potential
disclosure of FT) Guidance
[Events of interest s the content of specific audit record fields including, for ech + to provid " " " ity to aid
AU-T(CE-1) Automatic Processing [example, identities of individuals, event types, event locations, event times, Functional | Intersects With |  Monitoring Reporting MON.0g  [iechanisms exist to provide an event log report generation capabllity to ai 5
levent dates, system resources involved, P addresses involved, or information i detecting and assessing anomalous activities.
lobjects accesser
See FDE for specific NIST 5P 800-53 control detalls. st t0 utiize technology to
A8 Time Stamps Functional | Intersects With |  Clock Synchronization seazo  [Njechenioms exst o s
See FDE for specific NIST 5P 800-53 control detalls. IMechanisms exist to configure Technology Assets, Applications and/or
AU8 Time Stamps Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps s
for event logs
See FDE for specific NIST 5P 800-53 control detals. Mechanisms exist to protect event logs and audit tools from unauthorized
A9 Protection of Audit Functional SubsetOf | Protection of EventLogs |  MON-08  [sechanisms exist to protect even 10
e Access by Subset of _|Authorize access to management of audit ogging functionaity to only authorized ‘Access by Subset of y Mechanisms exist to restrict access to the management of event 10gs to
AU-9(CE4) Privileged Users __|system administrators. Functional Subset Of Privileged Users MON-08:2 |orivileged users with a specific business need. 10
See FDE for specific NIST 5P 800-53 control detalls. IMechanisms exist to retain event logs for a time period consistent with
§ 10 [records retention requirements to provide support for after-the-fact
AU-1L Audit Record Retention Functional Subset Of Event Log Retention MON- 10 [ e oo e et v o ooy TopcTiaory and 10
[contractual retention requirements,
[See FDE for specific NIST 5P 800-53 control detals. Mechanisms exist to provide an event log report generation capability to aid
AU-12 Audt Generation Functional | Intersects With |  Monitoring Reporting MON-05 e e o e o e otmon 5
[Compile audit records from systems that receive, process, store, access, protect
< o an land/or transmit FTI into a system-wide logical audit trail that is timecorrelated to < . e e st record
12(CE- ystem-Wide and Time-  |within agency-defined level of tolerance for the relationship between time ystem-Wide / Time- 0.7 |Automated mechanisms exist to compile audit records into an organization-
AU-12(CE-1) Correlated Audit Trail  |stamps of individual records in the audit trail Functional Subset Of Correlated Audit Trail MON-02.7 |, ide audit trail that is time-correlated, 10
[See FDE for specific NIST 5P 800-53 control details. Mechanisms exist to coordinate sanitized event logs among external
Cross-Organizational Cross-Organizational lorganizations to identify anomalous events when event logs are shar
AU-16 ‘Auditing Logging Functional | Intersects With Monitoring MON-14 15 7oss organizational boundaries, without giving away sensitive or critical 5
business data
[Preserve the identity of individuals in cross-organizational audit trails. IMechanisms exist to coordinate sanitized event logs among external
6(cE- Cross-Organizational 14 |organizations to identify anomalous events when event logs are shared
AU-L6(CEL) dentity Preservation Functional | Intersects With Monitoring MON-143cross organizational boundaries, without giving away sensitive o critical s
business data
[Provide cross-organizational audt information to agency-defined organizations echanioms exat o share event togs with thrd party organizations based on
-16(CE- on sharin - ; i .
AU-16(CE-2) Sharing of Audit ] Functional Subset Of Sharing of Event Logs | MON-14.1.[Vechansms et to share uent fogs with ey 10
: WA
44 AUTHORIZATION AND Functional | No Relationship NA N/A NA 0
MONITORING.
N ' Authorization |FE FDE for specific NIST SP 80053 control detalk
ssessment, Authorization
. Information Assurance (1A) Mechanisms exist to facilitate the implementation of security, compliance
o and Manitoring Poiicy and Functonal | Subset of 001 e s secement and authorsarion controls 1
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Assessment, Authorization

[See FDE for specific NIST SP 80

3 control details.

Periodic Review & Update of|

IMechanisms exist to review the Security, Compliance & Resilience Program
(SCRP), including policies, standards and procedures, at planned intervals or

andior transmitting F1I.

Configurations

lthat are consistent with industry-accepted system hardening standards.

oAl and Monitoring Policy and Functional | Intersects With | - Security, Compliance & GOV-03 ¢ ignificant changes occur to ensure their continuing suitability, adequacy s
9 land effectiveness.
N + Authorization |Pe€ FDE for specific NIST 5P 600-53 control details Publishing Securt
Ssessment, Authorization ublishing Securlty. IMechanisms exist to establish, maintain and disseminate poll
3 policies, standards
Al and Monltoring Follcy and Functional | Intersects With | Compliance &Resilience | GOV-02lang procedures necessary for secure, compliant and resilient capabilites. s
[See FDE for specific NIST SP 800-53 control detals. Ny -
Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications andjor
ca2 Control Assessments Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls land/or resilience policies and standards.
[See FDE for specific NIST 5P 800-53 control details. IMechanisms exist to perform Information Assurance Program (IAP) activities
ca2 Control Assessments Functional | Intersects With | Technical Verification 1A0-06 [to evaluate the design, implementation and effectiveness of technical 5
[security, compliance and resilience controls.
[See FDE for specific NIST 5P 800-53 control detals.
i [Mechanisms exist to assess security, compliance and resilience controls in
Security, Compliance & lsystem project development to determine the extent to which the controls
ca2 Control Assessments Functonal | Intersects With |~ Resilence n Project PRM-04 L ented corractly, operating a5 intended and producing the desired 5
9 loutcome with respect to meeting the requirements.
[See FDE for specific NIST SP 800-53 control details. IMechanisms exist to formally assess the security, compliance and resilience
[controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
ca2 Control Assessments Functional | Intersects With Assessments 180-02 e ontrole are impiemented correctly, oparating as intended and 5
lproducing the desired outcome with respect to meeting expected
requirements.
[See FDE for specific NIST SP 800-53 control details.
i lechanisms exist to regularly review processes and documented procedures
Security, Compliance & Mech: t to regularl d d ted proced
cA2 Control Assessments Functional | Intersects With | cechy Compiance & CPLO3 fto ensure conformity with the organization's security, compliance and/or 5
resilience policies, standards and other applicable requirements.
[Employ independent assessors or assessment teams to conduct control
lassessments.
Guidance: assessors or ment teams are
Indiduals or groups Conducting Impartial assessments of systems. Impartaity
mplies that assessors are free fom any perceive or actual conflcs f nterest
regarding operation, he systems
ortt o contror ebctvenese. To achiove
impartiality, assessors should not create a mutual or conflicting interest with the
lagencies where the assessments are being conducted; assess their own work; [Mechanisms exist to ensure assessors or assessment teams have the
CA2(CE1) Independent Assessors  [act as management or employees of the agencies they are serving; or place Functional Subset OF Assessor 1A0-02.1 conduct security, compliance andjor resilience 10
lthemselves in positions of advocacy for the agencies acquiring their services. |control assessments.
Independent assessments can be obtained from elements within agencies (e.g.,
internal audit departments, security offices, etc.) or can be contracted to public
or private sector entities outside of the agency
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to authorize connections from systems to other systems.
using Interconnection Secrity Agreements SAs),or similar methods, that
a3 Information Exchange Functional | Intersects with | "Steonnection fecurity | gT.os  fdocument, for eac Security, 5
9 |compliance and resilience reqmremenxs. and 1) The nature of the
information communicated.
[See FDE for specific NIST SP 800-53 control details, FRETY DeRlency Gaeking Farber{2] ApaTEable Secariy, Complance
landor resilience control;(3) Description of the deficiency(ies);(4) Risk
Plan of Action and Capabilities Deficiency lassociated with the deficiency(ies);(5) Source deficienc
cAs Mon Functional | Intersects With racking 1A0-05 rols, if applicable; 5
(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
o conduct emediation acton(9) Panned remedol actions o the
[Agencies must ensure that the individual and/or office responsible for correcting [minimum: (1) Deficiency tracking number;(2) Applicable security, compliance
leach weakness is identified in the appropriate POAGM. nalor recionte comtra0) Description of the deficiency(ies);(4) Risk
Capabilities Deficiency lassociated with the deficiency(ies);(5) Source deficiency
CA-5(IRS-Defined)-1 NA Functional | Intersects With ing 1A0-05 (6) Temporary controls, if applicable; 5
(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
lto conduct remediation actions:(9) Planned remedial actions to the
[Agencies must enter all new weaknesses into appropriate POAGMS within two (2) IMilestones (POA&M) or similar methodology) that formally documents, at a
Imonths for identified durin Iminimum:(1) Deficiency tracking number;(2) Applicable security, compliance
Supplemental Guidance: The results of scans/automated testing can be added to land/or resilience control;(3) Description of the deficiency(ies):;(4) Risk
RS g POAGMs as multiple items or one finding per weakness for like systems. Capabilities Deficiency Y lassociated with the deficiency(ies);(5) Source deficiency
CA-S(IRS Defined)-2 N2 |Additional information is available in Section 2.D.9, Plan of Action and Milestones.| Functional | Intersects With cking 140-05 controls, if applicable; s
(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
lto conduct remediation actions;(9) Planned remedial actions to the
(10) Proposed timeline; and(11) Disposition
See FE for specific NIST S 800-53 control detalls IMechanisms exist to ensure Technology Assets, Applications and/or Services
A Authorization Functional Subset Of Security Authorization 1007 TaAS) are officially authorized prior to "go live” in a production environment 10
[See FDE for specific NIST 5P 800-53 control details, Security, Compliance &
- . » IMechanisms exist to provide a security, compliance and resilience controls
A7 Continuous Monitoring Functional | Intersects With Resilience g‘;’t“”"s P02 loversight function that reports to the organization's executive leadership. s
[Eiploy Idependent assessors o assessment tearns t morkor e cotrols
the system on an ongoin
Supplemental Guidance: Agencies can maximize the value of control
ostessments during the Continuous monToring process by requinng that
lassessments be conducted by assessors with appropriate levels of
independence. Assessor independence provides a degree of impartiality to the
Imonitoring process. To achieve such impartiality, assessors should not create a
Imutual or conflicting interest with the agencies where the assessments are being exist to utilize assessors to evaluate security,
CA-7(CE-1) Independent Assessors (conducted; assess their own work; act as management or employees of the Functional | Intersects With | Independent Assessors CPL-03.1  |compliance and resilience at planned intervals or when the Technology 5
lagencies they are serving; or place themselves in advocacy positions for the |Asset, Application and/or Service (TAAS) undergoes significant changes.
lagencies acquiring their services. Independent assessments can be obtained
[from elements within agencies (e.q., internal audit departments, security offices,
letc.) or can be contracted to public or private sector entities outside of the
lagency.
[Ensure rsk monitoring is an integral part of the continuous monitoring strategy IMechanisms exist to ensure risk monitoring as an integral part of the
at includes the following |continuous monitoring strategy that includes monitoring the effectiveness of
CA-T(CE-4) Risk Monitoring Functional Subset OF Risk Monitoring RS Ll | aliance and resiance controls, complionca and change 10
Imanagement.
[Effectiveness monitoring; [Mechanisms exist to ensure risk monitoring as an integral part of the
- g [continuous monitoring strategy that includes monitoring the effectiveness of
CAT(CE-4)a Risk Monitoring Functional Subset Of Risk Monitoring RS [ e iance Sl resiiance controla, complianca and change 10
Imanagement.
[Compliance monitoring; and IMechanisms exist to ensure risk monitoring as an integral part of the
T(CE . [continuous monitoring strategy that includes monitoring the effectiveness of
CAT(CE4)b Risk Monitoring Functional Subset O Risk Monitoring RS 1L o anco Snd resmance controle. complionca and change 10
Imanagement.
[Mechanisms exist to ensure nsk monitoring as an integral part of the
|continuous monitoring strategy that includes monitoring the eﬂectlveness of
CAT(CE-4).c Risk Monitoring Functional Subset OF Risk Monitoring RSK-11 Kacury, comtance and eoenre controle. complianc and chan 10
Imanage
[See FDE for specific NIST SP 800-53 control details, [Mechanisms exist to conduct penetration testing on Technology Assets,
cAg Penetration Testing Functional Subset OF Penetration Testing VP07 eations andlor Services (TARG). 10
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to control internal system connections through authorizing
’ y internal connections of systems and documenting, for each internal
ca9 internal System Connections| Functional Subset Of [Internal System Connections|  NET-05.2 |0 e et o e Feritice, security roquirements and the 10
Inature of the information communicated
Perform security and privacy compliance checks on constituent system [Automated mechanisms exist to validate the security posture of the endpoint]
lcomponents prior to the establishment of the internal connection |devices (e.g., software versions, patch levels, etc.) prior to allowing devices
CA-9(CE) Compliance Checks Functional Subset O [Endpoint Security Validation|  NET-14.7 i icms (8.8 S0 e e D et Applications andler Semices 10
(Tas).
a5 (CONHIGURATION R Functional | No Relationship NA N/A NIA 0 Neleelicebicie o Eel]
[See FDE for specific NIST SP 800-53 control details, N
1 Configuration Management Functional Subsetor | Confguratin Management | g oy - [Mechanisms existto fciltatethe implementatian of configuraion 10
Policy and Procedures Program Imanagement control
[See FDE for specific NIST SP 800-53 control details. periodiic Review & Update of| [Mechanisms exist to review the Security, Compliance & Resilience Program
1 Configuration Management Functional | Intersects With | - Socurity, Com “a:(e © GOv-03 |(SCRP), including policies, standards and procedures, at planned intervals or s
Policy and Procedures P A if significant changes occur to ensure their continuing suitability, adequacy
9 land effectiveness.
[See FDE for specific NIST SP 800-53 control details,
Configuration Management Publishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
cM1 Policy and Procedures Functional | Intersects With | Compliance &Resilience | GOV-02lang procedures necessary for secure, compliant and resilient capabilites. 5
[See FDE for specific NIST 5P 800-53 control details.
IMechanisms exist to review and update baseline configurations:(1) At least
M2 Baseline Configuration Functional | Intersects With | Reviews & Updates CFG-02.1  [annually;(2) When required due to 50; or(3) As part of system component 5
installations and upgrades
[See FDE for specific NIST 5P 800-53 control detals.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
M2 Baseline Configuration Functional | Intersects With P CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) H
0! |that are consistent with industry-accepted system hardening standards.
[Maintain the currency, completeness, accuracy, and availability of the baseline
lconfiguration of the system using automated mechanisms.
ISupplemental Guidance: Automated mechanisms that help agencies maintain
lconsistent baseline configurations for systems include, for example, hardware
land software inventory tools, configuration management tools and network
Imanagement tools. Such tools can be deployed and/or allocated at the system |Automated mechanisms exist to govern and report on baseline
em21cE) Automation Support for  [level, or at the operating system or component level including, for example, on Functional Ssubset Of Automated Central CFG.02.2 [configurations of Technology Assets, Applications and/or Services (TAAS) 10
Accuracy and Currency  |workstations, servers, notebook computers, network components or mobile Management & Verification lthrough Continuous Diagnostics and Mitigation (CDM), or similar
ldevices. Tools can be used, for example, to track version numbers on operating ltechnologies
systems, applications, types of software installed and current patch levels.
vaces) Retertion of Previous _|Retain oder versions of baselne configurations of the systern to support Functional Subset Of Retention Of Previous FG-023 :Je;;::.ms;xc\:t to retain previous versions of baseline configuration to o
[Agencies must use SCSEMSs provided on the Office of Safeguards website to
lensure secure configurations of all agency information technology and IMechanisms exist to review and update baseline configurations:(1) At least
CM-2(IRs-Defined) NA communication systems receiving, processing, storing, accessing, protecting Functional | Intersects With | Reviews & Updates CFG-02.1  [annually;(2) When required due to 50; or(3) As part of system component 5
land/or transmitting FTI installations and upgrades.
[Agencies must use SCSEMSs provided on the Office of Safeguards website to -
ensure secure configuratons of i agency formtio technology an Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
CM-2(IRS-Defined) NA Communication systems receiving, processing, storing, accessing, protecting Functional | Intersects With CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 5
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Configure Systems and

[Supplemental Guidance: When it is known that systems or system components
\will be in high-risk areas external to the organization, additional controls may be
implemented to counter the increased threat in such areas. For example,
lorganizations can take actions for notebook computers used by individuals
[departing on and returning from travel that may include international stops or
Jayovers. Actions nclude determining the locations that are of concern, dfining
lthe require t ensurin are
configured as ntended before travel s Iniated, and applying controlsto the
lcomponents after travel is completed. Specially configured notebook computers.
e computers with sanitized nard afves, lmited applications, minimum

Configure Technology
Assets, Applications and/or

[Mechanisms exist to configure Technology Assets, Applications and/or

Component Detection

Component Detection

lunauthorized hardware, software and firmware components.

-2(CE- igh- f - lized in high-ri i i
CM-2(CE7) Components for High-Risk LT B M ora sringent conhaoratin sefimgs Comron Functional subsetOF | S PG fo righ, | CFG-02:5  Services (TAKS) utlzed n igh sk aeas with more estrictive baseine 10
lapplied to mobile devices upon return from travel include examining the mobile Risk Areas -
device for signs of physical tampering and purging and reimaging disk drives,
Protecting information that resides on mobile devices is addressed in the MP.
(Media Protection) family.
issue a specifically configured computing device with more stringent
Configure Systems and Rion settings ang the minimam needed access o F11 to individuals e e o o IMechanisms exist to configure Technology Assets, Applications andjor
cm2AcET).a Components for High-Risk [iraveling to locations that are deemed o be of significant risk: and Functional Subsetof | AS3ets AppICaions anclor | crG-02.5  fservices (TAAS) utilized in high-isk areas with more restrictive baseline 10
[configurations.
ish
[FpTy e alowing conrcs o the systers o componerts when the ndiduals . .
Configure Technology
Configure Systems and  [F€tum [Mechanisms exist to configure Technvlugy Assets, Applications and/or
CM-2(CE-7).b Components for High-Risk [t7ave! Exa’“‘"e for signs of tampering, reformat storage media before Functional Subset Of | Assets: Applications and/or | e 5 Iservices (TAAS) utilized in high-risk areas with more restrictive baseline 10
Aress reintroduction to the FTI. Services (TAAS) for High-
Environment Risk Areas
§ Configuration Change _[5e€ FDE for specific NIST 5P 800-53 control details. Change Management o1 [Mechanisms exist to facilitate the implementation of a change management
M3 Control Functional Subset Of ot croo1  [Mechenis 10
Configuration Change _[5ee FDE for specific NIST 5P 800-53 control detalls Configuration Change IMechanisms exist to govern the technical configuration change control
M3 rtion Functional | Intersects With ration crooz  [Mechanien 5
[Test, validate, and document changes to the system before finalizing the [Mechanisms exist to appropriately test and document proposed changes in a
CM-3(CE-2) Do o 2N ¢ [mplementation of the changes, Functional | Intersects with | 16t Validate & Document | 1605 5 |non-production environment before changes are implemented in a 5
9f lproduction environment.
Require ISSO/ISSM and Privacy Representatives to be members of the
Configuration Control Board.
Supplemental Guidance: Information security representatives can include, for
lexample, Senior Agency Information Security Officers, system security officers or
Securtty and tem security managers. Representation by personnel with informati Security, Compliance & Mechani o include a cyb ty andjor data protect
ecurity and Privacy  [Gecurity expertise is important because changes to system configurations can : echanisms exist to include a cybersecurity and/or data protection
CM-3(CE-4 y exp D ges to sy: g Functional SubsetOf | Resilience Representative | CHG-02.3 ! 10
(e Representative ave unintended side effects, some of which may be security-relevant. Detecting [ . for Asset Lifecycle Changes representative in the configuration change control review process.
such changes early in the process can help avoid unintended, negative
lconsequences that could ultimately affect the security state of organizational
system:
§ Security and Privacy Impact [see FDE for specific NIST 5P 800-53 control details Security Impact Analysis for 03 [Mechanisms exist to analyze proposed changes for potential security
M4 e Functional Subset Of CHG-03 e e e 10
[After system changes, verify that the impacted controls are implemented
correctly, operating as intended, and producing the desired outcome with regard Mechanisms exist to perform Information Assurance Program (IAP) activities
cM-a(CE-2) Verification of Controls  [to meeting the security and privacy requirements for the system Functional Subset Of Technical Verification 1A0-06  |to evaluate the design, implementation and effectiveness of technical 10
lsecurity, compliance and resilience controls;
“Access Restrictions for _|5ee FDE for specific NIST SP 800-53 control details. Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
cms Functional | Intersects With CHa0a e e et 5
- INA
CM-5(CE-5) Progege ;‘n'"d'tgggr"a:fgns Functional Subsetof | Permissions To Implement | ¢ 544 | Mechanisms exist to limit operational privileges for implementing changes. 10
I [Limit privileges to change system components and system-related information N ;
CM-5(CE-5).a Proucioe ;‘"’z“ggg'"a{fo’ns within a production or operational environment; an Functional Subset Of Erm‘ss“’c"hsage's“p‘e"'e"‘ CHG-04.4  |Mechanisms exist to limit operational privileges for implementing changes. 10
oriviege Limitation for_|FEVIeW and reevaluate priviisges semi-annualy. N T
CM-5(CE-5).b production and Operations Functional Subset Of e ranges " | CHG-04.4 |Mechanisms exist to limit operational privileges for implementing changes 10
SRS Defmed) 1 VA Restrict of o only authorized Functional | mtersects with | Access Restriction For CHo-0a[Hechanisms et o enforce confguraion estictions n a effr t restrict S
y of users to conduct
[Verify the authenticity and integrity of Basic INpUUOUTPUE System (BIOS) or
Unified Extensible Firmware Interface (UEFI) updates to ensure that the BIOS or
UEFI is protected from modification outside of the secure update pracess.
Supplemental Guidance: Inventory of BIOS or UEFI information should
incorporated into existing inventory control systems, where feasible. Most
lagencies will rely upon the manufacturer as the source for the authenticated
1BIOS or UEFI. System BIOS or UEFI updates should be performed using a secure
authenticated update process. After BIOS or UEF updates, the configuration Access Restriction ech oot fouration restrict fort to restrict
MRS Defined)-2 m Ibaseline should be validated to confirm that the compater system is still in Functional | Intersects with | Access Restriction For CHG.04  |Mechanisms exist to enforce configuration restrictions in an effort o restric s
compliance with the agancy’s defined policy. The BIOS or UEFI image and Change lthe ability of users to conduct unauthorized changes
configuration baseline should be continuously monitored and deviations from the
lbaseline should be investigated, documented, and remediated as part of incident
response activities.
[See FDE for specific NIST 5P 800-53 control detals.
Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
M6 Configuration Settings Functional | Intersects With “ecure Baseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 5
9 [that are consistent with industry-accepted system hardening standards.
y See FDE for specific NIST 5P 800-53 control detals. ‘Approved Configuration y IMechanisms exist to document, assess risk and approve or deny deviations.
M6 Configuration Settings Functional | Intersects With red Configu cFG02.7 |I 5
[The agency shall ensure that all devices across the enterprise that store agency
data are appropriately reviewed for security purposes prior to connection or
reconnection to the agency’s network, (e.. checks for malicious code, updates Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
CM-6(IRS-Defined) NA lto malware detection software, critical software updates and patches, operating | Functional | Intersects With >ecure Baseline CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 5
lsystem integrity and disabled hardware). 9 Ithat are consistent with industry-accepted system hardening standards.
[The agency shall ensure that all devices across the enterprise that store agency
data are appropriately reviewed for security purposes prior to connection or
reconnection to the agency’s network, (e.. checks for malicious code, updates i
CM-6(IRS-Defined) NA to malware detection software, critical software updates and patches, operating |  Functional | Intersects with | APProved Configuration | ¢ o5 5 Mechanisms exist to document, assess risk and approve or deny deviations 5
Deviations lto standardized configurations.
system integrity and disabled hardware).
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to configure systems to provide only essential capabilities
M7 Least Functionality Functional Subset Of Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 10
VA [Mechanisms exist to periodically review system configurations to identify and|
CM-7(CE1) Periodic Review Functional Subset Of Periodic Review CFG-03.1 isable unnecessary and/or non-secure functions, ports, protocols and 10
[Review the system annually to identify unnecessary and/or nonsecure functions, IMechanisms exist to periodically review system configurations to identify and|
CM-7(CE-1).a Periodic Review lports, protocols, software, and services; an Functional Subset Of Periodic Review CFG-03.1 [disable unnecessary and/or non-secure functions, ports, protocols and 10
Jservices.
[Disable of remove [dentified functions, ports, protocols, and services Within the [Mechanisms exist to periodically review system configurations to identify and|
CM7(CED)b Periodic Review  |Information system deemed to be unnecessary andjor nonsecure. Functional Subset Of Periodic Review CFG-03.1 [disable unnecessary andjor non-secure functions, ports, protocols and 10
jservices
Authorized Software - Allow Explicitly Allow / Deny chanisms exist to explicitly allow (allowist / whitelist) and/or block
CM-7(CES) ption Functional Subset OF Applications CFG-03:3 | (denylist / blacklist) applications that are authorized to execute on systems. 10
identify soft thorized & e on the system;
MICES) Authorized Software - Allow/| @Y SOTEWare programs authorized to execute on the system; Functiona! Subset Of Explicitly Allow / Deny CFe033 chanisms exist to explicitly allow (allowlist / whitelist) and/or block 0
eption Applications (denylist / blacklist) applications that are authorized to execute on systems.
[Employ a deny-al, permit-by-exception policy to allow the execution of
Authorized Software - Allow Explicitly Allow / Deny Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
7(CE- authorized software programs on the system; and '
CHT(CES)D ption prog Y Functional Subset Of Applications CFG-03:3 | (genylist / blackiist) applications that are authorized to execute on systems. 10
[Review and update the Tist of authorized software programs at a minimum
— Authorized Software - Allow o6l 21 P prog Functiona! Subset Of Explicity Alow /Deny | ceg 053 lechanisms exist to explicitly allow (allowlist / whitelist) and/or block 0
y Exception Applications (denyieh Binckien) Spplcaton that aré Buthorized 1o exetute on Syotams.
[Periodically scan FTI networks to detect and remove any unauthorized or [Mechanisms exist to configure systems to provide only essential capabilities
CM-7(RS-Defined) NA lunlicensed software. Functional Subset Of Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 10
WA Configure Technology ech  to configure Technology Assets, Applicat 4
pronibiting the Use of e e o echanisms exist to configure Technology Assets, Applications and/or
CM-7(CE9) e ot Functional SubsetOf | ASets APElCaions Shche” | CFG-02.5  [Services (TAAS) utilized in high-risk areas vith more restrictive baseline 10
Hiok Avcas ‘9! |configurations.
identify agency-defined hardware components authorized for system use;
prohibiting the Use of Y agency: P Vs PGy P bt A IMechanisms exist to configure Technology Assets, Applications andjor
CM-7(CE-9).a o e ars. Functional subset Of | oo ey for High | CFG-02.5  [Services (TAAS) utilized in high-risk areas with more resirictive baseline 10
i 9 |configurations.
[Pronibit the use or connection of unauthorized hardware components:
prohibiting the Use of " PR e Mechanisms exist to configure Technology Assets, Applications and/or
CM7(CE9)b Functional Subset Of . CFG-02.5  [Services (TAAS) utilized in high-risk areas with more restrictive baseline 10
Unauthorized Hardware Services (TAAS) forHigh- o ome
Review and update the Tist of authorized hardware components annualk
prohibiting the Use of " i v rseogure Technology Mechanisms exist to configure Technology Assets, Applications and/or
CM-7(CE-9).c Unauthoriad Hardware Functional subset Of | Aeans SPRRS) for tigh. | CFG-02.5  [Services (TAAS) utilized in high-risk areas with more restrictive baseline 10
ik A D |configurations.
[See FDE for specific NIST 5P 800-53 control details IMechanisms exist to establish and maintain an authoritative source and
y System Component Component Duplication y repository to provide a trusted source and accountability for approved and
cM-8 Inventory Functional | Intersects With Avoidance AST-02.3  lirhlemented system components that prevents assets from being duplicated| 5
i other asset inventories.
o Updates During Installation [Update the inventory of system components as part of component installations, Updates During y exist to update asset inventories as part of component
CM-8(CE1) and Removal removals, and system updates. Functional Subset Of / Removals AST021 removals and asset upgrades. i
Supplemental Guidance: This control enhancement is applied n addition to the
Imonitoring for unauthorized remote connections and mobile devices. Monitoring
for system n an ongoing basis
or by the periodic scanning of systems for that purpose. Automated mechanisms
Automated Unauthorizeq |2 B2 ImPlemented within systems or in other separate devices, Isolation can be Aatomated Unauthorized stomated mech o detect and alert unon the detection of
a(CE- utomated Unauthorized |achieved, for example, by placing unathorized system components in separate tomated Unauthorize: y utomated mechanisms exist to detect and alert upon the detection of
CM-B(CE3) Component Detection  |domains or subnets or otherwise quarantining such components. This type of Functional Subset Of Component Detection | AT02:2  linauthorized hardware, software and firmware components. 10
lcomponent isolation is commonly referred to as sandboxing,
[Detect the presence of unauthorized hardware, software, and firmware
Automated Unauthorized Automated Unauthorized |Automated mechanisms exist to detect and alert upon the detection of
-8(CE- ts within the syst tomated mech; tall times; . p
CM-8(CE-3).a Component Detection |“°PONeNtS WItNIN the system using automated mechanisms at all time: Functional Subset Of Component Detection | A02:2 " |inauthorized hardware, software and firmware components. 10
[Take the following actions when unauthorized components are detected:
eMB(CE D Automated Unauthorized Functiona! ubsetof | Automated Unauthorized | o1 o> > |Automated mechanisms exist to detect and alert upon the detection of 0
- Component Detection Component Detection lunauthorized hardware, software and firmware components
[Disable network access by such components.
CMB(CE3)61 Automated Unauthorized 4 P Functiona! subsetOf | Automated Unauthorized | oo [Automated mechanisms exist to detect and alert upon the detection of 0
Component Detection Component Detection lunauthorized hardware, software and firmware components.
solate the components.
MBI b2 Automated Unauthorized Functiona! ubsetof | Automated Unauthorized | ,qr o), [Automated mechanisms exist to detect and alert upon the detection of 10

Secure Controls Framework (SCF)

22 0f 37



Set Theory Relationship Mapping (STRM)

IRS 1075

Secure Controls Framework (SCF)

Version 2026.1_x000a_03/27/2026

FDE Name Focal Document Element (FDE) Desc SCF Control o e
INotify designated Agency IT personnel
CMBCE3 63 Automated Unauthorized [VOHTY 9519 gency I p Functiona! subsetOf | Automated Unauthorized | oo [Automated mechanisms exist to detect and alert upon the detection of o
Component Detection Component Detection lunauthorized hardware, software and firmware components.
§ Configuration Management [see FDE for specific NIST 5P 800-53 control detals. y &xist (0 facilitate the implementation of configuration
Mg on M Functional Subset Of o e CFG-01 st o fa 10
§ Configuration Management [see FDE for specific NIST 5P 800-53 control detall. Stakeholder Notification of 05 [Mechanisms exist to ensure stakeholders are made aware of and understand
Mo on Functional | Intersects With CHo-0s  [Nechanisme et to eneure sk s
See FDE for specific NIST 5P 800-53 control detals. Mechanisms exist to enforce software usage restrictions to comply with
cm-10 Software Usage Restrictions| Functional Subset OF  |Software Usage Restrictions|  Cra-04  [lfeCharieme exist fo enforce software usege festic 10
See FDE for specific NIST SP 800-53 control details. Prohibit Installation Without lautomated mechanisms exist to prohibit software installations without
M1 User-Installed Software Functional | Intersects With e o D03 e e e cat s
i Ssermataled Software _[56€ FDE for specific NIST SP 800-53 control detalls. ronctiona | imtersects with | Usermotatied Sofoware | Cra.05 |Mechanisms exist to restrict the abiity of non-privileged users to install S
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to identify and document the location of information and
cm12 Information Location Functional Subset Of Information Location DCH24 e o ey T st e 10
[Use automated tools to identify FIT on system components to ensure controls are
i place to protect organizational information and individual privacy.
Supplemental Guidance: This control enhancement gives agencies the capability
lto check systems and selected system components for FTI to confirm suc}
Automated Toots to Suppor|OTMatN resides on the component and to ensure that the recuired protection e o ientity and 4 ¢ the location of nformation and
e tomated Tools to SUppoOrt [measures are in place for that component. g echanisms exist to identify and document the location of information an
CM2(CED) Information Location  [Include ail FTI system and system components in the agency’s FT inventory. See| <o/ Subset Of Information Location DCH-24 " the specific system components on which the information resides. o
INIST Control PM-29, Inventory of Personally Identifiable Information.
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to create and maintain a map of Technology Assets,
cm13 Data Action Mapping Functional Subset Of Data Action Mapping AST-02.8  |Applications andjor Services (TAAS) where sensitive/regulated data s stored. 10
transmitted or processed.
[See FDE for specific NIST 5P 800-53 control detals.
IMechanisms exist to prevent the installation of software and firmware
cm-14 Signed Components Functional | Intersects With | Signed Components CHG-04.2 |components without verification that the component has been digitally 5
Isianed using an organization-approved certificate authority.
46 CONTINGENCY PLANNING 2@ FDE for details Functional | No Relationship NA N/A N/A 0 ligteeelicabielsCricentc)
[See FDE for specific NIST SP 800-53 control details. Periodic Review & Update of| [Mechanisms exist to review the Security, Compliance & Resilience Program
g Contingency Planning Policy| 03 |(SCRP), including policies, standards and procedures, at planned intervals or
cP1 and Procedures Functional | Intersects With | - security Compliance & | GOV-03 i gnificant changes occur to ensure their continuing sutability, adequacy ®
9 land effectiveness.
See FDE for specific NIST 5P 800-53 control detals.
Business Continutty Mechanisms exist to facilitate the implementation of contingency planning
g Contingency Planning Policy| o1 |controls to help ensure resilient Technology Assets, Applications and/or
cP1 and Procedures Functional Subset Of Management System BCD-0LIservices (TAAS) (e.q., Continuity of Operations Plar (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
See FDE for specific NIST 5P 800-53 control detals.
. Contingency Planning Policy Functional | Intersects With | Coninehing Secuy. o | Gov.oa  |Mechanisms exist to establish, maintain and disseminate policies, standards 5
and Procedures 2 land procedures necessary for secure, compliant and resilient capabilties.
ocumentation
[See FDE for specific NIST 5P 800-53 control detals.
Business Continuity Mechanisms exist to facilitate the implementation of contingency planning
lcontrols to help ensure resilient Technology Assets, Applications andjor
cp2 Contingency Plan Functional Subset Of Management System BCD-0L (53 1ices (TAAS) (6.9, Continuity of Operations Plan (COOP) of Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).
See FDE for specific NIST 5P 800-53 control details. Ongoing Contingenc business practices, including third-party services)(3)
cp-2 Contingency Plan Functional | Intersects With 9 pg‘anm" 'gency BCD-06  [Technologies (.g., new, altered or decommissioned technologies);(4) Data 5
9 l(e.q., changes to data flows and/or data repositories);(5) Facilities (e.g., new,
(Coordinate plan with elements
responsible for related plans.
Supplemental Guidance: Plans related to contingency plans for FTI include, for
example, Business Continuity Plans, Disaster Recovery Plans, Continuity of
Coordinate with Related |Operations Plans, Crisis Communications Plans, Critical Infrastructure Plans, Coordinate with Related IMechanisms exist to coordinate contingency plan development with internal
CP-2(CE-1) Plans (Cyber Incident Response Plans, Insider Threat Implementation Plan and Occupant| ~ Functional Subset Of BCD-0L.1 o external elements responsible fo,?mt;/;phns P 10
Emergency Plans. Agencies should coordinate with agency IT personnel and
\when applicable, data center and vendor personnel to protect the confidentiality
FI.
Resume Essential MISsIons [ocem e et e e T SIS A core Within an Resume Al Missions & Mechanisms exist to resume all missions and business functions within
-2(CE- u issions |agency-defined specified time-period of contingency plan activation, y i unctions wi
CP2(CE-3) and Business Functions |00 " P P gency Pl Functional | Intersects With | "gciness Functions BED-02.1 Jgecovery Time Objectives (RTOS) of the contingency plan's activation. s
Resume Essential Missions [oeemenddmes pociong (oo oot af iy os bt ions within an Resume Essential Missions IMechanisms exist to resume essential missions and business functions within
2(CE- lagency-defined specified time-period of contingency plan activation, y
CP-2(CE-3) and Business Functions | 9=’ pecified time-perl ingency pl vati Functional | Intersects With | "¢ g cinece Functions BCD-02.3 |2 o ganization-defined time period of contingency plan activation. 5
lIdentify critical system assets supporting essential mission and business [Mechanisms exist to identify and document the critical Technology Assets,
CP-2ACEB) Identify Critical Assets  [functions. Functional Subset Of Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 10
Jand business functions.
See FDE for specific NIST 5P 800-53 control detals. . o adequatey & " E——
cp3 Contingency Training Functional Subset Of Contingency Training BCD-03  [Mechanisms exist to adequately train contingency personnel and applicable 10
in their roles and
See FDE for specific NIST 5P 800-53 control detals. Contingency Plan Root
! IMechanisms exist to conduct a Root Cause Analysis (RCA) and *lessons.
cpa Contingency Plan Testing Functional | Intersects With | Cause Analysis (RCA)& |  BCD-05 i 5
158 Analysls IR learned® activity every time the contingency plan is activated.
[See FDE for specific NIST SP 800-53 control details. Mechanisms ex\st to conduct tests and/ur exercises to evaluate the
cpa Contingency Plan Testing Functional | Intersects with | COntingency Plan Testing &\ gep g4 eadiness to execute 5
the plan.
(Coordinate contingency plan testing with organizational elements responsible for
related plans.
Supplemental Guidance: Plans related to contingency plans for FTI include, for
lexample, business continuity plans, disaster recovery plans, continuity of
Coordinate with Related ~[operations plans, crisis communications plans, critical infrastructure plans, cyber Coordinated Testing with Mechanisms exist to coordinate contingency plan testing with internal and
CPA(CEL) Plans incident response plans and occupant emergency plans. Agencies should Functional Subset Of Related Plans BED-041  loyternal elements responsible for related plans 10
coordinate with agency IT personnel and when applicabie, data center and
\vendor personnel to protect the confidentiality of FTI
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to create recurring backups of data, software and/or
. 1 |system images, as well as verify the integrity of these backups, to ensure the]
cP9 System Backup Functional | Intersects With Data Backups BCD-11 |\ dilability of the data to satisfy Recovery Time Objectives (RTOs) and 5
Recovery Point Objectives (RPOS).
implement o prevent Gisclosure and
madifcation of backup information contalhing FII.
Supplemental Guidance: The selection of cryptographic mechanisms s based on
the need to protect the confidentiality and integrity of backup information. This ICryptographic mechanisms exist to prevent the unauthorized disclosure
CP-(CE-8) Cryptographic Protection |control enhancement applies to system backup information in storage at primary | Functional Subset Of | Cryptographic Protection | BCO-LL4 1o modification of backup information 10
land alternate locations to ensure only those authorized individuals have access
F.
See FDE for specific NIST 5P 800-53 control detals. ] [Mechanisms exist to ensure the secure recovery and reconstitution of
10 System Recovery and Funcionol | ntrsect i *PPICatons amilor Serices| gcp, 1y e e o o S (A G0 o known Sate s
4 lafter a disruption, compromise or failure.
See FDE for specific NIST 5P 800-53 control detals.
Business Continuity Mechanisms exist to facilitate the implementation of contingency planning
] System Recovery and 0y |controls to help ensure resilient Technology Assets, Applications and/or
cp10 Reconstitution Functional | Intersects With Ma"agf{;‘cﬁzgfy“em BCD-01  Igorvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 5
[Continuity & Disaster Recovery (BC/DR) playbooks).
System Recovery and | >c¢ ' Dt for specific NIST SP 800-53 control detals. Recovery Time / Point IMechanisms exist to facilitate recovery operations in accordance with
Ccp-10 Reconstitution Functional | Intersects With | e ctives (RTO / RPO) BCD-01.4 |3 covery Time Objectives (RTOs) and Recovery Point Objectives (RPOs). 5
implement transaction recovery for systems that are fransaction-based
Supplemental Guidance: Transaction-based systems include, for example,
database management systems and transaction processing systems IMechanisms exist to utilize specialized backup mechanisms that will allow
CP-10(CE-2) Transaction Recovery  [Mechanisms supporting transaction recovery include, for example, transaction Functional Subset Of Transaction Recovery | BCD-12.1  [transaction recovery for transaction-based Technology Assets, Applications 10
rollback and transaction journaling landlor Services (TAAS) in accordance with Recovery Point Objectives (RPOS).
TDENTIFICATION AND _[V/A ; No applicable SCF control
a7 AT O Functional | No Relationship NA N/A NA 0
See FDE for specific NIST 5P 800-53 control detalls.
; bt e e o s o o e e Sy Conplnce & et o
1 Authentication Policy and Funciional | Itersects Wit | Security Compliance & | GOv-03 300 B e o e ¥ iy, sbeauecs s
9 land effectiveness.
See FDE for specific NIST 5P 800-53 control details.
- Senification and » o | sueror | identity s Access o1 Mecharisms exist o facltate the Implementation of dentiicaton and o
b Y Management (IAM) laccess management controls.
rocedures
\demtication ana [P PDE for specific NIST 5P 600-53 control detall. S
entification an ublishing Security,
exist to establish, maintain and disseminate policies, standards
A1 Authentication Policy and Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5
Kication Pol pliance & Resil land procedures necessary for secure, compliant and resilient capabilites.
implement mult-factor authentication for access to privileged accounts.
ISupplemental Guidance: Regardiess of the type of access (i.e., local, network or
remote) privileged accounts must aways authenticate using multifactor options,
lexcept in the event of direct terminal access from within a restricted area (as
defined in Section 2.8.3, Restricted Area Access). Local access is any access to
agencysysiems by users o processes acting on behalf of users, where such
laccess is obtained through direct connections without the use of networks.
INetwork access is access to agency systems by users (or processes acting on
Ibehalf of users) where such access is obtained through network connections i.e.,
Inonlocal accesses). Remote access is a type of network access that involves |Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
A2(CED) Multifactor Authentication to|communication through external networks. nternal networks include localarea | oo Ml Factor Authentication | s o |for:(1) Remote network access:(2) Third-party Technolagy Assets, s
Privileged Accounts  |networks and wide area networks. The use of encrypted virtual private networks (MFA) |Applications andjor Services (TAAS); and/ or(3) Non-console access to critical
for network connections between agency controlled endpoints and non-agency- [TAAS that store, transmit andor process sensitive/regulated data
lcontrolled endpoints may be treated as internal networks with respect to
lprotecting the confidentiality and integrity of information traversing the network.
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1A-2(CE-1)

Multifactor Authentication tol
Privileged Accounts

Implement multi-factor authentication for access to privileged accounts.
ISupplemental Guidance: Regardless of the type of access (i.e., local, network or
Iremote) privileged accounts must always authenticate using multifactor options,

jaccess s ohinined hrough direct connections withaut the use of nEmWorkS.
acenss s acoess b agency Systems by users (or processes acting o
ehalfof users) where such aceece s ootamed through network connections (.e.,
Inonlocal accesses). Remote access is a type of network access that involves
lcommunication through external networks. Internal networks include local area
Inetworks and wide area networks. The use of encrypted virtual private networks
for network connections between agency controlled endpoints and non-agency-
lcontrolled endpoints may be treated as internal networks with respect to
lprotecting the confidentiality and integrity of information traversing the network.

Functional

lationship

Intersects With

Local Access to Privileged

IAC-06.3

Secuire Contrals Framework (SCF)
pti

[Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
local access for privileged accounts

1A-2(CE-1)

Multifactor Authentication tol
Privileged Accounts

Implement multi-factor authentication for access to privileged accounts.
[Supplemental Guidance: Regardless of the type of access (i.e., local, network or
remote) privileged accounts must always authenticate using multifactor options,
lexcept in the event of direct terminal access from within a restricted area (as
[defined in Section 2.B.3, Restricted Area Access). Local access is any access to
lagency systems by users or processes acting on behalf of users, where such
laccess is obtained through direct connections without the use of networks
INetwork access is access to agency systems by users (or processes acting on
lbehalf of users) where such access is obtained through network connections (i.e.,
Inonlocal accesses). Remote access is a type of network access that involves
lcommunication through external networks. Internal networks include local area
Inetworks and wide area networks. The use of encrypted virtual private networks

orotecting the confidentiaiity and inteority of nformation travereing the metwork

Functional

Intersects With

Information Assurance
Enabled Products

TDA-02.2

IMechanisms exist to limit the use of commercially-provided Information
|assurance (1A) and 1A-enabled IT products to those products that have been
lsuccessfully evaluated against a National Information Assurance partnership
(NIAP)-approved Protection Profile or the cryptographic module is FIPS-
|validated or NSA-approved.

1A-2(CE-1)

Multifactor Authentication tol
Privileged Accounts

Implement multi-factor authentication for access to privileged accounts.
[Supplemental Guidance: Regardless of the type of access (i.e., local, network or
remote) privileged accounts must always authenticate using multifactor options,
lexcept in the event of direct terminal access from within a restricted area (as
ldefined in Section 2.B.3, Restricted Area Access). Local access is any access to
lagency systems by users or processes acting on behalf of users, where such
laccess is obtained through direct connections without the use of networks
INetwork access is access to agency systems by users (or processes acting on
lbehalf of users) where such access is obtained through network connections (i.e.,
Inonlocal accesses). Remote access is a type of network access that involves
lcommunication through external networks. Internal networks include local area
Inetworks and wide area networks. The use of encrypted virtual private networks
[for network connections between agency controlled endpoints and non-agency-
lcontrolled end; may be treated as internal networks with respect to
lprotecting the confidentiality and integrity of information traversing the network.

Functional

Intersects With

Out-of-Band Multi-Factor
ith

Authentication

IAC-06.4

IMechanisms exist to implement Multi-Factor Authentication (MFA) for access
lto privileged and non-privileged accounts such that one of the factors is
independently provided by a device separate from the system being
laccessed.

1A-2(CE-1)

Multifactor Authentication to|
Privileged Accounts

lImplement multi-factor authentication for access to privileged accounts.
[Supplemental Guidance: Regardless of the type of access (i.e., local, network or
remote) privileged accounts must always authenticate using multifactor options,
lexcept in the event of direct terminal access from within a restricted area (as

ey obramed hrough drect connections withut the use of netws
Network access s access to agency systems by users (or processes acting o

lbehalf of users) where such access is obtained through network connections (i.e.,
Inonlocal accesses). Remote access is a type of network access that involves
lcommunication through external networks. Internal networks include local area
Inetworks and wide area networks. The use of encrypted virtual private networks
[for network connections between agency controlled endpoints and non-agency-
lcontrolled endpoints may be treated as internal networks with respect to
lprotecting the confidentiality and integrity of information traversing the network.

Functional

Intersects With

Network Access to
Privileged Accounts

IAC-06.1

[Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
Inetwork access for privileged accounts.

1A-2(CE-1)

Multifactor Authentication tol
Privileged Accounts

lImplement multi-factor authentication for access to privileged accounts.
[Supplemental Guidance: Regardless of the type of access (ie., local, network or
remote) privileged accounts must always authenticate using multifactor options,
lexcept in the event of direct terminal access from within a restricted area (as
ldefined in Section 2.8.3, Restricted Area Access). Local access is any access to
lagency systems by users or processes acting on behalf of users, where such
laccess is obtained through direct connections without the use of networks
INetwork access s access to agency systems by users (or processes acting on
lbehalf of users) where such access is obtained through network connections (i.e.,
Inonlocal accesses). Remote access is a type of network access that involves
lcommunication through external networks. Internal networks include local area

orotecting the confidentiaiity and inteority of nformation traverding the metwork

Functional

Intersects With

Network Access to Non-
Privileged Accounts

1AC-06.2

IMechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
Inetwork access for non-privileged accounts.

1A-2(CE-1)

Multifactor Authentication to|
Privileged Accounts

lImplement multi-factor authentication for access to privileged accounts.
[Supplemental Guidance: Regardless of the type of access (i.e., local, network or
remote) privileged accounts must always authenticate using multifactor options,
lexcept in the event of direct terminal access from within a restricted area (as
ldefined in Section 2.8.3, Restricted Area Access). Local access is any access to
lagency systems by users or processes acting on behalf of users, where such
laccess is obtained through direct connections without the use of networks.
INetwork access is access to agency systems by users (or processes acting on
lbehalf of users) where such access is obtained through network connections (i.e.
Inonlocal accesses). Remote access is a type of network access that involves
lcommunication through external networks. Internal networks include local area
Inetworks and wide area networks. The use of encrypted virtual private networks
[for network connections between agency controlled endpoints and non-agency-
lcontrolled endpoints may be treated as internal networks with respect to
lprotecting the confidentiality and integrity of information traversing the network.

Functional

Intersects With

Hardware Token-Based
Authentication

1AC-10.7

lautomated ist to ensure fined token quality
Frequirements are satisfed for hardware token-based Cetmenticasan

1A-2(CE-2)

Multifactor Authentication to|
Non-Privileged Accounts

lImplement multi-factor authentication for access to non-privileged accounts.
ISupplemental Guidance: Regardiess of the type of access (i.e., local, network or
remate) non-privieged accounts must aways authenticate using multfactor

any access to agency systems by users or prucesses
atting on benalfof users, where such access s optained through dir
onnocions without he Use of networke. Network acéaes - aceecs to ency
systems by users (or processes acting on behalf of users) where such access is
lobtained through network connections (i.e., nonlocal accesses). Remote access is
la type of network access that involves communication through external
Inetworks. Internal networks include local area networks and wide area networks.
[The use of encrypted virtual private networks for network connections between
lagency-controlled endpoints and non-agency-controlled endpoints may b
[treated as internal networks with respect to protecting the confidentiality and
integrity of information traversing the network.

Functional

Intersects With

Information Assurance
Enabled Products

TDA-02.2

[Mechanisms exist to limit the use of commercially-provided Information
|assurance (1A) and IA-enabled IT products to those products that have been
lsuccessfully evaluated against a National Information Assurance partnership
NIAP)-approved Protection Profile or the cryptographic module is FIPS-
|validated or NSA-approved.

1A-2(CE-2)

la ty,
Multifactor Authentication to|

Non-Privileged Accounts

lImplement multi-factor authentication for access to non-privileged accounts,
[Supplemental Guidance: Regardless of the type of access (i.e., local, network or
remote) non-privileged accounts must always authenticate using multifactor
loptions. Local access is any access to agency systems by users or processes
lacting on behalf of users, where such access is obtained through direct
lconnections without the use of networks. Network access is access to agency
lsystems by users (or processes acting on behalf of users) where such access is
lobtained through network connections (ie., nonlocal accesses). Remote access is

[raated o0 nternal notwork with respect to protecting the confidentialty and
integrity of information traversing the network.

Functional

Intersects With

Network Access to Non-
Privileged Accounts

IAC-06.2

[Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
Inetwork access for non-privileged accounts.

1A-2(CE-2)

Multifactor Authentication tol
-Privileged Accounts

lImplement multi-factor authentication for access to non-privileged accounts,
[Supplemental Guidance: Regardless of the type of access (i.e., local, network or
remote) non-privileged accounts must always authenticate using multifactor
loptions. Local access is any access to agency systems by users or processes
lacting on behalf of users, where such access is obtained through direct
lconnections without the use of networks. Network access is access to agency
lsystems by users (or processes acting on behalf of users) where such access is
lobtained through netwark connections (ie., nonlocal accesses). Remote access is
type of network access that involves communication through external
Inetworks. Internal networks include local area networks and wide area networks.
[The use of encrypted virtual private networks for network ;unne:uuns between

roated as Internal networks with respect to Dro(ecnng the conﬁdenuah(y and
lintegrity of information traversing the network.

Functional

Intersects With

Out-of-Band Multi-Factor
Authentication

IAC-06.4

[Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
lto privileged and non-privileged accounts such that one of the factors is
independently provided by a device separate from the system being
laccessed.
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Implement multi-factor authentication for access to non-privileged accounts.
ISupplemental Guidance: Regardiess of the type of access (i.e., local, network or
remote) non-privileged accounts must always authenticate using multifactor
loptions. Local access is any access to agency systems by users or processes
lacting on behalf of users, where such access is obtained through direct
lconnections without the use of networks. Network access is access to agency
systems by users (or processes acting on behalf of users) where such access i
obtained through network conne ., nonlocal accesses). Remote access is
Lype of network accese that imvalves communication through external
Multifactor Authentication tojaetworks. Intermal networks Incluge Iocal ares networks and wide orea networks. Hardware Token-Based lAutomated ist to ensure d token quality
1A-2(CE-2) Non-Privileged Accounts [The use of encrypted virtual private networks for netwark connections between Functional | Intersects With Authentication G107 | ments are satisfied for hardware token-based authentication 5
may be
treated as internal netwarks with respect to protecting the confidentiality and
integrity of information traversing the network.
implement multi-factor authentication for access to non-privileged accounts
ISupplemental Guidance: Regardiess of the type of access (i.e., local, network or
remote) non-privileged accounts must always authenticate using mulifactor
loptions. Local access is any access to agency systems by users or processes
lacting on behalf of users, where such access is obtained through direct
lconnections without the use of networks. Network access is access to agency
systems by users (or processes acting on behalf of users) where such access is
lobtained through network connections (i.e., nonlocal accesses). Remote access is
2 type of network access that involves communication through external
A2(CE2) Multifactor Authentication to|networks. Internal networks include local area networks and wide area networks. |ty cvional | Intersects With Network Access to IAC.061  [Mechanisms exist to utilize Muli-Factor Authentication (MFA) to authenticate s
Non:Privileged Accounts |The use of encrypted virtual private networks for nework connections between Privileged Accounts -1 |network access for privileged accounts.
lagency-controlled endpoints and non-agency-controlled endpoints m:
reated as ntemnalnetuorks with respect to protecting the Condentiality and
integrity of information traversing the networ
implement multi-factor authentication for access to non-privileged accounts
Guidance: Regardiess of the type of access (.e., local, network or
remote) non-privileged accounts must always authenticate using multifactor
loptions. Local access is any access to agency systems by users or processes
lacting on behalf of users, where such access is obtained through direct
lconnections without the use of networks. Network access is access to agency
lsystems by users (or processes acting on behalf of users) where such access is
lobtained through network connections (i.., nonlocal accesses). Remote access is
type of network access that involves communication through external Jautomated mechanisms exist to enforce MulFactor Authenticaton (WFA)
n2(cE2) Multifactor Authentication tolnetworks. Interal networks include local area networks and wide area networks. | runcvional | intersects with | MUlti-Factor Authentication [, oo |for:(1) Remote network access;(2) Third-party Technology Ass 5
Non-Privileged Accounts ~[The use of encrypted virtual private networks for network connections between (MFA) [Applcations andior Services (TAAS): and) or(3) Non-console acces to critcal
lagency-controlled endpoints and non-agency-controlled endpoints may b [TAAS that store, transmit and/or process sensitive/regulated data.
ltreated as internal networks with respect to protecting the confidentiality and
integrity of information traversing the network.
implement multi-factor authentication for access to non-privileged accounts
Guidance: Regardiess of the type of access i.e., local, network or
remote) non-privileged accounts must always authenticate using mulifactor
loptions. Local access is any access to agency systems by users or processes
lacting on behalf of users, where such access is obtained through direct
lconnections without the use of networks. Network access is access to agency
Isystems by users (or processes acting on behalf of users) where such access is
lobtained through network connections (i.e., nonlocal accesses). Remote access is
type of network access that involves communication through external
(e Multifactor Authentication tolnetworks. Internal networks include local area networks and wide area networks. Local Access to Privileged y IMechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
1A-2(CE-2) Non-Privileged Accounts  [The use of encrypted virtual private networks for network connections between Functional | Intersects With Accounts JAC-06:3  \iocal access for privileged accounts. 5
lagency-controlled endpoints and non-agency-controlled endpoints may be
treated as internal networks with respect to protecting the confidentiality and
integrity of information traversing the network.
implement multi-factor authentication for remote access to privileged accounts IMechanisms exist to implement Multi-Factor Authentication (MFA) for access
IA2(CE6) Access to Accounts - [and non-privileged accounts such that: Functional subsetof | Outof-Band MultiFactor |\ oo |to privileged and non-privileged accounts such that one of the factors is "
Separate Device Authentication 4 lindependently provided by a device separate from the system being
laccessed
One of thedfmws is provided by a device separate from the system gaining [Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
Access to Accounts - [access; an: lto privileged and non-privileged accounts such that one of the factors is
IA-2(CE-6).a Separate Device Functional Subset Of IAC-064  linGependently provided by a device separate from the system being 10
laccessed
[The device meets Authenticator Assurance Level 2 (AAL) per NIST SP 800-63. IMechanisms exist to implement Multi-Factor Authentication (MFA) for access
(e Access to Accounts - Out-of-Band Multi-Factor y lto privileged and non-privileged accounts such that one of the factors is
1A-2(CE6)> Separate Device Functional Subset Of Authentication 1AC064 lingependently provided by a evice separate from the system being 0
Jaccessed
implement replay-resistant authentication mechanisms for access to privileged
laccounts with network access.
Supplemental Guidance: Authentication processes resist replay attacks f it is
Access to Accounts - Replay|MPTactical to achieve successful authentications by replaying previous Replay-Resistant
1A-2(CE-8) e e oot €Pla¥ authentication messages. Replay-resistant techniques inciude, for example, Functional Subset Of e IAC-02.2  |Automated mechanisms exist to employ replay-resistant authentication. 10
esistant lprotocols that use nonces or challenges such as time synchronous or uthentication
lchallengeresponse one-time authenticators.
See FDE for specific NIST 5P 800-53 control details e . y dentity and contraly Authenticate, Auth
echanisms exist to uniquely identify and centrally Authenticate, Authorize
A3 Device dentification and Functional | Intersects with | , . Mentiication | 1ac.0a  [and Audit (AAA) devices before establishing a connection using bidirectional 5
lauthentication that is cryptographically- based and replay resistant.
[AUthenticate all devices before establishing a remote network connection using
Sidirectional atis \dentification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-3(CE-1) el Functional | Intersects with |, Mdentifcation® | 1ac.04  |and Audit (AAA) devices before establishing a connection using bidirectional 5
lauthentication that is crypographically- based and replay resistant.
[See FDE for specific NIST 5P 800-53 control detals rthenticate, Authorize and Mechanisms exist to strctly govern the use of Authenticate, Authorize and
14 Identifier Management Functional | Intersects With 1 IAC-012  [Audit (ARA) solutions, both on-premises and those hosted by an External 5
Service Pro SP).
N See FDE for specific NIST 5P 800-53 control detalls [dentifier Management (User] [Mechanisms exist to govern naming standards for usernames and
jand dentifier Management Functional | Intersects With Names) 'AC09_ [Technology Assets, Applications and/or Services (TAAS). s
[Manage individual identifiers by uniquely identifying each individual as agency-
ldefined characteristic identifying individual status (e.g., Contractor).
Guidance: Cl identifying the status of individuals
include, for example, contractors and foreign nationals. Identifying the status of
individuals by specific characteristics provides additional information about the IMechanisms exist to strictly govern the use of Authenticate, Authorize and
eople with whom agency personnel are communicating. For example, it might Authenticate, Authorize and ,
1A-4(CE-4) Identify User Status  [P€OP) gency p 9 ple, it mig Functional | Intersects With IAC-01.2  [Audit (AAA) solutions, both on-premises and those hosted by an External 5
lbe useful for an agency employee to know that one of the individuals on an email Service Provider (ESP).
Imessage is a contractor.
Manage individual identifiers by uniquely identifying each individual as agency-
defined characteristic identifying individual status (e.g., Contractor).
ISupplemental Guidance: Characteristics identifying the status of individuals
include, for example, contractors and foreign nationals. Identifying the status of
individuals by specific characteristics provides additional information about the User dentity (10) e . entiteot o
1A-4(CE-4) Identify User Status [PeOPle with whom agency personnel are communicating. For example, it might | ynctional | Intersects With ser Identity IaC-09.1  [Mechanisms exist to ensure proper user identification management for non- 5
(e fy lbe useful for an agency employee to know that one of the individuals on an email Management [consumer users and administrators.
Imessage is a contractor.
Manage individual identifiers by uniquely identifying each individual as agency-
ldefined characteristic identifying individual status (e.g., Contractor).
ISupplemental Guidance: Characteristics identifying the status of individuals
include, for example, contractors and foreign nationals. Identifying the status of
individuals by specific characteristics provides additional information about the
1A-4(CE-4) Identify User Status  [People with whom agency personnel are communicating. For example, it might | functional | Intersects With | Identity User Status 1AC-09.2 exist to identify contractors and other third-party users through 5
lbe useful for an agency employee to know that one of the individuals on an email lunique username characteristics.
Imessage is a contractor.
[Change all default vendor-set or factory-set administrator accounts prior to Authenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
IA-4(IRS-Defined) N/A limplementation (e.g., during installation or immediately after installation). Functional Intersects With ‘Audit (ABA) IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 5
AAR Service Provider (ESF)
e Erion 1 Identifier Management (User IMechanisms exist to govern naming standards for usernames and
-4(IRS- implementation (e.q., during installation or immediately after installation X i
1A-4{IRS-Defined) G P (eo 9 v ) Functional | Intersects With Names) IAC-09 ITechnology Assets, Applications and/or Services (TAAS). s
e Authenticator Management [>¢ FOE for specific NIST SP 800-53 control details Functional | Intersects With | Authenticator Management |  1AC-10  |devices. andm Ensure the <irength of suthentication i appropriate to the 5
" See FDE for specific NIST 5P 800-53 control detalls Mechaniams exist to ensure gefauit suthenticators are changed as part of
a5 Authenticator Management Functional | Intersects With | Default Authenticators | 1aC-10.8  [MEChanISms B o eraure defapt aul 5
[For password-based authentication
ISupplemental Guidance: If all parameters of this control are not able to be
implemented through technical means, compensations and mitigations must be
ldocumented and implemented. For example: If a component is unable to enforce
14 types of characters (numbers, uppercase letters, lowercase letters, and special
AS(CED) Password-Based  [characters) for complexity requirements, then the number of characters required |  Functional Subset Of password-Based |AC-101  [Mechanisms exist to enforce complexity, length and lifespan considerations 0
Authentication should be Increased to compensate. Users should be encouraged to make their Authentication lto ensure strong criteria for password-based authentication,
lpasswords (or passphrases) as lengthy as they want, within reason.
[Maintain a fist of commonly-used, expected, or compromised passwords and Inotomated moch o e n et
Password-Based lupdate the list every three (3) years and when organizational passwords are Automated Support For utomated mechanisms exist to determine if password authenticators are
1A5(CE-1).a q tspected to have been compromised directly of indirectly; Functional | Intersects With IAC-10.4  sufficiently strong enough to satisfy organization-defined password length 5
Authentication 3 P ¥ G Password Strength e rong o o
|Verify, when users create or update passwords, that the passwords are not found [Automated mechanisms exist to determine if password authenticators are
IA5(CE-1).6 Paseword-Based on the list of commonly-used, expected, or compromised passwords in IA-5(1)@);|  Functional | Intersects With | AUtomated support For IAC-10.4  [sufficiently strong enough to satisfy organization-defined password length 5
9! and mmp\exlty requlrsments
IAS(CE1).c Password-Based  [Transmit passwords only over cryptographically-protected channels: Functional | Intersects With | Authenticator Management |  1AC-10 [devices: and(3)| Ensure 'the sirength of authentication is appmpnale o the 5
5.
1A-5(CE-1).d e e Py @ 2" epproved salted key derivation function, preferably Functional | Intersects With | Authenticator Management | IAC-10 _fdevices; and(2) Ensure the strength of authentication 1s appropriate to the 5
e -RR PR TSRS
IAS(CE-1).e Paseword-Based [Require immediate selection of a new password upon account recovery; Functional | Intersects With | Authenticator Management | IAC-10 _|devices; and(2) Ensure the strength ufaumenncaunn is appropriate to the 5
Password-Based  [riomatis vheraony | "0 PosSWords and passphrases, including spaces and all Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
5(CE- . rintable characters; - 3 3
1A-S(CE-1).f Authentication s g Functional | Intersects With Authentication IAC10.1 g ensure strong criteria for password-based authentication s
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Password-Based

[Employ automated tools to assist the user in selecting strong password

Automated Support For

lAutomated mechanisms exist to determine if password authenticators are

erification

lthe user presenting the evidence. Acceptable methods for validating an
\verifying identity evidence are consistent with the risk to the systems, roles and
lprivileges associated with the user’s account.

land verification.

1A5(CE-1). lauthenticators; an Functional | Intersects With IAC-10.4 sufficiently strong enough to satisfy organization-defined password length 5
Authentication Password Strength o aougn fo
[Enforce the following composition and complexity rules:
AS(CEDL Password-Based '9 composii plexity n Functiona! Subset Of Password-Based |AC-10.1  |Mechanisms exist to enforce complexity, length and lifespan considerations 10
Authentication Authentication lto ensure strong criteria for password-based authentication.
Password-Based | 0re Minimum password length of fourteen (14) characters. Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
IA-5(CE-1.h.L Authentication Functional Subset OF Authentication WAC-10-1 5 ensure strong criteria for password-based authentication. 10
Password-Based | on T e X A o nrasomornation of numbers, Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
5(CE- . letters, letters, and | charact - 3
1A-5(CE-1).h:2 Authentication Uppercase letters, lowercase letters, and special characters Functional Subset Of Authentication IAC10.1 g ensure strong criteria for password-based authentication 10
[Enforce at least one (1) character change when new passwords are selected for
ASCEDNS Password-Based |- @ 9 P Functiona! Subset Of Password-Based AC101 exist to enforce complexity, length and lifespan considerations 0
Authentication Authentication lto ensure strong criteria for password-based authentication.
[Store and transmit only cryptographically protected passwords
AS(CED ha Password-Based it only cryptographically pr passw Functiona! Subset Of Password-Based |AC-10.1  |Mechanisms exist to enforce complexity, length and lifespan considerations 0
- Authentication Authentication lto ensure strong criteria for password-based authentication.
Password-Based [Enforce password lifetime restrictions: Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
IA-S(CELhS Authentication Functional Subset OF Authentication IAC-10-1 5 ensure strong criteria for password-based authentication. 10
Password-Based |01 (1) d2Y minimum and 90 days maximum Password-Based Mechanisms exist to enforce complexity, length and lifespan considerations
IAS(CEL N5 Authentication Functional Subset Of Authentication IAC10.1 g ensure strong criteria for password-based authentication. 10
Service accounts passwords shall expire within 366 days (inclusive)
JAS(CE-1)h i Password-Based passw P vs ( ) Functional Subset Of Password-Based |AC-101  [Mechanisms exist to enforce complexity, length and lifespan considerations 0
Authentication Authentication lto ensure strong criteria for password-based authentication.
P q History R
ASCEDNG Password-Based assword History/Reuse: Functional Subset OF Password-Based |AC-101  |[Mechanisms exist to enforce complexity, length and lifespan considerations 0
-SICE-L). Authentication uncti ul Authentication ~10-1 " lto ensure strong criteria for password-based authentication.
[For all systems: 24 generations.
Password-Based Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
1A-S(CE-1).h.6.0 Authentication Functional Subset Of Authentication IAC10.1 kg ensure strong criteria for password-based authentication 10
[For systems unable to implement history/reuse restriction by generations but are
JAS(CE1)h 6 Password-Based  |obleto restrict history/retse for a specified time period, passwords shall notbe. |  Functional subset Of Password-Based |AC10.1  [Mechanisms exist to enforce complexity, length and lifespan considerations 0
Authentication reusable for a period of six (6) months. Authentication lto ensure strong criteria for password-based authentication.
[Allow the use of a temporary password for system logons with an immediate
Password-Based Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
5(CE- lchange to a permanent passwor .
IA-S(CELLAT Authentication getoap passu Functional | Intersects With Authentication WAC-10-1 g ensure strong criteria for password-based authentication. s
IFTECTTSTITS EXTSTTOT T SeTuTery Tamaye o user
1A-5(IRS-Defined)-1 NA |Train users not to use a single dictionary word as thelr password Functional Subset Of  |Authenticator Management | IAC-10  [devices: and(2) Ensure the strength of authentication is appropriate to the 10
Terieiny
[For IT devices using  personal identification number (PIN) as an authenticator [FRERGS Srst i et7 S Bfedy iafiate TOT USeTS g
1A-5(IRS-Defined)-2 NA for MEA. enforce the ollowing requrementa: Functional Subset Of | Authenticator Management | IAC-10_[devices; and(2) Ensur the srength of suthenticaton is appropriate to the 10
Minimum length of eight (8) digits. If the system does not enforce a minimum IMechanisms exist to:(1) Securely manage authenticators for users and
1A-5(IRS-Defined)-2.a NA length of 8 digits, the maximum length possible must be used; Functional SubsetOf  |Authenticator Management |  IAC-10  [devices; and(2) Ensure the strength of authentication is appropriate to the 10
[classification of the data being accessed.
[Enforce complex sequences (e.g., 73961548 - no repeating digits and no [FrECTTaTTSTITS EXTST TO-TT) SECUTETy Tarage TOTUSET
1A-S(RS-Defined)-2.b NA cequential dgite) Functional SubsetOf | Authenticator Management |  IAC-10 _|devices: and(2) Ensure the strenath of authentication s svpropriate o the 10
d thegiar b
1A-5(IRS-Defined)-2.c NA [Do not store with the SmartCard; and Functional SubsetOf | Authenticator Management|  IAC-10  |devices: and(2) Ensure the strength of authentication & appropriate to the 10
£ theslaa o
1A-5(IRS-Defined)-2.d NA [Do not share. Functional Subset Of | Authenticator Management | IAC-10_[devices; and(2) Ensure the strength o authentication is appropriate o the 10
p a
A
Public Key-Based Automated mechanisms exist to validate certificates by constructing and
1A5(CE-2) oo Functional SubsetOf | PKI-Based Authentication | IAC-10.2 | verifying a certification path to an accepted trust anchor including checking 10
certificate status information for PKl-based authentication.
[For public key-based authentication
public Key-Based |Automated mechanisms exist to validate certificates by constructing and
IAS(CE-2).a i ey Base Functional SubsetOf | PKI-Based Authentication | IAC-10.2 |verifying a certification path to an accepted trust anchor including checking 10
[certificate status information for PKl-based authentication.
[Enforce authorized access to the corresponding private key; and
public Key-Based |Automated mechanisms exist to validate certificates by constructing and
1A-5(CE-2).a.1 Athenteet Functional Subset Of PKI-Based Authentication | 1AC-10.2 |verifying a certification path to an accepted trust anchor including checking 10
uthentication [certificate status information for PKI-based authentication.
Map the authenticated identity to the account of the Individual or group; and
Public Key-Based |Automated mechanisms exist to validate certificates by constructing and
1A5(CE-2).0.2 Uollc Key-Dase: Functional SubsetOf | PKIBased Authentication | IAC10.2 verifying 3 certifiction path to on accepted trust anchor nclucing checking 10
ertificate status information for PKl-based authentication.
When public key infrastructure (PKI) is used
public Key-Based |Automated mechanisms exist to validate certificates by constructing and
IA'S(CE-2).b A Functional SubsetOf | PKI-Based Authentication | IAC-10.2 |verifying a certification path to an accepted trust anchor including checking 10
Authentication
[certificate status information for PKl-based authentication.
[Validate certificates by constructing and verifying a certification path to an
Public Key-Based laccepted trust anchor, including checking certificate status information; and [Automated mechanisms exist to validate certificates by constructing and
1A'5(CE-2).b.1 ey Base Functional SubsetOf | PKI-Based Authentication | IAC-10.2  verifying a certification path to an accepted trust anchor including checking 10
[certificate status information for PKI-based authentication.
implement a local cache of revocation data to support path discovery and
Public KeyBased _[validation |Automated mechanisms exist to validate certificates by constructing and
1A'5(CE-2).0.2 Uolic Key-pase: Functional SubsetOf | PKI-Based Authentication | IAC-10.2 |verifying a certification path to an accepted trust anchor including checking 10
uthenticat |certificate status information for PKI-based authentication
Require developers and installers of system components o provide unique
Change Authenticators prior 2UEhEntcators or change defaultauthenticators prior to delivery and instalaton e o setault suthenticat ranged a5 part of
e (ce ange Authenticators Prior Supplemental Guidance: This typically does not apply to developers of . echanisms exist to ensure default authenticators are changed as part of
IAS(CES) 0 Deliver, lcommercial off-the-shelf information technology products. Functional | Intersects With | - Default Authenticators | IAC10.8 o count creation or system installation. s
[Protect authenticators commensurate With the security category of the
information to which use of the authenticator permits access user Responsibilties for Mechanisms e o compelusers o ol accepted practices n th use of
1A5(CE-6) Protection of Authenticators Functional | Intersects with | - Uzer Responsivilites fo 1AC-18 physical or logical 5
96 lsecurity tokens, smart cards, (emﬁ(ales et )
rotect al with the security category of the IMechanisms exist to protect authenticators commensurate with the
1A-5(CE-6) Protection of Authenticators|information to which use of the authenticator permits access. Functional | Intersects With |Protection of Authenticators| IAC-10.5  [sensitivity of the information to which use of the authenticator permits 5
access.
[Ensure that unencrypted static authenticators are not embedded in applications
AS(CET) No Embedded Unencrypted o other forms of static storage. PP Functional subsetof | No Embedded Unencrypted | 1,106 Mechanisms exist o ensure that unencrypted tati authenticatorsare not 0
Static Authenticators Static Authenticators lembedded in applications, scripts or stored on function key:
Biometric Authentication [0 D ometric-based authentication, employ mechanisms that satisfy the Mechanisms exist to ensure biometric-based authentication satisfies
1A-5(CE-12) ffollowing biometric quality requirements defined in NIST SP 800-63. Functional Subset OF Biometric 1AC-10.12 biometric quality requirements for false positives and 10
false negatives.
[See FDE for specific NIST 5P 800-53 control details
Mechanisms exist to obscure the feedback of authentication information
A6 Authenticator Feedback Functional SubsetOf | Authenticator Feedback IAC11  [during the authentication process to protect the information from possible 10
lexploitation/use by unauthorized individuals
See FDE for specific NIST 5P 800-53 control detalls
a7 Cryptographic Module pect ! Functional | Intersects with | Cryptographic Module \Ac-12  |Mechanisms exist to ensure cryptographic modules adhere to applicable s
‘Authentication ‘Authentication lstatutory, regulatery and contractual requirements for security strength.
Cryptographic Module  |See FDE for specific NIST SP 800-53 control details. roTETED [Automated mechanisms exist to enable systems to authenticate to a
17 D Functional | Intersects With | Through Cryptographic CRY-02 e e adule 5
Tdentification and __[5e€ FDE for specific NIST SP 800-53 control detals Gentincation & Mechanisms exist o uniquely identify and centrally Authenticate, Authorize
8 Authentication (Non- Functional SubsetOf | Authentication for Non- IAC-03  [and Audit (ARA) third-party users and processes that provide services to the 10
o o Users lorganization
Supplemental Guidance: Ths control applies to agency systems
Acceptance of External  [that are accessible to the public, for example, public-facing websites or web Acceptance of Third-Party |Automated mechanisms exist to accept Federal Identity, Credential and
1A-8(CE-2) “Credentials lportals. External credentials must be certified as compliant with NIST Special Functional Subset Of Credentials IAC-032 I ccess Management (FICAM)-approved third-party credentials, 10
Publication 800-63
[Accept only external authenticators that are NIST-compliant; and
AB(CE2)a Acceptance of External | (<SPt OnY external authenticators that are NIST-compliant; an Functional SubsetOf | Acceptance of Third-party | . -, [Automated mechanisms exist to accept Federal Identity, Credential and 0
-BICE~ Credentials uncti ul 032 laccess Management (FICAM)-approved third-party credentials.
[Document and maintain a list of accepted external authenticators,
AB(CE2)b Acceptance of External Functional subsetof | Acceptance of Third-party | |\ - [Automated mechanisms exist to accept Federal Identity, Credential and 0
Credentials tials -2 Iaccess Management (FICAM)-approved third-party credentials.
(Conform to the following profiles for identity management: NIST or FICAM-issued
profiles.
Supplemental Guidance: This control enhancement addresses open identity
management standards. To ensure that these dentity management standards
are viable, robust, reliable, sustainabl recn o cont e to Federal dentity, Credentil and
IA-8(CE-4) Use of Defined Profiles  [United States Government assesses and : SWPES e standards and lsth“‘?‘“gy Functional Subset OF  |Use of FICAM-Issued Profiles|  1AC-03.3 [y oo e 0 O e e dentity. Credential an 10
(CE-4) mplementations against applicable laws, Executive Orders, directives, policies, uncti ul u |Access Management (FICAM)-issued profiles.
reguiations, standards, and guidelinee. The result is NIST issued implementation
profiles of approved protocols.
Deploy identification and authentication technology consistent with the results of - -
the eauthentication risk analysis. Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-8(IRS-Defined) NA See Section 3.3.8, Public.Facing Systems, for additional information regarding Functional SubsetOf | Authentication for Non- IAC-03  [and Audit (AAA) third-party users and processes that provide services to the 10
lpublic-facing identification and authentication. Organizational Users lorganization
See FDE for specific NIST 5P 800-53 control detals. Ao &
i ird-
"o service denticaton and Functional | Subsetor | Party Tochnolagy Assets, | 1AGos  [echamisms exst o dent and authenticate thirparty Technolagy Assets, 10
|Applications and/or Services| PP
(TAA
jSee FOE for specific NIST SP 800-53 control detalls. IMechanisms exist to force users and devices to re-authenticate according to
1AL Re-Authentication Functional Subset Of Re-Authentication IAC-14 organization-defined circumstances that necessitate re-authentication. 10
See FDE for specific NIST 5P 800-53 control detals. 1dentity Proofing (identity [Mechanisms exist to verify the identity of a ser before issuing
112 Identity Proofing Functional Subset Of ISR 1AC-28 o diing necess 10
Require that the egistration process Lo receive an account for logical Management Approval For Mechanisms exist to ensure management approvals are required for new
12(CE- o laccess includes supervisor or sponsor authorization. g
1A-12(CE-1) Supervisor Authorization p P Functional | Intersects With | o200 e O e | AC.28.1 S o e aaitn o Xt et 5
[Require evidence of individual identification be presented to the registration
lauthority.
Supplemental Guidance: Requiring identity evidence, such as documentary
levidence or a combination of documents and biometrics, reduces the likelihood
of individuals using fraudulent identification to establish an identity, or at least IMechanisms exist to require evidence of Individual identification to be
1A-12(CE2) Identity Evidence lincreases the work factor of potential adversaries. Acceptable forms of evidence |  Functional Subset Of Identity Evidence AC282 | e eriion ooy 10
are consistent with the risk to the systems, roles and privileges associated with
lthe user's account.
[Require that the presented identity evidence be validated and verified through
INIST SP 800-63 compliant methods of validation and verification
ISupplemental Guidance: Validating and verifying identity evidence increases the
lassurance that accounts, identifiers, and authenticators are being issued to the
lcorrect user. Validation refers to the process of confirming that the evidence is
lgenuine and authentic, and that the data contained in the evidence is correct,
lcurrent, and related to'an actual person or individual. Verification confirms and IMechanisms exist to require that the presented identity evidence be
1A-12(CE-3) Identity Evidence validation lestsbiishes a linkage between the claimed identity and the actual existence of Functional Subsetof |\dentity Evidence Valldation| 15 56 3 |validated and verified through organizational-defined methods of validation 10
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[Require that a registration code or notice of proofing be delivered through an
lout-of-band channel to verify the users address (physical or digital) of record.
[Supplemental Guidance: To make it more difficult for adversaries to pose as
llegitimate users during the identity proofing process, agencies must use out-of-
lband methods to increase assurance that the individual associated with an

ofing. The delivery address for these artifacts are obtained from records and Mech it that . p fing be del o th N
1A-12(CE-S Address Confirmation |10t self-asserted by the user. The address can include a physical or a digital Functional Subset Of Address Confirmation Iac-2855  [Mechanisms exist to require that a notice of proofing be delivered through an 10
(e laddress. A home address is an example of a physical address. Email addresses lout-of-band channel to verify the user's address (physical or digital).

land telephone numbers are examples of digital addresses. See Section 3.3.8,
lPublic-Facing Systems, for additional information regarding multiactor
requirements and solutions.

48 INCIDENT RESPONSE | /A Functional | No Relationship NA VA N/A o licleelicabiglSCHeenER]
See FDE for specific NIST 5P 800-53 control detalls.

Publishing Security,

Incident Response Policy exist to establish, maintain and disseminate policies, standards.

IR-1 Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5
and Procedures D e land procedures necessary for secure, compliant and resilient capabilites.
[See FDE for specific NIST SP 800-53 control details. Mechanisms exist to implement and govern processes and documentation to
IR-1 Incldent Response Policy Functional Subset Of Inclderit Respanse IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P lprotection-related incidents.
Icident Response Pty |5 TDE for specific NIST SP 800-53 control detais IMechanisms exist to regularly review and madify incident response practices
IR-1 ond ngedures Y Functional | Intersects With IRP Update IR0-04.2 [to incorporate lessons learned, business process changes and industry 5
|developments, as necessary.
See FDE for specific NIST SP 800-53 control details IMechanisms exist to incorporate lessons learned from analyzing and
n Incident Response Policy Functional | Itersects it | ROOLCUSE Anaysis (RCA) | 1013 fesciving Conersecurity and cata protection meidents to redce tne ielinood s
Jor impact of future incidents.
[See FDE for specific NIST 5P 800-53 control detalls
i S I e I e e Ry B
- nd Procedures ot \)gnce Pfﬂ piag B if significant changes occur to ensure their continuing suitability, adequacy
i g Jand effectiveness.
. Incident Response Traiming [7°€ FDE for Specific NIST P 50053 control detals Functional | Intersects With | Incident Response Training | R0-05 | MEChanisms exist to train personnel in their incident response rofes and S
incorporate simulated events into InCident response training to faciitate the
required response by personnel in crisis situations. e e .
-2CE- Supplemental Guidance: This control can be met by performing a table-top y echanisms exist to incorporate simulated events into incident response
IR-2(CE-1 imulated Event Functional tof imulated Incident: 1R0-05.1 1
(CED simulated Events |, ercise using simulated events. Simulated events must include an event where | "0 Subset O Simulated Incidents 0-05:1 lraining to facilitate effective response by personnel in crisis situations. 0
FTi is compromised.
[ areach Provide merdent response Waring on o o Genly and respond (o  breach Functional | Intersects With | Incident Response Training | R0-05 |MEChanisms exist t train personnel in thei incident response rofes and S
See FDE for specific NIST 5P 800-53 control details IMechanisms exist to formally test incident response capabilties through
R3 Incident Response Testing Functional | Intersects With | Incident Response Testing | IR0-06  [realistic exercises to determine the operational effectiveness of those 5
[capabilties.
(Coordinate incident response testing with organizational elements responsible
[for related plans.
Supplemental Guidance: Organizational plans related to incident response
ltesting include, for example, Business Continuity Plans, Contingency Plans,
Coordination with Related  [Disaster Recovery Plans, Continuity of Operations Plans, Crisis Communications Coordination with Related IMechanisms exist to coordinate incident response testing with organizational
R3(CE2) on i Plane, Oceupan Emeraency Plans and Criical Ifrastructure Plane, Agéncies Functional | Subset Of i R0-06.1 e esponaibi for related piane. 10
Ishould coordinate with agency IT personnel and when applicable, data center
land vendor personnel to protect the confidentiality of FTI
Use qualitative and quantitative data from testing to
IMechanisms exist to use qualitative and quantitative data from incident
Continuous Incident response testing to:(1) Determine the effectiveness of incident response
IR-3(CE-3) Continuous Improvement Functional Subset Of IR0-04.3  |processes;(2) Continuously improve incident response processes; and(3) 10

Response Improvements [Provide incident response measures and metrics that are accurate,

|consistent and in a reproducible format.

[Determine the effectiveness of incident response processes;
IMechanisms exist to use qualitative and quantitative data from incident
Continuous Incident response testing to:(1) Determine the effectiveness of incident response
IR-3(CE-3).a Continuous Improvement Functional SubsetOf | pocoih e improvements | R0-04:3  [processes;(2) Continuously improve incident response processes; and(3) 10

[Provide incident response measures and metrics that are accurate,
|consistent and in a reproducible format.

[Continuously improve incident response processes; and

[Mechanisms exist to use qualitative and quantitative data from incident
Iresponse testing to:(1) Determine the effectiveness of incident response
IR0-04.3  [processes;(2) Continuously improve incident response processes; and(3) 10
Provide incident response measures and metrics that are accurate,
[consistent and in a reproducible format.

Continuous Incident

IR-3(CE-3).b Continuous Improvement Functional Subset Of Response Improvements

[Provide incident response measures and metrics that are accurate, consistent,
land in a reproducible format. [Mechanisms exist to use qualitative and quantitative data from incident
Continuous Incident response testing to:(1) Determine the effectiveness of incident response
IR-3(CE-3).c Continuous Improvement Functional SubsetOF | o IR0-04.3  [processes;(2) Continuously improve incident response processes; and(3) 10
esponse Improvements
lProvide incident response measures and metrics that are accurate,
|consistent and in a reproducible format.

[See FDE for specific NIST 5P 800-53 control details.

Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
IR-4 Incident Handling Functional Subset Of Incident Handling IRO-02 Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
land(6) Recovery.

[Support the incident handiing process using automated mechanisms.
Supplemental Guidance: Automated mechanisms supporting incident handiing

IR-4(CE-1) Automated Incident lprocesses include, for example, online incident management systems; and tools | Fynctional Subset Of Automated Incident IR0-02.1  [Automated mechanisms exist to support the incident handling process. 10

Handling Processes  [that support collection of live response data, full network packet capture and Handling Processes
[forensic analysis.
1R-4(CE-6) Insider Threats mplement an incident handling capablly for incidents involving insider threats. |\ yjona| | Intersects With '"S‘de'g”;i‘"f:;”"”“ 1R0-02.2 exist to implement and govern an insider threat program. 5
[Coordinate with contractors, data centers, counties, and other agencies to
lcorrelate and share incidents involving FTI to achieve a cross-organization
lperspective on incident awareness and more effective incident responses.
'Supplemental Guidance: The coordination of incident information with external
lorganizations—including mission or business partners, customers, and
ldevelopers—can provide significant benefits. Crossorganizational coordination
. IMechanisms exist to coordinate with approved third-parties to achieve a
4(CE Correlation with External ~[can serve as an important risk management capabilty. This capability allows Correlation with External y 2 4
IRA(CE8) Organizations lorganizations to leverage information from a variety of sources to effectively Functional Subset Of Organizations O oy Srepective on incident awareness and more effective 10
respond to incidents and breaches that could potentially affect the organization's
loperations, assets, and individuals.
[See FDE for specific NIST 5P 800-53 control details, <tuational Awarenees For [Mechanisms exist to document, monitor and report the status of
RS Incident Monitoring Functional Subset O ot IRO-09  [cybersecurity and data protection incidents to internal stakeholders all the 10
[way through the resolution of the incident.
[See FDE for specific NIST SP 800-53 control details,
Incident Stakeholder Mechanisms existto imely.report incidents to appicable(1) ternal
IR-6 Incident Reporting Functional | Intersects With A 1RO-10 Affected clients & nd(3) Regulatory 5
eporting
lauthorities.
[See FDE for specific NIST SP 800-53 control details, Regulatory & Law [Mechanisms exist to maintain incident response contacts with applicable
IR-6 Incident Reporting Functional | Intersects With | ¢ AedaOry ML IRO-14 vy and Iaw enforcement agencies 5
Ro Incident Reporting |22 PDE for specific NIST SP 800-53 control detals Functional | Intersects With | Contacts With Authorities | GOv-05 _|Mechanisms exist to identify and document appropriate contacts with S

relevant law enforcement and regulatory bodies.

[Report incidents using automated mechanisms.

Supplemental Guidance: Automated mechanisms for tracking incidents and for A e N e .

JR6(CE-L Automated Reporting _|collecting and analyzing incident information include, for example, Computer Functional cof Automated Reportin |RO-10.1 _[Automated mechanisms exist to assist in the reporting of cybersecurity an 1
S(CE-1) utomated Reporting | {ent Response Centers or ather electronic databases of incidents and unctiona Subset Of utomated Reporting 0101 lgata protection incidents. 0

Inetwork monitoring devices.

[Report system vulnerabilities associated with reported incidents to designated
lagency personnel

[Supplemental Guidance: Reported incidents that uncover system vulnerabilities
lare analyzed by organizational personnel including system owners, mission an

Vulnerabilities Related o |bUSiness owners, sanior agency information security officers, senior agenc Root Cause Analysis (RCA) IMechanisms exist to incorporate lessons learned from analyzing and
IR-6(CE-2) et fhicials for privacy, authorizing officials, and the risk executive (function). The Functional | Intersects With e e e (& RO-13  resoling cybersecuriy and data protecton Incdents to reduce th likelhood 5
lanalysis can serve to prioritize and initiate mitigation actions to address the [or impact of future incidents.
discovered system vuinerability.
[Provide incident information to the provider of the product or service and other
lorganizations involved in the supply chain or supply chain governance for
lsystems or system components related to the incident.
ISupplemental Guidance: Agencies involved in supply chain activities include, for
lexample, system/product developers, integrators, manufacturers, packagers,
lassemblers, distributors, vendors, and resellers. Supply chain incidents include,
for example, hes nvolving system Information IMechanisms exist to report system vulnerabilities associated with reported
ltechnology products, development pr  personnel and distribution
IR-6(CE-3) Supply Chain Coordination [(/ocaccasor oducts, development processes or personne and d :D:,‘;pf,a(e Functional | Intersects with | VuInerabitties Related To | 1pg.10.3  |eybersecurity and data protection incidents to organization-defined H
iinformation to share considering the value gained from support by external jpersonnel or roles.
lorganizations with the potential for harm due to controlled unclassified
information being released to outside organizations of perhaps questionable
ltrustworthiness.
[See FDE for specific NIST 5P 800-53 control details. IMechanisms exist to provide cybersecurity and data protection incident
g Incident Response g information to the provider of the Technology Assets, Applications andjor
R7 Assistance Functional | Intersects With | Supply Chain Coordination | - IR0-104 |G yices (TAAS) and other organizations involved in the supply chain for s
[TAAS related to the incident.
increase the availability of incident response information and Support Using
lautomated mechanisms.
Isupplemental Guidance: Automated mechanisms can provide a push and/or pull
Automation Support for | C2PDIITY for sers to obtain incident response assistance. For example, IMechanisms exist to provide incident response advice and assistance to
R7(CE-L) Availability of mfﬂ"rmam" lindividuals might have access to a website to query the assistance capability, or Functional Subset O Incident Reporting RO-11  |users of Technology Assets, Applications andjor Services (TAAS) for the 10
e the assistance capability can proactively send information to users (general Assistance lhandling and reporting of actual and potential cybersecurity and data
PP distribution or targeted) as part of increasing understanding of current response lprotection incidents,
lcapabilities and support.
Coordination with External | Coordination With External Mechanisms exist to establish a direct, cooperative relationship between the
IR7(CE-2) Functional Subset Of roviders IRO-LL2 | "organization's incident response capability and external service providers. 10
Coordination with EXternal |cosmiiny s ek e o D e et reshonse Coordination With External IMechanisms exist to establish a direct, cooperative relationship between the
-7(CE- (capability and external providers of system protection capability; and . i rect,
IR7(CE2)2 Providers pavility P ystem P! pabiity Functional Subset Of Providers IRO-LL2  lorganization's incident response capability and external service providers. 10

lidentify organizational incident response team members to the external
Coordination with External

7(CE- roviders. Coordination With External g Mechanisms exist to establish a direct, cooperative relationship between the
IR-7(CE-2).b Providers jprovi Functional Subset Of Providers IRO-11.2 o ganization's incident response capability and external service providers. 10
e ncident Response pan |55 FDE for specific NIST SP 800°53 control detar. Fonctional SubsetOf | meident Response plan (RP)|  1R0-04 | MECansms exist to maintain and make available a current and viable o

IIncident Response Plan (IRP) to all
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linclude the following in the Incident Response Plan for breaches involving
Ipersonally identifiable information: IMechanisms exist to address data breaches, or other incidents involving the
IR-8(CE-1) Breaches Functional Subset O Data Breach IR0-04.1  |unauthorized disclosure of sensitive or regulated data, according to 10
lapplicable laws, regulations and contractual obligations.
[A process to determine If notice to individuals o other organizations, ncludin
[ 9 9
loversight organizations, is needed; IMechanisms exist to address data breaches, or other incidents involving the
IR-8(CE-1).a Breaches Functional Subset OF Data Breach IR0-04.1  |unauthorized disclosure of sensitive or regulated data, according to 10
lapplicable laws, regulations and contractual obligations.
[An assessment process to determine the extent of the harm, embarrassment,
linconvenience, or unfalmess to affected individuals and any mechanisms to IMechanisms exist to address data breaches, or other incidents involving the
IR-8(CE-1).b Breaches Imitigate such harms; and Functional Subset Of Data Breach IR0-04.1  |unauthorized disclosure of sensitive or regulated data, according to 10
lapplicable laws, regulations and contractual obligations.
dentification of appiicable privacy requirements.
IMechanisms exist to address data breaches, or other incidents involving the
IRB(CE-1).c Breaches Functional Subset O Data Breach IR0-04.1  |unauthorized disclosure of sensitive or regulated data, according to 10
lapplicable laws, regulations and contractual obligations.
IR9 Information Spillage  [See FDE for specific NIST SP 800-53 control details. Functional | Intersects With 59"5“2’;‘{::2:5“55 Data | 1go-12  |Mechanisms exist to respond to sensitive/regulated data spills 5
49 MAINTENANCE /A Functional | No Relationship NA N/A N/A 0 able SCF control
VAL System Maintenance Policy | ¢ | D¢ 1or sPecific NIST SP 800-53 control details. Functional Subset Of Maintenance Operations MNT-01  [Mechanisms exist to develop, disseminate, review & update procedures to "
- and Procedures uncti ul i perati - Ifacilitate the implementation of maintenance controls across the enterprise.
oystem Mamtenance oty |55 FDE for specific NIST 5P 800-53 control detais emote Matenance Mechanisms exist to require maintenance personnel to notiy affected
MA-1 Vs o Proadures Y Functional | Intersects With Notfeatione MNT-05.2 \en remote, non-local maintenance is planned (e.g., 5
|datertime)
[See FDE for specific NIST 5P 800-53 control detals. [Mechanisms exist to audit remote, non-local maintenance and diagnostic
mA1 System Maintenance Policy Functional | Intersects With Auditing Remote MNT-05.1  [sessions, as well as review the maintenance action performed during remote 5
o i Imaintenance sessions
See FDE for specific NIST 5P 800-53 control detalls. eriodic Review & Update of Mechanisms exist to review the Security, Compliance & Resilience Program
. System Maintenance Policy y (SCRP). including policies, standards and procedures, at planned intervals or
AL and Procedures Functional | Intersects With | - Security, Compliance & GOV-03 it ignificant changes occur to ensure their continuing suitability, adequacy ®
9 land effectiveness,
[See FDE for specific NIST SP 800-53 control details. publishing securt
System Maintenance Policy ublishir unity. [Mechanisms exist to establish, maintain and disseminate policies, standards
AL and Procedures Functional | Intersects With | Compliance &Resilience | - GOV-02lang procedures necessary for secure, compliant and resilient capabilites s
[See FDE for specific NIST SP 800-53 control details. IMechanisms exist to conduct controlled maintenance activities throughout
MA2 Controlled Maintenance Functional Subset O Controlled Maintenance MNT-02 e of the Technology ASsat, ABpICation andior Semice (TAAS) 10
as Maintenance Tools |95 FDE for specific NIST SP 800-53 control detalls Functional | intersects With Maintenance Tools MNT-0a _[Mechanisms exist to control and monitor the use of system maintenance S
ltools.
Inspect the maintenance tools used by maintenance personnel for Improper or
lunauthorized modifications.
ISupplemental Guidance: If, upon inspection of maintenance tools, agencies
3(cE- ldetermine that the tools have been modified in an improper/unauthorized y IMechanisms exist to inspect maintenance tools carried into a facility by
MA-3(CEL) Inspect Tools Imanner or contain malicious code, the incident is handled consistent with agency| ~ "unctiona! Subset Of Inspect Tools MNT-04.1 | maintenance personnel for improper or unauthorized modifications. 0
Ipolicies and procedures for incident handiing.
[Check media containing diagnostic and test programs for malicious code before
lthe media are used in the system
v
ISupplemental Guidance: If, upon inspection of media containing maintenance .
MA-3(CE-2) Inspect Media ldiagnostic and test programs, agencies determine that the media contain Functional Subset OF Inspect Media MNT-0a.2  [Mechanisms exist to check media containing diagnostic and test programs 10
Imalicious code, the incident is handled consistent with agency incident handling
lpolicies and procedures.
[Prevent the removal of maintenance equipment containing organizational
information by:
Prevent information includes all information Prevent Unauthorized Mechanisms exist to prevent or control the removal o equipment undergoing
-3(CE- nal f -
MA-3(CE-3) Removal Specifically s by agencies and information provided to agencies in which Functiona Subset Of Removal MNT-04.3 at contains 10
lagencies serve as information stewards.
Prevent Unauthorized _|Verifying that there is no organizational information contained on the equipment; Prevent Unauthorized [Mechanisms exist to prevent or control the removal of equipment undergoing|
MA-3(CE-3).a oot Functional Subset OF Remaua! MNT-04.3 s e oo 10
ce. Prevent Unauthorized _[5anitizing or destroying the equipment; Prevent Unauthorized y [Mechanisms exist to prevent or control the removal of equipment undergoing|
MA-3(CE-3).0 Functional Subset O MNT-04.3 v femova 10
MASCED Prevent Unauthorized _[Retaining the equipment within the facilty; or Functiona! Subsetor | Prevent Unautharized |y ro, > Mechanisms exst fo prevent or contral the remova of equipment undergoing o
Removal Removal [ tains
Prevent Unauthorized _[OBtaining an exemption from a designated agency official(s) explicily Prevent Unauthorized [Mechanisms exist to prevent or control the remova\ of equipment undergoing|
MA-3(CE-3).d emoval Jauthorizing removal of the equipment from the facility Functional Subset Of Removal MINT-04.3 that contains information. 10
[Restrict the use of maintenance tools to authorized personnel only. [Automated mechanisms exist to restrict the use of maintenance tools to
MA-3(CE-4) Restricted Tool Use Functional Subset O Restrict Tool Usage MNT-04.4  [AUEMEEd reonne) andlor toles 10
MAS(CES) Execution with Privilege g:a.‘:geme Use of maintenance tools that execute with increased Functional | intersects with Maintenance Tools MNT04|lechanms exist o control and moritor the use of system maintenance S
[See FDE for specific NIST SP 800-53 control details, [Mechanisms exist to authorize, monitor and control remote, non-local
MA4 Nonlocal Maintenance Functional | Intersects With | Remote Maintenance MNT-05 O mance and diagnostic actiites 5
e FDE for specific NIST SP 800-53 control detais remote Mamtenance Mechanisms exs o requie mantenance persome! tonoify affected
MA4 Nonlocal Maintenance Functional | Intersects With Moot MNT-05.2 n remote, non-local maintenance is planned (e.g., 5
|datertime)
e FDE for specific NIST 5P 800-53 control detais naiing Remote Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA4 Nonlocal Maintenance Functional | Intersects With e MNT-05.1  [sessions, as well as review the maintenance action performed during remote H
Imaintenance sessions.
/A Auditing Remote Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-4(CE-1) Logging and Review Functional Subset Of P iy MNT-05.1 |sessions, as well as review the maintenance action performed during remote 5
i maintenance sessions
[Log events defined in AU-2a for nonlocal maintenance and diagnostic sessions; Auditing Remote [Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-4(CE-1).a Logging and Review  [and Functional Subset Of Maintananee MNT-05.1 [sessions, as well as review the maintenance action performed during remote 5
Imaintenance sessions
[Review the audit records of the maintenance and diagnostic sessions to detect Aditing Remore ISt to audit remote, non-local maintenance and diagnostic
MA-4(CE-1).b Logging and Review [anomalous behavior. Functional Subset OF Mg Reme MNT-05.1  [sessions, as well as review the maintenance action performed during remote 5
Imaintenance sessions
Authentication and __|Protect nonlocal maintenance sessions by [Mechanisms exist to protect sessions through
MA-4(CE-4) Separation of Maintenance Functional Subset Of Se"a’a"°5"e‘5’;zﬁ;"‘e”a"ce MNT-05.7 |sessions that are physically or logically separated communications paths 10
ions. [from other network sessions.
Authentication and __|EmPIoying multifactor authentication consistent with NIST 800-63 Digital 1dentity eparation of Mamtenance Mechanisms exist to protect Sessions through reph
MA-4(CE-4).a Separation of Maintenance |Guidelines requirements; and Functional Subset Of parati eessione MNT-05.7 [sessions that are physically or \nglca\ly separated communications paths 10
Sessions " [from other network sessions.
Authentication and __[separating the maintenance sessions from other network sessions with the Separation of Maintenance [Mechanisms exist to protect maintenance sessions through replay-resistant
MA-4(CE-4).0 Separation of Maintenance |system by either: Functional Subset OF P sasions MNT-05.7  sessions that are physically or logically separated communications paths 10
[from other network sessions.
Authentication and  [Physically separated communications path: Separation of Maintenance [Mechanisms exist to protect maintenance sessions through replay-resistant
MA-4(CE-4).b.1 Separation of Maintenance Functional Subset O P MNT-05.7  [sessions that are physically or logically separated communications paths 10
Sessions rom other network sessions.
Authentication and [Logically separated communications paths. Separation of Maintenance Mechanisms exist to protect sessions through
MA-4(CE-4).b.2 Separation of Maintenance Functional Subset Of P Sessions MNT-05.7 [sessions that are physically or logically separated communications paths. 10
ions. [from other network sessions.
[mplement the following CrypLographic mechanisms to protect the integrity and
MA4(CES) c protection |cont of nonlocal maintenance and diagnostic 2 Virtol | Functional Subset Of Remote Maintenance | oo+ [Cryptographic mechanisms exist to protect the integrity and confidentiality 0
rivate Network (VPN) connection. Cryptographic Protection lof remote, non-local maintenance and diagnostic communications.
[Verify session and network connection termination after the completion of emote Mamtenance Mechanisms exist to provide remote disconnect verification to ensure
MA-4(CE-7) Disconnect Verification |nonlocal maintenance and diagnostic sessions. Functional Subset OF e e onice | MNT-05.4  [remote, non-local maintenance and diagnostic sessions are properly 10
fterminated.
[See FDE for specific NIST SP 800-53 control details, ‘Authorized Maintenance [Mechanisms exist to maintain a current list of authorized maintenance
MAS Maintenance Personnel Functional Subset O o MNT-06 | Hions or personnel 10
[Ensure that non-escorted personnel performing maintenance activities not Non-System Related [Mechanisms exist to ensure that non-escorted personnel performing non-T
MA-5(CE-5) Non-System Maintenance |directly associated with the system but in the physical proximity of the system, Functional Subset Of M ¥ MNT-06.2 |maintenance activities in the physical proximity of systems have required 10
Ihave required access authorizations. aintenance laccess
[See FDE for specific NIST SP 800-53 control details, [Mechanisms exist to obtain maintenance support and/or spare parts for
MA6 Timely Maintenance Functional Subset Of Timely Maintenance MNT-03  [Technology Assets, Applications and/or Services (TAAS) within a defined 10
[Recovery Time Objective (RTO).
410 MEDIA PROTECTION [°¢© FDE for details. Functional | No Relationship NA NA N/A o [Tl S ]
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to review the Security, Compliance & Resilience Program
. Media Protection Policy and Functional | Intersects with | aodic Review & Update of | ov.03  |(SCRP). including policies, standards and procedures, at planned intervals or s
Procedures Rosilionce Program if significant changes occur to ensure their continuing suitability, adequacy
9 Jand effectiveness.
MP-1 Media Protection Policy and|See FDE for specific NIST 5P 800-53 control details Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls.| 10
ocedure:
[See FDE for specific NIST SP 800-53 control details,
Media Protection Policy and Publishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
MP-1 Functional | Intersects With | Compliance & Resiience | GOV-02lang procedures necessary for secure, compliant and resilient capabilites. s
[See FDE for specific NIST 5P 800-53 control details. Mechaniarns exst o contral and restict access to digital and non-cgial
mp-2 Media Access Functional | Intersects With Media Access DCH-03 e T iz ndiviqual 5
b2 Media Access [See FDE for specific NIST 5P 800-53 control details. runctional | Intersects With Endpoint Device eND-o1  |Mechanisms exist to facilitate (he implementation of Endpoint Device S
(EDM) (EDM) controls.
[See FDE for specific NIST 5P 800-53 control details.
IMechanisms exist to mark media in accordance with data protection
MP-3 Media Marking Functional | Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 5
lhandiing caveats and applicable security requirements
[See FDE for specific NIST SP 800-53 control details. |Automated mechanisms exist to mark physical media and digital files to
indicate the distribution limitations, handling requirements and applicable
Mp-3 Media Marking Functional | Intersects With | Automated Marking DCH04. L | erkings (f any) of the imformation to aid Data Lose Prevention 5
(DLP) technologies.
[See FDE for specific NIST 5P 800-53 control detals,
IMechanisms exist to:(1) Physically control and securely store digital and non-
. .06 |digital media within controlled areas using organization-defined security
P-4 Media Storage Functional Subset Of Media Storage DCH-06  Imeasures; and(2) Protect system media until the media are destroyed or 10
lsanitized Using approved equipment, techniques and procedures.
[See FDE for specific NIST SP 800-53 control details.
g " IMechanisms exist to protect and control digital and non-digital media during
MP-5 Media Transport Functional Subset Of Media Transportation DCH-O7 " liransport outside of controlled areas using appropriate security measures. 10
[Employ an identified custodian during transport of system media outside of [Mechanisms exist to identify custodians throughout the transport of digital or
MP-5(CE-3) Custodians o s, Functional Subset Of Custodians DCHO7.1 | o 10
MP-6 Media Sanitization | "c¢ TDF 10r specific NIST 5P 800-53 control details. Functional | Intersects with | Senitizarien et fersonal |1 pcyy.g9.3  |uechanisms exist to faciitate the sanitization of Personal Data (PD). s
Review, Approve, Track, [ocgmon: 2PV track. document, and verify media sanitization and disposal System Media Sanitization IMechanisms exist to supervise, track, document and verify system media
-6(CE- a - Track, lactions. X i . track,
MP-6(CE-1) Document, and Verify Functional Subset Of Documentation DEH-09.1  |caitization and disposal actions. 10
(Ciear or purge any sensitive data from the system BIOS or UEFI before a
lcomputer system is disposed of and leaves the agency. Reset the BIOS or UEFI to Sanitization of Personal § §
MP-6(IRS-Defined)-1 NA the manufacturer's default profile, to ensure the removal of sensitive settings Functional Subset Of DCH-09.3  [Mechanisms exist to facilitate the sanitization of Personal Data (PD) H
such as passwords or keys.
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[Media provided by foreign visitors (end users) may only be loaded into a
standalone agency system. The system must remain standalone until such time
as it is sanitized. Additionally, no other media loaded into the standalone system
lcan be loaded into a non-standalone agency system until sanitized

Supplemental Guidance: The control above permits, for example, foreign visitors
lto provide files for presentation at an agency conference or meeting provided the
computer s standalone. I such a lle I required for other purposes, the preferred

rchitecture

|dependence by lower layers on the functionality or correctness of higher

layers.

imeans for ol it would be to ask t v to email it. The control also Sanitization of Personal
MP-6(IRS-Defined)-2 NA Soeks to minimize the risk that malicious code on the standalone machine will be |  Functional Subset Of vy DCH-09.3  [Mechanisms exist to facilitate the sanitization of Personal Data (PD). H
Imoved via media to other systems.
|Additional requirements for protecting FTI during media sanitization are provided
lon the Office of Safeguards website.
N [See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to retain media and accordance with applicable
Mp-7 Media Use Functional | Intersects With | Media & Data Retention DCH18 e reguiatory and contractunl cbhgancns 5
[See FDE for specific NIST SP 800-53 control details, [Mechanisms exist to restrict the use of types of digital media on systems or
Mp-7 Media Use Functional | Intersects With Media Use DeH10 e omponents, 5
See FOE for specific NIST SP 800-53 control detalls. IMechanisms exist to prohibit the use of portable storage devices in
Mp-7 Media Use Functional | Intersects With | Prohibit Use Without Owner | DCH-10.2 ~ [GESRREne SX0=C 0 P00 e e O amtifable owner. 5
[Develop policy to disable all portable storage devices with the exception of those
Irequired for explicit business need, which shall be restricted to specific [Mechanisms exist to restrict the use of types of digital media on systems or
MP-7(IRS-Defined) NiA workstations or laptops. In the absence of an agency-developed and issued Functional | Intersects With Media Use DCH-10 o/t em components. P o v 5
Ipolicy, the default policy is:
MP7(RS-Definedla e [That the connection of non-agency portable storage devices is disallowed; and Functional | Intersects With Vedia Use DCH-10 _[Mechanisms exist to restrict the use of types of digital media on systems or S
lsystem components.
[Technical controls are implemented to enforce the poiicy (e.g., Implement data
loss prevention software to limit the use of removable media to known devices, IMechanisms exist to restrict the use of types of digital media on systems or
MP-7(IRs-Defined).b. NA blacklist usb-storage, prevent the mounting of USB storage, Deny All Access to | Functional | Intersects with Media Use DeH10 L components VP 9 Y s
|All Removable Storage Classes)
PHYSICAL AND /A [No applicable SCF control
411 ENVIRONMENTAL Functional | No Relationship N/A N/A NA 4
PROTECTION
[See FDE for specific NIST P 800-53 control details,
. Physical and Environmental Functional | Intersects With | ConiomingSecurty: | gov.oz  [Mechanisms exist to establish, maintain and disseminate policies, standards s
Policy and Procedures ® land procedures necessary for secure, compliant and resilient capabilties.
ocumentation
[See FDE for specific NIST 5P 800-53 control details.
. Physical and Environmental P Functional subsetof | PhYsical & Environmental | pec o) [Mechanisms exist to faciitate the operation of physical and environmental 0
Policy and Procedures rotectio jprotection controls.
e FDE for specific NIST SP 800-53 control detais erodic Review & Update of Mecharisms exist o review the Security, Compliance & Resiience Program
. Physical and Environmental y (SCRP). including policies, standards and procedures, at planned intervals or
PE1 Policy and Procedures Functional | Intersects With | - Security, Compliance & GOV-03 it Gignificant changes occur to ensure their continuing suitability, adequacy 5
esilience Program
land effectiveness.
[Develop policy and procedures as needed to address their specific bulding
jaccess systems (e.g., restriction of physical access, identification and Physical & Environmental IMechanisms exist to facilitate the operation of physical and environmental
PE-1(IRS-Defined)-1 N/A lauthentication and audit logging), that are critical to the security of a facility. Functional Subset Of v ctions PES-01 |\ otection controls. P Py 10
D e e D o e o O 3 PoPer Physical & Environmental IMechanisms exist to facilitate the operation of physical and environmental
- 1(IRS- - loutput, electronic storage media) to preclude unauthorized disclosures. '
PE-1(IRS-Defined)-2 N/A P! 9 ) to pr Functional Subset OF Protections PESOL |t ection controls. 10
[Designate restricted IT areas that house IT assets such as, DUE not limited to,
PE-1(IRS-Defined)-3 NA Imainframes, servers, controlled interface equipment, associated peripherals and |  Functional subsetof | Physical & Environmental | pec o) [Mechanisms exist to facilitate the operation of physical and environmental 10
Communications equipment Protections lprotection controls.
[See FDE for specific NIST P 800-53 control detals. — trot moch e N iotor
ysical access control mechanisms exist to maintain a current list o
PE-2 Fhyslcal Access Functional Subset Of Fhyslcal Access PES-02  [personnel with authorized access to organizational facilities (except for those 10
lareas within the facility officially designated as publicly accessible).
[See FDE for specific NIST SP 800-53 control details. IPhysical access control mechanisms exist to enforce physical access
lauthorizations for all physical access points (including designated entry/exit
PE3 Physical Access Control Functional | Intersects With | Physical Access Control PES-03 e onities (enclding those o1cas within tne saciits ociaiy H
|designated as publicly accessible).
[Perform securly checke ot a mimimum dally af the physical perimeter of the lPhysical access control mechanisms exist to enforce physical access
acility or system for exfiltration of information or removal of system lauthorizations for all physical access points (including designated entry/exit
PE-3(CE-2) Facility and Systems  |components. Functional | Intersects With | Physical Access Control PES-03 | faciities (exCiuding those. 21eas within the faciity officially 5
|designated as publicly accessible).
[See FDE for specific NIST SP 800-53 control details. [Physical security mechanisms exist to protect power and telecommunications|
PE4 Acgess Control for Functional Subset OF Transmission Medium PES-12.1  [cabling carrying data or supporting information services from interception, 10
i interference or damage
See FDE R ific NIST SP 800-53 control detail
Access Control for Output. o TPE for specific control details Access Control for Output [Physical security mechanisms exist to restrict access to printers and other
PES Functional Subset O PES-12.2  [system output devices to prevent unauthorized individuals from obtaining 10
Devices Devices ¥4
e output.
[See FDE for specific NIST SP 800-53 control details. [Physical access control mechanisms exist to monitor for, detect and respond
PES Monitoring Physical Access Functional Subset Of | Monitoring Physical Access | PES-05  [FVSC8 0cess BTl e 10
Intrusion Alarms and | Monitor physical access to the facility where the system resides using physical Intrusion Alarms / [Physical access control mechanisms exist to monitor physical intrusion
PE-B(CED) Surveillance Equipment _[intrusion alarms and surveillance equipment. Functional Subset Of Surveillance Equipment | PES-9%1 Jalarms and surveillance equipment. 10
[See FDE for specific NIST P 800-53 control details, [Physical access control mechanisms generate a log entry for each access
PE Visitor Access Records Functional Subset O Physical Access Logs PES03.3 | Broush controlied Ingress and eqress pomts. 10
[See FDE for specific NIST SP 800-53 control details. [Physical security mechanisms exist to isolate information processing facilities|
PE-16 Delivery and Removal Functional Subset OF Delivery & Removal PES-10 [irom points such as delivery and loading areas and other points to avoid 10
See FE for specific NIST S 800-53 control detalls [Physical security mechanisms exist to utilize appropriate management,
PEL7 Alternate Work Site Functional Subset O Alternate Work Site PES L O el anc ochnical contrors at alternata work sitos g 10
412 PLANNING [ Functional | No Relationship NA WA NA 0 Rozeelcabieischicontol
[See FDE for specific NIST SP 800-53 control details.
Planning Policy and Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
PL1 Functional Subset O Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Procedures <
Portfolio Management |compliance and resilience objectives.
[See FDE for specific NIST SP 800-53 control details,
- Planning Policy and Functional Ssubset Of Statutory, Regulatory & cpLo1  |[Mechanisms exist to facilitate the identification and implementation of 10
Procedures Contractual Compliance relevant statutory, regulatory and contractual controls.
[See FDE for specific NIST SP 800-53 control details. IMechanisms exist to facilitate the implementation of tailored development
PL1 Planning Policy and Functional Subsetof | Technology Development &| - pp 01 fand acquisition strategies, contract tools and procurement methods to meet 10
u quisit lunique business needs.
[See FDE for specific NIST 5P 800-53 control details.
o e Fersteneven s e v e sy ompnce S remerce oo 1
Procedures Rosilnce Program if significant changes occur to ensure their continuing suitability, adequacy
9 land effectiveness.
[See FDE for specific NIST SP 800-53 control details. Publshing Securty,
Planning Policy and I unty. [Mechanisms exist to establish, maintain and disseminate policies, standards
Pt Procedures Functional | Intersects With | Compliance &Resillence | - GOV-02lang procedures necessary for secure, compliant and resilient capabilities s
ocumentation
[See FDE for specific NIST SP 800-53 control details, e to plan and coorginate Iformation A )
echanisms exist to plan and coordinate Information Assurance Program
PL2 System Security and Privacy) Functional | Intersects with |"125 / Coordinate with Other| 156,031 |(1AP) activites with affected stakeholders before conducting such activities in 5
9 lorder to reduce the potential impact on operations,
5 o
[See FDE for specific NIST SP 800-53 control details. ISecurity Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications andjor Services
§ System Security and Privacy| t g (TAAS);(2) Reflects the current state of applied security, compliance and
PL-2 Plans Functional | Intersects With | Compliance and Reslience | - 1A0-03 egilience controls on applicable People, Processes, Technologies, Data s
landior Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
[See FDE for specific NIST SP 800-53 control details,
IMechanisms exist to maintain network architecture diagrams that:(1) Contain|
§ System Security and Privacy| Network Diagrams & Data g lsufficient detail to assess the security of the network's architecture;(2)
pL2 Plans Functional | Intersects With | Teio,, biagrams (DFDs) AST-04lgeflect the current architecture of the network environment; and(3) °
IDocument all sensitive/regulated data flows.
g e
Iclude orreference s lan for mecls sanization 3nd disposiin that addresses Security Plan (SSP)) that:(1) Identifies key architectural and implementation
all system media and backups in the agency’s system security and privacy plans. information on in-scope Technology Assets, Applications and/or Services
See Section MP-6: Media Sanitization for additional information on media Applied Security, (TAAS).(2) Reflects the current staie of applied security. comeliance and
PL-2(IRS-Defined) N/A lsanitization. Functional Subset Of | Compliance and Resilience 1A0-03 PPl o Pl 5
o B o resilience controls on applicable People, Processes, Technologies, Data
land/or Facilities (PPTDF) that are contained within the system boundary:
land(3) Provides a historical record of applied security contrals, including
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to require all employees and contractors to apply
PL4 Rules of Behavior Functional | Intersects With |  Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
|secure, compliant and resilient capabilities.
[See FDE for specific NIST SP 800-53 control details. Mechanisms exist to define acceptable and una:cemab\e rules of behavior
PLa Rules of Behavior Functional | Intersects With Rules of Behavior HRS-05.1  [for the use of including H
lbehavior.
[See FDE for specific NIST 5P 800-53 control details. IMechanisms exist to establish usage restrictions and implementation
. g lguidance for organizational technologies based on the potential to cause
PLa Rules of Behavior Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 |00 0000 107 010 e e e rvices (TAAS). I used 5
maliciously.
iInclude in the rules of behavior, restrictions o ech to define rules of befavior that conts it restrct
echanisms exist to define rules of behavior that contain explicit restrictions
PL-4(CE-1) et Media N Functional Subsetor | SocialMedia &Socal | Rs.05.2  |on the use of social media and networking sites, posting information on 10
9 9 |commercial websites and sharing account information.
[Use of social media, social networking sites, and external sites/applications; e ©to define rues of behavior that comt it resti
echanisms exist to define rules of behavior that contain explicit restrictions.
PL-4(CE1).a e e N e Functional Subsetor | ooclaltedia &Soclal | HRs-05.2  [on the use of social media and networking sites, posting information on 10
9 9 |commercial websites and sharing account information
[Posting organizational information on public websites; and e ©to define rutes of benavior that cont it restit
. 8 lechanisms exist to define rules of behavior that contain explicit restrictions
PL-4(CE-1).b e e e s Functional Subset Of N S oy | HRS-05.2  fon the use of social media and networking sites, posting information on 10
9 9 lcommercial websites and sharing account information.
[Use of organization-provided identifiers (€.g., email addresses) and ech to define rules of befavior that conts it restrct
Social Mediaand  [authentication secrets (e.g., passwords) for creating accounts on external Social Media & Social lechanisms exist to define rules of behavior that contain explicit restrictions
PLA4(CE-1).c Networking Restiictions _[sites/applications, Functional Subset O Networking Restrictions | HRS-05.2. [on the use of social media and networking sites, posting information on 10
|commercial websites and sharing account information.
[Uniess superseded by centrally ssued Cross-agency policy, estabiish usage
[circtons and implementation guidance for using nternet supported Mechanisms existto establish usage restrictions and implementation
4IRS 2 y lguidance for organizational technologies based on the potential to cause
PL-4(IRS-Defined) NA ltechnologies to cause damage or disruption to the information system or the Functional Subset Of [Technology Use Restrictions|  HRS-05.3 3 0908 B o100 ke, Appiications andior Services (TAAS), f used 10
lagency’s accomplishment of its mission. Document the use of Internet- aiciously
lsupporting technologies :
[See FDE for specific NIST 5P 800-53 control details. IMechanisms exist to develop an enterprise architecture, aligned with
§ Security and Privacy Alignment With Enterprise g industry-recognized leading practices, with consideration for security,
L8 Architectures Functional | Intersects With Architecture SEA02|compliance and resilience principles that addresses risk to organizational s
loperations, assets, individuals and other organizations.
[Design the security and privacy architectures for the system using a defensein- IMechanisms exist to implement security functions as a layered structure
lepth approach tha - i i
PLB(CED) Defense-in-Depth pth app Functional Ssubset Of Defense-In-Depth (DID) sga3 | Minimizing interactions between layers of the design and avoiding any 10
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[Allocates system communication and other relevant controls to information
Isystems processing, storing, and transmitting FTI; an

structure

;s exist to implement securlty functns 25 2 layer
imizing interactions between layers of the desi

ransparency Policy
and Procedures

[Personal Data (PD) are processed lawfully, fairly and transparently.

Defense-In-Depth (DID) m and a
PLB(CE-L).a Defense-In-Depth Functional Subset Of Architecture SEAO3 I denca by lower Iayers on the fanctionality or correciness of hgher 10
layers
Ereures at the llocated contros operae i  conrdnated and mutvaly Mechanisms exist to implement security functions as a layered structure
reinforcing manner. Defense-In-Depth (DiD) Iminimizing interactions between layers of the design and avoiding any
PL-8(CE-1).b Defense-In-Depth Functional Subset Of rchitecture SEA03 | jopendence by lower layers on the functionality or correctness of higher 10
layers.
413 PROGRAM MANAGEMENT /A Functional | No Relationship N/A N/A NA 4 [No appllcable SCF control
See FDE for specific NIST 5P 800-53 control detalls.
. Information Security Functional subsetof | Securlty, Compliance & | 5oy o1 [Mechanisms exist to faciitate the implementation of security, compliance 10
Program Plan Resilience Program (SCRP) land resilience governance controls
See FDE for specific NIST 5P 800-53 control detals. ; »
g o el pemna oo ey, o s et |
Program Pla A if significant changes occur to ensure their continuing suitability, adequacy
esilience Program "
and effectiveness.
See FDE for specific NIST 5P 800-53 control detalls.
. tomation Scury ronctional | ntersects wit | coreBistingsecurty, | echanismes exist to establsh, maintain and isseminate polces, standards s
Program Plan 2 land procedures necessary for secure, compliant and resilient capabilties.
ocumentation
See FDE for specific NIST 5P 800-53 control detals. ssigned Security IMechanisms exist to assign one or more qualified individuals with the mission|
Information Security : and resources to centrally-manage, coordinate, develop, implement and
PM-2 Program Leadership Role Functional | Intersects With | Compliance & Resiience | GOV-04  |nyaintain an enterprise-wide Security, Compliance & Resilience Program s
Responsibilties e
See FDE for specific NIST SP 800-53 control detals.
Information Security and Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
s omation Securtty Functional | subsetOf |~ Reslinc Resource. | PRMG2  [ncluing the resounces nceded to mplement the securiy, Comphanee & 10
Y Management [Resilience Program (SCRP) and document all exceptions to this requirement.
Plan of Action and __[5ee FDE for specific NIST SP 800-53 control details. exist to ensure that vuinerabilities are properly identified,
P-4 Milestones Process Functional | Intersects With Process VPM-92 ltracked and remediated. s
See FDE for specific NIST 5P 800-53 control detalls. minmum:(T) Deficiency Tracking number:(2] AppTicable Securlty, compliance
landor resilience control;(3) Description of the deficiency(ies);(4) Risk
y Plan of Action and Capabilties Deficiency 05 [ssociated with the deficiencyies);(5) Source deficiency
P-4 Milestones Process Functional | Intersects With cking 1A0-05 controls, if applicable; s
(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
lto conduc actions;(9) Planned remedial actions to the
See FDE for specific NIST 5P 800-53 control detals. IMechanisms exist to facilitate an IT Asset Management (ITAM) program to
PM-5 System Inventory Functional | Intersects With | Asset Governance ASTOL e O e acac 5
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
i use:(2) Identifies authorized software products, including business.
PM-S System Inventory Functional | Intersects With Asset Inventories AST-02  |justification details:(3) Is at the level of granularity deemed necessary for 5
ltracking and reporting;(4) Includes organization-defined information deemed
Inecessary to achieve effective property accountability; and(s) Is available for
review and audit by designated organizational personnel.
[Establish, maintain, and update continually an Inventory of all systems, e o cotamton amd PR—
applications, and projects that process personally identifiable information. echanisms exist to establish and maintain a current inventory of a
PM-5(CE-1) nventory of Personally 2P pre i " Y Functional | Intersects with | '"Ventery of fersonal Data | ppi.o5.5  [Technology Assets, Applications andor Services (TAAS) that callect, receive, 5
rocess, store, transmit, share, update and/or dispose Personal Data (PD).
[Establish, maintain, and update continually an Inventory of all systems, Personal Data (PD)
Inventory of Personally |5t et et I e iobia intorent |Automated mechanisms exist to determine if Personal Data (PD) is
PM-5(CE-1) inventory of kersonally. |applications, and projects that process personally identifiable information. Functional | Intersects With | Inventory Automation PRI0S.6  [Automated mechanisms exist 5
[See FDE for specific NIST SP 800-53 control details. Mechanisms exist to develop an enterprise architecture, aligned with
Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PM-7 Enterprise Architecture Functional | Intersects With rchitecture SEA02 | 5 mpliance and resilience principles that addresses risk to organizational 5
Joperations, assets, individuals and other organizations.
Review and update the securly enterprise architecture data based on the Mechanisms exist to develop an enterprise architecture, aligned with
lenterprise architecture timeframes. Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PM-7(IRS-Defined) Rl Functional | Intersects With Architecture SEA02 | compliance and resilience principles that addresses risk to organizational s
Joperations, assets, individuals and other organizations.
See FDE for specific NIST 5P 800-53 control detalls. Mechanisms exist to facilitate the implementation of strategic, operational
PM-9 Risk Management Strategy Functional Subset Of | Risk Management Program | Rsio1  [lechanems exis to faciitate the Imple 10
- See FDE for specific NIST 5P 800-53 control detalls. Tnformation Assurance (1A) Mecharisms exit tofacltate the implemertation o secury, complance
PM-10 Authorization Process Functional Subset Of on fosure 1a0-01  [Mechaniems e ate ! 10
[See FDE for specific NIST 5P 800-53 control detalls Mechanisms exist to \mp\sment e et program that includes a
PM-12 Insider Threat Program Functional SubsetOF | Insider Threat Program | THR-04  [Ifechefisme exist o Implement en insider [hree pro 10
[See FDE for specific NIST 5P 800-53 control detals. Personal Data (PD) Control
Testing, Training and IMechanisms exist to conduct testing, training and monitoring activities for
PM-14 o Functional | Intersects Wit | Testin, Trining PRI0g  [LIeChanisme exiel ko oot s
onitoring
See FDE for specific NIST 5P 800-53 control details.
om1a Testing, Training and P Functional | intersects with | panty: Compliance & chLoa  |Mechanisms exist to provide a security, compliance and resilience controls S
Monitoring Sversiont loversight function that reports to the organization's executive leadership.
x AT EXTST o T T peratorT ot
PM-18 Privacy Program Plan  |>c¢ FDE for specific NIST SP 800-53 control details Functional Subset Of Data Privacy Program PRIOL _ protection controls throughout the data lfecycle o ensure all forms of 10
in
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
§ Privacy Program Leadership ’ lwith the authority, mission, accountability and resources to coordinate,
PM-19 Role Functional SubsetOf | Chief Privacy Officer (CPO) | PR-O1.1 o\ elop and implement, applicable data privacy requirements and manage 10
[data privacy risks through the organization-wide data privacy program.
See FDE for specific NIST 5P 800-53 control detals. -
Mechanisms exist to provide data subjects with an accounting of disclosures
PM-21 Accounting of Disclosures Functional SubsetOf | Accounting of Disclosures | PRI-14.1  [of their Personal Data (PD) controlled by:(1) The organization; and/or(2) 10
Relevant third-parties that their PD was shared with
See FDE for specific NIST 5P 800-53 control details.
Mechanisms exist to develop a plan for Supply Chain Risk Management
(SCRM) associated with the development, acquisition, maintenance and
PM-29 Risk Yanagement program Functional | Intersects With |, SUPPY Chaln fise | | Rsiko9  fdisposal of Technology Assets, Applications andor Services (TAAS), including 5
P 9 documenting selected mitigating actions and monitoring performance
against those plans.
[See FDE for specific NIST 5P 800-53 control details nssigned Security, Mechanisms exist to assign one or more qualified individuals with the mission|
y Risk Management Program g 0a [and resources to centrally-manage, coordinate, develop, implement and
PM-29 Leadership Roles Functional | Intersects With | Compliance & Resiience | GOV-04  |ryaintain an enterprise-wide Security, Compliance & Resilience Program s
Responsibilties sy
Risk Management Program [ T 10" sPecific NIST 5P 80053 control details IMechanisms exist to facilitate the implementation of strategic, operational
PM-29 e Functional | Intersects With | Risk Management Program | Rsk-01  |1eCHanSTS XSt (o eciate the bl . 5
414 PERSONNEL SECURITY |/ Functional | No Relationship N/A N/A NA 4 No applicable SCF control
See FDE for specific NIST 5P 800-53 control detalls. ot Sect
ublishing Security,
y Personnel Security Policy y exist to establish, maintain and disseminate policies, standards
Ps1 d Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 a1 procedures necessary for secure, compliant and resillent capabilities. s
ocumentation
See FDE for specific NIST 5P 800-53 control detalls.
: S N T N o ey
and Procedures curtty, Compliance i Signicant changes oceur ta ensure thelr continuing Sutabilty, adequacy
9 Jond effectiveness.
Personnel Security Policy [5ee FDE for specific NIST SP 800-53 control details. Human Resources Security Mechanisms exist to facilitate the implementation of personnel security
Ps1 nd Procedures Functional Subset Of Management HRS-O1|controls. 10
See FDE for specific NIST 5P 800-53 control detals. Competency N
ompetency Requirements Mechanisms exist to ensure that all security-rel
y ; onati * . y-related positions are staffed by
ps2 Position Risk Designation Functional | Itersects with | fo Securiy-Related HRS-03.2 e o e e hecoomaty <t af 5
See FDE for specific NIST 5P 800-53 control detals. IMechanisms exist to manage personnel security risk by assigning a risk
ps2 Position Risk Designation Functional | Intersects With | Position Categorization HRS-02  [designation to all positions and establishing screening criteria for individuals 5
[flling those positions
[See FDE for specific NIST 5P 800-53 control detals. Mechanisms exist to manage personnel security risk by screening individuals
ps-3 Personnel Screening Functional Subset Of Personnel Screening RS04 [ ing aceons 10
PS4 Personnel Termination | ~2® PO for specific NIST SP 800-53 control details Functional Subset Of Personnel Termination HRS-09  |Mechanisms exist to govern the termination of individual employment 10
See FDE for specific NIST 5P 800-53 control detals.
IMechanisms exist to adjust logical and physical access authorizations to
PS5 Personnel Transfer Functional Subset Of Personnel Transfer HRS-08  [Technology Assets, Applications andfor Services (TAAS) and facilities upon 10
personnel reassignment or transfer, i a timely manner.
[See FDE for specific NIST SP 800-53 control details. Mechanisms exist to requ\re Non-Disclosure Agreements (NDAs) or similar
PS-6 Access Agreements Functional | Intersects With HRS-06.1 reflect the needs to protect data and s
[operationsl Getats, or both ermployess and thrd-parfes
y See FDE for specific NIST 5P 800-53 control detals. oo [Mechanisms exist to require internal and third-party users to sign
PS6 Access Agreements Functional | Intersects With | Access Agreements HRS06 e e oot 1o b oo a1 a0 5
A Mechanisms exist to notify individuals of their applicable, legally-binding
e(cE- Post-Employment Post-Employment y § g
PS-6(CE-3) o Functional SUBSELOF | poquiremants Awaraness | MRS:06:2 | post-employment requirementsfo theprotection o sensitiveiregulated 10
oty InGIGuals of applcable, egally bnding pos-employment requiremerts [Mechanisms exist to notify individuals of their applicable, legally-binding
Post-Employment gLt iomal informati Post-Employment :
PS6(CE-3)a e for protection of organizational information; and Functional SUBSELOF | pequiramants Awaraness | HRS062 post for the protection of 10
[Require individuals to sign an acknowledgment of these requirements, if [Mechanisms exist to notify individuals of their applicable, legally-binding
-6(CE-: Post-Employment lapplicable, as part of granting initial access to covered information Post-Employment ¥ :
PS-6(CE-3)b e pplicable, as part of granting Functional SUbSELOF | pequivemants Awaraness | HRS062 post for the protection of 10
[Require individuals to sign an acknowledgment of these requirements, it Mechanisms exist to govern third-party personnel by reviewing and
PS-7 External Personnel Security [applicable, as part of granting initial access to covered information. Functional Subset Of Third-Party Personnel HRS-10  |monitoring third-party security, compliance andjor resilience roles and 10
responsibilties.
[Require Individuals to sign an acknowledgment of these requirements, i Mechanisms exist to sanction personnel failing to comply with estabiished
PS8 Personnel Sanctions 3o piicable, as part of granting initial access to covered information. Functional Subset Of Personnel Sanctions HRS-07 _|security policies, standards and procedures. 0
Require individuals to sign an acknowledgment of these requirements, if Defined Roles & exist to define Toles & Torall
P9 Position Descriptions _|applicable, as part of granting initial access to covered information. Functional Subset Of HRS-03 |personnel. 10
VA No appiicable SCF control
PERSONALLY IDENTIFIABLE
415 INEORRUSIONIEROCESSING Functional | No Relationship NIA N/A NA 0
TRANSPARENCY
sersonatly tdentitapre [P FPE 10 specific NIST SP 800-53 cortrol details
ersonally Identifiable Publishing Securit
g Information Processing and 9 Y » IMechanisms exist to establish, maintain and disseminate policies, standards.
PT-1 Transparency Policy Functional | Intersects With | Compliance & Resilience | - GOV-02 a1 g procedures necessary for secure, compliant and resilient capabilities. s
and Procedures
sersonaty tentagre [P FDE 107 specific NIST SP 800-53 cortrol detais -, o e Secuty, Commiance & nestionce
ersonally Identifiable echanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of
y Information Processing and 03 |(SCRP), including policies, standards and procedures, at planned intervals or
P Transparency Polcy Functonal | Intersects With | Secury, Complance & | GOV-03 50Tl cnah s aceur 5 snsur thelr continun sukabity: adeauacy s
and Procedures 9 land effectiveness.
See FDE for specific NIST 5P 800-53 control detals.
vl i IMechanisms exist to facilitate the implementation and operation of data
PT-1 9 Functional Subset OF Data Privacy Program PRI-01  [protection controls throughout the data lifecycle to ensure all forms of 10
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Personally Identifiable
Information Processing and

[See FDE for specific NIST SP 80

3 control details.

Secure Engmeermg

Control Description

IMechanisms exist to facilitate the implementation of industry-recognized
lsecurity, compliance and resilience practices in the specification, design,

Information for Controls

implementation information for the security controls to be employed at sufficient
level of detail to permit analysis and testing of controls.

[software libraries.

P2 Transparency Policy Functional Subset Of Princi SEAOL and of Technology Assets, 10
and Procedures |Applications and/or Services (TAAS).
[See FDE for specific NIST 5P 800-53 control details. i
Aumonty o races ’ amery ToCoe, e e e L
pr-2 Personally Identifiable Fundtional | Intersects Wit | Poce e e oy PRI-04.1 |l pdate and/or dispose Personal Data (PD), either generally or in support of a s
|specific business process.
[See FDE for specific NIST SP 800-53 control details,
IMechanisms exist to address the use of Personal Data (PD) for internal
Authority to Process Internal Use of Personal ltesting, training and research that:(1) Takes measures to limit or minimize
PT-2 Personally Identifiable Functional | Intersects With |  Data (PD) For Testing, PRI-05.1  [the amount of PD used for internal testing, training and research purposes; 5
nformation Training and Research land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.
“Authority to Process _[5ee FDE for specific NIST 5P 800-53 control detafls Usage Restrictions of [transmitting, sharing and/or updating Personal Data (PD) to:(1) The.
PT-2 Personally Identifiable Functional | Intersects With Personal Data (PD) PRI-05.4  |purpose(s) originally collected, consistent with the data privacy notice(s);(2) H
Information [What is authorized by the data subject, or authorized agent; and(3) What is
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to minimize the collection of Personal Data (PD) to only
Authority to Process Restrict Collection To lwhat is adequate, relevant and limited to the purposes identified in the data
PT-2 Fersonally Identifiable Functional | Intersects With Identified Purpose PRI04  lirivacy notice, including protections against collecting PD from minors 5
[without appropriate parental or legal guardian consent.
416 RISKASSESSMENT VA Functional | No Relationship N/A N/A N/A 4 [No appllcable SCF control
[See FDE for specific NIST 5P 800-53 control details. periodic Review & Update of IMechanisms exist to review the Security, Compliance & Resilience Program
. Risk Assessment Policy and 03 |(SCRP). including policies, standards and procedures, at planned intervals or
Rl Procedures Functional | Intersects With | - Security, Compliance & GOV-03ifSignificant changes occur to ensure their continuing suitability, adequacy ®
9 land effectiveness,
Risk Assessment Policy and [see FDE for specific NIST P 800-53 control details, [Mechanisms exist to facilitate the implementation of strategic, operational
RA1 EA Functional SubsetOf | Risk Management Program | Rsk-01  [Liechanems exi e 10
[See FDE for specific NIST SP 800-53 control details,
Ral Risk Assessment Policy and Functional | Intersects With | Conmoming Secuty: o | Gov.0z  |Mechanisms exist to establish, maintain and disseminate policies, standards s
- Procedures uncti ! 4 : land procedures necessary for secure, compliant and resilient capabilities
ocumentation
[See FDE for specific NIST SP 800-53 control detals, Ny -
Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications andjor
RA3 Risk Assessment Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls. land/or resilience policies and standards.
[See FDE for specific NIST 5P 800-53 control details.
IMechanisms exist to conduct recurring assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
A3 Risk Assessment Functional | Intersects With Risk Assessment RSK-04  \disruption, modification or destruction of the organization's Technology ®
|assets, Applications, Services and/or Data (TAASD)
[Supplemental Guidance: Supply chain-related events iclude, for example,
disruption, theft, use of defective components, insertion of counterfeits,
Imalicious development practices, improper delivery practices and insertion of
Imalicious code. These events can have a significant impact on the
lconfidentiality, integrity or availability of a system and its information and
[therefore, can also adversely impact organizational operations (including
Imission, functions, image or reputation), organizational assets, individuals, other
Supply Chain Risk Supply Chain Risk IMechanisms exist to periodically assess supply chain risks associated with
RA3(CE-1) lorganizations, the state and the Nation. The supply chain-related events may be |  Functional Subset OF RSK-09.1 10
Assessment lunintentional or malicious and can occur at any point during the system lfe Assessment [Fechnology Assets, Applications and/or Services (TAAS).
lcycle. An analysis of supply chain risk can help an organization identify systems
lor components for which additional supply chain risk mitigations are required.
[ASsess supply chain risks associated with Federal Tax Information and
RAS(CED) Supply Chain Risk Functional Ssubset Of sueply Chain Risk Rsk-00.1 |Mechanisms exist to periodically assess supply chain risks associated with 10
Assessment Assessm -1 [Technology Assets, Applications and/or Services (TAAS).
[Update the supply chain risk assessment every three (3) years, when there are
Supply Chain Risk [significant changes to the relevant supply chain, or when changes to the system, Supply Chain Risk IMechanisms exist to periodically assess supply chain risks associated with
RA3(CE-1).d Peecesement. environments of operation, o ather condiions may necessiate a change n the Functional Subset O ‘Assessment RSK-09.1 Irechnology Assets, Applications andjor Services (TAAS). 0
lsupply chain.
Vunerability Monitoring and[see FDE for specific NIST SP 800-53 control detalls. [Mechanisms exist to detect vulnerabilities and configuration errors by routine|
RAS > Functional | Intersects With |  Vulnerability Scanning VPM-06 Sanning of systome and 5
RA'S V“‘“E’B"“S“(‘/y’:‘n"l:;"””g and|See FDE for specific NIST P 800-53 control detalls Functional | Intersects With |  Update Tool Capability | VPM-06.1 |Mechanisms exist to update vulnerability scanning tools. 5
Uodate by Vunerabities to |JP9tE the system vulnerabilities to be scanned at least every 30 days; prior to a
RA'5(CE-2) Pt B eray 1195 2 |new scan; when new vulnerabilities are identified and reported. Functional | Intersects With |  Update Tool Capability | VPM-06.1 |Mechanisms exist to update vulnerability scanning tools. 5
[Determine information about the system that is discoverable and take Acceptable Discoverable [Mechanisms exist to define what information is allowed to be discoverable by
RA-5(CE-4) Discoverable Information [appropriate corrective actions. Functional Subset O s VPM-06.8  [adversaries and take corrective actions to remediate non-compliant 10
nformation
[Technology Assets, Applications and/or Services (TAAS).
Implement privileged access authorization to all information system components
for selected vulnerability scanning activities.
uidance: In certain situations, the nature of the vulnerability
scanning may be more intrusive or the system component that is the subject of Mechani + to implement privileged thorization for selected
RA-5(CE-5) Privileged Access the scanning may contain classified or controlled unclassified information. Functional Subset Of Privileged Access VPM-06.3 [ O o byt c9€d access authorization for selecte 10
rivileged access authorization to selected system components facilitates more |vulnerability scanning activities
lthorough vulnerability scanning and protects the sensitive nature of such
scanning
Tmplement a vuinerability management process for IT software systems Vulnerability & Patch Mechanisms exist to faciitate the implementation and monitoring of
5(IRS-1 Tud less networks) t lement their patch t X
RA-5(IRS-Defined) NA (including wireless networks) to complement their patch management process. Functional Subset OF Wanagement program VRM-0L ity management controls 10
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to ensure proper risk response actions were performed to
RA7 Risk Response Functional Subset O Risk Response RSK-06.1  |remediate findings from security, compliance and/or resilience-related:(1) 10
udits; and/or(3) Incidents
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
’ Data Protection Impact g [Technology Assets, Applications and/or Services (TAAS) that store, process
A8 Privacy Impact Assessments Functional Subset Of Assessment (DPIA) RSK-10 landfor transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
SYSTEM AND SERVICES [N/A INo applicable SCF control
417 ACQUISTION Functional | No Relationship NIA N/A NA 0
o etom and & [See FDE for specific NIST SP 800-53 control details, rublishing Secart
Yt and Services ublishing Security. IMechanisms exist to establish, maintain and disseminate policies, standards
sa1 Acquisition Policy and Functional | Intersects With | Compliance & Resilience |~ GOV-02 " g 5
SRS e e land procedures necessary for secure, compliant and resilient capabilities.
System and Services _[5e€ FDE for specific NIST 5P 800-53 control detall. Technology Development & IMechanisms exist to facilitate the implementation of tailored development
sa-1 Acquisition Policy and Functional Subset OF Mo TDA01  [and acquisition strategies, contract tools and procurement methods to meet 10
Procedures q luniue business needs.
[See FDE for specific NIST SP 800-53 control details, n
’ peceic e vt o el Sobiare S oo,
A1 Acauisition Policy and Functional | Intersects With | - Securlty, Compliance & GOV-03 it ignificant changes occur to ensure their continuing suitability, adequacy s
9 Jand effectiveness.
System and Services _[5€€ FDE for specific NIST 5P 800-53 control detalls. Secure Software
A1 Acquisition Policy and Functional | Intersects With | Development Practices TDA0E [ e o reampy P! cations based on Secure Software 5
Procedures (SSDP) P
[See FDE for specific NIST 5P 800-53 control details,
IMechanisms exist to identify and allocate resources for management,
sa2 Allocation of Resources Functional Subset Of Allocation of Resources PRM-03  |operational, technical and ata protection requirements within business 10
lprocess planning for projects / nitiatives.
. System Development Life_[5ee FDE for specific NIST 5P 800-53 control detafls Technology Lifecycle . [Mechanisms exist to manage the usable lifecycles of Technology Assets,
A3 Cydle Functional | Intersects With SEA071Japplications andfor Services (TAAS). s
See FDE for specific NIST 5P 800-53 control details IMechanisms exist to ensure changes to Technology Assets, Applications
isms exi u y . Applicati
sA3 System Development Life Functional | Intersects With Csiﬁ:'[esgfgf'ﬁ:n'“:"e‘r:g; PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
VS ¥ 9 |controlled through formal change control procedures.
[Supplemental Guidance: Live data is also referred to as operational data. The Use|
of live data in preproduction environments can result in significant risk to
lagencies. Agencies can minimize such risk by using test or dummy data during
(ce- [the design. development and testing of systems, system components and g IMechanisms exist to approve, document and control the use of live data in
SA3(CE2) Use of Live Data system services. To use live FTI in a test or development environment, agencies |  "unctional Subset Of Use of Live Data TPAL0 lgevelopment and test environments. 10
Imust submit a notification as described in Section 2.E.6, Notification Reporting
Requirements
[Approve, document, and control the use of Iive data in preproduction e . B *and control th iive dan
SA-3(CE-2).a Use of Live Data lenvironments for the system, system component, or system service; and Functional Subset O Use of Live Data TDAL0 e et oot 1 2nd control the use of five data in 10
[Protect preproduction environments for the system, system component, )
SA-3(CE-2).b Useof Live Data  [system service at the same impact or classification level as any live data in use | Functional Subset O Use of Live Data Toa10  [fechanisms exist to approve document and control the use of live data in 10
[within the preproduction environments. fevelopment and test environments.
[See FDE for specific NIST SP 800-53 control details. Me(han ms ex\st to design, develop and produce Te(hnolcgy Assets,
Minimum Viable Product lica ndjor Services (TAAS) in such a way that risk-based technical
sa-4 Acquisition Process Functional | Intersects With (MVP) Security TOR02  |on mchional shecineations ansure Minimm Viable Product (WVP) crier 5
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats,
sa4 Acquisition Process | >c¢ FDE for specific NIST 5P 800-53 control details. Functional | Intersects With | Third-Party Management |  TPM-01  [Miechanisms exist to facilitate the implementation of third-party 5
[See FDE for specific NIST 5P 800-53 control details. Technology Development & IMechanisms exist to facilitate the implementation of tailored development
sa4 Acquisition Process Functional | Intersects With v TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 5
9 lunique business needs.
[See FDE for specific NIST P 800-53 control details, e o control . ; e, taking it
i echanisms exist to control changes to services by suppliers, taking into
sa4 Acquisition Process Functional | Intersects with 212010 Changes ToThird- - rpiy10 laccount the criticality of business Technology Assets, Applications, Services 5
d land/or Data (TAASD) that are in scope by the third-party.
[Require the developer of the system, system component, or system service to [Mechanisms exist to require software developers to provide information
rovide a description of the functional properties of the controls to be |describing the functional properties of the security, compliance and
SA-4(CE-1) Functiona) Properties of - mplemente Functional | Intersects With |  Functional Properties TDA-04.1 |resilience controls to be utilized within Technology Assets, Applications 5
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls
[Require the developer of the system, system component, or system service to
lprovide a description of the functional properties of the controls to be IMechanisms exist to maintain network architecture diagrams that:(1) Contain|
a(CE- Functional Properties of  fimplemented Network Diagrams & Data y lsufficient detail to assess the security of the network's architecture;(2)
SA-4(CE-1) Controls, Functional | Intersects With | cioy biagrams (DFDs) AST-04  |peflect the current architecture of the network environment; and(3) 5
IDocument all sensitive/regulated data flows.
[Require the developer of the system, system component, or system service to
lprovide design and implementation information for the controls that includes:
Security-relevant external system interfaces; high-level design; low-level design; IMechanisms exist to maintain network architecture diagrams that:(1) Contain|
shaice2) Design and Implementation [source code or hardware schematics; organization-defined design and Functional | Intersects with | NEtwork Diagrams & Data | oo, foufficient detail to assess the security of the network's architecture;(2) 5
-4(CE- Information for Controls ~[implementation information for the security controls to be employed at sufficient [ Functional | Intersects Wi Flow Diagrams (DFDs) A IReflect the current architecture of the network environment; and(3)
level of detail to permit analysis and testing of controls. IDocument all sensitive/regulated data flows.
[Require the developer of the system, system component, or system service to
lprovide design and implementation information for the controls that includes:
Security-relevant external system interfaces; high-level design; low-level design;
shaice2) Design and Implementation [source code or hardware schematics; organization-defined design and Functional | ntersects Wit | ACCeSS 9 Program Saurce | rp 5 [Mechanisms exist o imit privleges to change software resident within 5
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FDE Name Focal Document Element (FDE) Desc SCF Control Comtrol Daseription
[Require the developer of the system, system component, or system service to
lprovide design and implementation information for the controls that includes:
Design and Implementation [source code or hardware schematics; organization-defined design anc 9 props Y, compl
SA-4(CE-2) S d Functional | Intersects With | Functional Properties TDA-04.1 resilience controls to be utilized within Technology Assets, Applications 5
information for Controls  implementation information for the security controls to be employed at sufficient el Servieoe (AR I SLECIant dEta 5 par e o baatins of
llevel of detail to permit analysis and testing of controls. he contrale P ¥ 9
[Require the developer of the system, System component, or system service to
Continuous Monitoring Plan [Produce a plan for continuous monitoring of control effectiveness that is IMechanisms exist to require the developers of Technology Assets,
SA-4(CEB) rols lconsistent with the continuous monitoring program of the organization Functional Subset Of | Continuous Monitoring Plan | TDA-09.1  |Applications andor Services (TAAS) to produce a plan for the continuous 10
Imonitoring of security, compliance and/or resilience control effectiveness.
';mnéi;e tl’fvwfdevel!oper ofrtths Systlem‘, Svsl:m tnmpunel"tv;rdelem Serwtte wl [Mechanisms exist to require the developers of Technology Assets,
Functions, Ports, Protocols [identify the functions, ports, protocols, and services intended for organizationa Ports, Protocols & Services |Applications and/or Services (TAAS) to identify early in the Secure
SA-4(CE-9) and Services in Use  |Use Functional Subset Of In Use TPA02.1 |hevelopment Life Cycle (SDLC), the functions, ports, protocols and services 10
intended for use.
[Supplemental Guidance: The contactor must provide the agency with [Mechanisms exist to maintain a process to document the lineage of Personal
SA-4(CE-12) Data Ownership mmﬁtalwn of destruction using NIST approved standards or certification that Functional | Intersects With | Personal Data (PD) Lineage | ~ PRI-09  [Data (PD) by recording how the organization collects, receives, processes, 5
e data has been returned. [stores, transmits, shares, updates and/or disposes PD.
Supp\emenla\ Guidance: The contactor must provide the agency with e . ot stewarden o ed ang
SA-4(CE-12) Data Ownership certification of destruction using NIST approved standards or certification that Functional | Intersects With Data Stewardship DCH-OL1  [(ecnaniems oot (o ensure data stewardship is assigned, documented an 5
lthe data has been returned. |communicatet
[Supplemental Guidance: The contactor must provide the agency with
ICertification of destruction sing NIST approved standards or certification that Asset Ownership IMechanisms exist to ensure asset ownership responsibilities are assigned,
SA4(CE12) Data Ownership the data has been returne Functional | Intersects With o AST-03 |tracked and managed at a team, individual, o responsible organization level 5
ssignment
lto establish a common understanding of requirements for asset protection
iInclude organizational data ownership requirements in the acquisition contract;
land Asset Ownershil IMechanisms exist to ensure asset ownership responsibilities are assigned,
SA-4(CE-12).2 Data Ownership Functional | Intersects With sionmant " AST-03  |tracked and managed at a team, individual, or responsible organization level 5
9 lto establish a common understanding of requirements for asset protection.
FRequire all Gato fo be removed ffom the contracior’s system and refurned to the Mechanisms existta require contractual requirements or applicable security.
lorganization within 7 calendar days prior to contract termination. Third-Party Contract nd resilien i Crefiectin
SA4(CEL2LD Data Ownership Functional Subset Of Requirements TPM0S e rization's needs to pratect ts Technology Assets, Applications, Services 10
Jand/or Data (TAASD).
information systems that receive, process, store, access, protect and/or transmit
[FTI must be located, operated, and accessed within the United States. When a
lcontract developer is used, agencies must document, through contract
requirements, that all FTI systems (i.e., beyond commercial products used as
lcomponents) are located within the United States and are developed physically
within the United States by United States citizens or those with lawful resident IMechanisms exist to mitigate the risks associated with third-party access to
SA-4(IRS-Defined)-1 NA status. Functional Subset Of Third-Party Services TPM-04 [the organization's Technology Assets, Applications, Services and/or Data 10
Supplemental Guidance: This includes any contractor systems or cloud (TAASD)
lenvironments where FTI is received, processed, stored, accessed, protected
land/or transmitted. See Section 2.C.7, Offshore Operations, for additional
information.
in acquiring information technology, agencies must use common security
(configurations, when applicable, by (a) requiring vendors to configure IT with
lcommon security configurations (when available and applicable, e.g., Center for
Intemet Security benchmrks) riorto delvery o (b) configuring acduired I to
Imeet agency-tailored, secure parameters (e.q., configurations that meet IMechanisms exist to mitigate the risks associated with third-party access to
SA-4(IRS-Defined)-2 NA [Fublication 1075 and applicable SCSEM requirements) after dellvery bt pror o Functional Subset Of Third-Party Services TPM-04 [the organization's Technology Assets, Applications, Services and/or Data 10
ym D)
Supporting Guidance: Inthe ater case, agencies do not need to require that ‘ )
vendors securely configure IT for delivery.
[See FDE for specific NIST SP 800-53 control details.
IMechanisms exist to obtain, protect and distribute administrator
|documentation for Technology Assets, Applications and/or Services (TAAS)
Documentation lthat describe:(1) Secure configuration, installation and operation of the TAAS|
SAS System Documentation Functional | Intersects With Requirements TOAOE ) Effctive use and maintenance of security eatures/unctions; and(3) s
regarding and use of (eg.
privileged) functions
[See FDE for specific NIST 5P 800-53 control detals.
IMechanisms exist to determine security, compliance and resilience control
; . y lapplicability by identifying, assigning and documenting the appropriate asset
A5 System Documentation Functional | Intersects With | Asset Scope Classification | AST-04.1 200 Ce0 8 T e e R ceete, Applications and/or Services 5
(TAAS) and personnel (internal and third-parties).
[See FDE for specific NIST SP 800-53 control details, echant o develon. 4 o maint -
echanisms exist to develop, document and maintain secure baseline
sa8 Securlty Engineering Functional | Intersects With Secure Baseline CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
P & [that are consistent with industry-accepted system hardening standards.
[See FDE for specific NIST 5P 800-53 control details.
IMechanisms exist to facilitate the implementation of industry-recognized
. Security Engineering Secure Engineering - lsecurity, compliance and resilience practices in the specification, design,
A8 Principle: Functional | Intersects With Principles SEAOL and of Technology Assets, s
|Applications and/or Services (TAAS).
[See FDE for specific NIST 5P 800-53 control details. IMechanisms exist to mitigate the risks associated with third-party access to
sa-9 External System Services Functional Subset Of Third-Party Services TPM-04 [the organization's Technology Assets, Applications, Services and/or Data 10
(TAASD)
/A Mechanisms exist to conduct a risk assessment prior to the acquisition or
Risk Assessments and “Third-Party Risk
SA9(CE-L) Organizationa) Aporovals Functional SUbSEt OF | pcdinorte s Approvals | TPM-04-1 | outsourcing of technology-related Technology Assets, Applications andor 10
Services (TAAS).
Conduct an organizational assesement of isk prior o the acquisition or IMechanisms exist to conduct a risk assessment prior to the acquisition or
Risk Assessments and o tsourcing of information security services; and Third-Party Risk
SA9(CE-1).a Organisstions! Aparovals 9 y Functional SUBSELOF | pssestments & Approvals | TPM-0%1 [outs0uTGig oftechnalogy.reiated Technology Assets. Appications anclor 10
|Verify that the acquisition or outsourcing of dedicated information security [Mechanisms exist to conduct a risk assessment prior to the acquisition or
Risk Assessments and Third-Party Risk
-9(CE- services is approved by a designated agency official . "
SA9(CE1)b Orenisations) Approvals pp Y 9 gency Functional SUBSELOF | pcsesiments & Approvals | TPM0%1[outs0urcig oftechnclogy.reiated Technology Assets, Appications anclor 10
dentification of Functions, [€GUITe providers of external information system sevices that process, store, or External Connectivity IMechanisms exist to require External Service Providers (ESPS) to identify and
o tiftcation of Functions, lransrit I to dentify the functions, ports, protocols, and other services ronctionsl | subsetof Requirements - pu0as  |document the business need for ports, protocols and other services it 0
" rotoco! required for the use of such services. Identification of Ports, requires to operate its Technology Assets, Applications and/or Services
Protocols & Services (Tans).
[Estabiish, document, and maintain trust relationships with external service
lproviders based on the following requirements, properties, factors, or conditions: Mechanisms exstto develop  pian for Supply Chaln Risk Management,
IRS Publication 1075 requirements for information systems that process, store, or (SCRM) associated with the development, acquisition, maintenance an
SA-9(CE-3) e el =" transmit FTI. Functional | Intersects With | . SUPPYY Ctaln RS | Rsi09  fdisposal of Technology Assets, Applications andjor Services (TAAS), néiuing 5
P 0 documenting selected mitigating actions and monitoring performance
lagainst those plans.
[EStabiish, document, and maintain trust relationships with external service
Establish and Maintain Trust[Providers based on the following requirements, properties, factors, or conditions: IMechanisms exist to ensure that the interests uf ex(emal service providers
SA9(CE3) eiationshis with Providers [IRS Publication 1075 requirements for information systems that process, store, or|  Functional | Intersects With | Conflict of nterests TPH08.3 e St ol rofiect orgmaisations s 5
ltransmit FTI
Establsh, document, and maintain trust elationships with external service IMechanisms exist to identify, prioritize and assess suppliers and partners of
Establish and Maintain Trust|providers based on the following requirements, properties, factors, or conditions: Third-Party Criticality [critical Technology Assets, Applications and/or Services (TAAS) using a
SAO(CE-3) Relationship with Providers [IRS Publication 1075 requirements for information systems that process, store, or|  Functional | Intersects With Assessments TPM-02  supply chain risk assessment process relative to their importance in s
ransmit FTI |supporting the delivery of high-value services.
[Estabiish, document, and maintain trust relationships with external service
roviders based on the following requirements, properties, factors, or conditions: [Mechanisms exist to:(1) Evaluate security risks and threats associated with
o(CE- Establish and Maintain Trust/IRS Publication 1075 requirements for information systems that process, store, o, Supply Chain Risk g [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
SA-D(CE:3) Relationship with Providers [transmit FTI. Functional | Intersects With | - 2agement (SCRM) TPM-03 ITake appropriate remediation actions to minimize the organization's s
lexposure to those risks and threats, as necessary.
[Estabiish, document, and maintain trust relationships with external service
cstablish and Maintain Trust P12dCrS based on the following requirements, properties, factors, o conditions echanisms existto document and maintan a Responsible, Accountable,
-9(CE- stablish and Maintain Trust|IRS Publication 1075 requirements for information systems that process, store, or g y upportive, Consulted & Informex matrix, or similar documentation,
SAS(CE3) Relationship with Providers [transmit FTI. Functional | Intersects With | - Supportive, Consulted & | - TPN-05.4  \¢y Gelineate assignment for security, compliance and resilience controls s
informed (RASCI) Matrix
Ibetween internal stakeholders and External Service Providers (ESPS)
[Estabiish, document, and maintain trust relationships with external service
Establish and Maintain Trust|providers based on the following requirements, properties, factors, o conditions: IMechanisms exist to include "break clauses" within contracts for failure to
SA9(CE3) Relationship with Providers RS Publication 1075 requirements forinformation systems that process, store, or Functional | Intersects With Break Clauses TPM-05.7 | meet contract criteria for security, compliance and/or resilience controls. s
ransmi
[Restrict the location of accessing, processing, storage, transmission of FTI to The
processing, Storage and |U-S. and territories based on IRS Publication 1075 reqirements. Geolocation Requirements IMechanisms exist to control the location of cloud processing/storage based
SA-9(CES) . Functional | Intersects With | for Processing, Storage and | ~ CLD-09  |on business requirements that includes statutory, regulatory and contractual 5
Service Location
Service Locations lobligations.
[Restrict the location of accessing, processing, storage, transmission of FTI to The Third-Party Processing
Processing, Storage and |'s. and territories based on IRS Publication 1075 b g IMechanisms exist to restrict the location of information processing/storage
SA-9(CES) o B and territories based on IRS Publication 1075 requirements Functional | Intersects With | - Storage and Service TPM04.4 e business requrements 5
[Restrict the location of accessing, processing, storage, transmission of FTI to The
U.S. and territories based on IRS Publication 1075 requirements, IMechanisms exist to inventory, document and maintain data flows for data
o(CE- Processing, Storage and 1o |that s resident (permanently or temporarily) within a service's
SAG(CES) Service Location Functional | Intersects With Geographic Location of Datal - BCH-19lgeographically distributed applications (physical and virtual), infrastructure, s
lsystems components and/or shared with other third-parties.
[Maintain exclusive control of cryptographic keys for encrypted material stored or
o(CE~ Organization-Controlled [transmitted through an external systenm External System g Mechanisms exstto maintain contrl of cryptagraphic keys for encrypted
SAS(CE6) Cryptographic Keys 9 4 Functional Subset Of | cryptographic Key Control | “R""997  Imaterial stored or transmitted through an external system. 10
[Restrict the geographic location of information processing and data storage to
o s facilities located within in the legal jurisdictional boundary of the United States. Mechanisms exst to nventory, document and maintin data lows for data
o(CE- rocessing and Storage .19 |that s resident (permanently or temporarily) within a service
SA-9(CE-8) Location - U.S. Jurisdiction Functional | Intersects With |Geographic Location of Data|  DCH-19 o000 shically distributed applications (physical and virtual), infrastructure, 5
lsystems components and/or shared with other third-parties.
[Restrict the geographic location of information processing and data storage to -
processing and Storage _[facilities located within in the legal jurisdictional boundary of the United States. Geolocation Requirements IMechanisms exist to control the location of cloud processing/storage based
SA-9(CE8) Location 0.8 Jurisdiction Functional | Intersects With | for Processing, Storage and |~ CLD-09  |on business requirements that includes statutory, regulatory and contractual 5
g Service Locations. lobligations.
[See FDE for specific NIST 5P 800-53 control details, IMechanisms exist to require system developers and integrators to perform
5A-10 Developer Configuration Functional Subset Of Developer Configuration | Tba-14  fconfiguration management during system design, development, 10
9 9 implementation and operation.
[Require the developer of the system, system component, or system service to
lenable integrity verification of software and firmware components.
lSupplemental Guidance: Verification of the integrity of software and firmware
Sa10(cED) Software and Firmware |can be accomplished though confirmation of the hash value. For example, Functional Ssubset Of Software / Firmware ALAL | e e e e e o oM 10
-10(CE- Integrity Verification  [checksums from well-known and safe hash functions. MDS is not considered a unctiona ubse Integrity Verification - O s, (© nable integrity verification of software an
safe hash function to use. P
[Require the developer of the system, system component, or system service to [Mechanisms exist to require developers of Technology Assets, Applications
SA-10(CE-3) Hardware Integrity lanable integrity verification of hardware components. Functional Subset O Hardware Integrity TDA-14.2  [and/or Services (TAAS) to enable integrity verification of hardware 10
Verification Verification
|components
[Require agency designated security and privacy representatives to be included in
Security and privacy  [the configuration change management and control process. Security, Compliance & IMechanisms exist to include appropriate security, compliance and resilience
SA-10(CE-7) o e Functional Subset Of | Resilience TDA-02.7 the product feature and/or functionality change control 10
P For Product Changes review process.
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[See FDE for specific NIST SP 800-53 control details.
IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement]
Security, Compliance &
. Developer Testing and y la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
SA1L Evaluation Functional S O e e ant | TP [implement a verifiable flaw remediation process to correct weaknesses and 10
9 P! |deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
fewre‘ lhetdivelozsr of t‘he Sylslelm{ Sydslevt“f;umwnentd or 5yst§rg Ssrvmet h [Mechanisms exist to require the developers of Technology Assets,
0 employ static code analysis tools to identify common flaws and document the |Applications andjor Services (TAAS) to employ static code analysis tools to
SA11(CE-1) Static Code Analysis  |results of the analysis. Functional Subset O Static Code Analysis TDA09.2 [ remediate Common flaws and dorument the results of the 10
lanalysis.
Reduire the developer of e syster, system companent. or system
[service to perform a manual code review of FTl-related applications using the Tec‘hamsms EX;t msrmwe :;::E;fe\wevs‘ of Techmlu‘uy Gsse s,
1(CE- [following processes, " y pplications and/or Services to employ a manual code review process
SALLCESD Manual Code Reviews o edures, andor techniques: agency-defined manual review process. Functional Subset Of Manual Code Review TDA097 g identify and remediate unique flaws that require knowledge of the 10
lapplication’s requirements and design
[Require the developer of the system, system component, or system service to
lnerform penetration testing: Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and
SAL1(CE-5) Penetration Testing Functional | Intersects With | Remediation During 1A0-04  [execute a Security Testing and Evaluation (ST&E) plan, or similar process, to 5
Development identify and remediate flaws during development.
R e oty Y5t system component, or system service to Application Penetration IMechanisms exist to perform application-level penetration testing of custom.
11(CE- erform penetration testing: ¥ - -
SAL1(CE-5) Penetration Testing [P p i i Functional | Intersects With Testing TDA09.5 | echnology Atvets. Appllcations andior Services (TAAS) 5
[Require the developer of the system, system component, or system service to
lperform penetration testing:
IMechanisms exist to require system developers/integrators consult with
Securlty, Compliance & lsecurity, compliance and/or resilience personnel to:(1) Create and implement]
11(CE- . ’ la Security Testing and Evaluation (ST&E) plan, or similar capability:(2)
SALLCES) Penetration Testing Functional | Intersects With | _ = Resllience Testing | T°4%% limplement a verifiable flaw remediation process to correct weaknesses and s
9 P |deficiencies identified during the control testing and evaluation proces:
land(3) Document the results.
[Require the developer of the system, system component, or system service to
Iperform penetration testing:
IMechanisms exist to conduct specialized assessments for:(1) Statutory,
requiatory and contractual compliance obligations;(2) Monitoring capabiities;
(3) Mobile devices;(4) Database pplication security;(6) Embed
SAL1(CE-5) Penetration Testing Functional | Intersects With | Specialized Assessments | 180-02.2 (2] T8h C o= Eesr o B e e e managament.(8) ded ous 5
lcode;(9) Insider threats;(10) Performanceload testing; and/or(11) Artificial
intelligence and Autonomous Technologies (AAT).
[Require the developer of the system, system component, or system service to [Mechanisms exist to conduct penetration testing on Technology Assets,
SAL1(CE-5) Penetration Testing  |oct T Do Cirtion testing Functional | Intersects With | Penetration Testing VRM07 e eations andlor Services (TARS). 5
Rethe Tollowing level of rigor: at a minimum Whitebox testing; and N
Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and
SA-LL(CE-S).a Penetration Testing Functional Subset Of Remediation During 1A0-04  [execute a Security Testing and Evaluation (ST&E) plan, or similar process, to 10
Development identify and remediate flaws during development.
[Under the following constraints: where FTI is processed, stored, or transmitted
Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and
SA-11(CE-5).b Penetration Testing Functional Subset O Remediation During 1A0-04  [execute a Security Testing and Evaluation (ST&E) plan, or similar process, to 10
Development dentify and remediate flaws during development.
[Require the developer of the system, system component, or system
service to perform attack surface reviews.
IMechanisms exist to require system developers/integrators consult with
|security, compliance and/or resilience personnel to:(1) Create and implement]
Security, Compliance &
1(CE " ’ la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
SA-LL(CE-6) Attack Surface Reviews Functional | ntersects With | Resilence Testing | T0A09 i SicreY, S cr ol R remeclation process o correct weaknésses and 5
9 P! |deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits.
Redquire the developer of fhe system, system companent, o system [Mechanisms exist to define and manage the scope for its attack surface
SA11(CE-6) Attack Surface Reviews  |(ica to perform attack surface revie Functional | Intersects With | Attack Surface Scope VPM-01.1 s 5
. Development Process, _[5ee FDE for specific NIST SP 800-53 Conteo AT y [Mechanisms exist to develop applications based on Secure Software
SA1S e i Toore Functional Subset OF Development Practices TDA06 | pment Practices (SS0P) 10
[Require the developer of the system, system component, or system service to
lperform a criticality analysis:
Supplemental Guidance: This control enhancement provides developer input to
lthe criticality analysis performed by agencies. Developer input is essential to
lsuch analysis because agencies may not have access to detailed design Criticality Analysis Z‘Iec‘hanllsms EZ\ISt tg 'Eq""ﬁ;h:;:fve‘“ffr of the tTEE:\{w\ogyl Assett
-15(CE- ticali ldocumentation for system components that are developed as commercial offthe- riticality Analysis During ' pplication andjor Service o perform a criticality analysis a
SAIS(CE-3) Criticality Analysis | B roaucts. Such design documentation includes, for example, functional Functional Subset Of velopment TDA06-1 organization-defined decision points in the Secure Development Life Cycle 10
lspecifications, high-level designs, low-level designs and source code and (SDLC)
lhardware schematics,
[ he fllowing deciston peints n the system development ffe cycl: the agency- IMechanisms exist to require the developer of the Technology Asset,
1sicE- lefined breadth/depth; an Criticality Analysis During y |Application and/or Service (TAAS) to perform a criticality analysis at
SA-15(CE-3).2 Criticality Analysis Functional Subset Of Development TDA06.1 | ganization-defined decision points in the Secure Development Life Cycle 10
(sDLO).
[At the following Tevel of rigor: post-design phases of the SDLC. [Mechanisms exist to require the developer of the Technology Asset,
15(CE- Criticality Analysis During ' |Application and/or Service (TAAS) to perform a criticality analysis at
SALS(CE31D Criticality Analysis Functional Subset Of velopment TDA-06-1lorganization-defined decision points in the Secure Development Life Cycle 10
(sDLC).
[See FDE for specific NIST SP 800-53 control details.
IMechanisms exist to prevent unsupported Technology Assets, Applications
land/or Services (TAAS) by:(1) Removing and/or replacing TAAS when support
Unsupported Technology
Unsupported System g ffor the components is no longer available from the developer, vendor or
SA-22 ‘Components Functional | Intersects With Asse‘ss'e‘:"‘:‘ecsa&:":sf"“"” TOAL7 | anufacturer; and(2) Requiring justification and documented approval for 5
Vi [the continued use of unsupported TAAS required to satisfy mission/business
Ineeds.
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to provide in-house support or contract external providers
sA-22 Unsupported System Functional | Intersects with |  Alternate Sources for TDA-17.1  ffor support with unsupported Technology Assets, Applications andjor 5
omponents Continued Support
Services (TAAS).
SYSTEM AND IN/A able SCF control
418 COMMUNICATIONS Functional | No Relationship NIA N/A NA 4
PROTECTION
< stem an [See FDE for specific NIST SP 800-53 control details, Pbshing Securt
ystem an ublishing Security, .
IMechanisms exist to establish, maintain and disseminate policies, standards
s¢1 c“g’;‘(“;“;&“g;‘:{Z?\fﬁ:;‘““ Functional | Intersects With | Compliance &Resilience | - GOV-02lang procedures necessary for secure, compliant and resilient capabilities s
omona [See FDE for specific NIST 5P 800-53 control details,
e Network Security Controls IMechanisms exist to develop, govern & update procedures to facilitate the
5C-1 Communications Protection Functional Subset Of Y NET-01 : 2d e 10
Policy and Procedures (NSC) implementation of Network Security Controls (NSC
[See FDE for specific NIST 5P 800-53 control details.
System and IMechanisms exist to facilitate the implementation of industry-recognized
sc1 Communications Protection Functional Subset OF Secure Engineering SEA01  [security. compliance and resilience practices 2’}&7222;';;230:;;??9"' 10
Policy and Procedures |Applications and/or Services (TAAS).
[See FDE for specific NIST 5P 800-53 control details. n
System and ’ perodic Review & Update of (SCRRY. mciuaing Bollis, stancras and BocecLres,at pannad Merars r
sc1 Communications Protection Functional | Intersects With | Security, Compliance & GOV-03 A : a 5
if significant changes occur to ensure their continuing suitability, adequacy
Policy and Procedures Resilience Program e
o2 “application Partiioning _|7°€ FDE for speciic NIST 5P 60053 control detalls Functional Subset Of Application Partitioning | SEA-03.2 |MEChanisms exist to separate user functionality from system management 0
Interfaces for th of system at interfaces to [Mechanisms exist to separate user functionality from system management
SC2(CE1) Usor Inon-privileged users. Functional Subset O Application Partitioning |  SEA-03.2 10
Information in Shared _[See FDE for specific NIST SP 800-53 control details. Information In Shared [Mechanisms exist to prevent unauthorized and unintended information
sc4 System Resources Functional Subset Of Resources SEA05ltransfer via shared system resources. 10
See FOE for specific NIST 5P 800-53 control detalls. IMechanisms exist to monitor and control communications at the external
sc7 Boundary Protection Functional | Intersects With | Boundary Protection NET-03 e undory and ot key Internal boundaries within the network 5
imit the number of external network connections to the system. IMechanisms exist to limit the number of concurrent external network
SC-7(CE3) Access Points, Functional Subset Of | Limit Network Connections | NET-03.1 |1 oo e o O e e O e analor sarvices (TAAS) 10
IN/A
External nal Mechanisms exist to maintain a managed interface for each external
SC-7(CE-4) Telecommunications Functional Subset Of Telecommunications NET-032 | telecommunication service that protects the confidentiality and integrity of 10
rvices the information being transmitted across each interface.
implement a managed interface for each external telecommunication service;
External External Mechanisms exist to maintain a managed interface for each external
SC7(CE4)a Telecommunications Functional Subset O Telecommunications NET-03.2 | telecommunication service that protects the confidentiality and integrity of 10
Services Services e information being transmitted across each interface.
[Estabiish a traffic flow policy for each managed interface;
al nal Mechanisms exist to maintain a managed interface for each external
SC-7(CE-4)b Telecommunications Functional Subset OF Telecommunications NET-03.2 | telecommunication service that protects the confidentiality and integrity of 10
rvices the information being transmitted across each interface.
[Protect the confidentiality and integrity of the information being transmitted
External lacross each interface; External Mechanisms exist to maintain a managed interface for each external
SC-7(CE-4).c Telecommunications Functional Subset Of Telecommunications NET-03.2 | telecommunication service tha protects the confidentalty and integriy of 10
Services Services the information being transmitted across each interfac
[Document each exception to the traffic flow policy with a supporting mission or’
External lbusiness need and duration of that need; nal Mechanisms exist to maintain a managed interface for each external
SC-7(CE-4).d Telecommunications Functional Subset O Telecommunications NET-03.2 | telecommunication service that protects the confidentiality and integrity of 10
rvices the information being transmitted across each interface.
[Review exceptions to the traffic flow policy at a minimum quarterly and remove
External lexceptions that are no longer supported by an explicit mission or business need: External Mechanisms exist to maintain a managed interface for each external
SCT(CE-4).e Telecommunications Functional Subset OF Telecommunications NET-03.2 | telecommunication service that protects the confidentiality and integrity of 10
Services rvices e information being transmitted across each interface.
[Prevent unauthorized exchange of control plane traffic with external networks;
External nal Mechanisms exist to maintain a managed interface for each external
SC-7(CE-4).f Telecommunications Functional Subset Of Telecommunications NET-03.2 | telecommunication service that protects the confidentiality and integrity of 10
rvices the information being transmitted across each interface.
[PUbIish information to enable remote networks to detect unauthorized control
External lplane traffic from internal networks; a nal Mechanisms exist to maintain a managed interface for each external
SC-7(CE-4).g Telecommunications Functional Subset Of Telecommunications NET-032 | telecommunication service that protects the confidentiality and integrity of 10
i rvices the information being transmitted across each interface.
[Filter unauthorized control plane traffic from external networks.
External External Mechanisms exist to maintain a managed interface for each external
SC7(CE4)h Telecommunications Functional Subset O NET-03.2 service that protects the confidentiality and integrity of 10
Services Services the information being transmitted across each interface.
[Deny network communications traffic by default and allow network IMechanisms exist to configure firewall and router configurations to deny
SC-7(CE5) Deny by Default - Allow by |communications traffic by exception on information systems where FTi is Functional Subsetor | Deny Traficby Default & | nET.04.1  [network traffic by default and allow network traffic by exception (e.g., deny 10
xception laccessed, processed, stored, or transmitted. low Traffic by Exception lal, permit by exception).
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Prevent Split Tunneling for

[Prevent split tunneling for remote devices connectmg to organizational systems

IMechanisms exist to prevent split tunneling for remote devices unless the

Supporting Guidance: Wireless communications are vulnerable to interception,
(denial of service and deception. Under any circumstances, use of wireless to
ltransmit or receive information sensitive to disclosure can present significant
risks. When implementing this policy. bureaus should recognize the convergence
of (point-to-point) PTP devices with those described

7(CE- lunless the split tunnel is securely provisioned usin i '
SC7(CET) Remote Devices ? P Functional Subset Of Split Tunneling CFG-034 Lot tunnel is securely provisioned using organization-defined safeguards. 10
individual Users shall not have the abilty to configure SpIt tunneling
e Prevent Split Tunneling for y IMechanisms exist to prevent split tunneling for remote devices unless the
SCHCETa Remote Devices Functional Subset Of slit Tunneling CFG-034 Lot tunnel is securely provisioned using organization-defined safeguards. 10
Prevent Split TUnNeling for [fueonao e s emi-anpually on each workstation with spit IMechanisms exist to prevent split tunneling for remote devices unless the
7(CE- ltunneling enabled. Auditing must include: ’
SCHCETMD mote Devices 9 9 Functional Subset Of Selit Tunneling CFG-034 lepiit tunnel is securely provisioned using organization-defined safeguards 10
Prevent Split Tunneling for [t s e ey aUthorized for spit tunneling have it enabled in their user IMechanisms exist to prevent split tunneling for remote devices unless the
7(CE- Tofle o policy object i '
SC-7(CE-7)b.1 Remote Devices - P policy Functional Subset Of Split Tunneling CFG-034lcpiit tunnel is securely provisioned using organization-defined safeguards o
[Fhere 1s a continued need for Spit tunneling for the user
e Prevent Split Tunneling for y exist to prevent split tunneling for remote devices unless the
SCT(CETI b2 Remote Devices Functional Subset Of split Tunneling CFG-03.4 lspiit tunnel is securely provisioned using organization-defined safeguards. 10
Prevent Split Tunneling for |[aarkeraiion - ° °"ori#ed spit tunneling configurations are present on the Mechanisms exist to prevent split tunneling for remote devices unless the
7(CE- workstation i ’
SCT(CET)b.3 Remote Devices Functional Subset Of slit Tunneling CFG-034  lepiit tunnel is securely provisioned using organization-defined safeguards. 10
Prevent Split Tunneling for | 0t Cecking is enabled and configured on the VPN server; IMechanisms exist to prevent split tunneling for remote devices unless the
SCT(CET).C mote Devices Functional Subset Of Selit Tunneling CFG-034 lepiit tunnel is securely provisioned using organization-defined safeguards 10
Prevent split Tunneling for |->1"® e 05 s supported IMechanisms exist to prevent split tunneling for remote devices unless the
Scr(CED el Remote Devices Functional Subset Of Split Tunneling CFG-034lepiit tunnel is securely provisioned using organization-defined safeguards 10
Prevent Split Tunneling for |->""® 112t antimalware is installed and up to date Mechanisms exist to prevent split tunneling for remote devices unless the
SC7(CENc2 Remote Devices Functional Subset Of Split Tunneling CFG-03.4 |(hit tunnel is securely provisioned using organization-defined safeguards. 10
[The most current hotfixes are applied
Prevent Split Tunneling for IMechanisms exist to prevent split tunneling for remote devices unless the
SCTICET)c.3 mote Devices Functional Subset Of Selit Tunneling CFG-034 lepiit tunnel is securely provisioned using organization-defined safeguards 10
Prevent Split Tunneling for |\92"Y-defined additional parameters IMechanisms exist to prevent split tunneling for remote devices unless the
SC(CED 4 Remote Devices Functional Subset Of Split Tunneling CFG-03.4  lepiit tunnel is securely provisioned using organization-defined safeguards. 10
[Route internal communications traffic to external networks through
lauthenticated proxy servers at managed interfaces.
Supplemental Guidance: External networks are networks outside of
organizationa conrol. A proxy server s  server (. system or spplicaton) that
acts as an intermediary for clients requesting system resources from
lorganizational or other organizational servers. These system resources can
include, for example, files, connections, web pages or services. Client requests
lestablished through an initial connection to the proxy server are evaluated to
Route Trafficto | manage complexity and to provide additional protection by limiting direct Route Internal Traffic to Mechanisms exist to route internal communications traffic to external
SC-7(CE-8) |Authenticated Proxy Servers|connectivity. Web content fitering devices are one of the most common proxy Functional | Intersects With bl NET-18.1  |networks through organization-approved proxy servers at managed s
Iservers providing access to the Internet. Proxy servers can support logging of iinterfaces.
individual Transmission Control Protocol sessions and blocking specific Uniform
IResource Locators, Internet Protocol addresses and domain names. Web proxies
lcan be configured with organization-defined lsts of authorized and unauthorized
websites.
[Route internal communications traffic to external networks through
cuthenticated proxy servers at managed nterfaces.
Supplemental Guidance: External networks are networks outside of
organizational contol. A roxy server s a server (. system o spplicaton) that
acts as an intermediary for clients requesting system resources fror
organizational or other organizational Servers, These system resources can
include, for example, files, connections, web pages or services. Client requests
lestablished through an initial connection to the proxy server are evaluated to Mechanisms exist to force Internet-bound network traffic through a prox
Route Trafficto | manage complexity and to provide additional protection by limiting direct ldevice (e.q., Policy Enforcement Point (PEP) for URL content filtering and
SC7(CE-8) foh eb content fltering devices are one of the most common proxy Functional | Intersects With | DNS & Content Fitering | NET-1s (35455 (9. Poliey Enforeement Foint () for URL content fitering anc, 5
servers providing access to the Interet. Proxy servers can support logging of Intermet sites,
individual Transmission Control Protocol sessions and blocking specific Uniform
IResource Locators, Internet Protocol addresses and domain names. Web proxies
lcan be configured with organization-defined lsts of authorized and unauthorized
websites.
SCICES) U s A Functional Subset Of Soundary Protection NET-03 Mechanisms exist to monitor and control communications at the external "
~T(CE- utgoing Comunicat uncti ul undary 3 B network boundary and at key internal boundaries within the network
Restric Theatening _Detect and deny outgoing commurications Gafic posing a fhieat o extenal
Mechanisms exist to monitor and control communications at the external
7(CE- systems; and y
SC-7(CE9).a Outgeing Commurications (5% Functional Subset Of Boundary Protection NET-03 PRSNGSR A A 10
Restrict Threatening _|AUGIt the identity of internal users associated with denied communications.
Mechanisms exist to monitor and control communications at the external
SC-7(CE-9).b Outgaing Communications Functional Subset Of Boundary Protection NET-03 B T b as I s o e extarn 10 10
VA Prevent Unauthorized ‘Automated mechanisms exist to prevent the unauthorized exfitration of
SC-7(CE-10) Prevent Exfiltration Functional Subset Of o nau NET-03.5 e o e e otariacen 10 10
[Prevent the exfitration of information; and Prevent Unauthorized Automated mechanisms exist to prevent the unauthorized exfiltration of
SCTICE102 Prevent Exfiltration Functional Subset Of Exiltration NET-03.5 sensitive/regulated data across managed interfaces. 10
[Conduct exfltration tests at least semi-annually Prevent Unauthorized ‘Automated mechanisms exist to prevent the unauthorized exfiltration of
SC-7(CE-10)b Prevent Exfiltration Functional Subset Of 0t Unauthe NET-03.5 e e oz 10
(Only allow incoming communications from agencydefined authorized sources fo Mechanisms exist to configure firewall and router configurations to deny
7(CE- Restrict Incoming _ loe routed to agency-defined authorized destinations. Deny Traffic by Default & y
SC-7(CE-11) o O gency Functional | Incersects with | Ser Trofic by Default & | nET.04.1 |network trafic by default and allow network traffic by exception (e.g., deny 5
all, permit by exception)
Restrict INcoming_ e Poated t6 sy doad sothones fecemiaaned authorized sources to Mechanisms exist to monitor and control communications at the external
7(CE- Ibe routed to agency-defined authorized destinations. :
SC-7(CEAL) Communications Traffic gency Functional | Intersects With | Boundary Protection NET-03 |, etwork boundary and at key internal boundaries within the network. 5
implement firewalls and intrusion detection systems at access points and end Host-Based Security Mechanisms exist to implement underlying software separation mechanisms
SC7(CE12) Host-Based Protection |ugar equipment as appropriate. Functional Subset Of Function Isolation END-16-1 |to facilitate security function isolation. 0
[Route networked. privileged accesses through a dedicated, managed interface [Automated mechanisms exist to route networked, privileged accesses
SCT(CE15) Networked Privileged  or purposes of access control and auditing Functional subsetof | Route Privileged Network | wer.153  fthrough a dedicated, managed interface for purposes of access control and 10
louditing
Automated Enforcement of |- 0"c® 2dherence to protocol formats Web Application Firewall IMechanisms exist to deploy Web Application Firewalls (WAFs) to provide
SCI(CE1T) Protocol Format Functional Subset OF (WAF) WEB-03 jefense-in-depth protection for application-specific threats. 10
[Prevent systems from entering unsecure states in the event of an operations
failure of & boundary protection area. et Mechanisms it 0 faciiate the implementation ofindustry recosrized
e ecure Engneering o1 [security, compliance and resilience practices in the specification, design,
SC-7(CE-18) Fail Secure Functional | Intersects With princi SEAOL enee pEb e s
|Applications andjor Services (TAAS).
[Agencies shall implement and manage boundary protection (typically Using
firewalls) at trust boundaries. Each trust boundary shall be monitored and
lcommunications across each boundary shall be controlled.
Supplemental Guidance: For the purposes of this requirement, trust boundary is
defined as a border between two connected zones with different trust levels.
Supplemental Guidance: This requirement is meant for border firewalls only.
Iinternal firewalls used for network segmentation do not need to be stateful. Mechanisms exist to monitor and control communications at the external
SC-7(RS-Defined)-1 A Supplemental Guidance: This capabilty should be placed inline. Wherever Functional Subset Of Boundary Protection NET-03 |network boundary and at key internal boundaries within the network. 10
lpossible, intrusion prevention capabilities should be utilized
[Agencies must block known malicious sites (inbound or outbound), s identified
to the agency from US-CERT, MS-ISAC or other sources, at each Internet Access
Point (unless explicit instructions are provided to agencies not to block specific
sites). Blocking is to be accomplished within two business days following release
of such sites.
Supplemental Guidance: US-CERT issues a monthly list of known
Imalicious/suspicious sites as well as ad hoc notices as needed. MS-ISAC provides
information to its member organizations about potential threat vectors as well
Supplemental Guidance: Malicious beaconing activity can sometimes be detected| N . : " !
(RS- § loy enabling log capture on network devices such as proxies, DNS servers and 03 |Mechanisms exist to monitor and control communications at the external
SC-7(RS:-Defined)-2 NA routers o fecord a 0g of possible communications with specific domains. Functional | SubsetOf | Boundary Protection NET-03 lnctwark boundary and at key internal boundaries within the network o
(Creating logs allows an administrator to see precisely which internal network
Inosts are originating communications to those domains. The internal |
addresses responsible for the communications should be the first places for
incident response and mitigation for removal of malware.
See FDE for specific NIST 5P 800-53 control detals.
. Transmission Confidentiality ; 03 |Cryptographic mechanisms exist to protect the confidentiality of data being
sc e o Functional | Intersects With [Transmission Confidentiality| ~ CRY-03  |CYPo0raF 5
Transmission Confidentiality|>2¢ "0 o SPecific NIST SP 800-53 control details |cryptographic mechanisms exist to protect the integrity of data being
sce o Functional | Intersects With |  Transmission Integrity CR-04  |CYPLograRt 5
implement cryptograp Lo prevent Alternate Physical exist to prevent disclosure of
- 8(CE- disclosure of information and detect changes to information during transmission. .
SC-B(CE-1) Cryptographic Protection g 9 Functional | Intersects With ate Phys RY-0L1 B e e et eane s
implement 0 pre s of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic
SC-8(CE-1) Cryptographic Protection [disclosure of information and detect changes to information during transmission. |  Functional | Intersects With cU:fmlg phi CRY-01 |protections controls using known public standards and trusted cryptographic 5
jtechnologies.
o ement o e [cryptographic mech t to protect the confidentiality of data by
SC-B(CE-1) Cryptographic Protection [(Scosure of Horaton and detect changes t information durng transmission. | Functonsl | ntersects With [Transmission Confcentilty]  CRY-03 [Cryptographic mechanisms exist to protect the confidentiality of data being 5
[Agencies shall ensure appropriate transmission protections are in plac
commensurate with the Righest sensitvly of mformation to be discussed over
video and voice telecommunication and teleconferences.
Supporting Guidance: Voice, video and multimedia communications can occur
lover traditional or digital telephone systems, cellular or other wireless networks
or data networks. Transmitting voice, video, or multimedia communications over
lpacket-switched networks (such as Local Area Networks) that were designed for
data transfer rather than over dedicated circuit networks raises security
concerns.
SC8(RS Defined) m Functional | Intersects With r CR.03 [Cryptographic mechanisms exist to protect the confidentiality of data being s
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lAgencies shall ensure appropriate transmission protections are in place
lcommensurate with the highest sensitivity of information to be discussed over
video and voice telecommunication and teleconferences.
Isupporting Guidance: Voice, video and multimedia communications can occur
lover traditional or digital telephone systems, cellular or other wireless networks
lor data networks. Transmitting voice, video, or multimedia communications over
lpacket-switched networks (such as Local Area Networks) that were designed for
data transfer rather than over dedicated circuit networks raises security
[concerns. [Cryptographic mechanisms exist to protect the integrity of data bein
SC-8(IRS-Defined) NA Supporting Guidance: Wireless communications are vulnerable to interception, Functional | Intersects With |  Transmission Integrity cRv-04  [CVRIOCTAR P anty 9 5
ldenial of service and deception. Under any circumstances, use of wireless to
transmit or receive information sensitive to disclosure can present significant
risks. When implementing this policy, bureaus should recognize the convergence
of (point-to-point) PTP devices with those described.
[See FDE for specific NIST SP 800-53 control details, Network Connection [Mechanisms exist to terminate network connections at the end of a session
sc10 Network Disconnect Functional Subset Of Termination NET-07 lor after an organization-defined time period of inactivity. 10
Cryptographic Key [see FDE for specific NIST SP 800-53 control details. public Key Infrastructure exist to securely implement an internal Public Key
sc12 Establishment and Functional | Intersects With s CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 5
jprovider.
o3 Cryptographic Protection [0 FDE for specific NIST 5P 800-53 control details Fanctional | Inersects With | Encrypting Data A Rest | crv0s [P exist to prevent disclosure of data S
[See FDE for specific NIST SP 800-53 control details. Export-Controlled IMechanisms exist to address the exporting of cryptographic technologies in
sc13 Cryptographic Protection Functional | Intersects With Emooranny Y012 e relevant statutory and reguloton, reaumements H
[See FDE for specific NIST SP 800-53 control details. Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic
sc13 Cryptographic Protection Functional | Intersects With cO%{’mlg P! CRY-01 |protections controls using known public standards and trusted cryptographic 5
ltechnologies
[See FDE for specific NIST 5P 800-53 control details.
IMechanisms exist to unplug or prohibit the remote activation of collaborative
sc15 Scliaborative Computing Functional | Intersects with | Cellaborative Computing END-14  |computing devices with the following exceptions:(1) Networked whiteboards; 5
epl (2) Video teleconference cameras; and(3) Teleconference microphones.
FProvide an expTclt ndication of current partcipants i meelings [hat voive F1I
S Explicity Indicate Curent Explicitly Indicate Current g |Automated mechanisms exist to provide an explicit indication of current
SC-15(CE-4) Cipants without the explicit knowledge of other parti Functional Subset Of feio D142 e oG mectings and tolocaniornces. 10
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to securely implement an internal Public Key Infrastructure
sc17 Fublic Key Infrastructure Functional | Intersects with | PUPIIC Key Bastructure | cqy.0g - (pii) infrastructure or obtain PKI services from a reputable PKI service H
fprovider.
18 Mobile Code [See FDE for specific NIST 5P 800-53 control details. Functional | intersects with Mobile Code END10 [Jechartems exit 0 address mobile code / operating system ndependent S
identity unacceptable mobile code and take corrective actions,
scasceD) Identify Unacceptable Code v P Functional | Intersects With vPM-02 exist to ensure that vulnerabilities are properly identified, s
and Take Corrective Actions Process ltracked and remediated.
[identify unacceptable mobile code and take corrective actions.
Identify Unacceptable Code Mechanisms existto address mobile code / operating system-independert
SC-18(CE-1) o e Functional | Intersects With Mobile Code END-10 5
dentify unacceptable mobile code and take corrective actions.
scasceD) Identify Unacceptable Code Functional | Intersects with | Continuous Vulnerability | oy o0 Mechanisms exist to address new threats and vulnerabilities on an ongoing s
and Take Corrective Actions Remediation Activities Ibasis and ensure assets are protected against known attacks.
Acquisition, Development [ oo ne 2cauisition, development. and use of moble cade to be deployed Software Licensing IMechanisms exist to protect Intellectual Property (IP) rights with software
- 18(CE- 3 in the system meets IRS Publication 1075 requirements. i g i
SC-18(CE-2) i y: a Functional | Intersects With et AST-02.7 e e tione. H
‘Acquisition, Development_[Verify that the acquisition, development, and Use of mobile code to be deployed [Mechanisms exist to address mobile code / operating system-independent
SC-18(CE-2) and Use in the system meets IRS Publication 1075 requirements. Functional | Intersects With Mobile Code END-10  lapplications °
Secure Name/Address _[5ee FDE for specific NIST 5P 800-53 control details Ibomain Name Service (DNS) [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
sc20 Resolution Service Functional | Intersects With A NET-10 [designed, implemented and managed to protect the security of name / 5
(Authoritative Source) ut jaddress resolution
[Provide data origin and integrity protection artifacts for internal name/address b Name s on)| IMechanisms exist to ensure Domain Name Service (DNS) resolution is
5C-20(CE-2) Data Origin and Integrity ~[resolution queries. Functional | Intersects with |02 8IS BTce NET-10 (designed, implemented and managed to protect the security of name / 5
Jaddress resolution.
[See FDE for specific NIST SP 800-53 control details,
secure Name/Address P Secure Name ] Address IMechanisms exist to perform data origin authentication and data integrity
sc21 (Recursive or Cathin Functional Subset OF (Rocuaive oo NET-102  |verification on the Domain Name Service (DNS) resolution responses 10
9 ery 0 Ireceived from authoritative sources when requested by client systems.
[See FDE for specific NIST 5P 800-53 control details.
frchiecture and P Architecture & Provisioning IMechanisms exist to ensure systems that collectively provide Domain Name
sc22 Namgdges Resm tion Functional Subset Of me / Address NET-10.1  [Service (DNS) resolution service are fault-tolerant and implement 10
utl Resolution Service linternal/external role separation.
o Session Authenticity |P2¢ FDE 107 sPecific NIST 5P 800-53 control detail. Functional Subset Of Sesslon Integrity NET.09 [ MEchanisms exist o protectthe suthenticty and iniegry of communications 0
Invalidate Session dentifies|Invalidate session identifiers Upon User I0GOUE or Other session termination. Invalidate Session [Automated mechanisms exist to invalidate session identifiers upon user
sc23(cen) at Logout Functional Subset Of Identifiers at Logout NET-09-1 liogout or other session termination 10
(Generate a unique session [Gentifier for each session With session with agency-
ldefined randomness requirements and recognize only session identifiers that are
system-generated
Supplemental Guidance: Generating unique session identifiers curtails the ability
SC-23(CE-3) Unigue System-Generate lof adversaries to reuse previously valid session IDs. Employing the concept of Functional Subsetor | Unique System-Generated | gr.qg,  [Automated mechanisms exist to generate and recognize unique session 10
ession Identifiers randomness in the generation of unique session identifiers protects against ession Identifiers [dentifiers for each session
lbrute-force attacks to determine future session identifiers
Alowed Cortf (Only allow the use of agency-Gefined certificate authorities for verification of the [Automated mechanisms exist to enable the use of organization-defined
SC-23(CE-5) °ﬁi hoﬁ";s‘a‘e of protected sessions. Functional Subset Of Certificate Authorities CRY-11 [Certificate Authorities (CAs) to facilitate the establishment of protected 10
Jsessions.
y Protection of Information at [see FDE for specific NIST 5P 800-53 control detals, Endpoint Protection y IMechanisms exist to protect the confidentiality, integrity, availability and
sc28 Rest Functional | Intersects With Measures END-02 |cafety of endpoint devices s
28 Protection of Information at [see FDE for specific NIST 5P 800-53 control details, Functional | Intersects With | Encrypting Data At Rest | CRv0s [CYPLod exist to prevent disclosure of data S
implement cryptographic mechanisms to prevent unauthorized Fchosure and
Imodification of FTI at rest on end user computing systems (i.e., desl ICryptographic mechanisms exist to prevent the unauthorized disclosure
SC-28(CE-1) Cryptographic Protection mmme,s laptop computers, mobile devices, portable and ,emwame storage Functional | Intersects With | Cryptographic Protection | BCD-11.4 a"{ﬁorgmo’;m(am" of backup mmn‘\’am" 5
ldevices) in non-volatile storage.
implement o prevent Gisclosure and
Imodification of FTi at rest on end user computing systems (i., deskto lcr exist to prevent disclosure of data
SC-28(CE-1) Cryptographic Protection |computers, laptop computers, mobile devices, portable and removable storage Functional | Intersects With | Encrypting Data AtRest |  CRY-05  |-7/Pr P 5
ldevices) in non-volatile storage.
mplement cr disclosure and
modification of FTI at rest on end user computing systems (i., deskto |cryptographic mechanisms exist to protect the integrity of data bein
SC-28(CE-1) Cryptographic Protection |computers, laptop computers, mobile devices, portable and removable storage Functional | Intersects With | Transmission Integrity CRY-04  |CYPLoOTaRY o ority 9 5
levices) in non-volatile storage.
mplement to prevent disclosure and
Imodification of FTI at rest on end user computing systems (i.e., deskto Encrypting Data In Storage [Cryptographic mechanisms exist to protect the confidentiality and integrity
SC-28(CE-1) Cryptographic Protection [computers, laptop computers, mobile devices, portable and removable storage Functional | Intersects With e DCH-07.2  [of information stored on digital media during transport outside of controlled 5
ldevices) in non-volatile storage. jareas.
External Malicious Code [See FDE for specific NIST SP 800-53 control detalls. [Mechanisms exist to utilize honeyclients that proactively seek to identify
S35 Identification Functional Subset Of Honeyclients SEA12 |malicious websites andfor web-based malicious code: 10
sc30 process Isolation _[5¢€ FDE for specific NIST SP 800-53 control detalls. Functiona! Subset Of process Isolation sEa0a  |Mechanisms exist to implement a separate execution domain for each o
lexecuting process.
[See FDE for specific NIST SP 800-53 control details, N
scas System Time Functional | Intersects with | . Synchronization With MON-07.1 | Mechanisms exist to synchronize internal system clocks with an authoritative s
Synchronization Authoritative Time Source ftime source.
System Time Synchronization with Authoritative Time Source: Synchronization With IMechanisms exist to synchronize internal system clocks with an authoritative
SCAS(CED) Synchronization Functional Subset Of | authoritative Time Source | MON07-1 fime source. 10
[Compare the internal system clocks daily with an agency-defined authorftative
S System Time lime source: and Synchronization With " IMechanisms exist to synchronize internal system clocks with an authoritative
SCAs(CED)a Synchronization ! g Functional Subset Of | authoritative Time Source | MON-071 ltime source. 10
System Time o e S K e fumoriiative time source when the Synchronization With IMechanisms exist to synchronize internal system clocks with an authoritative
45(CE- time diff ter th ~defined t d. X
SC-45(CE-1).b Synchronization {me difierence 15 greater than agency-defined time perio Functional SubsetOF |\ iatve Time Source | MON-07-1 oot 10
/A INo applicable SCF control
SYSTEM AND INFORMATION .
419 o Functional | No Relationship NIA NA NA 4
[See FDE for specific NIST SP 800-53 control details.
systam and Information 2 perioic Review & Updata of Mecteriams cxist to review the securty, Complsnce & Resllence Propram
sl Integrity Policy and Functional | Intersects With | Security, Compliance & Gov-03 ¢ . Including policies, standards and procedures, at planned intervals or 5
oY ey e, Compance if significant changes occur to ensure their continuing suitability, adequacy
9 |and effectiveness.
[See FDE for specific NIST SP 800-53 control details, N reiitate the i o ]
IMechanisms exist to facilitate the implementation of industry-recognize
System and Information ! u
Secure Engineering lsecurity, compliance and resilience practices in the specification, design,
si1 Integriy Poicy and Functional Subset O Princioles SEA0L o O remnalogy Assete 10
|Applications andjor Services (TAAS).
oystem and Information|5°¢ FDE for SPeCific NIST SP 80053 control details Pbishing Securt
ystem and Information ublishing Security,
IMechanisms exist to establish, maintain and disseminate policies, standards
si1 Integrity Policy and Functional | Intersects With | Compliance & Resilience | ~ GOV-02 g d 5
FAAA e e land procedures necessary for secure, compliant and resilient capabilities.
[See FDE for specific NIST 5P 800-53 control detals, Vulnerability & Patch
IMechanisms exist to facilitate the implementation and monitoring of
si-2 Flaw Remediation Functional | Intersects With | - Management program VRM0L ey management controls 5
See FOE for specific NIST SP 800-53 control detalls Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
sz Flaw Remediation Functional | Intersects With atching VPM-05 |assets, Applications andjor Services (TAAS), including firmware s
[See FDE for specific NIST 5P 800-53 control detals. ‘Automatic Antimaiware [Automated mechanisms exist to update antimalware technologies, including
si2 Flaw Remediation Functional | Intersects With anature Updates END-04.1 [ aftions H
[Determine if system components have appiicable securityrelevant software and
S12(CE-2 Automated Flaw  [firmware updates installed using automated mechanisms at a minimum monthly; Automated Remediation |Automated mechanisms exist to determine the state of system components
-2(CE2) R o eitrs |daily for networked workstations and malicious code protection Functional | Intersects With VRM-05. 2 o fiow remediation 5
Time to Remediate Flaws [N/A Time To Remediate /
SI-2(CE-3) and Benchmarks for Functional Subset Of | Benchmarks For Corrective | VPM-05.3 Mechanlsms exist to track the effectiveness of remediation operations 10
through metrics reporting.
Corrective Actions ction
Time to Remediate Flaws | Measure the time between flaw identification and flaw remediation; and Time To Remediate /
SI2(CE-3).a and Benchmarks for Functional SubsetOf | Benchmarks For Corrective |  VPM-05.3  [tjechanisms exist to track the effectiveness of operations 10
Corrective Actions 9 porting
Time to Remediate Flaws |Estabiish the following benchmarks for taking corrective actions: Agency defined Time To Remediate /
SI-2(CE-3). and Benchmarks for |based on criticality. Functional SubsetOf | Benchmarks For Corrective | VPM-05.3 [}fechanisme exist to track the effectiveness of operations 10
Corrective Actions n ugh metrics reporting.
Automated Patch  [cmPI0Y automated patch tools to facilitate flaw toall Automated Remediation lautomated mechanisms exist to determine the state of system components
-2(CE- [FT! systems that includes but not limited to mainframes, workstations, ¥
5I-2(CE-4) s ystems that ncludes Functional | Intersects With VRML05. 2 o flow remediation. 5
Automated Patch [Employ automated patch tools to facilita toall Automated Software & lautomated mechanisms exist to install the latest stable versions of security-
-2(CE- [FT1 systems that includes but not limited to mainframes, workstations, ¥ -
Sk2(CE4) Tools e tione, and network Functional | Intersects With Firmware Updates VPM-05.4 | elevant software and firmware updates s
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[Employ automated patch management tools to facilitate flaw remediation to all

Centralized Management of

and Response

- 2(CE- Automated Patch |7y systems that includes but not limited to mainframes, workstations ¥ .
SI-2(CE-4) s v hot includes . 3 Functional | Intersects With [SEnteIZed MaNaGOMENt Of | vpw-05.1  [Mechanisms exist to centrally-manage the flaw remediation process H
[Employ automated patch management tools to facilitate flaw remediation to al
2(CE- Automated Patch (71 gystems that includes but not imited to mainframes, workstations, Software & Firmware ’ Mechanisrs exstto conduct software patching for alldeployed Technology
SI-2(CE-4) Tools S tions, aad network g g Functional | Intersects With Patching VPM-05  assets, Applications and/or Services (TAAS), including firmware. s
‘Automatic Software and _|Install security-relevant software and firmware Updates automaticaly to all F11 ‘Automated Software & [Automated mechanisms exist to install the latest stable versions of security-
St2ice5) Firmware Updates __|systems. Functional | Intersects With Firmware Updates VPM-054 |relevant software and firmware updates. s
Removal of Previous ey B o e O e o sy ¢ TTmWare Removal of Previous IMechanisms exist to remove old versions of software and firmware
-2(CE- lcomponents after updated versions have been installed. X
51-2(CE-6) Versions of Software and P P Functional Subset OF o VRM-05.5 L ante after updated versions nave been installed 10
[The agency shall ensure that, upon daily power up and connection to the
lagency’s network, workstations (as defined in policy and including remote
lconnections using GFE workstations) are checked to ensure that the most recent
(RS Def lagency-approved patches have been applied and that any absent or new patches| Software & Firmware ’ IMechanisms exist to conduct software patching for all deployed Technology
SI-2(RS-Defined) QS e applied as necessary or otherwise checked not less than once every 24 hours| ~ "unctional Subset Of Patching VPM-05  assets, Applications and/or Services (TAAS), including firmware. 10
(excluding weekends, holidays, etc.
[See FDE for specific NIST SP 800-53 control details,
53 Malicious Code Protection Functional | Intersects with | Software & Firmware .05 [Mechanisms exist to conduct software patching for all deployed Technology s
ching |Assets, Applications and/or Services (TAAS), including firmware.
[See FDE for specific NIST SP 800-53 control detals Vulnerability & Patch
- i ’ IMechanisms exist to facilitate the implementation and monitoring of
si-3 Malicious Code Protection Functionsl | Inersects Wit | - Mansgement Program P01y managemant tontrols H
e FOE for specific NIST SP 800:53 control detalls. Malicious Code Protection exist to utilize to detect and eradicate
si-3 Malicious Code Protection Functional | Intersects With At Matware) END-04  [Mechamsme ox 5
[See FDE for specific NIST 5P 800-53 control details. Heuristic / Nonsignature- [Mechanisms exist to utilize heuristic / nonsignature-based antimalware
si-3 Malicious Code Protection Functional | Intersects With B Dotaaney END-04.4 o capabiit 5
[See FDE for specific NIST 5P 800-53 control details.
Safequarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
sI-3 Malicious Code Protection Functional | Intersects With 9 o Ngl ks NET-12  |security protocols to safeguard sensitive/regulated data during transmi 5
P we lover open, public networks.
[See FDE for specific NIST 5P 800-53 control details. ‘Automatic Antimalware [Automated mechanisms exist to update antimalware technologies, including
si3 Malicious Code Protection Functional | Intersects With onatire Updates D041 [ ations 5
513 Malicious Code Protection [°2¢ FDE for specific NIST 5P 800-53 control details Functional | Intersects With |  Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
[Al remavable media must be scanned for malicious code upon introduction of IMechanisms exist to ensure that anti-malware technologies are continuously
e media into any system on the network and before users may access the running in real-time and cannot be disabled or altered by non-privilege
5I-3(IRS-Defined)-1 NA Imedia. Functional Subset OF Always On Protection END-04.7 [ lece specifically authorized by mansgement ona case by-case basis 10
ffor a limited time perio
e e e ek s updates fo Talcous code IMechanisms exist to ensure that anti-malware technologies are continuously
scanning tools, including anti-virus (AV) and anti-spyware software and intrusion running in real-time and cannot be disabled or altered by non-privileged
SI-3(RS-Defined) 2 NA Getection taols and when updates are avallable, Implement on all devices on Functional Subset Of Always On Protection D 04,7 e specifically authorived by mansgement on 2 cate by cose basis 10
which such tools reside lfor a limited time period
Si4 System Monitoring  |°¢¢ FDF for specific NIST SP 800-53 control details. Functional | Intersects With | Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
[See FDE for specific NIST SP 800-53 control details. Centralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
si4 System Monitoring Functional | Intersects with | CC0Uralzed Cotlection MON-02  [similar automated tool, to support the centralized collection of security- H
Y 9 related event logs.
[See FDE for specific NIST 5P 800-53 control detals.
Safequarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
sl-4 System Monitoring Functional | Intersects With g o Ngtworks NET-12  |security protocols to safeguard sensitive/regulated data during transmi 5
P lover open, public networks.
4 System Monitoring [0 FDE for Specific NIST SP 800-53 control detals. Functional | Intersects With | _ Continuous Monitaring MoN-01 xeocnﬁnr:irgns‘::\f; to facilitate the implementation of enterprise-wide S
oystem-wide Intrusion _|Connect and configure individual intrusion detection tools into a system-wide Intrusion Detection & [Mechanisms exist to implement Intrusion Detection / Prevention Systems
SI-4(CE-1) i syt fintrusion detection system. Functional Subset Of | Prevention Systems (IDS & | MON-01.1 [IDS / IPS) technologies on critical systems, key network segments an 10
Vs 1PS) Inetwork choke points.
ETiploy SUtomated tools and mechansis t SUpporE hear reak e analysis o
Automated Tools and hg;’f‘:m&“a‘ A A e v A Automated Tools for Real- IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
SI-4(CE-2) Mechanisms for Real-Time |y o 0080, T oty O s O Starage b Vanagement Functional Subset OF ime Analysis MON-0L2 [similr automated tool, o support near real-time analysis and incident 10
ltechnologies that provide real-time analysis of alerts and notifications generated :
lby organizational systems.
Inbound and Outbound |/ Inbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
SHA(CE4) Communications Traffic Functional SubsetOf | communications Traffic | MON-023 | communications traffic for unusual or unauthorized activities or conditions. 10
[Determine criteria for unusual o Unauthorized activities or conditions for
Inbound and Outbound Inbound & Outbound IMechanisms exist to continuously monitor inbound and outbound
-4(CE- inbound and outbound communications traffic; y ly
Sh4(Ce-4)a Communications Traffic | utbou unicat Functional Subset OF Communications Traffic | MON-01-3 raffic for unusual or activities or conditions. 10
[Monitor inbound and outbound communications traffic continuously for unusual
Inbound and Outbound Inbound & Outbound IMechanisms exist to continuously monitor inbound and outbound
-4(CE- thorized activiti ditions. X ly
SHA(CE-4). Communications Traffic | "o orzed activities or conditions. Functional Subset OF Communications Traffic | MON-01:3 raffic for unusual or activities or conditions. 10
[Alert the appropriate agency personnel when the following system generated
indications of compromise or potential compromise occur: suspicious activity
reported from firewalls, intrusion detection systems, malware detection systems,
land other agency-defined security tools that report indications of compromise or
lpotential compromise.
Supplemental Guidance: Alerts may be generated from a variety of sources,
including, for exarmple, audicrecords or nputs from malicious code protection
echanisms, intrusion detection or prevention mechanisms or bol
lprotection devices such as firewalls, gateways, and routers. Alerts can be
lautomated, or they may be transmitted, for example, telephonically, by
lelectronic mail messages or by text messaging. Organizational personnel on the IMechanisms exist to generate, monitor, correlate and respond to alerts from
SI-4(CE-5) System-Generated Alerts _[alert notification list can include, for example, system administrators, mission or Functional Subset OF System Generated Alerts | MON-01.4 [physical, cybersecurity, data protection and supply chain activities to achieve| 10
usiness owners, system owners, system security officers or privacy officers. This integrated Situational awareness.
lcontrol enhancement focuses on the security alerts generated by the system.
|Aiternatively, alerts generated by organizations in SI-4(12) focus on information
ISources external to the system such as suspicious activity reports and reports on
lpotential insider threats
[Make provisions so that agency-defined encrypted communications traffic is
\visible to agency-defined system monitoring tools and mechanisms.
ISupplemental Guidance: Organizations balance the need to encrypt
lcommunications traffic to protect data confidentiality with the need to maintain
Visibility of Encrypted  |visibility into such traffic from a monitoring perspective. Organizations determine Visibility of Encrypted IMechanisms exist to configure the proxy to make encrypted communications
SH-4(CE-10) Communications  |whether the visibility requirement applies to internal encrypted traffic, encrypted | Functional Subset OF Communications NET-18:2raffic visible to monitoring tools and mechanisms 10
[traffic intended for external destinations, or a subset of the traffic types.
[Analyze outbound communications traffic at the external interfaces to the
system and selected agency defined interior points within the system to discover
lanomalies.
ISupplemental Guidance: Agency defined interior points include subnetworks and
nalyae € ISubsystems. Anomalies within agency systems include large file transfers, long- Mecheniams exist to e User & Enty Belhavior Analytics (UEBA) anclor
-4(CE- nalyze ftime persistent attempts to access information from unexpected % ser Activity Monitoring solutions to detect and respond to anomalous
SHA(CE-11) Traffic Anomalies |locations, the use of unusual protocols and ports, the use of unmonitored Functional Subset Of Anomalous Behavior MON-16loehavior that could indicate account compromise or other malicious 10
Inetwork protocols (e.g.. IPV6 usage during IPv4 transition) and attempted factivities.
lcommunications with suspected malicious external addresses.
[ATert agency-defined personnel of roles using automated mechanisms when the
Automated Organization-  |following indications of inappropriate or unusual activities with security or [Mechanisms exist to automatically alert incident response personnel to
SI-4(CE-12) e g alerts'™™ lorivacy implications occur: agency-defined activities that trigger events. Functional | Intersects With Automated Alerts MON-01.12 nappropriate or anomalous actviiesthat have potential securky incident 5
implications.
[ATert agency-defined personnel of roles using automated mechanisms when the
Automated Organization- |following indications of inappropriate or unusual activities with security or Real-Time Alerts of Event [Mechanisms exist to provide 24x7x365 near real-time alerting capability
SH4(CE-12) Gonerated Alerts  |privacy implications occur: agency-defined activities that trigger events. Functional | Intersects With Logging Failure MON-05-1 |y hven an event log processing failure occurs. °
Analyze Traffc and Covert e e o oD lcalions (o 2t external Inwerfaces to the system |automated mechanisms exist to implement Data Loss Prevention (DLP) to
-4(CE- land at the following interior points to detect covert exfiltration of information at 3
Ska(CE-18) Exfiltration Gency defined interior pointe within the system. Functional | Intersects With | Data Loss Prevention (LP) | NET-17 o grect sensitive information as it is stored, transmitted and processed s
[Analyze outbound communications traffic at exteral interfaces to the system
SIICE18) Analyze Traffic and Covert [3nd at the following interior points to detect covert exfiltration of information at |  Functional | Intersects with | Analyze Traffic for Covert | 1o 1) [Automated mechanisms exist to analyze network traffic to detect covert data s
xfiltration [agency defined interior points within the system. tration [exfiltration.
O ey e e et o Monitoring for Indicators of |Automated mechanisms exist to identify and alert on Indicators of
-4(CE- ise [indicators of compromise provided by government and non-government sources. X
SI-4(CE-24) Indicators of Compromise P o Y g 9 Functional | Intersects With Comaromise (100) MON-113  [ghlomatel e 5
[Discover, collect, and distribute to organization-defined personnel or roles,
lindicators of compromise provided by government and non-govemment sources File Integrity Monitoring IMechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-
SI-4(CE-24) Indicators of Compromise Functional | Intersects With M) MON-01.7 [detection technology. on critical Technology Assets, Applications and/or 5
Services (TAAS) to generate alerts for unauthorized modifications.
[ATT Internet Access Points/portals shall capture and retain, for at least one year,
inbound and outbound traffic header information, with the exclusion of approved
Internet *anonymous" connections, as may be approved by the agency CISO.
Supplemental Guidance: Iffwhen this information is captured and retained (one ech + to facilitate the implementation of ent a
SI-4(IRs-Defined) NA vear) by DHS via Project Einstein (or a similar service) (for the Internet access Functional Subset Of Continuous Monitoring MON-01  [Mechamsms exiet o (oclitate the implementation of enterprise-wide 10
Ipoint at hand) duplicative capturing/retention is not required. monitoring controls.
security Alerts, Ad [See FDE for specific NIST 5P 800-53 control details,
si-5 E‘“"a{m ;r:c'me"s'””“ Functional | Intersects With Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to maintain situational awareness of vulnerabilties and
Security Alerts, Advisories i levolving threats by leveraging the knowledge of attacker tactics, techniques
ks and Directives Functional | Intersects With | Threat Intelligence Feeds | - THR-03 \;g procedures to facilitate the implementation of preventative and s
|compensating controls.
[See FDE for specific NIST SP 800-53 control details, eryotograon N o motement ot ‘oaraohy and
ryptographic mechanisms exist to implement strong cryptography an
si-5 Securty Merts, Advisorles Functional | Intersects with | S2feguarding Data Over NET-12  fsecurity protocols to safeguard sensitive/regulated data during transmission 5
Op lover open, public networks.
[See FDE for specific NIST 5P 800-53 control details. N IMechanisms exist to utilize File Integrity Monitor (FIM), or similar
si7 Software, Firmware and Functional | Intersects with | E"JRolnt Fle tategrity END-06  [technologies, to detect and report on unauthorized changes to selected files 5
oy 9 land configuration settings.
[See FDE for specific NIST SP 800-53 control details, leryotograon N o motement ot coaraohy and
ryptographic mechanisms exist to implement strong cryptography an
si-7 Software, Firmware and Functional | Intersects with | S2feguarding Data Over NET-12  fsecurity protocols to safeguard sensitive/regulated data during transmission 5
oy Op |over open, public networks.
7 Software, Firmware and|See FDE for specific NIST 5P 800-53 control details. Functional | Intersects With |  Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
Information Integrity
[Perform an integrity check of software, firmware, and information at Startup; at
the identification of a new threat to which the information system s susceptible; IMechanisms exist to validate configurations through integrity checking of
SI-7(CE-1) Integrity Checks  |the installation of new hardware, software, or firmware; or at a minimum Functional Subset O Integrity Checks END-06.1 |1 e 9 ‘gh integrity 9 10
lannually.
[ Integration of Detection _[Incorporate the detection of the following Unauthorized changes into the Fanctiona! Subset Of Endpoint Detection & END-06.2 | Mechanisms exist to detect and respond to unauthorized configuration 0

incident response capability

Response (EDR)

[changes as incidents.

Secure Controls Framework (SCF)

36 of 37



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Desci

IRS 1075

SCF Control

Secure Controls Framework (SCF)
ontrol Description

Version 2026.1_x000a_03/27/2026

Integration of Detection [Unauthorized changes to baseline configuration setting; and Endpoint Detection & Mecharist exit to detect and respond to unauthorized configuration
SL7(CE-7).a oo Functional Subset Of o oy enD-062 [hechart 10
Integration of Detection |[Unauthorized elevation of system privileges. Endpoint Detection & e e et g respund o unauthorized configuration
Sk7(CEN D and Response Functional Subset Of Response (EDR) END-06-2|changes as cybersecurity incidents. 10
implement the following mechanisms to protect the integrity of boot firmware in )
SI-7(CE-10) Protection of Boot Frmware &ystem where FTI is accessed, processed, stored, and transmited: verifying the | Functional Subset Of |Protection of Boot Firmware| END-06.6 [AUtomated mechanisms exist to protect the integrity of boot firmware in 10
Ichecksum of downloaded firm [systems.
See FDE for specific NIST 5P 800-53 control detals. IMechanisms exist to utilize anti-phishing and spam protection technologies
sig Spam Protection Functional SubsetOf Phishing & Spam Protection| ~ END-08 [to detect and take action on unsolicited messages transported by electronic 10
mail
[Automatically update spam protection mechanisms at a minimum quarterly. Atomatic Soam and [Mechanisms exist to automatically update anti-phishing and spam protection
SI-8(CE-2) Automatic Updates Functional SUbset Of |y e oo Undates| END-08.2  [technologies when new releases are available in accordance with 10
9 P |configuration and change management practices
See FDE for specific NIST 5P 800-53 control detals.
Satequarding Data Over |cryptographic mechanisms exist to implement strong cryptography and
sI-10 Information Input Validation| Functional | Intersects With O oraris NET-12 [security protocols to safequard sensitive/regulated data during transmission 5
P lover open, public networks.
s10 Information Input Validation| ¢ ' DE for specific NIST SP800-53 control details Functional | Intersects With | Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to handie error conditions by:(1) dentifying potentially
lsecurity-relevant error conditions;(2) Generating error messages that provide
information necessary for corrective actions without revealing sensitive or
skl Error Handling Functional Subset Of Error Handling TOAL9 ostentially harmful information in error logs and administrative messages 10
[that could be exploited; and(3) Revealing error messages only to authorized
personnel.
See FDE for specific NIST 5P 800-53 control detals.
§ Information Management 1g  |Mechanisms exist to retain media and data in accordance with applicable
st12 and Retention Functional | Intersects With | - Media & Data Retention | DCH-18 kot tory, regulatory and contractual obligations, s
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
an organization-defined time period to fulfil the purpose(s) identified in the
Information Management Personal Data (PD) Inotice or as required by law;(2) Dispose of, destroys, erases, and/or
sk12 d Retention Functional | Intersects With | gerantion & Disposal PRI0S 1o honymizes the PD, regardiess of the method of storage; and(3) Use 5
lorganization-defined techniques or methods to ensure secure deletion or
|destruction of PD (including originals, copies and archived records).
Minimize Personally _|U5€ the following techniques to minimize the use of personally [dentifiable
demimze Pere0nalY i [information for research, testing. of traming: Submisaion of the DTR form for Limit Sensitive / Regulated Mechanisms exist to minimize the use of sensitive/regulated data for
SH12(CE-2) oo Aot on 1" |review and approval by RS Office of Safeguards Functional | Intersects With | Data In Testing, Training & | DCH-18.2  [research, testing, or training, in accordance with authorized, legitimate s
3 : business practices.
[Use the following techniques to minimize the use of personally identifiable
information for research, testing, or training: Submission of the DTR form for echanisms exist to address the use of Personal Data (PD) for internal
Minimize Personalh i i h b f the DTR form f Mech:  to address th f Personal Data (PD) for internal
(dentifiobla Information in_[eview and approval by IRs Office of Safeguards. Internal Use of Personal ltesting, training and research that:(1) Takes measures to limit or minimize
SI12(CE-2) bl Information, Functional | Intersects With |  Data (PD) For Testing, PRI-05.1  [the amount of PD used for internal testing, training and research purposes; 5
9, 9. Training and Research land(2) Authorizes the use of PD when such information is required for
internal testing, training and research.
7 See FDE for specific NIST 5P 800-53 control detals. o [Mechanisms exist to implement security safeguards to protect system
si-16 Memory Protection Functional Subset OF Memory Protection seado  [lechane ent security so 10
SUPPLY CHAINRISK [ N/A " No appiicable SCF control
420 AN Functional | No Relationship NA WA NA )
See FDE for specific NIST 5P 800-53 control detalls. IMechanisms exist to review the Security, Compliance & Resilience Program
SRl Manaperment Poliéy snd Functional | Intersects with | -Securly, Compliance & | GOv-g3  |(SCRP): including policies, standards ond procedures, at planned intervas or s
orocotures Rosilience Program if significant changes occur to ensure their continuing suitability, adequacy
9 Jond effectiveness.
ooy o o [Fe= FDE for specific NIST 5P 80053 control detals. P
upply Chain Ris ublishing Security,
Mechanisms exist to establish, maintain and disseminate policies, standards
SR-1 Managperrgteenéub’roe\;cy and Functional | Intersects With com%lwaacrzc;eér«“i:f‘soﬂr\‘ence GOV-02 lang procedures necessary for secure, compliant and resilient capabilities. °
Supply Chain Risk __[5ee FDE for specific NIST SP 800-53 control detalls. y
SR-1 Management Policy and Functional SubsetOf | Third-Party Management | TPM-01  [wechanisms exist to facilitate the implementation of third-party 10
Joment Poli Imanagement controls.
[See FDE for specific NIST 5P 800-53 control detals.
IMechanisms exist to develop a plan for Supply Chain Risk Management
(SCRM) associated with the development, acquisition, maintenance and
sR2 Supply Chaln Risk Functional | Intersects With |, SPP) Cheln A | Rsik09  fdisposal of Technology Assets, Applications andor Services (TAAS), including 5
9 9 |documenting selected mitigating actions and monitoring performance
lagainst those plans.
See FDE for specific NIST 5P 800-53 control detals.
Mechanisms exist to:(1) Evaluate security risks and threats associated with
g Supply Chain Risk Supply Chain Risk 03 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
SR2 Management Plan Functional | Intersects With | 22 gement (SCRM) TPM-03  \roke appropriate remediation actions to minimize the organization's 5
lexposure to those risks and threats, as necessary.
[EStabiish a supply chain risk management team consisting of agencydefined
Ipersonnel to lead and support the following SCRM activities: provide expertise in ety Chai Risk echanisms exist 1) Evaluae securty sk and treats sssacated with
-2(CE- acquisition processes, legal practices, vulnerabilities, threats, and attack vectors, upply Chain Ris . echnology Assets, Applications and/or Services supply chains; an
SR2(CE-1) Establish SCRM Team |28 ell as an understanding of the technical aspects and dependencies of Functional | Intersects With | - y2nagement (sCRM) TPM-03 (Fake appropriate remediation actions to minimize the organization's s
ystems lexposure to those risks and threats, as necessary.
See FOE f fic NIST 5P 800-53 control detall
Supply Chain Controls and | o=@ D o SPecific control details. Processes To Address IMechanisms exist to address identified weaknesses or deficiencies in the
sR3 Functional Subset Of TPM-03.3 10
Processes Weaknesses or Deficiencies lsecurity of the supply chain
[Employ the following controls to imit harm from potential adversaries identifying
land targeting the organizational supply chain: agency-defined controls.
Supplemental Guidance: Controls that can be implemented to reduce
lprobability of adversaries successfully identifying and targeting the supply chain
include avoiding the purchase of custom or nonstandardized configurations,
lemploying approved vendor lists with standing reputations in industry, following
pre-agreed maintenance schedules and update and patcn delivery mechanisms, Mechanisms exist to utilize security safeguards to limit harm from potential
SR-3(CE-2) Limitation of Harm  [maintaining a contingency plan in case of a suppl using Functional Subset Of Limit Potential Harm TPM-03.2 i’ . 10
lprocurement carve-outs that provide exclusions to commitments or ubngauuns [pdversaries who identify and target the organization's supply chain
lusing diverse delivery routes, and minimizing the time between purchas
decisions and delvery.
[Ensure that the controls included in the contracts of prime contractors are also Pechaisms et o requre contacuslrequrementsfor spplcable securty,
SR-3(CE-3) Sub-Tier Flow Down | "01/9e4 1 the contracts of s Functional | Intersects with | TMird-Party Contract TPM-05 nd resilien i 5
Requirements rganization naeds to protect it Technology Assere, Applcations. Services
Jand/or Data (TAASD)
[Ensure that the controls included in the contracts of prime contractors are also Comtract Frow Do Mecharisms exist to ensure applicable security, compliance and resiience
SR-3(CE-3) Sub-Tier Flow Down  [included in the contracts of s Functional | Intersects With hiract Flow. Do TPM-05.2  [requirements are included in contracts that flow-down to applicable sub- s
au [contractors and suppliers
See FDE for specific NIST 5P 800-53 control detals. oo o ot - W s
. echanisms exist to monitor, regularly review and assess External Service
SR-6 Supplier Assessments and Functional | Intersects with | Revievof Third-Party TPM-08  [Providers (ESPs) for compliance with established contractual requirements 5
view: A for security, compliance and resilience controls.
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to maintain awareness of component authenticity by
g Inspection of Systems and Product Tampering and 1y |developing and implementing Product Tampering and Counterfeiting (PTC)
SR10 Components Functional | Intersects With | conterfeiting (PTC) TOALL  oractices that include the means to detect and prevent counterfeit s
[components.
Inspection of Systems and [See FDE for specific NIST 5P 800-53 control details Technology Asset Mechanisms exist to physically and logically inspect critical technology
SR10 Components Functional | Intersects With inspections AST151  Jassets to detect evidence of tamperin s
[See FDE for specific NIST SP 800-53 control details. [Mechanisms exist to maintain awareness of component authenticity by
§ Product Tampering and 1y [developing and implementing Product Tampering and Counterfeiting (PTC)
SR-11 Component Authenticity Functional | Intersects With | o, nterfeiting (PTC) TPALL  oractices that include the means to detect and prevent counterfeit 5
[components.
[Train agency-defined personnel or roles to detect counterfelt system components| [Mechanisms exist to train personnel to detect counterfeit system
SR-LL(CE-1) Anti-Counterfeit Training |inciuding hardware, software, and firmware) Functional SubsetOf | Anti-Counterfeit Training | TDA1.1 components, including hardware, software and firmware. 10
Confouration Comtrar for_[MRINTaIn configuration control over the following system components awaing
onfiguration Control for - service or repair and serviced or repaired components awaiting return to service: Maintain Configuration IMechanisms exist to maintain proper physical security and configuration
SRLLCE2) ComPponent Service andhardware used to receive, access, process, store, transmit or protect FTI. Functional Subset Of | control During Maintenance|  MNT-7  fcontrol over technology assets awaiting service or repair. 10
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