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The purpose of this subpart is to set minimum cybersecurity requirements
for U.S.-flagged vessels, facilities, and Outer Continental Shelf (OCS)

No

(4) Containment;
(5) Eradication; and
(6) Recoverv.

101.600 Purpose us ) Functional e N/A N/A N/A )
facilities to safeguard and ensure the security and resilience of the Marine Relationship
Transportation Svstem (MTS).
N/A N
101.605 Applicability Functional o N/A N/A N/A )
This subpart applies to the owners and operators of U.S.-flagged vessels, Mechanisms exist to document and validate the scope of security,
101.605(a) N/A facilities, and OCS facilities required to have a security plan under 33 CFR | Functional ~[IntersectsWith| ~ Compliance Scope | CPL-01.2 [compliance and resilience controls that are determined to meet 5
parts 104, 105, and 106. statutory. regulatory and/or
This subpart does not apply to any foreign-flagged vessels subject to 33 Mechanisms exist to document and validate the scope of security,
101.605(b) N/A CFR part 104. Functional |Intersects With| ~ Compliance Scope | CPL-01.2 |compliance and resilience controls that are determined to meet 5
statutory, regulatory and/or
Consistent with § 101.112(b), with respect to a facility regulated under 33
CFR part 105 to which this subpart applies, the regulations in this subpart
No
101,610 Federatism have preemptive effect over a State orlocal law or regulation nsofarasthe | ¢ oo WA WA WA o
State or local law or regulation applicable to the facility conflicts with Relationship
these regulations, either by actually conflicting or by frustrating an
overriding Federal need for uniformitv.
See FDE f fics. Standardized T d
101,615 Definitions e¢ FDE for specifics. Functional Subset Of andardize SEA-02.1 existto andprocess 10
to reduce confusion amongst groups and
N/A No
101.62 Owner or operator Functional N/A N/A N/A 0
Each owner or operator of a U.S.-flagged vessel, facility, or OCS facility is )
Statutory, Regulatory & Mech: t to facilitate the identification and implementation of
101.620(a) N/A for with the of this subpart. Functional | Subset Of atutory, Regutatory cpLot | oehanisms existio factiitate the identification and implementation of 10
Contractual Compliance relevant statutory, regulatory and contractual controls.
101.6200) A For e‘ach US-flageed vessel, facility, or OCS faciliy, the owner or operator | L~ No A A A B
must—
Ensure a Cybersecurity Plan is developed, approved, and maintained; Security, Compliance &
Mech: t to facilitate the implementation of security,
101.620(b)(1) N/A Functional | Subset Of Resilience Program Gov-pr | lecnanisms existio factitate fe implementation of security 10
compliance and resilience governance controls.
(SCRP)
Define in Section 1 of the Cybersecurity Plan the cybersecurity nesigned Securt Mechanisms exist to assign one or more qualified individuals with the
101.62002) WA organizational sruoture and identify each person exercising oybersecurity | ool e (B o ce| Govos |missionand resources to centrally-manage, coordinate, develop, .
duties and responsibilities within that structure, with the support needed B oiias implement and maintain an enterprise-wide Security, Compliance &
to fulill those P Resilience Program (SCRP).
Define in Section 1 of the Cybersecurity Plan the cybersecurity existto enforce an structure so that
101.6200)2) WA organizational structure and identify each person exercising oybersecurity | ool Stakeholder covsr |oPF teams and individuals are emp d .
duties and responsibilities within that structure, with the support needed Accountability Structure trained for mapping, measuring and managing Technology Assets,
to fulill those Services and/or Data (TAASD)-related risks.
Define in Section 1 of the Cybersecurity Plan the cybersecurity
101.6200)2) WA organizational structure and identify sach person exercising cybersecurity | L ol Defined Roles & HRS.03 exist to define roles & forall .
duties and responsibilities within that structure, with the support needed Responsibilties personnel.
to fulill those
Designate, in writing, by name and by title, a Cybersecurity Officer (CySO) nesigned Securt Mechanisms exist to assign one or more qualified individuals with the
101.6200)3) WA whois accessible to the Coast Guard 24 hours.a day, 7 days aweek and | ool L (B el Govos |missionand resources to centrally-manage, coordinate, develop, s
identify how the CySO can be contacted at any time; nes and maintain an enterprise-wid ty, C &
Responsibilities
Resilience Program (SCRP).
Designate, in writing, by name and by title, a Cybersecurity Officer (CySO)
R lat &L Mech: t t it dent tact: ith
101.620(b)(3) N/A who is accessible to the Coast Guard 24 hours a day, 7 days a week, and Functional | Intersects With egulatory & Law IRO-14 | ochanisms exist to maintain incident response contacts wi 5
Enforcement Contacts applicable regulatory and law enforcement agencies.
identify how the CvSO can be contacted at any time:
Ensure that cybersecurity exercises, audits, and inspections, as well as the
101.6200)(8) WA Cybersecurity Assessment, are conducted as required by this partandin | L | | Statutory, Regutatory& | o o | Mechanisms exist o faclitate the identification and implementation of o
accordance with the Cybersecurity Plan (see § 101.625(d)(1), (3), (6) and Contractual Compliance relevant statutory, regulatory and contractual controls.
7
Ensure that the U.S.-flagged vessel, facility, or OCS facility operates in
Statutory, Regulatory & Mech: t to facilitate the identification and implementation of
101.620(b)(5) N/A compliance with the approved Cybersecurity Plan; Functional Subset Of atutory, Regulatory CPL-01 echanisms existto facilitate the identification and implementation o 10
Contractual Compliance relevant statutory, regulatory and contractual controls.
101.620006) A Ensure the development, approval, and execution of the Cyber Incident Functional. | intersects witn| "e19ent Response Plan |- 7 Mechanisms exist to maintain and make available a current and viable R
Response Plan: (RP) Incident Response Plan (IRP) to all
For entities that have not reported to the Coast Guard pursuant to, or are Cyber Incident Reporting , ] - -
Mechanisms exist to report sensitive and/or regulated data incidents in
101.620(6)(7) N/A not subject to, 33 GFR 6.16-1, ensure all reportable cyber incidents are Functional [ Intersects With| for Sensitive /Regulated | IRO-10.2 |72 31197 5
reported to the National Response Center (NRC). Data Y -
N/A N
101.625(a) Cybersecurity Officer Functional o N/A N/A N/A 0
The Cybersecurity Officer (CySO) may serve in other roles or positions and
may perform other duties within the owner's or operator's organization Mechanisms exist to manage personnel security risk by assigning a risk
101.625(a) Other duties (U.S--flagged vessel, facility, or OCS facility), provided the person s able to | Functional | Intersects With| Position C: HRS-02 toall positions and establishing screening criteria for 5
perform the duties and responsibilities required of the CySO by this part. individuals filling those positions.
The Cybersecurity Officer (CySO) may serve in other roles or positions and
may perform other duties within the owner's o operator's organization Defined Foles & st to dafine lesg bilties for all
101.625(a) Other duties (U.S--flagged vessel, facility, or OCS facility), provided the personis able to | Functional | Intersects With ) HRS-03 5
Responsibilities personnel.
perform the duties and responsibilities required of the CySO by this part.
The same person may serve as the CySO for more than one U.S.-flagged
Sorving as GySOfor _|Ve58°l facility, or OCS facilty. I  porson serves as the CySO for more
o vensets.  |than one U.S.-flagged vessel, facility, or OCS faciliy, the name of each U.S. o
101.625(b) Facll\fles, oe |naggedvessel, facilty, or oS faciltyfor which that personis the Cys0 Functional. | i i N/A N/A N/A 0
ot must be listed in the Cybersecurity Plan of each U.S.-flagged vessel,
facility, or OCS facility for which that person is the CySO.
The CySO may assign security duties to other U.S.-flagged vessel, facility, Assigned Securit Mechanisms exist to assign one or more qualified individuals with the
101.625(0) Assigning Duties | or OCS facility personnel; however, the CySO retains ultimate Functional | SubsotOf | Gomplisneed. ol Gov.os |missionand resources to centrally-manage, coordinate, develop, o
Permitted responsibility for these duties. ) and maintain an enterprise-wide Security, C &
Responsibilties e
Resilience Program (SCRP).
For each U.S.-flagged vessel, facility, or OCS facility for which they are Mechanisms exist to document and validate the scope of security,
101.625(d) Responsibilities | designated, the CySO must— Functional |Intersects With| ~ Compliance Scope | CPL-01.2 |compliance and resilience controls that are determined to meat 5
statutory, regulatory and/or i
Ensure that the Cybersecurity Assessment is conducted as required by this Mechanisms exist to conduct recurring assessments of risk that
part; includes the likelihood and magnitude of harm, from unauthorized
101.625(d)(1) N/A Functional | Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 5
: Assets, Services and/or Data
(TAASD).
Ensure the measures in the C Planare Operationalzing Mechanisms exist to compel data and/or process owners to
101625002 WA developed, implemented, and operating as intended; Functional | Subset OF Secu:iy. Complianced | GO |oPerationalize security, compliance and resilience practices for o
: ) Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities !
their control.
Ensure the measures in the C Planare Mechanisms exist to compel data and/or process owners to select
101625002 WA developed, implemented, and operating as intended; Functional | intersectswith|  setet Controts o151 |Fecired security, compliance and resilience controls for Technology .
Assets, Applications, Services and/or Data (TAASD) under their control.
Ensure the measures in the C Planare Mechanisms exist to compel data and/or process owners to implement
101625002 WA developed, implemented, and operating as intended; Functional. | IntersectsWith|  Implement Controls | GOV-15.2 |"equred securty, compliance and resilience controls for Technology .
Assets, Applications, Services and/or Data (TAASD) under their control.
Ensure the measures in the C Planare Mechanisms exist to compel data and/or process owners to assess if
developed, implemented, and operating as intended; required security, compliance and resilience controls for Technology
Assets, Applicati i/or Data (TAASD) theil trol
101.625(d)(2) N/A Functional |Intersects With|  Assess Controls GOV-15.3 |ASSets: Applications, Services and/or Data (TAASD) under their control 8
are:
(1) Implemented correctly; and
(2) Overating as intended.
Ensure that an annual audit of the Cybersecurity Plan and its Mechanisms exist to conduct periodic audits of security, compliance
101.625(d)(3) N/A implementation is conducted and, if necessary, ensure that the Functional |IntersectsWith| Periodic Audits CPL-02.2 |and resilience controls to evaluate conformity with the organization's 5
c Plan is updated: policies. standards and
Ensure the Cyber Incident Response Plan s executed and exercised; Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
101.625(d)(4) N/A Functional | Subset Of Incident Handling IRO-02  |(3) Analysis; 10
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Ensure the Cybersecurity Plan s exercised in accordance with § Mechanisms exist to establish, maintain and disseminate policies,
Publishing Security,
101.625(d)(5) N/A 101.635(c); Functional | Intersects With | Compliance & Resilience | GOv-02 | S12ndards and procedures necessary for secure, compliant and 8
resilient capabilities.
Documentation
Ensure the Cybersecurity Plan is exercised in accordance with § Mechanisms exist to review the Security, Compliance & Resilience
Periodic Review & Update
101.625(d)(5) N/A 101.635(c); Functional | Intersects With| of Security, Compliance | GOv-03 | Fro¢r8m (SCRP), including policies, standards and procedures, at 8
planned intervals or if significant changes occur to ensure their
&Resilience Program
uitabilitv. adeauacv and
Ensure the Cybersecurity Plan is exercised in accordance with § oporationalzing Mechanisms exist to compel data and/or process owners to
101 625(0)5) A 101.635(c); Functional | SubsetOf | Securty, Gompliameed | GOV-ts |CPerationalize seourity, compliance and resilience practices for 0
Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
Ensure the Cybersecurity Plan is exercised in accordance with § Mechanisms exist to generate authoritative documentation (e.g.,
101.635(c); System Security Plan (SSP)) that:
(1) Identifies key and onin-
Applied Security, scope Technology Assets, Applications andor Services (TAAS);
Compliones and (2) Reflects the current state of applied security, compliance and
101.625(d)(5) N/A Functional | Subset Of 140-03 | resilience controls on applicable People, Processes, Technologies, 10
Resilience Controls
Data and/or Facilities (PPTDF) that are contained within the system
Documentation
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Arrange for which may be conducted as their xist to ensure the isable
101.62516) WA own inspections,or in conjunction with any scheduled Coast Guard Functional | Intersects wi| A0ty TeDemonstrate | o\ o . |security, compliance andiorresilience capability conformity with s
inspection of a U.S.-flagged vessel, facility, or OCS facili Conformity applicable cybersecurity and data protection laws, regulations and/or
Arrange for which may be conducted as their Mechanisms exist to support official investigations by provisioning
owninspections, or in conjunction with any scheduled Coast Guard Investigation Access government investigators with "least privileges” and "least
101.625(d)(6) N/A inspection of a U.S.-flagged vessel, facility, or OCS facili Functional | Intersects With PR CPL-05.2 " to ensure that only have access 5
o the Technology Assets, Applications, Services and/or Data (TAASD)
needed to perform the i i
Ensure the prompt correction of problems identified by exercises, audits, Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
101.625(d)(7) N/A orinspections; Functional | Subset Of Resilience Controls CPL02  |controls oversight function that reports to the organization’s executive 10
Oversight
Ensure the prompt correction of problems identified by exercises, audits, Mechanisms exist to take corrective action to remediate instances of
101.625(d)(7) N/A orinspections; Functional | Intersects With|  Corrective Action CPL02.3 [non-conformity with applicable statutory, regulatory, and/or 8
Tor6250)E) A Enhance the cybersecurity awareness and vigilance of personnel; Fumctionat intarascte Wit User Awarancss HAS-03.1 | Mechanisms existto communicate with users about their roles and R
to maintain a safe and secure working
Enhance the oybersecurity awareness and vigilance of personnel; Mechanisms exist to formally educate authorized users on proper data
101.625(d)(8) N/A Functional | Intersects With| FormalIndoctrination | HRS-04.2  |handling practices for all the relevant types of data to which they have 8
access.
Enhance the oybersecurity awareness and vigilance of personnel; Security, Compliance & Mechanisms exist to facilitate the implementation of security
101.625(d)(8) N/A Functional | Subset Of Resilience-Minded SAT-01 | workforce development and awareness controls. 10
Workforce
Enhance the oybersecurity awareness and vigilance of personnel; Mechanisms exist to periodically review security workforce
development and awareness training to account for changes to:
- A Functional | 1ntersccts win| MeintainingWordoree | (1) Organizational policies, standards and procedures; .
Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@
Enhance the cybersecurity awareness and vigilance of personnel; exist to provide role-based security, and
—— A Functionat | interscets with CyberThreat SaT0a |resiience awareness training that s current and relevant to the cyber .
Environment threats that users might encounter in day-to-day business operations.
Enhance the cybersecurity awareness and vigilance of personnel; Toreat inteligence Mechanisms exist to utilize external threat intelligence feeds to
101.625(d)(8) N/A Functional | Intersects With Reporting THR-03.1 |generate and disseminate organization-specific security alerts, 5
o and/or directives.
Ensure adequate cybersecurity training of personnel; Security, Compliance & exist to provide all and
101.625(d)(9) N/A Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their iob function.
Ensure adequate cybersecurity training of personnel; exist to provide role-based security, compliance and
Role-Based Securiy, resilience-related training: ‘
101.625(d)(9) N/A Functional |Intersects With | Compliance & Resilience |  SaT-03 | (1) Before authorizing access to the system or performing assigned 8
Training duties;
(2) When required by system changes; and
(3) Annually thereafter.
Ensure all reportable cyber incidents are recorded and reported to the exist to timely-report incidents to
101.625(@)(10) WA owner or operator; Functional | Subseror | cidentStakehotdor | |(1) nternal stakeholders; o
Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
Ensure all reportable cyber incidents are recorded and reported to the Cyber Incident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
101.625(c)(10) N/A owner or operator; Functional | Intersects With | for Sensitive / Regulated | IRO-10.2  [a timely manner. 5
Data
Ensure all reportable cyber incidents are recorded and reported to the Mechanisms exist to report any serious incident involving the
owner or operator; Assets, Services and/or Data
101.625(@010) A Functional | intersccts win|  Serious Incident 1R0-105 |(TAASD) to elevant authoritiesin the localiy where the incident s
Reporting occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.
Tor625@0Y A Ensure that records required by this part are maintained in accordance Functional | SubsetOf | Media & Data Retontion | DGH-1a | MeChanisms exit o etain media and data in accordance with o
with § 101.640; statutory, regulatory and
Ensure any reports as required by this part have been prepared and Security, Compliance & Mechanisms exist to submit status reporting of the organization's
101.625(c)(12) N/A submitted; Functional | Subset Of Resilience Status GOV-17  |security, compliance and/or resilience program to applicable statutory 10
Reporting and/or regulatory as required.
Ensure that the Cybersecurity Plan, as well as proposed amendments to Mechanisms exist to submit status reporting of the organization's
cybersecurity measures included in the Plan, are submitted for approval to Security, Compliance & security, compliance and/or resilience program to applicable statutory
101.625(0)(19) I the cognizant COTP or the Officer in Charge, Marine Inspections (OCMIfor | ¢ oo Resilience Status GOv.1y |and/or regutatory authorities, as required. 5
facilities or OCS facilities, or to the Marine Safety Center (MSC) for U.S.- Reporting
flagged vessels, prior to amending the Cybersecurity Plan, in accordance
with § 101.630:
Ensure relevant security and management personnel are briefed regarding Mechanisms exist to provide governance oversight reporting and
10162500 (14) WA changes in cyborsecurity conditions on boar the U.S-flagged vessel, Functional | intersactswitn|  Status ReportingTo | | recommendations to those entrusted to make exeoutive decisions s
facility, or OCS facility; Governing Body about matters considered material to the organization's Security,
Comliance & Resilience Program (SCRP).
Ensure relevant security and management personnel are briefed regarding Mechanisms exist to prohibit exceptions to standards, except when the
101.625(d)(14) N/A changes in cybersecurity conditions on board the U.S.-flagged vessel, Functional |Intersects With| Exception Management | GOV-02.1 |exception has been formally assessed for risk impact, approved and 3
facilitv. or OCS facility: recorded.
Ensure relevant security and management personnel are briefed regarding Toreat inteligence Mechanisms exist to utilize external threat intelligence feeds to
101.625(d)(14) N/A changes in cybersecurity conditions on board the U.S.-flagged vessel, Functional | Intersects With Reporting THR-03.1 |generate and disseminate organization-specific security alerts, 3
facilitv. or OCS facility: d and/or directives.
Tor625@015) A Ensure identiication and mitigation of Bl KEVs n oriical Tor OTsystems, | ¢ o T e | vemor.1 | Mechanisms exist o define and manage the scops for s attack R
without delay. surface activities.
101.625(0)(15) VA Ensure identification and mitigation of all KEVs n critical IT or OT systems, [ o 0 Vulnerability VPM-02 exist to ensure that are properly identified, B
without delay. Process tracked and
Ensure identification and mitigation of all KEVs in oritical IT or OT systems, Mechanisms exist to identify and assign a risk ranking to newly
101.625()(15) N/A without delay. Functional |Intersects With| Vulnerability Ranking | VPM-03  |discovered security vulnerabilities using reputable outside sources for 5
securit i
Ensure identification and mitigation of all KEVs in oritical IT or OT systems, Software & Fmmre Mechanisms exist to conduct software patohing for all deployed
101.625()(15) N/A without delay. Functional | Intersects With parching VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 8
firmware.
The CySO must have general knowledge, through training, education, or Competency
101.625(6) Qualfications | P4Uivalentjob experience, in the following: runctional | subsetor Requirements for HRs.03.2 | Mechanisms exist to ensure that all security-retated positions are o
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
General vessel, facility, or OCS facility operations and conditions; Competency
B—— A Functional | Subsetof Requirements for HRs.03.2 | Mechanisms exist to ensure that all security-retated positions are o
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
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General cybersecurity guidance and best practices; Competency
T01.6256)2) WA runctional | subsetor Requirements for HRs.03.0 | Mechanisms exist to ensure that all seourity-related positions are o
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
The vessel, facility, or OCS facility's Cyber Incident Response Plan; Competency
T01.625(6)3) WA runctional | subsetor Requirements for HRs.03.0 | Mechanisms exist to ensure that all seourity-related positions are o
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
The vessel, facility, or OCS facility's Cybersecurity Plan; Competency
101.625(6)4) WA runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that all security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
Cybersecurity equipment and systems; Competency
101.625(6)5) WA runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that al security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
Methods of i audits, i ions, control, and Competency
101.625(6)(6) WA monitoring techniques; runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that al security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
Relevant laws and regulations pertaining to cybersecurity; Competency
T01.625(6)7) WA runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that all seourity-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
for training and education; Competency
T01.625(6)8) WA runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that all security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
Handling of Sensitive Security Information and security related Competency
101.6256)9) WA communications; runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that al security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
Current cybersecurity threat patterns and KEVs; Competency
101.625(6)(10) WA runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that al security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
Recognizing characteristics and behavioral patters of persons who are Competency
101.62500)11) A likely to threaten security; and runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that al security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
‘Conducting and assessing cybersecurity drills and exercises. Competency
101.6256)(12) WA runctionat | subsetor Requirements for HRs.03.0 | Mechanisms existto ensure that all security-related positions are 0
Security-Related staffed by qualified individuals who have the necessary skill set.
Positions
N/A N
101.630(a) Cybersecurity Plan Functional e N/A N/A N/A )
Ln: (ityso rzusl de\{el'op, Unpleme;lé;r;d v?rlfy a.ﬁ‘yb;riecumy P_Lanp:or axistto generate et
5.-flagged vessels, facilities, or OCS facilities. The Cybersecurity Plan Syetem Socurity Plam (S5P) thet:
must reflect all cybersecurity measures required in this subpart, as
" ! AT ! (1) Identifies key and onin-
appropriate, to mitigate risks identified during the Cybersecurity Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Assessment. The Plan must describe in detail how the requirements of
) 4 " Compliance and (2) Reflects the current state of applied security, compliance and
101.630(a) General subpart F will be met. The Cybersecurity Plan may be included in a VSP, Functional | Subset Of " 1A0-03 " h 10
progti el e e, ’ Resilience Controls resilience controls on applicable People, Processes, Technologies,
»oran 88 an annex to the VSP, FSP, or s as part of an Documentation Data and/or Facilities (PPTDF) that are contained within the system
approved Alternative Security Program; or may be provided in a separate poundary: and
submission from the VSP, FSP, or OCS FSP. (3) Provides a historical record of applied security controls, including
changes.
101.630(0) Protecting sensitive [ The Cybersecurity Plan is sensitive seourity information and must be Functional Subset Of Data Protection DGH.o1 | Mechanisms exist to facilitate the implementation of data protection 10
security brotected in with 49 CFR part 1520. controls.
The Cybersecurity Plan is sensitive security information and must be Defining Access
Protecting sensitive - . e om0 Priisnnsent Mechanisms exist to explicitly define authorizations for specific
101.630(b) e Y protected in accordance wi pa - Functional | Intersects With N DCH-01.4 |individuals and/or roles for logical and /or physical access to sensitive 8
security information Sensitive / Regulated
and/or regulated data.
Data
The owner or operator must ensure that the Cybersecurity Plan consists of - )
o o n Mechanisms exist to generate authoritative documentation (€.g.,
the individual sections listed in this paragraph. System Security Plan (SSP) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.62000) Format runctionat | subsetor Compliance and 1n0.0a | Reftects the current state of applied security, compliance and o
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Cybersecurity organization and identity of the CySO; exist to gonorate on(eg,
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
To1.6306) WA runctionat | subsetor Compliance and 1n0.0a | Reftects the current state of applied security, compliance and o
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Personnel training; )
exist to generate (g
System Security Plan (SSP)) that:
(1) Identifies key and i i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
N Compliance and 2) Reflects the current state of applied security, compliance and
101.630(c)(2) N/A Functional | Subset Of el 1no0s @RS v ppiied security, comptt ! 10
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Drills and exercises; exist to generate . on (6.8,
System Security Plan (SSP)) that:
(1) Identifies key and i i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
N Compliance and 2) Reflects the current state of applied security, compliance and
101.630(c)(3) N/A Functional | Subset Of el 1no0s @RS v ppiied security, comptt ! 10
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Records and documentation; . ! ]
exist to generate (eg
System Security Plan (SSP)) that:
(1) Identifies key and i i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
Compliance and 2) Reflects the current state of applied security, compliance and
101.630(c)(4) N/A Functional | Subset Of el 1no-03  |F¢ v e of applied seeurlty, comp " 10
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
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Communications;
exist to generate (e.g.
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.6300)5) WA runctional | subsetor Compliance and 1AO.0s | (2)Reftects the current state of applied security, compliance and 1
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(8) Provides a historical record of applied security controls, including
changes.
Cybersecurity systems and equipment, with associated maintenance; axist to gonorate .
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.630)6) WA runctionat | subsetor Compliance and 1AO.0s | (2)Reftects the current state of applied security, compliance and 0
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Cybersecurity measures for access control, including the computer, IT, and
exist to generate
OT access areas; System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.6306)7) WA runctionat | subsetor Compliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and 0
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Physical security controls for IT and OT systems; axist to gonorate s,
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
1o1.63068) WA runctionat | subsetor Compliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and 0
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Cybersecurity measures for monitoring;
exist to generate
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.630)9) WA runctionat | subsetor Compliance and 1AG.0s | (2)Reftects the current state of applied security, compliance and 0
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
‘Audits and amendments to the Cybersecurity Plan;
exist to generate (g
System Security Plan (SSP)) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.6206)(10) WA runctionat | subsetor Compliance and 1n0.0a |2 Reftects the current state of applied securiy, compliance and 0
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Reports of all cybersecurity audits and inspections, to include
! ° . exist to generate
documentation of resolution or mitigation of all identified vulnerabilities; Systom Securtty Plan (SSP) that:
(1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.6200)(11) WA runctionat | subsetor Compliance and 1n0.0a | Reftects the current state of applied security, compliance and o
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Documentation of all deniifed, unresolved vulnerabiltes, o nclude Mochanisms exist to generate authoritative documentation (0.6,
those that are intentionally unresolved due to owner or operator risk System Security Plan (S8P) that:
acceptance; (1) Identifies key and i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.6200)(12) WA runctionat | subsetor Compliance and 1n0.0a | Reftects the current state of applied security, compliance and o
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Cyber incident reporting procedures in accordance with part 101 of this Mechanisms exist to generate authoritative documentation (6.8,
subchapter; System Security Plan (SSP)) that:
(1) Identifies key and i i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.63000)13) WA Functional | subsetof Compliance and 1A003 |2 Reflects the current state of applied securiy, compliance and 10
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
;and
(3) Provides a historical record of applied security controls, including
changes.
Cybersecurity Assessment. Mechanisms exist to generate authoritative documentation (e.g.,
System Security Plan (SSP)) that:
(1) Identifies key and i i onin-
Applied Security, scope Technology Assets, Applications and/or Services (TAAS);
101.630(0)14) WA Functional | subsetof Compliance and 1n003 |2 Reflects the current state of applied securiy, compliance and 10
Resilience Controls resilience controls on applicable People, Processes, Technologies,
Documentation Data and/or Facilities (PPTDF) that are contained within the system
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
Each owner or operator must submit one copy of their Cybersecurity Plan Security, Compliance & Mechanisms exist to submit status reporting of the organization's
101.630(d) Submission and approval | for review and approval to the cognizant COTP or the OCMIfor a facility or | Functional ~|[IntersectsWith|  Resilience Status GOV-17  |security, compliance and/or resilience program to applicable statutory 5
OCS facility, or to the MSC for a U.S.-flagged vessel. Reporting and/or regulatory as required.
101630001 A The COTP, OGMI,or MSG will evaluate each submission for Gompliance Functional No A A A o
with this part, and either—
T01.830@00) A Approve the Cybersecurity Plan and return a letter to the owner or operator | No A A A B
indicating approval and any approval:
Require additional information of revisions to the Cybersecurity Plan and o
101.630(d)(1)(ii) N/A return a copy to the owner or operator with a brief description of the Functional Relationship N/A N/A N/A 0
required revisions or additional or
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FDE Name Focal Document Element (FDE) Description SCF Control
Control Descri
DI the Cyb ty Plan and ret toth
101 8301y WA isapprove the Cybersecurity Plan and return a copy to the owner or Functional WA WA WA o
operator with a brief statement of the reasons for
If the cognizant COTP, OCMI, or MSC requires additional time to review the
Plan, they may return a written acknowledgement to the owner or operator
No
101.630(@)1)) A stating that the Coast Guard will eview the Cybersectrity Plan submitted | ¢ o WA WA WA o
for approval, and that the U.S.-flagged vessel, facility, or OCS facility may Relationship
continue to operate as long as it remains in compliance with the submitted
c Plan.
Owners or operators submitting one Cybersecurity Plan to cover two or Mechanisms exist to document and validate the scope of security,
101 630002) A more U.S.-flagged vessels, facilities, or OCS facilities of similar operations | ¢ oo | b ) g, |comPliance and resilience controls that are determined to meet s
must ensure the Plan addresses the specific cybersecrity risks for each statutory, regulatory and/or contractual compliance obligations.
U.S.-flagged vessel. facilitv. or OCS facilitv.
APlan that d by the COTP, OCMI, or MSC is valid for 5 years f N
101.630(d)(3) N/A anthat s approvedby the orMSCisvalidforSyearsfrom | g vtional © N/A N/A N/A 0
the date of its approval.
Amendments tothe | N/A No
101.630(¢) AR Functional N/A N/A N/A 0
t0.a Coast Guard-approved C Pl th N
101.630(e)(1) N/A ©a Coast anmustbe Functional © N/A N/A N/A 0
initiated by either—
Th tor or the CySO; No
101.630(e)(1)(i) N/A ¢ owner or operator orthe GyS0; or Functional N/A N/A N/A 0
When the COTP, OCMI, or MSC finds that the Cybersecurity Plan no longer
N
101.630(0)1)(1) A meets the requirements inthis part, the Plan will be returned tothe owner | g o WA WA WA o
or operator with a letter explaining why the Plan no longer meets the Relationship
and reauires
Proposed amendments to the Cybersecurity Plan must be sent to the Security, Compliance & Mechanisms exist to submit status reporting of the organization's
101.630(e)(2) N/A Coast Guard at least 30 days before the proposed amendment's effective | Functional ~ [Intersects With|  Resilience Status GOV-17  |security, compliance and/or resilience program to applicable statutory 5
date. Reporting and/or regulatory as reauired.
Nothing in this section should be construed as imiting the owner o
operator of the U.S.-flagged vessel, facility, or OCS facility from the timely o
101.630(e)(2)(i) N/A implementation of such additional security measures not enumeratedin |~ Functional [ o9 N/A N/A N/A 0
the approved VSP, FSP, or OCS FSP as necessary to address exigent 2
security situations.
In such cases, the owner or operator must notify the cognizant COTP for a Mechanisms exist to submit status reporting of the organization's
'acil:y orocs fzc(lmy;nme‘ M‘?‘C fcr(U.S.-;l:shggej:z:&&elT, by the moi:‘ Securit, Gompliance & sez;\;nty, co{n:)tiznce(:r\d(/cr resilience pdrogram to applicable statutory
101.63000)2)01) A rapid means practicable as to the nature of the addiional measures, the | oSS0 O Gov.1y |andor regulatory authorites, as required. R
circumstances that prompted these additional measures, and the period R
of time these additional measures are expected to be in place. porting
If the owner or operator has changed, the CySO must amend the Mechanisms exist to submit status reporting of the organization's
Cyc'bggseclur\(y Plar: assoonas reasonably praf:\cabte(lhn ug:; :nne . Security, Compliance & sex;\;rvty, co[n[puancei:mi/uv resilience program to applicable statutory
101.63000)(3) WA individual circumstances, but, in any case, not longer than 86 hours, to Functional | intersectsWith| - Rasttenen Stare Govay |andror regutatory authorities, as required. s
include the name and contact information of the new owner or operator Roporting
and submit the affected portion of the Plan for review and approval in P
with this part.
If the CySO has changed, the Coast Guard must be notified as soon as Mechanisms exist to submit status reporting of the organization's
reasonably practicable in light of the individual circumstances, but, in any security, compliance and/or resilience program to applicable statutory
case, not longer than 86 hours, and the affected portion of the Security, Compliance & and/or regulatory authorities, as required.
101.630(e)(4) N/A Cybersecurity Plan must be amended and submitted to the Coast Guard |  Functional |Intersects With|  Resilience Status Gov-17 5
for review and approval in accordance with this part s soon as reasonably Reporting
practicable in ight of the individual circumstances, bu, in any case, not
longer than 96 hours.
N/A N
101.630() Audits Functional © N/A N/A N/A )
The CySO must ensure that an audit of the Cybersecurity Plan and its Mechanisms exist to validate that Technology Assets, Applications,
implementation is performed annually, beginning no later than 1 year from Control Gonformits Services and/or Data (TAASD) conform to the organization's security,
101.630(1)(1) N/A the initial date of approval. The CySO must attach a report to the Plan Functional | Subset Of o CPL-03 |compliance and/or resilience policies, standards and other applicable 10
certifying that the Plan meets the applicable requirements of this subpart. ® requirements.
In addition to the annual audit, the CySO must ensure that an audit of the Mechanisms exist to validate that Technology Assets, Applications,
Cybersecurity Plan occurs if there is a change in the owner or operator of Services and/or Data (TAASD) conform to the organization's security,
5.4 Control Conformit
101.620002) WA the U.S.flagged vessel, facily,or OCS facilty,or i there have been runctionat | subsetor ontrol Conformity CpLgs |comPliance and/or resilience policies, standards and other applicable o
modifications to the cybersecurity measures, including, but not limited to, Monitoring requirements.
physical access, incident response procedures, security measures, or
‘Additional audits of the C Plan as a result of modifications to Mechanisms exist to submit status reporting of the organization's
the U.S.-flagged vessel, facility, or OCS facility, or because of changes to Security, Compliance & security, compliance and/or resilience program to applicable statutory
101.630(1)(3) N/A the cybersecurity measures in accordance with paragraph (f)(2) of this Functional |Intersects With|  Resilience Status GOV-17  |and/or regulatory authorities, as required. 5
section, may be limited to those sections of the Plan affected by the Reporting
Personnel internal audits of th measures exist to ensure individual audits and/or
specified in the Plan or evaluating its implementation must— assessments have reasonable:
Assessment Team (1) Professional qualifications to perform the audit and/or assessment;
101.630(1)(4) N/A Functional | Intersects With CPL01:6 [and 5
Subject Matter Expertise .
(2) Subject matter expertise to perform review, interview and test
activities for in-scope People, Processes, Technologies, Data and/or
Facilities (PPTDF).
Have knowledge of methods of conducting audits and inspections, as well exist to ensure individual audits and/or
as access control and monitoring techniques; assessments have reasonable:
Assessment Team (1) Professional qualifications to perform the audit and/or assessment;
101.630(1)(4)() N/A Functional | Intersects With CPL01:6 [and 5
Subject Matter Expertise .
(2) Subject matter expertise to perform review, interview and test
activities for in-scope People, Processes, Technologies, Data and/or
Facilities (PPTDF).
Not have regularly assigned cybersecurity duties for the U.S.-flagged Mechanisms exist to utilize independent assessors to evaluate
1, facility, or OCS facility being audited; and ity, compli d resili t planned intervals or when thy
vp—— WA vessel, facility, or OCS facility being audited; an Functional | Intersects With | Indopendont Assessors | GPL03.1 |5CUriy: compliance and resiionce at pannad ntervals or when the s
Technology Asset, Application and/or Service (TAAS) undergoes
changes
Be independent of any cybersecurity measures being audited. Mechanisms exist to utilize independent assessors to evaluate
ity i i it ple ite 1 hen the
101.630(7)(4) i) N/A Functional |Intersects With | Independent Assessors | CPL-03.1 |$6cUrty: compliance andresilience at planned intervals or when the 5
Technology Asset, Application and/or Service (TAAS) undergoes
changes
If the results of an audit require amending the Cybersecurity Plan, the Security, Compliance & Mechanisms exist to submit status reporting of the organization's
t it, ith thi t, th ts to the o ity, li /e i t licable statut
101.6300(5) WA CySO must submit, in accordance with tis part the amendments tothe | ol | SECE R ORE T Gov.ay |security. compliance and/or resitience program to applicable statutory s
Coast Guard for review and approval no later than 30 days after Renortn and/or regulatory authorities, as required.
of the audit. P e
N/A N
101.635 Drills and exercises Functional o N/A N/A N/A 0
N/A ) No
101.635(a) General Functional ) N/A N/A N/A )
Drills and exercises must be sed to test the proficiency of the U.S.-flagged Mechanisms exist to formally test incident response capabilities
vessel, facility, and OCS facility personnel in assigned cybersecurity duties through realistic exercises to determine the operational effectiveness
i i Incident R ties.
101.63560)1) WA and the effective implementation of the VSP, FSP, OCS FSP, and Functional. | 1ntersocts witn|  'neident Response \Ro.0s _|0f those capabilities .
Cybersecurity Plan. The drills and exercises must enable the CySO to Testing
identify any related cybersecurity deficiencies that need to be addressed.
Drills and exercises must be used to test the proficiency of the U.S -flagged Mechanisms exist to coordinate incident response testing with
vessel, facility, and OCS facility personnel in assigned cybersecurity duties organizational elements responsible for related plans.
the effecti 1t tati f the VSP, FSP, FSP, Coordination with
101.635(a)(1) N/A and the effective implementation of the VSP, FSP, OCS FSP, and Functional | Intersects With ination wi IR0-06.1 8
Cybersecurity Plan. The drils and exercises must enable the CySO to Related Plans
identify any related cybersecurity deficiencies that need to be addressed.
The drillor exercise requirements specified in this section may be satisfied
with the implementation of cybersecurity measures required by the VSP,
FSP, OCS FSP, and Cyb ity Plan as the result of a cyber incident, ) No
101.635(b)(2) N/A and Gybersecurity Plan as the result ofa oyber incident, as | - g yional o N/A N/A N/A 0
long as the U.S.-flagged vessel, facility, or OCS facility achieves and Relationship
documents attainment of drill and exercise goals for the cognizant COTP.
N/A ) No
101.635(b) Drills Functional N/A N/A N/A 0
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The CySO must ensure that cybersecurity drills are conducted at least Mechanisms exist to formally test incident response capabilities
. Incident R e
101 6350)(1) A twice each calendar year. Cybersecurity drills may be held in conjunction | c ol Incident Response IR0 |{Prough realstic exercises to determine the operational effectiveness s
with other security or non-security drills, as required by 33 CFR 104.230, Testing of those capabilities.
105.220. or 106.225. where
Drills must test individual elements of the Cybersecurity Plan, including Mechanisms exist to formally test incident response capabilities
responses to threats and incidents. C drills must through realistic exercises to determine the operational effectiveness
take int tthe types of operations of the U.S.-flagged vessel, Incident Response fth bilities.
101.635(b)(2) N/A ake Into account the types of operations of the U.S.-flagged vessel Functional | Intersects With s 1RO-0p  [©F those capabilities 5
facility, or OCS facility; changes to the U.S.-flagged vessel, facility, or OCS Testing
facility personnel; the type of vessel a facility is serving; and other relevant
If a vessel is moored at a facility on a date a facility has planned to conduct I ncident Response Mechanisms exist to formally test incident response capabilities
101.635(b)(3) N/A any drills, the facility cannot require the vessel or vessel personnel tobea | Functional |Intersects With Ty IRO-06  |through realistic exercises to determine the operational effectiveness 5
part of or in the facility's scheduled drill. ¢ of those
N/A No
101.635(c) Exercises Functional N/A N/A N/A 0
Exercises must be conducted at least once each calendar year, with no neident Resnonse Mechanisms exist to formally test incident response capabilities
101.635(c)(1) N/A more than 18 months between exercises. Functional | Intersects With i IR0-06  |through realistic exercises to determine the operational effectiveness 5
s of those capabilities.
Exercises may be— Mechanisms exist to formally test incident response capabilities
Incident Response
101.635(0)(2) N/A Functional | Intersects With e IR0-06  |through realistic exercises to determine the operational effectiveness 5
e of those capabilities.
Full-scale or live; Mechanisms exist to formally test incident response capabilities
Incident Response
101.635(0)(2)() N/A Functional | Intersects With e IR0-06  [through realistic exercises to determine the operational effectiveness 5
e of those capabilities.
Tabletop simulation; Mechanisms exist to formally test incident response capabilities
Incident Response
101.635(0)(2)(i) N/A Functional | Intersects With T IR0-06  [through realistic exercises to determine the operational effectiveness 5
s of those capabilities.
Combined with other appropriate exercises as required by 33 CFR I neident Resnonse Mechanisms exist to formally test incident response capabilities
101.635(c)(2)ii) N/A 104.230,105.220, or 106.225; or Functional | Intersects With i IR0-06  [through realistic exercises to determine the operational effectiveness 5
s of those capabilities.
Acombination of the elements in paragraphs (c)(2)() through (i) of this I neident Resnonse Mechanisms exist to formally test incident response capabilities
101.635(c)(2)(iv) N/A section. Functional | Intersects With i IR0-06  |through realistic exercises to determine the operational effectiveness 5
e of those capabilities.
Exercises may be vessel-, facility-, or OCS facility-specific, or part of a neident Resnonse Mechanisms exist to formally test incident response capabilities
101.635(0)() N/A cooperative exercise program to exercise applicable vessel, facility, and | Functional | Intersects With e IR0-06  |through realistic exercises to determine the operational effectiveness 5
0CS facility © Plans or bort exercises. s of those i
Each exercise must test ion and and neident Resnonse Mechanisms exist to formally test incident response capabilities
101.635(c)(4) N/A elements of coordination, resource availability, and response. Functional | Intersects With T IR0-06  |through realistic exercises to determine the operational effectiveness 5
® of those
Exercises are a full test of the cybersecurity program and must include the I neident Resnonse Mechanisms exist to formally test incident response capabilities
101.635(c)(5) N/A substantial and active participation of the CySO(s). Functional | Intersects With e IR0-06  |through realistic exercises to determine the operational effectiveness 5
s of those
I any corrective action identified during an exercise is needed, it must be o0t Cause Analysis Mechanisms exist to incorporate lessons leamed from analyzing and
101.635(c)(6) N/A addressed and documented as soon as possible. Functional | - Subsetor | ¥ TR0 o | 1RO-13  |resoluing cybersecurity and data protection incidents to reduce the 10
| tikelihood or impact of future incidents.
Allrecords, reports, and other documents mentioned in this subpart must Mechanisms exist to produce work products (e.g., process artifacts)
be created and maintained in accordance with 33 CFR 104.235 for U.S.- that the ability to comply with applicabl
Records and flagged vessels, 105.225 for facilities, and 106.230 for OCS facilities. At
101.640 agged vessels or facilities, an or acilities. Ata | g otional | Intersects With Work Products CPL-13 8
documentation | minimum, the records must be created for the following activities: training,
drills, exercises, cybersecurity threats, reportable cyber incidents, and
audits of the C Plan.
Allrecords, reports, and other documents mentioned in this subpart must Mechanisms exist to retain media and data in accordance with
be created and maintained in accordance with 33 CFR 104.235 for U.S.- applicable statutory, regulatory and contractual obligations.
Records and . . .
101640 ecords an flagged vessels, 105.225 forfaclities, and 106.230 for OCS facilties. Ata | ool el rention | DOH-18 s
documentation | minimum, the records must be created for the following activities: training,
drills, exercises, cybersecurity threats, reportable cyber incidents, and
audits of the O Plan.
N/A N
101.645 Communications Functional o N/A N/A N/A 0
The CySO must have a means to effectively notify owners or operators and . ) )
v " Mechanisms exist to provide governance oversight reporting and
personnel of a U.S.-flagged vessel, facility, or OCS facility of changes in ”
Status Reporting To recommendations to those entrusted to make executive decisions
101.645(a) Communications | cybersecurity conditions at the U.S.-flagged vessel, facility, and OCS Functional | Subset Of ; GOV-01.2 ecutiv ! 10
- Governing Body about matters considered material to the organization's Security,
facility and document these means in Section 5 of the Cybersecurity Plan. "
Compliance & Resilience Program (SCRP).
Communication systems and procedures must allow effective and
continuous communications between U.S.-flagged vessel, facility, and o
101.645(b) Communications | OCS facility security personnel, vessels interfacing with a facility or an Functional | o 19 NA NA N/A 0
0CS facility, the cognizant COTP, and national and local authorities with P
security i
N/A N
101.650 Cybersecurity measures Functional e NA NA N/A 0
Each tor of a U.S.-flagged vessel, facility, or OCS ! . ]
Account security -ach owner or operator of a agged vessel, facility, or acility Identity & Access Mechanisms exist to facilitate the implementation of identification and
101.650(a) must ensure, at a minimum, the following account security measures are | Functional | Subset Of IAC-01 10
measures " Management (IAM) access management controls.
in place and in Section 7 of the Plan:
Automatic account lockout after repeated failed login attempts must be Mechanisms exist to enforce a limit for consecutive invalid login
. ; ttempts b d tion-defined ti dand
101.65000)1) A enabled on all password-protected IT systems; runctionat | subsetor recount Lockout \AG.op |BttemPts by a user during an organization-defined time period an o
automatically locks the account when the maximum number of
attempts is exceeded.
Default passwords must be changed before using any IT or OT systems.
i Mechani te default authenticat hanged as part
101.6500)2) A When changing defauit passwords s not feasible, appropriate Functional Eauel Default Authenticators | 1aG.10.8 | Mechanisms exist o ensure defauit authenticators are changed as par o
compensating security controls must be implemented and documented; of account creation or system installation.
‘Aminimum password strength must be maintained on all IT and OT oasoword.Based Mechanisms exist to enforce complexity, length and lifespan
101.650(a)(3) N/A systems that are technically capable of password protestion; Functional | Subset Of e o IAC-10.1 | considerations to ensure strong criteria for password-based 10
Multifactor ication must be on p ap i Automated mechanisms exist to enforce Multi-Factor Authentication
and remotely ible OT systems. When multi is (MFA) for:
not feasible, appropriate compensating security controls must be Mutt-Factor (1) Remote network access;
101.650(a)(4) N/A implemented and documented; Functional | Subset Of IAC-06 |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 10
Authentication (MFA)
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
The principle of least privilege must be applied to administrator or Mechanisms exist to utilize the concept of least privilege, allowing only
101.65000)5) WA otherwise privileged accounts on both IT and OT systems; Functional Equat Loast Privilege Jaca1 |authorized access to processes necessary to accomplish assigned 10
tasks in accordance with organizational business functions.
The te t that 1¥ It it f Duti ist tai f Duti
101.65016) A o owner or operator must ensure that users maintain separate Fumctionat | intersoctewin|  SeParationofDuties | o " exist o implement and maintain of Duties R
on critical IT and OT systems: and (SoD) (SoD) to prevent potential activity without collusion.
The owner or operator must ensure that users maintain separate exist to separate non-privileged accounts between
credentials on critical IT and OT systems; and Account Separation infrastructure environments to reduce the risk that a compromise in
i it ; i i i ise i
101.650(a)(6) N/A 4 g Functional |Intersects With| Between Infrastructure | IAC-15.10 structu " u " 8
one infrastructure environment laterally affects another infrastructure
Environments
The owner or operator must ensure that users maintain separate Mechanisms exist to separate privileged accounts between
tials itical IT T t ; Privil d Ac it frastructt 1ts te th k of i
101.650016) WA credentials on critical IT and OT systems; and Functional | intersectswitn|  Priviteged Accoun IAG-162 | Mirastructure environments o reduce the isk of  compromise in one .
Separation infrastructure environment from laterally affecting other infrastructure
The owner or operator must ensure that user credentials are removed o Mechanisms exist to proactively govern the following personnel
revoked when a user leaves the organization. management actions:
Onboarding, Onboard £ ;
101.650(a)(7) N/A Functional |Intersects With | 07202418 Hrs-o1.1 | ing new personnel (e.g., new hires X 8
& Offboarding Personnel (2) Transferring personnel into new roles within the organization; and
@0 personnel (e.g., of
The owner or operator must ensure that user credentials are removed of User Provisioning & De- Mechanisms exist to utilize a formal user registration and de-
101.650(a)(7) N/A Wner or opert ust ensur usercredentials are removed or Functional | Intersects With 7 Provisioning IAC-07 chanisms exist to utilize & formal user registrati - 8
revoked when a user leaves the brocess that governs the of access rights.
Device security measures. Each owner or operator or designated CySO of a Mechanisms exist to facilitate the identification and implementation of
U.S.-flagged vessel, facility, or OCS facility must ensure the following Stotutory, Regulatory & relevant statutory, regulatory and contractual controls.
101.650(b) Device security measures | device security measures are in place, addressed in Section 6 of the Functional | Subset Of y cpLO1 10

Cybersecurity Plan, and made available to the Coast Guard upon request:

Contractual Compliance

Secure Controls Framework (SCF)

60of9



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

Focal Document: 7 - 2026)

US - 33 CFR Part 101 Subpart F (up to date as of
f

Focal URL:

H/part-101/subpart-F

STRM : h heory pping Published STRM URL: federal-law-33-cfr-part-101-subpart-f.pdf
FDE# FDE Name. Focal Document Element (FDE) Description SU SCF Control SCF# ST HETE L ) et Notes
Rationale Control Description Relationship
Develop and maintain a list of approved hardware, firmware, and software
101 8500)(1) A that may be installed on IT or OT systems. Any hardware, firmware, and Functional Equal Approved Teshnologiss | AsT.01.4 | Mechanisms exist to maintain a curent st of approved technologies o
software installed on IT and OT systems must be on the owner- or operator- (ardware and software).
aporoved list:
Ensure applications running executable code are disabled by default on Mechanisms exist to develop, document and maintain secure baseline
101.6500)2) WA critical IT and OT systems; runctional | subsetor Secure Baseline cro0 for Assets, and/or Services o
Configurations (TAAS) that are consistent with industry-accepted system hardening
Ensure applications running executable code are disabled by default on Corfigure Technology it to configure — ~
101.650(b)(2) N/A critical [T and OT systems; Functional | Intersects With| ASSetS:APPUCations | pr o) o | ervices (TAAS) utilized in high-risk areas with more restrictive baseline 8
and/or Services (TAAS) contignotions.
for High-Risk Areas
Maintain an accurate inventory of network-connected systems, inoluding xist to perform i es of Assets,
designation of critical IT and OT systems; and Applications, Services and/or Data (TAASD) that:
(1) Acourately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justification details;
101.650(6)(3) N/A Functional | Subset Of Asset Inventories AST-02 |(3)Is at the level of granularity deemed necessary for tracking and 10
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
Develop and maintain acourate documentation identifying the network Mechanisms exist to maintain network architecture diagrams that:
map and OT device configuration information. : (1) Contain sufficient detail to assess the security of the network's
Network Diagrams &
101.650(b)(4) N/A Functional | Subset Of Data Flow Diagrams AST.0q  |chitecture; 10
(oFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.
Each owner or operator or designated CySO of a U.S.flagged vessel, Operationalizing Mechanisms exist to compel data and/or process owners to
10165000 Data security measures |26 r OCS faciity must ensure the folowing data security measures | oo o | o RO operationalize securiy, compliance and resilience pratices for o
arein place and documented in Section 4 of the Cybersecurity Plan: . nee Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
Each owner or operator or designated CySO of a U.S.flagged vessel, exist to generate e
facility, or OCS facility must ensure the following data security measures System Security Plan (SSP)) that:
arein place and documented in Section 4 of the Cybersecurity Plan: (1) Identifies key and onin-
Appliod Socuriy, scope Technology Assets, Applications and/or Services (TAAS);
Complionss an (2) Reflects the current state of applied security, compliance and
101.650(c) Data security measures Functional | IntersectsWith| TP O1%e 1 1A0-03 | resilience controls on applicable People, Processes, Technologies, 8
Data and/or Facilities (PPTDF) that are contained within the system
Documentation
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
101.850(6)(1) WA Logs must be securely captured, stored, and protected so that they are Functional | SubsetOf | Continuous Monitoring | MON.o1 | Mechanisms exist o faciliate the implementation of enterprise-wide o
only by rivileged users: and controls.
Logs must be securely captured, stored, and protected so that they are Mechanisms exist to generate, monitor, correlate and respond to alerts
101.650(c)(1) N/A accessible only by privileged users; and Functional | Intersects With | System Generated Alerts | MON-01.4 [from physical, cybersecurity, data protection and supply chain 5
activities to achieve integrated situational
Logs must be securely captured, stored, and protected so that they are Mechanisms exist to review event logs on an ongoing basis and
101.650(c)(1) N/A accessible only by privileged users; and Functional | Intersects With | Security Event Monitoring | MON-01.8 |escalate incidents in accordance with established timelines and 5
Tor6500001) A Logs must be securely captured, stored, and protected so that they are Fumctional. | mtersects With| Protection of Event Logs |  MON-0g | MCPniSmS existto rotect event Logs and audit ools from R
only by privileged users: and access, and deletion.
101.850(6)(1) WA Logs must be securely captured, stored, and protected so that they are Functional. | intorsectewitn|  ACesSbySubsetof | oL T Mechanisms exist to restrict access to the management of vent ogs R
only by orivileged users: and Privileged Users to privileged users with a specific business need.
Logs must be securely captured, stored, and protected so that they are Mechanisms exist to retain event logs for a time period consistent with
1o1.8506)) WA accessible only by privileged users; and Functional | Intersects With|  Event Log Retention | MON.1o _|FoCrds retention requirementsto provide support for after-the-fact R
investigations of security incidents and to meet statutory, regulatory
and retention
Effective encryption must be deployed to maintain confidentiality of Mechanisms exist to develop, document and maintain secure baseline
101.650(0)2) A sensitive data and integrity of T and OT traffic, when technically feasible. | 0| Secure Baseline cro0 i for Assets, and/or Services o
Configurations (TAAS) that are consistent with industry-accepted system hardening
Effective encryption must be deployed to maintain confidentiality of Use of Cryptograph Mechanisms exist to facilitate the implementation of cryptographic
101.650(c)(2) N/A sensitive data and integrity of IT and OT traffic, when technically feasible. | Functional ~|Intersects With ! CRY-01 |protections controls using known public standards and trusted 8
Effective encryption must b deployed to maintain confidentiality of amamiesion N vt to protoct the aa
101.650(c)(2) N/A sensitive data and integrity of IT and OT traffic, when technically feasible. | Functional ~|Intersects With CRY-03 ‘ 5
Confidentiality being transmitted.
Eifective encryption must b deployed to maintain confidentiality of ] N axist to prevent i .
101.650(c)(2) N/A sensitive data and integity of I and OT tratfic, when technicaly feasible. | Functional | Intersects With| Encrypting Data AtRest | CRY-05 | CPio8o0" 5
Cybersecurity training for | | 2 "NE Program to address requirements under this paragraph must Security, Compliance & Mechanisms exist to facilitate the implementation of security
101.650(d) be documented in Sections 2 and 4 of the Cybersecurity Plan. Functional | Subset Of Resilience-Minded SAT-01 10
personnel workforce development and awareness controls.
Workforce
All personnel with access to the IT o OT systems, including contractors, Security, Compliance & exist to provide all and
101.650(d)(1) N/A whether part-time, full-time, temporary, or permanent, must have Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
training in the following topics: Training and training that is relevant for their job function.
Relevant provisions of the Cybersecurity Plan; Security, Compliance & exist to provide all and
101.650()(1)(i) N/A Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
‘and detection of threats and all types of oyber Security, Compliance & exist to provide all and
101.650(d)(1)(i) N/A incidents; Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
usedto measures; Security, Compliance & exist to provide all and
101.650(d)(1)(ii) N/A Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
Procedures for reporting a cyber incident to the CySO; and Security, Compliance & exist to provide all and
101.650(d)(1)(v) N/A Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
OT-specific cybersecurity training for all personnel whose duties include exist to provide role-based security, compliance and
using OT. Role-Based Security, resilience-related training: ‘
101.650(c)(1)(v) N/A Functional | Intersects With | Compliance & Resilience |  SaT-03 |(1) Before authorizing access to the system or performing assigned 8
Training duties;
(2) When required by system changes; and
(3) Annually thereafter.
Key personnel with access to the IT or remotely accessible OT systems, exist to provide role-based security, and
including contractors, whether part—tim‘e‘ fu“j me‘. |emporary,vor Role-Based Security, resilience-related training: .
101.65012) A permanent, must also have cybersecurity training in the following Functional | Intersects With | Gomptiance & Restionce |  SaT-0a |(1) Before authorizing access to the system or performing assigned R
additional topics: Traing duties;
(2) When required by system changes; and
(3) Annually thereafter.
L their roles and during a cyber incident and exist to provide role-b: d security, it and
response procedure; and Role-Based Security, resilience-related training: ‘
101.650(d)(2) (i) N/A Functional | Intersects With | Compliance & Resilience |  SaT-03 |(1) Before authorizing access to the system or performing assigned 8
Training duties;
(2) When required by system changes; and
(3) Annually thereafter.
Maintaining current knowledge of changing cybersecurity threats and exist to provide role-based security, and
countermeasures. Role-Based Security, resilience-related training: )
101.650(d)(2)1ii) N/A Functional | Intersects With | Compliance & Resilience | SaT-03 |(1) Before authorizing access to the system or performing assigned 8
Training duties; )
(2) When required by system changes; and
(3) Annually thereafter.
When personnel must access IT or OT systems but are unable to receive Mechanisms exist to ensure the risks associated with maintenance
training as specified in (A)(1) and (2) of this Maintenance Personnel personnel who do not have appropriate access authorizations,
101.650(d)(3) N/A section, they must be accompanied or monitored by a person who has Functional |Intersects With| Without Appropriate | MNT-06.1 |clearances or formal access approvals are appropriately mitigated. 5
completed the training specified in paragraphs (d)(1) and (2) of this Access
section.
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When personnel must access IT or OT systems but are unable to receive Mechanisms exist to ensure that non-escorted personnel performing
training as specified in (e)(1) and (2) of this Non-System Reated non-IT maintenance activities in the physical proximity of systems have
101.650(d)(3) N/A section, they must be accompanied or monitored by a person who has Functional | Intersects With Mtomanes MNT-06.2 |required access authorizations. 5
completed the training specified in paragraphs (d)(1) and (2) of this
section.
When personnel must access IT or OT systems but are unable to receive Physical access control mechanisms exist to restrict unescorted
training as specified in (d)(1) and (2) of this Restriot Unescortad access to facilities to personnel with required security clearances,
101.650(d)(3) N/A section, they must be accompanied or monitored by a person who has Functional | Intersects With oo PES-06.3 |formal access authorizations and validate the need for access. 5
completed the training specified in paragraphs (d)(1) and (2) of this
section.
All personnel must complete the training specified in paragraphs (d)(1)(i) exist to provide role-based security, and
through (v) of this section by January 12, 2026, and annually thereafter. Key resilience-related training:
personnel must complete the training specified in paragraph (d)(2) of this (1) Before authorizing access to the system or performing assigned
section by January 12, 2026, and annually thereafter, or more frequently as duties;
needed. Training for new personnel not in place at the time of the effective (2) When required by system changes; and
date of this rule must be completed within 5 days of gaining system (3) Annually thereafter.
access, but nolater than within 30 days of hiring, and annually thereafter. Role-Based Securiy,
101.650(d)(4) N/A Training for personnel on new IT or OT systems not in place at the time of Functional | Intersects With | Compliance &Resilience | ~ SAT-03 8
the effective date of this rule must be completed within & days of system Training
access, and annually thereafter. All personnel must complete the training
specified in paragraph (d)(1)(() within 60 days of receiving approval of the
Cybersecurity Plan. The training must be documented and maintained in
the owner's or operator's records in accordance with 33 CFR 104.235 for
U.S.-flagged vessels, 105.225 for facilities, and 106.230 for OCS facilities.
All personnel must complete the training specified in paragraphs (d)(1)(i) Mechanisms exist to document, retain and monitor individual training
through (v) of this section by January 12, 2026, and annually thereafter. Key activities, including:
personnel must complete the training specified in paragraph (d)(2) of this (1) Initial security, compliance and resilience awareness training;
section by January 12, 2026, and annually thereafter, or more frequently as (2) Recurring awareness training; and
needed. Training for new personnel not in place at the time of the effective (3) Technology Assets, Applications and/or Services (TAAS)-specific
date of this rule must be completed within 5 days of gaining system training.
access, but no later than within 30 days of iring, and annually thereafter. Seourity, Compliance &
101.650(c)(4) N/A Training for personnel on new IT or OT systems not in place at the time of Functional |Intersects With|  Resilience Training SAT-04 5
the effective date of this rule must be completed within 5 days of system Recards
access, and annually thereafter. All personnel must complete the training
specified in paragraph (d)(1)(i) within 60 days of receiving approval of the
Cybersecurity Plan. The training must be documented and maintained in
the owner's or operator's records in accordance with 33 CFR 104.235 for
U.S.-flagged vessels, 105.225 for facilities, and 106.230 for OCS facilities.
Each owner or operator or designated CySO of a U.S-flagged vessel, Mechanisms exist to facilitate the identification and implementation of
101.65000) Riskmanagament |21, o7 OCS facilty must ensure the following meastres for risk runctional | subsetor | StatutonRegulatory& | |relevant statutory, regutatory and contractual controls. 0
arein place and in Sections 11 and 12 of the Contractual Compliance
c Plan:
Each owner or operator or designated CySO of a U.S-flagged vessel, Mechanisms exist to formally assess the security, compliance and
facility, or OCS facility must ensure completion of a Cybersecurity 1 lsin Assets, and/or Services
Assessment that addresses each covered U.S.flagged vessel, facility, and (TAAS) through Information Assurance Program (IAP) activities to
Gybersecurty OCS facility. A Cybersecurity Assessment must be conducted no later than determine the extent to which the controls are implemented correctly,
101.650(e)(1) pO. July 16,2027, and annually thereafter. However, the Cybersecurity Functional | Subset Of Assessments 1A0-02  [operating as intended and producing the desired outcome with respect 10
Assessment must be conducted sooner than annually if there is a change to meeting expected requirements.
in ownership of a U.S.-flagged vessel, facility, or OCS facility. In conducting
the Cybersecurity Assessment, the owner or operator must—
Analyze all networks to identify vulnerabilities to critical IT and OT systems Mechanisms exist to formally assess the security, compliance and
and the risk posed by each digital asset; 1 lsin Assets, and/or Services
101.650(e)(1)(i) N/A Functional Subset Of Assessments 1a0-02  |(TAAS) through Information Assurance Program (IAP) activities to 10
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
Validate the Cybersecurity Plan; Mechanisms exist to formally assess the security, compliance and
il lsin Assets, and/or Services
101.650(e)(1)ii) N/A Functional Subset Of Assessments 1a0-02  |(TAAS) through Information Assurance Program (IAP) activities to 10
the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
to meeting expected
Document recommendations and resolutions in the Vessel Security Security Assesament Mechanisms exist to produce a Security Assessment Report (SAR) at
101.650(e)(1)(ii) N/A Assessment (VSA), Facility Security Assessment (FSA), or OCS FSA, in Functional | Intersects With Ronon (A 1A0-02.4 [ the conclusion of a security assessment to certify the results of the 8
with 33 CFR 104.305. 105.305. and 106.30! and assist with any actions.
Document and ensure patching or implementing of documented Mechanisms exist to govern identified deficiencies (e.g., Plan of Action
compensating controls for all KEVs in critical IT or OT systems, without and Milestones (POA&M) or similar methodology) that formally
delay; and documents, at a minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description of the deficiency(ies);
101.650(e)(1)(iv) N/A Functional Subsetof | CapabilitiesDeficiency | o) o |(4) Risk associated with the deficiency(ies); 10
Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disnosition statement (a ¢ closeolit summary).
and ions from paragraph (e)(1)ii) of Mechanisms exist to generate authoritative documentation (€.g.,
this section into the C Plan through an i System Security Plan (SSP)) that:
accordance with § 101.630(e). (1) Identifies key and onin-
Applied Socurty, scope Technology Assets, Applications and/or Services (TAAS);
Gompliance ant (2) Reflects the current state of applied security, compliance and
101.650(e)(1)(v) N/A Functional | Subset Of : 1A0-03 |resilience controls on applicable People, Processes, Technologies, 10
Resilience Controls
Data and/or Facilities (PPTDF) that are contained within the system
Documentation
boundary; and
(3) Provides a historical record of applied security controls, including
changes.
In conjunction with Cybersecurity Plan renewal, the owner, operator, or exist to conduct testingon
101.650(€)2) Penctration testing | designated CySO must ensure that a penetration test has been completed. | Functional | Intersects With| ~ Penetration Testing | VPM-07 | Assets, Applications and/or Services (TAAS). 5
Each owner or operator or a designated CySO of a U.S.-flagged vessel, Mechanisms exist to facilitate the identification and implementation of
Routine system ) Statutory, Regulatory &
101.650(€)(3) facility, or OCS facility must ensure the following measures for routine Functional | Subset Of CPL-01  |relevant statutory, regulatory and contractual controls. 10
maintenance Contractual Compliance
system arein place:
Ensure patching or i ion of controls Sortware & Firmware Mechanisms exist to conduct software patching for all deployed
101.650(e)(3)(1) N/A for all KEVs in critical IT or OT systems, without delay; Functional | Intersects With parching VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 5
firmware.
Maintain a method to receive and act on publicly submitted vulnerabilities; Mechanisms exist to maintain situational awareness of vulnerabilities
101.650(e)(3)1ii) N/A Functional |Intersects With | Threat Intelligence Feeds | THR-03 | 2nd evolving threats by leveraging the knowledge of attacker tactics, 5
and tofacilitate the of
ive and controls.
1016500 A Maintain a method to receive and act on publicly subrmitted vulnerabilities; | oo Tl T Automated Software & |- | Automated mechanisms exist o install the latest stable versions of R
Firmware Updates security-relevant software and firmware updates.
Maintain a method to share threat and vulnerability information with Threat Intelligence Mechanisms exist to utilize external threat intelligence feeds to
101.650(e)(3)i) N/A external stakeholders; Functional | Intersects With Reporting THR-03.1 |generate and disseminate organization-specific security alerts, 5
and/or directives.
Ensure there are no exploitable channels directly exposed to internet- Mechanisms exist to implement security functions as a layered
101.650(0)@)() WA accessible systems; Functional | intersects with| Defense-n-Depth (0ID) | | struoture minimizing interactions between layers of the design and s
Architecture avoiding any dependence by lower layers on the functionality or
of higher lavers
10165000 A Ensre there are no exploitablo channels directly exposed to nternet- Functional. | intersectswitn| Dectintemet Access [ hanisms exis to prohibit, o strict 1, Interet access from R
sustems: sensitive and/or regulated data enclaves (secure zones).
10165068 A Ensure no OT is connected to the publicly accessible internet unless runctiomat | subsetor | OPerational p08 existto manage the security, compliance and o
explicitly reauired for operation; and ©on resilience risks with Operational ©on.
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101650680 WA Ensure no OT is connected to the publicly accessible internet unless Functional | intersects witn| DirectIntemetAccess | exist to prohibit, or strictt 1, Internet access from R
explicitly reauired for operation; and sensitive and/or regulated data enclaves (secure zones).
Conduct vulnerability scans as specified in the Cybersecurity Plan. exist to detect and errors b
101.650(e)(3)(vi) N/A et vuinerability pecified| ybersecurity Functional | Intersects With| Vulnerability Scanning | VPM-06 ! X t rrors by 5
routine scanning of systems and
Each owner or operator or designated CySO must ensure: Mechanisms exist to facilitate the identification and implementation of
. Statutory, Regulatory &
101.650(9) Supply chain Functional | Subset Of CPLO1 |relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Consider cybersecurity capability as criteria for evaluation to procure IT _ Mechanisms exist to facilitate the implementation of capacity
Capacity & Performance
101.650(1)(1) N/A and OT systems or services; Functional | Subset Of Manegoment CAP-01 | management controls to ensure optimal system performance to meet 10
& expected and future capacity
Establish a process through which all IT and OT vendors notify of exist to require for applicable
; Third-Party Contract !
101.6500(2) A vulnerabilities or reportable cyber incidents without delay; and Functional | Subsetof ird-Party Contract Tom.gs |SeCUTty, compliance and resilience requirements with third-parties, 10
Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
To1.850002) A Monitor and document al third-party remote conneations todetect oyber | ¢TI L T T ey | Mechanisms exist o faciltate the implementation of enterprise-wide o
incidents. controls.
Monitor and document all third-party remote connections to detect cyber I nbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
101.650(1)(3) N/A incidents. Functional | Intersects With 155 | MON-01.3 | communications traffic for unusual or unauthorized activities or 5
Communications Traffic
Each owner or operator or designated CySO must ensure: Mechanisms exist to facilitate the identification and implementation of
Statutory, Regulatory &
101.650(g) Resilience Functional | Subset Of ° CPL-01  |relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Report reportable cyber incidents to the NRC without delay; Cyber Incident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
101.650(g)(1) N/A Functional | Intersects With| for Sensitive / Regulated | IRO-10.2 | timely manner. 5
Data
101 65082) A Develop, implement, maintain, and exercise the Cyber Incident Response | - 7f -0 incident Response Plan | o™ [Mechanisms exist to maintain and make available  current and viable R
Plan: (RP) Incident Response Plan (IRP) to all
iodically validate the of the Oy exist to conduct to security,
101.650(g)(3) N/A Functional |Intersects With| Conformity Assessment | CpL-01.4 |COMPliance and/or resilience capability conformity with applicable 5
cybersecurity and data protection laws, regulations and/or contractual
Perform backup of critical IT and OT systems. Mechanisms exist to create recurring backups of data, software and/or
t , as well as verify the integrity of these backups, t
101.650(g)(4) N/A Functional Subset Of Data Backups gop-1q  |Systemimages, as well as verify the integrity of these backups, to 10
ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recoverv Point Obiectives (RPOS).
Each owner or operator must ensure: Mechanisms exist to facilitate the identification and implementation of
Statutory, Regulatory &
101.650(h) Network segmentation Functional | Subset Of CPLOT  relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Implement segmentation between IT and OT networks; and Notwork Sogmentation existto network within network
101.650(h)(1) N/A Functional | Subset Of © o NET-06 toisolate Assets, and/or 10
(macrosegmentation) Services (TAAS) from other network resources.
Verify that all connections between IT and OT systems are logged and I mbound & Outbound Mechanisms exist to continuously monitor inbound and outbound
101.650()2) N/A monitored. Functional | Intersects With MON-01.3 | communications traffic for unusual or unauthorized activities or 5
Communications Traffic :
Verify that all connections between IT and OT systems are logged and Mechanisms exist to generate, monitor, correlate and respond to alerts
101.650()2) N/A monitored. Functional | Intersects With | System Generated Alerts | MON-01.4 [from physical, cybersecurity, data protection and supply chain 5
activities to achieve integrated situational
Each owner or operator must ensure: Mechanisms exist to facilitate the identification and implementation of
’ ) ) Statutory, Regulatory &
101.650() Physical security Functional | Subset Of CPLOT |relevant statutory, regulatory and contractual controls. 10
Contractual Compliance
Limit physical access to OT and related IT equipment to authorized Physical access control mechanisms exist to maintain a current list of
101.8500(1) A personnel; and Functional | intersectswitn|  Pvsical Access pes.gp |Personnelwith authorized access to organizational faciltes (except for R
Authorizations those areas within the facility officially designated as publicly
101.650001) A Limit physical access to OT and related IT equipment to authorized Functionat | imtersactswitn|  Rote-Based Physical | "~ IPhysical access control mechanisms exist to authorize physical access .
personnel: and Access to facilities based on the position or role of the individual.
Limit physical access to OT and related IT equipment to authorized Physical access control mechanisms exist to enforce physical access
I; and thorizations for all physical ts (including designated
101.650(i)(1) N/A persennel; an Functional SubsetOf | Physical Access Control | PES-03 | 2uthorizations for all physical access points (including designated 10
entry/exit points) to facilities (excluding those areas within the facility
officially as publicly
101650002 A Ensure unauthorized media and hardware are notconnested to lTand OT | - 71 0 - rssot Govamance asT.o1 | Mechanisms existto faciltate an IT Asset Management (TAM) program o
to and manage asset controls.
Ensure unauthorized media and hardware are not connected to IT and OT Mechanisms exist to maintain a list of Technology Asset, Application
101.85002) A infrastructure. Functional. | IntersectsWith| Authorized To Connect | AST-01.5 | 1/or Service (TAS) that are authorized to connect to organizationl R
Technology Assets, Applications, Services and/or Data (TAASD).
Ensure unauthorized media and hardware are not connected to IT and OT Automated mechanisms exist to detect and alert upon the detection of
Automated Unauthorized
101.650()(2) N/A infrastructure. Functional | Intersects With AST-02.2 |unauthorized hardware, software and firmware components. 5
Component Detection
AllCybersecurity Plans mentioned in this subpart must be submitted to
Cyb it i N
101655 ybersecurity the Coast Guard for review and approval no later than July 16, 2027, . No NA NA WA o
compliance dates | according to 33 CFR 104.410 for U.S.-flagged vessels, 33 CFR 105.410 for Relationship
facilities. or 33 CFR 106.410 for OCS facilities.
Each owner or operator must ensure that the cybersecurity portion of their
Sybersecuit Plan and penetration test results are available to the Coast Guard upon exist to ensure the is able
Y Y request. The Alternative Security Program provisions apply to cybersecurity Ability To Demonstrate security, compliance and/or resilience capability conformity with
101.660 compliance ° Functional | Subset Of ° CcPL01.3 ) 10
o aton | compliance documentation and are addressed in 33 GFR 104.140 for Conformity applicable cybersecurity and data protection laws, regulations and/or
vessels, 33 CFR 105.140 for facilities, and 33 CFR 106.135 for OCS contractual obligations.
facilities.
An owner or operator, after completion of the required Cybersecurity
Assessment, may seek a waiver or an equivalence determination for the
requirements in subpart F using the standards and submission procedures
applicable to a U.S.-flagged vessel, facility, or OCS facility as outlined in
Noncompliance waivers |33 CFR 101130, 104.130, 104.135, 105.130, 105.135, 106.125, or o
101.665 106.130. If an owner or operator must temporarily deviate from the Functional " NA N/A N/A 0
and equivalents Relationship
requirements in this part, they must notify the cognizant COTP for facilities
or OCS facilties, or the MSC for U.S.-flagged vessels, and may request
temporary permission to continue to operate under the provisions as
outtined in 33 CFR 104.125, 105.125, o 106.120.
‘Any provision of this subpart held to be invalid or unenforceable as applied
to any person o circumstance shall be construed so s to continue to give
the maximum effect to the provision permitted by law, including as applied
101.670 Severability to persons not similarly Sllu?[‘ed or to dissimilar CWCLIm?‘aﬂCES. unless Enotional NO N/A N/A N/A 0
such holdingis that the provision of this subpart is invalid and Relationship
unenforceable in all circumstances, in which event the provision shall be
severable from the remainder of this subpart and shall not affect the
remainder thereof.
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