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P Office and pace of meeting [See TOE for detals oo I [N Restarnin o m = o [No applicable SCF control
a4 Definitions [See fDE for details. Functional | No Relationship N/A N/A N/A 0 eI G
Unfair methods of competition [N/A [No applicable SCF control
unlawful; prevention by . .
as o, Functional | No Relationship NA NA NA 4
(sec. 5)
/A INo applicable SCF control
Declaration of unlawfulness;
power to prohibit unfair . .
4s(2) practices: inapphcabiiiy to Functional | No Relationship N/A N/A NA 4
foreign trade
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness; - acts or practices in or affecting commerce, are hereby declared unlaviful ' h facilitate th f
wer to Security, Compliance & y IMechanisms exist to facilitate the implementation of security, compliance
45(a)1) practices; mapp\lcab\hty o Functional Subset Of | pegilience Program (SCRP) | ©©V-%1 land resilience governance controls. 10
n trade
[Unfair methods of competition n o affecting commerce, and unfair or deceptive
Declaration of unlawfulness;  [acts or practices in or affecting commerce, are hereby declared unlawful. IMechanisms exist to align security, compliance and resilience capabilities
power to prohibit unfair Steering Committee & y with business requirements through a steering committee or advisory board,
ast@m practices; inapplicability to Functional | Intersects With Program Oversight GOV-0L1 |comprised of key cybersecurity. data protection and business executives, 8
foreign trade which meets formally and on a regular basis.
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness;  |acts or practices in or affecting commerce, are hereby declared unlawful.
power to prohibit unfair Defining Business Context & y IMechanisms exist to define the context of its business model and document
ast@m practices; inapplicability to Functional | Intersects With ission GOV08 e organization's mission 8
foreign trade
[Unfair methods of competition n or affecting commerce, and Unfair or deceptive
Deuﬂav;z:-?g av'ouhr‘\k\)agﬁ/::\’na‘erss lacts or practices in or affecting commerce, are hereby declared unlawful. Business As Usual (BAU) [Mechanisms exist to incorporate security, compliance and resilience
45(a)(1) r:(t es: ;’a lcaniity to Functional | Intersects With | Security, Compliance & GOV-14  [principles into Business As Usual (BAU) practices through executive 8
practi o plicability Resilience Practices leadership involvement.
foreign trade
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of uhiawfulness: Jacts or practices in or affecting commerce, are hereby declared unlawful. Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
45(a)(1) e e by & Functional | Intersects With | Compliance & Resilience. GOV-15  [security, compliance and resilience practices for each Technology Asset, 8
practices; inapplcapility to Capabilities |Application and/or Service (TAAS) under their control
foreign trade
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness: - acts or practices inor affecting commerce, are hereby declared unlavful IMechanisms exist to compel data and/or process owners to select required
45(a)(1) practices; inapplicabiliy o Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 5
Foreion trade |Application and/or Service (TAAS) under their control
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness: - acts or practices inor affecting commerce, are hereby declared unlaviful. IMechanisms exist to compel data and/or process owners to implement
45(a)(1) practices; inappl Functional | Intersects With | Implement Controls GOV-15.2  [required security, compliance and resilience controls for each Technology 5
Toreion bade |Asset, Application and/or Service (TAAS) under their control.
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness; [acts or practices in or affecting commerce, are hereby declared unlawful. IMechanisms exist to compel data and/or process owners to assess if required
wer to prohibi security, compliance and resilience controls for each Technology Asset,
45(a)(1) practices; inapplicability to Functional | Intersects With Assess Controls GOV-15.3 a5 plication and/or Service (TAAS) under their control are:(1) Implemented 5
foreign trade lcorrectly; and(2) Operating as intended.
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness; - [acts or practices in or affecting commerce, are hereby declared unlawful. Authorize Technology IMechanisms exist to compel data and/or process owners to obtain
45(a)(1) etices: Aol Functional | Intersects With | Assets, Applications and/or | GOV-15.4 authorization for the production use of each Technology Asset, Application 5
P o Y Services (TAAS) land/or Service (TAAS) under their control
foreign trade
[Unfair methods of competition in o affecting commerce, and unfair or deceptive [Mechanisms exist to comy
i pel data andjor process owners to monitor
DK!;Z:'?; D:o‘;'\':‘:]twl‘;‘fg?fs' lacts or practices in or affecting commerce, are hereby declared unlawful. [Technology Assets, Applications, Services and/or Data (TAASD) under Lhevr
45(a)(1) chUces W‘?E licabilty to Functional | Intersects With Monitor Controls. GOV-15.5  |control on an ongoing basis for applicable threats and risks, as well at 5
P : inappl Y lensure security, compliance and resilience controls are operating as
foreign trade intende:
[Unfair methods of competition n or affecting commerce, and unfair or deceptive
Declaration of unlawfulness; - |acts or practices in or affecting commerce, are hereby declared unlawful. IMechanisms exist to facilitate the implementation of industry-recognized
ower to prohibit unfair Secure Engineering g security, compliance and resilience practices in the specification, design,
45(a)1) practices; inapplicability to Functional | Intersects With Principles SEA-01 and of Technology Assets, s
foreign trade |Applications and/or Services (TAAS).
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness; [acts or practices in or affecting commerce, are hereby declared unlawful. IMechanisms exist to develop an enterprise architecture, aligned with
power to prohibit unfair Alignment With Enterprise ’ industry-recognized leading practices, with consideration for security,
45(a)1) practices; inapplicability to Functional | Intersects With hitecture SEA0Z \compliance and resilience principles that addresses risk to organizational 8
foreign trade loperations, assets, individuals and other organizations.
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness; - |acts or practices in or affecting commerce, are hereby declared unlawful. IMechanisms exist to implement security functions as a layered structure
power to prohibit unfair Defense-In-Depth (DID) ’ Iminimizing interactions between layers of the design and avoiding any
45()(1) practices; inapplicability to Functional | Intersects With rehitecture SEA03 |gependence by lower layers on the functionality or correctness of higher 8
foreign trade layers
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of uhiawfulness: Jacts or practices in or affecting commerce, are hereby declared unlawful. Technology Development & IMechanisms exist to facilitate the implementation of tailored development
4s(a)(1) s o Functional | Intersects With & P TDA01  [and acquisition strategies, contract tools and procurement methods to meet 8
practices; inapplicability to Acquisition AR
foreign trade al
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
lacts or practices in or affecting commerce, are hereby declared unlawful.
IMechanisms exist to design and implement product management processes
Declaration of unlawfulness; lto proactively govern the design, development and production of Technology
power to prohibit unfair ’ |assets, Applications andjor Services (TAAS) across the System Development
45(a)1) practices; inapplicability to Functional | Intersects With | Product Management TOA-OLL e Cycle (SDLC) to:(1) Improve functionality;(2) Enhance security 8
ign trade resiliency capabilities;(3) Correct security deficiencies; and(4) Conform with
lapplicable statutory, regulatory and/or contractual obiigations.
[Unfair methods of competition in or affecting commerce, and unfair or deceptive
Declaration of unlawfulness: - acts or practices inor affecting commerce, are hereby declared unlavful. Secure Software IMech. devel I based on Secure Soft
power to prohibit unfair ’ lechanisms exist to develop applications based on Secure Software
45(a)(1) phctices: Ibappiicabiity to Functionsl | tersects Wit | - Development Pactices TOA06 e Bractices (S0P 5
foreign trade
[The Commission is hereby empowered and directed to prevent persons, [No applicable SCF control
Ipartnerships, or corporations, except banks, savings and loan institutions
ldescribed in section 57a(f)(3) of this title, Federal credit unions described in
Isection 57a(f)(4) of this title, common carriers subject to the Acts to regulate
lcommerce, air carriers and foreign air carriers subject to part A of subtitle Vil of
Declaration of unlawfulness;  Title 49, and persons, partnerships, or corporations insofar as they are subject to
power to prohibit unfair ' |the Packers and Stockyards Act, 1921, as amended [7 U5.C.A. § 181 et seq.],
45a)2) practices; inapplicability to |except as provided in section 406(b) of said Act [7 U.5.C.A. § 227(b)], from using | Functional | No Relationship e e LA ©
foreign trade lunfair methods of competition in or affecting commerce and unfair or deceptive
Jacts or practices in or affecting commerce.
[This subsection shall not apply to unfair methods of competition INvoving INo applicable SCF control
Declaration of unlawfulness; |cOMMerce with foreign nations (other than import commerce) unless--  If this
Sower to pronibit unfair - [subsection applies to such methods of competition only because of the operation X X
45(a)(3) lof subparagraph (A)(ii), this subsection shall apply to such conduct only for injury | Functional | No Relationship N/A N/A NA 4
practices; inapplicability to
to export business in the United States.
reign trade
lsuch methods of competition have a direct, substantial, and reasonably INo applicable SCF control
Declaration of unlawfulness; - [foreseeable effect--
power to prohibit unfair .
45()(3)(A) phactices: inappicabiiey to Functional | No Relationship VA N/A NA 0
foreign trade
lon commerce WhICh I5 not commerce with foreign nations, or on Import [No applicable SCF control
Declaration of unlawfulness; - |commerce wih foreign nations; or
power to prohibit unfair .
45(2)3)(A)(0) pactices: Ibappieabiy to Functional | No Relationship VA NA NA o
foreign trade
lon export commerce with foreign nations, of a person engaged in such [No applicable SCF control
Declaration of unlawfulness; - lcommerce in the United States; ar
power to prohibit unfair
45(2)(3)(A)i) phctices: ibappiicabiity to Functional | No Relationship N/A N/A NA 4
foreign trade
[Such effect gives rise to a claim under the provisions of this subsection, other INo applicable SCF control
Declaration of unlawfulness;  |than this paragraph.
power to prohibit unfair
45(2)(3)(8) practices; inapplicabiliy to Functional | No Relationship N/A N/A NA 4
foreign trade
[For purposes of subsection (a) of this section, the term "unfair or deceptive acts
Declaration of unlawfulness; - or practices" includes such acts or practices involving foreign commerce that
power to prohibit unfair
45(a)(4)(A) phactices: inapphcabiity to Functional | No Relationship N/A N/A NA 4
foreign trade
lcause or are likely to cause reasonably foreseeable injury within the United INo applicable SCF control
Declaration of unlawfulness;  [states; or
wer o prohibi unfar
45(a)(a)(A)(i) practices: inapphcabiliy to Functional | No Relationship N/A N/A NA 4
foreign trade
involve material conduct occurring within the United States. INo applicable SCF control
Declaration of unlawfulness;
power to prohibit unfair . .
45(a)(@)(A)i) practices; inapplicability to Functional | No Relationship NA NA NA 4
foreign trade
[AIl remedies available to the Commission with respect to unfair and deceptive INo applicable SCF control
Declaration of unlawfulness; - ats or practices shal be available for acts and practices described in this
power to prohibit unfair ' |paragraph, including restitution to domestic or foreign victims. i
45(a)(4)(8) phactices: inappicabiliny to Functional | No Relationship NA NA NA 4
foreign trade
Proceeding by Commission; _|5ee fDE for details icable SCF control
4s(b) modifying and setting aside Functional | No Relationship NA N/A NA 0
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45(c) Review of order; rehearing |°¢¢ PE for details. Functional | No Relationship N/A N/A N/A [oEEEIE=R R EE Gt
[Upon the filing of the record with it the jurisdiction of the court of appeals of the INo appiicable SCF control

45(0) Jurisdiction of court |United States to affirm, enforce, modify, or set aside orders of the Commission | Functional | No Relationship NA NA NA
shall be exclusive.

o order of the Commission or Judgement of court to enforce the same shall T INo applicable SCF control
4s(e) Exemption from liability [anywise relieve or absolve any person, partnership, or corporation from any Functional | No Relationship N/A N/A NA

liability under the Antitrust Acts
[Complaints, orders, and other processes of the Commission under this section INo applicable SCF control
Imay be served by anyone duly authorized by the Commission, either (a) by
delivering a copy thereof to the person to be served, or to a member of the
Ipartnership to be served, or the president, secretary, or other executive officer o
a director of the corporafion to be served; or (b) by Ieaving a copy thereof at the
residence or the principal office or place of business of such person, partnership,
or corporation; or (c) by mailing a copy thereof by registered mail o by certified

s ¢ commtaints, orgers. |2 2ddressed to such person, partnership, or corporation at is or s residence

ervice of complaints, rders. lor principal office o place of business. The verified return by the person so

0 and other processes; return [cerving said complaint, order, o other process setting forth the manner of said | ncione! | Ne Relationship VA VA NA
service shall be proof of the same, and the return post office receipt for said
lcomplaint, order, or other process mailed by registered mail or by certified mail
as aforesaid shail be proof of the service of the same.

e Fimalty of order [An order of the Commission to cease and desist shall become final | DD A A A INo applicable SCF control
[Upon the expiration of the time allowed for fiing a petition for review, If no such INo applicable SCF control
petition has been duly filed within such time; but the Commission may thereafter

45(9)(1) Finality of order Imodify or set aside its order to the extent provided in the last sentence of Functional No Relationship N/A N/A NIA
subsection (b)
[Except as (o any order provision SUBJect to paragraph (), upon the sixtieth day No applicable SCF control
after such order is served, if a petition for review has been duly filed: except that )
45(0)2) Finality of order any such order may be stayed, in whole or in part and subject to such conditions |  Functional | No Relationship N/A N/A NA
Jas may be appropriate, by--
45(9)(2)(A) Finality of order the Commission; Functional | No Relationship N/A N/A NA [oEEEIE=R RS Gl
fan appropriate court of appeals of the United States, if 1) a petition for review of INo appiicable SCF control
such order is pending in such court, and (ii) an application for such a stay was
lreviously submitted to the Commission and the Commission, within the 30-day
45(0)(2)(B) Finality of order Iperiod beginning on the date the application was received by the Commission, Functional | No Relationship N/A N/A NA
either denied the application or did not grant or deny the application; or
pr— Finalty of order fthe Supreme Court, I an applicable petition for certiorari s pending. |y A A A INo applicable SCF control
[For purposes of subsection (m)(1)(B] of this section and of section 57b(al(2) of INo applicable SCF control
45)3) Finality of order this title, if a petition for review of the order of the Commission has been filed- | Functional | No Relationship A NA NA
lUpon the expiration of the time allowed for filing a petition for certiorarl, If the No applicable SCF control
lorder of the Commission has been affirmed or the petition for review has been
45(9)(3)(A) Finality of order dismissed by the court of appeals and no petition for certiorari has been duly Functional No Relationship N/A N/A N/A
fled:
lUpon the denial of a petition for certiorari, f the order of the Commission has No applicable SCF control
45(0)(3)(B) Finality of order been afimed or the petitionfo rview has been dismissed by the cout of Functional | No Relationship /A N/A N/A
lappeals; or
lUpon the expiration of 30 days from the date of Issuance of a mandate of the INo applicable SCF control
45(9)(3)(C) Finality of order Supreme Court directing that the order of the Commission be affirmed or the Functional No Relationship N/A N/A N/A
petition for review be dismissed.
in the case of an order provision requiring a person, partnership, or corporation N applicable SCF control
45()8) Finality of order o divest itself of stock, other share capital, or assets, if a petition for review of | Functional | No Relationship NA NA NA
such order of the Commission has been filed--
lGpon the expiration of the time allowed for fiing a petition for certiorar, T the INo applicable SCF control
lorder of the Commission has been affirmed or the petition for review has been )
45(9)(4)(A) Finality of order dismissed by the court of appeals and no petition for certiorari has been duly Functional | No Relationship N/A N/A NA
filed;
lUpon the denial of a petition for certiorari, If the order of the Commission has N applicable SCF control
45(9)(4)(B) Finality of order oeen afimed or the peition fo review has been dismissed by the court of Functional | No Relationship NA NA NA
lappeals; or
lUpon the expiration of 30 days from the date of Issuance of a mandate of the INo applicable SCF control
45(9)4)(C) Finality of order Supreme Court directing that the order of the Commission be affirmed or the Functional | No Relationship N/A N/A NA
petition for review be dismissed.
i the Supreme Court directs that the order of the Commission be modified or et INo applicable SCF control
aside, the order of the Commission rendered in accordance with the mandate of
the Supreme Court shall become final upon the expiration of thirty days from the
Modification or setting aside of [time it was rendered, unless within such thirty days either party has instituted

45(h) order by Supreme Court  [proceedings to have such order corrected to accord with the mandate, in which e DA WA (ES
levent the order of the Commission shall become final when so corrected.

i the order of the Commission Is modified or set aside by the court of appeals, INo applicable SCF control
land if (1) the time allowed for filing a peition for certiorari has expired and no

such petition has been duly filed, or (2) the petition for certiorari has been

denied, or (3) the decision of the court has been affirmed by the Supreme Court,

then the order of the Commission rendered in accordance with the mandate of

the court of appeals shall become final on the expiration of thirty days from the

450 ot ot wopce ©F time such order of the Comission was rendered, unless within such thity days | Functional | No Relationship N/A NA NA
either party has instituted proceedings to have suich order corrected so that it
il accord with the mandate, in which event the order of the Commission shall
lbecome final when so corrected.

i the Supreme Court orders a rehearing; or If the case is remanded by the court INo appiicable SCF control
of appeals to the Commission for a rehearing, and if (1 the time allowed for filing|
a petition for certiorari has expired, and no such petition has been duly filed, or
(2) the petition for certiorari has been denied, or (3) the decision of the court has
45() Rehearing upon order or |heen affirmed by the Supreme Court, then the order of the Commission rendered | Functional No Relationship N/A N/A N/A
remand lupon such rehearing shall become final in the same manner as though no prior
lorder of the Commission had been rendere

4500 "Mandate” defined ee fOE for detalls. Functional | No Relationship /A N/A NA [No appllcable SCF control
[Any person. partnership., or Corporation who violates an order of the Commission INo applicable SCF control
after it has become final, and while such order is in effect, shall forfeit and pay to
the United States a civil penalty of not more than $10,000 for each violation,
lwhich shall accrue to the United States and may be recovered in a civil action
lbrought by the Attorney General of the United States. Each separate violation of
such an order shall be a separate offense, except that in a case of a violation

Penalty for violation of order; [through continuing failure to obey or neglect to obey a final order of the.
4s() injunctions and other  [Commission, each day of continuance of such failure or neglect shall be deemed |  Functional | No Relationship N/A N/A NA
appropriate equitable relief  [a separate offense. In such actions, the United States district courts are
lempowered to grant mandatory injunctions and such other and further equitable
relief as they deem appropriate in the enforcement of such final orders of the
(Commission.
WA INo applicable SCF control
Civil actions for recovery of
penalties for knowing violations
of rules and cease and desist
orders
respecting unfair or deceptive
45(m) acts or practices; jurisdiction; Functional | No Relationship N/A N/A NA
maximum amount of penalties;
continuing
violations; de novo
determinations; compromise or
settlement procedure
[The Commission may commence a civil action to recover a civil penalty n a No applicable SCF control
district court of the United States against any person, partnership, or corporation
Civil actions for recovery of |which violates any rule under this chapter respecting unfair or deceptive acts or
penalties for knowing violations [practices (other than an interpretive rule or a rule violation of which the
of rules and cease and desist[Commission has provided is not an unfair o deceptive act or practice in violation
orders lof subsection (a)(1) of this section) with actual knowledge or knowledge fairly
respecting unfair or deceptive [mplied on the basis of objective circumstances that such act is unfair or
45(m)1)(A) acts or practices; jurisdiction; |deceptive and is prohibited by such rule. In such action, such person, Functional | No Relationship NA N/A NA
maximum amount of penalties; [partnership, or corporation shall be liable for a civil penalty of not more than
continuing 510,000 for each violation.
violations; de novo
determinations; compromise or
settiement procedure
Fthe Commission determines in a proceeding under subsection (b) of this INo applicable SCF control
section that any act or practice s unfair or deceptive, and issues a final cease
Civil actions for recovery of [and desist order, other than a consent order, with respect to such act or practice,
penalties for knowing violations [then the Commission may commence a civil action to obtain a civil penalty in a
of rules and cease and desist. [district court of the United States against any person, partnership, or corporation
orde \which engages in such act or practice-- In such action, such person, partnership.
respecting unfair or deceptive |or corporation shall be liable for a civil penalty of not more than $10,000 for each
45(m)(1)(8) acts or practices; jurisdiction; |violation Functional | No Relationship /A N/A A
maximum amount of penalties;
continuin
violations; de novo
determinations; compromise or
settlement procedure
after such cease and desist order becomes final (whether or not such person, INo applicable SCF control
lpartnership, or corporation was subject to such cease and desist order), and
Civil actions for recovery of
penalties for knowing violations
of rules and cease and desist
orde
respecting unfair or deceptive
asmI@E)) acts or practices; jurisdiction; Functional | No Relationship N/A N/A NA
maximum amount of penalties;
continuing
violations; de novo
determinations; compromise or
settlement procedure
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lwith actual knowledge that such act or practice s unfair or deceptive and is No applicable SCF control
unlawful under subsection (a)(1) of this section.
Civil actions for recovery of
penalties for knowing violations
of rules and cease and desist
orders
respecting unfair or deceptive
asmE)R) acts or practices; jurisdiction Functional | No Relationship VA /A NA
maximum amount of penalties
continuing
violations; de novo
determinations; compromise or
settlement procedure
in the case of 2 violation through continuing failure to comply With a rule or with No applicable SCF control
subsection (a)(1) of this section, eac! continuance of such failure shall be
Civil actions for recovery of _[treated as a separate violation, for purposes of subparagraphs (A) and (B). In
penalties for knowing violations |determining the amount of such a civil penalty, the court shall take into account
of rules and cease and desist |[the degree of culpabilit, any history of prior such conduct, abilty to pay, effect
orders on abiliy to continue to do business, and such other matters as justice may
respecting unfair or deceptive |require.
asmI©) acts or practices; jurisdiction; Functional | No Relationship NA N/A A
maximum amount of penalties;
continuing
violations; de novo
determinations; compromise or
settlement procedure
I the cease and desist order establishing that the act or practice Is unfair or able SCF control
deceptive was not issued against the defendant in a civil penalty action under
Civil actions for recovery of _ [paragraph (1)(B) the issues of fact in such action against such defendant shall be
penalties for knowing violations tried de novo. Upon request of any party to such an action against such
of rules and cease and desist.[defendant, the court shall also review the determination of law made by the
orders ICommission in the proceeding under subsection (b) of this section that the act o
respecting unfair or deceptive [practice which was the subject of such proceeding constituted an unfair or
4s(m)(2) acts or practices; jurisdiction; [deceptive act or practice in violation of subsection (a) of this section. Functional | No Relationship NA /A NA
maximum amount of penalties;
continuing
violations; de novo
determinations; compromise or
settlement procedure
[The Commission may compromise o settie any action for a cvil penalty I such
compromise or settlement is accompanied by a public statement of its reasons
Civil actions for recovery of [and is approved by the court.
penalties for knowing violations
of rules and cease and desist
ers
respecting unfair or deceptive
as(m3) acts or practices; jurisdiction Functional | No Relationship NA N/A A
maximum amount of penalties;
continuin
violations; de novo
determinations; compromise or
settlement procedure
[The Commission shall have no authority under this section or section 57a of this No applicable SCF control
it to declare unlawful an act or practice on the grounds that such act or
jractice is unfair unless the act or practice causes or is likely to cause substantial
injury to consumers which is not reasonably avoidable by consumers themselves
and not outweighed by countervailing benefits to consumers or to competition. In
determining whether an act or practice is unfair, the Commission may consider
45() Standard of praoh public POl |ogtabiished public policies as evidence to be considered with all other evidence. | Functional | No Refationship NA N/A NA
Such public policy considerations may not serve as a primary basis for such
determination. [FN1] So in original. Probably should be "clause".
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