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[Mechanisms ex mmngy o pmcess terminology to reduce

3142 Definitions (see definitions section for details) Functional Intersects With | Standardized Terminology | SEA-02.1 [tet arun aononcst stacime ot sopamoent s
standords for sateguaring
3143 tomer information. || IS merely a section title without content. Functional No Relationship. N/A N/A N/A o No applicable SCF control
[Fecharfams exst o oelate e mplemeTaton o ecurty, comprance and resience
[You shall develop, implement, and maintain a comprehensive information lgovernance con
security program that s writtén in one or more readily accessibie parts
and contains administrative, technical, and physical Safeguards that are
Information security  [appropriate to your size and complexity, the nature and scope of your Security, Compliance & y
143@ program ctivities, and the sensitivity of any customer information at \ssue The Functional Subset OF Resilience Program (SCRP) Gov-o1 10
information security program shall include the elements set fort
T an el b Feaconanty osind to schcve i abjectes o s
part, as set forth in paragraph (b) of this section.
3143061 Objectives [The objectives of section 501(b) of the Act, and of this part, are for Fanctional No Relationship WA WA WA T [No applicable SCF control
[Fechanisms exs  establsh conrel obectves s e basis o (e selecon.
314.3(0)(1) none Insure the security and confidentiality of customer information; Functional Intersects With | Define Control Objectives | GOV-09 internal securiy, compliance and s
Iesiience conirol system,
o Commn s [Mechanisms exist to faciitate the Implementation of securlty, compliance and resiience
ol ; et u urity, Compli .01 [governance controls.
3143000 none Insure the security and confidentiality of customer information; Functional subsetor | Security Compliance® | ovo1 o 10
o orect sammat o amced tente o arara 1o e seeor [Techaniss e t esablen corral obectives 2=t Base for e electn.
otect against any anticipated threats or hazards to the security or et ; : N ) B o ance and
314.3(60)2) none rotect againat any anticipated Functional inersects it | Define Conirl Objectives | GOV-09 [mplementation ang man . compl s
orotect saam o eI ated trents o parara v e seer F—— anfsms exist to facitate the Implementation of security, compliance and resiience
one rotect against any anticipated threats or hazards to the security or nctions et ecurity, Compliance 01 o
31430)(2) integrity of such information; and Functional SubsetOf | peciience Program (scRp) | SOV-01 |9 o
oot sammo aornes - PP PE—— [Wiechanisms exist to facitate the implementation of security, compliance and resiience
one rotect against unauthorized access to or use of such information tha nctions st ecurity, Compliance o1 o o
314.3(6)3) could result in substantal harm or inconvenience to any customer Functional SubsetOf | pesiience Program (scRp) | OV-01 |9 10
orotect sammet omacorsed oo ot v o [Techanies s o esablen contral obectives s s Bagis Tor e clectin.
3143010) none rotect aginst unauthorized accessto or use of uch iformation tha Functional | Intersects With | Define Control Objectives | GOV-09 internl secury, complance and | 5
could result in substantal harm or inconvenience to any customer el gk e
3144 Elements I R BT CE T DRI A Functional No Relationship NA [ A o INo applicable SCF control
[Viechanisms exist to 3ssign one or more qualiied indviduals with the mission and
IDesignate a qualified individual responsible for overseeing and Iresources to centrally-manage, coordinate, develop, implement and maintain an
implementing your information security program and enforcing your lenterprise-wide Security, Compliance & Resilience Program (SCRP)
Indica). The Qualiiad Inavidual may bé empioped by pliance & Resll
lliate, or a service provider. To the extent the requirement in this P
[paragraph (a) is met using a service provider or an affiate, you shalk
[Mechanisms exist to require contractual requirements for applicable security, compliance]
IDesignate a qualified individual responsible for overseeing and Jand resilience requirements with thirc-parties, reflecting the organization's needs to
implementing your information secu am and enforcing your [protect its Technology Assets, Applications, Services andior Data (TAASD)
information security progran (for purposes of this part, “Qualified Third-party Contract y
31440) none Individual”). The Qualified Individual may be employed by you, an Functional Intersects With Requirements. TPM-05 s
filite, or 3 service provider. To the extent the requirement in this
Iparagraph () is met using a service provider or an affiate, you shal
[Mechanisms exist to faciitate the Implementation of security, compliance and resiience
IDesignate a qualified individual responsible for overseeing and lgovernance controls
implementing your information security program and enforcing your
information security prograr (for purposes of this part, “Qualified ecurity, Compliance & y
314402) none Individual”). The Qualified Individual may be employed by you, an Functional Subset OF Resilience Program (SCRP) Gov-01 10
liate, or a service provider. To the extent the requirement in this
lparagraph () is met using a service provider or an affate, you shal
[Mechanisms exist to faciitate the implementation of third-party management controls
IDesignate a qualified individual responsible for overseeing and
implementing your information security program and enforcing your
information securiy progran (for purposes of this part, “Qualified ’ y
314.4(0) none I oo PO of s part ualfed Functional Subset OF Third-Party Management |  TPM-01 10
liate, or a service provider. To the extent the requirement in this
paragraph (a) is met using a service provider o an affliate, you shalk
314.4(a)(1) none |Retain responsibility for compliance with this part; Functional Subset Of Third-Party Management TPM-01 [Mechanisms exist to facilitate the implementation of third-party management controls. 10
Assigned Security, echanins exist o gssign n or more quald avidues Wit e mision ars
314.4(a)(1) none [Retain responsibility for compliance with this part; Functional Intersects With | Compliance & Resilience | GOV-04 [resources to centrally-manage, coordinate, implement and maintain an 5
Setorty: Complance & Resilonce Frogeam (AP
[Fechaniams exst o equre contactal requremerts o appTCablesecury.comprance
Thire-party Contract Jand resilience requirements with third-parties, refiecting the organizatior
14400 Retan responsibiltyfor compliance with tis part Functional | Intersects with r-party Cot o5 [ esience requirements with thid partes reflecting the orgsnizations 5
. o ; B Assigned Security, [Miechanisms exist to assign one or more qualified indviduals with the mission and
314.4)(2) none Designate a senlor member ofyour persanmel responsibl fo direction Functional Intersects With | Compliance & Resilience | GOV-04  [fesources to centrally-manage, coordinate, develop, implement and maintain an 5
Jand oversight of the Qualified Individual; an Security, Compliance & Resilience rogram (SCRP).
Fcharisms o<t securky, compliance 37¢ sferce copabicee iy siess
IDesignate a senior member of your personnel responsible for direction Steering Committee & Irequirements through a steering committee or advisory board, comprise
314.4(2)(2) none o Svareiohe o the Gumnes (aaidenrcang 1o Functional Intersects With rogram Oversight GOV-01.1 leybersecury.data protecton and business e ooy wnd an a 5
Iregular basi
e e Besanate s serer merber ol vou prsone esporile for drecton P tersects with | Thrdparty Management | Towgn [ FechanmS exit o faciltate the Implementation of td-party management controls B
Jechales 4t t s Coteactyal et o applcablesecurty.corplance
IDesignate a senior member of your personnel responsible for direction Third-party Contract fand resilience requirements with . reflcting the organization's needs
314.4(a)(2) none and oversight of the Qualified Mdividuats and Functional Intersects With Requirements M0 [ofotect ts Technology Assets, Applications, Serices andior Data (TAASD) 5
Require the service provider or afiliate to maintain an infarmation Assigned Securi [Fiechanisms exist fo 3s5ign one or more qualiied indviduals with fhe mission and
314.4(2)(3) none ey pogram tht protects younaccrdance wi he requrements | Fonconal Intersects With | Compliance & Resilience | GOV-0a  [fesources to centrally-manage, coordinate, develop, implement and maintai s
of this Security, Compliance & Resilience Program (SCRP).
e the e provider or affiiate to maintain an informatio [Mechanisms exist to facitate the implementation of third-party management controls
314.4(2)(3) none Security program that protects you in accordance with the requirements | Functonal Subset OF Third-Party Management |  TPM-01 10
of this p
[fecFaniems exist o equre contactal requremerts o applcable securty, complance
[Require the service provider or affiliate to maintain an information Third-party Contract land resilience requirements with third-parties, reflecting the organization's needs tc
314.4(2)(3) none Uty rogram thatprotect you i accordance wih the requrements | Functional Intersects With 1o party Cont TPM05  [orotect its Technology Assets, Applications, Services andior Data (TAASD) s
o
[Fechanisms exst o conduct currng assessments o ik ot nluges (e Teilood
lBase your information security program on a risk assessment that Jand magnitude of harm, from unauthorized access, use, disclosure, disrupti
identifies reasonably foresecable internal and external isks to the [modifcetion or destruction of the organization's Technclogy Assets, Applcations,
security, confidentiality, and integrity of customer information that could oa  [Services andor Data (TAASD).
314.4(0) none Iresult in the unauthorized disclosure, misuse, alteration, destruction, or Functional Intersects With Risk Assessment Rsk-04 5
other compromise of such information, and assesses the sufficiency
lany safeguards in place to control these risks.
[Fechanisms ¥t o aciate e Ipementation ofsecut, comprance and resience
ase your information security program on a risk assessment that lgovernance con
identifies reasonably foresecable internal and external risks to th
security, confidentiality, and integrity of customer information that could Securty, Compliance & .
314.4(0) none resul( in the unauthorized disclosure, misuse, alteratmn destruction, or Functional Subset O Resilience Program (SCRP) Gov-o1 10
other compromise of such information, and assesses the sufficiency of
any safeguaras in place to contror hese isks.
[Fecarfame oXsi o eate e mpemeTtaton o Sregic operatonarand eetea
ase your information security program on a risk assessment that fisk management cont
identifies reasonably foresecable internal and external risks to the
security, confidentiaity, and integriy of customer information that could y
314.4(6) none e ot sdose. e, steryion desmcton o1 Functional SubsetOf | Risk Management Program |  RSK-01 10
other compromise of such information, and assesses the sufficiency of
any safequaras in place to control these risks
[Mechanisms exist t review the Securty. Compliance & Resilence Program (SCRP),
ase your information security program on a risk assessment that including policies, standards and procedures, at planned intervas or if significant
identifies reasonably foresecable internal and external risks to the [changes occur to ensure their continuing suiabilty, adequacy and effectiveness.
e Revin & Updae of
security, confidentiaity, and integrity of customer information that could .
s144(6) none result in'the unauthorized disclosure, misuse, alteration, destruction, or Functional Intersects With Security. Compliance & Gov-03 s
lother compromise of such information, and assesses the sufficiency esilience Program
lany safeguards in place to control these risks.
[fechanisms X 1 conduct recurig gssesomerts o 1ot cludes e hetood
Jand magnitude of harm, from unauthorized access, use,
314.400)1) none [The risk assessment shall be written and shall include: Functional Intersects With Risk Assessment RSK-04  protification or Gestrudion of the orpanisations Techmelogy Acsers Avpiadens, 5
[Services and/or Data (TAASD)
el ST Conduc ecuring sesessmerts of ok Ut cludes e Ketfood
[Ceta forthe evaluation and categorizaton of dentifed securty rsks or [and magnitude of harm, from unauthorized access, use,
314.4(0)(1)(1) none reats you fa 9 Y Functional Intersects With Risk Assessment RSK-04  [odincation or destruction of the orgamzeuon < Technology Assets, ADnH(anns, B
[Services and/or Data (TAASD).
(Criteria for the assessment of the confidentiality, integrity, and availabilty| [echorfme X1t conductrecug avsessmerts o ek Tt nludes e Teethood
lof uunmurmamans and customer information, including i [and magnitude of harm, from unauthorized access, use, disclosure, disruptl
314.4(0)(1)0) none oy of e st Rttt e ot of e icmntinedh s or | Funetional Intersects With Risk Assessment RSK04  [rodifcation o destruction o the organization's Technology ASsets, Applcations, s
[irente you face: and [Services and/or Data (TAASD)
Jecarime Xt T conduct recrng sssessmerts o ok Tl ncludes e eeihoos
Requirements describing how identified risks will be mitigated or acceptec| [ad magnitude of harm ffom unautharized accees. use, disclosure, dir
314.4(0)(1)i) none Ibased on the risk assessment and how the information security program | Functional Intersects With Risk Assessment RSK04  [rotifioakion or destrucsion of the organaations yechaciogs Acsete, Anpheatons, s
will address the risks. [Services and/or Data (TAASD)
[Viechanisms exist to routinely Update roK assessments and react accordingly upon
[You shall periodically perform aditional isk assessments that reexamine dentifying new security vulnerabiltes, including using outside sources for security
the reasonably foresecable internal and external risks to the securty. lvulnerabilty information.
and integrity of customer information that could result in
314.4(0)(2) none [he Unauthorized disclosure, misuse, afteration, destruction, or other Functional Intersects With | Risk Assessment Update | RSK-07 5
compromise of such information, and reassess the suficiency of any
safeguards in place to control these risks.
o T [Mechanisms exist fo
entralized Management of o oecami, SompAancs 4nd esence conrels and elatd processes
s none Decign and implement safeguards to control th risks you dentity touah  pyncronal | inersects with | Securty, Complance & | SEA0L1 v, comn E s
) q by: Resiliénce Controls
[Fechans exi o e e Tplemertaon o oy recomzed secuty.
IDesign and implement safeguards to control the risks you identity through| Secure Engineerin [compliance and resilience practices in the specification, design, develog
314.4(0) none sk sssessment. including by: v Y reuahl - Functional Subset Of inciples SEAOL  [lomentation and modieation of Techaslooy Acsére, Applications andlor Services 10
AAS).
[Wiechanisms exist to faciiate the [dentification and Tmplementation of relevant
on IDesign and implement safeguards to control the risks you identity through| ¢ o Statutory, Regulatory & L e oy ot cover et ameenle
314.4() one Irisk assessment, including by: Functional Subset Of Contractual Compliance cpL-o1 Y reg i 10
[Wechanisms exist fo acilfate The mplementation of securlty, complance and resiience
314400 none IDesign and implement safeguards to control the risks you identity through| ¢ o) Subset O Security, Compliance & Govo1  |governance controls e ¥ comPl 10
isk assessment, including by: Resilience Program (SCRP)
P [Wiechanisms exist fo establish. maimtain and dsseminate policies, standards and
ublishing Securty. rocedres necessary for secure, compliant and resiient capabilfies.
10400 none IDesign and implement safeguards to control the isks you identty through| ¢ oo tersects with | ConmnngSecty | ovor | v p P S
isk assessment, including by: Documentation
" e mpfementing and perodcaly reviewg access oo, g B— — Gentity & Access o[PS ot o ot e implementation o enfcatian and access
314.4(0) technical and, as appropriate, physical controls Functional Subset Of Management (1AM) 1Ac01 0
aathentiente and permit | o thoried soers 1o e oty &0 et &t TSt T Trlamartain o e 3 e
; uthenticate and permit access only to authorized users to protect et . entity & Access L e o
3144 none |against the unauthorized acquisition of customer information; and Functional Subset Of Management (IAM) 1ac-01 o 10
F— o e e oo [Wechanisms exist to faciiate the Implementation of data protection controls.
o one thenticate and permit access only to authorized users to protec nctions et s rotection j
314.4(c)(1)(0) |against the unauthorized acquisition of customer information; and Functional Subset Of Data Protecti oer-o1 10
F— o e [Fecharisms exst (o enforce Logical Access Contral (AC) periisions tat conform ©
O none \uthenticate and permit access only to authorized users to protec unctiona ntersects Wi ccess Enforcement [the principle of “least privilege.
3144 lagainst the unauthorized acquisition of customer information; and Functional Intersects With s Enfe * 1Ac-20 principt privilege- s
[Wiechanisms exist to utlize the concept of [east privilege, allowing only authorized access|
314.401)0) none [Authenticate and permit access only to authorized users to protect Functional Intersects With Least Privilege 1AC21 [t processes necessary to accomplish assigned tasks in accordance with organizational s
Jagainst the unauthorized acquisition of customer information; and o Drocesses neces
(it authorized users’ access only to customer information thal they oty & peces [Wechanisms exist fo acilate the implementation of identication and access
3184060 none Inced to perform their duties and functions, or, in the case of customers, | Functional Subset Of Y IACO1  management controls. 10
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[Limit authorized users' access only to customer information that they

trol Desc
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Asses,
|Applications, Services and/or Data (TAASD) to restrict access to individuals assigned

Relationship

31440016 none Ineed to perform their duties and functions, or,in the case of customers, | Functional ntersects witn | Role-Based Aecess Control | 5.0 5
to access their own information; ) [specific roles with legitimate business needs
[Mechanisms exist to maintain a risk register that facltates monitoring and reporting of
Identity and manage the data, personnel, devices, systems, and facilties fisks
314.4(002) none [that enable you to achieve business purposes in accordance with their Functional Intersects With Risk Register RSK-04.1 5
relative importance to business objectives and your risk strategy;
[Mechanisms exist to identiy and document risks, both internal and external
Identify and manage the data, personnel, devices, systems, and facilties
314.4(0(2) none [that enable you to achieve business purposes in accordance with their Functional Intersects With Risk Identification RSK-03 5
relative importance to business objectives and your risk strategy;
[Mechanisms exist to remediate risks to an acceptable Tevel
Ideniy and manage thedata,personnel devices, systems, and facilies
314.4(002) none that enable you to achieve business purposes in accordance vitl Functional Intersects With Risk Remediation RSK-06 s
Feitive Importance to businecs omectives and your ok Suategy:
[Mechanisms exist to identity and Implement compensating countermeasures to reduce
Identify and manage the data, personnel, devices, systems, and facilties Compensatin sk and exposure to threats.
314.4(0)(2) none that enable you to achieve business purposes in accordance with their Functional Intersects With Coumbrmeasures RSK-06.2 B
reiative importance to business objectives and your risk strategy;
echarlame el o denty and asion s K tarking o newly dscavered ecurty
Identify and manage the data, personnel, devices, systems, and facilties that is based o
314.4(002) none that enable you to achieve business purposes in accordance with their Functional Intersects With Risk Ranking RSK-05 5
refative importance to business objectives and your risk strategy;
[Mechanisms exist to ensure proper sk response actions were performed to remediate
Identify and manage the data, personnel, devices, systems, and facilities findings from security, compliance and/or resiience-related:(1) Assessments:(2) Auts;
314.4(0(2) none [that enable you to achieve business purposes in accordance with their Functional Intersects With Risk Response RSK-06.1 fand/or(3) Incidents. s
relative importance to business objectives and your risk sirategy;
[Mechanisms exist to facitate the implementation of cryptographic protections controls
protect by encryption al customer informatin neldorransmited by you Jusing known public standards and trusted cryptographic technologies.
Ioth in transit over external networks and at rest, T
. Cetermine that encrypton of Customer nfoaton. ether i tranet over ’ Use of Cryptographic y
3144(03) none xternal networks or at rest, s infeasible, you may instead secure such Functional Subset Of Controls CRY-01 10
lcustomer information using effective alternative compensating controls
reviewed and approved by your Qualified Individual;
o secre dovelpmont pracices o i ouse doveaped appicatons [Mechanisms exist to develop applications based on Secure Software Development
litlized by you for transmiting, accessing, or Storing ware fractices (550P).
314.4(04) none nformation and procedures fof vslunting, accesana.or esing the Functional Intersects With | Development Practices |  TOA-06 5
securiy of exterhally developed appicatons youuiize o ransmi SOF)
Jaccess, or store customer information;
dotsecure devlopmentpracices v hose eveopedspcarons [Mechanisms exist to faciltate the implementation of tallored development and
lutiized by you for transmitting, accessing, or storing customer Jacauisition strategies, contract tools and procurement methods to meet unique business
31404(00) none Information and procecres for evaluating, assessing. or testing the Functional subsetof | Technology Development &| g7 fneeds. 10
security of externally developed applications you utilize to transmit,
Jaccess, or store customer information:
[Automated mechanisms exist to enforce MUIti-Factor Authentication (MFA) for-(1)
[Remote network access;(2) Third-party Technology Assets, Applications andor Services
Implement mut-factr authenticatonfor any it sccessing any Multi-Factor Authentication e eeonsole aceess to crtical TARS thak store, transmit and/or process|
314.4(0)(5) none information system, uniess your Qualiied Individual has ap Functional Intersects With o 1AC-06 9 5
iing the S f reaSonably EquEIGTE of more Secure sceess conras
EXIGIG] none [FAis 5 merely a section tide Without content Functional No Relationship WA WA WA 0 NG applicable SCF control
[Mechanisms exist to securely dispose of, destroy or erase information
[Develop. implement, and maintain procedures for the secure disposal of
lcustomer information in any format no later than two years after the last
date the information is used in connection with the provision of a product
or service to the customer to which i relates, unless such information is ction " ; formation D ;
3184610 none Inecessary for business operations or for other legitimate business Functional Intersects With Information Disposal pcH-21 s
lpurposes, is otherwise required to be retained by law or regulation, or
lwhere targeted disposal s not reasonably feasible due to the manrier in
lwhich the Information is maintaine
[Mechanisms exist to:(1) Retain Personal Data (PD), including metadata, for an
Ipevelop, implement, and maintain procedures for the secure disposal of lorganization-defined time period to fulfil the purposels) identified in the notice or as
Customer nformation in any format no later than two years after th last Irequired by law;(2) Dispose of, destroys, erases, andfor anonymizes the PD, regardess of]
date the information is used in connection with the provision of a product fthe method of storage: and(3) Use organization-defined techniques or methods to ensure
lor service to the customer to which it relates, unless such information is Personal Data (PD) Jsecure deletion or desruction of PD (including originals, copies and archived records).
8O0 none Inecessary for business operations or for other legitimate business Functional Intersects With | getention & Disposal PR-05 s
lpurposes. is otherwise required to be retained by law or regulation, or
lwhere targeted disposal s not reasonably feasible du to the mannier in
lwhich the information is maintained: an
[Mechanisms exist to securely dispose of media when It is no longer required, Using
Ipevelop, implement, and maintain pracedures for the secure disposal of fformal procedures
lcustomer information in any format no later than two years after the last
date the information is used in connection with the provision of a product
or service to the customer to which it relates, unless such information is »
314.4(06)) none e o o s o ech fora Functional Intersects With | Physical Media Disposal | DCH-08 5
urposes, is otherwise required to be retained by law or regulation, or
lwhere targeted disposal is not reasonably feasible due to the manrier in
lwhich the information is maintained; an
[Mechanisms exist to securely dispose of, destroy or repUrpose system components using
oeveon, mpiement. ana maintain roceduresfor e secure iposal of Jorganization-defined techniques and methods to prevent information being recovered
lcustomer information in any forma no later than two years after the last [fom these companents.
Gate the Information is used in connection with the provision of & product
o or service to the customer to which it relates, unless such information is ’ th |secure Disposal, Destruction y
3184610 none Inecessary for business operations or for other legitimate busi Functional Intersects With ™o Re.Use of Equipment |  AST0% s
lpurposes, is otherwise required to be retained by law or regulation, or
lwhere targeted disposal s not reasonably feasible due to the manrier in
which the information is maintained; and
" o Perfodcally reviw you Gaa reterion plicyto miimize e UITecessan] —runcuon o ; . o [Mechanisms exist to retain media and data In accordance with applicable statutory.,
314.4(6)) one o Functional Intersects With |  Media & Data Retention |  DCH1g  [[oCionsTe €St o relan media and 5
Vermd\(aﬂy review your data retention policy to minimize the unnecessary| o1 [Mechanisms exist to facilitate the Implementation of Gata protection controls.
3144006 none e e Functional Subset Of Data Protection DeH-01 10
PR [Mechanisms exist to identily and document Standardized Operating Procedures (SOP). o
314.4(0(7) none |Adopt procedures for change management; and Functional Intersects With apdardized Operatind | ops.1.1 fsimilar documentation, to enable the proper execution of day-to-day / assigned tasks s
314.4(07) none |Adopt procedures for change management; and Functional Subset Of Operations Security opsg  [Mechanisms exist to faciitate the implementation of operational security controls 10
314.40007) nane ladopt pracedures for change management; and Functional Subset of Changg Hanagement || cyiq.q) |/echanims exit o facltate the mplementaton of s change managermert program 0
s14400) none Jadoptprocedures or change management; and Functional | ntersectswith | COMOuaton Change | gy g [ Mechanisms exs 0 govern the fechical onfiguation change conrolprocesses s
[Wiechanisms exist to identify and document Standardized Operating Procedures (S0P, or
Iimplement policies, procedures, and controls designed to monitor and log Standardized Operating lsimilar documentation, to enable the proper execution of day-to-day / assigned tasks.
314.4(0)(8) none the actiuty of authoized users and detect unauthorized acess oruse of. | Functional Intersects With ndordized Operet 0ps.01.1 s
lor tampering with, customer information by such u
[Wechanisms exist to establish, maintain and disseminate poficies, standards and
Iimplement policies, procedures, and controls designed to monitor and log Publishing Security, [procedures necessary for secure, compliant and resiient Capabiliies.
314.4(0(8) none the activity of authorized users and detect unauthorized access or use of, | Functional Intersects With | Compliance & Resilience | GOV-02 s
lor tampering with, customer information by such users. Documentation
31440) none [Fhis s merely a section itle Without content Functional No Relationship WA WA WA [ [No appiicable SCF control
[Hecharizms exet o requarty revew processes and documented procedures o crsure
IRegularly test or otherwise monitor the effectiveness of the safeguards' Security, Campliance & lconformity with security, complian policie:
@ none oy ottt sy, s procedres. nclng hozet0aesceactal | Fnconal | e win | SSSU COmRIe | couos K E s
land attempted attacks on, or intrusions into, information syster:
echarme oxat b provide s SEcuTty comionce and e ence contol oversont
IRegularly test or otherwise monitor the effectiveness of the safeguards' Security, Compliance & [unction that reports to the organization's executive leader
314400 none ey controls, systems, and procedures, including those to detect actual Functional Intersects With Resilience Controls cpLo2 5
land attempted attacks on, or intrusions into, information systems Oversight
[Mechanisms exist to errors by routine
For information systems, the monitoring and testing shall include imerabiity eamning of syskems and appieations
inuous monitoring or periodic penetration testing and vulnerability
314.4(12) none assesements. Absent effective coninuous moniering or other sysems o | Functional Intersects With | Vulnerability Scanning |  VPHM-06 5
detect, on 2n ongoing basis, changes in information systems that may
create vulnerabilties, you shall conduct
[Mechanisms exist to faciiate the implementation and monitoring of vulnerabiity
[For information systems, the monitoring and testing shall include [management controls.
lcontinuous monitaring or periodic penetration testing and vulnerability Vuinerabilty & patch
314.400)2) none lassessments. Absent effective continuous monitoring or other systems to | Functional Subset Of Management Program | VPM-01 10
detect, on an ongoing basis, changes in information systems that may (vPMP)
create vulnerabilities, you shall conduct:
[Mechanisms exist to conduct penetration testing on Technalogy Assets, Applications
For information systems, the monitoring and testing shall include Jandor Services (TAAS).
lcontinuous monitoring or periodic penetration testing and vulnerability
314.4(2) none lassessments. Absent effective continuous monitoring or other systems to | Functional Intersects With Penetration Testing veM-07 s
tect, on an ongoing basis, changes in information systems that may
create vuinerabilities, you shall conduct:
[Annual penetration testing of your nformation systems determined each [Mechanisms exist to conduct penetration testing on Technology Assets, Appications
314401200 none lgiven year based on relevant identified risks in accordance with the risk Functional Intersects With Penetration Testing VPM.07  [andlor Services (TAAS) 5
Jassessment; an
[Miechanisms exist to detect vulnerabiiies and configuration errors by routine
[Vulnerabilty assessments, including any systemic scans o reviews of |vuinerability scanning of systems and applications.
mation systems reascnably designed to identify publicly known
security vulnerabltes in your information systems based on the risk
314.4()(2)6i) none Jassessment, at least every six months; and whenever there are material | Functional Intersects With | Vulnerability Scanning |  VPHM-06 5
lchanges to your operations or business arrangements; and whenever
there are circumstances you know or have reason to know may have a
Imaterial impact on your information secuity program
ot secor [Mechanisms exist to establish, maintain and isseminate policies, standards and
ici u " ublishing Security, rocedures necessary for secure, compliant and resilient capabiliies.
314.4e) none Ipiement Palcis and procedures Lo ensure that personnel are able to Functional Intersects With | Compliance & Resilience | Gov-02  |” " ” " s
lenact your information securiy prograr
Documentation
It s rceres o rae v e v randardized Operating [Mechanisms exist to identiy and document Standardized Operating Procedures (SOP), or
c u u iz i 011 [similar documentation, to enable the proper execution of day.to-day / assigned tasks.
314.4e) none bl Al etk Functional Intersects With e 0PS-01.1 prope y-to-day | assig s
Sensitive / Regulated Data [Mechanisms exist to ensure that every User accessing a system processing, storing or
Proviing you personnel withsecurity awareness raiing tha i updted 033 [transmitting sensitive/regulated data is formaly trained in data handing requirements
3144001 none s Fiansie b e met s Functional Intersects With Storage Handing & | SAT.02.3 a ireg v g rea s
[Mechanisms exist to provide role-based securily, compliance and resilence-related
Role-Based Security, training(1) Before authorizing access to the system or performing assigned duties;(2)
o none [Providing your personnel with security awareness training that is updated | ¢ o ntersects Wi e Y. 03 [When required by system changes; and(3) Annualy thereafter.
31441 s necessary to reflect risks identified by the risk assessment; Functional Intersects With | Compliance & Resi SAT03 s
Security, Compliance & [Mechanisms exist to provide all employees and Conractors appropriate Securlty,
n Providing your personnel with security awareness training that is updated i i W -2 |compliance and resilience awareness education and training that is relevant for their job
314.4e)(1) none e ks Moot oy Tre e s Functional mersects W | eslience Awareness saToz  [complia 9 i 5
g o el i sty sreness g ot s st [Wechariems exis o provide role-based securty, complance and reslince awareness
~03.6|training that is current and r 0 the cyber threats that users might encounter in
314.4(0)(1) none e oo by e e Aroan Functional Intersects With | Cyber Threat Environment | SAT-03.6  {raining that s currentand rele ! o s
Security, Compliance & [Mechanisms exist to facitate the Implementation of security workforce development
Providing your personnelwith secutty awareness training tht s updsted " L e eamral.
314.4(€)(1) none MARSI Ry ool e B gl Functional Subset Of Resillence-Minded saT-01 10
[Mechanisms exist to ensure that InGIGUalS accessing a system that stores, transmis o
Utilzing qualified information security personnel employed by you or an Roles With Special [processes information requiring special protection satisfy organization-defined personnel
314.4(0)2) none afilateor service provider sufficle to manage your nformaion securky | Functional Intersects With aoles with Special | HRS04.1 [ireening crteria s
isks and to perform or oversee the information security progr
echartsms et o ensure hat ol secuy.related posiions are tafed by quaied
Utilzing qualified information security personnel employed by you or an Competency Reguirements indiiduals who have the necessary skills
314.4()(2) none affiate or service provider sufficient to manage your information security | Functional Intersects With for Security-Related | HRS-03.2 s
isks and to perform or oversee the information security program; Positions
[Mechanisms exist to facitate the Implementation of personnel security controls.
tilzing qualified information security personnel employed by you or an Human Resources Securit
314.4(0)2) none affiate or service provider sufficient to manage your information security | Functional Subset Of Y| HRs-01 10
Management
isks and to perform or oversee the information security program;
e o Froviding nformetion secuy personnel i securty updstes and Fonctional JS— oreteged Users oAT035 Mechanisms exit to provide specific training for privileged users o ensure priviieged 5

training sufficient to address relevant security risks; ant

Jusers understand their unique roles and
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Focal Document Element (FDE) Description

STRM
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SCF Control
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|Verifying that key Information security personnel take steps to maintain

Rationale

Continuing Professional
Education (CPE) - Security,

Secure Controls Framework (SCF)
trol Description
[Mechanisms exist to ensure security, compliance and resilience personnel receive

[Continuing Professional Education (CPE) training to maintain currency and proficiency

Relationship

314.4(e)4) none urrent knowledge of changing information security threats an Functional Intersects with | £ SAT-03.7 ; B
ompliance & Resiience Jwith industry-recognized secure practices that are pertinent to their assigned roles and
counlermeasures P! responsibilities.
314.4() none Oversee service providers, by: Functional Subset Of Third-Party Management TPM-01 [Mechanisms exist to facilitate the implementation of third-party management controls. 10
[Taking reasonable steps to select and retain service providers that are [Mechanisms exist to utilize security safeguards to imit harm from potential adversaries
314.4(7(1) none |capable of maintaining appropriate safeguards for the customer Functional Intersects With Limit Potential Harm TPM-03.2 |who identify and target the organization's supply chain. 5
information at issue;
Hechantsms et o Gently, prioize and assess suppler and parters of rical
. [Taking reasonable steps to select and retain service providers that are Third-arty Critcality [Technology Assets, Applications and/or Services (TAAS) using a supply chain s
(1) none lcapable of maintaining appropriate safeguards for the customer Functional Intersects With ey TPM-02  |assessment process relative to their importance in supporting the delivery of mgh -value 5
intormation at ssue lservices.
[Mechanfsms exist tor(1) Evaluate security risks and threats associated with Technology
[Taking reasonable steps to select and retain service providers that are [Assets, Applications and/or Services (TAAS) supply chains; and(2) Take appropriate
318.40001) none lcapable of maintaining appropriate safeguards for the customer Functional Intersects With aupply Cheln Risk TPm.03  [femediation actions to minimize the organization's exposire to those risks and threats, 5
tanagement (SCRM) las necessary.
information at issue:
[Faking reasonable steps to select and retain service providers that are E— [Mechanlsms exIst to conduct a rsk assessment prior to the aCQUISIToN or GUSGUFCIAg of
314.4(1)(1) none lcapable of maintaining appropriate safeguards for the customer Functional intersects With |, ThirdPartyRisk | 1pm.04.1 [technology-related Technology Assets, Applications and/or Services (TAAS). 5
linformation at issue; PP
[Taking reasonabe steps to select and retain service providers that are Third-Party Processing, [Mechanisms exist to restrict the location of information processing/storage based on
314.4((1) none able of maintaining appropriate safeguards for the customer Functional Intersects With Storage and Service TPM-04.4  [pusiness requirements. 5
information at issue;
[Taking reasonable steps to select and retain service providers that are [Mechanlsms exist to mitigate the Aisks associated with third-party access to the
314.4(0(1) none lcapable of maintaining appropriate safeguards for the customer Functional Intersects With Third-Party Services. TPM.04  [organization's Technology Assets, Applications, Services andfor Data (TAASD). 5
information at issue;
reauing your sereice providers by comtract o mmorement and mamtam [Mechanisms exist to mitigate the risks associated with thira-party access to the
314.4002) none Reauiring your service v P Functional Intersects With Third-Party Services TPM.04  [organization's Technology Assets, Applications, Services and/or Data (TAASD). 5
[Wecharisms exis to onducta ek assessmert pror (o the scquision o outsourcig of
IPeriodically assessing your service providers based on the risk they Third-Party Risk 100l Rechmatony-related Tecmblony Aesets Anieations andfor Sersites
S14.40(3) none present and the continued adequacy of their safeguards. Functional Intersects With Assessments & Approvals TPM-04.1 9 ad s (TARS). s
erogiean ere based o the ror th [Mechanisms exist to mitigate the risks associated with third-party access to the
S04 nene perodically assessing your serice poviders based on th riskthey Functional | Intersects With | Thira-party Services | TeM-0a |organizaton's Technology Asscts, Applcations, Services andlo Data (TAASD) s
rerodically assessing your serice providers based an the ik they Review of T party [Mechanisms exist to monitor, reguiarly review and assess EXternal Service Providers
o . > i rovi " unctie i view rd-Part - ESPs) for compliance with established contractual requirements for security, compliance
34406 none loresent and the continued adequacy of their safeguards. Functional Intersects With Services T8 ecen Panmoe a ¥ come! °
[Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP),
[Evaluate and adjust your information security program in light of the
Evaluate and adjust yout nformation secury program in lght o the ncluding policies, standards and procedures, at planned intervas or if Sgnificani
Isection; any material changes to your operations or business Periodic Review & Update of| changes occur to ensure their continuing suitability, adequacy and effectiveness.
314.4() none larrangéments; the results of risk assessments performed under Functional Intersects With | Security, Compliance & | GOV-03 5
lparagraph (b}(2) of this section; or any other circumstances that you Resilience Program
know or have reason to know may have a material impact on your
information security program,
Establish a written incident response plan designed to promptly respond
vent materially affecting th L0s |Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
314400 none (confidentiality, integrity, or availability of customer information in your Functional Intersects With Incident Handling 1RO-02fin ident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery. s
lcontrol. Such incident résponse plan shall address the following areas:
[Mechanisms exist to maintain and make avallable a current and viable Incident Response]
Esablsn o writen nciget response plan designed to prompty espond [Plan (IRP) to all stakeholders.
none om, any security event materially affecti unctional Intersect i Incident Response Plan -
314.4(h) lconfidentiality, integity, or availability of customer in ormaion in your Functional Intersects With |Incident Response Plan (IRP)f  [RO-04 >
lcontrol. Such incident response plan shall address the following areas:
o . oo ‘ ] [Mechanfsms exist to implement and govern processes and documentation to facilitate an|
Establish a written incident response plan designed to promptly respon lorganization-wide response capabilty for cybersecurity and data protection-related
to, and recover from, any security event materially affecting the Incigent Response .01 [ncidents.
a4 none lconfidentiality, integity, or availability of customer information in your Functional Subset Of Operations 1RO-01 o
lcontrol. Such incident response plan shall address the following areas:
g [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
314.4(0)1) none [The goas of the incident response plan; Functional Intersects With Incident Handling IRO02 e e T eyt Comtormoe) B e Yo 5
P [Mechantsms exist to implement and govern processes and documentation to facilitate an|
318400 none [The goas of the ncident response plans Functional Subset Of ncident Response 1R0-01  [organization-ide response capabilty fo cybersecurity and data protection-related 10
[Mechanisms exist to maintain and make avallable a current and viable Incident Response
314.400(1) none [The goals of the incident response plan; Functional Intersects With  {Incident Response Plan (IRP)|  1R0-04  [n=efeniams exst 1o mantar 5
J— [Mechanisms exist to implement and govern processes and documentation to facilitate an|
314.40)2) none [The internal processes for responding to a security event; Functional Subset Of Incident Respanse 1RO-01 response caps and data pr 10
Operation: jincidents.
. i . . ; . . ; den 02 |Mechanisms exist to cover:(1) Preparation:(2) Automated event detection o manual
314.402) none [The internal processes for responding to a security event; Functional Intersects With Incident Handing LT R i iy Ao Mt A s A A i 5
3184002 none [the nternal processes for responing to 2 securty event Functional | Intersects With | ncdent Response Plan (RP)|  RO-04[oc pmist= S et to el and make availabe a current and viable ncident Response] 5
[Mechanlsms exist to Implement and Govern processes and documentation to Taclitate an|
314.400)(3) none e aefnition of clear roles responsibities, and levels of decision-making|  guncrional Subset Of elgent Response RO.01  organization-wide response capabilty for cybersecurity and data protection-relate 10
uth i [incidents.
(e defintonofcearrols,responsitis,and evels o deion-making L0s  |Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
314.4013) none lautt Functional Intersects With Incident Handling 1RO-02 i ident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery. s
[Mechanlsms exIst to establish an Integrated team of cybersecurlty, IT and business
S14.4003) none (e defnton ofcesr roles, responslities,an levesof e TakIg)  ycrona Inersects i [Iearated Securty Inent| 1,07 ncton representatives tat are capobe of addressing ybersecurty and dota 5
jaut esponse Team (I [protection incident response operations.
[The definition of clear roles, responsibiities, and Ievels of decision-making| chanisms exist to maintain and make avallable a current and viable Incident Response]
314.4(003) none et Functional Intersects With  [Incident Response Plan (IRP)|  1R0-04 b SFiSTS SHiSt 10 Mt s
P [Mechanisms exist to implement and govern processes and documentation to faclitate an|
314.4(h)(4) none [External and internal communications and information sharing; Functional Subset Of "(‘oe" \esponse. IRO-01 response cap: and data L 10
perations incidents.
L0y |Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
314.4(0(4) none [External and internal communications and information sharing; Functional Intersects With Incident Handling IRO02 e e T Aoyt Comorro o) B o o) Yo 5
[Mechanisms exist to maintain and make avallable a current and viable Incident Response
314.4(0)(8) none [External and internal communications and information sharing: Functional Intersects With  [Incident Response Plan (RP)|  1R0-04 (11 eCanisme < Sabehdes 5
[Mechanisms exist TGents to applicabier (1] internal
inc rethed chencs & (i parien andtS) Regulstony orites
314.4(h)(4) none [External and internal communications and information sharing; Functional Intersects With Incident Stakeholder IRO-10 P (3) Reg v 5
r the remediation of any identified L0s  |Mechanisms exist to cover:(1) Preparation;(2) Automated event datection or manual
314.4(h)5) none weaknesses in- mlormatmn systems and associated controls; Functional Intersects With Incident Handling 1RO-02 i ident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery. s
p—— o Tor e remediation of amy Kdemtiied [Mechanlsms exist to maintain and make avalable a current and VIable Incident Response]
none fentification of requirements for the remediation of any identife unctions ntersects With  |Incident Response Plan .04 [Plan (IRP) to all stakeholders
314.4(0)(5) |weaknesses in information systems and associated controls; Functional Intersects With |Incident Response Plan (IR} IRO-04 (IRP) >
[Mechanisms exist to implement and govern processes and documentation to facltate an
314.4(0)(5) none L‘jj;‘;‘;‘;f;‘;"l:"n’fg“[‘,"";i:";ﬁ";yfsgm‘gEE remediation of any identified Functional Subset Of m%epr;:ﬁ:ggﬂse |RO-01  [organization-wide response capability for cybersecurity and data protection-related 10
o Ibocumentation and reporting regarding security events and related nction o ; ncident Handlin [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
314.4(h)6) one lincident response activities; and Functional Intersects With Incident Handling IRO-02lincident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery. s
ocamertaion and reporing (egardng secury everts and related s [Miechanisms exist to maintain and make avalable a curent and viable Incident Response]
314.4(0)(6) none e e Functional Intersects With  [Incident Response Plan (1RP)|  1R0-04 b SFiSmS Sxist 10 ety B
o ation and revort . o everts ana rerated rentonar A . fechanisms exist to document, monitor and report the Stalus of cybersecurity and dafa
314.400)6) none Pocumentation and reportng regarding securiy events and rlate Functional Intersects witn | Stvational Awareness For | 6,09 forotection incidents o inernal stakenolders al the way through the resoluton of the 5
o oo ama renort . o ovets ana reraed P [Mechantsms exist to implement and govern processes and documentation to facilitate an|
314.4(h)(6) none ‘mﬁ;‘e"y‘:';e:r“‘;";"a(’:‘:"‘:‘e‘s"gfg“ ing security events and relate Functional Subset OF "“oi"eresgﬁz"se IRO-01  [organization-wide response capability for cybersecurity and data protection-related 10
[Mechanisms exist to implement and Govern processes and documentation to facltate an
314.4(h)(7) none mfﬂa‘::;“:';:’(‘;m ape 3 necessary of the incident response plan Functional Subset Of ‘"“?,“,Q,Zﬁjﬂ:"“ IRO-01  [organization-wide response capability for cybersecurity and data protection-related 10
[The evaluation and revision as necessary of the incident response plan [Mechanisms exist to maintain and make availlable a current and viable Incident Response|
314.400(7) none oo 2tion o rever Functional Intersects With  [Incident Response Plan (IRP)|  1R0-04 [p1ecfenisms exist 1o mantar B
[The evaluation and revision as necessary o the incident response plan y 02 |Mechanisms exist to cover:(1) Preparation;(2) Automated event detection o manual
314407 none Ifollowing a security event. Functional Intersects With Incident Handling IR0-02incident report intake;(3) Analysis:(4) Containment;(5) Eradication; and(6) Recovery. s
[Mechanisms exist to Incorporate lessons leamed from analyzing and resoving
[The evaluation and revision as necessary of the incident response plan oot Cause Anaiysis (RCA) & g loyberaecurity and data protection incidents o redute the likelinood o impact of future
310.400(7) none il pbaluimien Functional Intersects With Analysis @ RO-13 [oyb y P P 5
1o evarvation ang e e . [Mechanisms exist to regularly review and modify incident response practices to
144m7) none e evalustion and revision as necessary of the incident espOnse N | uncional | nersects witn R Update 1R0:042 Caroteesons e, bisiness process R and sy evelpmens a5 s
» : Wischaore S0 proude ing a
B B ot v e o
: lrganization's Security, Compliance & Resllience Program (SCHP)
sch boardof iectrs o equialen goveming bocy exs ch epo Status Reporting To »
31440 none Ishall be timely presented to a senior officer responsible for Functional Intersects With Governing Body cov-01.2 s
information sacurty program. The report sna include the falowing
information:
[Mechanlsms exist to provide eporting &
Ithe overall status of the information security program and your Status Reporting To oot ehiusted 1o moke-recsive Hociions 2baut modters condderea meteral 0 the
3144001 none lcompliance with this part; and Functional Intersects With ‘Governing Body GOV-01.2 |organization’s Security, Compliance & Resilience Program (SCRP). B
[Mechanisms exist to provide Teporting a
terial matersrelated o the nformation securty program, adressing st ehiusted 1o ke Grecutve Goc ons Sbaut madtrs condderea meteral 0 the
Issues such s is assessmer, ik managemen an controldecisons, Status Regorting To Jorganization's Security, Compliance & Resilience Program (SCRP).
314.4002) none Iice provider arrangements, resuls of esting, securty events Functional Intersects With Gov-01.2 s

Vilations and managements responses thereto, and recommendations
Jfor changes in the information security program.

Governing Body

Secure Controls Framework (SCF)
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