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hh:

Security standards:

ontrol Descri
INo applicable SCF control

§164.306 el ruoe ™= ino content] Functional No Relationship NA NA 0
§164.306(a) General requirements|Covered entities and business associates must do the following: Functional No Relationship N/A N/A [oerrETREE e 0
[Ensure the confidentiality, integrity, and availability of all electronic . ' [Mechanisms exist to facilitate the implementafion of security, compliance and resilience
§164.306(a)(1) N/A lprotected health information the covered entity or business associate Functional Subset Of peganty: I,Cr‘(’)’“r‘;:"(‘s‘f:gm Gov-01 lgovernance controls. 10
[creates, receives, maintains, or transmits. 9
[Ensure the confidentiality, integrity, and availability of all electronic Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize security, compliance
§164.306(a)(1) NA [protected health information the covered entity or business associate Functional Subset Of Compliance & Resilience Gov-15 land resilience practices for each Technology Asset, Application and/or Service (TAAS) under 10
[creates, receives, maintains, or transmits, Capabilities their control
[Ensure the confidentiality, integrity, and availability of all electronic Mechanisms exist to compel data and/or process owners to select required security, compliance
§164.306(2)(1) N/A |protected health information the covered entity or business associate Functional Subset Of Select Controls GOV-15.1 jand resilience controls for each Technology Asset, Application and/or Service (TAAS) under their 10
[creates, receives, maintains, or transmits. [control
[Ensure the confidentiality, integrity, and availability of all electronic Mechanisms exist to compel data and/or process owners to implement required security,
§164.306(a)(1) N/A |protected health information the covered entity or business associate Functional Subset Of Implement Controls GOV-15.2 lcompliance and resilience controls for each Technology Asset, Application and/or Service (TAAS) 10
[creates, receives, maintains, or transmits. lunder th
[Mechanisms exist to compel data and/or process owners to assess If required security,
Ensure the confidentiality, integrity, and availability of all electronic compliance and resilence controls fo each Technology Asset, Application andior Service (TAAS)
§164.306(a)(1) NA [protected health information the covered entity or business associate Functional Subset Of Assess Controls GOV-153  |inder their control are(1) Implemented correctly: and(2) Operating as intended. 10
lcreates, receives, maintains, or transmits,
[Ensure the confidentiality, integrity, and availability of all electronic Authorize Technology [Mechanisms exist to compel data and/or process owners to obtain authorization for the
§164.306(a)(1) NA [protected health information the covered entity or business associate Functional Subset Of Assets, Applications and/or GOV-15.4  |production use of each Technology Asset, Application and/or Service (TAAS) under their control. 10
[creates, receives, maintains, or transmits, Services (TAAS)
[Mechanisms exist to compel data and/or process owners to monitor Technology Assets,
Ensure the confidentiality, integrity, and availability of all electronic lApplications, Services andjor Data (TAASD) under their control on an ongoing basis for
§164.306(a)(1) NA lprotected health information the covered entity or business associate Functional Subset Of Monitor Controls GOV-15.5 applicable threats and risks, as well as to ensure security, compliance and resilience controls 10
lcreates, receives, maintains, or transmits, are operating as intende
orotect against any reasonably antcipated threats or hazards to the Securty, Compliance & Mechanisms exist to faciitate the implementation of security, compliance and resilience
3 X trol:
§164.306(2)(2) NiA lsecurity or integrity of such information Functional Subset OF Resilience Program (SCRP) cGov-01 jgovernance controls 10
[Protect against any reasonably anticipated uses or disclosures of such Mechanisms exist to facilitate the implementation of strategic, operational and tactical fisk
5164.306(a)(3) NA information that are not permitted o required under subpart E of this Functional Subset Of Risk Management Program RSK-01 imanagement controls. 10
Protect against any reasonably anticipated uses or disclosures of such Securtty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance and resilience
2 X overnance controls
§164.306(a)(3) NA tormatian tha ar. ot pemited o required ndersubpart E of this Functional Subset Of Restiancs Brogam (SCRP) Gov-01 9 10
Protect against any reasonably anticipated uses or disclosures of such Mechanisms exist to facilitate the implementation of data protection controls.
§164.306(2)(3) NA finformation that are not permitted or required under subpart E of this Functional Subset Of Data Protection DCH-01 10
lpart.
§164.306(b) Flexibility of approach|ino content] Functional No Relationship N/A N/A Neferplicsticischeertn] 0
[Covered entities and business associates may use any security [Mechanisms exist to estabiish control objectives as the basis for the selection, implementation
Imeasures that allow the covered entity or business associate to land management of the organization's internal security, compliance and resilience control
§164.306(b)(1) NA Fesconably and Apbropritaly Ipiament the standarso nd Functional Intersects With | Define Control Objectives GOV-09 stem 5
implementation specifications as specified in this subpart.
[Covered entities and business associates may use any security Operationatiam Securt Mechanisms exist to Compel data and/or process owners to operationalize security, compliance
Imeasures that allow the covered entity or business associate to perationalizing Security, land resilience practices for each Technology Asset, Application and/or Service (TAAS) under
§164.306(b)(1) NA e T A g g A ) Functional Subset Of Compliance & fesilence Gov-15 their control 10
limplementation specifications as specified in this subpart. P:
[Covered entities and business associates may use any security Mechanysms exit to factate the mplementtion of dustryrecognized secury, complance
Imeasures that allow the covered entity or business associate to Secure Engineerin land resilience practices in design,
§164.306(b)(1) NIA lreasonably and appropriately \mplemteynt the standards and Functional Subset OF Brincinles SEA-01 odification of Technology Assets, Applications andior Services (TAAD) 10
mplementation specifications as specified in this subpart
[Covered entities and business associates may use any security Mechanisms exist to develop an enterprise architecture, aligned with Industry-recognized
Imeasures that allow the covered entity or business associate to Alignment With Enterprise leading practices, with consideration for security, compliance and resilience principles that
§164.306(b)(1) NiA Feasonably and appropriately implement the standards an Functional Intersects With o enitectare. SEA-02 laddresses risk to organizational operations, assets, individuals and other organizations. 5
implementation specifications as specified in this subpart.
[Covered entities and business associates may use any security Mechanisms exist to implement security functions as a layered structure minimizing Interactions|
Imeasures that allow the covered entity or business associate to Defense-In-Depth (DID) g [between layers of the design and avoiding any dependence by lower layers on the functionality
§164.306(b)(1) A Ireasonably and appropriately implement the standards and Functional Intersects With Architecture SEA03 Jor correctness of higher layers. 3
implementation specifications as specified in this subpart
in deciding which security measures to use, a covered entity or business . [No appiicable SCF control
SHCETMED ] Jassociate must take into account the following factors: e (LD e [ o
§164.306()2)) WA [T sze, complexiy, and capabiiesofthe covered enty or business Functional Intersects Wit | PefiNing Business Context & Sov-08 Mecharisis exis o define the context f s business model and docurment the organization's S
[Mechanisms exist to define business processes with consideration for security, compliance and
resilience that determines:(1) The resulting risk to organizational operations, assets, individuals
land other organizations; and(2) Information protection needs arising from the defined business
§164.306(0)2)0) A [T size, complexty, and capabilties of the covered entiy o business Functional Intersects With | Business Process Definition PRM-06 processes and revises the processes a5 necessary, untlan achievable setof rotecton needs s s
ecurty, Compiance & [Mechanisms exist to identify critical system components and functions by performing a
. g ecurity, Compliance criticality analysis for criical Technology Assets, Applications and/or Services (TAAS) at pre-
[The covered entity's or the business associate's technical infrastructure, y analy: gy , Appl P
§164.306(b)/(2)1i) NA arcuware, and sofware security capabiitios Functional Intersects With | Resilence Requirements PRM-05 ldefined decision points in the Secure Development Life Cycle (SDLC) 5
it
Mechanisms exist to develop an enterprise architecture, aligned with Industry-recognized
[The covered entity's or the business associate's technical infrastructure, Alignment With Enterprise leading practices, with consideration for security, compliance an resilience princples that
§164.306(6)(2)(i) A IS A s Functional Intersects With lgRment Wwith nterp SEn-02 laddrestes risk to organizational operations, assets, inafviduals and other organizations. 5
[Mechanisms exist to identify and allocate resources for management, operational. technical and
§164.306(b)(2)(ii) NA [The costs of security measures, Functional Subset Of Allocation of Resources PRM-03 [data protection requirements within business process planning for projects / nitiatives. 10
5 164.306(6X2)1¥) WA [The probabilty and crticalty of ptential 1sks o eectronic protected Functional Subset Of Risk Management Program Rsk01 Mechanisms exist to faciltate the implementation of strategic, operational and tactical fisk o
Mechanisms exist to identify:(1) Assumptions affecting risk assessments, risk response and risk
Imonitoring;(2) Constraints affecting risk assessments, risk response and risk monitoring:(3) The
. risk tolerance; and(4) Priorities, benefits and trade-offs considered by the
§ 164,306 nia  [Theprobabilty and criicalty of potenial rsks to electronic protected Functonal Inersects with Risk Framing RSCOLL  |organication or managing i s
[Mechanisms exist to categorize Technology Assets, Applications, Services andjor Data (TAASD)
in accordance with applicable laws, regulations and contractual obligations that:(1) Document
the security categorization results (including supporting rationale) in the security plan for
[The probability and criticality of potential risks to electronic protected Risk-Based Security g systems; and(2) Ensure the security categorization decision is reviewed and approved by the
§164.306(b)(2)(iv) NA I A Functional Intersects With Eaegorizaton RSK-02 e 5
5 164.306012)(1v) A [The probabilty and crtcalty of potential rsks o electronic protected Functional Intersects With Aok Identiication R5K03 [Mechanisms exist to identify and document risks, both internal and external S
fThe probability and criticality of potential risks to electronic protected Mechanisms exist to develop and keep current a catalog of appiicable risks associated with the
§164.306(0)(2)(iv) NA e o Functional Intersects With Risk Catalog RSK-03.1 wsiness operations and 5
Mechanisms exist to conduct recurring assessments of risk that includes the likelinood and
fThe probability and criticality of potential risks to electronic protected fragritude of harm, from unauthorized access use, iscusure, disuption, madiication
§164.306(b)(2)(iv) N/A e e mation Y of b P Functional Intersects With Risk Assessment. RSK-04 |destruction of the Technology Assets, ervices andjor Data (TAASD) 5
[The probability and criticality of potential risks o electronic protected Mechanisms exist to develop and keep current a catalog of appiicable internal and external
§164.306(b)(2)(iv) NA e Functional Intersects With Threat Catalog THR-09 IS SRR/ 5
The probability and criticality of potential risks to electronic protected [Mechanisms exist to Identify, assess, prioritize and document the potential Impact(s) and
§164.306(b)(2)(iv) N [one provaniity an Functional Intersects With Threat Analysis THR-10 likelinood(e) of applicable internal and external threats 5
IA covered entity or business associate must comply with the applicable Mechanisms exist to facilltate the identification and implementation of relevant statutory,
lstandards as provided in this section and in § 164.308, § 164.310, § Statutory, Regulatory & regulatory and contractual controls
§164.306(c) Standards 164 312, § 164.314 and § 164.316 with respect to all electronic Functional Subset OF Contractual Compliance cPLo1 10
[protected health information.
5164.306(d) e ey |in this subpart: Functional No Relationship NA NA [No applicable SCF control 0
Mechanisms exist to facilltate the identification and implementation of relevant statutory,
e required or regulatory and contractual controls.
Ilementation specifiation s requined, i word “Aequred- appears in
parentheses after the itk of the implementation specification. If Statutory, Regulatory & y
§164.306(d)(1) N f Functional Subset Of o ey & cpLoL 10
Bbpears I pareniheces after the tite o the Implementation
lspecification
When a standard adopted in § 164.308, § 164310, § 164,312, § 164.314, Mechanisms exist to faciltate the identification and Implementation of relevant statutory,
lor § 164.316 includes required implementation specifications, a covered Statutory, Regulatory & ¥ [regulatory and contractual controls.
§164.306(d)(2) A lentity or business associate must implement the implementation Functional Subset Of Contractual Compliance cpLoy 0
lspecifications
[When a standard adopted in § 164.308, § 164.310, § 164.312, § 164.314, [No applicable SCF control
§164.306(d)(3) NA lor § 164.316 includes addressable implementation specifications, a Functional No Relationship NA N/A 0
|covered entity or business associate must—
[assess whether each implementation specification is a reasonable and ecorty, Compionce & [Mechanisms exist to provide a security, compliance and resilience controls oversight function
ecurity, Compliance that reports to the organization's executive leadership.
lappropriate safeguard in its environment, when analyzed with reference ; D 9 P
5164.306(d)(3)(1) NA o e oo 16 o e st et Functional Intersects With Resience Controls cPL-02 5
information; an 9
[assess whether each implementation specification is a reasonable and [Mechanisms exist to regularly review processes and documented procedures to ensure
[appropriate safeguard in ite environment, when analyzed with reference Security, Compliance & ) lconformity with the organization's security, compliance and/or resilience policies, standards and
§164.306(d)3)0) NIA o the likely contribution to protecting electronic protected health Functional Intersects With | gesilience Assessments CPL03 lother applicable requirements. 5
information; and
[Assess whether each implementation specification is a reasonable and Fmctiona! Review of [Mechanisms exist to regularly review Technology Assets, Applications andjor Services (TAAS) for|
unctional Review dherence to the organization's security, compliance and/or resilience policies and standards.
lappropriate safeguard in its environment, when analyzed with reference a o y, compl P
5164.306(d)(3)(1) NA e iy conibrion ts peotacting mlccioarc pratasad oot Functional Intersects With securtty, Compllance & CPL03.2 5
linformation; and "
§164.306()3) NA |As applicable to the covered entity or business associate— Functional No NA NA [No applicable SCF control 0
IMechanisms exist to compel data and/or process owners to implement required security,
§164.306(d)()INA) Na Implement the implementation specification f reasonable and Functional Subset OF \mplement Controls Govasa  |compliance and resiience controls for each Technology Asset, Application andjor Service (TAAS) 10
lappropriate; or
lunder their control
§164.306()(3)(i)(8) NA 0 [Fnctieezonabieand Functional No Relationship /A A o applicable SCF:control 0
lappropriate—
[Document why it would not be reasonable and appropriate to implement Mechanisms exist to pronibit exceptions o standards, except when the exception has been
§164.306(d)(3)ii)(8)(1) NiA s o Functional Subset Of Exception Management Gov-02.1 Tormaly asscasnd for Mok iMoact: approved sad recorded. 10
§ 164306003 10812 A implement an equivalent alternative measure if reasonable and Functional Equal Compensating RSK.06.2 [Mechanisms exist to identify and implement compensating countermeasures to reduce risk and o
c lexposure to threats,
[Mechanisms exist to regularly review Technology Assets, Applications andjor Services (TAAS) for|
IA covered entity or business associate must review and modify the ladherence to the organization's security, compliance and/or resilience policies and standards,
lsecurity measures implemented under this subpart as needed to Functional Review Of
§164.306(e) Maintenance  [continue provision of reasonable and appropriate protection of electronic Functional Equal Security, Compliance & CPL03.2 10
lprotected health information, and update documentation of such Resilience Controls
lsecurity measures in accordance with § 164.316(b)(2)(i)
§164.308 A s ®  |ino content Functional No Relationship NA NA [No applicable SCF control 0
§164.308(a) -  Covered entity ar business assodate must,n accordance with § — No Relationship T m [No applicable SCF control o
§164.308@)1) NA [[no content] Functional No VA WA [No appiicable SCF control 0
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Standard: Security

Implement policies and procedures to prevent, detect, contain, and

Publishing Security,

[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Inecessary for secure, compliant and resilient capabilities

(Addressable)

Behavior

§164.308(2)(1)(i) Functional Subset OF Compliance & Resilience GOv-02 10
management process correct security violations. P e
Standard: Security [Implement policies and procedures to prevent, detect, contain, and Configuration Management Mechanisms exist to faciltate the implementation of configuration management controls
§164.308(2)(1)(i) management process comrect security violations g g g Functional Subset OF CFG-01 10
[Mechanisms exist to faciitate the implementation of a change management program.
§164.308(a)(1)00 Standard: security_mplement poicies and procedures to prevent,detect, contain. and Functional Subset OF Change Management cHe-01 10
Standard: Security |mplement policis and procedures to prevent, detect, contain, and [Mechanisms exist to faciitate the implementation of enterprise-wide monitoring controls.
§164.308(a)(1)(1) o et security violations. g g g Functional Subset Of Continuous Monitoring MON-01 10
X [Mechanisms exist to implement and govern processes and documentation to facilltate an
5 164.308(2)(LM0) Sandard: security|mplement poices and procedures to prevent,detect, contain,and Functional Subset O Incident Response 1RO-01 lorganization-wide response capability for cybersecurity and data protection-related incidents. 10
Implementation . [No applicable SCF control
§164.308(a)(1)1ii) recifications: o content] Functional No Relationship NA NA o
|conduct an accurate and thorough assessment o the potential risks and Mechanisms exist lﬂ'ﬂmdutl recurfing assessments of ik that incu dles the likelinood and
i Risk analysis  (vulnerabilities to the confidentiality, integrity, and availability of y imagnitude of harm, from unauthorized access, use, disclosure, disruption, modification
§164.308(a)(1)(1)A) (Required) lelectronic protected health information held by the covered entity or Functional Equal Risk Assessment Rsk-04 (destruction of the Technology Assets, Services and/or Data (TAASD). 10
lbusiness associate.
Risk management | MPIeMent security measures sufficient to reduce risks and [Mechanisms exist to establish control objectives as the basis for the selection, implementation
§164.308(a)(1)(i1)(B) (Repunesie™ uinerabilities to a reasonable and appropriate level to comply with § Functional Intersects With | Define Control Objectives GOV-09 and management of the organization's inernal security, compliance and resilience control 5
164.306(a). jsystem.
ok management | mplement security measures sufficient to reduce risks and [Mechanisms exist to compel data and/or process owners to implement required security
§164.308(a)(1)(ii)(B) meqmid) |vuinerabilities to a reasonable and appropriate level to comply with § Functional Subset OF Implement Controls GOV-15.2 mr;whlahnte andtre‘smence controls for each Technology Asset, Application andjor Service (TAAS) 10
lunder their contro
anction poticy _|APPIY appropriate sanctions against workforce members who fail to [Mechanisms exist to sanction personnel falling to comply with established security policies,
§164.308(a)(1)(ii)(C) (Reqw';m Y |comply with the security policies and procedures of the covered entity or| Functional Equal Personnel Sanctions HRS-07 |standards and procedures. 10
lbusiness associate.
Information system  [|mplement procedures to regularly review records of information system [Mechanisms exist to faciitate the implementation of enterprise-wide monitoring controls.
§164.308(a)(1)/ii)(D) activity review  [activity, such as audit logs, access reports, and security incident tracking Functional Subset Of Continuous Monitoring MON-01 10
(Required) _reports
Information system  [[mplement procedures to regularly review records of information system [Mechanisms exist to review event 10gs on an ongoing basis and escalate incidents in accordance|
§164.308(a)(1)(ii)(D) activity review  factivity, such as audit logs, access reports, and security incident tracking| Functional Intersects With Security Event Monitoring MON-01.8 |with established timelines and procedures. 5
(Required) __reports.
Information system_|Implement procedures to regularly review records of information system Situational Awareness For [Mechanisms exist to document, monitor and report the status of cybersecurity and data
§164.308(a)(1)(i1)(D) activity review  factivity, such as audit logs, access reports, and security incident tracking|  Functional Intersects With Inci 1R0-09 Irotection incidents to intemal stakeholders all the way through the resolution of the incident 5
(Required) _|reports
[Mechanisms exist to assign one or more qualified individuals with the mission and resources to
Standard: Assigned [Gentiy the security official who is responsible for the development and Assigned Security, lcentrally-manage, coordinate, develop, implement and maintain an enterprise-wide Security,
§164.308(a)(2) scuriy responcibiity ;zwrpl\s;n(e‘;\z:\:dn:rctl‘llwyeupre\blﬁwse‘rs‘:;;dazgzﬁ:t\;res required by this subpart Functional Equal Cnm;\;asggijbﬁi‘s;\;en(e GOv-04 (Compliance & Resilience Program (SCAP) 10
§164.308(@)(3) N/A [(7o content] Functional No VA N/A [No applicable SCF control [
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Implement policies and procedures to ensure that all members of its Inecessary for secure, compliant and resilient capabilities.
Standard: Worfrce [Iormatio. a5 rowided under baragrafh (i) o i socion, and to Publishing Securty,
§164.308(2)(3)(1) [orevent those workforce members who 4o ot Nave access under Functional Subset OF Compliance & Resilience GOV-02 10
lparagraph (a)(4) of this section from obtaining access to electronic Documentation
lprotected health information.
[Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) to restrict
Implement policies and procedures to ensure that all members of its laccess to sensitive/regulated data.
[workforce have appropriate access to electronic protected healtt
Standard: Workforce nformation 25 provided under paragraph (a)4) of this cection, andto Sensitive / Regulated Data
§164.308(a)(3)(0) security revent those workforce member: 0 not have access un Functional Intersects With Access Enforcement cre-08 5
araraph (2)(4)of this section from obtaning access to slectionic
lprotected health information.
[Mechanisms exist to faciitate the of and access
Implement policies and procedures to ensure that all members of its controls.
[workforce have appropriate access to electronic protected health
Standard: Workforce [information, as provided under paragraph (a)(4) of this section, and to Identity & Access y
§164.308(a)(3)0) lprevent those workforce members who do not have access under Functional Subset OF Management (IAM) tac-01 10
[paragraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
Implement policies and procedures to ensure that all members of its |Applications, Services andjor Data (TAASD) to restrict access to individuals assigned specific
[workforce have appropriate access to electronic protected health roles with legitimate business needs.
Standard: Workforce [information, as provided under paragraph (a)(4) of this section, and to Role-Based Access Control
§164.308(2)(3)(0) lprevent mu(siw’mtﬁ:\rce members who do n have access under Functional Intersects With (RBAC) 1AC-08 5
[paragraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
[Mechanisms exist to utilize the concept of least privilege, allowing only authorized access to
Implement policies and procedures to ensure that all members of its Iprocesses necessary to accomplish assigned tasks in accordance with organizational business
[workforce have appropriate access to electronic protected health functions.
Standard: Workforce [nformation a5 provided under paragraph (2)4) of this section, and to
§164.308(a)(3)(1) Yecurlty e e et Functional Intersects With Least Privilege 1AC-21 5
oragraph (2Y(4)of tis section fram obtaining access to slectronic
lprotected health information.
§ 164.308(a)(3)(ii) Implementation 1, content] Functional No Relationship N/A N/A [oerrETREE e 0
‘Authorization andor [[mplement procedures for the authorization and/or supervision of Human Resources Securit [Mechanisms exist to facilitate the implementation of personnel security controls.
§164.308(a)(3)(i1)(A) Supervision  |workforce members who work with electronic protected health Functional Subset OF Mamasemant Y HRS-01 10
(Addressable) _|information or in locations where it might be accessed.
‘Authorization and/or [mplement procedures for the authorization and/or supervision of [Mechanisms exist to revoke user access rights following changes in personnel roles and duties,
§164.308(a)(3)(i1)(A) Supervision  |workforce members who work with electronic protected health Functional Intersects With | Change of Roles & Duties 1AC-07.1 it no longer necessary or permitted. 3
(Addressable) _information or in locations where it might be accessed.
Authorization andor [[mplement procedures for the authorization and/or supervision of Role-Based Access Control [Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
5164.308(a)(3)(i1)(A) rvision  (workforce members who work with electronic protected health Functional Intersects With o) 1AC-08 Applications, Services andor Data (TAASD) torestrict access to ndividuals assgned specific 5
(Addressable) _[information or in locations where it might be accessed. roles with legitimate business needs.
Authorization and/or Implement procedures for the authorization and/or supervision of Management Approval For [Mechanisms exist to ensure management approvals are required for new accounts or changes
§164.308(a)(3)(ii)(A) supervision  workforce members who work with electronic protected health Functional Intersects With 9 iy IAC-28.1 fin permissions to existing accounts. 5
(Addressable) _linformation or in locations where it might be accessed. New or Changed Accounts
Workforce o1 [Mechanisms exist to manage personnel security sk by assigning a risk designation to all
orkforce clearance ositions and establishing screening criteria for individuals filling those positions.
§164.308(2)(3)(1)(8) Brocedure e K e atios T poronrs Functional Intersects With | Position Categorization HRS-02 " 9 9 9 fhosep s
(Addressable)
orkforce o [Mechanisms exist to define Toles & Tor all personnel
orkforce clearance
Implement procedures to determine that the access of a workforce Defined Roles &
§164.308(2)(3)(i1)(B) Md’(;’f:g‘;:::e) Imember to electronic protected health information is appropriate. Functional Intersects With Responsibilities HRS-03 5
orkforce o [Mechanisms exist to periodically-review the privileges assigned to individuals and service
orkforce clearance
Implement procedures to determine that the access of a workforce Periodic Review of Account [accounts to validate the need for such privileges and reassign or remove unnecessary
§ 104 308EEINE (Addressable) mémber to sectronic protected neaith nformation i approprate, Functional Intersects With Privileges 1AC17 rivileges, as necessary. s
ressable;
[Mechanisms exist to adjust logical and physical access authorizations to Technology Assets,
Termination l‘mpl\!ehme'nt procedurehs fotrhtermm?tmg actce'ss to tlnemomc protectted o, |Applications and/or Services (TAAS) and facilities upon personnel reassignment or transfer, in a
ealth information when the employment of, or other arrangement with, y timely manner.
§164.308(2)(3)(i)(C) e oarmbar and o 33 equret by Gecerminstons made a5 Functional Intersects With Personnel Transfer HRS-08 5
lspecified in paragraph (a)(3)(ii)(B) of this section.
[Mechanisms exist to govern the termination of individual employment
Termination | MmPlement procedures for terminating access to electronic protected
Iheaith information when the employment of, or other arrangement with, y
§164.308()3)(iH(C) (Discedures ) |a workforce member ends or as required by determinations made as Functional Intersects With Personnel Termination HRS-09 s
[specified in paragraph (a)(3)(i)(B) of this section.
[Mechanisms exist to utilize a formal User registration and de-registration process that governs
Termination _[mplement procedures for terminating access to electronic protected the assignment of access rights.
lhealth information when the employment of, or other arrangement with, User Provisioning & De- y
§164.303(a)(3MIH(C) (Biscedures ) a workforce member ends or as required by determinations made as Functional Intersects With Provisioning taco7 s
[specified in paragraph (a)(3)(i)(8) of this section.
[Mechanisms exist to revoke User access fights in a timely manner, upon termination of
Termination _|mplement procedures for terminating access to electronic protected lemployment or contract.
lheaith information when the employment of, or other arrangement with,
§164.308(a)(3)(i1)(C) frocedures L orkdorce membar ends or s recred by decerminations made 23 Functional Intersects With | Termination of Employment 1AC-07.2 5
[specified in paragraph (a)(3)(i)(B) of this section.
§164.308(2)(41 /A [[7o content] Functional No A N/A [No applicable SCF control [
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
standard: Information[MPlement policies and procedures for authorizing access to electronic Publishing Security, Inecessary for secure, compliant and resilient capabilities.
§164.308(2)(4)(i) ctess management [protected health information that are consistent with the applicable Functional Subset OF Compliance & Resilience GOV-02 10
Irequirements of subpart E of this part Documentation
orement ool  orocedures for auth o elect [Mechanisms exist to faciitate the of i and access
. implement policies and procedures for authorizing access to electronic lcontrols.
§164.308(a)(4)(i) O et protected health information that are consistent with the applicable Functional Subset Of ik Astedivers 1AC-01 10
Irequirements of subpart E of this part.
§164.308(a)(4)() Implementation  lino contentl Functional No Relationship /A NA R o
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
If a health care clearinghouse s part of a larger organization, the Inecessary for secure, compliant and resilient capabilities.
5 164.308()A)INA) '“‘;2:2:;;5;“ lclearinghouse must implement policies and procedures that protect the Functional subset Of CD',’““;'I‘::;"Egsssg‘;mgm Gov-02 10
functione (hemured) [electronic protected health information of the clearinghouse from Al
al lunauthorized access by the larger organization
[Mechanisms exist to faciitate the of and access
Implement policies and procedures for granting access to electronic
Access authorization Identity & Access controls.
§164.308(a)(4)(i1)(8) s aroaaxioM lprotected health information, for example, through access to Functional Subset Of Manaa ot () 1AC-01 10
workstation, transaction, program, process, or other mechanism. 9
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology Assets,
Access Implement polcies and procedures tha, based upon the covered ity Role-Based Access Control lApplications, Services and/or Data (TAASD) to restrict access to individuals assigned specific
Jor the business associate’s access authorization policies, establish, ole-Based Access Control y roles with legitimate business needs.
§164.308(@)(A)iH(C) A mosicalaon  Kdocument, review, and modify a user's right of access t a workstation, Functional Equal (RBAC) 1c-08 0
ftransaction, program, or process.
3080 [no content Unctiona o 0 appiicable SCF control
§164.308)(5) A I tent] Functional [T A WA [No applicable SCF cont [
Standard: Security Mechanisms exist o faciltate the implementation of security workiorce development and
Implement a security awareness and training program for all members of Security, Compliance & trol
§164.308(2)(5)0) ﬂ"‘al’fa"‘;f;"“ its workforce (including management). Functional SubsetOF aecilience-Minded Workforce SAT-01 2 wareness contrs 10
Standard: Securit Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate security, compliance
§164.308(a)(5)(i) awareness and ¥ |implement a security awareness and training program for all members of| Functional Intersects With Resme‘i\(e Avfarsness SAT-02 land resilience awareness education and training that is relevant for their job function. 5
training ts workforce (including management). Training
§ 164.308(a)(5)(ii) Implementation ., coneant) Functional No Relationship N/A N/A o= REE G 0
[Mechanisms exist to provide role-based security, compliance and resilience awareness training
§164.308(a)(5)(ii)(A) Security reminaers. [periodic security updates. Functional Equal Cyber Threat Environment SAT-03.6 fthat is current and relevant to the cyber threats that users might encounter in day-to-day 10
(Addressable) lbusiness operations.
orotection . B N [Mechanisms exist to provide training to personnel on organization-defined indicators of maiware
rotection from uspicious Communications to recognize suspicious communications and anomalous behavior.
§164.308(a)(5)(i1)(8) malicious software [Procedures for guarding against, detecting, and reporting malicious Functional Equal & Anomalous System SAT-03.2 . P 10
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Log-in monitoring

Role-Based Security,

[Mechanisms exist to provide role-based security, compliance and resilience-related training:(1)
[Before authorizing access to the system or performing assigned duties;(2) When required by
lsystem changes; and(3) Annually thereafter.

lobtains satisfactory assurances, in accordance with § 164.314(a), that
fthe subcontractor will appropriately safeguard the information.

5164.308(a)(5)(i1)(C) hirecmayayd  procedures for monitoring log-in attempts and reporting discrepancies. Functional Equal Compliance & Resilience SAT-03 10
Training
Mechanisms exist to provide role-based security, compliance and resiience-related training:(1)
Password Role-Based Security, Before authorizing access to the system or performing assigned duties;(2) When required by
§164.308(a)(5)1ii)(D) management  [Procedures for creating, changing, and safeguarding passwords. Functional Equal Compliance & Resilience SAT-03 jsystem changes; and(3) Annually thereafter. 10
(Addressable) Training
§164.3082)(6) NA [[7o content] Functional No A A [No applicable SCF control 0
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Standard: Security Publishing Security, Inecessary for secure, compliant and resilient capabilities.
§164.308(a)(6)(1) g Implement policies and procedures to address security incidents Functional Subset Of Compliance & Resilience Gov-02 10
incident procedures
Documentation
Standard: securtty ncident Response [Mechanisms exist to implement and govern processes and documentation o faciltate an
i d i i - lorganization-wide response capability for cybersecurity and data protection-related incidents.
§164.308(a)(6)(1) incident proceduras |mPlement policies and procedures to address security incidents. Functional Subset Of oneratione 1RO-01 g 2 pabilty for cy y P 10
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual incident
report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6) Recovery.
Implementation  [identify and respond to suspected or known security incidents; mitigate,
. specification:  fto the extent practicable, harmful effects of security incidents that are . g
§ 164.308(@)(6)(i) Response and known to the covered entity or business associate; and document Functional Equal Incident Handling 1R0-02 0
reporting (Required) fsecurity incidents and their outcomes.
§164.308@)(7) NA o content] Functional No A NA [No applicable SCF control 0
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and procedures
Establish (and implement as needed) policies and procedures for Publishing Security, Inecessary for secure, compliant and resilient capabilities.
Standard Iresponding to an emergency or other occurrence (for example, fire, . 3
§ 164.308@)(7(0) Contingency plan  |vandalism, system failure, and natural disaster) that damages systems, Functional Subset Of Compliance & Resllience Gov-02 0
fthat contain electronic protected health information.
[Mechanisms exist to facilitate the implementation of Contingency pIanaing controls to help
Stonord Establish (and implemen as needed) policies and procedures for Business Continuity lensure resilient Technology Assets, Applications and/or Services (TAAS) (e.g., Continuity of
andar Iresponding to an emergency or other occurrence (for example, fire, Y (Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) playbooks).
§ 164.308@)(7)(0) Contingency plan  [vandalism, system failure, and natural disaster) that damages systems Functional Subset O Management System BCD-01 10
)
fthat contain electronic protected health information.
[Mechanisms exist to implement and govern processes and documentation to faciltate an
ctondors Estabiish (and implement as needed) polcies and procedures for ncident R lorganization-wide response capability for cybersecurity and data protection-related incidents.
tandare Iresponding to an emergency or other occurrence (for example, fire, incident Response y
§164.308(a)(7)() Contingency plan  |vandalism, system failure, and natural disaster) that damages systems. Functional Subset Of Operations IRO-01 10
fthat contain electronic protected health information.
Implementation y [No applicable SCF control
§164.308(a)(7)(ii) Sheciications: _|[no content] Functional No Relationship NA NA 0
[Mechanisms exist to Create recurring backups of data, software and/or system images, as well
Data backup plan ~ [Establish and implement procedures to create and maintain retrievable g Jas verify the integrity of these backups, to ensure the availability of the data to satisfy Recovery
§164.308(a)(7)(ii)(A) (Required) lexact copies of electronic protected health information. Functional Equal Data Backups BCD-11 [Time Objectives (RTOs) and Recovery Point Objectives (RPOS). 10
i i . lApplications and/or Services (TAAS) to a known state after a disruption, compromise or failure.
§164.308(a)(7)(i)(B) gt il oy Functional Equal aons ordlor ser BCD-12 Pl (TARS) P 2 10
[Mechanisms exist to faciitate the implementation of contingency planning controls to help
. Emergency mode  [Establish (and implement as needed) procedures to enable continuation Business Continuity lensure resilient Technology Assets, Applications and/or Services (TAAS) (e.q., Continuity of
§164.308(a)(7)(i1)(C) operation plan of critical business processes for protection of the security of electronic Functional Subset OF Management System BCD-01 (Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/OR) playbooks). 10
(Required)  |protected health information while operating in emergency mode.
[Mechanisms exist to continue essential missions and business functions with Ittie or o 1055 of
Emergency mode  [Establish (and implement as needed) procedures to enable continuation |continue Essential Mission & loperational continuity and sustain that continuity until full system restoration at primary
§164.308(a)(7)ii)(C) operation plan  [of critical business processes for protection of the security of electronic Functional Intersects With BCD-02.2 rocessi i 5
Business Functions Iprocessing and/or storage sites.
(Required)  |protected health information while operating in emergency mode.
esting an [Mechanisms exist to conduct tests and/or exercises o evaluate the contingency plan's
esting and revision leffectiveness and the organization's readiness to execute the plan
§ 164.308()(7)(I)D) pracedures " |mplement procedures for periodictesting and revision of ontingency Functional Interscts with | Coningency Plan Testing & 5CD-08 9 o s
(Addressable) P2
resting amd cont - Mechanisms exist to conduct a Root Cause Analysis (RCA) and “lessons learned” activity every
esting and revision i i i ontingency Plan Roo time the contingency plan is activated.
§164.308(a)(7)1ii)(D) pre 5 [mplement procedures for periodic testing and revision of contingency Functional Intersects With Cause Analysis (RCA) & BCD-05 gency 5
(Addressable) [ Lessons Leame:
romcat St [Mechanisms exist to faciitate an IT Asset Management (TAM) program to implement and
pplications and data Imanage asset management controls.
§164.308(a)(7)(ii)(E) crticality analysis s sess, e Telative criticalty of specific applications and data in support Functional Subset Of Asset Governance AST-01 o o 10
lof other contingency plan component
(Addressable)
J— o [Mechanisms exist to identify and assess the security of Technology Assets, Applications and/or
pplications and data i i [Services (TAAS) that support more than one critical business function.
§164308INNINE) | Crticality analysis (155655 the relative crticaity of specifc applications and data in UppOrt | pyncriona) Intersects With | Asset AsToL1 P o
(Addressable) gency pl P
romicat S [Mechanisms exist to identify and document the critical Technology Assets, Applications,
pplications and data i IServices andor Data (TAASD) that support essential missions and business functions.
§164.308(a)(7)(ii)(E) criticality analysis 1555 the relative criticality of specific applications and data in support Functional Intersects With Identify Critical Assets 8CD-02 o 8
Jof other contingency plan components.
(Addressable)
oot S [Mechanisms exist to identify, prioritize and assess SUppIIers and partners of critical Technology
ppiications and data lassess the relative criticality of specific applications and data in support Third-Party Criticalit |Assets, Applications and/or Services (TAAS) using a supply chain risk assessment process.
§164.308(a)(7)(ii)(E) ritealty analysis |7 her contingency pian eambonents, ¥ PP Functional Intersects With puisi AT TPM-02 relative to their importance in supporting the delivery of high-value services. 3
ressable;
[Mechanisms exist to regularly review Technology Assets, Applications and/or Services (TAAS) for|
pertorm a perodic techical and nontechnical evaluation based inially ladherence to the organization's security, compliance and/or resilience policies and standards.
lupon the standar under this rule and,
Functional Review Of
Iesponse to environmental or operational changes affecting the security y
§164.308(2)(8) Standard: Evaluation [0 0ee o e information. that setablanee the extont to Functional Intersects With Security. Compliance & CPL03.2 5
fwhich a covered entity's or business associate's security policies and
[procedures meet the requirements of this subpart.
[Mechanisms exist to establish the SCOpe of assessments by defining the assessment boundary,
perform a perodic techical and nontechnical evaluation based inially according to people, processes and technology tha directly o ndirecty impact the
lupon the standards under this rule egrity, availability and safety of the Technology Assets, Applications, Services
Iesponse to environmental or operational changes affecting the security ’ andlor Data (TARSD) under review
§164.308(2)(8) Standard: Evaluation [0 0ee o et information. that setablianee the extont to Functional Intersects With | Assessment Boundaries 1A0-01.1 5
fwhich a covered entity's or business associate's security policies and
[procedures meet the requirements of this subpart.
[Mechanisms exist to formally assess the security, compliance and resilience controls in
perform a perodic techical and nontechnical evaluation based inially [Technology Assets, Applications and/or Services (TAAS) through Information Assurance Program
lupon the standards under this rule an: (1AP) activities to determine the extent to which the controls are implemented correctly,
Iesponse to environmental or operational changes affecting ihe security ’ loperating as intended and producing the desired outcome with respect to meeting expected
§164.308(2)(8) standard: Evaluation lo¢ electronic protected health information, that establishes the extent to Functional Intersects With Assessments 1h0-02 requirements. 3
lwhich a covered entity's or business associate's security policies and
lprocedures meet the requirements of this subpart.
[No applicable SCF control
Business associate
5164.308(b) contracts and other [[no content] Functional No Relationship NA NA o
arrangements
[Mechanisms exist to facilitate the implementation of third-party management controls.
IA covered entity may permit a business associate to create, receive,
Imaintain, or transmit electronic protected health information on the
lcovered entity's behalf only if the covered entity obtains satisfactory
§164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate Functional Subset OF Third-Party Management TPM-01 10
lwill appropriately safeguard the information. A covered entity is not
Irequired to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
[Mechanisms exist to mitigate the risks associated with third-party access o the organization's
IA covered entity may permit a business associate to create, receive, [Technology Assets, Applications, Services and/or Data (TAASD)
Imaintain, o transmit electronic protected health information on the
[covered entity's behalf only if the covered entity obtains satisfactory
§164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate Functional Intersects With Third-Party Services TPM-04 5
lwill appropriately safeguard the information. A covered entity is not
Irequired to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
Mechartsms exit o require contractual requirements for appicable securfy, compliance and
IA covered entity may permit a business associate to create, receive, resilience ith , reflecting the leeds to protect its
Imaintain, or transmit electronic protected health information on the' ethmaiocy Astern Applcations. Somvices andior Duts (TARGD)
[covered entity's behalf only if the covered entity obtains satisfactory Third-Party Contract
§164.308(b)(1) N/A lassurances, in accordance with § 164.314(a), that the business associate Functional Intersects With eauirments TPM-05 5
lwill appropriately safeguard the information. A covered entity is not a
Irequired to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
Mechanisms exist to ensure applicable security, compliance and resilience requirements are
IA covered entity may permit a business associate to create, receive, included in contracts that flow-down to applicable sub-contractors and suppliers.
Imaintain, or transmit electronic protected health information on the
lcovered entity's behalf only if the covered entity obtains satisfactory Contract Flow-Down
5164.308(b)(1) N/A lassurances, in accordance with § 164.314(a), that the business associate Functional Intersects With i TPM-05.2 5
equirements
lwill appropriately safeguard the information. A covered entity is not
Irequired to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
[Mechanisms exist to document and maintain a . Supportive, Consulted
IA covered entity may permit a business associate to create, receive, & Informed (RASCI) matrix, or similar documentation, to delineate assignment for security,
Imaintain, or transmit electronic protected health information on the lcompliance and resilience controls between interal stakeholders and External Service Providers
lcovered entity's behalf only if the covered entity obtains satisfactory Responsible, Accountable, (ESP).
5164.308(b)(1) NA lassurances, in accordance with § 164.314(a), that the business associate Functional Intersects With | Supportive, Consulted & TPM-05.4 5
lwill appropriately safeguard the information. A covered entity is not Informed (RASCI) Matrix
Irequired to obtain such satisfactory assurances from a business
lassociate that is a subcontractor.
Mechanisis exit o require Contractual requirements for appicable securfy, compliance and
IA business associate may permit a business associate that is a resilience it needs to protect its
lsubcontractor to create, receive, maintain, or transmit electronic Third-party Contract ethroloay Actere Appeations Sormicet andior Dots CARSD)
5164.308(b)(2) NA [protected health information on its behalf only if the business associate Functional Intersects With A TPM-05 5
lobtains satisfactory assurances, in accordance with § 164.314(a), that a
fthe subcontractor wil appropriately safeguard the information.
Mechanisms exist to ensure applicable security, Compliance and resilience requirements are
IA business associate may permit a business associate that is a included in contracts that flow-down to applicable sub-contractors and suppliers.
lsubcontractor to create, receive, maintain, or transmit electronic Contract Flow-Down
5164.308(b)(2) NA lprotected health information on its behalf only if the business associate Functional Intersects With o w00 TPM-05.2 5
lobtains satisfactory assurances, in accordance with § 164.314(a), that qui
fthe subcontractor will appropriately safeguard the information.
[Mechanisms exist to obtain a First-Party Declaration(1PD) from applicable External Service
IA business associate may permit a business associate that is a Providers (ESPs) that provides assurance of compliance with specified statutory, regulatory and
lsubcontractor to create, receive, maintain, or transmit electronic lcontractual obligations for security, compliance and resilience controls, including any flow-down
5164.308(b)(2) NA lprotected health information on its behalf only if the business associate Functional Intersects Wit |First-Party Declaration (1PD) TPM-05.6 requirements to subcontractors. 5
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Implementation
lspecifications: Written|

[Document the satisfactory assurances required by paragraph (b)(1) or
[(b)(2) of this section through a written contract or other arrangement

Adequate Security for

[Mechanisms exist to protect sensmve/regu\ated data that is collected, developed, received,
transmitted, used or stored in support of the performance of a contract

lhealth information into and out of a facility, and the movement of these
jitems within the facilty.

§164.308(b)(3) contract or other Functional Intersects With | Sensitive / Regulated Data 10-03.2 5
rangement.| [l the business associate that meets the applicabl requiements of oo o Cancraces
(Required) 3146a)
Implementation Mecharisis &xst 0 equie contracual requrements ar applcable secury. complance and
specicatons: Wrten[POCUMENt the satisfactory assurances required by paragraph (5)1) or bty C resilience ith o e \eeds to protect its
: of this section through a written contract or other arrangement ird-Party Contract ’ IFechnology Assets, Applications, Services andior Data (TARGD)
§164.308(6)3) contractor other LI\ LS ess assocte that meets he applcable reduremensos | Functonal Eaual Reqaremants P05 w0
onoemert f164.314(a)
164310 Prysical safeguards [fgjered STEY O business assocate must i accordance with § ——— No Relationshp o o [No appiicable SCF control 5
§1643100a) VA [[no content] Functional No A NA [No applicable SCF control 0
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Stondard: Faciiy | Plement policies and procedures to limit physical access to its Publishing Security Inecessary for secure, compliant and resilient capabilities.
§164.310(2)(1) tandard: Faclity felectronic information systems and the facilty or facilities in which they Functional Subset Of Compliance & Resilience Gov-02 10
lare housed, while ensuring that properly authorized access is allowed Documentation
P A roceaues o o . Mechanisms exist to faciltate the operation of physical and environmental protection controls.
Implement policies and procedures to limit physical
§164.310(a)(1) Standard: rachiY  |electronic information systems and the facility or facilties in which they Functional Subset OF Physical & Environmental PES-01 10
lare housed, while ensuring that properly authorized access i allowed.
§164.310(2)(2) Implementation 1, content] Functional No Relationship N/A N/A [oerEREE e 0
ont Establish (and implement as needed) procedures that allow faciity [Mechanisms exist to identify and mitigate potential accessibility problems to the alternate
ontingency rocessing sites and possible mitigation actions, in the event of an area-wide disruption or
) laccess in support of restoration of lost data under the disaster recovery Alternate Processing Site P 9 2 g ) P
§1643106)2)0) o cency mode operatons plan n the evertof an Functional | Intersects Wih gt 8092 [icaser s
lemergency.
Contingancy _[Et9BIsh (ond implement as nieeded) procedures that allow facity Wechanisms exst to define = for al personne
§ 164.310)2)0) IN9ENCYlaccess in support of restoration of lost data under the disaster recovery Functional Intersects With Defined Roles & HRS.03 s
peone ) ptan and emergency mode operations plan in the event of an Responsibilties.
lemergency.
- Establish (and implement a5 needed) procedures that allow facility [Physical access control mechanisms exist to maintain a current ist of personnel with authorized
ontingency laccess to organizational facilities (except for those areas within the facility officially designated
) laccess in support of restoration of lost data under the disaster recovery Physical Access y
§ 164.310@)(2)0) pne) plan and emergency mode operations plan in the event of an Functional Intersects With Authorizations PES-02 as publicly accessible). 5
lemergency
o Establish (and implement a5 needed) procedures that allow faciity [Physical access control mechanisms exist to authorize physical access to facilities based on the,
ontingency : ition or role of the individual
laccess in support of restoration of lost data under the disaster recovery posi
§164.310(2)(2)(0) e emergency mode operations plan n ne eventof an Functional Intersects With | Role-Based Physical Access PES-02.1 5
lemergency.
- Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Faciity security plan [TPIEment policies and procedures to safeguard the facilty and the Publishing Security necessary for secure, compliant and resilient capabilities.
§164.310(@)(2)(ii) (Adcressaey " Equipment herei from unautharized physial access, tampering, and Functional Subset Of Compliance & Resilience Gov-02 10
Documentation
implement policies and procedures to safeguard the facility and the Mechanisms exist to faciltate the operation of physical and environmental protection controls.
§164.310(@)(2)(ii) Facility security plan loq.ipment therein from unauthorized physical access, tampering, and Functional Subset Of Physica) & Environmental PES-01 10
(Addressable)  [c ctions
Facilty security plan | PIEMENt policies and pracedures to safeguard the faciity and the Phyca Scceee contal mechanin st 1o enforce phy<iclscceee autioriatons for 31
§164.310(@)(2)(i) Ity security BIan loquipment therein from unauthorized physical access, tampering, and Functional Intersects With | Physical Access Control PES-03 Iphysical access points (in lesignated entry/exit points) to facilities (excluding those 5
(Addressable) o areas within the facility officially designated as publicly accessible
[Mechanisms exist to facilitate the of and access
Access control and |implement procedures to control and validate a person's access to Jdentity & Access contrals.
§164.310@(Qi)  |validation d on their role or function, including visitor control, and Functional Subset Of o toan 1AC-01 10
(Addressable) Contro! of accese 1o software programs for testing and revision. 9
- [Physical access control mechanisms exist to maintain a current Iist of personnel with authorized
Access control and _|mplement procedures to control and validate a person's access to Physical Access laccess to organizational facilities (except for those areas within the facility officially designated
§164.310()(2)ii) |validation procedures [facilities based on their role or function, including visitor control, and Functional Intersects With PrySical Access PES-02 s publicly accessible) 5
(Addressable) _[control of access to software programs for testing and revision.
- [Physical access control mechanisms exist to enforce physical access authorizations for all
Access control and |Implement procedures to control and validate a person’s access to 5 Iphysical access points (including designated entry/exit points) to facilities (excluding those
§164.310@)(2)(ii) |validation procedures facilties based on their role or function, including visitor control, and Functional Intersects With | Physical Access Control PES-03 reas within the facility officially designated s publicly accestible) 5
(Addressable) _[control of access to Software programs for testing and revision.
- [Physical access control mechanisms exist to identify, authorize and monitor visitors before
Access control and_mplement procedures to control and validate a person's access to allowing access to the facility (other than areas designated as publicly accessible)
§164.310@)(2)(ii) |validation procedures|facilties based on their role or function, including visitor control, and Functional Intersects With Visitor Control PES-06 5
(Addressable) _[control of access to software programs for testing and revision.
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Maintenance records [MPIement policies and procedures to document repairs and Publishing Security, Inecessary for secure, compliant and resilient capabilities.
§164.310(@)(2)(0v) A omse 99" [modifications to the physical components of a acility which are related Functional Subset Of Compliance & Resilience Gov-02 10
to security (for example, hardware, walls, doors, and locks). Documentation
Mechanisms exist to develop, disseminate, review & update procedures to facilitate the
records [mPlement policies and procedures to document repairs and implementation of maintenarice controls across the enterprise.
§164.310(@)(2)(iv) fibotio to the physical of a facility which are related Functional Subset Of Maintenance Operations MNT-01 10
o security (for example, hardware, walls, doors, and locks).
[Mechanisms exist to conduct controlled maintenance activities throughout the fifecycle of the,
Maintenance records |MPlement policies and procedures to document repairs and [Technology Asset, Application and/or Service (TAAS).
§164.310(a)(2)(1v) sical of a facility which are related Functional Intersects With | Controlled Maintenance MNT-02 8
o security (for example, hardware, walls, doors, and locks).
et oo S orocedures o N . [Mechanisms exist to facilitate the operation of physical and environmental protection controls.
implement policies and procedures to document repairs an .
516431021 |MOTReRance Tecords imodifications to the physical components of  facilty which are related Functional Subset Of Physical & Environmental PES-01 10
to security (for example, hardware, walls, doors, and locks).
[mplement policies and procedures that specify the proper functions o Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Standard lbe performed, the manner in which those functions are to be performed, Publishing Security, Inecessary for secure, compliant and resilient capabilities.
5164.310(b) Wosrandard: « [and the physical attributes of the surroundings of a specific workstation Functional Subset Of Compliance & Resilience Gov-02 10
Jo class of workstation that can access electronic protected health Documentation
information.
implement policies and procedures that specify the proper functions to, [Mechanisms exist to facilitate the of Endpoint Device (EDM)
Standard lbe performed, the manner in which those functions are to be performed, Endooint Device jcontrols.
5164.310(b) Wosrandard: . [and the physical attributes of the surroundings of a specific workstation Functional Subset Of o eteon) END-01 10
Jo class of workstation that can access electronic protected health 9
information.
implement policies and procedures that specify the proper functions to, Mechanisms exist to require all employees and contractors to apply cybersecurity and data
oo erormed. the manner in wiioh thoss fencaions re to be pertorned, rotection principles in their daily work to enable secure, compliant and resilient capabilities.
5164.310(b) Wosrandard: . [and the physical attributes of the surroundings of a specific workstation Functional Intersects With Terms of Employment HRS-05 5
Jo class of workstation that can access electronic protected health
information.
mplement policies and procedures that specify the proper functions to [Mechanisms exist to define acceptable and unacceptable rules of behavior for the Use of
lbe performed, the manner in which those functions are to be performed, including for
5164.310(b) Workandard: . [and the physical attributes of the surroundings of a specific workstation Functional Intersects With Rules of Behavior HRS-05.1 3
Jor class of workstation that can access electronic protected health
information.
mplemant policies and procedures that specity the proper functions & [Mechanisms exist o establish usage resfrictions and implementation guidance for
lbe performed, the manner in wihich those funciions are o be performed, lorganizational technologies based on the potential to cause damage to Technology Assets,
§164.310(b) Wofg;‘a‘:‘a‘;‘: use [and the physical attributes of the surroundings of a specific workstation Functional Intersects With | Technology Use Restrictions. HRS-05.3 [Applications and/or Services (TAAS), if used maliciously. 3
Jor class of workstation that can access electronic protected healt
information.
mplement policies and procedures that specify the proper functions to Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or similar
lbe performed, the manner in wihich those funciions are to be petformed, ldocumentation, to enable the proper execution of day-to-day / assigned tasks,
5§164.310(b) Woreaiatord: e [and the physical attributes of the surroundings of a specific workstation Functional Intersects With S‘agf‘fgg(‘ﬁis‘)("se@.’ﬁ‘"g 0PS-01.1 5
o class of workstation that can access electronic protected health
information.
mplement policies and procedures that specify the proper functions to Mechanisms exist to define supporting business processes and implement appropriate
lbe performed, the manner in which those functions are to be performed, lgovernance and service management to ensure appropriate planning, delivery and support of
5 164.310(0) tandara s o o T e et o Functional Intersects With Service Delivery ops-03 the organization's technology capabilities supporting business functions, workforce, and/or N
Workstation use 10T e B e O o o o op et hntr (Business Process Support) lcustomers based on industry-recognized standards to achieve the specific goals of the process
information. jarea
mplement policies and procedures that specify the proper functions to [Physical access control mechanisms exist to enforce physical access to Critical systems or
Ibe performed. the manner in which those funchions reto be pertormed, sensitive/regulated data, in addition to the physical access controls for the facilty.
5§164.310(b) Worrandard: o [and the physical attributes of the surroundings of a specific workstation Functional Intersects With | Access To Critical Systems PES-03.4 3
Jor class of workstation that can access electronic protected health
[mplement policies and procedures that specify the proper functions o Mechanisms exist to identify systems, equipment and respective operating environments that
Ibe pertormed, the manner in which those funcaions re to be pertormed, require limited physical access so that appropriate physical access controls are designed and
5164.310(b) Wospandard: o [and the physical attributes of the surroundings of a specific workstation Functional Intersects witn | PYsical securlty of Offices, PES-04 implemented for offices, rooms and faciliies. 3
o class of workstation that can access electronic protected health
information.
Mechanisms exst to protect the confidentiality, Integrity, availability and safety of endpoint
516431000 Standard: Implement physical safeguards for all workstations that access electronic| Functional Subset Of Endpoint Protection .02 deoicar P ¥ Intearity 4 Y P 0
- Workstation security [protected health information, to restrict access to authorized users. uncti ! Measures :
p— molement physical safeguards foral workatations that access electroni] [Physical access control mechanisms exist to enforce physical access authorizations for all
§164.310() Functional Intersects With | Physical Access Control PES-03 physical access points (including designated entryfexit points) to facilities (excluding those 5
Workstation security [protected health information, to restrict access to authorized users v reas within the facility officially designated a5 publicly accestible)
P tement physical safequards for ol warketations that access etectronid [Physical access control mechanisms exist to enforce physical access to critical systems or
i i ' sensitive/regulated data, in addition to the physical access controls for the facilt
§164:310() Workstation security [protected health information, to restrict access to authorized users Functional Intersects With | Access To Critical Systems PES-03.4 reg ph: Y 5
Implement physical safeguards for all workstations that access electronic Physial Securiy of Offces e e e e e e o
. y require limited physical access o that appropriate physical access controls are designed and
§164.310(c) Workstation security [protected health information, to restrict access to authorized users Functional Intersects With Rooms & Facilities PES-04 imblemented for Cifices, rooms and faciies c P 9 s
P molement physical safeguards for ol workatations hat access electroni] [Physical security mechanisms exist to allow only authorized personnel access to secure areas.
§164.310() Workstation security [protected health information, to restrict access to authorized users Functional Intersects With | Working in Secure Areas PES-04.1 s
i INo applicable SCF control
§164.310(d) Sla',‘::gfa‘ m‘fj:"d lino content] Functional No Relationship N/A N/A 0
implement policies and procedures that govern the receipt and removal Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
lof hardware and electronic media that contain electronic protected Publishing Security, Inecessary for secure, compliant and resilient capabilities.
§164.31000) VA iormation e andout of 8 acity. ona the mavement ofese | Functonal SubsetOf | Compliance & Reslence cov02 w0
jtems within the facility.
mplement policies and procedures that govern the receipt and removal [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement and
lof hardware and electronic media that contain electronic protecte Imanage asset management controls.
§164.310(d)(1) NiA Inealth information into and out of a facility, and the movement of these Functional Subset OF Asset Governance AST-01 10
jtems within the facility
implement policies and procedures that govern the receipt and removal [Mechanisms exist to authorize, control and track technology assets entering and exiting
Jof hardware and electronic media that contain electronic protected lorganizational facilties.
5164.310(d)(1) NA Bt e ot g e these Functional Intersects With Removal of Assets AST-11 5
jtems within the facility.
implement policies and procedures that govern the receipt and removal Mechanisms exst to facilitate the Implementation of data protection controls.
lof hardware and electronic media that contain electronic protected
§164.3100)(1) NIA Inealth information into and out of a facility, and the movement of these Functional Subset Of Data Protection pet-o1 10
jtems within the facility.
mplement policies and procedures that govern the receipt and removal [Mechanisms exist to control and restrict access to digital and non-digital media to authorized
lof hardware and electronic media that contain electronic protected lindividuals.
§164.310(d)(1) NiA Inealth information into and out of a facility, and the movement of these Functional Intersects With Media Access bet-03 s
jtems within the facility
mplement policies and procedures that govern the receipt and removal [Mechanisms exist to protect and control digital and non-digital media during transport outside of
lcontrolled areas using appropriate security measures.
5164.310(0)(1) NA jof hardware and electronic media that contain electronic protected Functional Intersects With Media Transportation DCH-07 9 approp Y 5
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Imelement polcies and procedures that govern the recelpt and removal
ted

ontrol Description
[Mechanisms exist to identify custodians throughout the transport of digital or nor

Strength of
Rel

electronic protected
health information
(Addressable)

lunauthorized manner.

Access Enforcement

lof hardware and electronic media that ronic protec
5164.310(d)(1) NA B e et e Tnese Functional Intersects With Custodians DCH-07.1 5
jtems within the facilty.
mplement policies and procedures that govern the receipt and removal echarisims exs o esiit or PNt he Use of potable storage Gevices by users on externl
Jof hardware and electronic media that contain electronic protected systems
§164.310(0)(1) NA et et ot o o these Functional Intersects With | Portable Storage Devices DCH-13.2 5
jtems within the facilty.
implement policies and procedures that govern the receipt and removal Mecharisrs exs 0 Gevelop, dserinate, eview & Update procedures o facitte the
o hardware and electronic media that contain electronic protected implementation of maintenance controls across the enterprise.
§164.310)(1) NiA Inealth information into and out of a facility, and the movement of these Functional Subset Of Maintenance Operations MNT-01 10
jtems within the facility.
mplement policies and procedures that govern the receipt and removal Fechantsme exs o prvert or ontrol he emoval o equipment undergoing maitenance ot
o hardware and electronic media that contain electronic protected Prevent Unauthorized lcontains organizational information.
§164.310()(1) WA Inealth information into and out of a facility, and the movement of these Functional Intersects With Removal MNT-04.3 s
jtems within the facilty.
§164.310(0)(2) ';";22'25$‘?,ﬂ2.“ lino content] Functional No Relationship NA NA Nefepliczticiscileentn] o
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Implement policies and procedures to address the final disposition of Publishing Security, necessary for secure, compliant and resiient capabilities.
§164.310(0)(2)() Disposal (Required) |electronic protected health information, andor the hardware o Functional Subset Of Compliance & Resilience Gov-02 10
lelectronic media on which it is stored. Documentation
implement policies and procedures to address the final disposition of [Mechanisms exist to facilltate an IT Asset Management (ITAM) program to implement and
§164.310(0)(2)() Disposal (Required) |electronic protected health information, andor the hardware or Functional Subset Of Asset Governance AST-01 Imanage asset management controls. 10
lelectronic media on which it is stored.
Implement policies and procedures to address the final disposition of lsecure Disposal, Destruction [Mechanisms exist to securely dispose of, destroy or repurpose system components using
§164.310(d)(2)(i) Disposal (Required) [electronic protected health information, andjor the hardware or Functional Intersects With e Unn of Lot AST-09 lorganization-defined techniques and methods to prevent information being recovered from 5
lelectronic media on which it is store auip: these components.
§ mplement procedures for removal of electronic protected health [Mechanisms exist to securely dispose of, destroy or repurpose system components using
§164.310(d)(2)(i) Mediafeuse  jinformation from electronic media before the media are made available Functional Intersects with ~[5Cure Disposal, Destruction) AST-09 lorganization-defined techniques and methods to prevent information being recovered from 5
(Requirea)  [formatic or Re-Use of Equipment thase component
ed mplement procedures for removal of electronic protected health Mechanisms exist to sanitize system media with the strength and integrity commensurate with
5 164.310@)(2)(0) edia reuse | on from slectronic meci before the media are made available Functional Intersects With | System Media Sanitization DCH-09 the classification or sensitivity of the information prior to disposal, release out of organizational 5
(Required) lfor re-use. icontrol or release for reuse.
Mechanisms exist to perform inventories of Technology Assets, Applications, Services and/or
IData (TAASD) that:(1) Accurately reflects the current TAASD in use:(2) Identifies authorized
software products, including business justification details;(3) Is at the level of granularity
accountabiity  raint ot th s of hard el ” deemed necessary for tracking and reporting;(4) Includes organization-defined information
§164.310()2)(ii) Accountabiity  |Maintain a record of the moverents of hardware and electronic media Functional Intersects With Asset Inventories AST-02 deemed necessary to achieve effective property accountability; and(5) Is available for review 3
ressable)  fand any person responsible therefore. land audit by designated organizational personnel
‘Accountability _|Maintain a record of the movements of hardware and electronic media Updates buring [Mechanisms exist to update asset inventories as part of component installations, removals and
§164.310(d)(2)(ii) o oy Berson reoponcible tharefone Functional Intersects With Fomr s AST-02.1 oo 3
Accountability  |Maintain a record of the movements of hardware and electronic media Configuration Management e e e e 3 Configuration Management Database (CHDB), or
x similar technology, to monitor and govern technology asset-specific information.
§164.310(d)(2)(ii) ey I e oo reaponcibie tharefore Functional Intersects With RSN AST-02.9 ay. g 9y P 5
Accountability  [Maintain a record of the movements of hardware and electronic media Asset Ownership e e e o e ok or mna e
i i . at a team, individual, or responsible organization level to establish a common understanding of
§ 164.310(d)2)(ii) (Addressable)  fand any person responsible therefore. Functional Intersects With ‘Assignment AST-03 Fequirements for acset protection. 9 s
Accountability  |Maintain a record of the movements of hardware and electronic media e e e T B D et o
. responsible/accountable for administering assets as part of the technology asset inventor
§164.310(d)(2)(ii) e e o e trmrare Functional Intersects With | Accountabilty Information AST-03.1 resporsibielaccou inistering 2 gy asset inventory 5
Mechanisms exist to create recurring backups of data, software andor system images, as well
Data backup and |Create a retrievable, exact copy of electronic protected health as verify the int these backups, to ensure the availability of the data to satisfy Recovery
§164.310@@M  |rage (addressale)normation, when needed, befora movement of equipment. Functional Intersects With Data Backups BCD-1L [Time Objectives (RTOs) and Recovery Point Objectives (RPOS). 3
AR Technical safeguards [LC2cred STty O business assoiate ust i accordance wth § ——— No Relationshp o o [No appiicable SCF control G
§164.312(a) Standard: ACCess o content] Functional No Relationship N/A NIA o= REE G 0
[Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
Implement echnica polces and proceduresfor lectroic nformation pubiishing Security Inecessary for securé, compliant and resient capabilties.
lsystems that maintain electronic protected health information to allow . y
§164302600) Ay o those persane o stTware pTograma that have been Funcional SubsetOf | Compliance & Resience | GOV-02 w0
laranted access rights as specified in § 164.308(a)().
Mechanisms exist to manage personnel security risk by assigning a risk designation to all
Implement echnical polces and procedures forcectronic informaton Ipositions and establishing screening criteria for individuals flling those positions.
lsystems that maintain electronic protected health information to allow y
§164312(a)(1) NA SN s o Functional Intersects With Position Categorization HRS-02 5
laranted access rights as specified in § 164.308(a)(4).
xist to define Toles & Tor all personnel
Iimplement technical policies and procedures for electronic information
lsystems that maintain electronic protected health information to allow Defined Roles & y
§164.3122)1) NiA laccess only to those persons or software programs that have been Functional Intersects With Responsibilties. HRS-03 5
loranted access rights as specified in § 164.308(a)(@)
Mechanisms exist to facilltate the of and access
Implement technical policies and procedures for electronic information controls.
ystems that maintain electronic rotected health nformation o allow dentity & Access y
§ 164.312(a)(1) NIA laccess only to those persons or software programs that Functional Subset Of Management (1AM) 1AC-01 10
Granted access rignts a5 specified in § 164.306(a)(4)
Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology ASsets,
Jmplement technical polcies and proceduresfor eectroic nformation role Based Access Control IApplications, Services and/or Data (TAASD) to restrict access to individuals assigned specific
lsystems that maintain electronic protected health information to allow ole-Based Access Control g roles with legitimate business needs.
§164.312(a)(1) NA laccess only to those persons or software programs that have been Functional Intersects With (RBAC) IAC-08 5
loranted access rights as specified in § 164.308(a)(4)
Mechanisms exist to utiize the concept of least privilege, allowing only authorized access to
Jmplement technical polcles and proceduresfor eectroic nformation Iprocesses necessary to accomplish assigned tasks in accordance with organizational business
lsystems that maintain electronic protected health information to allow Functions.
§164.312(2)(1) NA o s A S Functional Intersects With Least Privilege 1AC-21 5
loranted access rights as specified in § 164.308(a)(4)
5164.312(2)(2) ":p"eff"f?;";‘:ﬂ:" [tno content] Functional No Relationship NA NA [No applicable SCF control o
Unique user - Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and AUdIt (AAA)
§164.312(2)(2)(0) identification  [+519" 2 unique name and/or number for identifying and tracking user Functional Subset Of Authentication for 1AC-02 lorganizational users and processes acting on behalf of organizational users 10
(Required) _[dentity o
Unique user [Mechanisms exist to govern naming standards for usernames and Technology Assets,
§164.312()2)0) identhcation  [A599n 2 uniaue name andjor number fo dentiying and tracking user Functiona! Eaual (dentifier Management (User| AC09 Abolications sncior Sanvices (TARS) 1
(Required) Y.
Emergency access [Establish (and implement as needed) procedures for obtaining necessary e e A o e gement o individual, group, systenn,
i k i 2 service, application, guest and temporary accounts.
§ 16431202} procedure (Required) [lectronic protected health information during an emergency. Functional Subset Of Account Management 1AC15 PP g porary 10
Emergency access |Etable (and implement a2 neede) rocedures for obtaining necessary Removal of Temporary / e e foble Ol yemoye temporary and emergency accounts after an
i 2 d time period for each type of account.
§164.312@)2)0i) | procedure (Required) [electronic protected health information during an emergent Functional Intersects With Emergency Accounts 1AC15.2 ime pert VP . 3
Emergency access _[Establish (and implement as needed) procedures for obtaining necessary| Mechanisms exist to establish and control “emergency access only” accounts.
§164.312@)0i) | procedure (Required) [electronic protected health information during an emergency. Functional Equal Emergency Accounts 1AC15.9 10
Automatic logoff  mplement electronic procedures that terminate an electronic session Secure Baseline e A e A o o oo o
' [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
§ 164.312(a)(2)(ii) (Addressable) [after a predetermined time of inactivity. Functional Intersects With Configurations cre-02 accepted aystem hargening standards. (TAAS) v s
Automatic logoff mplement electronic procedures that terminate an electronic session e e o oined oo of o actyemote
. sessions, at the end of the session or after an organization-defined period of inactivit
§164.312(a)(2)(ii) prohite U I bt g Functional Intersects With Session Termination 1AC-25 g 2 . 5
Encryptionand |- " " y ] o " Mechanisms exist to facilitate the implementation of cryptographic protections controls using
§ 164.3120)2)0v) Gertyption [ mplement a mechanism to encrypt and decrypt electronic protecte Functional Subset Of se of Cryptographic CRY-01 known public standards and trusted cryptographic technologies. 10
(ecryption ) neaith information. Controls
[Mechanisms exist to facilitate the implementation of enterprise-wide monitoring controls.
Standard: Audit | mPlement hardware, software, and/or procedural mechanisms that
§164.312(b) dard: Irecord and examine activity in information systems that contain or use Functional Subset Of Continuous Monitoring MON-01 10
lelectronic protected health information.
[Mechanisms exist to generate, monitor, correlate and respond to alerts from physical,
Standard: Audit [ mPlement hardware, software, andor procedural mechanisms that lcybersecurity, data protection and supply chain activities to achieve integrated situational
§164.312(b) ndard: A Irecord and examine activity in information systems that contain or use Functional Intersects With | System Generated Alerts MON-014  |swareness 5
lelectronic protected health information.
Mechanisms exist to review event logs on an ongoing basis and escalate incidents i accordance]
Standard: Audit | TPlement hardware, software, and/or procedural mechanisms that ) with established timelines and procedures
5164.312(b) ndard: A Irecord and examine activity in information systems that contain or use Functional Intersects With | Security Event Monitoring MON-01.8 5
lelectronic protected health information.
Frschanims st T seses i ogantaatins needs fr morltotog ana prize the montarng
Standard: Audit | mPlement hardware, software, andjor procedural mechanisms that Analyze and prioritize lof Technology Assets, Applications and/or Services (TAAS), based on TAAS criticality and
5164.312(b) ndard: A fecord and examin actiiy i nformation systems that contain o use Functional Intersects with | AnebEe g Poree MON-0L16  [oensitivity of the data it etores, transmite and processes. 5
[Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) fo
lproduce event logs that contain sufficient information to, at a minimum:(1) Establish what type
of event occurred;(2) When (date and time) the event occurred;(3) Where the event occurred;
Standard: Audit | mplement hardware, software, and/or procedural mechanisms that (4) The source of the event;(5) The outcome (success of failure) of the event; and(6) The
§164.312(b) o o " [record and examine activity in information systems that contain or use Functional Intersects With Content of Event Logs MON-03 lidentity of any user/subject associated with the event. 5
lelectronic protected health information.
[Mechanisms exist to fink system access to individual Users o service accounts.
Standard: Audit | mPlement hardware, software, and/or procedural mechanisms that
5164.312(b) ndard: A Irecord and examine activity in information systems that contain or use Functional Intersects With Audit Trails MON-03.2 5
lelectronic protected health information.
[Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or User Activity
Standard: Audit [ mPlement hardware, software, andor procedural mechanisms that IMonitoring (UAM) solutions to detect and respond to anomalous behavior that could indicate
§164.312(b) i Irecord and examine activity in information systems that contain or use Functional Intersects With Anomalous Behavior MON-16 account compromise o other malicious activities 5
lelectronic protected health information.
§164312(0 Standard: Integrity _|[no content] Functional No A WA [No applicable SCF control 0
JE—— [Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
ublishing Security, Inecessary for secure, compliant and resilient capabilities.
Implement policies and procedures to protect electronic protected health ! ry , comp P
§164.312(0)(1) NA e e e e Functional Subset Of Compliance & Resilience Gov-02 10
Documentation
mplement policies and procedures to protect elecranie protected heath] [Mechanisms exist to facilitate the implementation of data protection controls.
§164.312(0)(1) NA e e e e oo Functional Subset Of Data Protection DCH-01 10
Implement policies and procedures to protect electronic protected health Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever it is processed and/or stored
§164.312(c)(1) NA e e e o e e Functional Intersects With DCH-01.2 5
[Mechanisms exist to configure Technology Assets, Applications andor Services (TAAS) to restrict
Implementation laccess to sensitive/regulated data
specification:
Mechanism to mplement electronic mechanisms to corroborate that electronic
§164.312(0)(2) authenticate  [protected health information has not been altered or destroyed in an Functional Intersects witn | Sensitive / Regulated Data CFG-08 5
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Strength of
Rel hip

Implementation
specification:
Mechanism to

Implement electronic mechanisms to corroborate that electronic

[Automated mechanisms exist to generate event logs whenever sensitive/regulated data is
collected, created, updated, deleted and/or archived

procedures

is subpart. A
lcovered entity or business associate may change its policies and
lprocedures at any time, provided that the changes are documented and
lare implemented in accordance with this subpart.

Resilience Program (SCRP)

§164.312(0)(2) authenticate  [protected health information has not been altered or destroyed in an Functional Intersects witn | Sensitive/ Regulated Data CFG-08.1 5
electronic protected_funauthorized manner.
health information
(Addressable)
Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-detection technology,
Implementation lon critical Technology Assets, Applications and/or Services (TAAS) to generate alerts for
specification. lunauthorized modifications.
Mechanism to  Implement electronic mechanisms to corroborate that electronic File Integrity Monitorin
§164.312(c)(2) authenticate  |protected health information has not been altered or destroyed in an Functional Intersects With g(F{M) 9 MON-01.7 5
slectronic protecte
health in
haureciabie)
[Mechanisms exist to implement enhanced activity monitoring for privileged users.
Implementation
specification:
Mechanism to  Implement electronic mechanisms to corroborate that electronic
§164.312(0)(2) authenticate  [protected health information has not been altered or destroyed in an Functional Intersects With | Privileged User Oversight MON-01.15 5
electronic protected_[unauthorized manner.
health information
(Addressable)
Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or User ACKvity
Implementation IMonitoring (UAM) solutions to detect and respond to anomalous behavior that could indicate
specification. laccount compromise or other malicious activities.
Mechanism to  implement electronic mechanisms to corroborate that electronic
§164.312(0)(2) authenticate [protected health information has not been altered or destroyed in an Functional Intersects With Anomalous Behavior MON-16 5
electronic protected [unauthorized manner.
health information
(Addressable)
Mech: Tto facilitate the implementation of Tsecurity control
Standard: Person or [Implement procedures to verify that a person or entity seeking access to Human Resources Security echanisms exist fo facilitate the Implementation of personnel security controls.
5164.312(d) Functional Subset Of HRS-01 10
g entity authentication felectronic protected health information is the one claimed lanagement
[Mechanisms exist to manage personnel security risk by screening individuals prior to
§ 16431200 Standard: Person or Implement procedures to verify that a person or entity seeking access to Functional Intersects With Personnel Screening RS04 authorizing access 9e P Y rskby 9 s s
- entity authentication felectronic protected health information is the one claimed
Mechanisms exist to verify the identity of a User before fssuing authenticators or moditying
Standard: Person or_[Implement procedures to verify that a person or entity seeking access to Identity Proofing (Identity . laccess permissions.
§164.312(d) entity authentication felectronic protected health information is the one claimed Functional Intersects With Verification) 1c-28 P s
Standard: Parson or |rplement procedures to verfy that  persan or entity seeking access to Mechanisms exist to require evidence of individual identification to be presented to the
: ity Evi . egistration authority.
§164.312(d) entity authentication felectronic protected health information is the one claimed Functional Intersects With \dentity Evidence 1AC-28.2 registration authorty. 5
Standard: Person or [Implement procedures to verify that a person or entity seeking access to Identity Evidence Validation e e e e resentad laentily cvidence be validated and verified
2 through tional-defined methods of validation and verificat
§164.312(d) entity authentication felectronic protected health information is the one claimed Functional Intersects With & Verification 1AC-28.3 rough organizational-defined methods of validation and veriication 5
Standard: Person or Implement procedures to verify that a person or entity seeking access to Mechanisms exist to faciltate the implementation of third-party management controls.
§164.312(d) entity authentication felectronic protected health information is the one claimed Functional Subset Of Third-Party Management TH-01 10
[No appiicable SCF control
§164.312(e) han Lty [Ino content] Functional No Relationship NA NA 0
Transmission security
[Mechanisms exist to develop, document and maintain secure baseline configurations for
Implement technical security measures to guard against unauthorized Secure Baseline Technolagy Assets, Applications andjor Services (TAAS) that are consistent with industry-
§164.312(e)(1) NA laccess to electronic protected health information that is being Functional Intersects With P cFG-02 laccepted system hardening standards 5
fransmitted over an electronic communications network.
[Cryptographic mechanisms exst to protect the confidentiality of data being transmitted.
Jrplement techica security measures to guard againgt unauthorized
§164.312(e)(1) NA laccess to electronic protected health information that is bei Functional Intersects With | Transmission Confidentiality CRY-03 5
fransmitted over an electronic communications network.
[Mechanisms exist to develop, govern & update procedures to facilitate the implementation of
Implement technical security measures to guard against unauthorized Network Security Controls INetwork Security Controls (NSC)
§164.312(e)(1) NA laccess to electronic protected health information that is bein Functional Subset Of s NET-01 10
ltransmitted over an electronic communications network.
5164.312(e)(2) e aner[fno content) Functional No Relationship NA NA [No applicable SCF control 0
Intearity controls _|Plement security measures to ensure that electronically transmitted secure Baselne [Mechanisms exist to develop, document and maintain secure baseline configurations for
§164.312(e)(2)(i) AddraseaD lelectronic protected health information is not improperly modified Functional Intersects With e CFG-02 [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
(addressable) 0 e e Ut disposed of onfigurations laccepted system hardening standards
Integrity controls _|ImPlement security measures to ensure that electronically transmitted (Cryptographic mechanisms exist to protect the integrity of data being transmitted.
§164.312(e)(2)(i) (Agdrimb,e) lelectronic protected health information is not improperly modified Functional Intersects With Transmission Integrity CRY-04 5
[without detection until dispose
Implement security measures to ensure that electronically ransmitted [Mechanisms exist to develop, govern & update procedures to facilitate the implementation of
§164.312(e)(2)(i) Integrity controls eoctronic protected health information is not improperly modified Functional Subset OF Network Security Controls NET-01 INetwork Security Controls (NSC) 10
(Addressable) iy out detection until disposed of. (NSC)
. o . } A reatth secure Basel Mechanisms exist to develop, document and maintain secure baseline configurations for
§164.312(e)(2)1i) ncryption Implement a mechanism to encrypt electronic protected healtt Functional Intersects With ecure Baseline CFG-02 [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
(Addressable)  [information whenever deemed appropriate. Configurations accepted system hardening standards
Encryption _mplement a mechanism to encrypt electronic protected health Use of Cryptographic Mechanisms exist to faciitate the implementation of cryptographic protections controls using
§ 164.312(e)(2)(ii) henever deemed appropria Functional Subset Of CRY-01 [known public standards and trusted cryptographic technologies. 10
Mechanisms exist to define supporting business processes and implement appropriate
Encryption  [mplement a mechanism to encrypt electronic protected health Service Delivery e organisation's 1ochaotogy Cepadities supportg moamech achone: worbforce, anpior o
il ) N h y e organization's technology capabilities supporting business functions, workforce, and
§164.312(e)2)(iH) (Addressable)  [information whenever deemed appropriate. Functiona ntersects With | (g, giness Pracess Support) ©OPs-03 lcustomers based on industry recognized standards to achieve the specific goals of the process s
area
§164314 Organizational i content) Functional No Relationship NA NA [No applicable SCF control 0
requirements
§164314(a) NA [[no content] Functional No VA NA [No applicable SCF control 0
[Mechanisms exist to facilitate the identification and implementation of relevant statutory,
Standard: Business [The contract or other arrangement required by § 164.308(b)(3) must Statutory, Requlatory & regulatory and contractual controls
§164.314(a)(1) associate contracts or|meet the requirements of paragraph (a)(2)(), (@)(2)(i). or (a) 2)(i) of Functional Subset Of oy eduatn & cpLoL 10
other arrangements |[this section, as applical P
Implementation [No applicable SCF control
5§164.314(a)(2) specificatior ltno content] Functional No Relationship NA NA )
(Required)
[No appiicable SCF control
§164.314(@)2)(0) Business associate IThe contract must provide that the business associate will— Functional No Relationship NA NA 0
§ 164 314E)2)(A] NA [Comply with the applicable o this subpart; Functional No WA NA [No applicable SCF control 0
[Mechanisms exist to ensure applicable security, compliance and resilience requirements are
In accordance with § 164.308(b)(2), ensure that any subcontractors that included in contracts that flow-down to applicable sub-contractors and suppliers.
lcreate, receive, maintain, or transmit electronic protected heal Contract Flow-Down
5164.314(2)(2)(1)(B) NA information on behalf of the business associate agree to comply with the Functional Equal oot Fow Do TPM-05.2 10
lapplicable requirements of this subpart by entering into a contract or a
fother arrangement that complies with this section; an
_ Mechanisms exist to compel External Service Providers (ESPs) to provide notification of actual or
Report to the covered entity any security incident of which it becomes Security Compromise lpotential compromises in the supply chain that can potentially affect or have adversely affected
§164.314(@)(2)()(C) NA laware, including breaches of unsecured protected health information as Functional Equal TPM05.1  [Technology Atsets, Applications and/or Services (TAAS) that the organization utilizes. 10
ety o118 paas Notification Agreements
e covered entity is in compliance with paragraph (a)(1) of this section Statutory, Reguatory & Mecharisis exis 0 facltate e Gentification and mplermentaton of rlevant satutory.
§164.314(a) 2)(ii) Other arrangements 1( it has another arrangement in place that meets the requirements of § Functional Subset Of Contractal C%mphg(e cPL-01 Irequlatory and contractual control 10
164.504(e)(3).
echarlems €t o edue conlactua equrements of applcabi secury, complance and
[The requirements of paragraphs (a)(2)(i) and (a)(2)1ii) of this section resilienc it eds to protect its
Business associate [apply to the contract or other arrangement between a business Third-party Contract ethnaiocy Astere, Applcations. Sorvices andior Duts (TARSD)
§164.314(a)(2)(ii) contracts with  [associate and a subcontractor required by § 164.308(b)(4) in the same Functional Intersects With - Party Contr TPM-05 5
subcontractors  |manner as such requirements apply to contracts or other arrangements quil
lbetween a covered entity and business associate.
[Mechanisms exist to ensure applicable security, compliance and resilience requirements are
[The requirements of paragraphs (a)(2)(i) and (a)(2)(ii) of this section included in contracts that flow-down to applicable sub-contractors and suppliers.
Business associate [apply to the contract or other arrangement between a business Contract Flow-Down
§164.314(a)(2)(ii) contracts with  [associate and a subcontractor required by § 164.308(b)(4) in the same Functional Intersects With fhract Fow Do TPM-05.2 5
subcontractors  [manner as such requirements apply to contracts or other arrangements al
lbetween a covered entity and business associate.
§164.314(0) NA [[no content] Functional No VA NA [No applicable SCF control 0
hanjsms exs o requie controctus) requiements (o appiable securky. complonce snd
Except when the only electronic protected health information disclosed resilience with third-parties, reflectin ieeds to protect its
lto a plan sponsor is disclosed pursuant to § 164.504()(1)(i or (i), or as ethroloay Astere Appeations Sermices andior Dots CASD)
Standard lauthorized under § 164.508, a group health plan must ensure that its Third-Party Contract
5164.314(b)(1) Requirements for  |plan documents provide that the plan sponsor will reasonably and Functional Equal o Party o TPM-05 10
group health plans _fappropriately safeguard electronic protected health information created, a
Ireceived, maintained, or transmitted to or by the plan sponsor on behalf
lof the group health plan.
Implementation [No appiicable SCF control
[The plan documents of the group health plan must be amended to .
5164.314(b)(2) s e provins to requre the pah sponsor to- Functional No Relationship NA NA 0
Mechanisms exit 0 require contractual requirements fo applcable securty, complance and
Implement administrative, physical, and technical safeguards that resilienc it needs to protect its
Ireasonably and appropriately protect the confidentiality, integrity, and Third-Party Contract ethmaiogy Astern, Appicanions. Somvices andior Duts (TARSD)
§164.314(b)(2)(i) N/A lavailability of the electronic protected health information that it creates, Functional Equal Requirements TPM-05 10
Ireceives, maintains, or transmits on behalf of the group health plan;
N - Mechanisms exit 0 equire contiactual requirements fo applcable securly, omplance and
§ 1643140120010 A Ensure that the adequate separation required by § 164.504(1)(2)(i) is Functional cqual Third-Party Contract . resiliente i ceds to protect fts 0
lsupported by reasonable and appropriate security measures; Requirements Sl A oA S
[Ensure that any agent to whom It provides this Information agrees to e party Contract Mecharisms xist 0 equire contractualrequrements far appicable secury, complance and
§164.314(b)(2)iii) N/A limplement reasonable and appropriate security measures to protect the Functional Equal R Y TPM-05 resilien with P , reflecting the \eeds to protect its 10
equirements [Fechnology Assets, Applications, Services andior Data (TARSD)
Mechanisms exist to compel External Service Providers (ESPs) to provide notification of actual or
Report to the group health plan any security incident of which it Security Compromise lpotential compromises in the supply chain that can potentially affect or have adversely affected
§164.314(b)(2)(iv) N/A bepomes anapaouP Pl Y Y Functional Equal Notification Agreements TPM-05.1 [Technology Assets, Applications and/or Services (TAAS) that the organization utilizes. 10
Policies and [No appiicable SCF control
procedures and  [A covered entity or business associate must, in accordance with § .
§164.316 e e Functional No Relationship NA NA 0
requirements
[Mechanisms exist to facilitate the implementafion of security, compliance and resilience
lgovernance controls.
Implement reasonable and appropriate policies and procedures to
lcomply with the standards, implementation specifications, or other
Feaurrements of tis subpart, aking Into accoun those factors specifed
in § 164.306()(2)11, (i), (i), and (v). This standard is not
§164.316(a) standard: Policies and |t 2 3030 ) e wetion that vielates any other standard, Functional Subset OF Security, Compliance & Gov-01 10
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lImplement reasonable and appropriate policies and procedures to
[comply with the standards, implementation specifications, or other
requirements of this subpart, taking into account those factors specified
lin § 164.306(b)(2)(), (i), (iil, and (iv). This standard is not to be

Publishing Security,

[Mechanisms exist to establish, maintain and disseminate pohcles, standards and procedures.
necossary for secure, compliant and resirent capabilt es

lelectronic protected health information.

Oversight

§164.316(a) Standard: Policies andiconstrued to permit or excuse an action that violates any other standard Functional Subset Of Compliance & Resilience Gov-02 10
procedures or other of this subpart. A Documentation
lcovered entity or business associate may change its policies and
lprocedures at any time, provided that the changes are documented and
lare implemented in accordance with this subpart.
§164.316(0) N/A [(7o content] Functional No /A N/A [No applicable SCF control 0
§164.316(b)(1) NA [[no content] Functional No N/A N/A [No applicable SCF control [
Pubiishing Securty [Mechanisms exist to establish, maintain and disseminate policies, standards and procedures
ublishing Securi for secure, compliant and resilient capabilities.
Standard: [Maintain the policies and procedures implemented to comply with this [necessary . compl P
5164.316(b)(1)(1) Functional Subset OF Compliance & Resilience GOv-02 10
Documentation  [subpart in written (which may be electronic) form; an LA
[Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP), including
I an action, activity or assessment is required by this subpart to b Periodic Review & Update of Ipolicies, standards and procedures, at planned intervals o if significant changes occur to ensure
§164.316(b) (1)) NIA ldocument, maintain a written (which may be Slectronic) record of the Functional Intersects With Security, Compliance & Gov-03 their continuing suitabillty, adequacy and effectiveness. 3
laction, activity, or assessment. Resilience Program
[ an action, activity or assessment is required by this subpart to b N ] [Mechanisms exist to regularly review processes and documented procedures to ensure
§164.316(b)(1)(ii) N/A |documented, maintain a written (which may be electronic) record of the Functional Intersects With ::;:"e‘n‘/ce‘::;gss‘;’r‘“:”é CPL-03 lconformity with the organization's security, compliance andjor resilience policies, standards and 3
Jaction, activity, or assessment. lother applicable requirements
§164.316(b)(2) Implementation in; content] Functional No Relationship N/A NIA (o applicable SCF:control o
[Retain the documentation required by paragraph (b)(1) of this section for| [Mechanisms exist to retain media and data in accordance with applicable statutory, regulatory
5164.316(b)(2)(1) Time limit (Required) |6 years from the date of its creation or the date when it last was in Functional Equal Media & Data Retention DCH-18 land contractual obligations. 10
leffect, whichever is later.
[Make documentation avaiable to those persons responsible for Standardized Operating [Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or similar
i : ldocumentation, to enable the proper execution of day-to-day / assigned tasks.
§ 164.316(b)2)(ii) (Availability (Required)lim plementing the procedures to which the documentation pertains. Functional Intersects With Procedures (SOP) ops-oL1 " ! proper execut yitorday fassig ®
[Mechanisms exist to define supporting business processes and implement appropriate
o bie to e B y lgovernance and service management to ensure appropriate planning, delivery and support of
[Make documentation available to those persons responsible for ervice Delivery g [the organization's technology capabilities supporting business functions, workforce, and/or
§164.316(b)(2)(i) |Availability (Required)(;y, 1 menting the procedures to which the documentation pertains. Functional Intersects With | (g, cinces process Support) OPs-03 lcustomers based on industry-recognized standards to achieve the specific goals of the process ®
larea.
[Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP), including
[Review documentation periodically, and update as needed, in response Periodic Review & Update of Ipolicies, standards and procedures, at planned intervals o f significant changes occur to ensure
§164.316(b)(2)(iil) Updates (Required) fto environmental or operational changes affecting the security of the Functional Intersects With Security, Compliance & Gov-03 their continuing suitability, adequacy and effectiveness. 5
lelectronic protected health information. Resilience Program
[Review documentation periodically, and update as needed, in response Security, Compliance & [Mechanisms exist to provide a security, compiiance and resilience controls oversignt function
§164.316(b)(2)/(ii) Updates (Required) [to environmental or operational changes affecting the security of the Functional Intersects With Resilience Controls CPL-02 that reports to the organization's executive leadership. 5
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