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STRM STRM Secure Controls Frameworl (SCF) o M
FDE Name Focal Document Element (FDE) Description i Relationship SCF Control S elstionstp Notes (optional)
§164.102 Statutory basis___|[see focal document for details] Functional No N/A N/A INo applicable SCF control o
i ]
5§164.103 Definitions see focal document for details] Functional Subset Of Standardized Terminology A 021 | O e and Sopanmant, °"¥ Process terminology to reduce 10
5164104 Applicability [lSe< focal document for detals] Functional No WA WA [No appiicable SCF control [
[No applicable SCF control
§164.105 Organizational  (<e focal document for details] Functional No Relationship. N/A N/A R o
I complying with the requirements of this part, covered entities [No applicable SCF control
land, where provided, business associates, are required to comply .
5§164.106 IRelationship to other parts o KT B e e arte 160 and 16 of this Functional No Relationship N/A N/A o
subchapter.
§164.302 Applicabiity [lSe< focal document for details] Functional No WA WA [No appiicable SCF control 0
[Mechanisms exist to standardize technology and process terminology to reduce
§164.304 Definitions [see focal document for details] Functional Subset Of Standardized Terminology SEA02.1 |0 iion amongst groups and departmente 10
5164306 Security standards: o content) Functional No Relationship N/A R | REE e ®
§164.306(a) General requirements _|Covered entities and business associates must do the following: Functional No Relationship NA NA JhClalica gl scricantsl 0
ensure the confidentiatty, mtearty. and avallanity of ol lect [Mechanisms exist to facilitate the implementation of security, compliance and
nsure the confidentiality, integrity, and availability of all electronic Iresilience governance controls.
5164.306(a)(1) NA lprotected health information the covered entity or Functional Subset Of Se‘“”‘y'Pc,zmr"a'mgecsp';“"‘e"m GOv-01 g 10
lassociate creates, receives, maintains, or transmits. 9
[Mechanisms exist to compel data and/or process owners to operationalize security,
[Ensure the confidentiality, integrity, and availability of all electronic Operationalizing Security, lcompliance and resilience practices for each Technology Asset, Application and/or
§164.306(2)(1) N/A lprotected health information the covered entity or business Functional Subset Of Compliance & Resilience’ GOV-15  [sarvice (TAAS) under their control 10
lassociate creates, receives, maintains, or transmits. Capabilities
[Mechanisms exist to compel data and/or process owners to select required security,
[Ensure the confidentiality, integrity, and availability of all electronic lcompliance and resilience controls for each Technology Asset, Application and/or
§164.306(a)(1) NA lprotected health information the covered entity or business Functional Subset Of Select Controls GOV-15.1  [Seruice (TAAS) under their control 10
jassociate creates, receives, maintains, or transmits.
[Mechanisms exist to compel data and/or process owners to implement required
Ensure the confidentialy,integrity, and avallabilty of ai electronic lsecurity, compliance and resilience controls for each Technology Asset, Application
§164.306(a)(1) NA lprotected health information the covered entity or bus Functional Subset Of Implement Controls. GOV-152  [indjor Service (TAAS) under their control 10
lassociate creates, receives, maintains, or transmits.
[Mechanisms exist to compel data and/or process owners to assess If required
[Ensure the confidentiality, integrity, and availability of all E‘Eim"\‘( Isecurity, compliance and resilience controls for each Technology Asset, Application
§164.306(a)(1) NA lprotected health information the covered entity or busine: Functional Subset Of Assess Controls GOV-153  [ndjor Service (TAAS) under their control are:(1) Implemented Correctly: and(2) 10
lassociate creates, receives, maintains, or transmits. [Operating as intended
ensure the confientianty, mtearty. and svalanity of ol dect [Mechanisms exist to compel data and/or process owners to obtain authorization for
nsure the confidentiality, integrity, and availability of all electronic lthe production use of each Technology Asset, Application and/or Service (TAAS)
§164.306(a)(1) NA lprotected health information the covered entity or Functional Subset Of A e esetas)|  GOV-15.4  LindEr their control e PP 10
lassociate creates, receives, maintains, or transmits. PP
[Mechanisms exist to compel data and/or process owners to monitor Technology
lensure the confidentiality, integrity, and availability of all lectronic |Assets, Applications, Services andjor Data (TAASD) under their control on an
§164.306(2)(1) N/A lprotected health information the covered entity or business Functional Subset Of Monitor Controls GOV-15.5  [ongoing basis for applicable threats and risks, as well as to ensure security, 10
e eociate creates, recelues, maintaing, or rancmits, |compliance and resilience controls are operating as intended.
orotect N o1y antciated threats or hazards to th Secury Complance & e [Mechanisms exist to faciitate the implementation of security, compliance and
rotect against any reasonably anticipated threats or hazards to the . ecurty, Compliance & Resience ’ resilionce governance controls.
§164.306(2)(2) N/A R A Atk Functional Subset Of S Gov-01 g 10
Protect against any reasonably anticipated uses or disclosures of [Mechanisms exist to facilltate the implementation of strategic, operational and
§164.306(a)(3) NA lsuch information that are not permitted or required under subpart €| Functional Subset Of Risk Management Program RSK-01 fractical risk management controls. 10
of this part.
[Protect against any reasonably anticipated uses o disclosures of ecurty, Compiance & Real [Mechanisms exist to faciitate the implementation of security, compliance and
§164.306(a)(3) N/A lsuch information that are not permitted or required under subpart E|  Functional Subset Of ecurity, Compliance & Resilience GOV-01  [resilience governance controls. 10
of this part Program (SCRP)
[Protect against any reasonably anticipated uses or disclosures of [Mechanisms exist to facilitate the implementation of data protection contros.
§164.306(a)(3) NA lsuch information that are not permitted or required under subpart €| Functional Subset Of Data Protection DCH-01 10
of this part.
§164.306(0) Flexibilty of approach _|[no content] Functional No WA WA [No appiicable SCF control [
[Mechanisms exist to establish control objectives as the basis for the selection,
ICovered entities and business associates may use any security internal security,
Imeasures that allow the covered entity or business associate to lcompliance and resilience control system.
5164.306(b)(1) NA Tesconably and aperopistaly premon the standad and Functional Intersects With Define Control Objectives Gov-09 5
implementation specifications as specified in this subpart.
[Mechanisms exist to compel data and/or process owners to operationallze security,
ICovered entities and business associates may use any security Operationalizing Security, lcompliance and resilience practices for each Technology Asset, Application and/or
Imeasures that allow the covered entity or business associate to [service (TAAS) under their control
5164.306(b)(1) NA reasonably and appropriately implement the standards an Functional Subset Of Compliance & Resilence Gov-1s 10
limplementation specifications as specified in this subpart. P
[Mechanisms exist to facilitate the implementation of iNdustry-recognized security,
(Covered entities and business associates may use any security lcompliance and resilience practices in the specification, design, development,
Imeasures that allow the covered entity or business associate to . mplementation and modification of Technalogy Assets, Applications and/or Services|
§164.306(0)(1) NA ey T oo istors oo the oo ares Functional Subset Of Secure Engineering Principles sea01  [mpler 10
implementation specifications as specified in this subpart.
[Mechanisms exist to develop an enterprise architecture, aligned With industry-
[Covered entities and business associates may use any security Irecognized leading practices, with consideration for security, compliance and
Imeasures that allow the covered entity or business associate to . ; Alignment With Enterprise Iresilience principles that addresses risk to organizational opérations, assets,
§164.306(b)(1) VA reasonably and appropriately implement the standards and Functional Intersects With Architecture SEADZ K dividuals and other organizations. ®
implementation specifications as specified in this subpart.
[Mechanisms exist to Implement security functions as a layered structure minimizing
ICovered entities and business associates may use any security linteractions between layers of the design and avoiding any dependence by lower
Imeasures that allow the covered entity or business associate to layers on the functionality or correctness of higher layers.
5164.306(b)(1) NA Tesconably and aperopistaly premon the staniad and Functional Intersects With | Defense-In-Depth (DID) Architecture|  SEA-03 3
implementation specifications as specified in this subpart.
[No appiicable SCF control
in deciding which security measures to use, a covered entity or . .
5164.306(b)(2) N/A e oo et A Functional No Relationship N/A N/A o
§164.306(0)2)(0) A [The size, Complexity,and capabiiies of the covered enty or Functional Intersects With | Defning Business Context & Misson| | GOV-08_[/echarame e¥EL o Gefine the context of s business model and document the s
[Mechanisms exist to define business processes with consideration for security,
lcompliance and resilience that determines:(1) The resulting risk to organizational
loperations, assets, individuals and other organizations; and(2) Information
[The size, complexity, and capabilities of the covered entity or lprotection needs arising from the defined business processes and revises the
§164.306(6)(2)0) WA lbusiness associate. Functional Intersects With Business Process Definition PRM-06 o ocesses as necessary, until an achievable st of protection needs is obtained 5
[Mechanisms exist to identify critical system components and functions by
[The covered entity's or the business associate's technical Security, Compliance & Resilience performing a criticality analysis for critical Technology Assets, Applications and/or
§164.306(0)(2)iD) WA infrastructure, hardware, and software security capabilities. Functional Intersects With Requirements Definition PRU-05 [ervices (TAAS) at pre-defined decision paints n the Secure Development Life Cycle s
[Mechanisms exist to develop an enterprise architecture, aligned with Industry-
[The covered entity's or the business associate's technical Algnment Wi Enterprise Irecognized leading practices, with consideration for security, compliance and
§164.306(b)(2)(i) /A ractniurs, hasiware, and softmare socurity casabiities. Functional Intersects With WAV SEA02 lesiience principles that addresses risk to organizational opérations, assets, s
individuals and other organizations.
[Mechanisms exist to identify and allocate resources for management, operational,
§164.306(b)(2)(ii) NA [The costs of security measures Functional Subset Of Allocation of Resources PRM-03  [technical an protection requirements within business process planning for 10
lprojects / initiatives.
[The probability and criticality of potential risks to electronic [Mechanisms exist to faciitate the implementation of strategic, operational and
§164.306(0)2)(v) /A T S ricainy Functional Subset OF Risk Management Program RO e e e rant controns. 10
[Mechanisms exist to identify:(1) Assumptions affecting risk assessments, risk
Iresponse and risk monitoring;(2) Constraints affecting risk assessments, risk
esponse and sk monitoring; 3) The organizational ik tolerance; and(a) Prirites.
lbenefits and trade-offs considered by the organization for managing r
§164.3060)2)) WA [The probabiity and rticaiy of patental iks o eletronic Functional | Intersects With Risk Framing RsKoLL s
[Mechanisms exist to categorize Technology Assets, Applications, Services and/or
IData (TAASD) in accordance with applicable laws, regulations and contractual
lobligations that:(1) Document the security categorization results (includint
[The probabilty and cricaity of poential iss to electronic lsupporting rationale) in the security plan for systems; and(2) Ensure the security
§164.306(0)(2)1v) NA Evoteried heschnfonmati Functional Intersects With | Risk-Based Security Categorization | RSK-02 ieion i5 reviened and aparoved by the acoet suner 5
5 164.306()2)(1v) WA [ probabity and cricrty of poential isks (o efectroric Functional Intersects With Risk Identification Rok03 _|Mechanisms exist to identify and document risks, both internal and external S
e probability and crticality of potential Toks to electronic [Mechanisms exist to develop and keep current a catalog of appiicable isks
§164.306(b)(2)(1v) NA e probabily and crticaly of b Functional Intersects With Risk Catalog RSK-03.1  [associated with the organization's business operations and technologies in use. 5
[Mechanisms exist to conduct recurring assessments of risk that includes the
Ithe probability and criticality of potential isks to electronic likelinood and magnitude of harm, from unauthorized access, use, disclosure,
5164.306(b)(2)(iv) N/A ngded besth mtomaton. > Functional Intersects With Risk Assessment RSK-04 ldisruption, modification or destruction of the organization's Technology Assets, 5
|Applications, Services and/or Data (TAASD)
e orobabiity and criticaty of potential ek o elect [Mechanisms exist to develop and keep current a catalog of applicable internal and
§164.306(b)(2)(iv) N/A rotected health information, - © oo ok £0 electronic Functional Intersects With Threat Catalog THR-09  [external threats to the organization, both natural and manmade. 5
e orobabiity and crticaity of potentialreke to elect [Mechanisms exist to identify, assess, prioritize and document the potential
§164.306(b)(2)1v) NA The probablty and.crkicality of potential ks to electranic Functional Intersects With Threat Analysis THR10  [mpact(s) and likelihood(s) of applicable interal and external threats. 5
|A covered entity or business associate must comply with the Hechanisms existto Tactate the dentication and mplerentation ofreevart
spplicable standards a5 provided inths section and n § 164,308, § Statutory, Regulatory & Contractual p jstatutory, reguiatory and contractual controls.
§164.306(c) Standards O s Joh D13 s et D00 ot 5 ed 2t Wi respert 1o ofl Functional Subset Of Pt cpLo1 10
elacironic protscted hesih mformation.
5164.306(d) Implementation 1 this subpart: Functional No Relationship. NA NA [No applicable SCF control o
[Mechanisms exist to facilltate the identification and implementation of relevant
are required or addressable. If an lstatutory, regulatory and contractual controls.
implementation specification is required, the word “Required”
lappears in er the title of the Statutory, Regulatory & Contractual ;
§164.306(d)(1) VA specification. If an implementation specification is addressable, the | "unctional Subset Of Compliance cpLor 10
word *Addressable” appears in parentheses after the title of the
implementation specification.
[Mechanisms exist to facilltate the identification and implementation of relevant
|When a standard adopted in § 164.308, § 164.310, § 164.312, § lstatutory, regulatory and contractual controls.
[164.314, or § 164.316 includes required implementation Statutory, Regulatory & Contractual p
§164.306(0)(2) WA specifications, a covered entity or business associate must Functional Subset Of Compliance P01 0
implement the implementation specifications.
[No appiicable SCF control
[When a standard adopted in § 164.308, § 164.310, § 164.312, §
5164.306(d)(3) N/A 164.314, or § 164.316 includes addressable implementation Functional No Relationship N/A N/A o
lspecifications, a covered entity or business associate must—
[nssess whether each implementation specification is a reasonable [Vechanisms existto provide o security, compliance and resiience controls
land appropriate safeguard in its environment, when analyzed with Security, Compliance & Resilience foversight function that reports to the organization's executive leadership.
§164.306(d)3)(0) VA reference to the likely contribution to protecting electronic Functional Intersects With Controls Oversight P02 5
Jprotected health information; and
[assess whether each implementation specification is a reasonable [Hechanisms exittoregulary review processes and Gocumented procedures to
nd appropriate safeguard i its environment, when analyzed with Security, Compliance & Resilience [ensure conformity with the organization's security, compliance and/or resilience
§164.306(d)(3)(1) N/A prop! 9! th Functional Intersects With Y. A CPL-03 lpolicies, standards and other applicable requirements, 5
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[Mechanisms exist to regularly review Technology Assets, Applications and/or
[Services (TAAS) for adherence to the organization's security, compliance and/or

Relation:
{optional)”

version 2026.1_x000a_03/27/2026

ptional)

(Addressable)

workstation, transaction, program, process, or other mechanism.

§164.306(d)(3)(0) /A Feference to the likely contribution to protecting electronic Functional Intersects With |, W ¢ Resilience Controls | CP03:2  fesilience policies and standards. s
lprotected health information; and
§164.306(@)E)(0 A [AS applicable to the covered entity or business associate— Functional No WA A [No appiicable SCF control [
[Mechanisms exist to compel data and/or process owners to implement required
5 164.306(d)(3)1ii)(A) N/A mplement the implementation specification if reasonable and Functional Subset Of Implement Controls GOV-15.2  [security, compliance and resilience controls for each Technology Asset, Application 10
lappropriate; or land/or Service (TAAS) under their control
R EEACaIIE) o i implementing the implementation specification 1s not reasonable | oo onelore) m m [No appiicable SCF control o
Jand appropriate—
b ©why it would not b e and ot [Mechanisms exist to prohibit exceptions to standards, except when the exception
ocument why it would not be reasonable and appropriate to X lhas been formally assessed for risk impact, approved and recorded
§164.306(d)(3)(1i)(B)(1) NA eelemant the mplameneation saeqeation o Functional Subset Of Exception Management Gov-02.1 y pact, appi 10
implement an equivalent alternative measure If reasonable and echanisms exist Lo dertty and mplement compensating countermeasures to
§164.306(d)(3)(i1(B)(2) N/A apropriate. Functional Equal Compensating Countermeasures | RSK-06.2  [racre s Sl 0 Cealy SN 10
[Mechanisms exist to regularly review Technology Assets, Applications and/or
|A covered entity or business associate must review and modify the [services (TAAS) for adherence to the organization's security, compliance and/or
security measures implemented under this subpart as needed to fresilience policies and standards.
5164.306(e) Maintenance lcontinue provision of reasonable and appropriate protection of Functional Equal o) Review Of Securty s | cPLo3.2 10
lelectronic protected health information, and update documentation P
lof such security measures in accordance with § 164.316(0)(2)1ii).
5§164.308 content] Functional No Relationship N/A | R 0
§164.308(a) p— A covered enty ar business associate must, n accordance with Em— e - o [No appiicable SCF control 5
§164.308)(1) A [fno content] Functional No A A [No appiicable SCF control 0
Standard: Security  [Implement policies and procedures to prevent, detect, contain, and Publishing Security, Compliance & O e e e o DO stondards and
i Ve i . i X rocedures necessary for secure, compliant and resilient capabilties,
§164.308(a)(L)) management process  [correct security violations. Functional Subset Of Resilience Documentation cov-0z P i ? P 10
; Standard: Security _implement policies and procedures to prevent, detect, contain, and . . » [Mechanisms exist to faciitate the Implementation of configuration management
§164.308(a)(1)() brocess |cormect security violations. Functional Subset Of Configuration Management Program|  CFG-01  [tontrare 10
Standard: Security | Implement policies and procedures to prevent, detect, contain, and y [Mechanisms exist to faciitate the implementation of a change management
5164.308(a)(1)() rocess |comect sectrty violations. Functional Subset Of Change Management Program CHG-01 aram 10
Standard: Security [ Implement policies and procedures to prevent, detect, contain, and [Mechanisms exist to facilltate the implementation of enterprise-wide monitoring
5164.308(a)(1)() coss [comrect secunty violations Functional Subset Of Continuous Monitoring MON-01 [ 10
tandard: Security hmotement por < orocedures & P — [Mechanisms exist to Implement and govern processes and documentation to
i andard: Security Implement policies and procedures to prevent, detect, contain, an i i . facilitate an organization-wide response capability for cybersecurity and data
§164.308(a)(1)() Geme protass [foment secty violatione. Functional Subset Of Incident Response Operations Ro-01 fociitate an orgarization-vide resp pability for cy y 10
5164.308(a)(1)(ii) e lino content] Functional No Relationship. NA N/A [No applicable SCF control o
[Mechanisms existto conduct recurring assessments of sk that Includes the
onduct an accurate and thorough assessment of the potential risks likelinood and magnitude of harm, authori , iosure,
land vulnerabilities to the confidentiality, integrity, and availability of g lisruption, molication or destruction of the organization's Technology AsSet,
§164.308(a)(1) (i) (A) Risk analysis (Required) |3 e i (ormaton held by the coverat ontity | Functional Equal Risk Assessment RS04 o e e 10
lor business associate.
ik © | mplement security measures sufficient to reduce risks and [echanfsms exst to establih contrl objectives 2 th bassforthe selecton.
§164.308(a)(1)(ii)(B) ot ,T“"“Ef"e" \vulnerabilities to a reasonable and appropriate level to comply with |  Functional Intersects With Define Control Objectives GOV-09 internal security, 5
(Required) 5 164.306(a) lcompliance and resmen(e control system
Risk management | mPlement security measures sufficient to reduce risks and [Mechanisms exist to compel data and/or process owners to implement required
§164.308(a)(1)(ii)(B) (R ) lvulnerabilities to a reasonable and appropriate level to comply with Functional Subset Of Implement Controls. GOV-15.2  fsecurity, compliance and resilience controls for each Technology Asset, Application 10
equire: s 164.306(a). land/or Service (TAAS) under their control.
[Apply appropriate sanctions against workforce members who fail to [Mechanisms exist to sanction personnel failing to comply with established security
§164.308(a)(1)(N(C)  |Sanction policy (Required)|comply with the security policies and procedures of the covered Functional Equal Personnel Sanctions HRS-07  [policies, standards and procedures. 10
ntity or business associate.
Information system | mPIemeNt procedures to regulariy review records of information [Mechanisms exist to facilitate the Implementation of enterprise-wide monitoring
§164.308@D) | ycrivity review (Required) [YStem activit. such as audit logs, access reports, and security Functional Subset Of Continuous Monitoring MON-01  controls. 10
Y auired) fincigent tracking reports.
Information syst implement procedures to regularly review records of information [Mechanisms exist to review event 100s on an ongoing basis and escalate Incidents
§164.308I1INOD) |, nformation system loystem activity, such as audit logs, access reports, and security Functional Intersects With Security Event Monitoring MON-0Lg [ accordance with established timelines and procedures. s
ity review (Required) incigent tracking reports.
formation system _|ImPlement procedures to regularly review records of information [Mechanisms exist to document, monitor and report the status of cybersecurity and
§164.308(a)(1)(ii)(D) o (haeim gy [system activity, such as audit logs, access reports, and security Functional Intersects With | Situational Awareness For Incidents| ~ 1R0-09  (data protection incidents to internal stakeholders all the way through the resolution 5
activity review (Required)
Y ! incident tracking reports. Jof the incident.
ety o o ofteiat o e for the dover . [Mechanisms exist to assign one or more qualified INAVIduals With the mission and
lentify the security official who s responsible for the development Iresources to centrally-manage, coordinate, develop, implement and maintain an
Standard: Assigned Assigned Security, Compliance & y-manage, 3 p, impl
§164.308(a)(2) land implementation of the policies and procedures required by this | Functional Equal GOV-04  [enterprise-wide Security, Compliance & Resilience Program (SCRP). 10
security responsibilty |2 e e e o buaineoe assbeio Resilience Responsibilities o y. Compl g
§164.308)(3] A [fno content] Functional No WA A [No appiicable SCF control 0
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and
Implement paliies and procedures o ensure that al members of ts lprocedures necessary for secure, compliant and resilient capabiliies.
orkforce have appropriate access to electronic protected health
Standard: Workforce mmrmauon as provided under paragraph (a)(4) of this section, and Publishing Security, Compliance &
§164.308()3)0) security revent those workforce members who do not have access under| ~ FUnctiona! Subset Of Resilience Documentation Gov-02 10
[ootagranh (3(1) of thi Sochon ftom obtaining aceass to Slcctronc
lprotected health information.
echanisms exist to confgure Techmology Assets, Appicatons and/or Servces
implement policies and procedures to ensure that all members of its |(TAAS) to restrict access to sensitive/regulated datz
wrkforce have appropriate access to electronic protected health
standard: Workdorce | formaton, o provided under paragraph (1) of s secton, and Sensitive / Regulated Data Access
§164.308()3)0) security ent those workforce members who do not have access under|  "Unctional Intersects With Enforcement Cre-08 5
[ootagranh (6(1) of hi Sochon from obtaining aceass to Sletronc
lprotected health information.
[Mechanisms exist to faciitate the Implementation of identification and access
implement policies and procedures to ensure that all members of its Imanagement controls.
wrkforce have appropriate access to electronic protected health
Standard: Workforce  [information, as provided under paragraph (a)(4) of this section, and Identity & Access Management
§164.308()3)0) security lto prevent those workforce members who do not have access under| " unctiona! Subset Of (1am) 1Ac-01 10
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology
implement policies and procedures to ensure that all members of its lAssets, Applications, Services and/or Data (TAASD) to restrict access to individuals
wrkforce have appropriate access to electronic protected health lassigned specific roles with legitimate business needs.
Standard: Workforce [information, as provided under paragraph (a)(4) of this section, and
5164.308(a)(3)(1) ety 0 prevent thost worktarc members who om0t nave acces under|  Functional Intersects With | Role-Based Access Control (RBAC) 1AC-08 5
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
[Mechanisms exist to tlize the concept of least privilege, allowing only authorized
implement policies and procedures to ensure that all members of its laccess to processes necessary to accomplish assigned tasks in accordance with
wrkforce have appropriate access to electronic protected health lorganizational business functions.
Standard: Workforce [information, as provided under paragraph (a)(4) of this section, and
5164.308(a)(3)(1) ety 0 prevent thost worktarce members who o not nave acces under|  Functional Intersects With Least Privilege 1ac21 5
Iparagraph (a)(4) of this section from obtaining access to electronic
lprotected health information.
. Implementation . [No applicable SCF control
5164.308(a)(3) 1) Checificationsr | o content] Functional No Relationship N/A N/A o
mementroceres o v arzononans . [Mechanisms exist to faciitate the Implementation of personnel security controls
. mplement procedures fo the authorzation andfo supervision o .
5164, Authorization andjor  [workforce members who work with electronic protected health Functional Subset Of Human Resources security HRS-01 10
P information or in locations where It might be access 9
Hechanisme exstto revoke user access Tgfts Glowing changes n parsonnel ies
Authorization angjor | mPlement procedures for the authorization andjor supervision of land duties, if no longer necessary or permitted
5164, workforce work with electronic protected health Functional Intersects With Change of Roles & Duties 1AC-07.1 3
information or in locations where it might be accessed.
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology
Authorization and/or [ MPlement procedures for the authorization andjor supervision of |Assets, Applications, Services and/or Data (TAASD) to restrict access to individuals
5164, workforce members who work with electronic protected heaith Functional Intersects With | Role-Based Access Control (RBAC) IAC08 [accigned specific roles with legitimate business needs 5
information or in locations where it might be accessed
i orement brocedures for the auth » . [Mechanisms exist to ensure management approvals are required for new accounts
zati mplement procedures for the authorization andjor supervision o lor Changes in permissions to existing accounts.
§164.308(a)(3) (i) (A) Authorization and/or lworkforce members who work with electronic protected health Functional Intersects witn | Menegegien Approvel FerNewor | iac.28.1 gesinp 9 5
information or in focations where it might be accessed
Workforce clearance i mplement procedures o determine that the access of a workforce [Mechanisms exist to manage personnel security risk by assigning a risk designation
r u i wor ' lto all positions and establishing screening criteria for individuals filling those
§164.308(@)GNIE) | procedure (Addressable) [member to electronic protected health information is appropriate. Functional Intersects With Position Categorization HRS02 e o 9 9 9 5
worktorce o I moterment procedures o det et P— exist to define Toles & Tor all personnel.
; jorkforce clearance _ [Implement procedures to determine that the access of a workforce . ; i y
§164.308@GNME) | procequre (Addressable) [member to electronic protected health information is appropriate. Functional Intersects With | - Defined Roles & Responsibilties HRs-03 s
orce o | motement procedures to det at i 2 workt periodic A ccount [Mechanisms exist to periodically-review the privileges assigned to individuals and
jorkforce clearance _ [Implement procedures to determine that the access of a workforce eriodic Review of Accoun . lService accounts to validate the need for such privileges and reassign or remove
§164.308@GNIE) | procedure (Addressable) [member to electronic protected health information is appropriate. Functional Intersects With Privileges AT necessary privileges, as necessary priviles o 5
\mplement procedures for terminating access to electronic [Mechanisms exist to adjust logical and physical access authorizations to Technology|
. ures |Protected health inormation when the employment o, o other [assets, Applications andor Services (TAAS) and facilities upon personnel
5160, ) ermination procedures th, a workforce member ends or as required by Functional Intersects With Personnel Transfer HRS-08 [feassignment or transfer, in a timely manner. 5
ldeterminations made as specified in paragraph (a)(3)(ii)(8) of this
section.
\mplement procedures for terminating access to electronic [Mechanisms exist to govern the termination of individual employment.
lprotected health information when the employment of, or other
5168, ) Termination procedures with, a workforce member ends or as required by Functional Intersects With Personnel Termination HRS-09 5
ldeterminations made as specified in paragraph (a)(3)(ii)(B) of this
section
\mplement procedures for terminating access to electronic [Mechanisms exist to utilize a formal user registration and de-registration process
Termination procedures PIOLeCtedNealth nformation e the employment of. or ther [that governs the assignment of access rights.
5164, ) L ith, a workforce member ends o as requires Functional Intersects With | User Provisioning & De-Provisioning | 1AC-07 5
determmatmns e Spacied m parsgraph (o)(3)01(8) oftis
implement procedures for terminating access to electronic [Mechanisms exist to revoke user access Aghts n a imely manner, upon termination
Termination procedures P1OteCedNealth nformation wnen the employment of. or ther [of employment or contract.
§164.308(a)(3)()(C) (Addresaapie) larrangement with, a workforce member ends or as requ Functional Intersects With Termination of Employment 1AC-07.2 5
e marne mage st SpecHed n parsgranh (o)1) o his
section.
§164.308@)(4) VA [[no content] Functional No WA WA [No applicable SCF control 0
ement oot @ orocedures for auth [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
Implement policies and procedures for authorizing access to i lprocedures necessary for secure, compliant and resilient capabiliies.
§164.308(2)(4)(i) Standard: Information lelectronic protected health information that are consistent with the | Functional Subset Of Publishing Security, Compliance & | Gov.02 10
o lapplicable requirements of subpart E of this part
| morement por  orocedures for auth [Mechanisms exist to facilltate the implementation of identification and access
. implement policies and procedures for authorizing access t [management controls
516430800 Standard: Information (i protected heath information hat re consstent withthe | Functional Subset Of Identity & Accese Management | .0 o 10
9 lapplicable requirements of subpart E of this part.
INo appiicable SCF control
5164.308(2)(4)((i) Implementation 5 content] Functional No Relationship. NA N/A WEGllke At 0
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and
Isolating health care (12 1ealth care clearinghouse i part o a larger organization, the lprocedures necessary for secure, compliant and resilient capabilities.
160 s mplement policies and procedures that protect [ ¢ o Subset Of Publishing Security, Compliance & | gy o) 10
sy he cletron protectad aith formation o the clearinghouee Resilience Documentation
q [from unauthorized access by the larger organization.
orement pon A rocedures . o et [Mechanisms exist to faciitate the implementation of identification and access
mplement policies and procedures for granting access to electronic . Imanagement controls.
§164.308(a)(4)(i)(B) Access authorization |, otected health information, for example, through access to a Functional Subset Of Identity & Access Management 1AC-01 10
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ptional)

Access establishment and

Implement policies and procedures that, based upon the covered
lentity's or the business associate's access authorization policies,

[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology
|Assets, Applications, Services and/or Data (TAASD) to restrict access to individuals
lossigned specific roles with legitimate business needs.

{optional)”

lassociate obtains satisfactory assurances, in accordance with §
[164.314(a), that the subcontractor will appropriately safeguard the
information.

§164.308(2)(4)(i)(C) modifcaton ICLalS cocument,review, and modity 3 user s igntof access o | FUnctons! Equal Role-Based Access Control (RBAC) | IAC-08 10
l2 workstation, transaction, program, or process.
§164.308@)5) WA [lno contentl Functional No WA WA [No appiicable SCF control 0
Sondord: Secrtylmptement N . p— ooy, Commtiance & Rea [Mechanisms exist to facilitate the implementation of security worklorce
: andard: Security  |Implement a security awareness and training program for a . ecurity, Compliance & Resilience- y Hocalanrant o sworoness conEot
§ 164.308(a)(5)0) awareness and training | members of its workforce (including management) Functional Subset Of inded Workforce SAT-01 P 10
tondard: SecttyImorement N ;. oo econty, Compiance & Reah [Mechanisms exist to provide all employees and contractors appropriate security,
andard: Security  Implement a security awareness and training program for a ecurity, Compliance & Resilience y lcompliance and resiionce awarenecs aducation and training that 1 relevant for
§164.308(2)(5)(0) awareness and training | members of its workforce (including management). Functional Intersects With wareness Training AT 02 Fiob function. s ™ u "9 v s
. implementation " " [No applicable SCF control
5164.308(a)(5)(ii) ccatione:_[ino content] Functional No Relationship NA NA 0
P . [Mechanisms exist to provide role-based security, compliance and resilience
5164.308(a)(5)(ii)(A) © Adresenble) ~ [Periodic security updates. Functional Equal Cyber Threat Environment SAT-03.6  [awareness training that is current and relevant to the cyber threats that users 10
ressable) [might encounter in day.-to-day business operations.
Protection from malicious Procedures for guarding against, detecting, and reporting malicious Suspicious Communications & e e S L I e Aot
ion fr iciou ur uarding against, detecting, ing maliciou uspiciou unicati . indicators of malware to recognize suspicious communications and anomalous
§164.308(a)(5)(1)(6) Software (Addressable) [software. Functional Equal ‘Anomalous System Behavior SAT03.2 o onize susp 10
[fecharims Xt to provide ol based securty, complance snd reslence reated
fraining:(1) Before authorizing access to the system or performing assigned duties;
Log-in monitoring  [Procedures for monitoring log-in attempts and reporting Role-Based Security, Compliance & [(2) When required by system changes; and(3) AnnuaHy thereafter.
5164, ) Functional Equal SAT-03 10
Resilience Training
[Mechanisms exist to provide role-based security, compliance and resilience-related
fraining:(1) Before authorizing access to the system or performing assigned duties;
2) When required by system changes; and(3) Annually thereafter.
Password management Role-Based Security, Compliance & [
§164.308(2)(5)()(D) Hor management lprocedures for creating, changing, and safeguarding passwords Functional Equal e o 5AT-03 10
§164.308(@)(6) WA [[no content] Functional No WA WA [No applicable SCF control 0
Standard: securtty Pablishing Securty, Complance & [Mechanisms exist to establish, maintain and disserminate policies, standards and
ity i i X rocedures necessary for secre, compliant and resiient capabiliies.
§164.308(a)(6)(i) e eegin [ mplement policies and procedures to address security incidents. Functional Subset Of e o ane Gov-02  |p ry 2 P 10
ondard: Securt [Mechanisms exist to implement and govern processes and documentation to
§164.308(a)(6)(i) andard: Security limplement policies and procedures to address security incidents. Functional Subset Of Incident Response Operations. IRO-01 ffacilitate an organization-wide response capability for cybersecurity and data 10
incident procedures [protection-related incidents.
[Mechanisms exist to cover:(1) Preparation:(2) Automated event detection o manual
incident report intake:(3) Analysis;(4) Containment;(5) Eradication; and(6)
|mplementation 4Nty and respond to suspected or knowin security ncidents; IRecovery.
Imitigate, to the extent practicable, harmful effects of security
5164.308(a)(6)(ii) Specifcation: Response. TS 0202/ kooun b the Coverea enty or usiness Functional Equal Incident Handling 1RO-02 10
porting (Req lassociate; and document security incidents and their outcomes.
§164.308@)(7) WA [[no content] Functional No WA WA [No applicable SCF control 0
‘exist to establish, maintain and disseminate policies, standards and
[Establish (and implement as needed) policies and procedures for |procedures necessary for secure, compliant and resilient capabilities.
Standard: Contingency  |responding to an emergency or other occurrence (for example, fire, Publishing Security, Compliance &
§164.308()(7)0) plan andalism, system failure, and natural disaster) that damages Functional Subset Of Resilience Documentation Gov-02 10
systems that contain electronic protected health information
[Mechanisms exist to faciitate the implementation of contingency planning controls
Establish (and implement as needed) policies and procedures for ko help ensure reshent Technlogy Asets, Applcations anlor Sevices (144S)
Standard: Contingency  |responding to an emergency or other occurrence (for example, fire, Business Continuty Management ’ lle.9., Continuity of Operations Plan (COOP) or Business Continuity & Disaster
§164.308(a)(7)0) plan \vandalism, system failure, and natural disaster) that damages Functional Subset Of System (BCMS) BCDOL I very (BC/DR) playbooke) 10
systems that contain electronic protected health information
[Mechanisms exist to implement and govern processes and documentation to
[Establish (and implement s needed) policies and procedures for faciltate an organization-wide response capability for cybersecurity and data
Standard: Contingency  |responding to an emergency or other occurrence (for example, fire, ' lprotection-related incidents.
§ 164.308(@)(M0 plan dalism, system failure, and natural disaster) that damage: Functional Subset Of Incident Response Operations IRo-01 10
systems that contain electronic protected health information
INo applicable SCF control
5164.308(a)(7)(iH) mplements no content] Functional No Relationship /A WA OISR 0
Hechanisms exst to create recurtng backups of data, software andior systern
Data backup plan  [Establish and implement procedures to create and maintai mages, as well as verify the integrity of these backups, to ensure the availability of
§ 1643082 (NI(A) (Required) retrivable exact copies of electronic protected heaith mformation, | Functional Equal Data Backups 8CO-1L }2;  data to satisty Recovery Time Objectives (RTOs) and Recovery Poit Objectives 10
Technology Assats, Applications [Mechanisms exist to ensure the secure recovery and reconstitution of Technology
5 164.308(2)(7)(ii)(B) Disaster recovery plan  [Establish (and implement as needed) procedures to restore any loss| ¢ i) Equal andjor Services (TAAS) Recovery & BCD-12  [Assets, Applications and/or Services (TAAS) to a known state after a disruption, 10
(Required) of data. lcompromise or failure
Establish (and implement as needed) procedures to enable [Mechanisms exist to facilltate the implementation of contingency planning controls
i Emergency mode _[continuation of critical business processes for protection of the ’ Business Continuity Management ’ o help ensure resient Technology Assets, Applications ndior Services (TAAS)
§164.308@(MINC) | gperation plan (Required) [security of electronic protected health information while operating | "unctional Subset Of System (BCMS) sco-o1 . Continuity of Operations Plan (COOP) or Business Continuity & Disaster 10
in emergency mode. [Recovery (BCIDA) playbooks)
lEstablish (and implement as needed) procedures to enable [Mechanisms exist to continue essential missions and business functions with Itte or
mergency mo of criical business processes for protection of the Continue Essential Mission & y Ino loss of operational continuity and sustain that continuity until full system
§164.308(a)(7)(NC) uperanon plan (Reqwem lsecurity of electronic protected health information while operating Functional Intersects With Business Functions BCD-022 restoration at primary processing andjor storage sites. 5
in emergency mode,
ting and revision _|Implement procedures for periodic testing and revision of Contingency Plan Testing & o e e raate e contingency
i visi u fodic testi visi ingency i Y lan's effectiveness and the organization's readiness to execute the plan
§164.308@70) | oo eriurae (hdresaabie) [contingency plane Functional Intersects With ey Pan ] BcD04 P g o 5
E— R P . . oot [Mechanisms exist to conduct a Root Cause Analysis (RCA) and "lessons leamed”
' esting and revision  [mplement procedures or periodc testng and revision ’ ; Contingency Plan Root Cause ’ Iactiviny avery time the continaency pian s atthated
§164.308@)(ND) | orocedures (Addressable) [contingency plan Functional Intersects With | Analysis (RCA) & Lessons Learned | BCP-0% fy every geneyp s
‘Applications and data Hechartms st to failtate an T Asset Hanagement (TAM) prograr to
|assess the relative criticality of specific applications and data in mplement and manage asset management com
5164.308(a)(7)(i)(E) ety Bl e Comingency piah components Functional Subset Of Asset Governance AsT-01 p 9 & 10
“Applications and data [Mechanisms exist to 1dentify and assess the security of Technology Assets,
i iticali s [Assess the relative criticality of specific applications and data in i i lapplications andfor Services (TAAS) that support more than one critical business
5164.308(a)(7)()(E) s O vt ngency pan componenis Functional Intersects With Asset-Service Dependencies AsTOL1  fpplcat PP 8
Applcations and data |peo o opeations and dat echanisms exist to identify and document the critical Technology Assets,
5164.308(a)(7)(i)(E) criticality analysis (255655 the relative criticaity of specific applications and data in Functional Intersects With Identify Critical Assets BCD-02  [Applications, Services andjor Data (TAASD) that support essential missions and 8
(Addressable) __[*UPPOrt of other contingency plan components. lousiness functions.
opicatons and . [Mechanisms exist to 1dentify, prioritize and assess suppliers and partners of critical
pplications and data |y o o erkie crticalit [Technology Assets, Applications and/or Services (TAAS) using a supply chain risk
y of specific applications and data in gy Assets, 9 ly
5164.308(a)(7)(i)(E) critiality analysis o e T e O e o nce Functional Intersects With | Third-Party Criticality Assessments | TPM-02  lacceccmant process refative o their importance in supporting the delivery of high- 3
(Addressable) Value services.
[Mechanisms exist to regularly review Technology Assets, Applications and/or
Perform a periodic technical and nontechnical evaluation, based IServices (TAAS) for adherence to the organization's security, compliance and/or
initially upon the standards implemented under this rule and, resilience policies and standards.
subsequently, in response to environmental or operational changes
s 164.308(016) Standard: Evauation [aecting the Secury of Ssconic protected neatih formation. | Functonal | Inersects witn | Functions Review Of securiy, | cpy g3.5 s
[that establishes the extent to which a covered entity's or business P
associate's security policies and procedures meet the requirements
of this subpart.
[Mechanisms exist to estabiish the scope of assessments by defining the assessment]
Perform a periodic technical and nontechnical evaluation, based baundry,sccording to people, processes and technology tha directy or indirectly
initially upon the standards implemented under this rule and, impact the confidentiality, integ: ity and safety of the Technology
subsequently, in response to environmental or operational changes elete. Appications, Services and6r Data (TAASD) undier review
§164.308(a)(8) Standard: Evaluation  [affecting the security of electronic protected health information, Functional Intersects With Assessment Boundaries 1A0-01.1 5
that establishes the extent to which a covered entity's or business
lassociate's security policies and procedures meet the requirements
of this subpart
[fechiatems Xt to Tormaly assees he securty, complance and resence
Perform a periodic technical and nontechnical evaluation, based lcontrols in Technology Assets, Applications andjor Services (TAAS) thro
initially upon the standards implemented under this rule and, Information Assurance Prograrn (AP)activies to determine the extent o hich the
subsequently, in response to environmental or operational changes lcontrols are implemented correctly, of s intended and producing th
§164.308(2)(8) Standard: Evaluation  affecting the security of electronic protected health information, Functional Intersects With Assessments 1h0-02  [iesied outcome with respect t6 meeting expected requirements. 3
that establishes the extent to which a covered entity's or business
lassociate's security policies and procedures meet the requirements
of this subpart
Business associate ING applicable SCF control
§164.308(b) contracts and other [[no content] Functional No Relationship /A NA 0
[Mechanisms exist to faciitate the implementation of third-party management
IA covered entity may permit a business associate to create, receive, lcontrols.
Imaintain, or transmit electronic protected health information on the
covered entity's behalf only if the covered entity obtains
5164.308(b)(1) NA satisfactory assurances, in accordance with § 164.314(a), that the |  Functional Subset Of Third-Party Management TeM-0L 10
lousiness associate will appropriately safeguard the information. A
lcovered entity is not required to obtain such satisfactory assurances|
[from a business associate that is a subcontractor.
[Mechanisms exist to mitigate the risks associated with third-party access to the
IA covered entity may permit a business associate to create, receive lorganization's Technology Assets, Applications, Services and/or Data (TAASD).
Imaintain, or transmit electronic protected health information on the
lcovered entity's behalf only if the covered entity obtains
5164.308(b)(1) NA satisfactory assurances, in accordance with § 164.314(a), that the |  Functional Intersects With Third-Party Services TPM-04 5
lousiness associate will appropriately safeguard the information. A
lcoverad entity is not required to obtain such satisfactory assurances|
/from a business associate that is a subcontractor.
[echars exstto equire Contractua requremerts for appcabe secury,
|A covered entity may permit a business associate to create, receive,| compliance and resilience requirements with third-parties, reflecting
Imaintain, or transmit electronic protected health information on the organizaton's need to protect s Technology Asets, Applicatons. Seices andior
lcovered entity's behalf only if the covered entity obtains IData (TAASD)
5164.308(b)(1) NA satisfactory assurances, in accordance with § 164.314(a), that the |  Functional Intersects With | Third-Party Contract Requirements | TPM-05 5
lbusiness associate will appropriately safeguard the information. A
lcovered entity is not required to obtain such satisfactory assurances|
from a business associate that is a subcontractor.
[Mechanisms exist to ensure applicable security, compliance and resiience
|A covered entity may permit a business associate to create, receive, Irequirements are included in contracts that flow-down to applicable sub-contractors
Imaintain, or transmit electronic protected health information on the land suppliers.
lcovered entity's behalf only if the covered entity obtains
§164.308(b)(1) NA satisfactory assurances, in accordance with § 164.314(a), that the | Functional Intersects With | Contract Flow-Down Requirements | TPM-05.2 5
lbusiness associate will appropriately safeguard the information. A
covered enty isnot required to obain such satsfactory assurances
from a business associate that is a subcontra
[Mechanisms exist to document and maintain a Responsible, Accountable,
|A covered entity may permit a business associate to create, receive, [supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to
Imaintain, or transmit electronic protected health information on the ldelineate assignment for security, compiiance and resilience controls between
lcovered entity's behalf only if the covered entity obtains Responsible, Accountable, internal stakeholders and External Service Providers (ESPs).
5164.308(6)(1) WA satisfactory assurances, in accordance with § 164.314(a), that the |  Functional Intersects With | Supportive, Consulted & Informed | TPM-05.4 5
lbusiness associate will appropriately safeguard the information. A (RASCI) Matrix
lcovered entity is not required to obtain such satisfactory assurances|
lfrom a business associate that is a subcontractor.
[n business associate may permit a business associate that s a [Mechanisms exist to require contractual requirements for appiicable security,
e o e oo Eomplncs o s st b e e b0 e
5164.308(b)(2) NA jprotected health information on its behalf only if the business Functional Intersects With | Third-Party Contract Requirements | TPM-05  [Data (TAASD). 5
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ptional)

|A business associate may permit a business associate that is a

[Mechanisms exist to ensure applicable security, compliance and resilience
Irequirements are included in contracts that flow-down to applicable sub-contractors

{optional)”

lprotected health information into and out of a facility, and the

[movement of these items within the facility.

Resilience Documentation

subcontractor to create, receive, maintain, or transmit electronic [eaurements
lprotected health information on its behalf only if the business ” g . :
5164.308(b)(2) WA S A AR AU Mk Aoy Functional Intersects With | Contract Flow-Down Requirements | TPM-05.2 5
164.314(a), that the subcontractor will appropriately safeguard the
information.
[ business associate may permit a business ssociate that s [fechanirs o< o oban 3 FrtParty Declaration(170) o applctle Exterl
subcontractor to create, receive, maintain, or transmit electronic ervice Providers (ESPs) that provides assurance of compliance with speci
v orerted neslth information o te behal only 1 the businss Statutory, requiatory and contraciual opligations or securty, compliance and
§164.308(b)(2) WA e B e O aRcs e ¢ Functional Intersects With First-Party Declaration (1PD) TPM-05.6 fresilience controls, including any flow-down requirements to subcontractors. 5
164.314(a), that the subcontractor will appropriately safeguard the
information.
exist to protect data that s collected, developed
pdmplementation |pocument the satisfactory sssurances required by paragraph (1) Adequate Securty for Sensitive / Ireceived, transmitted, used or stored in support of the performance of a contract.
§164.308(b)(3) contract or other _[arrangement with the business associate that meets the applicable | " unctional Intersects With Regulated Data In Support of 1A0-03.2 s
arrangement (Required) |requirements of § 164.314(a).
[Mechanisms exist to require contractual requirements for appiicable security,
Implementation  [Document the satisfactory assurances required by paragraph (b)(1) lcompliance and resilience requirements with third-parties, reflecting th
specifications: Written  [or (b)(2) of this Section through a written contract or other : . y organization's needs o potect s Technology Assets, Applicaions,Services andior
§ 164.308(0)(3) Contract or otfer - [arrangement with the business associate that meets the applicable | Functional Equal Third-Party Contract Requirements | TPH-05Inata (TAASD). 1o
arrangement (Required) |requirements of § 164.314(a).
e Physical safequards [ACouered ety or business associate must naccordance WS | puciona R m WA N0 sppiicable SCF contral 5
§164.310(a) WA [ino content] Functional No A WA [No applicable SCF control 0
implement policies and procedures to limit physical access to its Hechanisms existto establsh, malrtain and dssernate policie, standards and
X rocedures necessary for secre, compliant and resiient capabiliies.
Droustompy | Sanr: ety e el ot eeme i Se Bl A | e | sweor | Pl ot | gougy P g ” ’ 0
allowed
implement policies and procedures to limit physical access to its Hechartsms exit o failtate the operaion of physcal and environmentl
Standard: Facility access [electronic information systems and the facility or facilities in which . Physical & Environmental [protection controls.
§ 164.310(a)(1) controls [they are housed, while ensuring that properly authorized access is | FU"<tional Subset Of Protections PES-01 10
allowed
implementation " " INo appiicable SCF control
§164.310(2)(2) e emianer[ino contentt Functional No Relationship N/A NA 0
[Establish (and implement as needed) procedures that allow (a(mly M‘fd\a"“ims exist to "?f"l'fvdand m\slgaletpctfntm attcessmﬂl\rt‘y D”—"le'“'i to the
Contingency operations [access in suppor of restortion of st data under the disast. Alternate Processing Site jaternate processing sites and possible mitigation actions, in the event of an area-
§164.310)2)) (icrossanior " [Fecowery plan and emergency mode operations plan n the event of | FUnctional Intersects With ssibility BCD-092wide disruption or disaster. 8
 emergency.
[Establish (and implement as needed) procedures that allow facility exist to define Toles & for all personnel
Contingency operations [access in support of restoration of lost data under the disaster
§164.310@)(2)0) oS e D e o e e ot of | Functional Intersects With | Defined Roles & Responsibilties HRS-03 5
n emergenc
[Establish (and implement as needed) procedures that allow facility [Fryeical access control mecharlime exit o maintaln @ current i of personnel
Contingency operations [access in support of restoration of lost data under the disaster Jwith authorized access to organizational facillties (except for those areas within the
5164.310(a)(2)(0) (Adrosanio) Fecovery plan and emergency mode aperations plan in the event of | Functional Intersects With Physical Access Authorizations PES02 |facility officially designated a5 publicly accessible). 5
lan emergency
[Establish (and implement a5 needed) procedures that allow facility [PRysical access cortro mechanems it 1o authorize physcal sccess o fociies
Contingency operations [access in support of restoration of lost data under the disaster ased on the position or role of the individual.
§164.310@)(2)(0) e " iy o S ey mode syt o cert o Functional Intersects With Role-Based Physical Access PES-02.1 5
n emergency.
Imp\emen! policies and procedures to safeguard the facility and the [Mechanisms exist to establish, maintain and disseminate policies, standards and
Facility security plan Publishing Security. Compliance & rocedures necessary for secure, compliant and resilient capabilities,
§164.310(2)(2)i) (Adressapley " [eauipment theein from unauthorized physical access, tampering, | Functional Subset Of lshing Securlty. Complianc Gov-02  |p v . compl P 10
implement policies and procedures to safeguard the facility and the [Mechanisms exist to faciitate the operation of physical and environmental
§164.310()(2)(i) Facility security plan - equipment therein from unauthorized physical access, tampering, Functional Subset Of Physical & Environmental PES-01  [protection controls. 10
(Addressable) (<% Protections
[Physical access control mechanisms exist to enforce physical access authorizations
Facility security plan [ MPlement policies and procedures to safeguard the facility and the ffor all physical access points (including designated entry/exit points) to facilities
5164.310(2)(2)ii) (A recur P12 lequipment therein from unauthorized physical access, tampering, | Functional Intersects With Physical Access Control PES03  fexciusing those areas i e fcityofiily Seslgnated 2 pubicly 5
jand laccessible).
[Mechanisms exist to faciitate the implementation of identification and access.
Access control and  [Implement procedures to control and validate a person's access to dentity & Access Management Imanagement controls. P
310(a)(2) i validation procedures  [facilties based on their role or function, including visitor control, unctional ubset x
§164.310(a)(2) i) lidati d Ifacilities based on th le or functi luding visitg trol, Functional Subset Of Y GiaM) 9 IAC-01 10
ressable) land control of access to software programs for testing and revision.
(Addressable) d control of to soft for testing and
- [Physical access control mechanisms exist to maintain a current It of personnel
Access control and  [Implement procedures to control and validate a person's access to Iwith authorized access to organizational faciities (except for those areas within the
5 164.310(a)(2) i) validation procedures [facilties based on their role or function, including visitor control, Functional Intersects With Physical Access Authorizations PES-02 [tacilty officially designated ae publicly accessible). 5
(Addressable) [and control of access to software programs for testing and revision.
- [Physical access control mechanisms exist to enforce physical access authorizations
Access control and  Implement procedures to control and validate a person's access to for all physical access points (including designated entry/exit points) to facilities
5164.310(a)(2)(ii) validation procedures [facilties based on their role or function, including visitor control, Functional Intersects With Physical Access Control PES-03 |(excluding those areas within the facility officially designated as publicly 5
(Addressable)  [and control of access to software programs for testing and revision laccessible).
- [Physical access control mechanisms exist to identity, authorize and montor visitors
Access control and_ [Implement procedures to control and validate a person's access to lbefore allowing access o the facilty (other than areas designated as publicly
@) validation procedures [facilties based on their role or function, including visitor control, unctional ntersects Wi isitor Control - b
§164.310(@)(2) i) lidation proced facilities based on their role or funct luding visitor control A ] Ints With Visitor Control PES-06 |accessible) 5
(Addressable)  [and control of access to software programs for testing and revision.
A e N " [Mechanisms exist to establish, maintain and disseminate policies, standards and
mplement policies and procedures to document repairs an lprocedures necessary for secure, compliant and resilient capabilities
§164.310(a)(2) Maintenance records b e o e Functional Subset Of Publishing Security, Compliance & | oy 02 0
einted to ety or mesmpro. Tardware, walle. dote and ks Resilience Documentation
[Mechanisms exist to conduct controlled maintenance activities throughout the
Maintenance records | MPlement policies and procedures to document repairs and lifecycle of the Technology Asset, Application andor Service (TAAS).
§164.310(2)(2)(1v) Thcronce tecords Imodifications to the physical components of a faciity which are Functional Intersects With Controlled Maintenance MNT-02 8
related to security (for example, hardware, walls, doors, and locks).
echartsms exitto develop isseminate eview & update procedures to failiate
Maintenance recorgs | mplement policies and procedures to document repairs and lthe implementation of maintenance controls across the enterpris
5164.310(a)(2) o the physical 2 facility which are Functional Subset Of Maintenance Operations MNT-01 10
related to security (for example, hardware, walls, doors, and locks).
A e N ] [Mechanisms exist to faciitate the operation of physical and environmental
: mplement policies and procedures to document repairs an . [protection controls.
5164.310(a)(2)1v) e once es" % |modifications to the physical components of a acility which are Functional Subset Of Physical & Environmentzl PES-01 10
related to security (for example, hardware, walls, doors, and locks).
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and
implement policies and procedures that specify the proper functions lprocedures necessary for secure, compliant and resilient capabilities
lto be performed, the manner in which those functions are to b
5164.310(b) IStandard: Workstation use|performed, and the physical attributes of the surroundings of a Functional Subset Of Publishing Security, compliance & | Gov-02 10
specific workstation or class of workstation that can access
hocironic protected health iformation-
[Mechanisms exist to faciitate the of Endpoint Device
implement policies and procedures that specify the proper functions |€DM) controls.
0 be performed, the manner in which those functions are to be
andard: Workstation use|performed, and the physical attributes of the surroundings of a Functional SubsetOf  [Endpoint Device Management (EDM)|  END-01 10
specific workstation or class of workstation that can access
electronic protected health information.
[Mechanisms exist to require all employees and contractors to apply Cybersecurity
Implement policies and procedures that specty the proper functions land data protection principles in their daily work to enable secure, compliant and
o be p , nner in which those functions are resilient capabilities.
5§164.310(b) Standard: Workstatio uselperfotmed. and fhe phyéical aFbutes of the surroundings of Functional Intersects With Terms of Employment HRS-05 5
specific workstation or class of workstation that can access
electronic protected health information.
[Mechanisms exist to define acceptable and unacceptable rules of behavior for the
Implement polces and procedures that specty the proper functions uding for behavior
to
5§164.310(b) Standard: Workstation use| Functional Intersects With Rules of Behavior HRS-05.1 3
spe
electronic protected health information.
[Mechanisms exist to establish usage restrictions and implementation guIGance for
implement policies and procedures that specify the proper functions lorganizational technologies based on the potential to cause damage to Technology
0 be performed, the manner in which those functions are to be lassets, Applications and/or Services (TAAS), if used maliciously.
5§164.310(b) Standard: Workstation uselperformed, and the physical attributes of the surroundings of a Functional Intersects With Technology Use Restrictions HRS-05.3 3
specific workstation or class of workstation that can access
electronic protected health information.
[Mechanisms exist to 1dentify and document Standardized Operating Procedures
Implement polces an procedures tht specty the proper functions |(S0P), or similar documentation, to enable the proper execution of day-to-day /
o be pertormed, the mamer in which those unctions are to be lassigned tasks
§164.310(b Standard: Workstation uselperformed. and fhe physicl aftributes of the surroundings Functional Intersects Witn | Standardized Operating Procedures | - gp5.07 1 5
p o ol (s0P)
specific workstation or class of workstation that can access
electronic protected health information.
[Mechanisms exist to define supporting business processes and implement
implement policies and procedures that specify the proper functions lappropriate governance and service management to ensure appropriate planning,
lto be performed, the manner in which those functions are to be service Deliven ldelivery and support of the organization's technology capabilities supporting
§164.310(b) Standard: Workstation uselperformed, and the physical attributes of the surroundings of a Functional Intersects With (Businers e e o) 0PS-03  fousiness functions, workforce, andor customers based on industry-recognized 3
specific workstation or class of workstation that can access lstandards to achieve the specific goals of the process area.
electronic protected health information.
[Physical access control mechanisms exst to enforce physical access to critical
implement policies and procedures that specify the proper functions lsystems or sensitive/regulated data, in addition to the physical access controls for
0 be performed, the manner in which those functions are to be fthe facility.
§164.310(b) Standard: Workstation uselperformed, and the physical attributes of the surroundings of a Functional Intersects With Access To Critical Systems PES-03.4 3
specific workstation or class of workstation that can access
electronic protected health information.
[Mechanisms exist to 1dentify systems, equipment and respective operating
[mplement polcies and procedures that speciy the proper funcions lenvironments that require limited physical access so that appropriate physical
0 be performed, the manner in which those functions are to b laccess controls are designed and implemented for offices, rooms and facilites.
§164.310(b) Standard: Workstation uselperfotmed, and fht pryeical ibutes of the surroundings of Functional Intersects it | Pysical security of Offices, Rooms | peg 4 3
specific workstation or class of workstation that can access
hectronic protected health information.
Standard: Workstation |MPlement physical safeguards for all workstations that access [Mechanisms exist to protect the confidentiality, integrity, availability and safety of
§164.310(0) Ty electronic protected health information, to restrict access to Functional Subset Of Endpoint Protection Measures END-02  [endpoint devices. 10
lauthorized users
[Physical access control mechanisms exst to enforce physical access authorizations
Standard: Workstation | mPlement physical safeguards for all workstations that access for all physical access points (including designated entry/exit points) to facilities
§164.310(0) Ay electronic protected health information, to restrict access to Functional Intersects With Physical Access Control PES-03 |(excluding those areas within the facility officially designated as publicly 5
authorized users laccessible).
Standard: Workstation |MPlement physical safeguards for all workstations that access [Physical access control mechanisms exist to enforce physical access to critical
§164.310(c) lelectronic protected health information, to restrict access to Functional Intersects With Access To Critical Systems PES-03.4  [systems or sensitive/regulated data, in addition to the physical access controls for 5
security lauthorized users [the facility.
oot oyeiea! soteauards for o worketatons that [Mechanisms exist to 1dentify systems, equipment and respective operating
mplement physical safeguards for all workstations that access hat require limited physical access so that appropriate physical
§164.310(0) S e tation lectronic protected health nformation o restict access o Functional Intersects witn | Phsical Securlty of Offices, Rooms | peg gq ot i rals are designed and implemented for offices, rooms and facities 5
lauthorized users
Stondard: Worketation | TPIEENt physical safeguards for all workstations that access Prysical securty mecharisms existto allow oty authorized persannel access to
§164.310() T electronic protected health information, to restrict access to Functional Intersects With Working in Secure Areas PES-04.1 [secure area: 5
authorized users
: INo applicable SCF control
§164.310(0) standard: Device and i content] Functional No Relationship N/A NA DT EEDEF T 0
implement policies and procedures that govern the receipt and Hechartsms exit to establsh, mantain and disserminate policis,standards and
i rocedures necessary for secure, compliant and resilient capabilites.
5 164.310(0)1) VA removal of hardware and electronic meda that contain electronic Functional Subset Of Publishing Security, Compliance & | o 0o P Y o 2 o
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ptional)

luse electronic protected health information.

5§164.310(0)(1) NA g e e et s p ool a2t Functional Subset Of Asset Governance AsT-01 10
Imovement of these items within the facility.
implement policies and procedures that govern the receipt and [Hechanisms exist to autharze,control and track technology assets entering and
removal of hardware and electronic media that contain electronic fexiting organizational facilties.
5164.310(0)(1) NA e e e o1 o e eleehe Functional Intersects With Removal of Assets AST-11 5
Imovement of these items within the facility
implement policies and procedures that govern the receipt and [Mechanisms exist to faciitate the implementation of data protection Contros.
removal of hardware and electronic media that contain electronic
5§164.310(0)(1) NA e ey et i A ol o e o e Functional Subset Of Data Protection DCH-01 10
Imovement of these items within the facility.
implement policies and procedures that govern the receipt and [echirtms exit To Controland st sccess o el and ro GgTal media o
removal of hardware and electronic media that contain electronic jauthorized individuals.
5§164.310(0)(1) WA e A e e ok Functional Intersects With Media Access DCH-03 5
Imovement of these items within the facility
implement policies and procedures that govern the receipt and Hechartms exit o protectand control digital and o digial media during
removal of hardware and electronic meda that contain electronic ransport outside of controlled areas using appropriate security measures.
§164.310(a)(1) NA e e e s o oot of o i e Functional Intersects With Media Transportation DCH-07 5
Imovement of these items within the facility
\mplement policies and procedures that govern the receipt and [echirims exist o denty custodtans throughout the ransport of igial o -
removal of hardware and electroric media that contain electronic igital media.
5§164.310()(1) NA g e e e T ol ol Functional Intersects With Custodians DCH-07.1 5
Imovement of these items within the facility.
implement policies and procedures that govern the receipt and echanisms exfstto restict or prombi he use of potable torage devices by users
removal of hardware and electronic media that contain electronic fon external systems.
§164.310(a)(1) NA e e e et ot o e eleche Functional Intersects With Portable Storage Devices DCH32 5
Imovement of these items within the facility
implement policies and procedures that govern the receipt and [echartsms exitto develop, dsseminate review & updste procedures o facliate
Iremoval of hardware and electronic media that contain electronic e implementation of maintenance controls across the enterprise.
5§164.310(0)(1) NA I A A A bk Functional Subset Of Maintenance Operations MNT-01 10
Imovement of these items within the facility.
implement policies and procedures that govern the receipt and echanisms exstto pevent o Cortolthe removal of equpment undergoina
Imaintenance that contains organizational information.
s 16431000100 wa removal of hrdiare and electronic mecia hat contin eCrONc | [uncuonal | inersects With | prevent Unauthoized Removal | MNT:04.3 o s
Imovement of these items within the facility
§164.310(0)(2) mpiements no content] Functional No Relationship A na (Vo applicable SCF control o
orement oor @ rocedures to address the fmat dispont [Mechanisms exist to establish, maintain and disseminate policies, standards and
mplement policies and procedures to address the final disposition Jprocedures necessary for secure, compliant and resilient capabiltes.
§164.310@)2)0) Disposal (Required)  [of electronic protected health information, and/or the hardware or | Functional Subset Of Publishing Security, Compliance & | Gov.02 10
electronic media on which it is stored. Resilience Documentation
[Mechanisms exist to faciitate an IT Asset Management (ITAM) program to
implement policies and procedures to address the final disposition implement and manage asset management conrols.
§164.310(@)(2)(0) Disposal (Required) [of electronic protected health information, and/or the hardware or | Functional Subset Of Asset Governance AST-01 10
electronic media on which it is stored
[Mechanisms exist to securely dispose of, destroy or repurpose system components
implement policies and procedures to address the final disposition Secure Disposal, Destruction or Re- lusing organization-defined techniques and methods to prevent information being
§164.310@)2)(0) Disposal (Required) |ofcectronic protecied health informtion, andor the hardnare or | Functional Intersects With e e AST-09  facovered from these components 5
mplement procedures for removal of electronic protected health Secure Dsposal, Destraction or e [Mechanisms exist to securely dispose of, destroy of repurpose system components
§164.310(d)(2)(ii Media re-use (Required) |information from electronic media before the media are made Functional Intersects With i AST-09  |using organization-defined techniques and methods to prevent information being 5
d Use of E
rvaiiable for romuse. quipment Irecovered from these components.
mplement procedures for removal of electronic protected healtn exist o sanitize system media Wt the strength and Intearty
§164.310(d)(2)i) Media re-use (Required) [information from electronic media before the media are made Functional Intersects With System Media Sanitization DCH-00 sensitivity of the information prior to 5
[avallable for re.use. (iepotal reieace ot of argaietional contrl o rlesse for ek
[Mechanisms exist to perform inventories of Technology Assets, AppIications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in use;
[(2)Identifies authorized software products, including business justification detals:
(3 Is at the level of granularity deemed necessary for tracking and reporting(4)
lincludes organization-defined information deemed necessary to achieve effective
Accountabili IMaintain a record of the movements of hardware and electronic [property accountability; and(S) s available for review and audit by designated
§164.310()(2)(i) e e o e thoraiara: Functional Intersects With Asset Inventories AST02 organizational personnel. 3
Accountabilty _ [Maintain a record of the movements of hardware and electronic Updates During Installations / [Fecharms X1t 1o update sssetivertories o bt of comporient nsalatrs,
§ 164.310(d)(2)(ii) (Addressable) __|media and any person responsible therefore. Functional Intersects With Removals AST021  fremovals and asset upgra ?
y D
PR— it ot th e of v oot Comfaoration N eghanfims ex'et t implement 37 mamage & Confguration Wanagerart
i ccountability lintain a record of the movements of hardware and electronic i i onfiguration Managemen g [Database (CMDB), or similar technology, to monitor and govern technology asset-
§ 164.300(d)2) 1) (Addressable) Imedia and any person responsible therefore. Functional Intersects With Database (CMDB) AST029 e iformation 9 9 ¥ s
[Mechanisms exist to ensure asset ownersip responsibilities are assigned, tracked
Accountability  |Maintain a record of the movements of hardware and electronic Jand managed at a team, individual, or responsible organization level to establish a
§164.310(d)(2)(iii) (Addressable) Imedia and any person responsible therefore. Functional Intersects With Asset Ownership Assignment AST-03 lcommon understanding of requirements for asset protection. 5
PR -~ B T . [Mechanisms exist to include capturing the name, position and/or role of Indviduals
i \ccountability laintain a record of the movements of hardware and electronic i i i i g Iresponsible/accountable for administering assets as part of the technology asset
§164.310(a)(2)(i) R e ran rospaabie thoratora: Functional Intersects With Accountability Information ASTO3  fesponsibelaccou g P ay 5
[Mechanisms exist to create recurring backups of data, software and/or system
Data backup and storage [Create a retrievable, exact copy of electronic protected health mages, as well as verify the integrity of these backups, to ensure the availability of
§164.310)2)(v) (Addressable) information, when needed, before movement of equipment Functional Intersects With Data Backups BCD-11 ine data to stisy Recovery Time Objectives (RT0s) and Recovery Point Objectives 3
s)
[No applicable SCF control
Gamnem Technical safeguards _[PLCOVEred entity or business associate must, in accordance Wit § | g oo DR m m 5 applicable SCF control o
164.306:
§164.312(a) Standard: Access control [[no content] Functional No Relationship NA na (Vo applicable SCF control o
\mplement technical policies and procedures for electronic [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
inforemation systems that maintain clecirone potecied health sishing s Comptance & lprocedures necessary for secure, compliant and resilient capabilities
§164.312(a)(1 WA information to allow access only to those persons or software Functional Subset Of Publishing Security, Compliance Gov-02 10
y P Resilience Documentation
lprograms that have been granted access rights as specified in §
164.308(2)(4)
\mplement technical policies and procedures for electronic [Mechanisms exist to manage personnel secur a risk designation
Inforenation Systema ik maintaln elocuronic protecied haalth to all positions and establishing screening criteria for individuals filling those
tions.
§164.312(a)(1) WA information to allow access only to those persons or software Functional Intersects With Position Categorization HRs.02 s 5
lprograms that have been granted access rights as specified in §
164.308(a)(4)
implement technical policies and procedures for electronic [Mechanisms exist to define cybersecurity roles & responsibilities for all personnel
information systems that maintain electronic protected health
§164.312(a)(1) NA information to allow access only to those persons or software Functional Intersects With | Defined Roles & Responsibilities HRS-03 5
lprograms that have been granted access rights as specified in §
164.308(a)(4)
implement technical policies and procedures for electronic Piechorems it o oot e Fmermertaton of WerHcobon ond ccess
information s at maintain electronic protected health
§164.312(a)(1) NA information to allow access only to those persons or software Functional Subset Of Identity & Access Management 1AC-01 10
(1AM)
lprograms that have been granted access rights as specified in §
164.308(2)(4)
implement technical pol 4 procedures for elect [Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology
inforrmation systems that maintain clecironc otecied haalth lAssets, Applications, Services and/or Data (TAASD) to restrict access to individuals
§164.312(a)(1] N/A linformation to allow access only to those persons or software Functional Intersects With Role-Based Access Control (RBAC] I1AC-08 [pssigned specific roles with legitimate business needs. 5
y P
lprograms that have been granted access rights as specified in §
164.308(2)(4)
i mplement technical policies and procedures for electronic [Mechanisms exist to utilize the concept of least privilege, allowing only authorized
information systems that maintain electranic protected health laccess to processes necessary to accomplish assigned tasks in accordance with
§164.312(a)(1) N/A linformation to allow access only to those persons or software Functional Intersects With Least Privilege I1AC-21 [organizational business functions. 5
lprograms that have been granted access rights as specified in §
164.308(2)(4)
INo applicable SCF control
§164.312(2)(2) Implementation in content Functional No Relationship N/A VA DI BHE I o
[Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and
Unique user identification [Assign a unique name and/or number for identifying and tracking dentication & Authenticaton or IAuait (AAA) organizational sers and processes acting on behalf of organisational
§164.312)(2)(0) (heniired) e ientity Functional Subset Of Pl ity 1AC-02 (AA) org P 9 g 10
[Mechanisms exist to govern naming standards for usermames and Technology
Unique user ideniication|Assign a unque name andor number for dentiying and tracking . Identifier Management (User et At o o Saes trads]
§164.312()(2)(0) e e e Functional Equal Names) 1AC-09 . Appl 2 (TAAS). 10
aoncy access [FStablsh (and implement as needed) procedures for obtaining [Mechanisms exist to proactively govern account management of Individual, group,
§164.312(a)(2)(i) pm‘ed‘are (};eqwem Inecessary electronic protected health information during an Functional Subset Of Account Management IAC-15 lsystem, service, application, guest and temporary accounts. 10
lemergency.
[Establish (and implement as needed) procedures for obtaining [Automated mechanlsms exIst to disable or remove temporary and emergency
§164.312(2)(2)i1) Emergency access  Inecessary electronic protected health information during an Functional Intersects With | Remeval of Temporary /Emergency | zc.155  faccounts after an organization-defined time period for each type of account. 3
procedure (Required) [1¢C%52rY ¢
mergency accass [EStablsh (and mplement a5 necded) procedures for obtaining [Mechanisms exist to establish and Control "emergency access only” accounts
164.312(a)(2)ii gency Inecessary electronic protected health information during an Functional Equal Emergency Accounts 1AC15.9 10
procedure (Required) th P o a gency
lemergenc
[Mechanisms exist to develop, document and maintain secure baseline
Automatic logoff Implement electronic procedures that terminate an electronic for Technology Assets, Applications and/or Services (TAAS) that are
§ 164.312(a)(2)(iii) ereian after o fime of inactivity Functional Intersects With Secure Baseline Configurations CFG-02 |consistent with industry-accepted system hardening standards. 5
ot gt Irrement arect Sores ot termimate am atech Rutomated mechanisms exist to log out users, both locally on the network and for
5 164.312(a)(2) (i) utomatic logof mplement electronic procedures that terminate an electronic Functional Intersects With Session Termination 1AC25  [remote sessions, at the end of the session o after an organization-defined period of 5
session after a time of inactivity [nacivity
encryption and decryptionmprement & mechaniom © encrypt and decrypt electront [Mechanisms exist to faciitate the implementation of Cryptographic protections
§164.312(2)(2)(v) sty e s et /Pt and decrypt electronic Functional Subset Of Use of Cryptographic Controls CRY-01 fcontrols using known public standards and trusted cryptographic technologies. 10
[Mechanisms exist to faciitate the implementaion of enterprise-wide monitoring
implement hardware, software, and/or procedural mechanisms that lcontrals.
§164.312(b) Standard: Audit controls |record and examine activity in information systems that contain or |  Functional Subset Of Continuous Monitoring MON-01 10
luse electronic protected health information
[Mechanisms exist to generate, monitor, correlate and respond to alerts from
mplement hardware, software, andor procedural mechanisms that [physical, cybersecurity, data protection and supply chain activities to achieve
§164.312(b) Standard: Audit controls [ecord and xomine actwiy I nformabon sySteme hat contar ar | Functional Intersects With System Generated Alerts MON-0L4  [tearated situational awareness. 5
luse electronic protected health information
[Mechanisms exist to review event logs on an ongaing basis and escalate incidents
implement hardware, software, and/or procedural mechanisms that in accordance with established timelines and procedures.
§164.312(b) Standard: Audit controls [record and examine activity in information systems that contain or | Functional Intersects With Security Event Monitoring MON-01.8 5
luse electronic protected health information
[Mechanisms exist to assess the organization's needs for monitoring and prioriize
mplement hardware, software, andor procedural mechanisms that Analyze and Prioritize Monitoring lthe monitoring of Technology Assets, Applications and/or Services (TAAS), based on
§164.312(b) tandard: Audit conros ecord and examine actviy i nformaton systems that conainor | Functional Intersects With ot MON-0L16  (TAAS criticality and the senativity of the data it stores, transmits and processes. 5
luse electronic protected health information.
[Mechanisms exist to configure Technology Assets, Applications and/or Services
|(TAAS) to produce event logs that contain sufficient information to, at  minimun;
(1) Establish what type of event occurred;(2) When (date and time) the event
Joccurred:(3) Where the event occurred:(4) The source of the event;(5) The outcome
Implement hardware, software, and/or procedural mechanisms that [(success or failure) of the event; and(6) The identity of any user/subject associated
§164.312(b) Standard: Audit controls [record and examine activity in information systems that contain or | Functional Intersects With Content of Event Logs MON-03  |ith the event. 5
luse electronic protected health information
[Mechanisms exist to Ik system access to INdividual Users or Service accounts
mplement hardware, software, andjor procedural mechanisms that
5§164.312(b) Standard: Audit controls [ecord and exomine actwiy I nformabon systeme hat contar or | Functional Intersects With Audit Trails MON-03.2 5
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Implement hardware, software, andjor procedural mechanisms that

[Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or User
|Activity Monitoring (UAM) solutions to detect and respond to anomalous behavior

lbecomes aware.

greements

[Services (TAAS) that the organization utilizes.

5164.312(b) Standard: Audit controls [record and examine activity in information systems that contain or | Functional Intersects With Anomalous Behavior MON-16  |that could indicate account compromise or other malicious activities 5
luse electronic protected health information.
§164312(0 Standard: Integrity _[ino content] Functional No WA A [No appiicable SCF control [
Implement policies and procedures to protect electronic protected Publishing Security, Compliance & O e e o o £ xondards and
i . i X rocedures necessary for secure, compliant and resilient capabilties,
§164.312(c)1) VA Ihealth information from improper alteration or destruction Functional Subset Of Resilience Documentation cov-0z P i - comp! P 10
| motement oot  orocedures o protect elect — [Mechanisms exist to faciitate the Implementation of data protection contros.
implement policies and procedures to protect electronic protecte . . »
§164.312(0(1) N/A s o e o e featraction Functional Subset Of Data Protection DCH-01 10
Implement policies and procedures to protect electronic protected Sensitive / Regulated Data 5t to protect data wherever it is processed
ici u i itive u ¥ landjor stored.
§164.312(c)(1) VA Ihealth information from improper alteration or destruction Functional Intersects With Protection DCH-012 3 5
[Mechanisms exist to configure Technology Assets, Applications and/or Services
\mplementation |(TAAS) to restrict access to sensitive/regulated data
specification: Mechanism [Implement electronic mechanisms to corroborate that electronic
§164.312(0(2) to authenticate electronic [protected health information has not been altered or destroyed in Functional Intersects witn | Sensitive/ Regulated Data Access | crg.0g 5
otected heal n unauthorized manner.
[Automated mechanisms exist to generate event 10gs whenever sensitive/regulated
\mplementation [data is collected, created, updated, deleted andjor archived
specification: Mechanism [Implement electronic mechanisms to corroborate that electronic
§164.312(0(2) to authenticate electronic [protected health information has not been altered or destroyed in Functional Intersects With | Sensitive / Regulated Data Actions |  CFG-08.1 5
otected heal n unauthorized manner.
[Mechanisms exist to utilize a File Integrity Monitor (FIM), or similar change-detection
\mplementation ltechnology, on critical Technology Assets, Applications and/or Services (TAAS) to
specification: Mechanism [Implement electronic mechanisms to corroborate that electronic [penerate alerts for unauthorized medifications.
§164.312(0(2) to authenticate electronic [protected health information has not been altered or destroyed in Functional Intersects With File Integrity Monitoring (FIM) MON-01.7 5
otected heal n unauthorized manner.
[Mechanisms exist to Implement enhanced activity monitoring for privileged users.
Implementation
specification: Mechanism [Implement electronic mechanisms to corroborate that electronic
§164.312(0(2) to authenticate electronic [protected health information has not been altered or destroyed in Functional Intersects With Privileged User Oversight MON-01.15 5
otected heal n unauthorized manner.
[Mechanisms exist to utlize User & Entity Behavior Analytics (UEBA) and/or User
\mplementation |Activity Monitoring (UAM) solutions to detect and respond to anomalous behavior
specification: Mechanism Implement electronic mechanisms to corroborate that electronic [fnat could indicate account compromise or other malicious activities.
§164.312(0(2) to authenticate electronic [protected health information has not been altered or destroyed in Functional Intersects With Anomalous Behavior MON-16 5
protected health [an unauthorized manner.
implement procedures to verify that a person or entity seeking [Mechanisms exist to faciitate the Implementation of personnel security Controls
5164.312(d) Standard: Person or entityu cecs to electronic protected health information is the one Functional Subset Of Human Resources securty HRS-01 10
authentication | 2oees ! anagement
tandard: P ity mplement pracedures to verity that a person or entity seeking [Mechanisms exist to manage personnel security sk by screening individuals prior
§164.312(d) N entoeation"!"Y[access to electronic protected health information is the one Functional Intersects With Personnel Screening HRS-04 [to authorizing access. 5
claimed
implement procedures to verify that a person or entity seeking [Mechanisms exist to verify the identity of a user before Issuing authenticators or
§164.312(d) Standard: Person or entityaccess to electronic protected health information is the one Functional Intersects With Identity Proofing (Identity IAC28  [modifying access permissions. 5
authentication [ ooeos ! Verification)
tandard: P ity MPIeMent procedures to verify that a person or entity seeking [Mechanisms exist to require evidence of Individual identification to be presented to
5§164.312(d) A octieation "™ [access to electronic protected health information is the one Functional Intersects With Identity Evidence IAC-282  [the registration authority. 5
claimed
implement procedures to verify that a person or entity seeking [Mechanisms exist to require that the presented identity evidence be vaidated and
§164.312(d) Standard: Person or entity |, cess to electronic protected health information is the one. Functional Intersects With Identity Evidence Validation & IAC-28.3  |verified through organizational-defined methods of validation and verification. 5
authentication | oacas Verification
tandard: P ity|MPlement procedures to verify that a person or entity seeking [Mechanisms exist to faciitate the implementation of third-party management
s 160.312) andard: Person or entity|JCCecs to lectronic protected heath information s the ane Functional Subset of Third-party Management Teuo1  fcontrols 10
reatt claimed
5164.312(e) Standargs TIammssion lino content) Functional No Relationship N/A na (Vo applicable SCF control 0
[Mechanisms exist to develop, document and maintain secure baseline
Implement technical security measures to guard against r Technology Assets, Applications and/or Services (TAAS) that are
§164.312(e)(1) NA access to electronic protected health information that | Functional Intersects With Secure Baseline Configurations CFG-02  |consistent with industry-accepted system hardening standards. 5
s being transmitted over an electronic communications network.
[Cyptographic mechanisms exis to protect the confidertalty o data being
Implement technical security measures to guard against lransmitte
§164.312(e)(1) NA lunauthorized access to electronic protected health information that | Functional Intersects With Transmission Confidentiality CRY-03 5
s being transmitted over an electronic communications network.
[Mechanisms exist to develop, govern & update procedures to facilitate the
Implement technical security measures to guard against fimplementation of Network Security Controls (NSC).
§164.312(e)(1) NA lunauthorized access to electronic protected health information that | Functional Subset Of Network Security Controls (NSC) NET-01 10
s being transmitted over an electronic communications network.
Implementation . : [No appiicable SCF control
§164.312(e)(2) e ltno content] Functional No Relationship N/A N/A o
[Mechanisms exist to develop, document and maintain secure baseline
Integrity controls [ ImPlement security measures to ensure that electronically ‘echnology Assets, Applications and/or Services (TAAS) that are
§164.312()(2)i) araeaabic) [transmitted electronic protected health information is not Functional Intersects With Secure Baseline Configurations CFG-02  |consistent with industry-accepted system hardening standards. 5
improperly modified without detection until disposed of.
Intearity controls | mplement security measures to ensure that electronically [Cryptographic mechanisms exist to protect the integrity of data being transmitted.
§164.312(e)(2)(i) (Addraseable) . [iransmitted electroni protected health information is not Functional Intersects With Transmission Integrity CRY-04 5
improperly modified without detection until disposed of.
I tearty contrors | mpIement security measures to ensure that electronically [Mechanisms exist to develop, govern & update procedures to facilitate the
§164.312(e)(2)(i) "ﬁgr@{s{si:\g 'S |transmitted electronic protected health information is not Functional Subset Of Network Security Controls (NSC) NET-01 limplementation of Network Security Controls (NS 10
improperly modified without detection until disposed of.
[Mechantsms exstto develop, document and maintain secare baseline
implement hanism t telect tected health nology Assets, Applications andjor Services (TAAS) that are
5164.312(e)(2)(ii) Encryption (Addressable) b (e 08 e e sppropriate, T e e Functional Intersects With Secure Baseline Configurations CFG02 bt ot ety e e o Smdange, 5
[ motement P et rected neatth [Mechanisms exist to faciitate the implementation of cryptographic protections
i mplement a mechanism to encrypt electronic protected heal i i - lcontrols using known public standards and trusted cryptographic technologies.
§164.312(e)(2)(ii) Encryption (Addressable) b (e 0 S hece e e sppropriate. Functional Subset Of Use of Cryptographic Controls CRY-01 ] P yptograp! g 10
[Mechanisms exist to define sUpporting business processes and implement
lappropriate governance and service management to ensure appropriate planning,
ldelivery and support of the organization’s technology capabilities supporting
implement hanism t t electronic protected health st Del
§ 164.312(e)(2)(ii) Encryption (Addressable) 0t ceemed sppropriate. e Functional Intersects With (Business Frocess Support) OPS-03  |pusiness functions, workforce, and/or customers based on industry-recognized 5
lstandards to achieve the specific goals of the process area.
5164.314 Organizational ino content] Functional No Relationship. N/A NA [No applicable SCF control o
§164.314() NA [fno content] Functional No WA A [No appiicable SCF control [
Standard: Business _[The contract or other arrangement required by § 164.308(b)(3) [Mechanisms exist to facilltate the identification and Implementation of relevant
5§164.314(a)(1) associate contracts or |must meet the requirements of paragraph (a)(2)(i), (a)(2)(ii), or (a) Functional Subset Of Statutory, "Eﬂu‘;“a‘l‘“a’z(i Contractual CPLO1  [statutory, regulatory and contractual controls. 10
other [(2)(iii) of this section, as applicable. Pl
P—— [No appiicable SCF control
mplementation
§164.314(2)(2) specifitations (Required) [0 content] Functional No Relationship. NA NA o
N N " icabl T
§164.314(a)(2)(1) Business associate e contract must provide that the business associate will— Functional No Relationship NA NA JhclzeelicablelsCRconte 0
§164.314@)IA /A [Comply with the appiicable OF this subpart; Functional No A WA [No appiicable SCF control [
in accordance with § 164.308(b)(2), ensure that any subcontractors [Mechanisms exist to ensure applicable security, compliance and resilience
e o oy prieticd Irequirements are included in contracts that flow-down to applicable sub-contractors
a q : d suppliers.
Ihealth information on behalf of the business associate [pnd supp
§164.314(a)(2)()(B) NA bl Wit ihe apolicale fomuremente of this suopart by encering | Functional Equal Contract Flow-Down Requirements | TPM-05.2 10
into a contract or other arrangement that complies with this section;
d
[Mechanisms exist to compel External Service Providers (ESPs) o provide
. IReport to the covered entity any security incident of which it Security Compromise Notification Inotification of actual or potential compromises in the supply chain that can
§164.314(2)(2)()(C) NA mes aware, including breaches of unsecured protected health | Functional Equal Arecmens TPM0S.1  [ootentially affect or have adversely affected Technology Assets, Applications andjor 10
information as required by § 164.410. [Services (TAAS) that the organization utilizes.
[The covered entity is in compliance with paragraph (a)(1) of this [Mechanisms exist to facilltate the identification and implementation of relevant
5164.314(2) )i Other arrangements  [section if it has another arrangement in place that meets the Functional Subset Of Statutory. Regulafory & Contractual| - cpi.o1 ptatutory, regulatory and contractual controls 10
requirements of § 164.504(e)(3)
[Mechanisms exist to require contractual requirements for applicable Security,
[The requirements of paragraphs (a)(2)(i) and (a)(2)(ii of this section lcompliance and resilience requirements with third-parties, reflecting the
Business associate  [apply to the contract or other arrangement between a business lorganization's needs to protect its Technology Assets, Applications, Services and/or
§ 164.314(2)(2)(ii) contracts with lassociate and a subcontractor required by § 164.308(b)(4) in the Functional Intersects With | Third-Party Contract Requirements | TPM-05  [Data (TAASD). 5
subcontractors  [same manner as such requirements apply to contracts or other
larrangements between a covered entity and business associate.
[Mechanisms exist to ensure applicable security, compliance and resiience
[The requirements of paragraphs (a)(2)(i) and (a)(2)(ii of this section Irequirements are included in contracts that flow-down to applicable sub-contractors
Business associate  [apply to the contract or other arrangement between a business land suppliers.
§164.314(2)(2)(ii) contracts with lassociate and a subcontractor required by § 164.308(b)(4) in the Functional Intersects With | Contract Flow-Down Requirements | TPM-05.2 5
subcontractors  [same manner as such requirements apply to contracts or other
larrangements between a covered entity and business associate.
§164.314(0) VA [[no content] Functional No WA WA [No appliicable SCF control [
Mechanisms existto require contractual requirements for appicabl securty,
[Except when the only electronic protected health information lcompliance and resilience requirements with third-parties, reflecting
disclosed to a plan sponsor is disclosed pursuant to § 164.504(1)(1) Crganizations naeds to protewt 1e Technology Aseere, Applcations, Services andor
Standard: Requirements |(i Or (i) or as authorized under § 164.508, a group health plan [Data (TAASD)
§164.314(b)(1) o et ments |must ensure that its plan documents provide that the plan sponsor | Functional Equal Third-Party Contract Requirements | TPM-05 10
group s will reasonably and appropriately safeguard electronic protected
Ihealth information created, received, maintained, or transmitted to
lor by the plan sponsor on behalf of the group health plan.
N [No appiicable SCF control
mplementation _ (The plan documents of the group health plan must be amended to
BHUIERNIED specifications (Required) [incorporate provisions to require the plan sponsor to— GEE] (AU A oz U
|mplement administrative, physical, and technical safeguards that [Mechanisms exstto requie contractual requirements for applcable securty.
retsonably and appropriately protect the confidentiality. mtearity, lcompliance and resilience requirements with third-parties, reflecting
§164.314()(2)() NA land availability of the electronic protected health information that it | Functional Equal Third-Party Contract Requirements | TPH-05  [0rdanization's needs to protect its Technology Assets, Applications, Senvicesandior 10
creates, receives, maintains, or transmits on behalf of the group ata (TAASD).
Ihealth plan:
[Mechanisms exist to require contractual requirements for appiicable security,
lEnsure that the adequate separation required by § 164.504(f)(2)(ii) lcompliance and resilience requirements with third-parties, reflecting t
§164.314(b)(2)(ii) N/A = supporced by vl awmp:}m 5e(xr\[y parvaire Functional Equal Third-Party Contract Requirements TPM-05 organization's needs to protect its Technology Assets, Applications, Services and/or 10
[Data (TAASD).
[Mechanisms exist to require contractual requirements for applicable Securlty,
[Ensure that any agent to whom it provides this information agrees [compliance and resilience requirements with third-parties, reflecting the
5164.314(b)(2) i) NA o implement reasonable and appropriate security measures to Functional Equal Third-Party Contract Requirements | TPM-05  |organization's needs to protect its Technology ASsets, Applications, Services and/or 10
lprotect the information; and [Data (TAASD)
ata ( ).
[Mechanisms exist to compel External Service Providers (ESPs) o provide
IReport to the group health plan any security incident of which it Security Compromise Notification jnotification of actual or potential compromises in the supply chain that can
§164.314(0)(2)(1v) N/A group. plan any Y Functional Equal 4 TPM-05.1  Ipotentially affect or have adversely affected Technology Assets, Applications and/or 10
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Policies and procedures

INo applicable SCF control

(optio

lgeographic areas where the individuals affected by the breach likely|
reside; an:

5164.316 and documentation [, cOYered entity or business associate must, in accordance with S | - nctional No Relationship NiA /A o
requirements D
[Mechanisms exist to facilitate the implementation of security, compliance and
implement reasonable and appropriate policies and procedures to fesilience governance controls
omly with the tancarcs,Implementain specfcalon, o other
requirements of this king into account those factors
oo n s 164 308(bY31(), (1. i a6 (. This sancare s not
Standard: Policies and _to be construed to permit or excuse an action that violates any securty, Complance  Resience
5164.316(a) k Pl o construed Functional Subset Of o) Gov-o1 10
of this subpart. A covered entity or business associate may change
ts policies and procedures at any time, provided that the changes
are documented and are implemented in accordance with this
subpart.
[Wiechanisms exist to establish, maintain and disseminate policies, standards and
\mplement reasonable and appropriate policies and procedures to Jprocedures necessary for secure, compliant and resilient capabilftes.
lcomply with the standards, implementation specifications, or other
 this subpart, taking into account those factors
specified in § 164.306(b)(2)(1), (. (i), and (iv). This standard is not
Standard: Policies and  [to be construed to permit or excuse an action that violates any Publishing Security, Compliance & y
§164.316(a) ocedu other standard, Functional Subset Of Resilience Documentation Gov-0z ©
of this subpart. A covered entity or business associate may change
ts policies and procedures at any time, provided that the changes
are documented and are implemented in accordance with this
subpart.
5 o conten Unctional o [0 applicable SCF control
§164.316(6) WA i content] Functional W WA WA |No applicable SCF control [
164316011 A [ino content] Functional o WA WA [No applicable SCF control 0
aintainthe plicies and procedures imlemented to comply with Publishing Security, Compliance & e o et PO e srandards and
i i . 2 rocedures necessary for secure, compliant and resilient capabilties.
§164.316(0)1)0) Standard: Documentation i ¢ ibpart in written (which may be electronic) form; and Functional Subset OF Resilience Documentation cov-o2 P i P P 10
[Mechanisms exist to review the Securlty. Compliance & Resiience Program (SCRP).
If an action, activity or assessment is required by this subpart to be Periodic Review & Update of including policies, standards and procedures, at planned intervais of f Significant
§164.316(b)(1)(i) /A documented, maintain a written (which may be electronic) record of | Functional Intersects With | Security, Compliance & Resillence | GOV-03  |changes aceur to ensure their continuing suttabilty, adequacy and effectvencss. 3
fthe action, activity, or assessment Program
[Wiechanisms exist to reqularly review processes and documented procedures to
If an action, activity or assessment is required by this subpart to be Security, Compliance & Resilience lensure conformity with the organization's security, compliance and/or resilience
§164.316(0)(1)(i) /A documented, maintain a written (which may be electronic) record of | Functional Intersects With ompliance & CPLO3  |poicies, standards and other applicable requirements 3
the action, activity, or assessment.
5§164.316(b)(2) e emioner  [ino content] Functional No Relationship N/A na (Vo applicable SCF control 0
[Retain the documentation required by paragraph (b)(1) of this [Miechanisms exist to retain media and data in accordance with applicable statutory,
§164.316(b)(2)(i) Time limit (Required) [section for 6 years from the date of its creation or the date when it Functional Equal Media & Data Retention DCH-18 regulatory and contractual obligations. 10
last was in effect, whichever is later.
IMake documentation available to those persons responsible for Standardized Operating Procedures e o e e aor 2o T Procedures
y P), or similar documentation, to enable the proper execution of day-to-
§164.316(0)(2)(i) Availabily (Required) | oo By o e e e e o i, | Functional Intersects With para 0PS011 (S0P orsmiar documentatin,t cnabe the properexecuton of day ooy s
Sxist to define supporting business processes and Implement
lappropriate governance and service management to ensure appropriate planning,
ldelivery and support of the organization's technology capabilities supportin
IMake documentation available to those persons responsible for Service Deliven y
§164.316(0)(2)(1) Availabilty (Required) oK o o o e e Sorarveoatin comains, | | Functional Intersects With (Busines B e ort) PS03 fousiness functions, workforce, and/or customers based on industry-recognized 5
ltandards to achieve the specific goals of the process area
[Miechanisms exist to review the Securlty. Compliance & Resiience Program (SCRP),
Review documentation periodically, and update as needed, in Periodic Review & Update of including policies, standards and procedures, at planned intervals or if significant
5 164.316(b)(2) i) Updates (Required)  |response to environmental or operational changes affecting the Functional Intersects With | Security, Compliance & Resilience | GOV-03  [changes aceur to enaure their continuing suitabilty, adequacy and effectvencss. 5
security of the electronic protected health information rogram
- - e o e ™ [Mechanisms exist to provide a security, compliance and resiience controls
eview documentation periodically, and update as needed, in loversight function that reports to the organization’s executive leadershi
§164.316(0)(2)(ii) Updates (Required)  [response to environmental or operational changes affecting the Functional Intersects ith | Security, Compliance & Resilience | cpi.gp o i o > 5
security of the electronic protected health information 9
Compliance dates for the [P ELEC]
§164.318 initial implementation of [[no content] Functional No Relationship N/A /A o
the security standards
§164.316(a) WA lino content] Functional o WA WA [No applicable SCF control 0
INo applicable SCF control
|A health plan that is not a small health plan must comply with the . .
5 164.318(a)(1) Health plan o o et oS0, S5, | Functional No Relationship NA /A o
[A small health plan must comply with the applicable requirements [No applicable SCF control
5164.318(2)(2) /A D T P Functional No Relationship N/A N/A )
) - INo applicable SCF control
IA health care clearinghouse must comply with the applicable
§164.318(b) Health care clearinghouse [, neah CO1E Ciearinghouse must comply with the appie Functional No Relationship /A /A o
INo appiicable SCF control
1 covered halthcare provider must comply it he eppicabie .
§164.318(c) Health care provider S e e B 2o, 5o Functional No Relationship NA N/A )
[The requirements of this subpart shall apply with respect to [No applicable SCF control
§164.400 Applicability breaches of protected health information occurring on or after Functional No Relationship /A A o
September 23, 2009
§164.402 Definitions lsee focal document for details] Functional Subset Of Standardized Terminology A 021 | O e and Sopanmant, °"¥ Process terminology to reduce 10
5§164.404 Notification to individuals [no content] Functional No Relationship N/A na (Vo applicable SCF control 0
§164.404) Standard o content] Functional o WA WA |No applicable SCF control [
[Mechanisms exist to address data breaches, or other incidents involving th
IA covered entity shall, following the discovery of a breach of inauthorized disclosure of sensitive of regulated data, according to apicaple laws,
lunsecured protected health information, notify each individual Irequlations and contractual obligations.
§164.404(a)(1) General rule lwhose unsecured protected health information has been, or is Functional Subset Of Data Breach 1RO-04.1 10
reasonably believed by the covered entity to have been, accessed,
acquired, used, or disclosed as a result of such breach
[Mechanisms exist to address data breaches, or other incidents involving the
lunauthorized disclosure of sensitive or reguiated data, according to applicable laws,
For purposes of paragraph (al(1) of this section, § 164.406(a), and Iregulations and contractual obligations.
64.408(a), a breach shall be treate by a covere
entity as of the first day on which such breach is known to the
lcovered entity, or, by exercising reasonable diligence would have
Breaches treated as  [been known to the covered entity. A covered entity shall be deemed .
§164.404(a)2) discovered lto have knowledge of a breach f such breach is known, o b Functional Subset OF Data Breach IRO-04.1 10
lexercising reasonable diligence would have been known, to any
Iperson, other than the person committing the breach, who is a
workforce member or agent of the covered entity (determined in
accordance with the federal common law of agency)
\mplementation | EXCEPt as provided in § 164.412, 3 covered entity shall provide the [HecharTsms et Es Tmely eport hdents o applcablez ] Iermel iskeholders
Inotification required by paragraph (a) of this section without ected clients & third-parties; and(3) Regulatory authorities
§164.404(b) spelcaton: Timeliness 0 g cose oter tha 80 orenir s afer|  Fonctonal Subset Of Incident Stakeholder Reporting 1RO-10 10
discovery of a breac]
Implementation INo appiicable SCF control
§164.404(c) specifications: Content of [[no content] Functional No Relationship N/A A o
notification
[T nefcaton equted by paragraph (2 of i sectionshal [No applicable SCF control
§164.404(0)(1) Elements e e e e v Functional No Relationship N/A N/A )
I bret descrption of what happened, incloding the date of the [Mechanisms exist to address data breaches, or other incidents involving th
§164.408(0)(1)(A) A ) Functional Subset Of Data Breach R-041  inauthonized disclosure of sendiive o reguiated data, according to applcable aws 10
breach and the date of the discovery of the breach, if known: Iregulations and contractual obligations
[A description of the types of unsecured protected health information] [Mechanisms exist to address data breaches. or other Incidents involving the
AR ol A s Ay A lunauthorized disclosure of sensitive or reguiated data, according to applicable laws,
§164.404()(1)(B) NiA [security number, date of birth, home address, account number, Functional Subset Of Data Breach 1R0-04.1  [regulations and contractual obligations. 10
diagnosis, disabilty code, or other types of information were.
involved);
Loy steps maviduats shoutd ave to protect themselves fom [Mechanisms exist to address data breaches, or other Incidents Involving th
§164.404(0(1)(C) NA indivi Functional Subset Of Data Breach IRO-04.1  junauthorized disclosure of sensitive of regulated data, according to applicable laws, 10
lpotential harm resulting from the breach; regulations and contractual obligations.
[Miechanisms exist to address data breaches, or other Incidents involing the
[A brief description of what the covered entity involved is doing to [unauthorized disclosure of sensitive or regulated data, according to applicable laws,
§164.404(0)(1)(D) NA investigate the breach, to mitigate harm to individuals, and to Functional Subset Of Data Breach IRO-04.1  |regulations and contractual obligations 10
rotect against any further breaches; an
[Mechanisms exist to address data breaches, or other Incidents involving th
(Contact procedures for individuals to ask questions or learn linauthorized disclosure of sensitive of reguiated data, according to applicable laws,
§164.404(0)(1)(E) A additional information, which shall include a toll-free telephone Functional Subset OF Data Breach IRO-04.1  |ragulations and contractusl obligations 10
Inumber, an e-mail address, Web site, or postal address.
Plain language  [The notification required by paragraph (a)of this section shall be e e e T e oy
§164.404(0)(2) Functional Subset OF Data Breach R0-041  lunauthonized disclosure of senstive or reguiated data, according 5o applicable aws, 10
requirement lwritten in plain language: Fegulations and contractust obiigations.
Implementation INo appiicable SCF control
i .
§164.404(d) specifications: ethods of Drvon it foroatng farme0reP" () f this section shail be Functional No Relationship WA WA o
ual notification
§ 164,404 Written notice __[[no content] Functional o WA WA [No applicable SCF control [
[Mechanisms exist to address data breaches, or other incidents involving the
\Wiritten notification by first-class mailto the individual at the last lunauthorized disclosure of sensitive or reguiated data, according to applicable laws,
known address of the individual or, if the individual agrees to Iregulations and contractual obligations.
§164.404(d)(1)(0) A electronic notice and such agreement has not been withdrawn, by |  Functional Subset Of Data Breach 1RO-04.1 10
electronic mail. The notification may be provided in one or more
imailings as information s availa
[Wiechanisms exist to address data breaches, or other Incidents involing th
I the covered entity knows the individualis deceased and hasthe nauthorized iscosure o sentive or reguiated data, according to applicanie aws,
edress of ihe nextof ki o personalrepresentative f the Iregulations and contractual obligation:
; maiidual (2 specifed under s T64.302()(4) of subpart £, written . .
§ 16440410 /A notification by Frst-class mai o either the next of ki or personal | | Functional Subset OF Data Breach IRO-04.1 10
representative of the individual. The notification may be provided in
lone or more mailings as information is available.
[Wiechanisms exist to address data breaches, or other Incidents involing th
in the case in which there is insufficient or out-of-date contact Linauthorized disclosure of sensitive of reguated data, according 1o applicatle laws,
information that precludes written notification to the ndividual Iregulations and contractual obligations.
lunder paragraph (d)(1)() of this section, a substitute form of notice
reasonably calculated to reach the individual shall be provided.
5164.404(0)(2) Substitute notice [0S e K e e L e Btk b fs | Functional Subset Of Data Breach 1RO-04.1 10
inufficen o out o date ontactinformation tha precudes writen
ation to the next of kin or personal representative of the
aividual under parograph @1
in the case in which there is insufficient or out-of-date contact [Mechanisms exist to address data breaches, or other ncidents involving the
informtion for fewer than 10 individuals, the such substitate lunauthorized disclosure of sensitive or reguiated data, according to applicable laws,
§164.404(0)(2)(1) /A ey o el then such supstitute Functional Subset OF Data Breach IRO-04.1  |regulations and contractusl obligations 10
telephone, or other means.
In the case in which there is insufficient or out-of-date contact [No applicable SCF control
§164.404(0)(2)(i) NA information for 10 or more individuals, then such substitute notice | Functional No Relationship N/A N/A o
shall:
e in the form of either a conspicuous posting for a period of 90 [Mechanisms exist to address data breaches, or other incidents involving the
oy on e Mo pact of e ety St oF 1 covarbe ontioy lunauthorized disclosure of sensitive or reguiated data, according to applicable laws,
§ 164.404(2)1(A) A irvolved, or conspicuous notice in major prin or broadcast media in | Functional Subset Of Data Breach 1R0-041  [regulations and contractual obligations, 10
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[Mechanisms exist to address data breaches, or other incidents involving the
lunauthorized disclosure of sensitive or regulated data, according to applicable laws,
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Notes (optional)

information: General rules|

§164.404(d)(2)(ii)(B) NA e R o e e the Functional Subset Of Data Breach 1R0-04.1  |regulations and contractual obligations 10
lbreach
[Mechanisms exist to address data breaches, or other Incidents Invoving the
In any case deemed by the covered entity to require urgency lunauthorized disclosure of sensitive or regulated data, according to applicable laws,
|additional notice in urgentPcause of possible imminent misuse of unsecured protected health Ireguiations and contractual obligations.
§164.404(d)(3) 2 eootice in Ur9eNtinformation, the covered entity may provide information to Functional Subset Of Data Breach 1R0-04.1 10
individuals by telephone or other means, as appropriate, in addition
lto notice provided under paragraph (d)(1) of this section
§164.406 Notification to the media [[no content] Functional No Relationship NA NA (R E] 0
[For a breach of unsecured protected health information involving [Mechanisms oxstto address dats breaches, or other Incdents involving the
Imore than 500 fesidents of a State of jurisciction, a covered entity lunauthorized disclosure of sensitive or regulated data, according to applicable laws,
5164.406(a) Standard shall, following the discovery of the breach as provided in Functional Subset Of Data Breach 1R0-04.1  [fegulations and contractual obligations. 10
1164.404(a)(2). notify prominent media outlets serving the State or
Jlurisdiction.
\mplementation_[EXCEPL a8 provided I § 164.412, o covered entity shallprovide the [fechariams exitto adaress dato breaches, or oher ncident muolvng the
i Inotification required by paragraph (a) of this section without closure of sensitive or regulated data, according to applicable laws,
§164.406(0) specification: Timelness lnreasonable delay and in no caselate than 60 calendar days after Functional Subset Of Data Breach IR0-04.1lregulations and contractual obligations. 10
iscovery of a bre:
Implementation [Mechanisms exist to address data breaches, or other Incidents Invaving the
§164.406(c) specifications: Content of [ notifcation required by paragraph (a)of this section shall meet | £ cyon Subset O Data Breach |R0-04.1  |unauthorized disclosure of sensitive or regulated data, according to applicable laws, 10
ification the requirements of § He). regulations and contractual obligations.
5164.408 Mooy M |ino content] Functional No Relationship. NA NA [No applicable SCF control o
[Mechanisms exist to timely-report incidents to appiicable:(1) Internal stakeholders;
|A covered entity shall, following the discovery of a breach of |(2) Affected clients & third-parties; and(3) Regulatory authorities.
5164.408(a) Standard lunsecured protected health information as provided in § 164.404(a) | Functional Subset Of Incident Stakeholder Reporting 1R0-10 10
(2). notify the Secretary.
[Mechanisms exist to timely-report incidents to appiicable:(1) Internal stakenolders;
\mplementation _[FOT breaches of unsecured protected health information involving |(2) Affected clients & third-parties; and(3) Regulatory authorities.
cpecinione Bromches (300 or more individuals, a covered entity shall, except as provided
5164.408(b) Paing 500 or more. |In § 164412, provide the notification required by paragraph (a) of Functional Subset Of Incident Stakeholder Reporting IRO-10 10
involving 509 920" lthis section contemporaneously with the notice required
[164.404(a) and in the manner specified on the HHS Web site.
[Mechanisms exist to timely-report incidents to appiicable:(1) Internal stakenolders;
For breaches of unsecured protected health information involving |(2) Affected clients & third-parties; and(3) Regulatory authorities.
less than 500 individuals, a covered entity shall maintain a log or
e s [other documentation of such breaches and, not later than 60 days
5§164.408(c) vOMinG mes tham 506 [after the end of each calendar year, provide the noification Functional Subset Of Incident Stakeholder Reporting IRO-10 10
e Irequired by paragraph (a) of this section for breaches discovered
lduring the preceding calendar year, in the manner specified on the
IHHS web site
§164.410 Notification by 2 DUSINESS lino content] Functional No Relationship N/A na (Vo applicable SCF control 0
§164.4100@) Standard [fno content] Functional No WA WA [No appiicable SCF control [
[A business associate shall, following the discovery of a breach of < ber mgent Reporting for [Mechanisms exist to report sensitive/regulated data Incidents n a imely manner.
§164.410(a)(1) General rule lunsecured protected health information, notify the covered entity of|  Functional Intersects With Jonthie | Reguiored Do 1RO-10.2 5
e ensitive / Regulated Data
[Mechanisms exist to compel External Service Providers (ESPs) to provide
|A business associate shall, following the discovery of a breach of Security Compromise Notification Inotification of actual or potential compromises in the supply chain that can
§164.410(2)(1) General rule lunsecured protected health information, notify the covered entity of | Functional Intersects With Apreements TPM-0S.1  [ootentially affect or have adversely affected Technology Assets, Applications and/or 5
[such breach. [Services (TAAS) that the organization utilizes.
[Mechanisms exist to compel External Service Providers (ESPs) o provide
tification of actual or potential compromises in the supply chain that can
[For purposes of paragraph (a)(1) of this section, a breach shall be o
[reated as discovered by a business associate as of the first day on lpotentially affect or have adversely affected Technology Assets, Applications and/or
[which such breach is known to the business associate [pervices (TAAS) that the organization utilizes.
lexercising reasonable diligence, would have been known to the
Breaches treated as  |business associate. A business associate shall be deemed to have Security Compromise Notification y
§ 164.4100a)(2) discovered knowiedge of a breach if the breach s known, or by exercising Functional Subset Of Agreements TPM-05.1 10
reasonable diligence would have been known, to any person, other
[than the person committing the breach, who is an employee,
officer, or other agent of the business associate (determined in
laccordance with the Federal common law of agency)
\mplementation _[EXCEPt as provided in § 164.412, a business associate shall provide [Mechantsms existto compel External Service Providers (ESPS) to provide
i [the notification required by paragraph (a) of this section wit Security Compromise Notification lnotification of actual or potential compromises in the supply chain that can
5164.410(b) speclfications: TIMeliness |, nreasonable delay and in no case later then 60 calendar days after| " UN<ona! Subset Of Agreements TPM-05.1 Ipotentially affect or have adversely affected Technology Assets, Applications and/or 10
of notification iscovery of a [Services (TAAS) that the organization utilizes
Implementation [No appiicable SCF control
§164.410() specifications: Content of [ino content] Functional No Relationship NA NA 0
notification
[Mechanisms exist to address data breaches, or other incidents Invoiving the
[The notification required by paragraph (a) of this section shall lunauthorized disclosure of sensitive or regulated data, according to applicable laws,
include, to the extent possible, the identification of each individual Iregulations and contractual obligations.
§164.410(0)(1) N/A whose unsecured protected health information has been, or i Functional Subset Of Data Breach 1R0-04.1 10
reasonably believed by the business associate to have been,
laccessed, acquired, used, or disclosed during the breach.
[Hechantsms existto compel External Service Providers ESPs) to provide
|A business associate shall provide the covered entity with any other Inotification of actual or potential compromises in the supply chain that
lavailable information that the covered entity is required to include Security Compromise Notification otentially affect or have adversely affected Technology Askets, AppIcations and/or
§164.410(0)(2) N/A in notification to the individual under § 164.404(c) at the time of the|  Functional Subset Of P omants TPM-05.1  Services (TAAS) that the organization utilizes 10
Inotification required by paragraph (a) of this section or promptly 9
[thereatter as information becomes available.
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
fincident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6)
I a law enforcement official states to a covered entity or business IRecovery.
lassociate that a notification, notice, or posting required under this y
5§164.412 Law enforcement delay |30 e o e uoctoation or tauee damaga to | Functional Subset Of Incident Handling 1R0-02 10
Inational security, a covered entity or business associate shall
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
lincident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6)
I the statement is in writing and specifies the time for which a [Recovery.
5164.412(a) NA delay is require such notification, notice, or posting for the | Functional Subset Of Incident Handling 1R0-02 10
ltime period specified by the official; or
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
I the statement is made orally, document the statement, including lincident report intake;(3) Analysis;(4) Containment;(5) Eradication; and(6)
lthe identity of the official making the statement, and delay the IRecovery.
Inotification, notice, or posting temporarily and no longer than 30
5164.412(b) NA o ot the date of e ore) Statcmmant, uneds s ricen Functional Subset Of Incident Handling 1R0-02 10
statement as described in paragraph (a) of this section is submitted
lduring that time.
‘Administrative [No appiicable SCF control
5164.414 requirements and burden [no content] Functional No Relationship N/A NA o
of proof
[No appiicable SCF control
Administrative [A Covered entity is required to comply with the administrative
5164.414(a) Slpseaat Emi=rescsisiet s MO ol DRI Functional No Relationship. N/A N/A o
& Irespect to the requirements of this sub
[No appiicable SCF control
In the event of a use or disclosure in violation of subpart E, the
lcovered entity or business associate, as applicable, shall have the
5164.414(b) Burden o proof  burden of demonstrating that al notifcatons were Functional No Relationship N/A N/A o
required by this subpart or that the use or disclosure did not
lconstitute a breach, as defined at § 164.402.
§164.500 ‘Applicability [fno content] Functional No /A /A [No appiicable SCF control [
[No applicable SCF control
[Except as otherwise provided herein, the standards, requirements,
5164.500(a) N/A land implementation specifications of this subpart apply to covered | Functional No Relationship NA NA o
lentities with respect to protected health information.
[No appiicable SCF control
GREAEE) e Health care claringhouses must comply with th standrds, Ee—— ORETTD o o ©
N [No appiicable SCF control
\When a health care clearinghouse creates o receives protected
5164.500(b)(1) N/A lhealth information as a business associate of another covered Functional No Relationship. NA VA o
lentity, the clearinghouse must comply with:
§ 164.5000)1)0) /A [Section 164500 relating to Functional No A A [No applicable SCF control [
5 164.500(b)(1)(1) N/A Section 164.501 relating to definitions; Functional No /A N/A [
[No applicable SCF control
Section 164.502 relating to uses and disclosures of protected health
information, except that a clearinghouse is prohibited from using or
5164.500(b)(1) i) NA disclosing protected health information other than as permitted in | Functional No Relationship. /A N/A o
the business associate contract under which it created or received
lthe protected health information;
§164.500(b)(1)(1v) o ] r— e - — [No appiicable SCF control o
[No appiicable SCF control
Section 164.512 relating to uses and disclosures for which individual
lauthorization or an opportunity to agree or object is not required,
lexcept that a clearinghouse is prohibited from using or disclosing .
OIEIERITEN) B lprotected health information other than as permitted in (R Pelsistonship b R u
lbusiness associate contract under which it created or received the
lprotected health information;
§164.500(b)(1)(vi) A [Section 164.532 refating to transition and Functional No A /A [No appiicable SCF control [
& 164.500(6)1)VIN m Section 164,534 reating to complance cates for nital E—— e — m i [No applicable SCF control o
the privacy standard
[No appiicable SCF control
[When a health care clearinghouse creates or receives protected
Ihealth information other than as a business associate of a covered 7
§164.500(b)(2) N/A ity the oo must comply i ol th sancards Functional No Relationship NA N/A o
an of this subpart.
[Where provided, the standards, requirements, and implementation [No appiicable SCF control
specifications adopted under this subpart apply to a business
GEEIEEEE) A lassociate with respect to the protected health information of a Eacions) [IOLEEEEID A A 0
lcovered ent
[No appiicable SCF control
[The standards,
o T e e e
5164.500(d) NA lother federal agency, or non-governmental organization acting on | Functional No Relationship. N/A NA o
its behal, when providing health care to overseas foreign national
lbeneficiaries.
[Mechanisms exist to standardize technology and process terminology to reduce
5164.501 Definitions lsee focal document for details] Functional Subset Of Standardized Terminology SEAO21 [t anomast aroups ant doparimen 10
Uees and disclosures of [No appiicable SCF control
§164.502 protected health [[no content] Functional No Relationship. N/A N/A o
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|A covered entity or business associate may not use or disclose

[Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
agreements that reflect the needs to protect data and operational

lidentified protected health|
information

5164.502(a) Standard protected health information except as permitted or required by this|  Functional Subset Of Confidentiality Agreements HRS-06.1  [details, or both employees and third-parties. 10
subpart or by subpart C of part 160 of this subchapter
Ircoverea ontty or o N oo [Mechanisms exist to faciitate the implementation and operafion of data protection
covered entity or business associate may not use or disclose lcontrols throughout the data lifecycle to ensure all forms of Personal Data (PD) are
5 164.502(a) Standard rotected health information except as permitted or required by this|  Functional Subset OF Data Privacy Program PRLOL  [orocessed iawfully, fairly and transparently o) 10
subpart or by subpart C of part 160 of this subchapter
Covered entities: [No applicable SCF control
§16450200)1) Permitied uses nd [ covered enityis peited o use or discose protected Neath | unciional | No Relationshp WA WA 0
itedluees) information as follows:
atorty To Coect. - [Mechanisms exist to determine and document the legal authority that permits the
§164.50262)(1)0) NA o the individual; Functional Ssubset of uthorlty o Collect, process, Store | pgy 4.1 forganization to Collct, receive, process, store, transmit, share, update andjor 10
are Personal Data (PD) [dispose Personal Data (PD), either generally or in support of a specific business
For treatment, payment, or healthcare operations, as permitted by Authority To Collect, Process, Store e o e e e e e e
§164.502(2)(1)(i) A Functional Subset OF PRL04.1  forganization to collect, receive, process, store, transmit, share, update and/or 10
and in compliance with § 164.506: &Share Personal Data (°D) [ispose Personal Data (PD). eithor generally of in support of a speciic business
ncident to a use or disclosure otherwise permitted or required by [Miechanisms exist to determine and document the legal authority that permits the
llect, receive, process, store, transmit, share, update an:
this subpart, provided that the covered entity has complied with the to col
§ 164502000000 wa SoBIcabie redurements of 68 1645035, 164 5140, ano Functonal Subsetor | Aoty To Collec process Store | g3 [dispose PersonalData (7D, ether generaly or i auppor f a pecic usiness 10
1164.530(c) with respect to such otherwise permitted or required use| erso! [process.
or disclosure;
[Except for uses and disclosures prohibited under § 164.502(a)(5)(i), [No applicable SCF control
§164.502(a)(1)(1v) NA lpursuant to and in compliance with valid authorization under § Functional No Relationship /A /A o
164.508;
o ) o Pursuant o an agreement under, o 3 cihervise permitied b, § re— oD ) WA Vo appiicable SCF contral o
; [AS permitted by and in compliance with this section, § 164512, § y . INo applicable SCF cantrol
§164.502(a)(L)(v) /A LR e Functional No Relationship A /A )
SCAETED Covered enfies eaquired| covered ey f equlred fo diclose profected heath peem—— e A A N0 sppicable SCF contror o
[To an individual, when requested under, and required by § 164 524 [Mechanisms exist to provide authenticated data subjects the abilty to:(1) Access
§164.502(2)2)(0) iy ors 164.528; and Functional Subset Of Data Subject Empawerment PRIO6  fheir Personal Data (PD) tht is being processed, stored and shared, except where 10
\When required by the Secretary under subpart C of part 160 of this [Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
§164.502(2)(2)(i) /A subchapter to investigate or determine the covered entity's Functional Subset Of Data Subject Empowerment PRIOG  [their Personal Data (PD) that is being processed, stored and shared, except where 10
lcompliance with this subchapter fthe burden, risk or expense of providing access would be disproportionate to the
[Viechantams exIsE to ensure dats privacy notices Wentfy the purpose(s) for which
oo . discose protected heatth lPersonal Data (PD) is collected, received, processed, stored, transmitted and/or
usiness associate may use or disclose protected heal
information only as permitted or required by its business associate
contract or other arrangement pursuant to § 164.504(or as required
Business associates
by law. The business associate may ot use or disclose protected .
§164.502(2)(3) et sesand 3 s ek woul viaite e requraments | Fenctional Subset Of Purpose Specification PRI02.1 10
of this subpart, if done by the covered entity, except for the
lpurposes specified under § 164.504(e)(2)()(A) or (B) if such uses or
disclosures are permitted by ts contract or other arrangement.
Business associates: INo appiicable SCF control
§164.502(a)(4) Required uses and | BUSIfess associate is required to disclose protected health Functional No Relationship N/A N/A o
disclosures.
- 7 by the Secrotary under suboart C of part 160 of e [Mechanisms exist to require contractual requirements for applicable security,
e required by the Secretary under subpart C of part 160 of this lcompliance and resilience requirements with third-parties, reflecting the
§164.502(a)(4)(i) NA Isubchapter to investigate or determine the business associate's Functional Subset Of Third-Party Contract Requirements | TPM-05  |organization's needs to protect its Technology Assete, Applications, Services andior 10
compliance with this subchapter IPata (TanSD)
&1L {0 require contractual requIrements for applicable securty,
Tothe covered eniy indidual, o ncividus designee, o5 lcompliance and resilience requirements with third-parties, reflecting the
essary to satisfy a covered entity's obligations under . y lorganization's needs to protect its Technology Assets, Applications, Services and/or
§164.502()(a)(i) A e o g e request | Functional Subset Of Thirc-Party Contract Requirements | Tew-05  [anizations 10
ffor an electronic copy of protected health information.
§164.502(a)(5) Prohibited uses and  ino content] Functional No Relationship N/A na (Vo applicable SCF control o
[Wiechanisms exist to determine and document the legal authority that permits the
g:émﬁ:‘:;a::":gfg‘L?;h;;;tf:r‘i":;;t;'o‘f‘:;‘?:ﬁ:élﬁ:ﬂm plan, lorganization to collect, receive, process, store, transmit, share, update andjor
Use and discosureof _[paactaph (el o e Gelmiion of Rt o, shall ot useor oty To Coect, Process, Sore ispose Pesona Data °D) ithr general o In supprt of a pecific business
§164.502(a)(5)(i) genetic information for [disclose protected health information that is genetic information for | Functional Subset Of s Share Personal Data (FD) PRI-041 10
Underwriting purposes: - [underwriting purposes. For purposes of paragraph (a)(5)() of this
section, underwriting purposes means, with respect to a health
plan:
§ 164,502 GINA) WA [Except a5 provided In paragraph (@)(S1A(E) of ths section: Functional o WA WA [No applicable SCF contral 0
INo applicable SCF control
IRules for, or determination of, eligibility (including enrollment and
continued eligibility) for, or determination of, benefits under the
§164.502(a)(5)((A)(1) N/A plan, coverage, or policy (including changes in deductibles or other |  Functional No Relationship /A /A o
lcost-sharing mechanisms in return for activities such as completing
a health risk assessment or participating in a wellness program);
INo appiicable SCF control
[The computation of premium or contribution amounts under the
plan, coverage, or policy (including discounts, rebates, payments in
§164.502(2)(5)(A)2) /A ind, or other premium differential mechanisms in return for Functional No Relationship N/A /A 0
activities such as completing a health risk assessment or
articipating in a wellness program);
[T applcation afany pre exiing condion exclusion under the . INo appiicable SCF control
§164.502(a)(5)(1)(A)(3) /A e 2pplcation of any pre Functional No Relationship A /A o
) - INo applicable SCF control
Other activities related to the creation, renewal, or replacement of a
§164.502(2)(5)(1(A)(4) N/A e e e e Functional No Relationship NA N/A o
lUnderwriting purposes does not include determinations of medical INo appiicable SCF control
§164.502(a)(5)(1)(8) N/A appropriateness where an individual seeks a benefit under the plan, | Functional No Relationship /A /A o
lcoverage, or policy.
§164.502()(5)(ii) sale of protected health |in content] Functional No Relationship NA na (Vo applicable SCF control 0
[Except pursuant to and in compliance with § 164.508(a)), 3 orombrtion of Selina. Procesan [Miechanisms exist to prevent the sale, processing andjor sharing of Personal Data
§164.502(2)(5)(1)(A) A covered enity or business assbciate may not sel protecte nealth |  Functional Subset Of a. 9 | pRi03.3  |(PD) wheni(1) Instructed by the data subject; o(2) The data subject is a minor, 10
linformation. and/or Sharing Personal Data (PD) |where selling and/or sharing PD is legally prohibited.
CEFAEIE) o For purposes of s paraaraph, sale o protected healh ormaton | ooy F— A WA [Noappiicable SCF contral o
INo appiicable SCF control
Except as provided in paragraph (a)(5)1ii)(B)(2) of this section, a
disclosure of protected health information by a covered entity or
business assaciate, if applicable, where the covered entity or .
§164.5020a)(3)(iB)(1) e lbusiness associate directly or indirectly receives remuneration from | Functional (o (Ui A A C
lor on behalf of the recipient of the protected health information in
lexchange for the protected health information.
; Sale of protected health information does not include a disclosure of| y . INo appiicable SCF control
5164.502(a)(5)(i)(B)(2) N/A e e et Functional No Relationship N/A N/A )
§164.502(2)(5)(1)(B)(2)() NA For public health purposes pursuant to § 164.512(b) or § 164.514(e);|  Functional No Relationship A PR o
[For research purposes pursuant t§ 164.512(i) or § 164.514(e), where| [No applicable SCF control
[the only remuneration received by the covered entity or business
§164.502(2)(5)(1)(B)2)) N/A associate is a reasonable cost-based fee to cover the cost to Functional No Relationship N/A N/A o
repare and transmit the protected health information for such
purposes;
§164.502()(5)(1)(B)(2) i) NA For treatment and payment purposes pursuant to § 164.506(a): Functional No Relationship N/A na  [Nopplicable SCF control )
For the sale, transfer, merger, or consolidation of all or part of the INo appiicable SCF control
covered entity and for related due diligence as described in
§164.502(a)(5)1N(B)(2)() A B Functional No Relationship A N/A 0
lpursuant to § 164.506(a):
[N applicable SCF control
7o or by a business associate for activities that the business
associate undertakes on behalf of a covered entity, or on behalf of a
usiness associate in the case of a subcontractor, pursuant to 5
§164.502(a)(5)(1)(B)2)(v) N/A 164.502(e) and 164.504(e), and the only remuneration provided is |  Functional No Relationship N/A N/A 0
by the covered entity to the business associate, or by the business
associate to the subcontractor, if applicable, for the performance of
such activites;
§164.502(a)(5)(1)(8)2)(vi) A [To an individual, when requested under § 164.524 or § 164.528; Functional No Relationship /A na (Vo applicable SCF control o
§ 164,502 GINEIVI WA [Required by law as permitted under § 164.512(a); and Functional o A WA |No applicable SCF control 0
INo applicable SCF control
For any other purpose permitted by and in accordance with the
applicable requirements of this subpart, where the onls
remuneration received by the covered entity or business associate .
5 164.502(0)(5)(1)B)2)vil) A fEine et (el ed D hercovered e i oyBlnes-asag Functional | o Relationship wa A 3
rotected health information for such purpose or a fee
otherwise expressly permitted by other law.
§164.502(b) Standard: MINmUm  ino content] Functional No Relationship NA na (Vo applicable SCF control 0
necessary
[Wiechanisms exist to minimize sensitive/regulated data that is collected, received,
\Wihen using or disclosing protected health information or when lprocessed, stored and/or transmitted throughout the information lifecycle to only
equesting protected heaith information from another covered fthose elements necessary to support necessary business processes
Minimum necessary  [entity or business associate, a covered entity or business associate ;
5164.502(b)(1) e e e e i arassosiate | Functional SubsetOf |Minimize Sensitive / Regulated Data|  DCH-18.1 10
to the minimum necessary to accomplish the intended purpose of
the use, disclosure, or request.
5164.502(b)(2) T e cesse™ 9% [This requirement does not apply to: Functional No Relationship N/A na (Vo applicable SCF control 0
§164.502(0)(2)(1) NA IDisclosures to or requests by a health care provider for treatment; | Functional No Relationship /A na  [Nopplicable SCF control 0
lUses or disclosures made to the individual, as permitted under INo applicable SCF control
§164.502(0)(2)(i) /A lparagraph (a)(L)() of this section or as required by paragraph (a)(2)|  Functional No Relationship N/A /A o
() of this section;
AR o Uses o disclosures made pursuant o an autharization under § Fanctional o Retationshp o A N0 sppicabie SCF contror 5
[Disclosures made to the Secretary in accordance with subpart C of [No applicable SCF control
§164.502(0)(2)(v) A Diecloshres made o e oo Functional No Relationship N/A N/A )
AP A JUsesor dislosure that are equlred by law, s descrbed by § e—— No Relationship A WA [Noappiicable SCF contral o
CEEEEE o Uses o disclosures tht o requied for complance With apPICabIE | yconat e 0 WA Vo sppiicable SCF contral o
is subchapter.
[Miechanisms exist to restrict collecting, receiving, processing, storing, transi
Standard: Uses and lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
' A covered entity that has agreed to a restriction pursuant to §
disclosures of protected | A SOUTE S0 1ot has a0reed o 0 oo B Usage Restrictions of Personal Data lcollected, consistent with the data privacy notice(s):(2) What is authorized by the
§164.502() nealth information subject(Le4:522(2)(1) may not use or cisclose the protected heal Functional Subset Of i PRI05.4  [data subject, or authorized agent; and(3) What is consistent with applicable laws, 10
toan agreed UPON  restriction, except as otherwise provided in § 164.522(a) Irequiations and contractual obligations.
Standard: Uses and INo appiicable SCF control
§164.502() disclosures of de- _tp|[n0 content] Functional No Relationship N/A /A o
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|A covered entity may use protected health information to create
information that is not individually identifiable health information or
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Rationale

HIPAA Administrative Simplification
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[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting
[sharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
[collected, consistent with the data privacy notice(s);(2) What is authorized by the

Relationship
optiona

version 2026.1 x000a_03/27/2026

5 164.502(a)(1) create de-identified  [disclose protected health information only to a business associate | Functional Subset Of Usage Restrictions of Personal Data | pg.05.4  liata subject, or authorized agent; and(3) What is consistent with applicable laws, 10
information for such purpose, whether or not the de-identified information is to Ireguiations and contractual obligations
lbe used by the covered entity.
INo applicable SCF control
Health information that meets the standard and implementation
specifications for de-identification under § 164.514(a) and (b) is
Uses and disclosures of |considered not to be individually identifiable health information, .¢., .
§164.502(d)(2) de-identified information ntified. The requirements of this subpart do not apply to gLy R ey WA A @
information that has been de-identified in accordance with the
applicable requirements of § 164.514, provided that:
IDisclosure of a code or other means of record identification [No applicable SCF control
designed to enable coded or otherwise de-identified information to .
GEEIHENED B2 e re-identified constitutes disclosure of protected health e RoEEtionEb e R R C
information; an
e dentited nformaton s e dentited o couered eniy may use [No applicable SCF control
§164.502(0)(2)(i) NA or disclose such re-identified information only as permitted or Functional No Relationship NA NA )
required by this subpart.
§164.502(€) lino content] Functional No WA WA |No applicable SCF control 0
Standard: Disclosures o INo applicable SCF control
§164.502(e)(1) rdard: Disclosure® 10 lino content] Functional No Relationship N/A NA )
[Mechanisms exist to require contractual requirements for applicable security,
|A covered entity may disclose protected health information to a lcompliance and resilience requirements with third-parties, reflecting the
Ibusiness associate and may allow a business associate to create, lorganization's needs to protect its Technology Assets, Applications, Services andjor
receive, maintain, or transmit protected health information on its IData (TAASD)
§164.502(e)(1)(i) WA lbehalf, f the covered entity obtains satisfactory assurance that the |  Functional Intersects With | Third-Party Contract Requirements | TPM-05 5
lbusiness associate will appropriately safeguard the information. A
lcovered entity is not required to obtain such satisfactory assurances|
lfrom a business associate that is a subcontractor.
[Mechanisms exist to obtain s Fst Party Declaration(1PD) from applcable External
|A covered entity may disclose protected health information to a [Service Providers (ESPs) that provides assurance of compliance with
lbusiness associate and may allow a business associate to create, Setory.seguitory anclCantractunl obigations for secury. compliance and
receive, maintain, or transmit protected health information on its Fresilience controls, including any flow-down requirements to subcontractors.
§164.502(e)(1)(i) A lbehalf, if the covered entity obtains satisfactory assurance that the |  Functional Intersects With First-Party Declaration (1PD) TPM-05.6 5
lbusiness associate will appropriately safeguard the information. A
lcovered entity is not require in such satisfactory assurances|
/from a business associate that is a subcontractor.
[Mechanisms exist to ensure applicable securlty. compliance and resiienc
|A business associate may disclose protected health information to a Irequirements are included in contracts that flow-down to applicable sub-contractors
lbusiness associate that is a subcontractor and may allow the lond suppliers.
subcontractor to create, receive, maintain, or transmit protected
§164.502(e)(1)(i) WA TR b A Ao A Al Functional Intersects With | Contract Flow-Down Requirements | TPM-05.2 5
satisfactory assurances, in accordance with § 164.504(e)(1)(i), that
the subcontractor will appropriately safeguard the information.
[Mechanisms exist to obtain a First-Party Declaration(1PD) from applicable External
|A business associate may disclose protected health information to a [Service Providers (ESPs) that provides assurance of compliance with specifit
lbusiness associate that i a subcontractor and may allow the ltatutory, regulatory and contractual obligations for security, compliance and
subcontractor to create, receive, maintain, or transmit protected resilience controls, including any flow-down requirements to subcontractors.
§164.502(e)(1)(i) NA e o s e o e eeat Functional Intersects With First-Party Declaration (1PD) TPM-05.6 5
satisfactory assurances, in accordance with § 164.504(e)(1)(i), that
the subcontractor will appropriately safeguard the information.
[Mechanisms exist to require contractual requirements for applicable security.
mplementation [T sausfacory assurances requird by paragraph (e)(3) of this lcompliance and resilience requirements with third-parties, reflecting
section must be documented through a written contract or other - y lorganization's needs to protect its Technology Assets, Applications, Services and/or
§164.502(e)2) Spfcation, et or amangement it the businces associae tnat | Functional Subset Of Third-party Contract Requirements | TeM-05  [Or9anizations 10
ocumentati Imeets the applicable requirements of § 164.504(e).
[A coverea entity must comply with the requirements of this subpart INo applicable SCF control
Standard: Deceased |with respect to the protected health information of a decease
GICAETD individuals individual for a period of 50 years following the death of the RS Rolie o) R pa g
individual
§164502(0) WA lino content] Functional No WA WA [No applicable SCF control [
rs spctes e oy, et R S e o
Standard: Personal  [provided in paragraphs (9)(3) and (g)(5) of this section, treat a . ; uthoriz , proxy, etc.), acti ubi .
§164.502(9)(1) representatives |personal raprasentative as the individaal for purpases of this Functional Subset Of Authorized Agent PRI-03.6  |Data (PD) processing decisions. 10
subchapter
[Mechanisms exist to allow data subjects to authorize another person or entty (€.0..
1 under appicable aw o prson has suthorty o actan e ofan D racd gors. ey, 4c ) e an the ot cubyaces vebalt, 5 ke Porsosi
Implementation |0 00T et health Care, 8 Coverad entity must treat Such [Pata (PD) processing decisions
§164.502(0)(2) sheciicaion:aduls and 00 st e this Subehapter it Functional Subset Of Authorized Agent PRI-03.6 10
P respect to protected health information relevant to such personal
representation.
INo appiicable SCF control
Implementation
§164.502(0)(3) specific: o content] Functional No Relationship WA NA 0
unemancipated minors
[Mechanisms exist to allow data subjects to authorize another person or entity (e.9.,
If under applicable law a parent, guardian, or other person acting in lauthorized agent, proxy, etc.), acting on the data subject’s behalf, to make Personal
lloco parentis has authority to act on behalf of an individual who is [Pata (PD) processing decisions.
lan unemancipated minor in making decisions related to health care,
2 covered entity must treat such person as a personal
representative under this subchapter, with respect to protected
§164.502(9)3)0) NA Inealth information relevant to such personal representation, except | "Unctional Subset Of Authorized Agent PRI03.6 0
[that such person may not be a personal representative of an
lunemancipated minor, and the minor has the authority to act as an
individual, with respect to protected health information pertaining
lto a health care service, i
o minorconsnts tosuch et car seics i ater consrt 0 [Michanisms exist to alow Gata subjects £ authorize another person or entity (6.9,
cuch health care Service ic required by Iavi, regardiess of whether lauthorized agent, proxy, etc.), acting on the data subject's behalf, to make Personal
§164.502(9)(3)(0)(A) NA Ehe Consent of another person has alob bean obtained; and the Functional Subset Of Authorized Agent PRI036  [Pata (PD) processing decisions. 10
Iminor has not requested that such person be treated as the
lpersonal representative;
INo appiicable SCF control
[The minor may lawfully obtain such health care service without the
lconsent of a parent, guardian, or other person acting in loco .
§164.502(9)(3)(1)(B) B lparentis, and the minor, a court, or another person authorized by Functional [OEELTRED A A °
law consents to such health care service; or
N [No applicable SCF control
IA parent, guardian, or other person acting in loco parentis assents
§164.502(9)(3)()(C) NA to an agreement of confidentialty between a covered health care |  Functional No Relationship N/A /A 0
lprovider and the minor with respect to such health care service.
INo applicable SCF control
§164.502(0)3)(ii) NA INotwithstanding the provisions of paragraph (g)(3)() of this section:|  Functional No Relationship N/A NA 0
[No applicable SCF control
If, and to the extent, permitted o required by an applicable
rovision of State or other law, including applicable case law, a
§164.502(9)(3)(i)(A) NA lcovered entity may disclose, or provide access in accordance with § | Functional No Relationship NA NA 0
164.524 to, protected health information about an unemancipated
Iminor to a parent, guardian, or other person acting in loco parentis;
INo applicable SCF control
If, and to the extent, prohibited by an applicable provision of State
or ther ow, incuding applicable cose law, a covered ity may
§164.502(0)(3)(i)(8) NA Inot disclose, or provide access in accordance with § 164.524 to, Functional No Relationship NA WA 0
protected nealth inormation about an unemancipated minor 4 a
lparent, guardian, or other person acting in loco parentis; and
INo applicable SCF control
[Where the parent, guardian, or other person acting in loco parentis,
s not the personal representative under paragraphs (g)(3)(i)A). (B),
or(C) of this section and where there is no applicable access
rovision under State or other law, including case law,  covered
§164.502()(3)(1)(C) NA lentity may provide or deny access under § 164.524 to a parent, Functional No Relationship NA NA 0
lquardian, or other person acting in loco parentis, if such action s
lconsistent with State or other applicable law, provided that such
ldecision must be made by a licensed health care professional, in
the exercse of professionsiJuagment
Iif under applicable law an executor, administrator, o other person [No applicable SCF control
\mplementation |12 authority to act on behalf of a deceased individual or of the
mplemer individual's estate, a covered entity must treat such person as a .
5164.502(0)(4) speciication: Deceased | erthis subchapter, with Feopect to Functional No Relationship N/A NA 0
rotected health information relevant to such personal
representation.
[No applicable SCF control
o o, [Notwithstanding a State law o any requirement of this paragraph to
§164.502(0)(5) eheciication: Abuse.  |the contrary, a covered entity may elect not to treat a person as the|  Functional No Relationship WA WA o
9l . Mgs lpersonal representative of an individual if:
164502500 WA s i LRI Functional No WA WA [No applicable SCF control [
s been or may be subjected to domestic violence, [No applicable SCF control
§164.502(9)(5)(0)(A) NA e e T Functional No Relationship NA WA 0
5 164.502(@HENINE) B [Treating such person as the personal representative could endanger| ¢~ o ) WA Vo appiicable SCF contral o
lthe individual; and
INo applicable SCF control
[T covered entiy, inthe exercise of professional fudamen.
§164.502(9)(5)(ii) NA decides is not in the best interest of the individual to treat Functional No Relationship NA NA 0
e e R S LR
o[ Covered ealihcare provider or healih plan must comply withthe [No applicable SCF control
§164.502(h) Standard: Confidential |, ppicable of § 164.522(b) in Functional No Relationship NA NA )
Prctected heath information.
[Mechanisms exist to determine and document the legal authority that permits the
|A covered entity that is required by § 164.520 to have a notice may lorganization to collect, receive, process, store, transmit, share, update and/or
Inot use o disclose protected health information in a manner lispose Personal Data (PD), either generally or in support of a specific business
Standard: Uses and  [inconsistent with such notice. A covered entity that is required by § jprocess.
§164.502(1) disclosures consistent |164.520(b)(1ii) to include a specific statement in its notice if it Functional Subset Of A e oy | PRI041 10
with notice intends to engage in an activity listed in § 164.520(b)(1)(ii)(A)-(C).
Imay not use or disclose protected health information for sucl
lactivities, unless the required statement is included in the notice.
Standard: Disclosures by [No applicable SCF control
§164.502() o 2 e [In0 content] Functional No Relationship N/A NA 0
victims
[A covered entity is not considered to have violated the [No applicable SCF control
Disclosures by |requirements of this subpart if a member of its workforcs
CHEAETH{E whistiebowers lbusiness assocate dscloses protected health Tnformation, provideg | Functional [OLEETED R e ©
[The workforce member or business associate believes in good faith U G
lthat the covered entity has engaged in conduct that is unlawful or
S otherwise violates professional o clinical standards, or that the . .
GCISHTEND Bz care, services, or conditions provided by the covered entit Earcions) Bosistonshi b2 2 C
lpotentially endangers one or more patients, workers, or the public;
and
5164502010 WA [The disclosure is tor Functional No A WA [No applicable SCF control [
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Notes (optional)

|A health oversight agency or public health authority authorized by
law to investigate or otherwise oversee the relevant conduct or
conditons ofthe covered entiy o to an appropriate hesith care

INo applicable SCF control

(optional)

care opsrations flncton and the coveredentty has o data s
lagreement with the business associate that complies with §
ST ) and's 26a 3naE applicable

§164.502())(1)(i)(A) N/A o Creciation organivation for tne purpose of roport Functional No Relationship N/A N/A o
allegation offalure to meet professional standards or misconduct
lby the covered entity; o
[No appiicable SCF control
|An attorney retained by or on behalf of the workforce member or
lbusiness associate for the purpose of determining the legal options .
§164.502())(1)(i)(B) N/A oF the morktorce membor or bodmecs acsaciate with regond to tha” |  Functional No Relationship N/A N/A o
lconduct described in paragraph (j)(1)(i) of this section.
[No appiicable SCF control
Disclosures by workforce [ COVered entity is not considered to have violated the
kforce |requirements of this subpart if a member of its workforce who s the .
§164.502())(2) members who are victims Lo E e O D e te ealth Iformation to & | Functional No Relationship. NA N/A o
law enforcement official, provided that:
§164.502())(2)i) NIA ZprZrlr’v::;:eodf :‘f:':: ':\‘fnoar‘n;as(tm:n?sclesed is about the suspected T No Relationship A A [No applicable SCF control ©
[The protected health information disclosed is limited to the 8 [No appiicable SCF control
5164.502())(2) (i) NA [ tormation isto in § o4 12O Functional No Relationship N/A N/A o
Uses and disclosures: [No applicable SCF control
§164.504 Organizational  [[no content] Functional No Relationship N/A N/A o
requirements
5164.504(a) Definitions Isee focal document for details] Functional Subset Of Standardized Terminology A 021 [ O e ant sopanans, °"¥ Process terminology to reduce 10
§164.504(0) A [fno content] Functional No /A WA (0 applicable SCF control [
§164.504(0) A [ino content] Functional No /A /A 0 applicable SCF control o
5164.504(d) /A [ino content] Functional No /A VA 0 applicable SCF control o
5164.504(e) A [ino content] Functional No A A 0 applicable SCF control 0
516450406101 Standard: Business 15 content) Functional | No Relationship WA I 0
[The contract or other arrangement required by § 164.502(e)(2) [No appiicable SCF control
§164.504(e)(1)(i) N/D324:E326 Imust meet the requirements of paragraph (e)(2), (e)(3), or (e)(5) of |  Functional No Relationship N/A N/A o
this section, as applicable.
[No appiicable SCF control
|A covered entity is not in compliance with the standards in §
[164.502() and this paragraph, if the covered entity knew of &
Ipattern of activity o prac  business associate that
lconstituted a material breach or violation of the business .
CICETIRTY A lassociate's obligation under the contract or other arrangement, FenmEea) Pobcistonshi R R °
lunless the covered entity took reasonable steps to cure the breach
lor end the violation, as applicable, and, if such steps were
lunsuccessful, terminated the contract or arrangement, i feasible.
[No appiicable SCF control
IA business associate is not in compliance with the standards in §
[164.502(e) and this paragraph, if the business associate knew of a
Ipattern of activity or practice of a subcontractor that constituted a
i Imaterial breach or violation of the subcontractor's obligation under .
LSS @AY A lthe contract or other arrangement, unless the business associate Enciend) lcRsiatcnshi A A ©
ltook reasonable steps to cure the breach or end the violation, as
lapplicable, and, i suc| were unsuccessful, terminated the
lcontract or arrangement, if feasible.
[No applicable SCF control
plementation < A contract between the covered entity and a business associate *
§164.504(e)(2) cifications: Business | CCH Y Functional No Relationship N/A N/A 0
associate contracts
ot e pernited s e s s s o B e e s
[protected health information by the business associate. The on " ! 1ol
ffor contractors and service providers.
lcontract may not authorize the business associate to use or further Data Privacy Requirements for
§164.504(e)2)) VA disclose the information in a manner that would violate the Functional Intersects With Contractors & Service Providers PRI-07.1 5
requirements of this subpart, if done by the covered entity, except
that
[Establish the permitted and required uses and disclosures of :";f;z?g‘:gsa?gsr‘e;ﬂ '::ég';;z“r‘e’;‘::z 'Ef;“[':'r'('f;;:g; ar"e‘;l'e(:l"r:e i:g“”t‘/'
lprotected health information by the business associate. The flance and resili i with third-parties, i
H f 5 lorganization's needs to protect its Technology Assets, Applications, Services and/or
5164.504(e)(2)() NA IContract may ot authorize the business associate touse or further | Functional Subset Of Third-Party Contract Requirements | TPM-05  |Data (TAASD). 10
requirements of this subpart, if done by the covered entity, except
[The contract may permit the business associate to use and disclose Mech‘amsms 9>§St tsol require wntrattutas\ 'Ef,:“(ﬁ"f"ts‘f” arp%\lcalble i:cunty.
rotected health information for the proper management an [compliance and resilience requirements with third-parties, reflecting the
§164.504(e)(2)(i)(A) N/A B ation of the buainmss assu(gwﬁ’as pmwged o paragraph Functional Subset Of Third-Party Contract Requirements TPM-05  |organization's needs to protect its Technology Assets, Applications, Services and/or 10
[(e)(4) of this section; and [Pata (TAASD).
[Mechanisms exist to require contractual requirements for appiicable security,
[The contract may permit the business associate to provide data lcompliance and resilience requirements with third-parties, reflecting the
§164.504(e)(2)(1)(8) NA aggregation services relating tothe health care operations of the Functional Subset Of Third-Party Contract Requirements | TPM-05  |organization's needs to protect its Technology ASsets, Applications, Services and/or 10
lcovered entity [Data (TAASD)
§164.504(e)2)(0 NA [Provide that the business associate il Functional No A A [No appiicable SCF control [
[Mechanisms exist to include data privacy requirements in contracts and other
& 164,504 2INA) WA INot use or further disclose the information other than as permitted | ¢ o Subset Of Data Privacy Requirements for PRIL07.1  [acauicition-related documents that estabiish data privacy roles and responsibilties 0
lor required by the contract or as required by law. Contractors & Service Providers for contractors and service providers
[Mechanisms exist to include data privacy requirements in contracts and other
Use appropriate safeguards and comply, where applicable, with ot Pivacy R . lacquisition-related documents that establish data privacy roles and responsibilities
subpart C of this part with respect to electronic protected heal ata Privacy Requirements for y ffor contractors and service providers.
§164.504(e)(2Nii)(B) VA information, to prevent use or disclosure of the information other Functional Subset Of Contractors & Service Providers PRI-07.1 10
lthan as provided for by its contract;
[Report to the covered entity any use or disclosure of the Hechanisms existto nclude data privacy requirements n contracts and ther.
information not provided for by its contract of which it becomes Data Privacy Requirements for [acauisition-related documents that establish data privacy roles and responsibilities
§164.504(e)(2)(i(C) a laware, mc\umnqpbveaches of uynsecured protected health Functional Subset Of Canuactors%& seqmce Providers PRI07-1for contractors and service providers. 10
information as required by § 1
[Mechanisms exist to ensure applicable security, compliance and resilience
Iin accordance with § 164.502(e)(1)(i), ensure that any Irequirements are included in contracts that flow-down to applicable sub-contractors
lsubcontractors that create, receive, maintain, or transmit protected land suppliers.
§164.504(e)(2)(i)(D) NA Ihealth information on behalf of the business associate agree to the | Functional Subset Of Contract Flow-Down Requirements | TPM-05.2 10
lsame restrictions and conditions that apply to the business
lassociate with respect to such information
5 164.504(e)(2)(1)(E) NA Make avallable proected healthnformation n accordance with§ e — oreIeore) m m [No appiicable SCF control 5
[Make available protected health information for amendment and [No appiicable SCF control
§164.504(e)(2)(ii)(F) NA incorporate any amendments to protected health information in Functional No Relationship. NA NA o
laccordance with § 164.52
. [No appiicable SCF control
§164.504(e)(2)(ii)(G) NA :;';:fu::fe“:f’"‘eﬂé'(‘:f'{;‘;ﬁ;’gifl‘g:‘;e]“‘g’e" Yo provide an accounting of | ¢, nctional No Relationship N/A NA oepplicabielsChconte! o
[To the extent the business associate is to carry out a covered [No applicable SCF control
i lentity’s obligation under this subpart, comply with the requirements. .
§164.504(e)(2)(ii)(H) NA o e subport that abbly L0 the rovered entiy in the pesormance | Functional No Relationship. N/A NA o
of such obligation.
[No appiicable SCF control
IMake its internal practices, books, and records relating to the use
land disclosure of protected health information received from, or
5164.504()(2)(i)(1) N/A (created or received by the business associate on behalf of, the Functional No Relationship N/A N/A o
lcovered entity available to the Secretary for purposes o
determining the covered entity’s compliance with this subpart; and
[Mechanisms exist to require contractual requirements for appiicable security,
lat termination of the contract, if feasible, return or destroy all lcompliance and resilience requirements with third-parties, reflecting the
[protected health information received from, or created or received lorganization's needs to protect its Technology Assets, Applications, Services and/or
oy the business associate on behalf of, the covered entity that the [Data (TAASD
lbusiness associate still maintains in any form and retain no copies ’ ’
§164.504(€)(2)i1)() /A e ar e o B e oot | Functional Subset Of Third-Party Contract Requirements | TPM-05 10
lextend the protections of the contract to the information and limit
[further uses and disclosures to those purposes that make the return
or destruction of the information infeasible.
[Authorize termination of the contract by the covered entity, if the [Mechanisms exist to include "break clauses” within contracts for failure o meet
§164.504(e)(2)(ii) NA lcovered entity determines that the business associate has violated |  Functional Equal Break Clauses TPM-05.7  [contract criteria for security, compliance and/or resilience controls 10
|2 material term of the contract.
Implementation [No appiicable SCF control
§164.504(e)(3) specifications: Other |no content] Functional No Relationship /A NA o
e —— — 72 covered ety and s business associate 2 both GovemMentall . ncjonal ORTTTD m m [No appiicable SCF control 0
[No appiicable SCF control
[The covered entity may comply with this paragraph and §
164.314(a)(1), if applicable, by entering into a memorandum of
§164.504(e)(3)(1)(A) NA lunderstanding with the business associate that contains terms that | Functional No Relationship /A NA o
laccomplish the objectives of paragraph (e)(2) of this section and §
164.314(a)(2), if applicable.
[No appiicable SCF control
[The covered entity may comply with this paragraph and §
[164.314(a)(1). if applicable, if other law (including regulations
ladopted by the covered entity or its business associate) contains .
§164.504(e)(3)(1)(8) N/A Feable to the businass acsocare that sccompien | Functional No Relationship. N/A N/A o
the objectives of paragraph (e)(2) of this section and § 164.314(a)
(2), if applicable.
[No appiicable SCF control
I a business associate is required by law to perform a function or
lactivity on behalf of a covered entity or to provide a service
described in the definition of business associate in § 160.103 of this
subchapter to a covered entity, such covered entity may disclose
lprotected health information to the business associate to the extent
Inecessary to comply with the legal mandate without meeting the
§164.504(e)(3)(i) NA e e ines of S parmOmah v 164 31 2(a1C), I aoblable, Functional No Relationship. NA NA o
lprovided that the covered entity attempts in good faith to obtain
satisfactory assurances as required by paragraph (e)(2) of this
section and § 164.314(a)(1), if applicable, and, if such attempt fails,
ldocuments the attempt and the reasons that such assurances
lcannot be obtained.
[No appiicable SCF control
[The covered entity may omit from its other arrangements the
i ftermination authorization required by paragraph (e)(2)i) of this .
5164.504(e)(3) i) NA B e e Functional No Relationship N/A N/A o
lobligations of the covered entity or its business associate.
[No applicable SCF control
IA covered entity may comply with this paragraph and § 164.314(a)
1) if the covered entity discloses only a limited data set to a
§164.508(e)(3)(Iv) m lbusiness associate for the business associate to carry outa health | ¢ No Relationship 3 m o
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Impler

mentation

specifications: Other

INo applicable SCF control

lconnection with any other benefit or employee benefit plan of the
Jplan sponsor.

organization's necds t protect s Technology Acsets, Applications, Senvices and/or
[Pata (TAASD).

§164.504(e)(4) requirements for Ino content] Functional No Relationship N/A N/A o
contracts and other
arrangements
FThe contract or other arrangement between the covered entity and [Mechanisms exist to include data privacy requirements in contracts and other
he business acsociats may permit the business sesociate to Lse Dot Privacy Requirements for lacquisition-related documents that establish data privacy roles and responsibilities
§164.504(e)(4)(i) NA lthe protected health information received by the business associate|  Functional Subset Of e ey PRI-07.1 [for contractors and service providers 10
i its capacity as a business associate to the covered entity, if
Inecessary:
For the proper management and administration of the business Data Privacy Requirements for e e B o e e
§164.504(e)(4)()(A) NA L Functional Subset O PRL07.1  [acquisition-related documents that establish data privacy roles and responsibilities 10
lassociate; or Contractors & Service Providers [for contractors and service providers
oot Privacy R or [Mechanisms exist to include data privacy requirements in contracts and other
§164.504(e)(@))E) VA ITo carry out the legal responsibilties of the business associate Functional Subset Of Qoo pivacy Reauremente for || pnjo7.1 fpcquision-aated documents it estaplsn daa privacy roles nd responvies 10
for contractors and service providers
[Mechanisms exist to include data privacy requirements in contracts and other
[The contract or other arrangement between the covered entity and lacauisition-related documents that establish data privacy roles and responsibilities
[the business associate may permit the business associate to v ; ffor contractors and service providers.
§164.504(e)(4)(1)(B)(i) NA disclose the protected health information received by the business |  Functional Subset Of Gata Privacy Reauirements for. PRI07.1 10
lassociate i its capacity as a business associate for the purposes
ldescribed in paragraph (e)(a)(i) of this section, i
Data Privacy Requirements for [Mechanisms exist to include data privacy requirements in contracts and other
5164.504()(4)()(B)(ii)(A) NA [The disclosure is required by law; or Functional Subset Of PRI07.1  [acquisition-related documents that establish data privacy roles and responsibilities 10
B Y Contractors & Service Providers ffor contractors and service providers.
§ 164504 @ NEIME] A [fno content] Functional No WA WA [No appiicable SCF control [
[Mechanisms exist to require contractual requirements for applicable security,
[The business associate obtans reasonable assurances from the lcompliance and resilience requirements with third-parties, reflecting
Iperson to whom the information is disclosed that it will be hel ’ y lorganization's needs to protect its Technology Assets, Applications, Services and/or
5164.504(2)(4)(1)(B)((B)(1) NA Dmentially and sed or fartner dhaciosed only a6 requned by law | Functional Subset Of Third-Party Contract Requirements | TPM-05  [organizations 10
or for the purposes for which it was disclosed to the person; and
[Mechanisms exist to require contractual requirements for appiicable security.
[The person notifies the business associate of any instances of which lcompliance and resilience requirements with third-parties, reflecting the
§164.504(e)(4)()(B)1)(8)(2) NA It 15 aware in which the confidentialty o the information has been | Functional Subset Of Third-Party Contract Requirements | TPM-05  |organization's needs to protett ite Technology Assets, Applications, Services and/or 10
reac IData (TAASD)
[No appiicable SCF control
he requirements of § 164.504(e)(2) through ()(4) apply to the
Implementation [contract or other arrangement required by § 164.502(e)(1)(ii)
specifications: Business |between a business associate and a business associate that is a . .
BEEIEIE) associate contracts with [subcontractor in the same manner as such requirements apply to ncions) [OOREEEEEI iz o 2
subcontractors  |contracts or other arrangements between a covered entity and
usiness associate.
164,504 WA [[no content] Functional No A WA [No applicable SCF control [
Standard: Requirements. [P BRI
§164.504(1)(1) for group health plans _ [I"® content] Functional No Relationship. NA NA o
echaniss exe o requre controctuel requtements for pplcabe securty.
|compliance and resilience requirements with third-parties, reflecting the
Excopt osprovided under paragraph (10 or () of this section lorganization's needs o protect s Technology Assets, Appications, emices andior
or as otherwise authorized under § 16: p health plan, in [Data (TAASD)
order to disclose protected healtn information £ the pian ponsor or
lto provide for or permit the disclosure of protected health
§164.504(1)(1)(1) NA i ation 1o the DI Sporaor b P et e auer or HMo|  Functional Subset Of Third-Party Contract Requirements | TPM-05 10
with respect to the group health plan, must ensure that the plan
ldocuments restrict uses and disclosures of such information by the
Iplan sponsor consistent with the requirements of this subpart.
[Except as prohibited by § 164.502(a)(5)(i), the group health plan, or [No applicable SCF control
la health insurance issuer or HMO with respect to the group health
§164.504(1)(1)(i) N/A lplan, may disclose summary health information to the plan sponsor, | Functional No Relationship N/A N/A o
if the plan sponsor requests the summary health information for
lpurposes of:
(Obtaining premium bids from health plans for providing health [No appiicable SCF control
§164.504(N(1)(i)(A) N/A D e e AT Functional No Relationship /A N/A o
§164.504(0(1)(1)(B) NA [Modifying, amending, or terminating the group health pian- Functional No /A A [No appiicable SCF control [
[No applicable SCF control
[The group heaith plan, or a health insurance issuer or HMO with
respect to the group health plan, may disclose to the plan sponsor
5164.504(f)(1)(il) N/A information on whether the individual is participating in the group | Functional No Relationship N/A N/A o
Ihealth plan, o is enrolled in or has disenrolled from a health
insurance issuer or HMO offered by the plan.
e [No appiicable SCF control
specifications: [The plan documents of the group health plan must be amended to .
§164.504(1)(2) I | Functional No Relationship /A N/A o
[Establish the permitted and required uses and disclosures of such Meth‘amsms eé‘st ml require mntractuta\ retl:\tvﬁ"éemsnmv appﬂhcable security,
information by the plan sponsor. provided that such permitted and [compliance and resilience requirements with third-parties, reflectin
§164.504(f)(2)(i) NA required P ma’y O e e Tt Functional Subset Of Third-Party Contract Requirements TPM-05 g,gtan(‘%ixz,s? needs to protect its Technology Assets, Applications, arvices andjor 10
subpart. ata
Provide that the group health plan wil disclose protected health [Mechanisms exist to require contractual requirements for appiicable security,
information to the plan sponsor only upon receipt of a certification lcompliance and resilience requirements with third-parties, reflecting the
§164.504(1(2)(i) NA lby the plan sponsor that the plan documen Functional Subset Of Third-Party Contract Requirements |  TPM.05  [organization's needs to protect its Technology Assets, Applications, Services and/or 10
lto incorporate the following provisions and that the plan sponsor [Data (TAASD).
lagrees to:
[fechaniems et o reaule contactual equtements o applcable securty.
INot use or further disclose the information other than as permitted [compliance and resilience requirements with third-parties, reflecting the
§164.504(1)(2)(i)(A) NA O reuiad by the plan decuments or s required by 1o Functional Subset Of Third-Party Contract Requirements | TPM-05 braaniatons needs o protect s Technalogy Assts, Apicaions,Services andior 10
ata
[Ensure that any agents to whom it provides protected health [Wecharfsms exstto requie contractusl requirements for applcable securty.
information received from the group health plan agree to the same [compliance and resilience requirements with third-parties, reflecting
§164.504(f)(2)(ii)(B) NA trictione and corditions m;ap;y o M‘;‘a" fmsm wit Functional Subset Of ‘Third-Party Contract Requirements TPM-05  [organization's needs to protect its Technology Assets, Applications, Services andjor 10
respect to such information; [Data (TAASD).
[Mechanisms exist to require contractual requirements for appiicable security,
INot use or disclose the information for employment-related actions lcompliance and resilience requirements with third-parties, reflecting the
§164.504(1)(2)(1)(C) NA and decisons ot in connection with any other benefitor employee | Functional Subset Of Third-Party Contract Requirements | TPM-05  [ordonization's naeds to protect its Technology Assete, Applications, Services and/or 10
enefit plan of the plan sponsor; [Data (TAASD)
echanisms exstto equlre contractual requiements for appicabl securt,
[Report to the group health plan any use or disclosure of the lcompliance and resilience requirements with third-parties, reflectin
§164.504(1)(2)(i)(D) NA Informaton that s nconsistent i the usesor disclosures Functional Subset Of Thirg-Party Contract Requirements | TPM-0S  |ooamniomtions st oo e o e g Ao e e ces andlar 10
vi which w [Data (TAASD)
Mechanisms exstto equire contractul equiements for appicabl securty.
IMake available protected health information in accordance with § [compliance and resilience requirements with third-parties, reflecting
§164.504(1)(2)i)(E) N/A 54524 P Functional Subset Of Third-Party Contract Requirements TPM-05  lorganization's needs to protect its Technology Assets, Applications, SEN,(ES andfor 10
[Data (TAASD).
[Mechanisms exist to require contractual requirements for appiicable Security,
[Make available protected health information for amendment and [compliance and resilience requirements with third-parties, reflecting the
5164.504()(2)ii)(F) NA incorporate any amendments to protectad health nformation n Functional Subset Of Third-Party Contract Requirements | TPM-05  |organization's needs to protect its Technology ASsets, Applications, Services and/or 10
laccordance wit [Data (TAASD)
[Mechanisms exist to require contractual requirements for appiicable security,
IMake available the information required to provide an accounting of [compliance and resilience requirements with third-parties, reflecting
§164.504(1)(2)(ii)(G) N/A disclosures in accordance with § Thasse. 9 Functional Subset Of Third-Party Contract Requirements TPM-05  [organization's needs to protect its Technology Assets, Applications, Services and/or 10
[Data (TAASD)
[Mechanisms exist to require contractual requirements for appiicable security,
Mk it nternal pracices, books, and records elating o the use lcompliance and resilience requirements with third-parties, reflecting the
i land disclosure of protected health information received from . - ; ’ lorganization's needs to protect its Technology Assets, Applications, Services and/or
§164.504()2)IN(H) WA lgroup health plan available to the Secretary for purposes of Functional Subset Of Third-Party Contract Requirements | TPM-05 | asD) 0
ldetermining compliance by the group health plan with this subpart;
[echanfsms exstto equire contractual requiements (o apaicabl securt,
If feasible, return or destroy all protected health information lcompliance and resilience requirements with third-parties, reflectin
Ireceived from the group health plan that the sponsor still maintains Crganisatorts needs v pravest e Technology Aosers Applcations. Services andior
in any form and retain no copies of such information when no longer [Data (TAASD)
§164.504(1)(2)(10)() NA Ineeded for the purpose for which disclosure was made, except that, | Functional Subset Of Third-Party Contract Requirements | TPM-05 10
if such return or destruction is not feasible, limit further uses and
disclosures to those purposes that make the return or destruction of
the information infeasible; and
[Mechanisms exist to require contractual requirements for appiicable security,
lEnsure that the adequate separation required in paragraph ((2)(ii lcompliance and resilience requirements with third-parties, reflecting the
§164.504(1)(2)i)() NA Ensure that the adeduate se: 4 paragraph (D)) | ¢ ctional Subset Of Third-Party Contract Requirements | TPM-05  [organization's needs to protect its Technology Assets, Applications, Services andjor 10
[Data (TAASD).
[Provide for adequate separation between the group health pian and . . [No applicable SCF control
5164.504(1)(2)(il) N/A e pian sboror. The pian docurments musts Functional No Relationship N/A N/A o
Provid for adequate separatin between the group halth pan and [No appiicable SCF control
§164.504(N)(2)(ii) N/A R e e e e Functional No Relationship N/A N/A o
[Provide for adequate separation belween me group health plan and [No appiicable SCF control
5164.504(1)(2)(il) NA o Pl anoren. e B eocmants o Functional No Relationship. NA NA o
[Provide for adequate separation be(ween me e roup ealth plan and . . [No appiicable SCF control
§164.504(1)(2)il) NA e pian sporon. e piom Socaments m Functional No Relationship NA NA o
Mechanisms existto requlre contractual equirements for appicabl securty.
IDescribe those employees or classes of employees or other persons lcompliance and resilience requirements with third-parties, reflecting
lunder the control of the plan sponsor to be given access to th lorganizations needs o protect s Technology Assets, Appications, Serices andior
protected health nformation to b disclosed; provided that any [Data (TAASD).
§164.504(1)(2)(ii)(A) NA mployee or person who receives protected health information Functional Subset Of Third-Party Contract Requirements | TPM-05 10
elating to payment under. health care operations of, or other
Imatters pertaining to the group health plan in the ordinary course off
lbusiness must be included in such description;
[Restrict the access to and use by such employees and other [echanfsms exstto equire contractual requiements (o appicabl securt,
Ipersons described in paragraph (f)(2)(ii)(A) of this section to the lcompliance and resilience requirements with third-parties, reflecting the
§164.504(1)(2)(ii)(B) NA o it 0N Tnetona that (ot plan sponser etforma for the | Functional Subset Of Third-Party Contract Requirements | TPM-05 braaniatons needs o protect s Technalogy Assts, Apicaions,Services andior 10
laroup health plan; an ata
[Provide an effective mechanism for resolving any issues echanisms exstto equlre contractual requirements for appicabl securt.
Inoncompliance by persons described in paragraph (mzmmw of [compliance and resilience requirements with third-parties, reflecting
§164.504(f)(2)(iil)(C) N/A v Sattion with the plan document pmv"‘w?s ,nged by th Functional Subset Of Third-Party Contract Requirements TPM-05 grg(an(\%ixgrgys needs to protect its Technology Assets, Applications, Services and/or 10
lparagraph. ata
Implementation [No appiicable SCF control
§164.504(1)(3) specifications: Uses and [A group health plan may: Functional No Relationship. NA NA o
disclosures
[Mechanisms exist to require contractual requirements for appiicable security,
IDisclose protected health information to a plan sponsor to carry out lcompliance and resilience requirements with third-parties, reflecting
§164.504(1(3)(1) NA lplan administration functions that the plan sponsor performs only Functional Subset Of Third-Party Contract Requirements | TPM-05  |organization's needs to protett ite Technology Assets, Applications, Services and/or 10
lconsistent with the provisions of paragraph (f(2) of this section; IData (TAASD)
[Mechanisms exist to require contractual requirements for appiicable security,
INot permit a health insurance issuer or HMO with respect to the [compliance and resilience requirements with third-parties, reflecting the
§164.504(1)(3)(i) N/A roup healthplan o disciose profected health nformation to the Functional Subset Of Third-Party Contract Requirements | TPM-05  |organization's needs to protect its Technology Assats, Applications, Services and/or 10
Iplan sponsor except as permitted by this paragrapl [Data (TAASD)
echanisms existto equlre contractual requierments for appicabe securty.
ot disclose and may no perit 3 health nsurance issuer or HHO lcompliance and resilience requirements with third-parties, reflectin
to disclose protected health information to a plan sponsor as ; y rgamiamtorts naeds v pravest e Technology Acsers Applcations. Sorices andior
§164.504(0)(3Niih) VA otherwise permitted by this paragraph unless a statement required |  "Unctional Subset Of Third-Party Contract Requirements | - TPI-0S o (TAASD) 10
lby § 164.520(b)(1)(ii)(C) is included in the appropriate notice; and
INot disclose protected health information to the plan sponsor for [ecmanems oXat o reaule contactuel eduemants o appTcable secuty.
y lcompliance and resilience requirements with third-parties, reflectin
§164.504()(3)(1v) NA [the purpose of employment-related actions or decisions or in Functional Subset Of Third-Party Contract Requirements | TPM-05 " - & 10
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Standard: Requirements

INo applicable SCF control

[covered entity to be false.

§164.504(g) for a covered entity with Ino content] Functional No Relationship N/A /A o
multiple covered functions|
[Mechanisms exist to facilitate the identification and implementation of relevant
IA covered entity that performs multiple covered functions that lstatutory, regulatory and contractual controls.
would make the entity any combination of a health plan, a covered
nealth care provider, and a health care clearinghouse, must comply
§164.504(9)(1) NA with the standards, requirements, and implementation Functional Subset Of Statutery, Regulatory & Contractual| - cpi_gy 10
specifications of this subpart, as applicable to the health plan, o
Inealth care provider, or health care clearinghouse covered functions|
performed
[Fiechanisms exTst to restrict collecting, receiving, processing, storing, fransmiting
IA covered entity that performs multiple covered functions may use lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
or disclose the protected health information of individuals who Usage Restrictions of Personal Data lcollected, consistent with the data privacy notice(s):(2) What is authorized by the
§164.504(9)(2) N/A ceive the covered entity's health plan or health care provider Functional Subset Of o D) PRI-05.4 [data subject, or authorized agent; and(3) What is consistent with applicable laws, 10
services, but not both, only for purposes related to the appropriate Ireguiations and contractual obligations.
function being performed.
Uses and disclosures to [No appiicable SCF control
carry out treatment, .
§164.506 e e [ino content] Functional No Relationship /A /A o
operations
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
Except with respect to uses or disclosures that require an lsharing and/or updating Personal Data (PD) toi(1) The purpose(s) originally
authorization under § 164,508(a)(2) through (4) or that are lcollected, consistent with the data privacy notice(s):(2) What is authorized by the
lprohibited under § 164.502(a)(5)(i) a Covered entity may use or ldata subject, or authorized agent; and(3) What s consistent with applicable laws.
51645050 standard: Permited uses 6Cloxerotacred peslth nformation fr reatment, payment,or | Functional Subsetor | Usage Restricions o Personal Data| 05,4 eguiatons and comracisl soigatons 0
Inealth care operations as set forth in paragraph (c) of this section,
lrovided that such use or disclosure is consistent with other
applicable requirements of this subpart.
Standard: Consent for INo appiicable SCF control
§164.506(b) uses and disclosures [no content] Functional No Relationship N/A /A o
mitted
[Wiechanisms exist to enable data subjects fo authorize the collection, recaiving,
lprocessing, storage, transmission, sharing, updating andor disposal of their
IA covered entity may obtain consent of the individual to use or [Personal Data (PD), where prior to collection the data subject is provided with:(1)
5164.506(b)(1) /A disclose protected health information to carry ou treatment, Functional Subset Of Choice & Consent PRL03 plan language o isirate the potentl data privacy sk o the authorzaion:(2) A 10
lpayment, or health care operations. Imeans for users to decline the authorization: and(3) All necessary choice a
[consentrelated criteria required by applicable statutory, reguiatory and contractual
lobligations
[Consent, under paragraph (b) of this section, shall not be effective [No applicable SCF control
0 permit a use or disclosure of protected health information whe
5164.506(b)(2) NA lan authorization, under § 164.508, is required or when another Functional No Relationship N/A /A o
lcondition must be met for such use or disclosure to be permissible
lunder this subpart.
INo appiicable SCF control
implementation
§164.506(c) boment o hea\!h ment no content] Functional No Relationship /A /A o
IA covered entity may use or disclose protected health information Usage Restrictions of Personal Data o e Pereao S, (s ol BroCeseIng, oG, ranemtting:
§164.506(0)(1) NA it i Functional Subset Of i 4 PRI-05.4  [sharing and/or updating Personal Data (PD) to:(1) The purposels) originally 10
for ts own treatment, payment, or health care operations. (°D) lcollected, consistent with the data privacy notice(s):(2) What is authorized by the
IA covered entity may use or disclose protected health information Information Sharing With Third e O o e D o chbaracs o for the,
i ¥ urposes identified in the data privacy notice and with the implicit or explicit
§164.508(c)(1) /A for ts own treatment, payment, or health care operations. Functional Subset OF Parties P07t of the data subject. T Y P ? 10
[Mechanisms exist to disclose Personal Data (PD) fo third-parties only for the
IA covered entity may disclose protected health information for Information Sharing With Third § resas ettt 11 tho Aokt Tvacy notite oud Hith the IpICt oF oxphet
§164.506(c)(2) A treatment activities of a health care provider. Functional Subset Of Parties PRIOT R eent of the data subject. o) P ° 10
I covered entty may disclose protected health formation to [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
ity may di i urposes identified in the data privacy notice and with the implicit or explicit
§164.506(0)(3) NA lanother covered entity or a health care provider for the payment Functional Subset Of Information Sharing With Third PRI07  Foneent of the data subject. o) P P 10
activities of the entity that receives the information.
[Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
IA covered entity may disclose protected health information to lpurposes identified in the data privacy notice and with the implicit or explicit
lanother covered entity for health care operations activiies of the lconsent of the data subject
entity that receives the information, if each entity either has or had Information Sharing With Third §
§164.506(0)4) /A a relationship with the individual who s the subject of the protected [ Functional Subset OF arties PRI07 10
Inealth information being requested, the protected health
information pertains to such relationship. and the disclosure
or a purpose listed in paragraph (1) or (2) of the definition of [No applicable SCF control
5164.506(0)(4)(0) NA o purbose lsted n per Functional No Relationship /A /A 0
e T o Forthepursoseofhealth cae fraud and ahuse detection or r— e ) WA Vo appiicable SCF contral o
[Wiechanisms exist to restrict collecting, receiving, processing, storing, fransmitting
|A covered entity that participates in an organized health care lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
arrangement may disclose protected health information about an Usage Restrictions of Personal Data lcollected, consistent with the data privacy notice(s):(2) What is authorized by the
§164.506(c)(5) N/A lindividual to other participants in the organized healtt Functional Subset Of 9 D) PRI-05.4 [data subject, or authorized agent; and(3) What is consistent with applicable laws, 10
arrangement for any heath care operations activities of the Ireguiations and contractual obligations.
organized health care arrangement.
INo appiicable SCF control
Uses and disclosures for
§164.508 which an authorization is [[no content] Functional No Relationship /A /A o
quired
INo appiicable SCF control
Standard: Authorizations .
5164.508(a) frandard: ALhorizations lino content] Functional No Relationship /A /A o
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
Except as otherwise permitted or required by this subchapter, a lsharing and/or updating Personal Data (D) to:(1) The purpose(s) originally
covered entity may not use or disclose protected health information lcollected, consistent with the data privacy notice(s):(2) What is authorized by the
Authorization required: [without an authorization that is valid under this section. When a Usage Restrictions of Personal Data ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
§164.508(a)(1) General rule lcovered entity obtains or receives a valid authorization for its use or| " unctional Subset Of (PD) PRI-05.4 | ¢ gulations and contractual obligations. 10
disclosure of protected health information, such use or disclosure
Imust be consistent with such authorization.
[Wiechantsms exTst to disclose Personal Data (PD) fo third-parties only for the
Except as otherwise permitted or required by this subchapter, a lpurposes identified in the data privacy notice and with the implicit or explicit
covered entity may not use or disclose protected health information lconsent of the data subject.
Authorization required: [without an authorization that is valid under this section. When a Information Sharing With Third
§164.508(a)(1) General rule covered entity obtains or receives a valid authorization for ts use or|  Functional Subset OF Parties PRI07 10
disclosure of protected health information, such use or disclosure
Imust be consistent with such authorization.
[Wiechantsms exist to enable data subjects fo authorize the collection, recaving,
i . ’ lprocessing, storage, transmission, sharing, updating andor disposal of their
suthorzaton equieq: [1OEAstanding any proviion o this subpart, ather thanthe Persanal Bara [P5) where pror 1 callecton e daa subject & provided wite(1)
§164.508(a)(2) quired: Ly . Y Functional Subset Of Choice & Consent PRI-03 [Plain language to illustrate the potential data privacy risks of the authorization;(2) A 10
Psychotherapy notes  [authorization for any use or disclosure of psychotherapy notes, ; g
ns for users to decline the authorization: and(3) All necessary choice and
lconsent-related criteria required by applicable statutory, regulatory and contractual
lobligations.
AR oy [ o out the olowing reatment payment, orealthcore re— IR m WA ]Noappiicable SCF contral o
§164.508(a)(2)()(A) NA lUse by the originator o the psychotherapy notes for treatment; Functional No Relationship N/A [P EE] 0
[Mechanisms exist to address the use of Personal Data (PD) for internal testing,
s i by e covre nty ot o g i i sears ] e sty Ik o i e ot
lorograms in which students, trainees, or practitioners in mental Internal Use of Personal Data (PD) . ;
§164.508(a)(2)(1(8) NA D e e oot iy | Functional Subset Of ForTedting, Traiing and Recoarch | PRIO5:1|use of PD when such nformation s requred or Internal testng, raining and 10
aroup, joint, family, or individual counseling; or fresearc!
lUse or disclosure by the covered entity to defend itself in a legal Usage Restrictions of Personal Data e e e e ol ranemitting.
§164.508(a)(2)()(C) NiA Functional Subset Of PRI0S.4  [sharing and/or updating Personal Data (PD) tox(1) The purpose(s) originally 10
laction or other proceeding brought by the individual; and (PD) lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
[ vseordisclosure hot s requied by § 164 502021211 or [N appiicable SCF control
lpermitted by § 164.512(a); § 164.512(c) with respect t
GEEMEELEND A S versiant of the originatar f the psychotherapy potes: 164 512(g) | Functional MOREEIEEID fa R °
(1); or 164.5120)(L)(0)
5164.508(2)(3) Authorization required: 1, content) Functional No Relationship N/A na  [Noapplicable SCF control )
INotwithstanding any e of this subpart, other than the [No applicable SCF control
ranstion rovisons in § 164,532 a covered cntity must oboin an
§164.508(2)(3)(1) NA o b oo e T e Functional No Relationship /A /A o
B e e it
Jform of:
AR ) A face o face communication made by a covered eniy o an P— No Rettionship o A |No sppicabie SCF control o
§164.508(a)(3)(i)(B) NA |a promotional gift of nominal value provided by the covered entity | Functional No Relationship NA NA [ ] 0
f the marketing involves financial remuneration, as defined in [No appiicable SCF control
lparagraph (3) of the definition of marketing at § 164.501, to the
GUEBTICE) A lcovered entity from a third party, the authorization must state that |  "unctional (DRI oA A ©
such remuneration is involved.
- INo applicable SCF control
lauthorization required:
§164.508(a)(4) Sale of protected health  [ino content] Functional No Relationship N/A N/A 0
information
Notwithstanding any provision of this subpart, other than the [Wiechanisms exist to disclose Personal Data (PD) fo third-parties only for the
lransition provisions fn & 2 covered entity must obtain an nformation Sharing With Third lpurposes identified in the data privacy notice and with the implicit or explicit
5 164.508(a)(4)(i) N/A lauthorization for any disclosure of protected health information Functional Subset Of ooarnd PRI-O7  [consent of the data subject. 10
\which is a sale of protected health information, as defined in §
164.501 of this subpart.
CIETEID) o S autroratin st ate Bt e discosure i resat e— CErTmE D m WA [Noappiicable SCF contral o
Implementation INo applicable SCF control
§164.508(b) specifications: General [[no content] Functional No Relationship /A N/A 0
§164.508(6)(1) Valid [fno content] Functional o WA WA |No applicable SCF control 0
[A valid authorization s a document that meets the requirements in [No applicable SCF control
§164.508(6)(1)(i) NA lparagraphs (a)(3)ii), (2)(4)(i), (c)(1), and (c)(2) of this section, as | Functional No Relationship N/A N/A o
applicable.
[A valid authorization may contain elements or information in [No applicable SCF control
’ addition to the elements required by this section, provided that .
SICEDIDIED R such additiona elaments o informaton ae not inconsisent with (s (o (LD Re R C
lthe elements required by this sectio
: : [An authorization is not valid, f the document submitted has any of . ] INo appiicable SCF control
5164.508(b)(2) Defective authorizations [{1, Jeihezaen s 1o Functional No Relationship N/A /A o
[The expiration date has passed or the expiration event is known by - - INo applicable SCF control
§164.508(6)(2)(i) NA e o e s b o Functional No Relationship NA N/A )
- [N applicable SCF control
[The authorization has not been filled out completely, with respect tol
GICASEEEND R an element described by paragraph (c) of this section, if applicable; |  Functiona! RoliE o) R Ra g
IR o [T auhorizaion s Known by the covered enty o have been e—— e = WA [Noappiicable SCF control o
§164.508(b)(2)(Iv) NA :g:ﬁ“’g‘f”‘a““" Violates paragraph (b)(3) or (4) of this section, If | ¢, ctional No Relationship NA NA [hcieslicsbigischicentnl 0
B oy [Any material information in the authorization is known by the Fonctional No Retationshp o A N0 sppicable SCF contror 5
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Notes (optional)

n authorization for use or disclosure of protected health

INo applicable SCF control

(optional)

individual by name.

[collected, consistent with the data privacy notice(s);(2) What is authorized by the

5164.508(b)(3) Compound authorizations [information may not be combined with any other document to Functional No Relationship N/A N/A o
lcreate a compound except as follows:
[No appiicable SCF control
|An authorization for the use or disclosure of protected health
information for a research study may be combined with any other
ltype of written permission for the same or another research study.
[This exception includes combining an authorization for the use or
disclosure of protected health information for a research study with
lanother authorization for the same research study, with an
lauthorization for the creation or maintenance of a research
ldatabase or repository, or with a consent to participate in research.
§164.508(b)(3)(1) VA Where a covered healthcare provide has conditioned the provision ncions) NCRSEtbnshic i 3 U
of research-related treatment on the provision of one of th
outhorizations, as permitted under paragraph (5)(4() of this
secton, any compound authorization created under tis paragraph
Imust clearly differentiate between the conditione
B e T e
lopportunity to opt in to the research activities described in the
[An authorization for a use or disclosure of psychotherapy notes may [No applicable SCF control
§164.508(b)(3)11i) N/A lonly be combined with another authorization for a use or disclosure | Functional No Relationship. NA VA o
of psychotherapy notes
[No appiicable SCF control
lan authorization under this section, other than an authorization for
2 use or disclosure of psychotherapy notes, may be combined with
[any other such authorization under this section, except wh
lcovered entity has conditioned the provision of treatment, payment,
lenroliment in the health plan, or eligibility for benefits under
. Iparagraph (b)(4) of this section on the provision of one of the .
5164.508(b)(3) i) N/A B e Functional No Relationship N/A N/A o
lauthorizations where one authorization conditions the provision of
[treatment, payment, enroliment in a health plan, or eligibility for
oSt e abidticaietliog
ound authorization created in accordance with paragraph (b)
(53 of this section
[No appiicable SCF control
Prohibition on |A covered entity may not condition the provision to an individual of
5164.508(b)(4) conditioning of  |treatment, payment, enrollment in the health plan, or eligibility for |  Functional No Relationship. NA NA o
authorizations |benefits on the provision of an authorization, except:
|A covered health care provider may condition the provision of [No applicable SCF control
research-related treatment on provision of an authorization for the .
GEEISEEIED A luse or disclosure of protected health information for such research |  "unctional (DREHEETEI U s ©
Junder this section;
[No appiicable SCF control
|A heaith plan may condition enrollment in the health plan or
§164.508(b)(4) (i) NA eligibility for benefits on provision an authorization requested by the|  Functional No Relationship N/A NA o
lhealth plan prior to an individual's enrollment in the health pian, i
[The authorization sought Is for the health plan's eligibility or [No applicable SCF control
§164.508(b)(4) (i) (A) N/A enrolment determinations rlating tothe ndividual o for ts Functional No Relationship. A NA o
Junderwriting or risk rating
[No appiicable SCF control
. [The authorization is not for a use or disclosure of psychotherapy .
§164.508(b)(4)(i1}(B) NA e A or e et Functional No Relationship /A N/A o
[No appiicable SCF control
|A covered entity may condition the provision of health care that is
. Solely for the purpose of creating protected health information for .
§164.508(b)(4)(ii) N/A R oG o P ooy Functional No Relationship N/A N/A o
disclosure of the protected health information to such third party.
Revocationof __|An individual may revoke an authorization provided under this [No appiicable SCF control
5164.508(b)(5) Revocationol |section at any time, provided that the revocation is in writing, Functional No Relationship N/A N/A o
lexcept to the extent that
§164.5080)5)() A [The covered entity has taken action in reliance thereon; or Functional No /A A [No appiicable SCF control [
i the authorization was obtained as a condition of obtaining [No appiicable SCF control
5164.508(b)(5)(ii) NA insurance coverage, other law provides the insurer with the right to | Functional No Relationship. N/A N/A o
lcontest a claim under the policy or the policy itself.
[A covered entity must document and retain any signed [No appiicable SCF control
DHCEREIIE) CESLIIEEE under this section as required by § 164.530(). Functional [DRGHEETEID e e °
Implementation [No appiicable SCF control
specifications: Core. .
§164.508(c) SIS ltno content] Functional No Relationship /A N/A o
requirements
GRECeEaI Core elements__|A.valid authorization under this section must contain at least the em—— ORTTD m m [No appiicable SCF control 0
[following elements:
In description of the information to be used or disclosed that [Mechanisms exist to ensure data privacy notices Identify the purpose(s) for which
i . [Personal Data (PD) is collected, received, processed, stored, transmitted and/or
5164.508(c)(1)(1) N/A e e e Ao e ot ocamngral faamon Functional Subset Of Purpose Specification PRI021  [person: (°D) P 1 10
Frve name or other specifc dentification of the person(s), or class of [Mechanisms exist to ensure data privacy notices identify the purpose(s) for which
i i 2 ¥ [Personal Data (PD) is collected, received, processed, stored, transmitted an
§164.508(c)(1)(i) NA Do cthorisa Lo make the requested Lse or diaciomure Functional Subset Of Purpose Specification PRI02.1 [Person (PD) 3 P 10
[The name or other specific identification of the person(s), or class of| [Mechanisms exist to ensure data privacy notices identify the purpose(s) for which
§164.508()(1)(i) VA Ipersons, to whom the covered entity may make the requested use | Functional Subset Of Purpose Specification PRI.02.1  [Personal Data (PD) is collected, received, processed, stored, transmitted and/or 10
or disclosure.
|A description of each purpose of the requested use or disclosure. [Mechanisms exist to ensure data privacy notices identify the purpose(s) for which
[The statement “at the request of the mividual® is a sufficient [Personal Data (PD) is collected, received, processed, stored, transmitted and/or
§164.508(c)(1)(v) NA ldescription of the purpose when an individual initiates the Functional Subset Of Purpose Specification PRI-02.1 10
and does not, or elects not to, provide a statement of
the purpose.
[Mechanisms exist to enable data subjects to authorize the collection, receiving,
|An expiration date or an expiration event that relates to the lprocessing, storage, transmission, sharing, updating and/or disposal of their
individual or the purpose of the use or disclosure. The statement [Personal Data (PD), where prior to collection the data subject is provided with:(1)
of the research study, “ or similar language is sufficient] y [Plain language to illustrate the potential data privacy risks of the authorization;(2) A
§164.508(0)(1)(v) WA Fihe authoriation s for & use o discosure of proveciad healtn Functional Subset Of Choice & Consent PRI-03 Imeans for users to decline the authorization; and(3) Al necessary choice and 0
information for research, including for the creation and lconsent-related criteria required by applicable statutory, regulatory and contractual
Imaintenance of a research database or research repository. lobligations.
i If the authorization is signed by a personal representative of the [No applicable SCF control
§ 164.508(c)(1)(vi) Signature of the Individualingividual, a description of such representative's authority to act for | Functional No Relationship. NA NA 0
Jthe individual must also be provided.
in addition to the core elements, the authorization must contain [No appiicable SCF control
§164.508(0)(2) Required statements  [statements adequate to place the individual on notice of all of the | Functional No Relationship N/A N/A o
lfollowing:
Do) o [The ndvidual's gt o revake the authorzation in wrtng, and em—— ORETmTD o o [No appiicable SCF control o
Frhe exceptions to the right to revoke and a descrintion of how the [Mechanisms exist to ensure data privacy notices identify the purpose(s) for which
x i n iption ¥ [Personal Data (PD) is collected, received, processed, stored, transmitted and/or
5164.508(0)(2)()(A) NA i ey rovake the authorassiom or Functional Subset Of Purpose Specification PRL021  [Persansl Data (PD) is collected, received. processed; sored, transi and/o 10
[To the extent that the information in paragraph (c)(2)(i)(A) of this [Mechanisms exist to ensure data privacy notices identify the purpose(s) for which
5164.508(C)(2)()(B) NA section s included in the notice required by § 164.520, a reference | Functional Subset Of Purpose Specification PRI-02.1  [Personal Data (PD) is collected, received, processed, stored, transmitted and/or 10
lto the covered entity's notice. jshared
[The ability or inability to condition treatment, payment, enrollment [P BRI
ORI [z or eligibility for benefits on the authorization, by stating either: ncicas! (DRI iz iz u
[Mechanisms exist to prevent discrimination against a data subject for exercisin
[The covered entity may not condition treatment. payment, oo 5 e ftheir legal rights pertaining to modifying o revoking consent, including prohibiting:
lenroliment or eligibility for benefits on whether the individual signs roduct or Service Delivery y |(1) Refusing products and/or service: rging different rates for goods and/or
§164.508(cH2)0iNA) VA the authorization when the prohibition on conditioning of Functional Subset Of Restrictions. PRIO35 Kervices; and(3) Providing different levels of quality ©
lauthorizations in paragraph (b)(4) of this section applies; or
[the consequences to the individual of a refusal to sign the [Mechanisms exist to prevent discrimination against a data subject for exercising
heir legal rights pertaining to mo or revoking consent, including prohibitin
lauthorization when, in accordance with paragraph (b)(4) of this [thelr legal rights p 9 i 9 2 9 P 9
§164.508()2)(1)8) A Section, the covered entity can condition treatment, enroliment in | Functional Subset Of Product o Service Delivery PRI.03.5  |(1) Refusing products and/or services;(2) Charging different rates for goods andor 10
lthe health plan, or eligibility for benefits on failure to obtain such [services; and(3) Providing different levels of quality.
[The potential for information disclosed pursuant to the authorization [No applicable SCF control
§164.508(0)(2)(ii) NA lto be subject to redisclosure by the recipient and no longer be Functional No Relationship. NA NA o
lprotected by this subpart.
[Mechanisms exist to enable data subjects (o authorize the collection, receiving,
lprocessing, storage, transmission, sharing, updating andor disposal of their
Plain language [Personal Data (PD), where prior to collection the data subject is provided with:(1)
§164.508(c)(3) o wegmengt [The authorization must be written in plain language. Functional Subset Of Choice & Consent PRI-03 [Plain language to illustrate the potential data privacy risks of the authorization;(2) A 10
q Imeans for users to decline the authorization; and(3) All necessary choice and
consent elated citeia required by applicable statutory,regulatory and contractual
lobliga
No amplcatTe SCF contrr
Ifa covered entity seeks an authorization from an individual for a
§164.508(0)(4) Copy to the individual ~|use o disclosure of protected health information, the covered entity|  Functional No Relationship. NA NA o
Imust provide the individual with a copy of the signed authorization.
[No appiicable SCF control
|A covered entity may use or disclose protected health information,
rovided that the individual is informed in advance of the use or
e tess [disclosure and has the opportunity to agree to or prohibit or restrict
§164.510 forthe Ividon o aqrae|the use or disclosure, in accordance with the applicable Functional No Relationship NA NA )
e '97€€ |- aquirements of this section. The covered entity may orally inform
5 the individual of and obtain the individual’s oral agreement or
lobjection to a use or disclosure permitted by this section.
Standard: Use and [No appiicable SCF control
5164.510(a) disclosure for facility  [[no content] Functional No Relationship. N/A NA o
directories
permitted uses and _|EXCEPt when an objection is expressed in accordance with [No appiicable SCF control
§164.510(2)(1) s lparagraphs (2)(2) or (3) of this section, a covered health care Functional No Relationship N/A N/A o
jprovider ma
[Use the following protected health information to maintain a [No appiicable SCF control
§164.510(@)(1)() NA e A Functional No Relationship. NA NA o
Usage Restrictions of P oot [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
§164.510(2)(1)()(A) A [The individuar's name; Functional Subset Of sage Restrctions of Personal Data | - pgy 5.4 [sharing and/or updating Personal Data (PD) tor(1) The purpose(s) originally 10
(PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
) ) [Miechanisms exist to restrict Collecting, receiving, processing, storing, transmitting,
§ 164.520()(1XE) A [Te indivdual locaton n the covered heaith care provider's Functional Subset Of Usage Restrictions of Personal Data| g1 0s.4  [sharing and/or updating Personal Data (PD) toi(1) The purpose(s) originally 0
acility; (PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
[Hechanizms et o Fesiic coectn, recciving, processing, soring. anmitn.
[The individual's condition described in general terms that does not Usage Restrictions of Personal Data
§164.510(2)(1)(1(C) NA Functional Subset Of PRI-05.4  [sharing and/or updating Personal Data (PD) tox(1) The purpose(s) original 10
lcommunicate specific medical information about the individual; and (PD) Colectad concsbent with She dta orivacy novce(912] What i ausharived by the
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting
§164.510(a)(1)(1)(D) N/A [The individual's religious affiliation; and Functional Subset O Usage Restrictions of Personal Data | ppy o5 4 [sharing and/or updating Personal Data (PD) to:(1) The purposel(s) originall 10
(PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
§164.510@ @0 NA [Use or disclose for directory purposes such information: Functional No A NA [No appiicable SCF control [
sage R . o [Mechanisms exst to restict callecting, recelving,processing, storing transmiting,
§164.510(a)(1)(ii)(A) N/A [To members of the clergy; or Functional Subset Of 'sage Restrictions of Personal Data | ppi.gs.4  [sharing andjor updating Personal Data (PD) to:(1) The purpose(s) originally 10
(PD) lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting
§ 164.510(2)(1(1)(8) A [Except for religious affiliation, to other persons who ask for the Functional Subset Of Usage Restrictons o Personal Data |y 5.4 biaring andor updating Prsonal Data (PD) to:(1) The purpose(s) crginally 10
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|A covered health care provider must inform an individual of the
lrotected healt information that it may include In 2 directory an
e persons to whom it may disclose such information (including

INo applicable SCF control

lauthorized by law to receive reports of child abuse or neglect;

§164.510(2)(2) Opportunity to object mscmsures to clrgy of information regarding rehglous ariation) Functional No Relationship N/A N/A o
he individual with the opportunity to restrict or prohibit
A e A B o 5 e e
of this section.
§164.510(2)3) Emergency circumstances|ino content] Functional No Relationship WA na  [Voapplicable SCF control o
If the opportunity to object to uses or disclosures required by [No applicable SCF control
Iparagraph (a)(2) of this section cannot practicably be provided
lbecause of the individual's incapacity or an emergency treatment
§164.510()(3)(i) N/A circumstance, a covered health care provider may use or disclose Functional No Relationship. /A NA o
lsome or all of the protected health information permitt
Iparagraph (a)(1) of this section for the facility's directory, if such
disclosure i
[No appiicable SCF control
(Consistent with a prior expressed preference of the individual, if .
§164.510(2)3)()(A) NA SRR s el Functional | No Relationship, NA NA o
[No appiicable SCF control
in the individual's best interest as determined by the covered health
§164.510(2)(3)(1)(8) NA e e et ot e A Functional No Relationship N/A N/A o
[No appiicable SCF control
[The covered health care provider must inform the individual and
" lprovide an opportunity to object to uses or disclosures for directory .
SIS Q) R lpurposes as required by paragraph (a)(2) of this section when it Sncions! NeRSietbnshic o R 2
lbecome practicable to do so.
Stapdarcs Usesana [No appiicable SCF control
s for
5§164.510(b) s [ Functional No Relationship N/A N/A o
individual's care and
notification purposes
5§164.510(b)(1) Permitted uses and 1o content] Functional No Relationship N/A na (Vo applicable SCF control 0
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
IA covered entity may, in accordance with paragraphs (b)(2), (b)(3). lparties with a need to know.
or ()(5)of ths secton, disclose to o family member,other elatve,
. a close personal friend of the individual, or any other person . . »
§164.510(b)(1)(1) N/A entifig by tha maidust, the arotecied heaith informasion Functional Subset Of Disclosure of Information DCH-03.1 10
directly relevant to such pérson’s involvement with the individual's
Ihealth care or payment related to the individual's health care
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
lparties with a need to know.
|A covered entity may use or disclose protected health information
lto notify, or assist in the notification of (including identifying or
locating).a family member, a personal representative of the
individual, or another person responsible for the care of the
5164.510(b)(1)(ii) NA ndividual of thencviders locsbion: general rondion, or death. Functional Subset Of Disclosure of Information DCH-03.1 10
e use ordisclosure of proteced health information for s
Inotifica st be in accordance with paragraphs (b)(2),
131 (6341 of (53 of this section, & appiicable
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
I the individual is present for, or otherwise available prior to, a use lparties with a need to know.
Uses and disclosures with [or disclosure permitted by paragraph (b)(1) of this section and has y
§164.510(0)(2) the individual present  [the capacity to make health care decisions, the covered entity may | "unctional Subset Of Disclosure of Information DCH-03.1 0
luse or disclose the protected health information if it:
[Mechanisms exist to enable data subjects to authorize the collection, receiving,
lprocessing, storage, transmission, sharing, updating and/or disposal of their
[Personal Data (PD), where prior o collection the data subject is provided with
§164.510(b)(2)() NA (Obtains the individual's agreement; Functional Subset Of Choice & Consent PRI-03  [Plain language to illustrate the potential data privacy risks of the authorization;(2) A 10
jecline the authorization; and(3) All necessary choice an:
lconsent-related criteria required by applicable statutory, regulatory and contractual
lobligations.
[Mechanisms exist to enable data subjects to authorize the collection, receiving,
lprocessing, storage, transmission, sharing, updating and/or disposal of their
[Personal Data (PD), where prior to collection the data subject is provided with:(1)
[Provides the individual with the opportunity to object to the
5164.510(b)(2)(ii) NA Crecloure and the ineiitual domsirot axprass o Sbjection: or Functional Subset Of Choice & Consent PRI-03  [Plain language to illustrate the potential data privacy risks of the authorization;(2) A 10
[means for users to decline the authorization; and(3) All necessary choice and
|consent-related criteria required by applicable statutory, regulatory and contractual
lobligations.
[Mechanisms exist to enable data subjects to authorize the collection, receiving,
lprocessing, storage, transmission, sharing, updating and/or disposal of thei
IReasonably infers from the circumstances, based on the exercise of [Personal Data ( e prior t6 collection the data subject is provided with:(1)
§164.510(b)(2)(ii) NA lprofessional judgment, that the individual does not object to the Functional Subset Of Choice & Consent PRI-03  [Plain language to illustrate the potential data privacy risks of the authorization;(2) A 10
disclosure [means for users to decline the authorization; and(3) All necessary choice and
lconsent-related criteria required by applicable statutory, regulatory and contractual
lobligations.
[Mechanisms exist to enable data subjects to authorize the Collection, receving,
lprocessing, storage, transmission, sharing, updating and/or disposal of their
If the individual is not present, or the opportunity to agree or object [Personal Data (D), where prior to collection the data subject is provided with:(1)
lto the use o disclosure cannot practicatly be provided because of Pain language to lutratethe potentia data privacy isks of the authorizationi(2) A
the individual's incapacity or an emergenty circumstance, the [means for users to decline the authorization; and(3) All necessary choice a
Covered entity may. in the exercise of professional judgment. lconsent.related criteria required by applicable statutory, reguiatory and contractual
ldetermine whether the disclosure s in the best interests fobligations.
Limited usesang _[ivdual and, f s, disclose ony the protected health information
lthat is directly relevant to the person's involvement witt ’
individuals care or payment related to the ndividuar's ot care
§164.510(6)(3) Sclosures when the idar e e e el Functional Subset Of Choice & Consent PRI-03 10
\eeded for notification purposes. A covered entity
protessional judgment and s experierce with common practice o
Imake reasonable inferences of the individual's best interest in
lallowing a person to act on behalf of the individual to pick up filled
lprescriptions, medical supplies, X-rays, or other similar forms of
lprotected health information.
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
lparties with a need to know.
|A covered entity may use or disclose protected health information
lto a public or private entity authorized by law or by its charter to
lassist in disaster relief efforts, for the purpose of coordinating with
lsuch entities the uses o disclosures permitted by paragraph (b)(1)
Uses and disclosures for
5164.510(b)(4) e o aaclosures for i) of this section. The requirements in paragraphs (b)(2), (b)(3), or |  Functional Subset Of Disclosure of Information DCH-03.1 10
PUIPOSES I(b)(5) of this section apply to such uses and disclosures to the
lextent that the covered entity, in the exercise of professional
lludgment, determines that the requirements do not interfere with
the ability to respond to the emergency circumstances.
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
Isharing and/or updating Personal Data (PD) to:(1) The purposels) originally
|A covered entity may use or disclose protected health information lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
to a public or private entity authorized by law or by its charter to ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
lassist in disaster relief efforts, for the purpose of coordinating with Irequiations and contractual obligations.
such entities the uses or disclosures permitted by paragraph (b)(1)
§164.510(b)(4) Uses and disctosures for | of this section. The requirements in paragraphs (b)(2), (b)(3), or | Functional Subset Of Usage Restrictions of Personal Data | pgy 5.4 10
PUTPOSES (b)) of this section apply to such uses and disclosures to the
lextent that the covered entity, In the exercise of professional
lludgment, determines that the requirements do not interfere with
the ability to respond to the emergency circumstances.
[Mechanisms exist to restrict the disciosure of sensitive/reguiated data to authorized
If the individual is deceased, a covered entity may disclose to a [parties with a need to know.
family member, or other persons identified in paragraph (b)(1) of
lthis section who were involved in the individual's care or payment
Uses and disclosures
ffor health care prior to the individual's death, protected health y
§164.510(b)(5) when the indvidual s e Lor o the indidual tha s felevent 6 such person's Functional Subset Of Disclosure of Information DCH-03.1 10
involvement, unless doing s is inconsistent with any prior
lexpressed preference of the individual that is known to the covered
ntity.
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
la covered entity may use or disclose protected health information lparties with a need to know.
without the written authorization of the individual, as described in §
1164.508, or the opportunity for the individual to agree or object as
o fescrbe n 164 10, v the sutions coverd By thisechon,
5§164.512 O rhorization " [subiect to the applicable requirements of this section. Wher Functional Subset Of Disclosure of Information DCH-03.1 10
D radie " |covered entity is required by this section to inform the ndoidugl of,
) a lor when the individual may agree to, a use or disclosure permitted
Iby this section, the covered entity's information and the individual's
lagreement may be given orally.
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
|A covered entity may use or disclose protected health information Jsharing and/or updating Personal Data (PD) to:(1) The purposefs) originally
lwithout the written authorization of the individual, as described in § collected, conisent i the dta privacy notice(s)(2) Wit s uthorzed by the
[164.508, or the opportunity for the individual to agree or object as 3 i 2 is consi L 2
Uses and disclosures for |yocripeq in § 162210, in \yhe situations covered bgy this sec‘uen, [regulations and contractual obligations.
5164512 which an authorizaton or (5Lt the applcable requirements of ths secton. When the |  Functional Subserof | Usage Restictions of Personal Data | pgy g5 10
oy 10 agree 9" |covered entity is required by this section to inform the individual of,
i d lor when the individual may agree to, a use or disclosure permitted
loy this section, the covered entity's information and the individual's
Jagreement may be given orally.
Standard: Uses and [No appiicable SCF control
5§164.512(a) disclosures required by [[no content] Functional No Relationship. NA NA o
law
[A covered entity may use or disclose protected health information [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
lto the extent that such use or disclosure is required by law and the » [parties with a need to know.
§164.512(a)(1) NA e e o e e 1 e vt Functional Subset Of Disclosure of Information DCH-03.1 10
requirements of such law
[ covered entity must meet the requirements described in [No applicable SCF control
§164.512(a)(2) NA paraoraph (c. (@), or (1) ofthis secton fr uses or disclosures Functional No Relationship. NA VA o
required by
Standard: Uses and [No appiicable SCF control
5§164.512(b) disclosures for public  [[no content] Functional No Relationship. N/A N/A o
health activities
|A covered entity may use or disclose protected health information [No applicable SCF control
5§164.512(b)(1) N/A ffor the public health activities and purposes described in this Functional No Relationship N/A N/A o
lparagraph e
[No appiicable SCF control
A public heatt authoriy that s authorized by aw to collect o
receive such information forthe purpose of preventing o controling
disease, injury, or disability, including, but not mited for
Permitted uses and - reporting o disease, njuy, vtal events such as birth e o
GHEISECIERD disclosures the conduct of public heatthsurveilance, public heal nchons) (DRI A A ©
public hesith interventions;or o the drection
of  public healih adthority. to an offical of »foreion governmen
agency that s acting in colaboration with a PUBIC neath authonty:
[No appiicable SCF control
§164.512(b)(1)(ii) NIA |A public health authority or other appropriate government authority | ¢ o) No Relationship N/A N/A )
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|A person subject to the jurisdiction of the Food and Dru
|administration (FDA) with respect to an FDA-regulated product or

INo applicable SCF control

(optional)

lto ensure that the individual who is the subject of the protected
lhealth information that has been requested has been given notice

of the request; or

§164.512(b)(1)iil) NA lactivity for which that person has responsibility, for the purpose of | Functional No Relationship. NA NA 0

lactivities related to the quality, safety or effectiveness of such FDA-
regulated product or activity. Such purposes include:
[To collect or report adverse events (or similar activities with respect [No appiicable SCF control
lto food or dietary supplements). product defects or problems .

5164.512(b)(1)iil)(A) NA croding probos ot the tre ar aboling of 5 praiacty o Functional No Relationship. N/A N/A o
Iiological product deviations;

§164.512(0)1GB) A [Fo track FOA-regulated products; Functional No A A [No appiicable SCF control [
[To enable product recalls, repa\rs, or rep\acement or lookback [No applicable SCF control
(including locating and notifying 0 have received

GECIFLIFTINE A prodicts ihat have heen recalled, withdrawn, or are the subjectof | Functional (AL A A U

lookback); or

§ 164 5210 A [To conduct post marketing surveillance: Functional No A A [No applicable SCF control [

[No applicable SCF control
|A person who may have been exposed to a communicable disease
lor may otherwise be at risk of contracting or spreading a disease or
§164.512(b)(1)(v) NA lcondition, f the covered entity or public health authori Functional No Relationship N/A N/A o
lauthorized by law to notify such person as necessary in the conduct
of a public health intervention or investigation; or
[An employer, about an individual who is a member of the workforce [No appiicable SCF control
§164.512(0)(1)(v) N/A e pa Functional No Relationship. NA N/A 0
[No appiicable SCF control
[The covered entity is a covered health care provider who provides .

§164.512()(1)(V)(A) NA ey care b theIniicual ot the roptsaet o the employan Functional No Relationship. NA NA o
§164.512(b)(1)VIANL) m [T GO TSl e s T em——— ORTTD m m [No applicable SCF control o
§164.512(0)(1)(VIAN2) o [To evaluate whether the individual has a work-related iliness or — Norelaionhe) o o [No appiicable SCF control o

[The protected health information that is disclosed consists of [No applicable SCF control
§164.512()(1)(v)(B) NA [findings concerning a work-related iliness or injury or a workplace- | Functional No Relationship. N/A N/A o
related medical surveillance;
[The employer needs such findings in order to comply with its jheteeelicskist=cRconte]
lobligations, under 29 CFR parts 1904 through 1928, 30 CFR parts 50
§164.512(b)(1)(v)(C) NA [through 90, or under state law having a similar purpose, to recorc Functional No Relationship. N/A N/A o
such iliness o injury or to carry out responsibilities for workplace
Imedical surveillance; an
[The covered health care provider provides written notice to the INo appiicable SCF control
individual that protected health information relating to the medical
GUSISEENCITED A surveillance of the workplace and work-related ilinesses and injuries| ~"unctional (AT A A U
s disclosed to the employer:
/By giving a copy of the notice to the individual at the time the ’ [No appiicable SCF control
§164.512(b)(1)(v)(D)(1) N/A B A et Functional No Relationship. N/A NA 0
I the healthcare s provided o the work e of the employer by [No appiicable SCF control
§164.512(b)(1)(v)(D)(2) NA lpostin minent place at the location where the Functional No Relationship. N/A NA o
e et
[A school, about an individual who s a student or prospective " [No applicable SCF control
§164.512(0)(1)(vi) NA e e Functional No Relationship N/A N/A o
§ 164512001 Vi)A) m [The protected heath formaton that = discosed s IMied t ProoT | nctonal ) o o [No appiicable SCF control 5
[The school is required by State or other law to have such proof of . [No appiicable SCF control
§164.512(0)(1)(vi(B) A O T A Functional | No Relationship, NA NA 3
[The covered entity obtains and documents the agreement to the. 8 [No applicable SCF control
§164.512(b)(1)(vi)(C) NA [Jasicasiecleny ok Functional No Relationship N/A N/A o
" [No appiicable SCF control
5 |A parent, guardian, or other person acting in loco parentis of the . .
§164.512(0)(1)(VI)(C)(1) N/A P o O Functional No Relationship N/A N/A o
§164.512(b)(1)(vi)(C)(2) NA [The individual, if the individual is an adult or emancipated minor. Functional No Relationship NA NA (R ] 0
[No appiicable SCF control
If the covered entity also is a public health authority, the covered
. lentity is permitted to use protected health information in all cases .
OIELEEA) Permitted uses i which it is permitted to disclose such information for public health|  Functional Ro et e ol i 0
lactivities under paragraph (b)(1) of this section.
Standard: Disclosures [No appiicable SCF control
about victims of abuse,
§164.512(c) heglect o domestic. . [[no content] Functional No Relationship N/A N/A o
violence
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[Except for reports of child abuse or neglect permitted by paragraph lparties with a need to know.
I(0)(1)(i) of this section, a covered entity may disclose protected
Iheaith information about an individual whom the covered entity
§164.512(0)(1) Permitted disclosures  [reasonably believes to be a victim of abuse, neglect, or domestic Functional Subset Of Disclosure of Information DCH-03.1 10
violence to a government authority, including a social service or
lprotective services agency, authorized by law to receive reports of
such abuse, neglect, or domestic violence:
[To the extent the disclosure is required by law and the disclosure [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
5164.512(0)(1)(0) NA lcomplies with and is limited to the relevant requirements of such Functional Subset Of Disclosure of Information DCH-031  [parties with a need to know, 10
law;
§ [Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
§164.512(c)(1)(i) NA I the individual agrees to the disclosure; or Functional Subset Of Disclosure of Information DCH-03.1 [ heed o know 10
] m e ra— TR T m [No applicable SCF control 0
[The covered entity. in the exercise of professional judgment, [Hechanisms exist to estict the dsclosure of sensitivelregulaed data o authorized
§164.512()(1)(i)(A) NA lbelieves the disclosure is necessary to prevent serious harm to the | Functional Subset Of Disclosure of Information DCH-03.1  [parties with a need to kno 10
individual or other potential victims; or
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
I the individual is unable to agree because of incapacity, a law lparties with a need to know.
lenforcement or other public official authorized to receive the report
represents that the protected health information for which
§164.512(c)(1)i)(B) NA disclosure is sought is not intended to be used against the individual|  Functional Subset Of Disclosure of Information DCH-03.1 10
land that an immediate enforcement activity that depends upon the
disclosure would be materially and adversely affected by waiting
luntil the individual is able to agree to the disclosure.
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
|A covered entity that makes a disclosure permitted by paragraph lparties with a need to know.
5§164.512(0(2) Informing the individual (c)(1) of this section must promptly inform the individual that such a|  Functional Subset Of Disclosure of Information DCH-03.1 10
report has been or will be made, except if:
[The covered entity, in the exercise of professional judgment, [Hechaniems exist to estictthe dsclosure of senativelreguiaed Gata o suthorized
5164.512(0(2)(0) NA lbelieves informing the individual would place the individual at risk | Functional Subset Of Disclosure of Information DCH-03.1  [parties with a need to 10
of serious harm; or
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[T covered entity would be informing 3 personal represertative. Iparties with a need to know.
and the covered entiy reasonaby belleves the per
espansivle Tor the abse, neglecs o other nury
§164.512(c)(2)(i) NA e et Informing such porson would nor b st best Intareate of|  Functional Subset Of Disclosure of Information DCH-03.1 10
the individual as determined by the covered entity, in the exercise
of professional judgment
tandard: Uses and [No applicable SCF control
§164.512(d) disclosures for health  [Ino content] Functional No Relationship N/A N/A o
oversight activities
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
|A covered entity may disclose protected health information to a lparties with a need to know.
Ihealth oversight agency for oversight activities authorized by law,
including audits; civil, administrative, o criminal investigations; »
§164.512(0)(1) Permitted disclosures | o o actions i, seatiotiue, or|  Functional Subset Of Disclosure of Information DCH-03.1 10
lcriminal proceedings or actions; or other activities necessary for
lappropriate oversight of
§164.512(a)(1)(i) NA [The health care system; Functional Subset Of Disclosure of Information DCH.03.1  [echanisms exist to restrict the disclosure of sensitive/regulated data to authorized 10
Jparties with a need to
(Government benefit programs for which health information is [Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
5164.512(d)(1)(ii) NA rerevant 1o bonahciaty ahaimiy: Functional Subset Of Disclosure of Information DCH-03.1 [ N eed o know 10
[Entities subject to government regulatory programs for which healtH [Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
§164.512(d)(1)(ii) N/A information is necessary for determining compliance with program | Functional Subset Of Disclosure of Information DCH-03.1  [parties with a need to know. 10
standards; or
[Entities subject to civil rights laws for which health information is [Hechanfems exist to estict the dsclosure of senativelreguiaed Gata o suthorized
§164.512(0)(1)(v) NA racocsons for deseomining cotmtionce Functional Subset Of Disclosure of Information DCHO31 e e 10
[No applicable SCF Gl
Forthe purpose of the disclosures permitted by paragraph (31(1) of
Exception to health _|{NiS section, a health oversight activity does not inclu
5164.512(d)(2) Exception toealth  [investigation or other activity in which the individual is ine subject | Functional No Relationship N/A N/A o
9l lof the investigation or activity and such investigation or other
lactivity does ot arise out of and is not directly related to:
§ 164512200 /A [The receipt of health care; Functional No /A /A [No appiicable SCF control [
§164.512(Q)2)(1) WA [A_claim for public benefits related to health; or Functional No /A /A [No appiicable SCF control [
lQualification for, or receipt of, public benefits or services when a [No appiicable SCF control
§164.512(d)(2)1iil) N/A lpatient's health s integral to the claim for public benefits or Functional No Relationship N/A N/A o
services.
[No appiicable SCF control
INotwithstanding paragraph (d)(2) of this section, f a health
loversight activity or investigation is conducted in conjunction with
Joint activities or  [an oversight activity or investigation relating to a claim for public .
DMLY investigations |benefits not related to health, the joint activity or investigation is Suncions! NeRsietbnshic o R 2
lconsidered a health oversight activity for purposes of paragraph (d)
of this section.
[No appiicable SCF control
I a covered entity also is a health oversight agency, the covered
5164.512(d)(4) Permitted uses  [entity may use protected health information for health oversight Functional No Relationship N/A N/A o
activities as permitted by paragraph (d) of this section.
[No applicable SCF control
Standard: Disclosures for
5164.512(e) ludicial and content] Functional No Relationship /A NA o
proceedings
 Covered entity moy disclose protected halth iformation i the [Hechanfsms exist to restict the dsclosure of senstivelreguiaed data o authorized
§164.512(e)(1) Permitted disclosures |¢ /87 BIEY Y Functional Subset Of Disclosure of Information DCHO3L | S eedto 10
Mechanisms existto restict the dsclosure of senstve/reguiated Gata o authorized
Iin response to an order of a court or administrative tribunal, [parties with a nee
§164.512(e)(1)(i) NA lprovided that the covered entity discloses only the protected health | Functional Subset Of Disclosure of Information DCH-03.1 10
information expressly authorized by such order; or
in response to a subpoena, discovery request, or other lawful [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
5164.512(e)(1)(ii) NA lprocess, that is not accompanied by an order of a court or Functional Subset Of Disclosure of Information DCH-031  [parties with a need to know, 10
ladministrative tribunal, if
e cavered entity receives satisfactary assarance, as described in Hechanisms existto estict the dsclosure of senstve/reguiaed Gata o authorized
lparagraph (e)(1)(ii) of this section, from the party seeking the [parties with a need to
§164.512(e)(1)(1)(A) N/A information that reasonable efforts have been made by such party | - gy nctional Subset Of Disclosure of Information DCH-03.1 10
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[The covered entity receives satisfactory assurance, as described in
lparagraph (e)(1)(iv) of this section, from the party seeking the

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

[parties with a need to know.

§164.512(e)(1(10(B) A information that reasonable efforts have been made by such party |  Functional Subset Of Disclosure of Information DCH-03.1 10
lto secure a qualified protective order that meets the requirements
of paragraph (e)(1)v) of ths section
For e urposes o pargrep @XY1A) of s section  covered [Wiechantsms exist to restrict the disclosure of sensitivelregulated data fo authorized
lentity raceives satisfactory assurances from a party seeking [parties with a need to know.
5 164.512(e)(L)(i) A rotacted nealth information i the covered entity receves rom Functional Subset Of Disclosure of Information DCH-03.1 10
such party a written statement and accompanying documentation
demonstrating that:
e porty requesting such formatin s e  good ath [Fecharis eXt o restictthe disclosure f sensuvelregulated dat t auforized
attempt to provide written notice to the individual (or, if § jparties with a nee
§164.512(e)(1)(1i)(A) A s ocaton s Unnout 5 mal 4 noc o e fine swars |  Functional Subset Of Disclosure of Information DCH-03.1 10
last known addre
FThe notice included sufficient information about the fitigation or [Fechaniems oXt o e e dscosure fsensiivareguiated daa o autorzed
i roceeding in which the protected health information is requested . . jparties with a n now.
§164.512(e)(1)(1i)®) NiA e oa e o e T o Functional Subset Of Disclosure of Information DCH-03.1 10
tribunal; and
PRy ST A ot or e idul t e cbfections ot cout o Fonctiont - sdosure of ormaton o031 TR T o et e Gclosure of sensveneguated ata o suthozed o
§164.512(e)(1(i(C)(1) /A INo obections were filed; or Functional Subset Of Disclosure of Information DCHO31 | e oo, < Cclosure of sensitivelrequiated data to authorized 10
[ATl cbjections filed by the individual have been resolved by the cour [Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.512(e)(1(H)(O)2) A e administrative tribunal and the disclosures being sought are |  Functional Subset Of Disclosure of Information DCH.03.1  [parties with a need to know. 10
consistent with such resolution.
For the purposes of paragraph (@)(1((B) of ths section, @ covered [Mechanisms exist to restrict the disclosure of sensiive/reguIated data to authorized
entity receives satisfactory assurances from a party seeking lparties with a need to know.
§164.512(e)(1)(iv) NA protected health information , f the covered entity receives from Functional Subset Of Disclosure of Information DCH-03.1 10
such party a written statement and accompanying documentation
demonstrating that:
[The parties to the dispute giving rise to the request for information [Fecharims Xt To restictthe disclosure f sensuvelreguiated dot t auforized
Ihave agreed to a qualified protective order and have presented it to § jparties with a nee
§164.512(e)(1V)(A) /A e e e e B e e e Present Functional Subset OF Disclosure of Information DCH-03.1 10
dispute; o
e party secking the protected healtn mformation has requested o [Wiechantsms exist to restrict the disclosure of sensitivelregulated data fo authorized
i i ' arties with a need to know.
§164.512(e)(1)V)B) /A e e e o o o redented 2 | Functional Subset OF Disclosure of Information DCH03.1 | 10
[Techarims Xt o restict the disclosure f sensuvelregulated dot 1 auiforized
For purposes of paragraph ()(1) of this section, a qualified lparties with a need
protective order means, with respect to protected health
§164.512(e)(1)) NiA information requested under paragraph (e)(L)i of this section, an | Functional Subset Of Disclosure of Information DCH-03.1 10
order of a court or of an administrative tribunal or a stipulation by
fthe parties to the litigation or administrative proceeding that:
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
Prohibits the parties from using or disclosing the protected health Iparties with  need to know.
§164.512(e)(1I(A) A information for any purpose other than the litigation or proceeding | Functional Subset OF Disclosure of Information DCH.03.1 10
ffor which such information was requested; and
[Requires the retum to the covered entity or destruction of the [Wiechantsms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.512(e)(1)(v)(B) N/A [protected health information (including all copies made) at the end Functional Subset Of Disclosure of Information DCH-03.1  [parties with a need to know. 10
of the litigation or proceeding.
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
INotwithstanding paragraph (e)(1)(i) of this section, a covered entity| [parties with a need to know.
Imay disclose protected heath information in response to lawful
process described in paragraph (e)(1)(i) of this section without
receiving satisfactory assurance under paragraph (e)(1)(i)(A) or (8)
§164.512(e)(1(vi) A of this section, Ifthe covered entity makes reasonable efforts to Functional Subset OF Disclosure of Information DCH.03.1 10
rovide notice to the individual sufficient to meet the requirements
of paragraph (e)(1)(i of this section or to seek a qualife
rotective order sufficient to meet the requirements of paragraph
(@)(1)(iv) of this section.
Other usesand___[The provisions of this paragraph do not supersede other provisions [No applicable SCF cantrol
§164.512(e)(2) disclosures under this [of this section that otherwise permit or restrict uses or disclosures | Functional No Relationship NA /A o
ction of protected health information.
i covere entty may scose protected neath ormatin or echanioms Xt o resrict he dscosure ofsensiivaregulated data o authoized
Standard: Disclosures for |law enforcement purpose to a law enforcement official if the jparties with a nee
§164.502(0 Iaw enforcement purposes|conditions in paraarapns (1) through (8 of s section are met,  Functional Subset OF Disclosure of Information DCH-03.1 10
os applicable.
[Wiechantsms exist to restrict the disclosure of sensitivelregulated data fo authorized
fermited disclosures lparties with a need to know.
ursuant to process an .
§164.512()(1) s sy A covered entity may disclose protected health information: Functional Subset Of Disclosure of Information DCH-03.1 10
law
[Mechanisms exist to restrict the disclosure of sensiive/reguiated data to authorized
s requred by low ncluing laws that rsuireth rportig o lparties with a need to know.
5164.512(91)() A certain types of wounds or o injuries, except for laws | Functional Subset Of Disclosure of Information DCH-03.1 10
o 4 parearaph (1) of EOLI) of s sectontor
INo applicable SCF control
§164.5120)(1)() A in compliance with and as limited by the relevant requirements of: | Functional No Relationship A A 0
5 160512000 A) A [ court order o courtardered warnt, or a subjosna o Sumons | euncrona —— Disclosure of Information Der031  [iecariems SREE e retict e disclosure ofsensvelreouated data o authorized o
5164.512(7(1)(1)(8) A IA grand jury subpoena; or Functional Subset Of Disclosure of Information DCHO3L [ e o, < Cisclosure of sensitvelreguiated data to authorized 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
|An administrative request, including an administrative subpoena or Ipartios with a need to know.
§164.512(91)()(C) NiA summons, a civil or an authorized investigative demand, or similar |  Functional Subset Of Disclosure of Information DCH-03.1 10
process authorized under law, provided tht:
EPTyS— A (e TormationSought s elavantand aterial o 3 RGRTate 30 | —punctonl - sdoere of ommaton o031 TR T o TSt e Gclosure of sensvereguted ata o suthoized o
Frhe request is specific and imited in scope to the extent reasonably [Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.512()(1)(C)(2) N/A lpracticable in light of the purpose for which the information is Functional Subset Of Disclosure of Information DCH-03.1  [parties with a need to know. 10
soug
S L6 SOLMOE) wn e dentined ormaton coud ot reasanably be vsed. p— Subsetor Oiscosure o nformatin | Dcrioa | 1ochenes SX6t o ettt disclosue of seraivelegulted daa o athorzed 0
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
permited discosures: Linited informationfor deniicaton and lparties with a need to know.
location purposes. Except for disclosures required by
ermivien by paraaraph (100 of e ecion a covered antiy may
§164.512()(2) A disclose protected health information in response to a law Functional Subset Of Disclosure of Information DCH-03.1 10
enforcement official’s request for such information for the purpose
of identifying or locating a suspect, fugitive, material witness, or
missing person, provided that
» : : INo applicable SCF cantrol
§164.512(0(2)() A [The covered entity may disclose only the following information: Functional No Relationship NA A o
[Miechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.512()(2)()(A) A INme and address; Functional Subset OF Disclosure of Information DCH 031 e e e 10
§164.512(1)(2)(i)(B) N/A IDate and place of birth; Functional Subset Of Disclosure of Information DCH-03.1 :;‘:;E”ﬁ&s:f‘:; gt the disclosure of sensitive/regulated data to authorized 10
§164.512(02)0)(C) A Social security number: Functional Subset Of Disclosure of Information DCHO31 | e O ot @ disclosure of sensitivelregulated data to authorized 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.512(0(2)()(0) A IABO biaod type and rh factor: Functional Subset O Disclosure of Information DCHO3.1 [ e e 10
S0 W rype of iy Fancional || swetor Oiscosur of nlormatin | Dcrioa | 1eCienEms ot et the closue of sersEvelegulted Gaa o auhored o
+164.51202006) wa oate and time o reatment Functiona subsetor Olscosure o formatin | Dertoa [ 1echanems St o et the dsclosure of seraivelegulted data o authorzed "
§164.512(0(2)(11(G) /A IDate and time of death, if applicable; and Functional Subset Of Disclosure of Information DCHO31 | e Lo € disclosure of sensitvelreguiated data to authorized 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
1 desciption o distingushing physica charactersis,ncluding [bartios with a need to know
§164.512()(2)()(H) A Ieight, weight. gender, race, hair and eye color, pre: Functional Subset Of Disclosure of Information DCH-03.1 10
absence of faci nar (beard or moustache), scars, and tattoos.
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
xcept as permitted by paragraph (f)(2)() of this section, the lparties with a need to know.
covered entity may not disclose for the purposes of identification or
§164.5120)2)() NiA location under paragraph (f)(2) of this section any protected health |  Functional Subset Of Disclosure of Information DCH-03.1 10
information related to the individual’s DNA or DNA analysis, dental
records, or typing, samples or analysis of body fuids or tissue:
[Mechanisms exist to restrict the disclosure of sensitivelregulated data to authorized
xcept for disclosures required by law as permitted by paragraph (1) lparties with a need to know.
(1) of this section, a covered entity may disclose protected health
Permitted disclosure:  [information in response to a law enforcement official's request for g}
§164.512(0(3) Victims of a crime |such information about an individualwho is or is suspected to bea | FUn<tiona! Subset Of Disclosure of Information DCH03.1 ©
Jvictim of a crime, other than disclosures that are subject to
lparagraph (b) or (c) of this section, i
5164.512(93)() A [The individual agrees to the disclosure; or Functional Subset Of Disclosure of Information DCH03.1 oS et o ¢ O15cosure of sensitivelregulated data to authorized 10
[The covered entity is unable to obtain the individual's agreement Wechastsms st o pestc T Gacostre of sansivareguiated 4ot T sutharzed
51645120031 NiA because of incapacity or other emergency circumstance, provided |  Functional Subset Of Disclosure of Information DCH.03.1  [parties with a need to know. 10
ftha
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
[Te law enforcement official represents that such normatio i lparties with a need to know.
; Ineeded to determine whether a violation of law by a person other . . §
§164.512003)(1(A) /A [reeded to determine whether 3 vilation of law by @ person other | Functional Subset Of Disclosure of Information DCH-03.1 10
o be used against the victim:
FThe faw enforcement offical represents that immediate law [Fechaniems Xt o e e dscosure ofsensiivareguiated daa o authorzed
lenforcement activity that depends upon the disclosure would b [parties with a need to know.
§164.512(0(3)()(®) A e e P e e e weveuarss | Functional Subset Of Disclosure of Information DCH-03.1 10
able to agree to the disclosure; and
[The disclosure is in the best interests of the individual as [Mechanisms exist to restrict the disclosure of sensiive/reguiated data o authorized
§164.512(03)((C) A determined by the covered entity, in the exercise of professional Functional Subset Of Disclosure of Information DCH-03.1  [parties with a need to know. 10
judgment
[A covered entity may disclose protected health information about [Wiechantsms exist to restrict the disclosure of sensitivelregulated data fo authorized
permitted disclosure: |31 individual who has died to a law enforcement official for the [parties with a need to know.
§164.512()4) lpurpose of alerting law enforcement of the death of the individual if | Functional Subset Of Disclosure of Information DCH-03.1 10
the covered entity has a suspicion that such death may have
resulted from criminal conduct
[Mechanisms exist to restrict the disclosure of sensiive/reguIated data to authorized
IA covered entity may disclose to a law enforcement offcial lparties with a need to know.
Permitted disclosure: |protected health information that the covered entity believes in
§164.512(05) Crime on premises  [good faith constitutes evidence of criminal conduct that occurred on|  "Unctional Subset Of Disclosure of Information DCH-03.1 10
fthe premises of the covered entiy.
T R T INo appiicable SCF control
§164.512(0)(6) Reporting crimi no content) Functional No Relationship A A o
[Wiechanisms exist to restrict the disclosure of sensitive/regulated data o authorized
IA covered health care provider providing emergency health care in lparties with a need to know.
response to a medical emergency, other than such emergency on
5164.51200(6)() A he premises of the covered health care provider, may disclose Functional Subset Of Disclosure of Information DCH-03.1 10
rotected health information to a law enforcement official if such
disclosure appears necessary to alert law enforcement to
§164.512(1(6)()(A) NA [The commission and nature of a crime; Functional Subset Of Disclosure of Information DCH.03.1  [eshanisms exist 1o restrict the disclosure of sensitive/regulated data to authorized 10
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Notes (optional)

§164.512(0(6)(1)(B)

N/A

[The location of such crime o of the victim(s) of such crime; and

Functional

Subset Of

Disclosure of Information

DCH-03.1

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

(optional)

5164.512(1)(6)(0)(C)

N/A

[The identity, description, and location of the perpetrator of such
crime.

Functional

Subset Of

Disclosure of Information

DCH-03.1

[Viechanisms existto restrict he disclosure of sensitivefegulated data fo authorized
lparties with a need to

§164.512()(6)1(i)

N/A

If a covered health care provider believes that the medical
lemergency described in paragraph (f)(6)(i) of this section is the
result of abuse, neglect, or domestic violence of the individual in
Ineed of emergency health care, paragraph (f)(6)1i) of this section
ldoes not apply and any disclosure to a law enforcement official for
law enforcement purposes s subject to paragraph (c) of this
lsection.

Functional

Subset Of

Disclosure of Information

DCH-03.1

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

§164.512(g)

Standard: Uses and
disclosures about

l[no content]

Functional

No Relationship.

N/A

NIA

[No applicable SCF control

§164.512(g)(1)

Coroners and medical
examiners

|A covered entity may disclose protected health information to a
lcoroner or medical examiner for the purpose of identifyin

ldeceased person, determining a cause of death, or other duties as
lauthorized by law. A covered entity that also performs the duties of
2 coroner or medical examiner may use protected health
information for the purposes described in this paragraph.

Functional

Subset Of

Disclosure of Information

DCH-03.1

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

§164.512(g)(2)

Funeral directors

|a covered entity may disclose protected health information to
funeral directors, consistent with applicable law, as necessan

lcarry out their duties with respect to the decedent. If necessary for
[funeral directors to carry out their duties, the covered entity ma
disclose the protected health information prior to, and in reasonable
lanticipation of, the individual's dea

Functional

Subset Of

Disclosure of Information

DCH-03.1

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

5164.512(h)

Standard: Uses and
disclosures for cadaveric
organ, eye or tissue
donation purposes

|A covered entity may use or disclose protected health information
lto organ procurement organizations or other entities engaged in the|
lprocurement, banking or transplantation of cadaveric organs, eyes,
lor tissue for the purpose of facilitating organ, eye or tissue donation
land transplantation.

Functional

Subset Of

Disclosure of Information

DCH-03.1

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

§164.512(1)

Standard: Uses and
disclosures for research
purposes

[ino content]

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(1)

Permitted uses and
disclosures

[A covered entity may use or disclose protected health information
ffor research, regardiess of the source of funding of the research,
lprovided that

Functional

Subset Of

Disclosure of Information

DCH-03.1

[¥echanisms exst Lo estrict the dsclosure o sensitiveieguiated data to authorized
lparties with a need to

§164.512(i)(1)

Permitted uses and
disclosures

[A covered entity may use or disclose protected health information
for research, regardiess of the source of funding of the research,
lprovided

Functional

Subset Of

Usage Restrictions of Personal Data
(PD)

PRI-05.4

[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originall
[collected, consistent with the data privacy notice(s):(2) What is authorized by the

§164.512()(1)(1)

Board approval of a
waiver of authorization

[The covered entity obtains documentation that an alteration to or
\waiver, in whole or in part, of the individual authorization required
lby § 164.508 for use or disclosure of protected health information
lhas been approved by either:

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(i)(1)(1)(A)

NIA

|An Institutional Review Board (IRB), established in accordance with
7 CFR Ic.107, 10 CFR 745.107, 14 CFR 1230.107, 15 CFR 27.107, 16
ICFR 1028.107, 21 CFR 56.107, 22 CFR 225.107, 24 CFR 60.107, 28
ICFR 46,107, 32 CFR 219,107, 34 CFR 97.107, 38 CFR 16.107, 40
ICFR 26,107, 45 CFR 6.107, 45 CFR 690.107, or 49 CFR 11.107; or

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(1)(1)(B)

NIA

|A privacy board that:

Functional

Subset Of

Data Quality Management

PRI-10

[Wecharfsms exst o manage the quallty, Uy, objectivy, ntegrty and impact
data across the

information ifecycle.

§164.512(1)(1)()(B)(1)

NIA

[Has members with varying backgrounds and appropriate
lprofessional competency as necessary to review the effect of the
Iresearch protocol on the individual's privacy rights and related
interests;

Functional

Subset Of

Data Quality Management

PRI-10

[Mechanisms exist to manage the quality, utility, objectivity, integrity and impact
of data across the

finformation lifecycle.

5§164.512(1)(1)()(B)(2)

NiA

includes at least one member who is not affiliated with the covered
lentity, not affiliated with any entity conducting or sponsoring the
research, and not related to any person who is affiliated with any of
jsuch entities; and

Functional

Subset Of

Data Quality Management

PRI-10

[Wechanfsns exst o manaoe the quallty. ULy, obfectivy. TLegry and impact
data across the

information ifecycle.

5164.512(1)(1)()(B)(3)

NiA

[Does not have any member, participating in a review of any project
in which the member has a conflict of interest.

Functional

Subset Of

Data Quality Management

PRI-10

[fechanisms exist to manage the quaity. uity, sbiectivity. nteority and impact
data across the

finformation lifecycle.

§164.512()(1)1ii)

Reviews preparatory to

[The covered entity obtains from the researcher representations
lthat:

Functional

No Relationship.

N/A

N/A

[N applicable SCF control

§164.512(1)(1)(i)(A)

N/A

[Use or disclosure is sought solely to review protected heaith
information as necessary to prepare a research protocol or for
similar purposes preparatory to research;

Functional

No Relationship.

N/A

N/A

[No appiicable SCF control

§164.512(1)(1)/ii)(8)

NIA

No protected heaith information i o be removed from the covered
ntity by the researcher in the course of the review; and

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(1)(i}C)

N/A

[The proected health Information fo Which use o sccess | sough
is necessary for the research purpos

Functional

No Relationship.

N/A

N/A

[No appiicable SCF control

§164.512(1)(1)(iii)

Research on decedent's
information

[The covered entity obtains from the researcher:

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(1)(iii)(A)

NIA

[Representation that the use or disclosure sought is solely for
research on the protected health information of decedents;

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(1)1iii)(B)

N/A

[Documentation, at the request of the covered entity, of the death of|
such individuals; and

Functional

No Relationship.

N/A

N/A

[No appiicable SCF control

§164.512(1)(1)1iii)(C)

N/A

[Representation that the protected health information for which use
lor disclosure is sought is necessary for the research purposes.

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(2)

Documentation of waiver
approval

[For a use or disclosure to be permitted based on documentation of
lapproval of an alteration or waiver, under paragraph (i)(L)(i) of this
section, the documentation must include all of the following:

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(i)(2)(i)

Identification and date of
action

|A statement identifying the IRB or privacy board and the date on
which the alteration or waiver of authorization was approved;

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(2)1ii)

Waiver criteria

[A statement that the IRB or privacy board has determined that the
jalteration or waiver, in whole or in part, of authorization satisfies
lthe following criteria:

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(2)1ii)(A)

N/A

[The use or disclosure of protected health information involves no
Imore than a minimal risk to the privacy of individuals, based on, at
least, the presence of the following elements;

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(2)1ii)(A)(1)

N/A

B L
ldisclosure;

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(2)1ii)(A)(2)

N/A

|An adequate plan to destroy the identifiers at the earliest
lopportunity consistent with conduct of the research, unless there is

ealth or research justification for retaining the identifiers o such
retention is otherwise required by law; an

Functional

No Relationship.

N/A

N/A

[No appiicable SCF control

§164.512()(2)1ii)(A)(3)

N/A

|adequate written assurances that the protected health information
wil not be reused or disclosed to any other person or entity, except
s required by law, for authorized oversight of the research study,
or for other research for which the use or disclosure of protected
lhealth information would be permitted by this subpart;

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(2)1ii)(8)

NIA

[The research could not practicably be conducted without the waiver
lor alteration; and

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(2)1i)(C)

N/A

[The research could not practicably be conducted without access to
Jand use of the protected health information.

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§ 164.512(i)(2)(iil)

Protected health
information needed

| brief description of the protected health information for which use
lor access has been determined to be necessary by the institutional
Ireview board or privacy board, pursuant to paragraph (i)(2)(ii)(C) of
this section;

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(2)iv)

Review and approval
ures

[A statement that the alteration or waiver of authorization has been
reviewed and approved under either normal or expedited review
lprocedures, as follows:

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(2)(v)(A)

N/A

lan IRB must follow the requirements of the Common Rule, including
lthe normal review procedures (7 CFR 1c.108(b), 10 CFR 745.108(b),
[14 CFR 1230,108(b), 15 CFR 27.108(b), 16 CFR 1028.108(b), 21 CFR
56.108(b22 CFR 225.108(b), 24 CFR 60.108(b), 28 CFR 46.108(b),
32 CFR 219.108(b). 34 CFR 97.108(b),38 CFR 16.108(b), 40 CFR
[26.108(b), 45 CFR 46.108(b), 45 CFR 690.108(b), or 49 CFR
L1108(6)oethes e e e procediees((7CPR 11 010
ICFR 745.110, 14 CFR 1230.110, 15 Ci
o1 CFR 36,110, 23 CFR 225110, 23 CFR 60130, 2

ICFR 46.110, 45 CFR 690,110, or 49 CFR11.110);

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(i)(2)(iv)(B)

N/A

|A privacy board must review the proposed research at convened
o e ofthe privacy board members are
lpresent, including at lea: er who satisfies the criterion
Kisted i parasraph (X313 of tis section, and the lteration
lor waiver of authorization must y the majority of the
Privacy board members prasent at the meating, unless e privacy
lboard elects to use an expedited review procedure in accordance
with paragraph (i)(2)(iv)(C) of this section;

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512(1)(2)(v)(C)

NA

|a privacy board may use an expedited review procedure if the
research involves no more than minimal risk to the privacy of the
individuals who are the subject of the protected health information
[for which use or disclosure is being sought. I the privacy board
lelects to use an expedited review procedure, the review and
lapproval of the alteration or waiver of authorization may be carried
lout by the chair of the privacy board, or by one or more members of|
the privacy board as designated by the chair; and

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(2)(v)

Required signature

[The documentation of the alteration or waiver of authorization must
lbe signed by the chair or other member, as designated by the chair,
of the IRB or the privacy board, as applicable.

Functional

No Relationship.

N/A

N/A

[No appiicable SCF control

5164.512()

Standard: Uses and
disclosures to avert a
serious threat to health or|

[ino content]

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.512()(1)

Permitted disclosures

|A covered entity may, consistent with applicable law and standards
of ethical conduct, use or disclose protected health information, if
the covered entity, in good faith, believes the use or disclosure:

Functional

Subset Of

Disclosure of Information

DCH-03.1

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

§164.512())(1)

Permitted disclosures

|A covered entity may, consistent with applicable law and standards
Jof ethical conduct, use or disclose protected health information, if
the covered entity. in good faith, believes the use or disclosure:

Functional

Subset Of

Usage Restrictions of Personal Data
(PD)

PRI-0S.4

[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
Jsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
[collected, consistent with the data privacy notice(s);(2) What is authorized by the

ldata subject, or authorized agent; and(3) What is consistent with applicable laws,

Secure Controls Framework (SCF)

180f33



Set Theory Relationship Mapping (STRM)

FDE #

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

STRM
Relationship

HIPAA Administrative Simplification

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of

Relatior

{optional)”
0

version 2026.1 x000a_03/27/2026

§164.512)(1)() [ino content] Functional No N/A VA [No applicable SCF control
s necessary to prevent or lessen a serious and imminent threat to Usage Restrictions of Personal Data e T, BroCeseing, Storing: wranemitting,
§164.512()(1)(1)(A) NA Functional Subset Of PRI-05.4  [sharing and/or updating Personal Data (PD) to:(1) The purpose(s) origin 10
. [the health or safety of a person or the public; and (PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
s to a person or persons reasonably able to prevent or lessen the Usage Restrictions of Personal Data o et P . () e g ranemtting:
§164.512())(1)(1)(B) NA Functional Subset Of i PRI05.4  [sharing andjor updating Personal Data (PD) to:(1) The purpose(s) originally 10
‘ [threat, including the target of the threat; or (PD) lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
[Mechanisms exist to restrict COllecting, receiving, processing, storing, transmitting,
5 164.52200)0) A s necessary for law enforcement authorities to identify or Functional Subset Of Usage Restrictions of Personal Data| g1 054 |sharing and/or updating Personal Data (PD) toi(1) The purpose(s) originally 10
lapprehend an individu (PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
N 2 statement by an imdividua! admitting particat [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
ecause of a statement by an individual admitting participation in a lsharing and/or updating Personal Data (PD) to:(1) The purposes) originally
5164.512()(1)(i)(A) N/A \violent crime that the covered entity reasonably believes may have | Functional Subset O Usage "“""“"(QSD;” PersonalData | pai05.4  [ollected, consistent with the data privacy notice(s):(2) What i authorized by the 10
[caused serious physical harm to the victim; or [data subject, or authorized agent; and(3) What is consistent with applicable laws,
- N nces that the maidear IMechanisms exist to restrict collecting, receiving, processing, storing, transmiting,
ere it appears from all the circumstances that the individual has et Isharing and/or updating Personal Data (PD) to:(1) The purpose(s) originall
§164.512()(1)(ii)(B) NA lescaped from a correctional institution or from lawful custody, as Functional Subset Of Usage Restrictions of Personal Data | pgy 5.4 Collectad, consistent with the data privacy noticels)(2) What is authorised by the 10
those terms are defined in § 164.501 ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
[No appiicable SCF control
Use or disclosure not [/ Use or disclosure pursuant to paragraph (j)(1)(i)(A) of this section
§164.512())(2) may not be made i the nformation described in paragraph ()1)( | - Functional No Relationship. NA VA 0
(A of this seckion is learned by the covered entity
- reatment to affect th oo - [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
in the course of treatment to affect the propensity to commit the i lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originall
§164.512())(2)(i) NA lcriminal conduct that is the basis for the disclosure under paragraph|  Functional Subset Of Usage Restrictions of Personal Data | pgy 5.4 Collectad, consistent with the data privacy notice(s):(2) What is authorised by the 10
(G)L)(i)(A) of this section, o counseling or therapy; or ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
[Through a request by the individual to initiate or to be referred for [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
§164.512()(2)(i) N/A [the treatment, counseling, or therapy described in paragraph ())(2) | Functional Subset Of Usage Restrictions of Personal Data | pi.gs.4  [sharing andor updating Personal Data (PD) to:(1) The purpose(s) ariginall 10
) of this section ¢ [collected, consistent with the data privacy notice(s);(2) What is authorized by the
[Miachanisms exist to restrict Collecting, receiving, processing, storing, transmitting,
it on nformation that [ 1552547e made pursuant to paragraph (YAI(A)of i section Uenge Restrctions of Personal Dot lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
imit on information that [shall contain only the statement described in paragraph (j)(1)(i . )sage Restrictions of Personal Data » lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
§164.512()3) may be disclosed |of this section and the protected health information described in Functional Subset Of (PD) PRIE0S4 |jata subject, or authorized agent; and(3) What is consistent with applicable laws, 0
lparagraph (7(2)i) of this section. Irequiations and contractual obligations.
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
IA covered entity that uses or discloses protected health information lsharing and/or updating Personal Data (PD) to:(1) The purposef(s) originally
lpursuant to paragraph (j)(1) of this section is presume lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
Presumption of good faith acted In go0d falth with regard to a pellef described in paragraph () . Usage Restrictions of Personal Data ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
§ 164.5120)4) belief 100 of (1 of ths section, f the belit is based upon the covered Functional Subset Of (PD) PRI-05.4 lregulations and contractual obligations. 10
lentity's actual knowledge or in reliance on a credible representation
lby a person with apparent knowledge or authority.
[No applicable SCF control
Standard: Uses and PP
§164.512(k) disclosures for speci content] Functional No Relationship NA NA o
government functions
§164.512(k)(1) Miltary and veterans - ino content] Functional No Relationship. NA N/A [No applicable SCF control o
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
 covered entity may use and diciosethe protected heatth Isharing and/or updating Personal Data (PD) to:(1) The purpose(s) originall
informatior viduals who are Armed Forces personnel for lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
sctviies deemed necessary by appropriate Mmiltary command . Usage Restrictions of Personal Data ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
§164.512(k)(1)(i) Armed Forces personnel |5 i orities to assure the proper execution of the military mission, if | "unctional Subset Of (PD) PRI-05.4 | gulations and contractual obligations. 10
[the appropriate miltary authority has published by notice in the
IFEDERAL REGISTER the following information:
Usage Restrictions of Personal Dat [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
§164.512(k)(1)(1)(A) N/A |appropriate military command authorities; and Functional Subset Of 'sage Restrict loneyrPersonal Data | pgi.gs.4  [sharing andjor updating Personal Data (PD) to:(1) The purpose(s) originall 10
(PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
N ror which th < eatth i N . ) [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
5164.512()(1)()(B) NA [ e purpases for which the protected health information may be Functional Subset Of Usage Restrictions of Personal Data | - pgy 5.4 [sharing andjor updating Personal Data (PD) tox(1) The purpose(s) originally 10
lused or disclosed. (PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
|A covered entity that is a component of the Departments of Defense| [sharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
lor Homeland Security may disclose to the Department of Veterans lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
|affairs (DVA) the protected health information of an individual who data sublect, or authorized agent; and(3) What is cansistent with applicabie laws,
Separation or discharge [is a member of the Armed Forces upon the separation or discharge Usage Restrictions of Personal Data ’ reguiations and contractual obligations.
§ 164.51200(1)(0) from military service  [of the individual from military service for the purpose of a Functional Subset Of (D) PRI-05.4 0
fetermination by DVA of the individual's eligibility for or entitiement
lto benefits under laws administered by the Secretary of Veterans
|Aftairs.
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
|A covered entity that is a component of the Department of Veterans Isharing and/or updating Personal Data (PD) to:(1) The purposel(s) originally
|Affairs may use and disclose protected health information to Usage Restrictions of Personal Data lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
§164.512(k)(1)(iii) Veterans lcomponents of the Department that determine eligibility for or Functional Subset Of 9 *D) PRI-05.4 |data subject, or authorized agent; and(3) What is consistent with applicable laws, 10
lentitlement to, or that provide, benefits under the laws Ireguiations and contractual obligations.
ladministered by the Secretary of Veterans Affairs.
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
|A covered entity may use and disclose the protected health Isharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
information of individuals who are foreign military personnel to their lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
. aperopriate forelgn miltay authoriy or the same purposes for . Usage Restrictions of Personal Data ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
5 164.512(KINLHW) Foreign military personnell, hich uses and disclosures are permitted for A Functional Subset Of (PD) PRI-05.4 |regulations and contractual obligations. 10
erconnernder he notics poblned i ihe FEDERAL REGISTER
lpursuant to paragraph (k)(1)(i) of this section.
[Mechanisms exist to restrict collecting, receiving, processing, storing, ransmitting,
|A covered entity may disclose protected health information to Isharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
lauthorized federal officials for the conduct of lawful intelligence, lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
§164512002) National security and ¢ unter-ntllgence. and other national security actviies Functional Subserof | Usage Restrictions of Personal Data | pry 54 Cira Sibject, or authorized agent; and(3) What i consistent with appicable s, 10
o i [authorized by the National Security Act (50 U.5.C. 401, et seq.) and Iregulations and contractual obligations.
implementing authority (e.q., Executive Order 12333).
0 restrict Collecting, receiving, processing, storing, transmitting,
|A covered entity may disclose protected health information to oxis
haring and/or updating Personal Data (PD) to:(1) The purpose(s) originally
lauthorized Federal officials for the provision of protective services % n
§164.51200(3) Protective services for thelto the President or other persons authorized by 18 U.S.C. 3056 orto| ¢ o) Subset Of Usage Restrictions of Personal Data PRI0S.4 ;o‘t'eclegv c?nst\eT; w-théhe ﬂa\la mgza}cyv\;wutce<s>,(2) \[Nh?\ |s"?umo‘nze:‘ bly the o
President and others [foreign heads of state or other persons authorized by 22 U.5.C. (°D) e O authorizeq 2gent; and(3) What is consistent with applicable laws,
2709(a)(3), or for the conduct of investigations authorized by 18 regulations and contractual obligations
U5.C. 871 and 879
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
|A covered entity that is a component of the Department of State lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originall
Imay use protected health information to make medical suitability lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
Medical suitability ~ [determinations and may disclose whether or not the individual was Usage Restrictions of Personal Data ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
§164.512()(4) eterminations fetermined to be medically suitable to the officials in Functional Subset Of (PD) PRI-05:4 " regulations and contractual obligations. 10
IDepartment of State who need access to such information for the
following purposes:
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
For the purpose of a required security clearance conducted Usage Restrictions of Personal Data th iior Und \
§164.512(K)(4)(1) NA Functional Subset Of PRI-05.4  [sharing and/or updating Personal Data (PD) to:(1) The purposel(s) originall 10
lpursuant to Executive Orders 10450 and 12968; (PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
[As necessary to determine worlawide availability or availability for N [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
§164.512(k)(4)1ii) NA Imandatory service abroad under sections 101(a)(4) and 504 of the |  Functional Subset Of Usage Restrictions of Personal Data | gy g5 4 fsharing and/or updating Personal Data (PD) toi(1] The purpose(s) originally 10
[Foreign Service Act; or (PD) |collected, consistent with the data privacy notice(s);(2) What is authorized by the
[For a family to accompany a Foreign Service member abroad, [ifechanisms exist to restrict Collecting, reCeving, processing, storing, transmitting,
§164.512()(@)(ii) NA lconsistent with section 101(b)(5) and 904 of the Foreign Service Functional Subset Of Usage Restrictions of Personal Data | - ppi.gs.4  fsharing andor updating Personal Data (PD) toi(1) The purpose(s) originally 10
) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
Correctional institutions [No appiicable SCF control
§164.512((5) enformother o al |0 content] Functional No Relationship NA NA 0
situations
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
|A covered entity may disclose to a correctional institution or a law
Tty S T o P e upsaing Peronal 01 1) v oot ety
individual protected health information about such inmate or Usage Restrictions of Personal Data 4 ;
§164.512(K)(5)(1) Permitted disclosures (G0t PO e e I ettation ar ach law nforcament Functional Subset Of oy PRI0S.4 (data sublect,or auhorized agen; and(3) What is consistent with applicabl faws, 10
lofficial represents that such protected health information is reguiations and contractual obligations.
Inecessary for:
Usage Restictions of Personal Dat [Mechanism exist Lo restict callecting, receiving, processig, storing transmiting,
§164.512(k)(5)(i)(A) NA [The provision of health care to such individuals; Functional Subset Of sage Restrictiohpy! Fereona! Pata | prios.4  [sharing and/or updating Personal Data (PD) toi(1) The purpose(s) originally 10
(PD) Collectad, consistent with the data privacy notice(s)(2) What s autnoried by the
" [Miechanisms exist to restrict Collecting, receiving, processing, storing, transmitting,
5164.512((5)()(B) VA [The health and safety of such individual or other inmates; Functional Subset Of Usage Restrictions of Personal Data | - py g5 4 [sharing andjor updating Personal Data (PD) tox(1) The purpose(s) originall 10
(PD) lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
Hechanisms oxstTo estictcallectng,receiving, processing, storng, transmiting,
§164.51200(50MC) NA [The heaith and safety of the oficers or employees of or others at Functional Subset Of Usage Restritions of Personal Data | pgi.o5.4[sharing and/or updating Personal Data (PD) or(1) The purpose(s) orgina 0
‘e correctlonal institution; (PD) [collected, consistent with the data privacy notice(s);(2) What is aumonzed by the
e hoatth and satety of euch maidears and off [Miechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
e health and safety of such individuals and officers or other i Isharing and/or updating Personal Data (PD) to:(1) The purpose(s) originall
§164.512(K)(5)(i)(D) NA lpersons responsible for the transporting of inmates or their transfer |  Functional Subset Of Usage Restrictions of Personal Data | ppy.05.4 Follectad, consistent with the data pnv;cy el What s ;uthgrwzeayny the 10
from one institution, facility, or setting to another; ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
sage < personal D [Mechanisms exist to restrict coliecting, receiving, processing, storing, transmitting,
5164.512(k)(5))(E) NA LLaw enforcement on the premises of the correctional institution; or | Functional Subset Of 'sage Restrictions of Personal Data | ppi.gs.4  [sharing andjor updating Personal Data (PD) to:(1) The purpose(s) originally 10
(PD) lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
[The administration and maintenance of the safety, security, and Usage Restrictions of Personal Data o e e P oL (B e o, ranemitting.
§164.51200(5))(F) NA g 2 Functional Subset Of PRI-05.4  [sharing and/or updating Personal Data (PD) to:(1) The purpose(s) origin 10
lgood order of the correctionalinstitution (PD) [collected, consistent with the data privacy notice(s);(2) What is authorized by the
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
IA covered entity that is a correctional institution may use protected Usage Restrictions of Personal Data lsharing and/or updating Personal Data (PD) to:(1) The purposels) originally
§164.512((5)(11) Permitted uses  |health information of individuals who are inmates for any purpose |  Functional Subset Of oy PRI05.4  [Collected, consistent with the data privacy notice(s)i(2) What is authorized by the 10
[for which such protected health information may be disclosed ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
[For the purposes of this provision, an individual is no longer an [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
§164.512((5)(ii) No application afterinmate when released on parole, probation, supervised release, or | Functional Subset Of Usage Restrictions of Personal Data )| - pgy 5.4 [sharing andjor updating Personal Data (PD) tor(1) The purpose(s) originally 10
lotherwise is no longer in lawful custody. (PD) |collected, consistent with the data privacy notice(s);(2) What is authorized by the
- [No appiicable SCF control
Covered entiies that are
§164.512(K)(6) government programs _ [[no content] Functional No Relationship N/A NA o
providing public benefits
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
|A health plan that is a government program providing public Isharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
lbenefits may disclose protected health information relating to lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
:gg&?n"lgef:nr;; m;"mn;"e\"‘[" ;:':gfr‘::“‘;rg‘va‘g :‘z :zz‘hh(egsg:;é fthel ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
. i [regulations and contractual obligations.
5164.512(K)(6)(i) NA lsharing of eligibility or enrollment information among such Functional Subset Of Usage Restri “‘“@;ff Personal Data | pg; o5 4 9 9 10
lgovernment agencies or the maintenance of such information in a
single or combined data system accessible to all such government
lagencies is required or expressly authorized by statute or
regulation.
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
|A covered entity that is a government agency administering a lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
lgovernment program providing public benefits may disclose ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
Iprotected health information relating to the program to another Ireguiations and contractual obligations
lcovered entity that i ent agency administering a Usage Restrictions of Personal Dat:
§164.512(k)(6)/ii) N/A lgovernment program providing public benefits if the programs. Functional Subset Of 'sage Restrict ‘“J,;SD? ‘ersonal Data PRI-05.4 10
serve the same or similar populations and the disclosure of
lprotected health information is necessary to coordinate the covered
[functions of such programs or to improve administration and
Imanagement relating to the covered functions of such programs
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FDE Name Focal Document Element (FDE) Description TR Reltomahi SCF Control s el Notes (optional)
[A covered entity may disclose protected health information as [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting.
i by 3  h extantneceszany o comply it e lsharing and/or updating Personal Data (D) to:(1) The purpose(s) originally
Standard: Disclosures for Usage Restrictions of Personal Data lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
§164.512(K)(6)(i)(1) e 0" [relating to workers' n or other similar pro Functional Subset Of oy PRI05.4 10
2 lestablianed by law, that provide benefts for work.related injuries or ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
imacs withous regard 1o fault Ireguiations and contractual obligations
[No applicable SCF control
Other requirements
relating to uses and ’
5164514 dieclosuras ot protecseq [(mo content] Functional No Relationship NA NA o
health information
Standard: De. _|e@lth information that does not identify an individual and with [No applicable SCF control
respect to which there is no reasonable basis to believe that the
ERES L) Identification of protected linformation can be used to identify an individual is not individually | "Un<tiona! NCRSEtbnshic i 3 U
identifiable health information.
INo applicable SCF control
Implementation
specifications: .
ity may determine that health information is not
§164.514(b) Requirements for de- s Covered entity ¢ e Functional No Relationship NA WA 0
e o tacieq | ndividualy identifiable health information only f
health information
[No applicable SCF control
|A person with appropriate knowledge of and experience with
5164.514(b)(1) NA lgenerally accepted statistical and scientific principles and methods |  Functional No Relationship NA NA o
[for rendering information not individually identifiabl
lApplying such principles and methods, determines that the risk is [No applicable SCF control
\very small that the information could be used, alone or in
§164.514(0)(1)(i) NA ombination witl sonably available information, by Functional No Relationship. NA NA 0
lanticipated recipient to identify an individual who is a subject of the
information; and
5 164.5146N1)) — Pocuments the methods and resutsof the anaysis 12t st Such | fycional e o o [No applicable SCF control o
§164.514(0)(2) A [fno content] Functional Vo WA A [No appiicable SCF control 0
[No applicable SCF control
[T following dentiers of the ndividual o of elaive, employers, .
§164.514(b)(2)1) N/A e o= oY Functional No Relationship N/A NA 0
§ 164 5TABII0A] A Names; Functional No WA WA [No applicable SCF control [0
A1 geograpnic supdvions smalerthan aState incling steet INo applicable SCF control
laddress, city, county, precinct, zi and thei equivalent
§164.514(0)(2)(0)(8) N/A Geocodes, except fo the Intial three s of @ 2ip code I, Functional No Relationship N/A NA 0
accoring tothe current pubicly available Gata ffom the Bureau of
fthe Cen:
" INo applicable SCF control
[The geographic unit formed by combining all zip codes with the .
§164.514(0)(2)()(B)(1) NA e e R A o e Functional No Relationship N/A N/A 0
[The initial three digits of a zip code for all such geographic units y [No appiicable SCF control
§164.514(0)2)()(3)(2) A e o D L e e Functional | No Relationship NA A 3
|Al elements of dates (except year) for dates directly related to an [No applicable SCF control
individual, including birth date, admission date, discharge date,
date of death; and all ages over 89 and all elements of dates
RIS R (including year) indicative of such age, except that such agesand |  "unctional [OREEEEEI oz iz 2
lelements may be aggregated into a single category of age 90 or
older;
4 2)()(D) WA elephone numbers: unctional o /A /A (0 applicable SCF control
4 2)0(E) WA ax numbers unctional o /A /A 0 applicable SCF control
4 2)0)(F) WA fectronic mall addresses; unctional o /A /A 0 applicable SCF control
4. 2)(0(G) /A ocial security numbers; unctional o /A WA 0 applicable SCF control
4. 2)0)(H) A ledical record numbers; unctional o /A A o applicable SCF control
4.514(b)2)()0) N/A ealth plan beneficiary numbers; unctional o /A A 0 applicable SCF control
4.514(b)2)()0) N/A \Ccount numbers; unctional o /A A 0 applicable SCF control
4.514(0)(2)()(K) N/A numbers; unctional o /A WA 0 applicable SCF control
5164.514(b)(2)()(L) NA B e i G A R D LD R Functional No Relationship. N/A N/A R o
§ 164 514D (M) WA [Device identifiers and serial numbers; Functional No WA WA /0 applicable SCF control [
5164 514()2))N) VA [Web Universal Resource Locators (URLS): Functional No /A A 0 applicable SCF control [
§164.514(0)(2)()(0) N/A internet Protocol (IP) address numbers; Functional No /A A 0 applicable SCF control [
5164.514(b))01)P) WA [Biometric identifiers, including finger and voice prints; Functional No /A A 0 applicable SCF control 0
5§164.514(b)(2)()(Q) N/A IFull face photographic images and any comparable images; and Functional No Relationship N/A N/A lo applicable SCF control 0
[No applicable SCF control
¥ lany other unique identifying number, characteristic, or code, except . y
§164.514(b)(2)(1)(R) NA B Functional No Relationship N/A NA 0
[The covered entity does not have actual knowledge that the [No applicable SCF control
information could be used alone or in combination with other .
5164.514(b)(2)(1i) N/A Ifoabion i ety o Iochdoal wha 1 o e o ta Functional No Relationship N/A NA 0
information.
[No applicable SCF control
Implementation  |A covered entity may assign a code or other means of record
§164.514() specifications: Re- [identification to allow information de-identified under this section to |  Functional No Relationship NA NA o
identification lbe re-identified by the covered entity, provided that:
— N [No applicable SCF control
[The code or other means of record identification is not derived from
§164.514(0)(1) Derivation or related to information about the individual and is not otherwise |  Functional No Relationship N/A NA 0
capable of being translated so as to identify the individual; and
[The covered entity does not use or disclose the code or other [No appiicable SCF control
§164.514(0(2) Security Imeans of record identification for any other purpose, and does not | Functional No Relationship N/A N/A 0
disclose the mechanism for reidentification.
§164.514(d) WA lino content] Functional No A WA [No applicable SCF control 0
[No applicable SCF control
in order to comply with § 164.502(b) and this section, a covered
Standard: Minimum _ [entity must meet the req s of paragraphs (d)(2) through (d)
BHUENILEY necessary requirements ((5) of this section with respect to a request for, or the use and Snctend (AU A R U
disclosure of, protected health information.
e o [No applicable SCF control
specifications: Minimurm
5164.514(0)(2) necessary uses of  [[no content] Functional No Relationship N/A N/A 0
protected health
information
164514200 WA [A covered entity must identify: Functional No WA WA |No applicable SCF control [
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology
[Those persons or classes of persons, as appropriate, in its workforce lassets, Applications, Services and/or Data (TAASD) to restrict access to individuals
§164.514()(2)0)(A) NA huho need access to protected health information to cary out their | Functional Subset Of Role-Based Access Control (RBAC) | IAC-08  [sesigned specific rojes with legitimate business needs 10
uties; an
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology
For each such person or class of persons, the category or categories lassets, Applications, Services andjor Data (TAASD) to restrict access to individuals
§164.514(d)(2)(0)(8) WA of protected health information to which access is needed and any | ~ Functional Subset Of Role-Based Access Control (RBAC) | IAC-08  [aecigned specific roles with legitimate business needs 10
lconditions appropriate to such access
[A covered entity must make reasonable efforts to limit the access of| e e o oo e B A o o A o ety
; such persons or classes identified in paragraph (d)(2)(i)(4) of this. . . ssets, Applications, Services andor Data 0 restrict access to individuals
§164.514(0)(2)() NA o e el e oeamy | Functional Subset Of Role-Based Access Control (RBAC) | IAC-08  faesigned specific roles with legitimate business needs 10
(@)(2)()(8) of this section.
[No applicable SCF control
Implementation
specification: Minimum
5164.514(0)(3) necessary disclosures of [[no content] Functional No Relationship. NA WA o
protected health
information
[Mechanisms exist to facilitate the Implementation of data protection controls.
For any type of disclosure that it makes on a routine and recurring
lbasis, a covered entity must implement policies and procedures
§164.514()3)0) /A (which may be standard protocols) that limit the protected health Functional Subset Of Data Protection DCH-01 10
information disclosed to the amount reasonably necessary to
lachieve the purpose of the disclosure.
exist to protect Gata wherever It s processed
For any type of disclosure that it makes on a routine and recurring land/or stored.
lbasis, a covered entity must implement policies and procedures
§164.514(@)3)0) WA (which may be standard protocols) that limit the protected health Functional Subset Of sensitive |/ Regulated Data DCH-01.2 10
information disclosed to the amount reasonably necessary to
lachieve the purpose of the disclosure.
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
For any type of disclosure that it makes on a routine and recurring [parties with a need to know.
lbasis, a covered entity must implement policies and procedures
§164.514()3)() NA (which may be standard protocols) that limit the protected health Functional Subset Of Disclosure of Information DCH-03.1 10
information disclosed to the amount reasonably necessary to
lachieve the purpose of the disclosure.
§164.514(@)E)M WA [For all other disclosures. a covered entity must: Functional o WA A [No appiicable SCF control 0
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
IDevelop criteria designed to limit the protected health information [parties with a need to know.
§164.514(d)(3) (i) (A) WA disclosed to the information reasonably necessary to accomplish Functional Subset Of Disclosure of Information DCH-03.1 10
lthe purpose for which disclosure is sought; and
[Review requests for disclosure on an individual basis in accordance » [echariams it Lo restictthe disclosure of senstvelrequlated dats o autfoized
§164.514(d)(3)1(i)(8) NA e et Functional Subset Of Disclosure of Information DCHO3L [ o okno 10
[A covered entity may rely, if such reliance is reasonable under the [Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
§164.514(0)(3)(i) NA lcircumstances, on a requested disclosure as the minimum Functional Subset Of Disclosure of Information DCH031  [parties with a need to know. 10
Inecessary for the stated purpose when:
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
IMaking disclosures to public officials that are permitted under § [partios with a need to know.
§164.514()(3)(ii)(A) NA 164.512, if the public official represents that the information Functional Subset Of Disclosure of Information DCH-03.1 10
requested is the minimum necessary for the stated purpose(s);
5 164 SLA@ENE) A e inormation s requested by another covered etiy: Functiona Subsetof Disclosure of nformation DCHG31 | [Jechenems SXELTo el e dsclosure ofsensiivereguiated dta o authorized 0
[Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
[The information is requested by a professional who s a member of [parties with a need to know.
ts workforce or s a business associate of the covered entity for the
§164.514(Q)3)(iI)(C) NA lpurpose of providing professional services to the covered entity, if |  Functional Subset Of Disclosure of Information DCH-03.1 10
lthe professional represents that the information requested is the
Iminimum necessary for the stated purpose(s); or
Hechanisms existto estict the dsclosure of senstve/reguiaed Gata o authorized
IDocumentation or representations that comply with the applicable [parties with a nee
§164.514(d)(3)(i(D) NA requirements of § 164.512(1) have been provided by a person Functional Subset Of Disclosure of Information DCH-03.1 10
requesting the information for research purposes.
implementation specifications: Minimum necessary requests for » [echarirs Xt Lo estictthe disclosure of senstvelrequlated 0ot to autforized
§164.514(d)(4) WA e e ot besteation Functional Subset Of Disclosure of Information DCHO31  [reneme eXe 10
Mechanisms existto resrict the dsclosure of senstvelreguiated Gata o authorized
|A covered entity must limit any request for protected health [parties with a nee:
information to that which is reasonably necessary to accomplish the »
§164.514()(4)() NA e e et o e o e Functional Subset Of Disclosure of Information DCH-03.1 10
information from other covered entities.
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
For a request that is made on a routine and recurring basis, a lparties with a need to know.
lcovered entity must implement policies and procedures (which may
§164.514(d)(4)i) NA Ibe standard protocols) that limit the protected health information Functional Subset Of Disclosure of Information DCH-03.1 10
Irequested to the amount reasonably necessary to accomplish the
urpose for which the request is made.
164 514@)A10) WA [For all other requests, a covered entity must: Functional No WA WA [No applicable SCF control [
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IDevelop criteria designed to limit the request for protected health

[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
[parties with a need to know.

lback in to receive such communications.

[means for users to deciine the authorization; and(3) All necessary choic
Congant related criteria requied by applcable Statatory. requatory and contractual

lobligations.

5164.514(d)(4)(iA) A information to the information reasonably necessary to accomplish | Functional Subset Of Disclosure of Information DCH-03.1 10
the purpose for which the request is made; and
z  discl i s o [Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
S 160 sTa@@INE) A Review requests or disclosure on an INGIdual Bais 1 9CCOGNGE | ycnct Subset of Diclosure of informatin bcHos e eXat o et = 10
[Mechanisms exist to restrict the disclosure of sensiive/regulated data to authorized
For all uses, disclosures, or requests to which the requirements in lparties with a need to know.
\mplementation |P3ragraph (d) of this section apply, a covered entity may ot use,
disclose o request an entire medical record, except when the enire
§164.514(0)(5) Speaton:Other | e ey osihcd 2t mount that s Functional Subset Of Disclosure of Information DCH-03.1 10
d reasonably necessary to accomplish the purpose of the use,
disclosure, or request.
§164.514(e) WA i content] Functional o WA WA |No applicable SCF control 0
 covered entty my use o disclose o mited doo st that meets [Mechanisms exist to restrict the disclosure of sensitive/regulated data fo authorized
he requirements o paragraphs ()2) and (o)) of s section. jparties with a need to know.
§164.514(e)(1) Standrd: Limited daa sethe coverea ntly shters nto.a dath Use agreement w Functional Subset Of Disclosure of Information DCH-03.1 10
it dota set recipient, i accordance with paragraph (a)d) o
jthis section.
[Mechanisms exist to restrict the disclosure of sensiive/reguIated data o authorized
mplementation | limied datase s protected nealt nformatin tat excludes the [parties with a need to know
§164.514(e)2) Limited ect identifiers of the individual or of relatives, Functional Subset Of Disclosure of Information DCH-03.1 10
set employers, of Nousehold members of the individual
echaniems X o Tesrict he dscosure ofsensiivaregulated data o authorized
§164.51a(e)(2)() A Names; Functional Subset Of Disclosure of Information DeHo31  [yechanems exst 10
[Postal address nformation, other than town or city, State, and zip echarisms ot to resric e dscosure ofsensiivareguiared daa o authoried
§164.51a(e)(2)(i) A Functional Subset Of Disclosure of Information DeHo31  iecanems et o 10
5 164.514(e)2)() /A [relephone numbers: Functional Subset Of Disclosure of Information DCH-03.1 f:é@i",‘,j’ff:ﬁi;‘};ﬁgs} the disclosure of sensitive/regulated data to authorized 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
5164.514(e)(2)(1v) A Fx numbers; Functional Subset O Disclosure of Information D031 e e 10
§164.514(e)(2)(v) N/A [Electronic mail addresses; Functional Subset Of Disclosure of Information DCH-03.1 g:;:‘:;ﬁmf:f‘gé gt the disclosure of sensitive/regulated data to authorized 10
§164.514(e)(2)(vi) A Social security numbers; Functional Subset Of Disclosure of Information DCH-03.1  [echanisms exist to restrict the disclosure of sensitive/regulated data to authorized 10
lparties with a need to
§164.514(e)(2)(vii) NA IMediical record numbers; Functional Subset Of Disclosure of Information DCH-03.1 L":&i",‘,;’xﬁf;;"t;eﬁg;f the disclosure of sensitive/regulated data to authorized 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
5 164.514(e)2)vil) A Health plan beneficiary numbers; Functional Subset O Disclosure of Information D031 e e e 10
§164.514(e)(2)(1x) A laccount numbers; Functional Subset Of Disclosure of Information DCH03.1 e et o 1 A15closure of sensitvelregulated data to authorized 10
§164.514(e)(2)0) NiA Certificateticense numbers; Functional Subset Of Disclosure of Information D031 [echanisms exist to restrict the disclosure of sensitive/regulated data to authorized 10
lparties with a need to
[Vehicle identifiers and serial numbers, including license plate [Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.514()(2)(xi) A vehicle Functional Subset OF Disclosure of Information DCHO3.1 e e e 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
5 164.514(e)(2)(xi) /A Device identifiers and serial numbers; Functional Subset Of Disclosure of Information DCH031 e e 10
FYR—— wa Web Universl Resaurce Locators (URLS) Functiona subsetor rscosure of mormatin | ocia1|1oShaems ot o eIt Gclusure o sersiveeauated et o atvarzed "
§164.514(e)(2)xv) /A Internet Protocol (IP) address numbers; Functional Subset Of Disclosure of Information DCH-03.1 g:é‘"eas"ﬁgsf:i;"t;eﬁ”“ the disclosure of sensitive/regulated data to authorized 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.514(e)(2)xv) A lBiometric identifiers, including finger and voice prints; and Functional Subset O Disclosure of Information D031 e e 10
TR WA ol fce photograptic mages and any camparcbie mages pp— Subsetor iscosure of mormotin | e [1oShaems ot o et e Gcosur o sersveeauated et o aivarzed "
INo applicable SCF control
Implementation
specification: Permitted
§164.514(e)3) a0 penmated o content] Functional No Relationship /A /A 0
isclosures
[A covered entity may use or disclose a lmited data set under [Mechanisms exist to restrict the disclosure of sensitive/regulated data fo authorized
§164.51a(e)(3)0) A Iparagraph (e)(1) of this section only for the purposes of research, |  Functional Subset Of Disclosure of Information DCH.03.1  [parties with a need to know. 10
lpublic health, or health care operations.
[Mechanisms exist to restrict the disclosure of sensiive/reguIated data o authorized
IA covered entity may use protected health information to create a lparties with a need to know.
lmited dota st that meets the requirements of paragraph (e)(2) o
§164.51a(e)(3)(1) A ths section, or disclose protected health information oni Functional Subset OF Disclosure of Information DCH.03.1 10
businecs asseciate for SLch purpose, whether or ok the fmited datal
set is to be used by the covered entity.
implementation INo appiicable SCF control
§164.514(e)(d) specifications: Data use [Ino content] Functional No Relationship NiA A o
[A covered entity may use or disclose a limited data set under [Miechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
lparagraph (e)(1 of this section only if the covered entity obtains [parties with a need to know.
satisfactory assurance, in the form of a data use agreement that
§164.51a(e)(a)() Agreement required |50 SIa0T RO, I o o e e e e Functional Subset Of Disclosure of Information DCH-03.1 10
recipient will only use or disclose the protected health information
for imited purposes
[A data use agreement between the covered entity and the limited [Wiechantsms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.514(e)(@)(i) Contents e se agreement ! Functional Subset OF Disclosure of Information DCH 031 e e 10
[Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
Establish the permitted uses and disclosures of such information by lparties with a need to know.
the limited data set recipient, consistent with paragraph (€)(3) of
this section. The data use agreement may not authorize the limited §
§164.514()(@)(1)(A) /A e e e e horize (e I Functional Subset OF Disclosure of Information DCH-03.1 10
Imanner that would violate the requirements o this subpart, if done
by the covered entity;
[Establish who is permitted to use or receive the imited data set; echaniems X o resict he dscosure ofsensiivaegulated data o authorized
§164.514(e)(4)(1)(B) A st Functional Subset Of Disclosure of Information DeH031  [yechanems exst 10
§164.514(e)(4)(1)(C) A Provide that the limited data set recipient will Functional Subset Of Disclosure of Information DCH03.1 oS et 1 s ¢ 150U of sensitivelregulated data to authorized 10
ot vse o frther discose the formaton ather than 2= perited echarfms exTetts Festacs s cioRirs f SamaEvelreguIatad 9ot 1o Soized
. . i i ¥ arties with a need to know.
§164.514(e)(@)IN(C)(1) NiA T o e s Functional Subset Of Disclosure of Information DCHO3.1 [P 10
e approprate safeguards to prevent vse or disciosare of e [Mechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.514(e)(@)I(C)2) A e D e By e o G e S M g, | Functional Subset Of Disclosure of Information DCH.03.1  [parties with a need to know. 10
[Report to the covered entity any use or disclosure of the [Mechanisms exist to restrict the disclosure of sensiive/reguIated data to authorized
§164.514(e)(@)(i)(C)(3) NiA information not provided for by its data use agreement of which it |  Functional Subset Of Disclosure of Information DCH.03.1  [parties with a need to know. 10
bbecomes aware;
[Wiechanisms exist to restrict the disclosure of sensitivelregulated data fo authorized
Ensure that any agents to whom it provides the limited data set Ipartics with a need to know.
§164.514(e)(@)(i)(C)(4) NiA lagree to the same restrictions and conditions that apply to the Functional Subset Of Disclosure of Information DCH-03.1 10
limited data set recipient with respect to such information; and
§164.514(e)(4)(i(C)(5) /A INot identify the information or contact the individuals. Functional Subset Of Disclosure of Information DCHO3L | e Lo, € disclosure of sensitvelreguiated data to authorized 10
§ 64 STa[E)AY) Compliance o content] Functional o WA WA |No applicable SCF control [
A covered entiy i not n compliance with the standards n PolapeicabeSchiconto)
h (e) of this section if the covered entity knew of a patter
oF activty or practice of the imited data set recipiont that
§164.514(e)(@)(11)(A) A constituted a material breach or violation of the data use Functional No Relationship N/A N/A 0
reement, unless the covered entity took reasonable steps to cure
lthe breach or end the violation, as applicable, and, if such steps
were unsuccessful
ATV = iscontinied daclsureof protected heath formatio o e Fonctions! e em—— A A N0 sppicable SCF contror o
§ 1645 UEMIMAR) A [Reported the problem to the Secretary. Functional o A WA [No applicable SCF control 0
[A covered entity that is a limited data set recipient and violates a INo applicable SCF control
data use agreement noncompliance with the standards,
§164.514(e)(4)(1i)(®) A ron e o Functional No Relationship /A /A o
jthis section.
§164.514() EUndrEE o no content] Functional No Relationship N/A na  [Nopplicable SCF control )
INo applicable SCF control
Subject to the conditions of paragraph (1(2) of this section, a
Icovered entity may use, or disclose to a business associate or to an
§164.514()(1) A institutionally related foundation, the following protected health Functional No Relationship NA A o
or the purpose of raising funds for its own benefit,
without an authorization meeting the requirements of § 164.508:
- - INo applicable SCF control
[bemographic information relating to an individual, including name,
GRCASYIRI a7 laddress, other contact information, age, gender, and date of birth; | Fun<tiona! MOREEEETEIND 7 Ra 0
16451 WA ates of health care provided to an individual Unctiona o WA WA o applicable SCF contro
T64.514((1) (1) WA unctiona o WA WA o applicable SCF control
164.514(0(1)(v) WA Teating physician unctiona o WA WA o applicable SCF control
1645140 (1) /A utcome information; and unctional o WA WA o applicable SCF control
164.514()(1)(vi) /A alth insurance status. unctiona o N/A /A o applicable SCF control
- 0 applicable SCF control
Implementation
§164.514((2) content] Functional No Relationship A A 0
requirements
[A covered entity may not use or disclose protected health [Wiechanisms exist to restrict collecting, receiving, processing, storing, fransmitting,
nformation for Fundsareing purposes v shmenwiss pormitted by Jsage Restictions of Personal Date lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
§164.514(0(2)() NiA lparagraph (f(1) of this section unless a statement required by § Functional Subset Of 9 o PRL05.4  [collected, consistent with the data privacy notice(s)i(2) What is authorized by the 10
A 1 Inchuted In the covared antity notce of ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
o Ireguiations and contractual obligations.
[Mechanisms exist to enable data SuBjects to authorize the collection, receiving.
IWith each fundraising communication made to an individual under [processing, storage, transmission, sharing, updating andjor disposal of their
this paragraph, a covered entity must provide the individual with a lPersonal Data (PD), where prior t collection the data subject i provided withi(1)
clear and conspicuous opportunity to elect not to receive any IPlain language to llustrate the potential data privacy risks of the authorization;(2) A
§164.514()2)() NiA [further fundraising communications. The method for an mmv\dua\ to|  Functional Subset OF Choice & Consent PRI-03 ns for users to decline the authorization; and(3) All necessary choice and 10
elect not to receive further fundraising communications m: lconsent-related criteria required by applicable statutory, regulatory and contractual
cause the individual to incur an undue burden or more than a lobligations.
nominal cost.
[A covered entity may ot condition treatment or payment on the et o sorae e [Wiechanisms exist to prevent discrimination against a data subject for exercising
§ 164,524 A nciuiduars choice with respect to the receipt of fandraising Functional Subset Of o vy PRI-03.5  [hei legal rights pertaining to modifying o revoking consent, ncluding pronibiting 10
|communications. estrictions |11) Refusing products andjor services;(2) Charging different rates for goods and/or
[Miechanisms exist to enable data subjects fo authorize the collection, receiving,
Jorocessing, storage, transmission, sharing, updating andor disposal of
ottty oy ot ket conmncators o P Soge memsin, Sy sy s deponlo ot
§164.514()(2)(1v) /A e A e Functional Subset Of Choice & Consent PR3 plain language to llustrate the potential data privacy risks of the authorization:(2) A 10
oction grapl Imeans for users to decline the authorization; and(3) All necessary choice and
lconsent-related criteria required by applicable statutory, regulatory and contractual
loblgations
IMechanisms exist to enable data subjects to authorize the collection, receiving,
Jorocessing, storage, transmission, sharing, updating andor disposal of their
IA covered entity may provide an individual who has elected not to [Personal Data (PD), where prior to collection the data subject is provided with
5164.524(0(2)(v) NA receive further fundraising communications with a method to opt | Functional Subset Of Choice & Consent PRL03 plain language o isirte the potentl data privacy sk o the authorzation(2) A 10
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Name

Standard: Uses and
disclosures for

Focal Document Element (FDE) Description

If @ health plan receives protected health information for the
purpose of underwriting, premium rating, or cther actvites relating
to the creation, renewal, or replacement of a contract of health

insurance or halth benafits, and f such heslth meurance of héalth

STRM
Rationale

HIPAA Administrative Simplification

STRM
Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
Jsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
[collected, consistent with the data privacy notice(s);(2) What is authorized by the
ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
Iregulations and contractual obligations.

version 2026.1_x000a_03/27/2026

f the data privacy notice;(5) Periodically, review and update the content of the
[privacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

5164.514() ndentosures for teq [Penefits are not placed with the health plan, such health plan may Functional Subset Of Usage Res""“jﬁ;f Personal Data| - pg; o5 4 10
9 lonly use or disclose such protected health information for such
urposes
purp y be required by law, subject to the prohibition at §|
[164.502(a)(5)(i) with respect to genetic information included in the
lprotected health information.
§164.514(0) WA [ino content] Functional No WA WA [No applicable SCF control 0
Standard: Verification _|Prior to any disclosure permitted by this subpart, a covered entity ; ] [No applicable SCF control
5§164.514(h)(1) el Functional No Relationship N/A NA 0
[Mechanisms exst to provide authenticated data subjects the ability to:(1) Access
[Except with respect to disclosures under § 164.510, verify the ltheir Personal Data (D) that is being processed, stored and shared, except where
dentity of a person requesting protected health information and the lthe burden, risk or expense of providing access would be disproportionate to the
§164.524()(1)00) WA Jauthority of any such person to have access to protected health Functional Subset Of Data Subject Empowerment PRI-06  |oenefit offered to the data subject through granting access;(2) answers on 10
information under this subpart, if the identity or any such authority lthe specifics of how ther PD is collected, received, processed, stored, transmitted,
of such person is not known to the covered entity; and lshared, updated and/or disposed(3) Oblain the source(s) of their PD;(4) Obtain the
lcateqories of their PD being collected, received, processed, stored and shared;(5)
IMechanisms exist to provide authenticated data subjects the ability to:(1) Access
Obtai any documentaton statements, o rpresentations, whether ltheir Personal Data (PD) that is being processed, stored and shared, except where
loral or written, from the person requesting the protected healti y lthe burden, risk or expense of providing access would be disproportionate to the
s 1645140000 wa e o e, rom i person reduesting the pro Functional susset of Data Subject Empowerment PR0G B e  e e onete o the 10
representation is a condition of the disclosure under this subpart. e specifcsof how ther PD i colecte received, processed, stord, transmited,
hared undated an bfain the squrce(s) of their PD:(41 Qbtain the
- INo applicable SCF control
5164.514(h)(2) e e tation tion|[N0 content] Functional No Relationship N/A NA [
INo applicable SCF control
If a disclosure is conditioned by this subpart on particular
documentation, statements, or representations from the person
; requesting the protected health information, a covered entity may .
§164.514((2)(0) Conditions on disclosres o EE 0 1g g e e e et Functional No Relationship N/A NA 0
documentation, statements, or representations that, on their face,
Imeet the applicable requirements.
[The conditions in § 164.512(1)(1)(i)(C) may be satisfied by the [No applicable SCF control
. ladministrative subpoena or similar process or by a separate written . ’
§164.514(0)(2)0)(A) NA e e e Functional No Relationship N/A NA 0
requirements have been met.
N [No applicable SCF control
[The documentation required by § 164.512(1)(2) may be satisfied by
§164.514(n)(2)(0)(8) NA lone or more written statements, provided that each is appropriately | Functional No Relationship WA WA 0
ldated and signed in accordance with § 164.512(i)(2)(i) and (v).
INo applicable SCF control
IA covered entity may rely, if such reliance is reasonable under the
1 |circumstances, on any of the following to verify identity when the .
§164.514(h)(2)ii) Identity of public offcils [y, O B O ton e 10 a publi officil e | Functional No Relationship /A NA 0
Iperson acting on behalf of the public official
I the request is made in person, presentation of an agency [No applicable SCF control
§164.514(n)(2(1)(A) NA identification badge, other official credentials, or other proof of Functional No Relationship N/A NA 0
lgovernment status;
S16A51ANI NG o fthereques ' nwriting, the request = on th appropriate Fonctiona! No Relationship A WA [Noappiicable SCF control o
[No applicable SCF control
If the disclosure is to a person acting on behalf of a public official, a
written statement on appropriate government letterhead that the
lperson is acting under the government's authority or other evidence| ’
§164.514()(2) N/A e e Functional No Relationship NA NA )
Imemorandum of understanding, or purchase order, that establishes
[that the person is acting on behalf of the public official.
[No applicable SCF control
I covered entty may rely ifsuch relance i reasonable under the
n any of the following to verify authority when the
516451420 [Authoriy of publc offcals{SIELTStaNCes: o a0y of the folowing Ko K o eler arg | Functional No Relationship WA WA o
Iperson acting on behalf of the public official
[A written statement of the legal authority under which the [No applicable SCF control
§164.514(h)(2)(ii)(A) /A information s requested, or, if a written statement would be Functional No Relationship NA NA o
icable, an oral statement of such legal authority;
INo applicable SCF control
If a request is made pursuant to legal process, warrant, subpoena,
§164.514()(2)(ii)(8) A lorder, or other legal process issued by a grand jury or a judicial or |  Functional No Relationship NA WA o
ladministrative tribunal is presumed to constitute legal authority.
[The verification requirements of this paragraph are met if the [No applicable SCF control
lcovered entity relies on the exercise of professional judgment in
steastamy | Exereiseof professional [t osure in accordance with§ 164.510 or actson |  Functional | No Relatonship WA W o
Judgi la good faith belief in making a disclosure in accordance with §
164.512().
INo applicable SCF control
INot rivacy practices|
§164.520 for protected health [[no content] Functional No Relationship N/A NA 0
information
Standara: notice of " " INo appiicable SCF control
5§164.520(a) Drivacy practices, _|Ino content] Functional No Relationship N/A NA 0
[Mechanisms exist to:(1) Make dafa privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary:(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
information about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated and/or disposed:(3) Contain all necessary notice-
[Except as provided by paragraph (2)(2) or (3) of this section, an felted critria required by applicabl statutory, regulatory and coniractua
individual has a right to adequate notice of the uses and disclosures lobligations;(4) Define the scope of PD processing activities, including the
§164.520(2)(1) Right to notice  [of protected health information that may be made by the covered | Functional Subset Of Data Privacy Notice PRI-02  [geographic locations and third-party recipients that process the PD w\lhm he scope 10
entity, and of the individual's rights and the covered entity's legal f the data privacy notice;(5) Periodically, review and update the conten
lduties with respect to protected health information. rivacy nafice, a<necessary. ande) et prior varsons of the prvacy netica, in
Jaccordance with data retention requirements
§164.520(2)(2) xception or oreup hesltino contenti Functional No Relationship N/A | EE] )
[Mechanisms exist to:(1) Make dafa privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
information about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated and/or disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including the
§164.520(2)(2)(0) WA |An individual enrolled in a group health plan has a right to notice Functional Subset Of Data Privacy Notice PRI02 [geographic locations and third-party recipients that process the PD within the scope 10
of the data privacy notice;(5) Periodically, review and update the content of the
lorivacy notice, as necessary: and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements
[Mechanisms exist to:(1) Make dafa privacy notice(s) available to indiiduals upon
frst interacting with an organization and subsequently as necessary:(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
information about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated and/or disposed:(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
From e group et plan, . andto the extert hat such on fgaions(4) Defne. e scape of PO rocessng aétvies nclacing tne
§164.520(2)(2)(0)(A) WA Functional Subset Of Data Privacy Notice PRI02  [geographic locations and third-party recipients that process the PD within the scope 10
plan through an insurance contract with a health insurance issuer or f the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary: and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements
[Mechanisms exist to:(1) Make dafa privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary:(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
nformation about how Personal Data (PD) is collected, received, processed, stored,
fransmitted, shared, updated and/or disposed:;(3) Contain all necessary notice-
elted critria reauired by applicabl statutor, regulatory and coniractual
From the health insurance issuer or HMO with respect to the group lobligations;(4) Define the scope of PD processing activities, includin
§164.520(2)(2)0)(8) NA Ihealth plan through which such individuals receive their health Functional Subset Of Data Privacy Notice PRI02  faeograpiic locatons and (i party recipints hat process the PD it the scope 10
bbenefits under the group health plan. f the data privacy notice;(5) Periodically, review and update the content of t
rivacy notice, as necessary; and) Retain prior versions of the privacy notice, in
laccordance with data retention requirements
[Mechanisms exist to:(1) Make dafa privacy notice(s) available to indiiduals upon
first interacting with an organization and subsequently as necessary:(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
fnformation about how Personal Data (PD) is collected, received, processed, stored,
IA group health plan that provides health benefits solely through an fransmitted, shared, updated and/or disposed:(3) Contain all necessary notice-
insurance contract with a health insurance issuer or HMO, and that Irelated criteria required by applicable statutory, regulatory and contractual
reates orreceives protected health information n adiion to lobligations;(4) Define the scope of PD processing activities, including the
5164.520(2)(2)ii) NA lsummary health information as defined in § 164.504(z) or Functional Subset Of Data Privacy Notice PRI02  facograpiiclocaions and (i party recipients hat process the PD wihin the scope 10
information on whether the indvidual s paricpating n the sroup f the data privacy notice;(5) Periodically, review and update the content of the
Inealth plan, or is enrolled in or has disenrolied from a hy [rivacy notice, as necessary; anc) Retain prior versions of the privacy notice, in
insurance issuer or HMO offered by the plan, must laccordance with data retention requirements
[Mechanisms exist to:(1) Make dafa privacy notice(s) available to indiiduals upon
first interacting with an organization and subsequently as necessary:(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
information about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated and/or disposed:(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including the
§164.520(a)(2)(i)(A) NA IMaintain a notice under this section; and Functional Subset Of Data Privacy Notice PRI02 [geographic locations and third-party recipients that process the PD within the scope 10
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Name

Focal Document Element (FDE) Description

[Provide such notice upon request to any person. The provisions of

STRM
Rationale

HIPAA Administrative Simplification

STRM
Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andjor disposed;(3) Contain all necessary notice-
elated citeiarequired by applicable statutory.regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including th:

Strength nf

Relatior

{optional)”

version 2026.1 x000a_03/27/2026

Irespect to protected health information and a brief description of
lhow the individual may exercise these rights, as follows:

f the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary: and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

5164.520(a)(2)(ii)(B) NA Iparagraph (c)(1) of this section do not apply to such group health Functional Subset Of Data Privacy Notice PRI02  fgeoaraphic ocations and third-party recipients tht process the PO W\lhm e scope 10
lan. the data privacy notice;(5) Periodically, review and update the content
rivacy natice, a<nacessaty. ande) et pror vareons of he pracy metica, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) avallable o INdviduals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
R health plan that provides health benefits solely through finformation about how Personal Data (PD) s collected, received, processed, stored,
ettt ispeiibaibaan Ao Lo ftransmitted, shared, updated and/or disposed;(3) Contain all necessary notice-
imsurance contract with a health insurance issuer or HMO, and does Irelated criteria required by applicable statutory, regulatory and contractual
ot create o recelve protected ealh nformatiop ofher than lobligations:(4) Define the scape of PD processing activities, including the
5164.520(a)(2)1ii) NA Functional Subset Of Data Privacy Notice PRI02  [geographic locations and third-party recipients that process the PD within the scope 10
information on whether an individual is participating in the group i lof the data privacy notice;(5) Periodicaly, review and update the content of the
lhealth plan, or is enrolled in or has disenrolled from a health lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
insurance issuer or HMO offered by the plan, is not required to B ordance with data rerention requirements
Imaintain or provide a notice under this section.
mate does not have a right to notice under this sect [No appiicable SCF control
§164.520(2)(3) ST [ LRy secton do not appy to & Comectional Functional No Relationship N/A N/A o
institution that is a covered e
Implementation [No appiicable SCF control
5164.520(b) specifications: Content of [(no content] Functional No Relationship. N/A NA o
notice
[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
firt ineracting withan organization and subsedquently as necessary(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing releva
[nformation abou. how Personal Data (PD) i Calectedrocatved, procssced, stored
fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
he covered entity must provide a notice that is written in plain lobligations; (4) Define the scope o essing activities, inclu
5164.520(b)(1) Reauired clements [anguage and et contaie the element roqured by e Functional Subset Of Data Privacy Notice PRI02  [geographic locations and third-party recipients that process the PD within the scope 10
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) available to Indviduals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
[The notice must contain the following statement as a header or Irelated criteria required by applicable statutory, regulatory and contractual
lotherwise prominently displayed: “THIS NOTICE DESCRIBES HOW lobligations; (4) Define the scope of PD processing activities, including the
§164.520(b)(1)() Header IMEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED | Functional Subset Of Data Privacy Notice PRI02  [geographic locations and third-party recipients that process the PD within the scope 10
[AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE Jof the data privacy notice;(5) Periodically, review and update the content of the
IREVIEW IT CAREFULLY.” lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) available to Indviduals upon
frst interacting with an organization and subsequently as necessary;(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) s collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
5164.520(b)(1)(ii) Uses and disclosures  [The notice must contain: Functional Subset Of Data Privacy Notice PRI02  [geographic locations and third-party recipients that process the PD within the scope 10
Jof the data privacy notice; (5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) available to Individuals upon
frst interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) s collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
e oo, g s re g, o e st e ‘ " e e A 0fe S ey St mlaana e
§164.520(b)(1)(ii)(A) NA Functional Subset Data Privacy Notice PRI02  [geographic locations and third-party recipients that process the PD within the scope 10
[to make for each of the following purposes: treatment, payment, Y Jof the data privacy notice; (5) Periodically, review and update the content of the
land health care operations. lorivacy notice, a5 necessary: and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) available to Individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) s collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
s dscroton o e of e ot puposs frwnch e covrs ‘ ) e e
§164.520(0)(1)(ii)(B) NA Functional Subset Of Data Privacy Notice PRI02  [geographic locations and third-party recipients that process the PD within the scope 10
fprotected health information without the individual's written y Jof the data privacy notice;(5) Periodically, review and update the content of the
jauthorization lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) s collected, received, processed, stored,
ftransmitted, shared, updated andjor disposed;(3) Contain all necessary notice-
I a use or disclosure for any purpose described in paragraphs (b)(1) Irelated criteria required by applicable statutory, regulatory and contractual
(i) (A) or (8) of this section is prohibited or materially limited by lobligations; (4) Define the scope of PD processing activities, including the
§164.520(0)(1)(i)(C) NA lother applicable law, the description of such use or disclosure must | Functional Subset Of Data Privacy Notice PRI-02  [geographic locations and third-party recipients that process the PD within the scope 10
reflect the more stringent law as defined in § 160.202 of this Jof the data privacy notice;(5) Periodically, review and update the content of the
lsubchapter lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) avallable to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) s collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
o <o urpose e n prran IV or (9 s [ e iy spoleabs sauony, guatryand vt
§164.520(b)(1)(i)(D) NA jsection, the description must include sufficient detail to place the Functional Subset Of Data Privacy Notice PRI-02  [geographic locations and third-party recipients that process the PD within the scope 10
individual on notice of the uses and disclosures that are permitted Y Jof the data privacy notice;(5) Periodically, review and update the content of the
or required by this subpart and other applicable law. lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) s collected, received, processed, stored,
mitted, shared, updated and/or disposed;(3) Contain all necessary notice-
1 descripton of the types of uses and disiosures that require an efated criteia required by appicable statutory,reguiatory and contractual
5164.52006)(10E) wa uses and disclosures not described in the notice will be made only | ncyional Subset of Data privacy Notce PRLG2  [pcommapnic lotatons and thrd party recpient that process the P with the scope 10
o e her e Ted haa(hy Jof the data privacy notice;(5) Periodically, review and update the content of the
5). Y P Y [privacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.
If the covered entity intends to engage in any of the following [No applicable SCF control
Separate statements for [activities, the description required by paragraph (b)(1)(i)(A) of this
§164.520(0)1M) |certain uses or disclosures|section must include a separate statement informing the individual | "unctional [OOREEEEEI o7 R 2
of such activities, as applicable:
i [No appiicable SCF control
In accordance with §164.514(0(1),the covered entlty may contact
§164.520(b)(1)iil)(A) NA lthe individual to raise funds for the covered entity an Functional No Relationship. N/A NA o
A emor T e T At
[No appiicable SCF control
In accordance with § 164.504(1, the group health plan, or » heaith
5164.520(b)(1)1iil)(B) NA insurance issuer or HMO with respect to a group health plan, may Functional No Relationship. WA VA o
disclose protected health information £ the sponsor of he plan or
I a covered entity that is a health plan, excluding an issuer of a PolapeicabeSchiconto)
g term care policy falling within paragraph (1)(vii) of the
definition of health plan, intends to use or disclose protected health
§164.520(b)(1)i1}(C) N/A information for underwriting purposes, a statement that the covered|  Functional No Relationship N/A N/A o
lentity is prohibited from using or disclosing protected health
information that is genetic information of an individual for such
lpurposes.
[Mechanisms exist to:(1) Make data privacy notice(s) avallable to ind
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
[The notice must contain a statement of the individual's rights with lobligations; (4) Define the scope of PD processing activities, including the
§164.520(b)(1)(IV) Individual rights Functional Subset Of Data Privacy Notice PRI-02  [geographic locations and third-party recipients that process the PD within the scope 10
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Set Theory Relationship Mapping (STRM)

FDE #

§164.520(b)(1)(1v)(A)

FDE Name

N/A

Focal Document Element (FDE) Description

[The right to request restrictions on certain uses and disclosures of
lprotected health information as provided by § 164.522(a), including
la statement that the covered entity is not required to agree to a

Irequested restriction, except in case of a disclosure restricted under|
/6 164.522(a)(1)(vi

STRM
Rationale

Functional

STRM
Relationship

Subset Of

HIPAA Administrative Simplification

SCF Control

Data Privacy Notice

PRI-02

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andjor disposed;(3) Contain all necessary notice-
elated citeiarequired by applicable statutory.regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including th:

leographic locations and third-party recipients that process the PD W\lhm the scope
Jof the data privacy notice;(5) Periodically, review and update the conten

lprivacy notice, as necessary: and(6) Retain prior versions of the privacy otica in
laccordance with data retention requirements.

Strength m

Rel

latio

{optional)”
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ptional)

§164.520(b)(1)(1v)(B)

NiA

[The right to receive confidential communications of protected
lhealth information as provided by § 164.522(b), as applicable;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing relevant
nformation ebout how Personal Data (PD) s collected,recelved, processed, tored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary n
Feiated cricri required by spplicabie sttty Feguitory and contractunl
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
rivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(1v)(C)

NiA

[The right to inspect and copy protected health information as
lprovided by § 164.524;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indiviauals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected; received, processed, stored
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notic
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(v)(D)

NIA

[The right to amend protected health information as provided by §
164.526;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Wecharisms exst 1) Wake dato pivacy notice() availble to nawigusls upon

first interacting with an organization and subsequently as necessary;(2) Ensure that
[t privacy netices are clear and sesy-to-understand. expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored
fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the

Jseagraphic locations and thirc party recipients tht process the PD within the scape
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
ECcoraance with data retention requirements

§164.520(b)(1)(v)(E)

NiA

[The right to receive an accounting of disclosures of protected health
linformation as provided by § 164.528; and

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indiviauals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant

ntain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of essing activities, inclu

loeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.

§164.520(b)(1)(iv)(F)

NiA

[The right of an individual, including an individual who has agreed to
receive the notice electronically in accordance with paragraph (c)(3)
of this section, to obtain a paper copy of the notice from the
lcovered entity upon request.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indn
first interacting with an organization and subsequently as necessary;(2) Ensure that

ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual

Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(v)

Covered entity's duties

[The notice must contain:

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indiviauals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
related criteri required by applicable statutory, regulatory and contractual
lbligations;(4) Define the cope of D processing activies, ncluding th
(Ge0graphic ocations and thirc-party racipients that process the P within the scope
lof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(v)(A)

NiA

|A statement that the covered entity is required by law to maintain
the privacy of protected health information, to provide individuals
notice of its legal duties and privacy practices with respect to
lprotected health information. and to notify affected individuals
[following a breach of unsecured protected health information;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indi
s nteracting with an organizaton and subsequently 25 necessarys(2) Ensure that
ldata privacy notices are ciear and easy-to-understand, expressing relevan
[nformation abau. how Personal Data (PD) i calectad.rocerved, processed Stored
ftransmitted, shared, updated andor disposed;(3) Contain all necessary n

Feiated cricri required by applcanie stowstoy. Feguitory and conractunl
lobligations;(4) Define the scope of essing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
lof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(v)(B)

N/A

|A statement that the covered entity is required to abide by the
lterms of the notice currently in effect; and

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indi
s nteracting with an organization and subsequently 2 necessarys(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing releva

Information about how Personal Data (PD) 1 Collected, received, pmcessed Stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary n

ated criteria required by appiicable Statutory, reguatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(v)(C)

NiA

[For the covered entity to apply a change in a privacy practice that is|
he

o
in accordance with § 164. saommm» S Satement ot T resares
the right to change the terms of its notice an =
notice provisions sffective for all protected health information that i
Imaintains. The statement must also describe how it will provide
individuals with a revised notice.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indi upon
first interacting with an organization and subsequently as necessary; 5 Ereore that
[data privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated and/or disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(vi)

Complaints

[The notice must contain a statement that individuals may complain
lto the covered entity and to the Secretary if they believe their
lprivacy rights have been violated. a brief description of how the
individual may file a complaint with the covered entity, and a
Istatement that the individual will not be retaliated against for filing
la complaint.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
s nteracting with an organizaton and subsequently 2 necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing rel
Information about how Personal Data (PD) 1 Collected, received, precessed Stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary n

Feiaced cricri required by appicanie stowtory. Feoultory and cotractunl
lobligations; (4) Define the scope of PD processing activities, including th
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

5164.520(b)(1) (vil)

Contact

[The notice must contain the name, or title, and telephone number
lof a person or office to contact for further information as required
lby § 164.530(a)(1)(ii)-

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant

mitted, shared, updated and/or disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessa (6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(1)(viil)

Effective date

[The notice must contain the date on which the notice is first in
leffect, which may not be earlier than the date on which the notice is|
lorinted or otherwise published.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
linformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(2)

Optional elements

[[no content]

Functional

N/A

/A

[No applicable SCF control

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE #

§164.520(b)(2)(i)

FDE Name

N/A

Focal Document Element (FDE) Description

in addition to the information required by paragraph (b)(1) of this
section, if a covered entity elects to limit the uses or disclosures
lthat it is permitted to make under this subpart, the covered entity
Imay describe its more limited uses or disclosures in its notice,
provided that the covered entty may not nclude in it notice a
limitation affecting its right to make a use or disclosure that is
required by law o permited by § 164.512()(1)1)-

STRM
Rationale

Functional

HIPAA Administrative Simplification

STRM
Relationship

Subset Of

SCF Control

Data Privacy Notice

PRI-02

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andjor disposed;(3) Contain all necessary notice-
elated citeiarequired by applicable statutory.regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including th:

leographic locations and third-party recipients that process the PD W\lhm the scope
Jof the data privacy notice;(5) Periodically, review and update the conten

lprivacy notice, as necessary: and(6) Retain prior versions of the privacy otica in
laccordance with data retention requirements.

Strength m

Rel

latio

{optional)”

version 2026.1 x000a_03/27/2026

ptional)

§164.520(b)(2)1ii)

NiA

[For the covered entity to apply a change in its more limited uses
land disclosures to protected health information created or received
frior to ssuing a revised natice in accordance with § 164.530()(2)
(i), the notice must include the statements required by paragraph
|(b)(1)(v)(C) of this section.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing relevant
nformation ebout how Personal Data (PD) s collected,recelved, processed, tored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary n
Feiated cricri required by spplicabie sttty Feguitory and contractunl
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
rivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(b)(3)

Revisions to the notice

[The covered entity must promptly revise and distribute its notice
whenever there is a material change to the uses or disclosures, the
individual's rights, the covered entity's legal duties, or other privacy
lpractices stated in the notice. Except when required by law, a

Imaterial change to any term of the notice may not be implemented
oror o the effactive date of the ntice in which such material
lchange is reflected,

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indiviauals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected; received, processed, stored
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notic
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(c)

Implementation
[specifications: Provision of|
notice

|A covered entity must make the notice required by this section
lavailable on request to an) individuals as specified in
lparagraphs (c)(1) through (c)(3) of this section, as applicable.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Wecharisms exst 1) Wake dato pivacy notice() availble to nawigusls upon

first interacting with an organization and subsequently as necessary;(2) Ensure that
[t privacy netices are clear and sesy-to-understand. expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored
fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the

Jseagraphic locations and thirc party recipients tht process the PD within the scape
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
ECcoraance with data retention requirements

§164.520(c)(1)

‘Specific requirements for
health plans

[[no content]

Functional

No Relationship.

N/A

N/A

[No applicable SCF control

§164.520()(1)(i)

N/A

|A health plan must provide the notice:

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
elated citeiarequired by applicable statutory. regulatory and contractual
lobligations;(4) Define the scope of PD processing activities, including the
Jeoaraphi locatons and third:party recipients tht process the PD withn the  scope
e data privacy notice;() Periodically, review and update the content of t
rivacy natice, 2 necessary. ando) et prior vareons of the prvacy netica, in
laccordance with data retention requirements.

§164.520()(1)(i)(A)

N/A

INo later than the compliance date for the health plan, to individuals
lthen covered by the plan;

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that

ftransmitted, shared, updated andor disposed;(3) Conta

Irelated criteria required by applicable statutory, regulatory and contractual

ns;(4) Define the scope of PD processing activities, including the

(Geographic Iocations and thirc-party racipients that process the P within the scope

of the data privacy notice;(5) Periodically, review and update the content of the
rivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in

Dccordance with data retention reauirements

§164.520(<)(1)(i)(B)

N/A

[Thereafter, at the time of enrollment, to individuals who are new
lenrollees.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations;(4) Define the scape of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
Eccordance with data retention requirements

§ 164.520(c)(1)/ii)

NiA

INo less frequently than once every three years, the health plan
Imust notify individuals then covered by the plan of the availability
of the notice and how to obtain the notice.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
[data privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
elated criteia required by applicable statutory.regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including th:

lgeographic locations and third-party recipients that process the PD W\lhm the scope
Jof the data privacy notice;(5) Periodically, review and update the conten

lprivacy notice, as necessary; and(6) Retain prior versions of the privacy otica in
laccordance with data retention requirements.

§ 164.520(c)(1)/jii)

NiA

[The health plan satisfies the requirements of paragraph (c)(1) of
this section f notice is provided to the named insured of a policy
lunder which coverage is provided to the named insured and one or
Imore dependents.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to individuals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant

Data (PD) s collected, recelved. processed; stored
vared, updated and/or disposed(3) Cont notice-
Feiates creri required by spplcanie statatony. Feguitory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520(c)(1)(iv)

N/A

I a health plan has more than one notice, it satisfies the
Irequirements of paragraph (c)(1) of this section by providing the
Inotice that is relevant to the individual or other person requesting
lthe notice.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to Indviduals upon
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
finformation about how Personal Data (PD) is collected; received, processed, stored
ftransmitted, shared, updated andor disposed;(3) Contain all necessary notic
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
Jof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

§164.520()(1)(v)

NiA

I there is a material change to the notice:

Functional

Subset Of

Data Privacy Notice

PRI-02

[Wecharism exst L 1) Wake data pivacy notce(s) avallble to ndigusls upon

first interacting with an organization and subsequently as necessary;(2) Ensure that
data privacy natces are claar and sasy-to-understand, expreseing relevant
finformation about how Personal Data (PD) is collected, received, processed, stored
fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the

Jeographic locatons and third-pary reciients that process the PD withn the scope
lof the data privacy notice;() Periodically, review and update the content

lprivacy notice, as necessary; and(6) Retain prior versions of the privacy hetcasin
ECcoraance with data retention requirements

§164.520()(1)(v)(A)

NiA

|A health plan that posts its notice on its web site in accordance with
lparagraph (c)(3)(i) of this section must prominently post the change
lor its revised notice on its web site by the effective date of the
Imaterial change to the notice, and provide the revised notice, or
iinformation about the material change and how to obtain the
revised notice, in its next annual mailing to individuals then covered
lby the plan.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indn
first interacting with an organization and subsequently as necessary;(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant

ntain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations;(4) Define the scope of essing activities, inclu

loeographic locations and third-party recipients that process the PD within the scope
lof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
[accordance with data retention requirements.

§164.520(c)(1)(v)(B)

NiA

|A health plan that does not post its notice on a web site pursuant to
Iparagraph (c)(3)(i) o this section must provide the revised notice.
lor information about the material change and how to obtain the
revised notice, to individuals then covered by the plan within 60
ldays of the material revision to the notice.

Functional

Subset Of

Data Privacy Notice

PRI-02

[Mechanisms exist to:(1) Make data privacy notice(s) available to indn
first interacting with an organization and subsequently as necessary;(2) Ensure that

fransmitted, shared, updated andor disposed;(3) Contain all necessary notice-
Irelated criteria required by applicable statutory, regulatory and contractual
lobligations; (4) Define the scope of PD processing activities, including the
lgeographic locations and third-party recipients that process the PD within the scope
lof the data privacy notice;(5) Periodically, review and update the content of the
lprivacy notice, as necessary; and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

HIPAA Administrative Simplification

STRM
Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
Relationship

version 2026.1 x000a_03/27/2026

Notes (optional)

Specific requirements for

|A covered health care provider that has a direct treatment

INo applicable SCF control

(optional)

Iplan by alternative means or at alternative locations, if the
individual clearly states that the disclosure of all or part of that
information could endanger the individual.

§164.520(0)(2) e covered et [ el Functional No Relationship N/A N/A 0
§164.52000200 Provide the notice: _[ino content] Functional No WA WA [No applicable SCF control 0
INo Tater than the date of the first service delivery, including service INo applicable SCF control
5164.520(0)(2)(1/(A) NA delivered electronically, to such individual after the compliance date|  Functional No Relationship N/A /A o
for the covered heath care provider; or
in an emergency treatment situation;, a5 soon as reasonably y y [No applicable SCF control
§164.520(0)2)(1(B) N/A e O L R CT Functional No Relationship N/A N/A )
[Except in an emergency treatment situation, make a good faith [E0 e EEF el
effort to obtain a written acknowledgment of receipt of the notice
’ lprovided in accordance with paragraph (c)(2)() of this section, and
5 164.520(0)(2) i) /A e i paragrap Functional No Relationship A /A o
acknowledgment and the reason why the acknowledgment was not
obtained:
[ the covered health care provider maintains a physical service [No applicable SCF control
§164.520()(2)ii) N/A e co Functional No Relationship /A /A 0
Fave the noticeavalsle at the servce delvery ke for ndviduas INo appiicable SCF control
§164.520()(2)i)(A) A o e e ot he Functional No Relationship A /A o
INo appiicable SCF control
lPost the notice in a clear and prominent location where it is
§164.520()(2)ii)(B) A reasonable to expect individuals seeking service from the covered |  Functional No Relationship /A /A o
Iheaith care provider to be able to read the notice; and
[Whenever the notice is revised, make the notice available upon [No applicable SCF control
equest on or after the effective date of the revision and promptly .
DEEAEIE) Re lcomply with the requirements of paragraph (c)(2)(i) of this section, [ Functional (DR A pe ©
if applicable.
Specific requirements for y INo applicable SCF cantrol
§164.520(0)(3) cific requirements for Jino content] Functional No Relationship N/A /A )
[No applicable SCF control
IA covered entity that maintains a web site that provides
labout the covered entity's customer services or benefits must
5164.520(0)3)(1) /A e e e e Functional No Relationship /A N/A )
available electronically through the web site.
INo applicable SCF cantrol
IA covered entity may provide the notice required by this section to
Jan individual by e-mail, if the individual agrees to electronic notice
nd such agreement has not been withdrawn. If the covered entity
knows that the email transmission has failed, a paper copy of
OB a7 Inotice must be provided to the individual. Provision of electronic TS MoREETED pa R C
Inotice by the covered entity will satisfy the provision requirements
of paragraph (c) of this section when timely made in accordance
with paragraph (c)(1) or (2) of this section.
[N applicable SCF control
For purposes of paragraph (c)(2)() of this section, if the first service
delivery to an individual s elivered electronically, the covere
Inealth care provider must provide electronic notice automatically
CISAEIEIENTD R land contemporaneously in response to the individual’s first request [ Functiona! (o RUETHD R Ra ©
for service. The requirements in paragraph (c)(2)(i) of this section
apply to electronic notice.
[The individual who is the recipient of electronic notice retains the [No applicable SCF control
§164.5200)(3)(v) A fight to obtain a paper copy of the notice from a covered entity Functional No Relationship /A /A o
lupon request.
INo appiicable SCF control
mplementation |co,raq enites that prtcpate i orgaized health care e
§164.520(d) Ao olntnot may comply with this section by a joint notice, Functional No Relationship /A /A o
g lprovided that:
e T ey e e e [No applicable SCF control
arrangement agree to abide by the terms of the notice with respect
5164.520(0)(1) N/A o protected health information created or received by the covered | Functional No Relationship N/A N/A 0
entity as part of its participation in the organized health care
arrangement;
[The joint notice meets the implementation specifications in [No applicable SCF control
lparagraph (b) of this section, except tht the statements required
SUETCHE) R by this section may be altered to reflect the fact that the notice RO Mo (L Re R C
lcovers more than one covered entity; and
[Describes with reasonable specificity the covered entities, or class. INo appiicable SCF control
§164.520(d)(2)(i) /A DEsclibes Wil reasonabie specicly ne Functional No Relationship A /A o
[Describes with reasonable specificity the service delivery sites, or [No applicable SCF control
§164.520(0)(2)(i) N/A classes of service delivery sites, to which the joint notice applies Functional No Relationship N/A N/A 0
and
it applicable, states that the covered entities participating in the [No applicable SCF control
organized health care arrangement will share protected health
5 164.520()(2) i) /A information with each other, as necessary to carry o treatment, | Functional No Relationship N/A N/A 0
lpayment, or health care operations relating to the organized heaith
care arrangement.
[No applicable SCF control
[The covered entities included in the joint notice must provide the
Inotice to individuals in accordance with the applicable
implementation specifications of paragraph (c) of this section.
5164.520(0)3) N/A Provision of the joint notice to an individual by any one of the Functional No Relationship N/A N/A )
covered entities included in the joint notice wil satisfy the provision
requirement of paragraph (c) of this section with respect to all
others covered by the joint notice
INo applicable SCF control
IA covered entity must document compliance with the notice
\mplementation _[féauirements, as required by § 164,530(), by retaining copies of the
Inotices issued by the covered entity and, if applicable, any written
516452000 apeeatons: et eip of e nohctor cocumentatin of gond | Functional | No Retatonship WA WA 0
faith efforts to obtain such written acknowledgment, in accordance
with paragraph (c)(2)i) of this section.
P N INo applicable SCF control
ights to request privacy
5164.522 protection for protected  [ino content] Functional No Relationship N/A N/A 0
health information
ST645220) WA [fno content] Functional o WA WA [No applicable SCF control 0
AT [No applicable SCF control
5 164.522(a)(1) ndividual to request.  lino content] Functional No Relationship NA NA 0
disclosures
[A covered entity must permit an individual to request that the INo appiicable SCF control
§164.522(2)(1)(i) /A hovered ety et Functional No Relationship A /A o
lUses or disclosures of protected health information about the [No applicable SCF control
§164.522(2)(1))(A) N/A individual to carry out treatment, payment, o health care Functional No Relationship N/A N/A )
Joperations; an:
§ T64.522@D0(E) WA [Disclosures permitted under § 164.510(b) Functional No A WA |No applicable SCF control 0
[Except as provided in paragraph (a)(1)(vi) of this section, a covered INo applicable SCF control
§164.522(2)(1)(i) A et P e I pera0rany e en Functional No Relationship /A /A o
INo appiicable SCF control
IA covered entity that agrees to a restriction under paragraph (a)(1)
(i) of this section may not use o disclose protected health
information in violation of such restriction, except that, if the
individual who requested the restriction Is in need of emergency
5164.522(2) 1)) A jtreatment and the restricted protected health information is needed|  Functional No Relationship /A /A o
lto provide the emergency treatment, the covered entity may use
the restricted protected health information, or may disclose such
information to a health care provider, to provide such treatment to
fthe individual.
[No applicable SCF control
If restricted protected health information Is disclosed to a health
for emergency treatment under paragraph (a)(1)ii) of . .
ERE 2R e Jthis section, the covered enfity must request that such health care | Functional (o RUEEID A e ©
rovider not further use or disclose the information.
[A restriction agreed to by a covered entity under paragraph (a) of [No applicable SCF control
this section, is not effective under this subpart to prevent uses or
§164.522(2)(1)) /A T ol b B A it A Functional No Relationship N/A /A o
164.510(a) or 164.512
[Acovered entity must agree to the request of an individual to INo appiicable SCF control
§164.522(2)(D)(vi) NA restrict disclosure of protected health information about the Functional No Relationship N/A A o
individual to a health plan
[The disclosure is for the purpose of carrying out payment or health jiciepeliczbieiSCrcentnt
EEER 22NN 2 care operations and is not otherwise required by law; and RS (MU=l A A C
[The protected health information pertains solely to a health care INo appiicable SCF control
m or service for which the individual, or person other than the
GBI 2 Ihealth plan on behalf of the individual, has paid the covered entity | "unctionel (ORI A R 0
in full
F— [No applicable SCF control
mplementation
§164.522(a)(2) specifications: |A covered entity may terminate a restriction, if: Functional No Relationship N/A /A o
Terminating a restriction
§164.522(a)(2)(i) NA [the individual agrees to or requests the termination in writing; Functional No Relationship NA NA JhClepalicab Sl scricantsl 0
[The individual orally agrees to the termination and the oral y INo applicable SCF cantrol
§164.522(2)(2)(i) /A e el el agres o Functional No Relationship N/A /A )
[N applicable SCF control
[The covered entity informs the individual that it s terminating its
§164.522(a)(2)il) WA lagreement to a restriction, except that such termination is: Rncueed) (AU A A U
; Not effective for protected health information restricted under INo appiicable SCF control
§164.522()(2)(1i)(4) /A e e S heath inforn Functional No Relationship A /A o
; (Only effective with respect to protected health information created y INo applicable SCF cantrol
§164.522(a)(2)(i)(B) N/A Oy [effecte Wit respect tolprotected healthind Functional No Relationship N/A N/A )
Implementation ] [No applicable SCF control
16452200030 Sheccaton,  [\Cotered entty must document a esticton n accordance whS | ynctonal | No Reltionship WA WA 0
530() of this subchapter.
Documentation
§164.522(6) A [ino content] Functional No WA WA [No applicable SCF control 0
Standard: Confidential INo applicable SCF control
5164.522(b)(1) unications  [[no content] Functional No Relationship /A /A o
requirements
T o] e R G e e e R s [No applicable SCF control
land must accommodate reasonable requests by individuals to
§164.522(0)(1)(1) N/A receive communications of protected health information from the | Functional No Relationship N/A N/A 0
covered health care provider by alterative means or at alternative
locations.
[No applicable SCF control
IA health plan must permit individuals to request and must
laccommodate reasonable requests by individuals to receive
AT m Icommunications of protected health information from the health Functional No Relationship m m o
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Implementation
sne:\ﬂ(aﬂuns Conditions

INo applicable SCF control

{optional)”

lprotected health information in the electronic form and format
Irequested by the individual, if it is readily producible in such form
Jand format; or, if not, in a readable electronic form and format as.
lagreed to by the covered entity and the individual

5§164.522(0)(2) P foving confiaenti; [;no content] Functional No Relationship N/A NA 0
Communications
[A covered entity may require the individual to make a request for a [No applicable SCF control
§164.522(0)(2)(0) NA lconfidential communication described in paragraph (b)(1) of this Functional No Relationship N/A NA 0
Jsection in writing.
a2 o A covered erty may condion the provision of a ressanable —— DD o o INo applicable SCF control 5
5 164.522(0)(2)(10(A) o [When appropriate, informaton as o Fow paymert, 1 any, il be r—— e o WA [Noappiicable SCF control o
§164.522(b)(2)(ii)(B) NA ISpecification of an alternative address or other method of contact. |  Functional No Relationship NA NA JhclzpalicabigiScRtcentl 0
[No applicable SCF control
/A covered heath care provider may not requie an explanation rom G2
5164.522(b)(2)(ii) NA [the individual as to the basis for the request as a condition of Functional No Relationship NA NA o
lproviding communications on a confidential basis.
[A health plan may require that a request contain a statement that [No applicable SCF control
§164.522(0)(2)(v) NA disclosure of all or part of the information to which the request Functional No Relationship NA NA 0
lpertains could endanger the individual
Access of individuals to [No applicable SCF control
5164524 protected health (no content] Functional No Relationship /A N/A 0
information
Standard: Access to [No applicable SCF control
§164.524(a) protected health Ino content] Functional No Relationship NA NA 0
information
[Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
[Except as otherwise provided in paragraph (a)(2) or ()(3) of this ftheir Personal Data (PD) that is being processed, stored and shared, except where
ection, an individual has a right of access to inspect and obtain a lthe burden, risk or expense of providing access would be disproportionate to the
§164.524(a)(1) Right of access  |copy of protected health information about the individual in a Functional Subset Of Data Subject Empowerment PRI-06  |oenefit offered to the data subject through granting access;(2) Obtain answers on 10
designated record set, for as long as the protected healt lthe specifics of how ther PD is collected, received, processed, stored, transmitted,
information is maintained in the designated record set, except for lshared, updated and/or disposed(3) Obtain the source(s) of their PD;(4) Obtain the
lcateqories of their PD being collected, received, processed, stored and shared;(5)
[Mechanisms exist to provide authenticated ata subjects the ability to:(1) Access
§164.524()(1)(0) NA lPsychotherapy notes; Functional Subset Of Data Subject Empowerment PRI06 e o) bata () that s beng procecsed, stosed and shared), sxcept where 10
nformation campied i reasonable antcpation o, or for wse [Mechanisms exst to provide authenticated data subjects the abiity to:(1) Access
5164.524(2)(1)(i1) NA g g Functional Subset Of Data Subject Empowerment PRI.06  [their Personal Data (D) that is being processed, stored and shared, except where 10
civil, criminal, or administrative action or proceeding; a jthe burden, risk or expense of providing access would be disproportionate to the
[Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
§164.524(a)(1)(ii) NA Protected health information maintained by a covered entity that is:|  Functional Subset Of Data Subject Empowerment BRI06 ey bato (5}t s Do rorecsed, stored and. shared, oxcept where 10
[Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
ISubject to the Clinical Laboratory Improvements Amendments of ftheir Personal Data (PD) that is being processed, stored and shared, except where
§164.524(a)(L)ii)(A) WA 1988, 42 U.5.C. 263a, to the extent the provision of access to the Functional Subset Of Data Subject Empowerment PRI-06  |the burden risk or expense of providing access would be disproportionate to the. 10
individual would beprohibited by law; or lpeneficofféred to the data sublect through granting access;(2) Obtain answers on
[Exempt from the Clinical Laboratory Improvements Amendments of [Machanisms exist to provide authenticated data sublects the abilty (o:(1) Access
§ 164.524(@)AiH(E) WA 1988, pursuant to 42 CFR 493.3(a)(2). Functional Subset Of Data Subject Empowerment PRI06 |their Personal Data (D) that is being processed, stored and shared, except where 10
Unreviewable grounds for [\ COvered entity may deny an individual access without providing [Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
§164.524(2)(2) gy [the individual an opportunity for review, in the following Functional Subset Of Data Subject Empowerment PRI-0G [thelr Personal Data (PD) that s being processed, stored and shared, except where 10
lenia lereumstances lthe burden, risk or expense of providing access would be disproportionate to the
; [The protected health information is excepted from the right of [Wiechanisms exist to provide authenticated data subjects the ability to:(1) Access
§164.524(a)(2)(i) NA laccess by paragraph (a)(1) of this section. Functional Subset Of Data Subject Empowerment PRI06  hhoir personal Data (PD) that is being processed, stored and shared, except where 10
[Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
lA covered entity that is a correctional institution or a covered health| {their Personal Data (D) that is being processed, stored and shared, except where
lcare provider acting under the direction of the correctional lthe burden, risk or expense of providing access would be disproportionate to the
institition may dany. in whole or In part. an Inmate's request to lbenefit offered to the data subject through granting access;(2) Obtain answers
lobtain a copy of protected health information, if abtaining such lthe specifics of how their PD s collected, received, processed, stored, transmitted
5164.524(2)(2)i1) NA e e e, —agamy: security, oo Functional Subset Of Data Subject Empowerment PRI06  [inarad, updated andor disposed.(3) Obtain the sourca(s) of their PD;(4) Obtain the 10
rehabilitation of the individual or of other inmates, or the safety of lcategories of their PD being collected, received, processed. stored and shared:(5)
lany officer, employee, or other person at the corréctional institution [Request correction to their PD due to inaccuracies;(6) Request erasure of their PD;
or responsible for th transporting of the inmate. land(7) Restrict the further collecting, receiving, processing, storing, transmitting,
lupdated and/or sharing of their PD.
[Mechanisms exist to provide authenticated data subjects the abiity to:(1) Access
lAn individuals access to protected health information created or ltheir Personal Data (PD) that is being processed, stored and shared, except where
lobtained by a covered haalth care provider In the cours of lthe burden, risk or expense of providing access would be disproportionate to the
research that Includes treatment may be temporarlly suspended for penefitaere o the data subject through granting access(2) Obtain answers on
a5 long as the research is in progress, provided that the ndividual lthe specifics of how their PD s collected, received, processed, stored, transmitted,
§164.524(a)(2)(iii) NA lhas agreed to the denial of access when consenting to participate in|  Functional Subset Of Data Subject Empowerment PRI-06 Ishared, updated andjor disposed:(3) Obtain the source(s) of their PD;(4) Obtain the 10
lthe research that includes treatment, and the covered health care lcategories of their PD being collected, received, processed, stored and shared;(5)
lprovider has informed the individual that the right of access will be [Request correction to their PD due to inaccuracies;(6) Request erasure of their PD;
reinstated upon completion of the research. land(7) Restrict the further collecting, receiving, processing, storing, transmitting,
lupdated and/or sharing of their
[An individual's access to protected health information that is [Mechanisms exist to provide authenticated data subjects the abiity to:(1) Access
lContained in records that are subject to the Privacy Act, 5 U.S.C. ltheir Personal Data (D) that i being processed, stored and shared, except where
§164.524(2)(2)(v) NA B ot o of st o e brney Act | Funtional Subset Of Data Subject Empowerment PRI-06  |the burden, risk or expense of providing access would be disproportionate to the. 10
lwould meet the requirements of that jaw. loenefit offered to the data subject through granting access;(2) Obtain answers on
[an individuals access may be denied if the protected health [Mechanisms exist to provide authenticated data subjects the abillty to:(1) Access
o e e oo s st thom o health care ltheir Personal Data (PD) that is being processed, stored and shared, except where
§164.528(2)2)) A provider under a promise of confidentiality and the access Functional Subset Of Data Subject Empowerment PRI05  [the burden, risk or expense of providing access would be disproportionate to the 10
Fequested would be reasonably likely to raveal the source of the lbenefit offered to the data subject through granting access;(2) Obtain answers on
e o lthe specifics of how their PD is collected, received, processed, stored, transmitted,
haredundated andlor dispased:(3) Qhtain the saus heir PD:(4) Qbtain th
. covered ety may ey an ndicuat acess, provied et the [Mechanisms exist to provide authenticated ata subjects the ability to:(1) Access
Reviewable grounds for [individual is given a right to have such denials reviewed, thlr Personal Data (°D) tht s being processed. stored and shared, except where
§164.524(a)(3) P required by gmwph ad) of this soction. in the mlwm Functional Subset Of Data Subject Empowerment PRI-06 lthe burden, risk or expense of providing access would be disproportionate to the 10
ircumstances jpenefitofféred to the data sublect through Granting accessi o1 Obain answers on
[A icensed health care professional has determined, in the exercise IMechanisms exist to provide authenticated data subjects the abilty to:(1) Access.
of professional judgment, that the access requested is reasonably ftheir Personal Data (D) that is being processed, stored and shared, except where
§164.524()(3)(i) NA A A S Tl i Functional Subset Of Data Subject Empowerment PRI06  |the burden, risk or expense of providing access would be disproportionate to the. 10
Janother person: loenefit offered to the data subject through granting access;(2) Obtain answers on
[Mechanisms exist to provide authenticated data subjects the abillty to:(1) Access
[The protected health information makes reference to another ftheir Personal Data (PD) that s being processed, stored and shared, except where
rson (unless such other person is a health care provider) and a lthe burden, risk or expense of providing access would be disproportionate to the
5164.524(2)(3)(ii) NA licensed health care professional has determined. in the exercise of |  Functional Subset Of Data Subject Empowerment PRI-06  |benefit offered to the data subject through granting access;(2) Obtain answers on 10
professional judgment, that the access requested is reasonal lthe specifics of how their PD is collected, received, processed, stored, transmitted
likely to cause substantial harm to such other person; or lshared, updated and/or disposed(3) Obfain the source(s) of their PD;(4) Obtain the
lcateqories of their PD being collected, received, processed, stored and shared(
[Mechanisms exist to provide authenticated ata subjects the ability to:(1) Access
[The request for access is made by the individual's personal ltheir Personal Data (PD) that s being processed, stored and shared, except where
representative and a licensed health care professional has lthe burden, risk or expense of providing access would be disproportionate to the
5164.524(a)(3)(ii) NA determined, in the exercise of professional judgment, that the Functional Subset Of Data Subject Empowerment PRI-06  [benefit offered to the data subject through granting access;(2) Obtain answers on 10
lprovision of access to such personal representative i reasonably lthe specifics of how their PD s collected, received, processed, stored, transmitted
likely to cause substantial harm to the individual or another person. lshared, updated and/or disposed(3) Obfain the source(s) of their PD;(4) Obtain the
lcateqories of their PD being collected, received, processed, stored and shared(5|
[Mechanisms exist to provide authenticated ata subjects the ability to:(1) Access
If access s denied on a ground permitted under paragraph (a)(3) of {their Personal Data (D) that s being processed, stored and shared, except where
lths section, the individual has the right to have the denial reviewed lthe burden, risk or expense of providing access would be disproportionate to the
Review of a denial of |BY @ licensed health care professional who is designated by the lbenefit offered to the data subject through granting access;(2) Obtain answers on
§164.524(a)(4) ol lcovered entity to act as a reviewing official and who did not Functional Subset Of Data Subject Empowerment PRI-0G [the specifics of how their PD is collected, received, processed, stored, transmitted, 10
lparticipate in the original decision to deny. The covered entity must lshared, updated and/or disposed;(3) Obfain the source(s) of their PD;(4) Obtain the
lprovide or deny access in accordance with the determination of the lcategories of their PD being collected, received, processed., stored and shared:(5)
reviewing official under paragraph (d)(@) of this section [Request correction to their PD due to inaccuracies;(6) Reauest erasure of their PD;
Jand(7) Restrict the further collecting, receiving, processing, storing, transmitting,
Implementation [No applicable SCF control
specifications: Requests
§164.524(b) oo i paveet® o content] Functional No Relationship N/A NA 0
ction
[Mechanisms exist to provide authenticated data subjects the abiity to:(1) Access
[T covered entity must permit an indvidual torequest access to
B S ot et oo fr Fesral o 5] s g rocesed, v nd o ot e
§164.524(b)(1) Individual’s request for “"“‘ the individual that is maintained in a designated record set. Functional Subset Of Data Subject Empowerment PRI-06  |benefit offered to the data subject through granting access;(2) Obtain answers on 10
access [The covered entity may require individuals to make requests for
e 0. prousied that L informe ndividusts ofsuch & lthe specifics of how their PD s collected, received, processed, stored, transmitted,
requirement lshared, updated and/or disposed;(3) Obfain the source(s) of their PD;(4) Obtain the
lcateqories of their PD being collected received, processed, stored and shared:(5)
Timely action by the " [No applicable SCF control
5§164.524(b)(2) ovares anthy |[mo content Functional No Relationship N/A NA 0
[Except as provided in paragraph (b)(2)(i) of this section, the [Mechanisms exist to provide authenticated data subjects the abiity to:(1) Access
§164.524(0)(2)(0) WA lcovered entity must act on a request for access no later than 30 Functional Subset Of Data Subject Empowerment PRI06  [their Personal Data (D) that is being processed, stored and shared, except where 10
ldays ater receipt of the request as follows. lthe burden, risk or expense of providing access would be disproportionate to the
f the covered entity grants the request, in whole or in part, it must [Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
inform the individual of the acceptance of the request and provide ltheir Personal Data (PD) that is being processed, stored and shared, except where
§164.524(b)(2)(1)(A) N/A lthe access requested, in accordance with paragraph (c) of this Functional Subset Of Data Subject Empowerment PRI-06 lthe burden, risk or expense of providing access would be disproportionate to the 10
ction. loenefit offered to the data subject through granting access;(2) Obtain answers on
e cnacifice af ko thair B is coliactact a tncod trancoaittod
i the covered entity denies the request, in whole or in part, it must [Mechanisms exist to provide authenticated data subjects the abilty to:(1) Access
§164.524(0)(2)(0)(8) WA lprovide the individual with a written denial, in accordance with Functional Subset Of Data Subject Empowerment PRI06  [their Personal Data (D) that is being processed, stored and shared, except where 10
Jparagraph (d) of this section lthe burden, risk or expense of providing access would be disproportionate to the
|f the covered entity is unable to take an action required by [Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
Iparagraph (b)(2)(1)(A) or () of this section within the time required ltheir Personal Data (PD) that is being processed, stored and shared, except where
§164.524(b)(2)(i) WA by paragraph (b)(2)(i) of this section, as applicable, the covered Functional Subset Of Data Subject Empowerment PRI-0g [the burden, risk or expense of providing access would be disproportionate to the 10
lontity may extend the time for such actiont by no more than 30 loenefit offered to the data subject through granting access;(2) Obtain answers on
Gaye, provided that e specifcsofhow ther PD i colecte received, processed, store, ransmited,
haredundated andlor dispased:(3) Qhtain the saurce(s) of their PD:(4) Qbtain the
echariams Ex Sk to provide suthesticated dts Subjects e apiy toith) ACkess
[T covered entiy winin the time i st by parograph (0)2)) {their Personal Data (PD) that is being processed, stored and shared, except where
of this section, as applicable, provides the individual with a written lthe burden, risk or expense of providing access would be disproportionate to the
164,524 (A A Functional Subset of Data Subject Empowerment PRI . P providing prop 1
s D)) A % statement of the reasons for the delay and the date by which the g P S lbenefit offered to the data subject through granting access;(2) Obtain answers on 0
lcovered entity will complete its action on the request; and e specifcsof now thir PD s collcted, ecelved, processed, sored, transmitied
hared. undated andlor Gisposed: ) Qbiai the so ir PD:(4) Qbtain th
; [The covered entity may have only one such extension of fime for e Sk o provide uthenatod Gots Subyects the abiy to (1) Access
§ 164.524(b)(2)(11)(B) A Jaction on a request for access. Functional Subset Of Data Subject Empowerment PRI06  hneir personal Data (PD) that is being processed, stored and shared, except where 10
[Mechanisms exist to provide authenticated Gata subjects the ability to:(1) Access
mplementation |f the covered entity provides an individual with access, in whole or ktheir Personal Data (PD) that is being processed, stored and shared, except where
§164.524(0) specifications: Provision offin part, o protected health information, the covered enity must Functional Subset Of Data Subject Empowerment PRIOG ke burden. risk or expense of providing access weuld be disproportionsté to the 10
access lcomply with thefollowing requirements. jpenefitofféred to the data sublect through granting access;(2) Obtain answers on
IMechanisms exist to provide authenticated data subjects the abillty to 7 A((sss
IThe coverad entity must provide the access requested by ltheir Personal Data (D) that i being processed, stored and shared, except where
individuals, including inspection or obtaining a copy, or both, of the ne burden,riok 1 oxpanse of proviaing sccess woud e dsproporionste to the
protected helt nfermation about them I Gesignaied recrd sets. loenefit offered to the data subject through granting access;(2) Obtain answers on
Providing the access |If the sam protected health iformation that < the subject o fthe specifics of how their PD is collected, received, processed, stored, transmitted,
§164.524(0)(1) e e o B o e e oo oo vacorg|  Functional Subset Of Data Subject Empowerment PRI06  |shared, updated and/or disposed:(3) Obtain the source(s) of their PD;(4) Obtain the 10
et or at more than one location, the covered entity need only lcategories of their PD being collected, received, processed, stored and shared:(5)
[produce the protected heaith information once Inresponse to [Request correction to their PD due to inaccuracies;(6) Request erasure of their PD;
request for access. land(7) Restrict the further collecting, receiving, processing, storing, transmitting,
lupdated and/or sharing of their PD.
§164.524(0)(2) Form of access requested |[no content] Functional No Relationship NA NA (D ] 0
[Mechanisms exist to format exports of Personal Data (PD) in a structured, machine-
[The covered entity must provide the individual with access to the Ireadable format that allows data subjects to transfer their PD to another controller
protected health information in the form and format requested by [without hindrance.
5164.524(0(2)(0) NA the individual, if it is readily producible in such form and format; or, | Functional Subset Of Data Portability PRI-06.6 10
f not, in a readable hard copy form or such other form and format
s agreed to by the covered entity and the individual.
[Mechanisms exist to format exports of Personal Data (PD) in a structured, machine-
Ireadable format that allows data subjects to transfer their PD to another controller
INotwithstanding paragraph (c)(2)() of this section, if the protected lwithout hindrance.
Ineaith information that is the subject of a request for access is
imaintained in one or more designated record sets electronically and
f the individual requests an electronic copy of such information, the
§164.524(0)(2) i) NA lcovered entity must provide the individual with access to the Functional Subset Of Data Portability PRI-06.6 10
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[(2) of this section.

[Personal Data (PD) the organization collects, receives, processes, stores, transmits,

§164.524()(2)(ii) NA laccess to the protected health information or ma Functional No Relationship N/A NA 0
lexplanation of the protected health information to which access has
lbeen provided, i
o [The indvidual agrees in advance tosuch a summary or expaTatoN| —rctonol e T WA Vo sppiicable SCF contral o
i INo applicable SCF control
[The individual agrees in advance to the fees imposed, if any, by the
§164.524(0)(2)(i)(B) NA e poC erc oLt Sices Functional No Relationship /A N/A 0
§164.524(0)(3) Time and mannerof ino content) Functional No Relationship NA na (Vo applicable SCF control )
[Mechanisms exist to provide authenticated data subjects the abilty to:(1) Access
ltheir Personal Data (PD) that is being processed, stored and shared, except where
[The covered entity must provide the access as requested by lthe burden, risk or expense of providing access would be disproportionate to the
iyl n 5 imely matmer 5 raired oy poroqrash (B3 o this loenefit offered to the data subject through granting access;(2) Obtain answers on
section,Including arrenging with the ndvidual for » convenlent. lthe specifics of how their PD s collected, received, processed, stored, transmitted,
ime and place to inspect or obtain a copy of the protected heal ¥ lshared, updated and/or disposed:(3) Obfain the source(s) of their PD;(4) Obtain the
164.524(c)(3)(i NA Functional Subset Of Data Subject Empowerment PRI-06 10
s (@R ’ information, or mailing the copy of the protected health information ject Emp lcategories of their PD being collected, received, processed, stored and shared;(5)
at the individual’s request. The covered entity may discuss the [Request correction to their PD due to inaccuraciesi(6) Request erasure of their PD;
scope, format, and other aspects of the request for access with the land(7) Restrict the further collecting, receiving, processing, storing, transmitting,
individual as necessary to facilitate the timely provision of access. lupdated and/or sharing of their P!
[Mechanisms exist to provide authenticated data subjects the abiity to:(1) Access
If an individual’s request for access directs the covered entity to fheir Personal Data (PD) that is being processed, stored and shared, except where
ltransmit the copy of protected health information directly to lthe burden, risk or expense of providing access would be disproportionate to the
lanother person designated by the individual, the covered entity lbenefit offered to the data subject through granting access;(2) Obtain answers on
§164.524(C)(3) () WA Imust provide the person designated by the individual Functional Subset Of Data Subject Empowerment PRI-06 [the specifics of how their PD i collected, received, processed, stored, transmitted, 10
[The individual's request must be in writing, signed by the individual, lshared, updated and/or disposed;(3) Obfain the source(s) of their PD;(4) Obtain the
land clearly identify the designated person and where to send the lcategories of their PD being collected, received, processed, stored and shared:(5)
lcopy of protected health information. IRequest correction to their PD due to inaccuracies;(6) Request erasure of their PD;
Jand(7) Restrict the further collecting, receiving, processing, storing, transmitting,
[Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
I the indvidual requests @ copy o th protectd health nformation ftheir Personal Data (PD) that is being processed, stored and shared, except where
lor agrees to a summary or explanation of such information, the y lthe burden, risk or expense of providing access would be disproportionate to the
164.524(C)(4 F Functional tor Dat: t Empowerment PRI 1
§164.524()t4) ees lcovered entity may impose a reasonable, cost-based fee, provided unctional Subset Of ata Subject Empowermet 06 lbenefit offered to the data subject through granting access;(2) Obtain answers on 0
lthat the fee includes only the cost of i specifcsof how thir PD s collcted ecelved, processed sored, transmitied
hared. undated andlor d 1 in the so ir PD:(4) Qbtain th
abor for copying the protected heatth mformation requested by el e Sk o provide uthenicatod Gots Subjects the abiy to:(1) Access
5164.524(C)(4)(1) N/A Functional Subset Of Data Subject Empowerment PRI06  [their Personal Data (D) that is being processed, stored and shared, except where 10
individual, whether in paper or electronic form; 4 P lthe burden, risk or expense of providing access would be disproportionate to the
[Supplies for creating the paper copy or electronic media if the [Mechanisms exist to provide authenticated data subjects the abillty fo:(1) Access
§ 164.524(c)(4)(ii) N/A lindividual requests that the electronic copy be provided on portable Functional Subset Of Data Subject Empowerment PRI-06 [their Personal Data (PD) that is being processed, stored and shared, except where 10
edia; lthe burden, risk or expense of providing access would be disproportionate to the
Postage when the Individua hos reduested the copy, o the [Wiechanisms exist to provide authenticated data subjects the ability to(1) Access
§ 164.524(c)4) iy Nia lsummary or explanation, be mailed: Functional Subset Of Data Subject Empowerment PRI-06  hhoir personal Data (PD) that is being processed, stored and shared, except where 10
IPreparing an explanation or summary of the protected health [Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
§164.524(0)(4)(iv) NA information, if agreed to by the individual as required by paragraph |  Functional Subset Of Data Subject Empowerment PRIOS  [their Personal Data (PD) that is being processed, stored and shared, except where 10
(@23 of this section. lthe burden, risk or expense of providing access would be disproportionate to the
impemertation |t coveredenty denie acces. n vl r 7 ar. o prtected [Wechanisms exist to provide authenticated data subjects the ability to:(1) Access
§164.524(0) specifications: Denial of |health information, the covered entity must comply with Functional Subset Of Data Subject Empowerment PRIOG  [their Personal Data (PD) that is being processed, stored and shared, except where 10
acces: ollowing requirements. jthe burden, risk or expense of providing access would be disproportionate to the
[The covered entity must, to the extent possible, give the individual [Mechanisms exist to provide authenticated data subjects the ability to:(1) Access
5 164.52400)1) Making other information [access to any other protected health information requested, after | ¢ . Subset Of Data Subject & . prigs el Personal Data (PD) that is being processed, stored and shared, except where 10
- ssible lexcluding theprotected health information as to which the covered |  Functiona ubse! ata Subject Empowerment : fthe burden, risk or expense of providing access would be disproportionate to the
lentity has a ground to deny access. loenefit offered to the data subject through granting accessi(2) Obtain answers on
FThe covered entity must provide a timely, written denial to the [Mechanisms exist to provide authenticated data subjects the abilty to:(1) Access
§164.524(0)(2) Denial individual, in accordance with paragraph (b)(2) of this section. The |  Functional Subset Of Data Subject Empowerment PRI.06  [their Personal Data (PD) that is being processed, stored and shared, except where 10
ldenial must be in plain language and contain; jthe burden, risk or expense of providing access would be disproportionate to the
Reject Unauthenticated or . [Mechanisms exist to reject unauthenticated, or untrustworthy, disclosure requests,
§164.524(0)(2)(0) WA [The basis for the denial; Functional Subset Of e e oests | PRI074 10
omcanie,a statement of the marvdunr oo [Mechanisms exist to reject unauthenticated or untrustworthy, disclosure requests,
applicable, a statement of the individual's review rights under
5164.524(0)(2)(1) WA aragraph (a)(4) of this section, including a description of how the |  Functional Subset Of Refect Unauthenticated or PRI-07.4 10
paragrap 9 P Untrustworthy Disclosure Requests
individual may exercise such review rights; ant ntrustworthy Disclosure Reques
[Mechanisms exist to reject unauthenticated, or Untrustworthy, disclosure requests,
IA description of how the individual may complain to the covered
lentity pursuant to the complaint procedures in § 164.530(d) o to
§ 160524010 wa ne Secrerary pursuant e procecres in 3 160,306, The Functonal subset0f | Rt unauthentcatedor | gy 7.4 10
ldescription must include the name, or title, and telephone number Y d
of the contact person or office designated in § 164.530(a)(1)i).
If the covered entity does not maintain the protected health [Mechanisms exist to reject unauthenticated, or Untrustworthy, disclosure requests,
information that is the subject of the individual’s request for access,
5§164.524(0)(3) Other responsibility  [and the covered entity knows where the requested information is Functional Subset Of Ut e O st | PRI074 10
Imaintained, the covered entity must inform the individual where to 4 a
direct the request for access.
[Mechanisms exist to maintain a process for data SUBJects to appeal an adverse
ldecision.
If the individual has requested a review of a denial under paragraph
(2)(4) of this section, the covered entity must designate a licensed
Ineath careprofessional, who was not directly involved in the denial
lto review the decision to deny access. The covered entity must
loromptly refer a requestfor review to such designated reviewing
Review of denial [official. The designated reviewing official must determine, within a ’
§ 164.524(0)(4) requested reasonable period of time, whether or not to deny the access Functional Subset Of Appeal Adverse Decision PRI-06.3 0
requested based on the standards in paragraph (a)(3) of this
section. The covered entity must promptly provide written notice to
the individual of the determination of the designated reviewing
official ant her action as required by this section to carry out
[the designated reviewing official's determination.
Implementation INo appiicable SCF control
" a covered entity must document the following and retain the .
5164.524(e) specifcaion: i B 164 2300 Functional No Relationship /A NA 0
AT p— [The designated record sets thatare subect 0 access by P— No Retationship o WA Vo sppiicable SCF contral 5
[The tities of the persons or office responsible for receiving and ] [No applicable SCF control
§164.524(e)2) NA M bl e Functional No Relationship NA NA 0
INo applicable SCF control
Amendment of protected i
5§164.526 et o Protected lino content] Functional No Relationship /A NA 0
5164.526(a) Standard: Right to amend [[no content] Functional No Relationship NA NA (TGRS Gl Gaificl @
[Mechanisms exist to uilize technical controls to correct Personal Data (PD) that Is
Jn indiidl has theright 0 have a covered ety amend ‘ inaccurate o outdated, incorrectly determined regarding impact, or incorrectly de-
lprotected health information or a record about the individual in a : Updating & Correcting Personal . fdentified.
§164.526(@)(1) Right to.amend g egignated record set for as long as the protected healtt Functional Subset OF Data (PD) per-2z.1 0
information is maintained in the designated record se
o vdont s the ot o . . [Mechanisms exist to maintain a process for:(1) Dafa subjects to have inaccurate
n individual has the right to have a covered entity amen lPersonal Data (PD) maintained by the organization corrected or amended; and(2)
lprotected health information or a record about the individual in a Correcting Inaccurate Personal Data IDisseminating corrections or amendments of PD to other authorized users of the
§164.526(a)(1) Right to amend |qecignated record set for as long as the protected health Functional Subset Of D) PRIO6L - op, ©
information is maintained in the designated record set.
ot e e oo s . [Mechanisms exist to identify and record:(1) The process(es) used to update
|An individual has the right to have a covered entity amen lPersonal Data (PD); and(2) The frequency that such updates occur.
§ 164.526(2)(1) Right to amend _|Protected health information or a record about the individual in a Functional Intersects With Updating Personal Data (PD) PRI12 N
9 ldesignated record set for as long as the protected health ce:
information is maintained in the designated record set.
[Mechanisms exist to maintain a process for:(1) Data subjects to have inaccurate
IA covered entity may deny an individual's request for amendment, Comecting Inaceurate personal bt [Personal Data (PD) maintained by the organization corrected or amended; and(2)
§164.526(a)(2) Denial of amendment i it determines tha the protected health information or record that |  Functional Subset Of orecting Inaccurote Personal Data| - pgi g1 [Disseminating corrections or amendments of PD to other authorized users of the 10
s thesubject of the request: PO
voe mot crented by A entity, amtoee the mivdont [Mechanisms exist to maintain a process for:(1) Data subjects to have inaccurate
s not created by the covered entity, unless the individual [Personal Data (PD) maintained by the organization corrected or amended; and(2)
lprovides a reasonable basis to believe that the originator of Correcting Inaccurate Personal Data . [Disseminating corrections or amendments of PD to other authorized users of the
§ 16452620 A protected health information is no longer available to act on the Functional Subset Of ) PRI6L - op, ©
requested amendment
[Mechanisms exist to maintain a process for:(1) Dafa subjects to have inaccurate
lPersonal Data (PD) maintained by the organization corrected or amended; and(2)
5164.526(2)(2)ii) NA I not part of the designated record set; Functional Subsetof |Comecting Inaccurste Personal Data| - pp.g5,, - [Disseminating corrections or amendments of PD to other authorized users of the 10
[Mechanisms exist to maintain a process for:(1) Data subjects to have inaccurate
[Personal Data (PD) maintained by the organization corrected or amended; and(2)
§164.526(2)(2)il NA Would not be available for inspection under § 164.524; or Functional Supsetof |Correcting Inaccurste Personal Data) - pgi.g6,y - [Disseminating corrections or amendments of PO to other authorized users of the 10
[Mechanisms exist to maintain a process for:(1) Data subjects to have inaccurate
[Personal Data (PD) maintained by the organization corrected or amended; and(2)
5 164.526(2)(1) VA s accurate and complete Functional Subsetor | Comecting naccurate Personal Data|  pg g5y [Disseminating corrections or amendmens of PD to ather authorized users of the 10
ementan [No applicable SCF control
mplementation
specifications: Requests
§164.526(b) oo RequestS lino content] Functional No Relationship N/A /A o
timely action
[Mechanisms exist to uilize technical controls to correct Personal Data (PD) that is
[T covered entity must permit an indvidua o request that the Inaccurate o outdated. incorrectly determined regarding impoct, o ncorrctly de-
lcovered entity amend the protected health information maintaine fdentifie
Individual's request for  [in the designated record set. The covered entity may require Updating & Correcting Personal .
§164.526(0)(1) amendment individuals to make requests for amendment in writing and to Functional Subset Of Data (PD) DeH-22.1 0
rovide a reason to support a requested amendment, provided that
it informs individuals in advance of such requirements.
[Mechanisms exist to maintain a process for:(1) Data subjects to have inaccurate
[The covered entity must permit an individual to request that the lPersonal Data (PD) maintained by the organization corrected or amended; and(2)
lcovered entity amend the protected health information maintained [Disseminating corrections or amendments of PD to other authorized users of the
Individual's request for  [in the designated record set. The covered entity may require Correcting Inaccurate Personal Data » PD.
§164.526(0)(1) amendment individuals to make requests for amendment in writing and to Functional Subset OF () PRI06:1 o
rovide a reason to support a requested amendment, provided that
it informs individuals in advance of such requirements.
[Mechanisms exist to identify and record:(1) The process(es) used o update
[The covered entity must permit an individual to request that the [Personal Data (PD); and(2) The frequency that such updates occur.
lcovered entity amend the protected health information maintained
Individual's request for  [in the designated record set. The covered entity may require Updating Personal Data (D) .
§164.526(0)(1) amendment individuals to make requests for amendment in writing and to Functional Intersects With Process PRI12 3
rovide a reason to support a requested amendment, provided that
it informs individuals in advance of such requirements.
PTRE—— iy o by g content Fonctoral | o Reltiorsip WA WA [epplcatie S cona o
[The covered entity must act on the individual’s request for an [Mechanisms exist to maintain a process to efficiently and effectively respond o
§164.526(0)(2)(1) NA lamendment no later than 60 days after receipt of such a request, as|  Functional Subset Of User Feedback Management PRI-06.4  [requests, complaints, concerns or questions from authenticated data subjects about| 10
Follows [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
F the covered entity grants tha requested amendment, In whole or [Mechanisms exist to maintain & process to efficiently and effectively respond o
5 164.526()2))(A) A i part Tt must take the actions required by paragraphs (611 and |  Functional Subset OF User Feedback Management PRL0S.4  [requests, complaints, concerns or questions from authenticated data subjects about| 10
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f the covered entity denies the requested amendment, in whole or

[Mechanisms exist to maintain a process to efficiently and effectively respond to

{optional)”

§164.526()(2)(0)(8) WA in part, it must provide the individual with a written denial, in Functional Subset Of User Feedback Management PRI06.4  [requests, complaints, concerns or questions from authenticated data subjects about] 10
laccordance with paragraph (d)(1) of this section. [Personal Data (D) the organization collects, receives, processes, stores, transmits,
I the covered entity is unable to act on the amendment within the [Viechanisms xist o mairtain 2 process to efficiently and effectvely respondto |
[ime required by paragraph (5)(2)() of this séction, the covered Irequests. comlaints, concerns or questions from authenticated data subjects abou
§164.526()(2)(i) /A e e a3 Functional Subset Of User Feedback Management PRI06.4  [personal Data (PD) the organization collects, receives, processes, stores, transmits, 10
days, provided that [shares, updates and/or disposes.
[Mechanisms exist to maintain a process to efficiently and effectively respond to
[T covered entiy withinthe time it st by paragraph (5)(2)() Irequests, complaints, concerns or questions from authenticated data subjects about
of this section, provides the individual with a written statement o ’ [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
§164.526(0)(2)(i)(A) NA e o oy o the dace by e the couead oty | Functional Subset Of User Feedback Management PRL0G.4  [FersonaDate (PD) the organizet 10
will complete ts action on the request; and
e covered entty may have only one such extension of e for exist to maintain a process to efficiently and effectively respond to
§164.526(b)(2)(ii)(B) N/A Functional Subset Of User Feedback Management PRI-06.4  |requests, complaints, concerns or questions from authenticated data subjects about 10
laction on a request for an amendment [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
[Mechanisms exist to nofify affected data subjects If their Personal Data (PD) has
Implementation  If the covered entity accepts the requested amendment, in whole or Notice of Comection or Processing lbeen corrected, amended or deleted.
§164.526() specifications: Accepting [in part, the covered entity must comply with the following Functional Subset Of . PRI-06.2 10
e amendment  |requirements.
e covered entity must make the appropriate amendment to the [echarisms e o oty afected data sublect  her Personal ata (PD) s
lprotected health information or record that s the subject of the een corrected, amended or deletet
request for amendment by, at a minimum, identifying the records in ’ Notice of Correction or Processing ’
§164.526(0)(1) Making the amendment o designated record set that are affected by the amendment and | " unctional Subset Of e PRI-06.2 0
lappending or otherwise providing a link to the location of the
Hechanisms exist to Ny affected data subjects 1 hei Personal Data (PDY s
Iin accordance with paragraph (b) of this section, the covered entity lbeen corrected, amended or delete
Imust timely inform the individual that the amendment is accepted
land obtain the individual’s identification of and agreement to have Notice of Correction or Processing
§164.526(0)(2) Informing the individual (3 o0 g e L e e e the Functional Subset Of PRI-06.2 10
lamendment needs to be shared in accordance with paragraph (c)(3)
of this section.
[The covered entity must make reasonable efforts to inform and " Notice of Correction or Processing [Fechartms exis o iy aifected data subects 1 i Personal Dot (P01 s
§ 164.526(c)(3) nforming others |orovide the amendment within a reasonable time tor Functional Subset Of Change PRI062  lheen corrected, amended or delet 10
persons enid by the il as navin rceived prrected [Mechanisms exist to nofify affected data subjects If ther Personal Data (PD) has
5164.526(c)(3)(1) N/A Ihealth information about the individual and needing Functional Subset Of Notice of Correction or Processing | pgi.g5.2  [been corrected. amended or deleted 10
[Mechanisms exist to nofify affected data subjects If their Personal Data (PD) has
Persons, including business associates, that the covered entity loeen corrected, amended or deleted
knows have the protected health information that s the subject of Notice of Correction or Processing »
§164.526(0)(3)(1) WA [the amendment and that may have relied, or could foreseeably rely,| " unctiona! Subset Of e PRI-06.2 0
lon such information to the detriment of the individual.
[Mechanisms exist to maintain a process to efficiently and effectively respond to
Implementation IIf the covered entity denies the requested amendment, in whole or requests, complaints, concerns or questions from authenticated data subjects about|
§164.526(0) specifications: Denying in part, the covered entity must comply with the following Functional Subset Of User Feedback Management PRI-06.4  [parsonal Data (PD) the organization collects, receives, processes, stores, transmits 10
e amendment |requirements. lshares, updates and/or disposes;
[Mechanisms exist to maintain a process to efficiently and effectively respond to
[The covered entity must provide the individual with a timely, written Irequests, complaints, concerns or questions from authenticated data subjects abou
§164.526()(1) Denial denal, in accordance with paragraph (b)(2) of this section. The Functional Subset Of User Feedback Management PRI-06.4  [parsonal Data (PD) the organization collects, receives, processes, stores, transmits, 10
ldenial must use plain language and contain: lchares. updates andlor disposes
[Mechanisms exist to maintain a process to efficiently and effectively respond o
§164.526(d)(1)(0) WA [The basis for the denial, in accordance with paragraph (a)(2) of this | - ¢ncrional Subset Of User Feedback Management PRI06.4  [fequests, complaints, concerns or questions from authenticated data subjects about 10
section; [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
e maviduars right t submit a written statement disagrecing wit [Miechanisms exist to maintain 3 process to efficiently and effectively respond to
§164.526(d)(1)(ii) N/A Functional Subset Of User Feedback Management PRI-06.4  |requests, complaints, concerns or questions from authenticated data subjects about 10
[the denial and how the individual may file such a statement; [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
[Mechanisms exist to maintain & process to efficiently and effectively respond to
|A statement that, i the individual does not submit a statement of Irequests. complaints, concerns or questions from authenticated data subjects about,
disagreement, the individual may request that the covered entity [Personal Data (PD) the organization collects, receives, processes, stores, transmil
§164.526(0)(1)(ii) NA lprovide the individual's request for amendment and the denial with | Functional Subset User Feedback Management PRI06.4  fshares, updates and/or disposes. 10
L) de the individual v d d the denial with ] of dback
lany future disclosures of the protected health information that is
lthe subject of the amendment; and
[Mechanisms exist to maintain a process to efficiently and effectively respond o
IA description of how the individual may complain to the covered Irequests. complaints, concerns or questions from authenticated data subjects about
entity pursuant to the complaint procedures established in § [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
164.530(d) or to the Secretary pursuant to the procedures . Jshares, updates and/or disposes,
§164.526()(1)(v) NA oo o e e e s name, or | Functional Subset Of User Feedback Management PRI-06.4 10
title, and telephone number of the contact person or office
designated in § 164.530(a) (1)),
e covered entity must permit the Individual to submit to the [Mechanisms exist to maintain a process to efficiently and effectively respond o
ooementor | [(vered anity ke stomert dagreang it e Gens o o Irequests. complaints, concerns or questions from authenticated data subjects about
§164.526(0)(2) Sravement o lor part of a requested amendment and the basis of su Functional Subset Of User Feedback Management PRI-06.4  [Personal Data (PD) the organization collects, receives, processes, stores, transmits, 10
9 Gisagreement. The covered antity may reasonably it the length lshares, updates and/or disposes.
of a statement of disagreement.
[Mechanisms exist to maintain a process to efficiently and effectively respond o
[T covered entiy may prepare s witen rebutaltothe Irequests, complaints, concerns or questions from authenticated data subjects abou
individual's statement of disagreement. Whenever such a rebuttal is ’ [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
5§164.526()(3) Rebuttal statement |00 e O e ide x copy o e narideal | Functional Subset Of User Feedback Management PRL0G.4  [ersona) Dats (PD) the organizat 10
Who submitted the statement of disagreement
[Mechanisms exist to maintain a process to efficiently and effectively respond o
[The covered entity must, as appropriate, identify the record or Irequests, complaints, concerns or questions from authenticated data subjects about
rotected health information in the designated record set that is the [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
subject of the disputed amendment and append or otherwise link lshares, updates and/or disposes.
5164.526()(4) Recordkeeping [the individual's request for an amendment, the covered entity's Functional Subset Of User Feedback Management PRI-06.4 10
enial of the request, the individual's statement of disagreement, if
 covered entity's rebuttal, if any, to the designated
record set.
§164.526(0)(5) Future disclosures [Ino content] Functional o WA WA |No applicable SCF contral 0
[Mechanisms exist to maintain a process to efficiently and effectively respond to
If a statement of disagreement has been submitted by the . complaints, concerns or questions from authenticated data subjects abou
individual, the covered entity must include the material appended [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
in accordance with paragraph (d)(4) of this section, or, at the . Jshares, updates and/or disposes.
§164.526(a)(5)(0) NA o e ey e oo i an; Functional Subset Of User Feedback Management PRI-06.4 10
information, with any subsequent disclosure of the protected health
information to which the disagreement relates.
[Mechanisms exist to maintain a process to efficiently and effectively respond o
If the individual has not submitted a written statement of . complaints, concerns or questions from authenticated data subjects about
lisagreement, the covered entity must include the individual's [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
; Irequest for amendment and its denal, or an accurate summary of . Jshares, updates and/or disposes.
§164.526()(5)(ii) NA oo w saent Aiotlosreof e protacien | Functional Subset Of User Feedback Management PRI-06.4 10
Ineaith information only if the individual has requested such action
in accordance with paragraph (d)(1)(i) of this section.
[Mechanisms exist to maintain a process to efficiently and effectively respond to
Irequests, complaints, concerns or questions from authenticated data subjects about,
When a subsequent disclosure described in paragraph (d)(5)(i) or (ii) Personal Data (PD) the organization collects, receives, processes, stores, transmits,
of this section is made using a standard transaction under Ichares, updates andjor dicposes
i of this subchapter that does not permit the additional material to be . g .
§164.526(a)(5)(i) NA e e o Functional Subset Of User Feedback Management PRI-06.4 10
ransmit the material required by paragraph (d)(5)(i) or (i) of this.
section, as applicable, to the recipient of the standard transaction.
[Mechanisms exist to identify and record:(1) The process(es) used to update
|A covered entity that is informed by another covered entity of an [Personal Data (PD); and(2) The frequency that such updates occur.
Implementation amendment to an individual's protected health information, in Updating Personal Data (°D)
§164.526(e) specification: Actions on [accordance with paragraph (c)(3) of this section, must amend the Functional Intersects With pdating Fersore) Data PRI-12 3
notices of amendment _[protected health information in designated record sets as provided
by paragraph (c)(1) of this section
[Mechanisms exist to maintain a process to efficiently and effectively respond to
|A covered entity that is informed by another covered entity of an Irequests, complaints, concerns or questions from authenticated data subjects about,
Implementation mendment to an individual’s protected health information, in [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
5164.526(e) specification: Actions on [accordance with paragraph (c)(3) of this section, must amend the |  Functional Subset Of User Feedback Management PRI0G.4  fshares, updates and/or disposes. 10
notices of amendment _[protected health information in designated record sets as provided
by paragraph (c)(1) of this section
\mplementation _[A.Covered entity must document the ttles of the persons or offices (Wecharisms exst & meiniain 2 process o efficiently and effectively respond o |
responsible for receiving and processing requests for amendments Irequests, complaints, concerns or questions from authenticated data subjects abou
§164.526(1) pcaon: T e Sncumemion e eauran by s Functional Subset Of User Feedback Management PRL06.A  [oarsonal Data (PD) the organization collects, receives, processes, stores, transmite, 10
ocumentation | e Jshares, updates and/or disposes.
motementation_|R.COVered entity must document the e of the persons or offices [Fecharerss e o eniy and reco1) The procosstes v o update
responsible for receiving and processing requests for amendments ’ Updating Personal Data (D) § ersonal Data (PD); ant @ frequency that such updates occur.
516452600 RO, et he documentaion o requred by s Functinal | Intersects With rocess Priaz 3
164.530()
INo applicable SCF control
Accounting of disclosures
5164528 of protected health  [[no content] Functional No Relationship NA NA 0
information
INo appiicable SCF control
Standard: Right to an
accounting of disclosures . ’
5§164.528(a) oo na® [ino content] Functional No Relationship NA NA o
information
T A i kb bbbl Personal ot (FD) c-irelted (1) The organtsation: sndlor ) Rervart e
rotected health information made by a covered entity in the six . . -
§164.528(a)(1) NA e ot A e e ercept|  Functional Subset Of Accounting of Disclosures PRI-14.1  [porties that their PD was shared with. 10
for disclosures:
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
5164.528(a)(1)(1) NA [To carry out treatment, payment and health care operations as Functional Subset Of Accounting of Disclosures PRI-14.1  |Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
lprovided in § 164.506; [parties that their PD was shared wit
XISt to provide data subjects with an accounting of disclosures of ther|
5164.528(a)(1)(ii) NA [ro individuals of protected health information about them as Functional Subset Of Accounting of Disclosures PRI-14.1  |Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
lrovided in § 1 [parties that their PD was shared with.
ncident toa use or disclosure otheraiae permitted or required by [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
i A i f I - [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
§164.528(a)(1)(i) N A i A Functional Subset O Accounting of Disclosures PRI141  Personal Dato (PO) controled (1) 10
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(a)(1)(v) NA PPursuant to an authorization as provided in § 164.508; Functional Subset Of Accounting of Disclosures PRI-141  [Personal Data (PD) controlled byi(1) The organization; and/or(2) Relevant third- 10
[parties that their PD was shared with.
ror the facity's directory o to persons invatved i the viduals [Mechanisms exist to provide data subjects with an accounting of disclosures of ther]
o i - [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
§164.528()(1)(v) NA e e v 161 5 Functional Subset Of Accounting of Disclosures PRI141 [Personal Dato (PD) controlled by (1) The or for(2) 10
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(a)(1)(vi) NA For national security or intelligence purposes as provided in § Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[164.512(k)(2); [parties that their PD was shared wi
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr]
§164.528(a)(1)(vii) N/A [To correctional institutions or law enforcement officials as provided | ¢ nctional Subset O Accounting of Disclosures PRI-14.1  |Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[ § 164.512(K)(5) [parties that their PD was shared with.
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(a)(1)(vii) WA |As part of a limited data set in accordance with § 164.514(e); o Functional Subset Of Accounting of Disclosures PRI-141  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[parties that their PD was shared with.
[Mechanisms exist o provide data sublects with an accounting of disclosures of therr
§164.528(a)(1)(ix) NA [That occurred prior to the compliance date for the covered entity. Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[parties that their PD was shared with.
§164.528@)(2) /A [ino content] Functional No WA WA [No applicable SCF control [
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[The covered entity must temporarily suspend an individual's right tol
receive an accounting of disclosures to a health oversight agency or|
llaw enforcement official, as provided in § 164.512(d) o (f),

Irespectively, for the time specified by such agency or official, if such|

INo applicable SCF control

§164.528(2)(2)0) A et heacs o e oY SLCh 06y o et Functional | No Relationship, NA NA o
tatement that such an accounting to the individual would b
reasonably likely to impede the agency's activities and specifying
e time for which such a suspension is require
Fthe agency or offcial statement n paragraph (a)(2)0) ofthis [No appiicable SCF control
5164.528(a)(2)(ii) NA e Y e CE Functional No Relationship. NA NA o
z Document the statement,incuding the menmy of the agency or 7 . [No appiicable SCF control
§164.528(a)(2)1ii)(A) NA cialsraking the statarman: Functional No Relationship /A NA o
0 [Temporarily suspend the SeciduaTs TGN o an accounting of : [No appiicable SCF control
5164.528(a)(2)(1i)(B) N/A ratiotres subyoct kb the statement; ad Functional No Relationship N/A N/A o
[No appiicable SCF control
Limit the temporary suspension to no longer than 30 days from the
§164.528(a)(2)(ii)(C) N/A date of the oral statement, unless a written statement pursuantto | Functional No Relationship /A N/A o
Iparagraph (a)(2)(i) of this section s submitted during that time.
[No appiicable SCF control
|an individual may request an accounting of disclosures for a period 7 .
§164.528(a)(3) N/A o time lose than <bx yacrs fromm the date of the requecs Functional No Relationship N/A N/A o
oementat [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
mplementation I coered entity must provide the individual with a written [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
5164.528(b) spelcatons: Conent of L et meets the fllowing reauirements Functional Subset Of Accounting of Disclosures PRI14.1  [oarties that their PD was shared wi 10
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
[Except as otherwise provided by paragraph (a) of this section, the B e b e oy (1) The erganization; and/or(2) Relevant third-
laccounting must include disclosures of protected health information
that occurred during the six years (or such shorter time period at
5164.528(b)(1) NA e rogen of the Tdividual ae provided In paragraph (o of this | Functional Subset Of Accounting of Disclosures PRI-14.1 10
section) prior to the date of the request for an accounting, including
disclosures to or by business associates of the covered entity.
Except a5 otherwise provided by paragraphs (613 or (b)) of s [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
i i - [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
§164.528(b)(2) N/A ection. the accounting must include for each disclosure: Functional Subset Of Accounting of Disclosures. PRI-14.1 ISR mé-r ;D ontr Sharedyvlmlh 9 lor(2) 10
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(b)(2)1(i) N/A [The date of the disclosure; Functional Subset Of Accounting of Disclosures. PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[parties that their PD was shared with.
ehe mame of the antiy or persen who received the protected heath [Mechanisms exist to provide data subjects With an accounting of disclosures of therr
i i - [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
5164.528(b)(2)(i) NA formeaniar ot i Kowh e adarass of such entity o person: Functional Subset Of Accounting of Disclosures PRI141  [Personal Date (PD) controlled by (1) g for(2) 10
lechanisms exst to provide data subjects with an accounting of disclosures of ther|
§164.528(0)(2) i) NA [A brief description of the protected heath information disclosed; Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
jand [parties that their PD was shared with.
[FMechanisms exist to provide data subjects with an accounting of disclosures of therr
 bief statement o the purpose of the disclosure tha reasonably [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
informs the individual of the basis for the disclosure or, in lieu o . [parties that their PD was shared with
§164.528(0)(2)(1v) NA o Seatoment. oy of & witten request or 3 Grsciasure ander | Funtional Subset Of Accounting of Disclosures PRI-14.1 10
55 164.502(a) (2)(ii) or 164.512, if any.
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
If, during the period covered by the accounting, the covered entity [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
as made multiple disclosures of protected health information to [parties that their PD was shared with
§164.528(b)(3) NA he same person or entity for a single purpose under §5 164.502(a) | Functional Subset Of Accounting of Disclosures PRI-14.1 10
(2)(i) or 164.512, the accounting may, with respect to such multiple,
disclosures, provide:
[rhe information required by paragraph (6)(2) of this section or the [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
164.528(b)(3)() NA Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
5 (b)(3)(i) z first disclosure during the accounting period; 9 [parties that their PD was shared with.
Frhe trequency. periodicty, or namber of the disclosures made [Mechanisms exist to provide data sUbjects With an accounting of isclosures of therr
§164.528(b)(3)11i) NA g " Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
(during the accounting period; and [parties that their PD was shared with.
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(0)(3)(ii) NA [The date of the last such disclosure during the accounting period Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[parties that their PD was s
§164.528(0)(41 WA [fno content] Functional No WA WA [No appiicable SCF control [
[Mechanisms exist to provide data subjects With an accounting of disclosures of therr
If, during the period covered by the accounting, the covered entity [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
Ihas made disclosures of protected health information for a [parties that their PD was shared with
lparticular research purpose in accordance with § 164.512() for 50
§164.528(b)(4)(i) NA D ore Indhsls e accounting mhay. with respoct £ such Functional Subset Of Accounting of Disclosures PRI-14.1 10
disclosures for which the protected health information about the
individual may have been included, provide:
[Mechanisms exist to provide data subjects With an accounting of disclosures of therr
§164.528(0)(4)()(A) NA [The name of the protocol or other research activity; Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[parties that their PD was shared with.
[A description, in plain language, of the research protocol or other [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(b)(4)1)(8) NA research activity, incluing the purpose of the research and the Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
(criteria for selecting particular records; [parties that their PD was shared wi
In bref description of the type of protected health nformation that [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(0)(4)(0)(C) N/A e, lon of the type of protected health Information tha Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; andjor(2) Relevant third- 10
s disclosed; [parties that their PD was shared with.
[The date or period of time during which such disclosures occurred, [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
5164.528(6)(4)(1)(D) NA lor may have occurred, including the date of the last such disclosure | Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
lduring the accounting period; [parties that their PD was shared with.
[The name, address, and telephone number of the entity that [FMechanisms exist to provide data subjects with an accounting of isclosures of therr
5164.528(b)(4)(1)(E) NA Isponsored the research and of the researcher to whom the Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
information was disclosed; and [parties that their PD was shared with.
[A statement that the protected health information of the individual [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(0)(4)()(F) VA Imay or may not have been disclosed for a particular protocol or Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
other research activity. [parties that their PD was shared with.
[Mechanisms exist to provide data subjects with an accounting of disclosures of therr
|f.the covered entity provides an accounting for research [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
disclosures, in accordance with paragraph (b)(4) of this section, and e e p e B
if it is reasonably likely that the protected health information of the P
§164.528(b)(4)(ii) NA individual was disclosed for such research protocol or activity, the | Functional Subset Of Accounting of Disclosures PRI-14.1 10
lcovered entity shall, at the request of the individual, assist in
lcontacting the entity that sponsored the research and
researcher.
- [No appiicable SCF control
Implementation
§164.528(0) lspecifications: Provision of|[no content] Functional No Relationship. N/A N/A o
the accounting
[The covered entity must act on the individual's request for an [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(0)(1) NA laccounting, no later than 60 days after receipt of such a request, as | Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
[folows. [parties that their PD was shared with.
o " e the mdividual with th [Mechanisms exist to provide data subjects with an accounting of isclosures of therr
§164.528(c)(1)(i) NA 1 COvered entity must provide the individual with the accounting | gynctional Subset Of Accounting of Disclosures. PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; andjor(2) Relevant third- 10
requested; or [parties that their PD was shared with
i the covered entity is unable to provide the accounting within the [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
lime required by paragraph ()(1) of this section, the covered entity [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
§164.528(c)(1)(i) NA oy, xcend e ime. & prouids the accounting by no more than g | Functional Subset Of Accounting of Disclosures PRI14.1  [parties that their PD was shared wit 10
ldays, provided that:
[The covered entity, within the time limit set by paragraph (Q)(1) of [Mechanisms exist to provide data Subjects with an accounting of isclosures of therr
lthis section, provides the individual with a written statement of the [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
5164.528(c)(1)(i)(A) N/A e o b Hoies anctho date by whech the covared entioy win | Functional Subset Of Accounting of Disclosures PRI14.1  [oarties that their PD was shared with. 10
lprovide the accounting; an
Frhe coverad entty may have anly one such extension of tme for [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
164.528(C)(1)(i)(B NA Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
s (L) ’ Jaction on a request for an accounting. 9 lparties that their PD was shared with.
[Mechanisms exist to provide data subjects with an accounting of isclosures of therr
Ithe covered entity must provide the first accounting to an [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
individual in any 12 month period without charge. The covered [parties that their PD was shared with.
lentity may impose a reasonable, cost-based fee for each
lsubsequent request for an accounting by the same individual within . ’ .
§164.528(0)(2) /A The T2 month perioc provided that the tovered entity informs tha | Functional Subset Of Accounting of Disclosures PRI-14.1 10
individual in advance of the fee and provides the individual with an
lopportunity to withdraw or modify the request for a subsequent
laccounting in order to avoid or reduce the fee.
implementation |, PUS— e fon o retam [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(d) specification. et e e e aa0 0 retin the Functional Subset Of Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
Documentation locumentation as required by § 164.530(): [parties that their PD was shared with.
[The information required to be included in an accounting under [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
lparagraph (b) of this section for disclosures of protected health . ’ i [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third-
§164.528(d)(1) N/A e oroation that o1e Suject 1o an acesunting tnder paratraph (a) |  Functional Subset Of Accounting of Disclosures PRI14.1  [oarties that their PD was shared with. 10
of this section;
N . . o~ [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
§164.528(0)(2) NA [The written accounting that is provided to the individual under this | ¢ ooy Subset OF Accounting of Disclosures PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
section; ant [parties that their PD was shared with
[ehe ttes of the persons or offces responsible fo receiving and [Mechanisms exist to provide data subjects with an accounting of disclosures of therr
164.528(d)(3 N/A " Functional Subset Of Accounting of Disclosures. PRI-14.1  [Personal Data (PD) controlled by:(1) The organization; and/or(2) Relevant third- 10
s ()3) ’ lprocessing requests for an accounting by individuals. 9 Iparties that their PD was shared with
§164.530 emitemante [ino content) Functional No Relationship NA na (Vo applicable SCF control 0
§164.530(a) /A [[no content] Functional No A A Ticable SCF control [
§164.530(2)(1) Standard: Personnel 15 content] Functional No Relationship. NA VA [No applicable SCF control o
[A covered entity must designate a privacy official who s responsible| [Mechanisms exist to facilltate the implementation and operation of data protection
§164.530(a)(1)(i) N/A ffor the development and implementation of the policies and Functional Subset Of Data Privacy Program PRI-O1 fcontrols throughout the data lifecycle to ensure all forms of Personal Data (PD) are 10
lprocedures of the entity. lprocessed lawfully, fairly and transparently.
[Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role, with the
|a covered entity must designate a privacy official who is responsible] lauthority, mission, accountability and resources to coordinate, develop and
§164.530(a)(1)(i) N/A [for the development and implementation of the policies and Functional Subset Of Chief Privacy Officer (CPO) PRI01.1  [mPplement, applicable data privacy requirements and manage data privacy risks 10
lprocedures of the entity. fthrough the organization-wide data privacy program.
[A covered entity must designate a contact person or office who is. [echaniems exft o appoit & Dot Protecton Offcer (9P0) 1) Based o0
responsible for receiving complaints under this section and who is [professional qualifications; and(2) To be involved in allissues related to how
§164.530(a)(1)(ii) N/A ity Drovide further o formation Sbout Matters covered by the Functional Subset Of Data Protection Officer (DPO) PRI-01.4  lpersonal Data (PD) is collected, received, processed, stored, transmitted, shared, 10
Inotice required by § 164.520. Jupdated and/or disposed
[Mechanisms exist to manage personnel security risk by assigning a risk designation
Implementation |A covered entity must document the personnel designations in fto all positions and establishing screening criteria for individuals filling those
§164.530(2)(2) specification: Personnel [paragraph (a)(1) of this section as required by paragraph () of this |  Functional Equal Position Categorization HRS-02  loositions. 10
designations section.
x5t to define Toles & or il personnel
Implementation A covered entity must document the personnel designations in
§164.530(2)(2) specification: Personnel  [paragraph (a)(1) of this section as required by paragraph (j) of this |  Functional Subset Of Defined Roles & Responsibilities HRS-03 10
designations ction
§164.530(0) A [fno contentt Functional No A A [No appiicable SCF control [
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|A covered entity must train all members of its workforce on the
Ipolicies and procedures with respect to protected health

Policy Familiarization &

[Mechanisms exist to ensure personnel receive recurring familiarization with the
lorganization's security, compliance and resilience policies and provide
lacknowledgement.

privacy practices stated in

§164.530(0)(1) Standard: Training  [information required by this subpart and subpart D of this part, as Functional Subset Of e aarization HRS-05.7 10
Inecessary and appropriate for the members of the workforce to wleda
lcarry out their functions within the covered entity.
[Mechanisms exist to provide role-based security, compliance and resilience-related
|A covered entity must train all members of its workforce on the fraining: (1) Before authorizing access to the system or performing assigned duties;
Ipolicies and procedures with respect to protected health |(2) When required by system changes; and(3) Annually thereafter.
§164.530(b)(1) Standard: Training  [information required by this subpart and subpart D of this part, as Functional Subset Of e B e aiomp "¢ & | saT-03 10
Inecessary and appropriate for the members of the workforce to llience Training
lcarry out their functions within the covered entity.
mplmenason [No appiicable SCF control
5164.530(b)(2) sped et Training |co content] Functional No Relationship N/A N/A o
A covered entty must provide raining tat meets the requiements Secority, Compiance & Resllence [Mechanisms exist to provide all employees and contractors appropriate security,
§ 164.530(0)2)(0) WA of paragraph (b)(1) of this section, as follow: Functional Subset Of wareness Training SAT-02 kcompliance and resilience awareness education and training that is relevant for 10
0 each member of the covered entity's workdorcs by no later than Setumy Compliance & Resilience [Mechanisms exist to provide all employees and contractors appropriate security,
5 164.5300)2)0(A) WA the compliance date for the covered entity: Functional Subset Of wareness Training SAT-02 kcompliance and resilience awareness education and training that is relevant for 10
[Thereafter, to each new member of the workforce within a securtty, Compliance & Resil [Mechanisms exist to provide all employees and Contractors appropriate Securty,
§164.530(b)(2)1i)(B) N/A Ireasonable period of time after the person joins the covered entity's| ~ Functional Subset Of e e ence SAT-02  [compliance and resilience awareness education and training that is relevant for 10
workforce; an 9 ftheir job function.
[Mechanisms exist to provide all employees and contractors appropriate Security,
[To each member of the covered entity's workforce whose functions lcompliance and resilience awareness education and training that is relevant for
Jare affected by a material change in the policies or procedures ftheir job function.
§164.530(b)(2)(1)(C) NA Irequired by this subpart or subpart D of this part, within a Functional Subset Of Securlty, Compliance & Resillence SAT-02 10
reasonable period of time after the material change becomes 9
leffective in accordance with paragraph (i) of this section.
[A covered entity must document that the training as described in [Mechanisms exist to provide all employees and contractors appropriate Security,
§164.530(b)(2)(ii) N/A [paragraph (b)(2)(i) of this section has been provided, as required by |  Functional Subset OF Security, wf;"[’::::g";fm&m':‘es"‘e"(e SAT-02  [compliance and resilience awareness education and training that is relevant for 10
lparagraph () of this section. [their job function.
§164.530(0 A [fno content] Functional No A A [No appiicable SCF control [
[A covered entity must have in place appropriate administrative, ) [Mechanisms exist to facilltate the implementation of security, compiiance and
§164.530()(1) Standard: Safeguards [technical, and physical safeguards to protect the privacy of Functional Subset OF Security, Coms;:r:csecs"b;es"‘e"e GOV-01 |resilience governance controls 10
Jprotected health information. 09
516453003 A [[no content] Functional No A WA [No applicable SCF control [
[Mechanisms exist to facilitate the implementation of data protection contros.
|A covered entity must reasonably safeguard protected health
; Implementation [information from any intentional or unintentional use or disclosure . .
§164.530(cK2)) specification: Safeguards [that is in violation of the standards, implementation specifications Functional Subset Of Data Protection beH-01 10
lor other requirements of this subpart.
[Mechanisms exist to protect sensitve/reguiated data wherever It s processed
|A covered entity must reasonably safeguard protected health landor stored.
Implementation _[information from any intentional or unintentional use or disclosure Sensitive / Regulated Data
§164.530(c)2)0) specification: Safeguards [that is in violation of the standards, implementation specifications Functional Subset Of Protection bCH-01.2 10
lor other requirements of this subpart.
I covereg entity must reasonably safeguard protected health [Mechanisms exist to facilitate the implementation of identification and access
v ity mu y safegu: [management controls
§164.530(c)(2)(i) NA information to limit incidental uses or disclosures made pursuant to | Functional Subset Of Identity & Access Management 1ac-01 N 10
lan otherwise permitted or required use or disclosure.
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for Technology
|A covered entity must reasonably safeguard protected health |Assets, Applications, Services andjor Data (TAASD) to restrict access to individuals
§164.530(c)(2)(i) N/A information to limit incidental uses or disclosures made pursuant to | Functional Intersects With | Role-Based Access Control (RBAC) IAC08 [accigned specific roles with legitimate business needs 8
lan otherwise permitted or required use or disclosure.
§164.530(d) A [[no content] Functional No WA WA [No appiicable SCF control [
[Mechanisms exist to maintain a process to efficiently and effectively respond to
|A covered entity must provide a process for individuals to make Irequests, complaints, concerns or questions from authenticated data subjects about
Standard: Complaints to [COMPIaints concerning the covered entity's policies and procedures [Personal Data (PD) the organization collects, receives, processes, stores, transmits,
§164.530(0)(1) el required by this subpart and subpart D of this part or its compliance | Functional Subset Of User Feedback Management PRI-06.4 fshares, updates and/or disposes. 10
the covered entity
with such policies and procedures or the requirements of this
lsubpart or subpart D of this part.
\mplementation [Mechanisms exist to maintain a process to efficiently and effectively respond to
specification: |As required by paragraph (j) of this section, a covered entity must sts, complaints, con stions from authenticated data subjects about
§164.530(d)(2) Documentation of  [decument all complaints recelved. and their diaposition, if any. Functional Subset Of User Feedback Management PRI-06.4  [personal Data (PD) the organization collects, receives, processes, stores, transmits, 10
complaite Jshares, updates and/or disposes
§164.530(e) A [fno content] Functional No A A [No appiicable SCF control [
[Mechanisms exist to sanction personnel failing to comply with established security
IA covered entity must have and apply appropriate sanctions against lpolicies, standards and procedures.
lembers of its workforce who fail to comply with the privac
lpolicies and procedures of the covered entity or the requirements of
§164.530(e)(1) Standard: Sanctions  this subpart or subpart D of this part. This standard does not apply | Functional Subset Of Personnel Sanctions HRS-07 10
to a member of the covered entity's workforce with respect to
lactions that are covere eet the conditions of §
[164.502()) or paragraph (g)(2) of this section.
[Mechanisms exist to facilitate the Implementation of personnel security contror
s 160530002 mplementation as required by paragraph ) oftis section, o covered entity must | o cubsetof Human Resources Securty pmsgy | ehamams exist o facitate the implementation of personnel security contols o
o |document the sanctions that are applied, if any. Management
[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or manual
In covered entity must mitigate, to the extent practicable, any fincident report intakes(3) Analysis;(4) Containment;(5) Eradication; and(6)
lharmful effect that is known to the covered entit
§164.530(1) Standard: Mitigation  [disclosure of protected health information in violation of its policies | Functional Subset Of Incident Handling 1RO-02 10
land procedures or the requirements of this subpart by the covered
lentity or its business associate.
Standard: Refraining from [No appiicable SCF control
5164.530(9) intimidating or retaliatory [A covered entity— Functional No Relationship. N/A NA o
[No appiicable SCF control
IMay not intimidate, threaten, coerce, discriminate against, or take
lother retaliatory action against any individual for the exercise by
5164.530(0)(1) N/A lthe individual of any right established, or for participation in any Functional No Relationship N/A N/A o
lprocess provided for, by this subpart or subpart D of this part,
including the filing of a complaint under this section; and
5 164.530(gK2) m e T T TEE i) L Ao L2 E—— No Relationship m 0 [No appiicable SCF control o
[No appiicable SCF control
|A covered entity may not require individuals to waive their rights
lunder § 160.306 of this subchapter, this subpart, or subpart D of . .
5164.530(h) standard: Waiver ofrights e 8 10030 B e evison of Croatment, payment, Functional No Relationship NA NA o
erolment . haalt pln, ar gty for benehes
§164.5300) A [fno content] Functional No WA A [No appiicable SCF control [
[Mechanisms exist to facilltate the implementation of security, compliance and
Iresilience governance controls.
|A covered entity must implement policies and procedures with
respect to protected health information that are designed to comply
\with the standards, implementation specifications, or other
requirements of this subpart and subpart D of this part. The policies
Standard: Policies and |and procedures must be reasonably designed, taking into account Security, Compliance & Resilience
§164.5300)(1) procedures the size and the type of activities that relate to protected health Functional Subset Of Program (SCRP) Gov-01 10
information undertaken by a covered entity, to ensure sucf
lcompliance. This standard s not to be construed to permit or
lexcuse an action that violates any other standard, implementation
specification, or other requirement of this subpart.
[Mechanisms exist to facilltate the implementation and operation of data protection
lcontrols throughout the data lifecycle to ensure all forms of Personal Data (PD) are
|A covered entity must implement policies and procedures with lprocessed lawfully, fairly and transparently.
respect to protected health information that are designed to comply
\with the standards, implementation specifications, or other
Irequirements of this subpart and subpart D of this part. The policies
Standard: Policies and [and procedures must be reasonably designed, taking into account y
§164.5300)1) ocedur the size and the type of activities that reiate to protected health Functional Subset Of Data Privacy Program PRI-01 10
information undertaken by a covered entity, to ensure s
lcompliance. This standard s not to be construed to permit or
lexcuse an action that violates any other standard, implementation
lspecification, or other requirement of this subpart.
[Mechanisms exist to facilitate the identification and implementation of relevant
lstatutory, reguiatory and contractual controls.
|A covered entity must implement policies and procedures with
respect to protected health information that are designed to comply
\with the standards, implementation specifications, or other
Irequirements of this subpart and subpart D of this part. The policies
Standard: Policies and [and procedures must be reasonably designed, taking into account Statutory, Regulatory & Contractual
§164.5300)1) procedures the size and the type of activities that relate to protected health Functional Subset Of ompliance o1 10
information undertaken by a covered entity, to ensure such
lcompliance. This standard s not to be construed to permit or
lexcuse an action that violates any other standard, implementation
lspecification, or other requirement of this subpart
[No appiicable SCF control
Standard: Changes to
§164.530(1)(2) polities and procadures [Ine content] Functional No Relationship. NA VA o
[Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP),
A covered entity must change I policles and procedures as Periodic Review & Update of including policies, standards and procedures, at planned intervals or if Significant
i Inecessary and appropriate to comply with changes in the law, . " lchanges occur to ensure their continuing suitability, adequacy and effectiveness.
5164.530()(2)(1) N/A oG e Siamim. reulrements, ore I mentation Functional Subset Of Security, Compliance & Resilience | GOV-03 10
specifications of this subpart or subpart D of this part.
[Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP),
When a covered entity changes a privacy practice that is stated in fincluding policies, standards and procedures, at planned intervals or if significant
lthe notice described in § 164520, and makes correspon lchanges occur to ensure their continuing suitability, adequacy and effectiveness
lchanges to its policies and procedures, it may make the changes
§ 16453000 A efective for protected health nformation that fcreated o recemed| . rional st | serriodicReview S updateof | M
53002 prior to the effective date of the notice revision, if the covered unctional ubse ecurity. Compliance & Resllience :
lentity has, in accordance with § 164.520(b)(1)(V)(C). included in the
Inotice a statement reserving its right to make such a change in its
lrivacy practices; or
[A covered entity may make any other changes to policies and . [Mechanisms exist to review the Security, Compliance & Resilience Program (SCRP),
eriodic Review & Update of Juding pol tandards and t planned intervals of if significant
rocedures at any time, provided that the changes are documented fincluding policies, standards and procedures, at planned intervals or if significan
§164.530(1)(2)(ii) NA B implemented in accordance with paragraph (1(5) of this Functional Subset Of Securiy, Compliance & Resilience. | GOV-03  Ichanges occur to ensure their continuing suitabilty, adequacy and effectiveness. 10
section. 9
[Mechanisms exist to review the Security, Compliance & Resiience Program (SCRP),
Whenever there is a change in law that necessitates a change to fincluding policies, standards and procedures, at planned intervals or if significant
lthe covered entity's policies or procedures, the covered entity must lchanges occur to ensure their continuing suitability, adequacy and effectiveness.
tly document and implement the revised policy or procedure.
Implementation romp! Periodic Review & Update of
b I the change in law materially affects the content of the notice
§164.530()(3) specification: Changes in |t by s 164,520, the covered entity must rompty make the | FUnctons! Subset Of Secoriy. Compliance & Resiince | - GOV-03 10
[appropriate revisions to the notice in accordance with § 164.520(b) 9
(3). Nothing in this paragraph may by a covered entity to
lexcuse a falure to comply with the law.
[No appiicable SCF control
Implementation
§164.530()(4) specifications: Changes to)(, content) Functional No Relationship A A o
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[T implement a change a5 pravided by paragraph ()23 of this

INo applicable SCF control

(optio

compliance

§164.530()(4)() NA S Functional No Relationship N/A N/A )
lEnsure that the policy or procedure, as revised to reflect a change [Mechanisms exist to facilitate the implementation and operafion of data protection
i in the covered entity s privacy practice as stated in its notice. ’ § lcontrols throughout the data lifecycle to ensure all forms of Personal Data (PD) are
§164.530()(4)()(A) NA e B e i ormonsion Functional Subset Of Data Privacy Program PRIOL  [orocessed lawtuily, airly and transparently 10
specifications of this subpart:
Document the paicy o procedure, a evised,as required by [Mechanisms exist to faciitate the mplementation and operation of data protection
§ 164.530()(4)(1)B) VA lparagraph (j) of this section; and Functional Subset Of Data Privacy Program PRI01  Jcontrols throughout the data lifecycle to ensure all forms of Personal Data (PD) are 10
[Miechanisms exist to:(1) Make data privacy nofice(s) available to ndiduals upon
first interacting with an organization and subsequently as necessary:(2) Ensure that
ldata privacy notices are clear and easy-to-understand, expressing relevant
fnformation about how Persanal Data (PD) is collected, received, processed, stored,
fransmitted, shared, updated and/or disposed;(3) Contain all necessary notice-
Revise the notice as required by § 164.520(b)(3) to state the Irelated criteria required by applicable statutory, regulatory and contractual
changed practice and make the revised notice available as required lobligations;(4) Define the scope of PD processing activiies, includin
§164.530()(4)()(C) /A Iby § 164.520(c). The covered entity may not implement a change to|  Functional Subset Of Data Privacy Notice PRI02 [geographic locations and third-party recipients that process the PD within the scope 10
a policy or procedure prior to the effective date of the revised Jof the data privacy notice;(5) Periodically, review and update the content of the
Inotice. Jprivacy notice, as necessary: and(6) Retain prior versions of the privacy notice, in
laccordance with data retention requirements
[Wiechanisms exist to restrict collecting, receiving, processing, storing, fransmitting,
If a covered entity has not reserved its right under § 164.520(b)(1) lsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
(4)(C) to change a privacy practice that s stated in the notice, the lcollected, consistent with the data privacy notice(s):(2) What is authorized by the
Covered entity 1s bound by the privacy practices as stated in the ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
Inotice with respect to protected health information created or Usage Restrictions of Personal Data regulations and contractual obligations.
§164.530()(4)) A received while such notice is in effect. A covered entity may change [ FUnctional Subset Of (D) PRI-05.4 10
a privacy practice that i stated in the notice, and the related
Ipolicies and procedures, without having reserved the right to do so,
provided thal
Suich change meets the implementation specifications in INo applicable SCF control
§164.530(1)(4)1(A) A o e e e by ementation spe¢ Functional No Relationship /A A o
ISuch change i effective only with respect to protected health [Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
5164.530(1)(4)1ii)(B) N/A information created or received after the effective date of the Functional Subset O Usage Restrictions of Personal Data| - pgg5.4  |sharing andjor updating Personal Data (PD) to:(1) The purpose(s) originally 10
(PD) lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
\mplementation [fiechanisms exit to Taciitate the implementation and operation of data protection
Specification: Changes to [A covered entity may change, at any time, a policy or procedure lcontrols throughout the data lifecycle to ensure all forms of Personal Data (PD) are
§164.530()(5) Ko chan9es £© that does not materialy affect the content of the notice required by | Functional Subset Of Data Privacy Program PRLOL  [orocessed awtully, fairly and transparently 10
hlsiont 5 164.520, provided that:
[The policy or procedure, as revised, complies with the standards, [Mechanisms exist to faciitate the implementation and operation of data protection
§164.5300)(5)() NiA requirements, and Implementation specifications of this SUBpart: Functional Subset Of Data Privacy Program PRLOL [controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are 10
and Jprocessed lawfully. fairly and transparently.
oo t the ffecive dote of the change, he policy o procedure, 2= [Wiechanisms exist to faciitate the implementation and operafion of data protection
i . . i ¥ lcontrols throughout the data lifecycle to ensure all forms of Personal Data (PD) are
§164.5300)(5)i) NiA revised, is documented as required by paragraph () of this section. |  Functional Subset OF Data Privacy Program TR0l cessed lawtuly, fify and transparently. *
§164.5300) WA [fno content] Functional o WA WA [No applicable SCF control 0
§164.530()(1) Standard: Documentation |A covered entity must: Functional No Relationship N/A na (Vo @pplicable SCF control 0
Maintain the policies and procedures provided for in paragraph (i) of Publishing Security, Compliance & e o e DO scandards and
i i . x d E . compliant and resilient capabilf
§164.5300)1)0) A jthis section in written or electronic form; Functional Subset OF Resilience Documentation GOV-02 [procedures necessary for secure. compliant and resilient capabllities. 10
If a communication is required by this subpart to be in writing PRI
OUE IR B2 Imaintain such writing, or an electronic copy, as documentation; and [ Functional RoeitionEh e R R g
i an action, activty, or designation is required by this subpart to be [No applicable SCF control
5164.530()(1)(ii) /A documented, maintain a written or electronic record of such action, |  Functional No Relationship /A N/A )
activity, or designation.
5 164.5300)1(v) — anain documentaton sfficent to meet s burden o proat nder| gl No Reltionship o A [No sppicabie SCF control 5
[Mechanisms exist to retain media and data in accordance with applicable statutory,
Implementation  |A covered entity must retain the documentation required b regulatory and contractaal obiigations
§164.530()(2) specification: Retention |paragraph () (1) of this section for six years from the date of its Functional Subset Of Media & Data Retention DCH-18 10
period creation or the date when it last was in effect, whichever s later.
§164.530() Standard: Group health ino content] Functional No Relationship WA na  [Voapplicable SCF control o
[A group heaith plan is not subject to the standards or INo appiicable SCF control
§164.530(K)(1) A implementation specifications in paragraphs (a) through (f) and (i) |  Functional No Relationship N/A /A o
of this section, to the extent that;
INo applicable SCF control
; [Te aroup heath plan povides health benefis solely hrough on . .
HICACERTIEND R insurance contract with a health insurance issuer or an HMO; a Ec (SRR A e ©
[The group health plan does not create or receive protected health INo applicable SCF control
5164.530(k)(1)(i) /A e group health plar d Functional No Relationship NA NA o
51645300 N(AL WA [Summary health information as defined in § 164.504(a); or Functional o WA WA [No applicable SCF control 0
information on whether the individual i participating in the group. INo applicable SCF control
§164.530(k)(1)(1)(B) NA Inealth plan, or is enrolled in or has disenrolled from a health Functional No Relationship N/A /A o
insurance issuer or HMO offered by the plan.
[No applicable SCF control
1A group heaith plan described in paragraph (K)(1) of this section is
subject to the standard and implementation specification in .
§164.530()(2) NA e oo T e e omaments Functional No Relationship N/A /A )
lamended in accordance with § 164.504().
164532 Transtion provisions _|[no content] Functional o WA WA |No applicable SCF control 0
[Mechanisms exist to restrict the disclosure of sensitive/regulated data fo authorized
Notwithstanding 5 164508 and 164 51211,  covered entty may [parties with a need to know.
luse or disclose protected health information, consistent with
lparagraphs (b) and (c) of this section, pursuant to an authorization
Standard: Effect of prior_[or other express legal permission obtained from an individual
§164.532(a) authorizations ermitting the use or disclosure of protected health information Functional Subset Of Disclosure of Information DCH-03.1 10
informed consent of the individual to participate in research, a
waiver of informed consent by an IRB, or a waiver of authorization
in accordance with § 164.512(1(1)1i).
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
Notwithstanding 6 164 50 and 164 51210,  covered entty may lsharing and/or updating Personal Data (PD) toi(1) The purpose(s) originally
luse or disclose protected health information, consisten lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
aragrapis (5 ond (0 o thia ection, pursudnt 1o an authorzation ldata subject, or authorized agent; and(3) What s consistent with applicable laws.
Standard: Effect of prior [or other express legal permission obtained from an individual . Usage Restrictions of Personal Data Irequlations and contractual obligations
§164.532(a) authorizations  |permitting the use or disclosure of protected health information, Functional Subset Of (°D) PRI05.4 10
informed consent of the individual to participate in research, a
waiver of informed consent by an IRE, or a waiver of authorization
i accordance with § 164.512()(1)(i).
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
INotwithstanding any provisions in § 164.508, a covered entity may [parties with a need to know.
luse or disclose protected health information that t created or
paEemertation et r ot applcoble compnance date of s sbprt
pursuant to an authorization o other express legal permission §
§164.532(b) Bl athorzatan or B e Cppresne complance date | Fonctona Subset Of Disclosure of Information DCH-03.1 10
purp: of this subpart, provided that the authorization or other express.
legal permission specifically permits such use or disclosure and
there is no agreed-to restriction in accordance with § 164.522(a),
[Wiechanisms exist to restrict collecing, receiving, processing, storing, fransmitting,
INotwithstanding any provisions in § 164.508, a covered entity may Ksharing and/or updating Personal Data (PD) to:(1) The purpose(s) originally
use or disclose protected health information that it create lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
spemplemertation  leceived pio o the appicasle compliance date of s suppart ldata subject, or authorized agent; and(3) What is consistent with applicable laws,
i lpursuant to an authorization or other express legal permission Usage Restrictions of Personal Data [regulations and contractual obligations.
$16453200 prio authorization for - B0iS i e et the appicotie complance date | - Functiona subset of oy PRi05.4 10
purp of this subpart, provided that the authorization or other express
legal permission specifically permits such use or disclosure and
[there s no agreed-to restriction in accordance with § 164.522(a).
[Mechanisms exist to restrict the disclosure of sensitive/regulated data fo authorized
INotwithstanding any provisions in §§ 164.508 and 164.512(1), a [parties with a need to know.
covered entity may, to the extent allowed by one of the following
Implementation  |permissions, use or disclose, for research, protected health
specification: Effect of  [information that it created or received either before or after the . .
§ 1645320 prir permission for . applicabe compliance e of tis subpart,providd ha thre s o Functional Subset OF Disclosure of Information DCH-03.1 10
agreed-o restriction In accordance with § 164.522(a), and
avered antiy hat obtamed, pror 3 e appicaple complance
date, either:
[Mechanisms exist to restrict collecting, receiving, processing, storing, transmitting,
INotwithstanding any provisions in §§ 164.508 and 164.512(i), a fsharing and/or updating Personal Data (PD) to:(1) The purpose(s) originall;
covered entity may. o theextnt alowed by o o th folloing lcollected, consistent with the data privacy notice(s);(2) What is authorized by the
Implementation  |permissions, Use or disclose, for research, protected et sublect,or authorized agent; and(3) ina i consstrt with pplicable laws,
speciaton: Efectof [mformation het ' cheoted o raceived e before or aftr the . Usage Restrictions of Personal Data § Irequlations and contractual obligations.
§164.532(c) prior permission for  [applicable compliance date of this subpart, provided that there is no| Fu"<tional Subset OF D) PRI-05.4 10
search agreed-to restriction in accordance with § 164.522(a), and the
covered entity has obtained, prior to the applicable compliance
date, either:
[An authorization or other express legal permission from an [Wiechantsms exist to restrict the disclosure of sensitivelregulated data fo authorized
§164.532(c)(1) N/A lindividual to use or disclose protected health information for the Functional Subset Of Disclosure of Information DCH-03.1  [parties with a need to know. 10
research;
CIGACEAEE) o [ formed consentof e ndvidual t paricpate i the e— No Retationshp o WA [Noappiicable SCF control o
INo applicable SCF control
IA waiver, by an IRE, of informed consent for the research, in
laccordance with 7 CFR 1c.116(d), 10 CFR 745.116(d), 14 CFR
1230.116(0) 15 CFR 27.416(0), 16 CFR 1028 11610), 21 C7R 5024,
2 CFR 225.116(d), 24 CFR 60.116(d), 28 CFR 46.116(d), 3
§164.532(0(3) N/A 219.116(0) 34 CFR 97.116(d) 38 CFR 16 116(0), 40 CPR 36516(0)|  Functonal No Relationship N/A N/A )
l45 CFR 46.116(d), 45 CFR 690.116(d), or 49 CFR 11.116(d),
orovkied thk 2 cbvered crtly mas bl acthorizaton
laccordance with § 164.508 i, ater the compliance date, informed
consent is sought from an individual participating in the research; or]
§164.532(0)(4) NA |a waiver of authorization in accordance with § 164.512(i)(1)(). Functional No Relationship NA NA [ ] 0
[Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
INotwithstanding any other provisions of this part, a covered entity, [parties with a need to know.
usiness associate with respect to a subcontractor, may disclose
protected health information to a business associate and may allow
standard: Etect ofprior B e meearn o et
§164.532() Contracts or other  orotected health information on its behalf pursuant to a witten Functional Subset Of Disclosure of Information DCH-03.1 10
e ociater  [contract or other written arrangement with such business associate
that does not comply with 55 164.308(b), 164.314(a), 164.502(c),
land 164.504(e), only in accordance with paragraph (e) of this
section.
Ty [N applicable SCF control
5164.532(e) specification: Deemed  [[no content] Functional No Relationship WA WA o
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INotwithstanding other sections of this part, a covered entity, or
business associate with respect to a subcontractor, i deemed to be
in compliance with the documentation and contract requirements of

INo applicable SCF control

Irequirements of this subpart no later than April 14, 2003.

§164.532(e)(1) Qualification 8 2a 08 oy, 168 1y 184 Boaten ane L oa S04(ey i roapecy| Functional No Relationship N/A N/A
lto a particular business associate relationship, for the time period
set forth in paragraph (e)(2) of this section, if:
INo applicable SCF control
Prior to January 25, 2013, such covered entity, or business associate|
with respect 10 subconiractor, has entered it and Is Gperating
§164.532(e)(1)(i) N/A pursuant to o witen coniract o fher wricen srangement wi Functional No Relationship NA WA
the business associate that s with the applicable provisions
of 65 164.314(a)or 164.504()that were in efiecton such date: and
[The contract or other arrangement is not renewed or modified from INo applicable SCF control
§164.532(e)(1)(i) NA e T e DI Functional No Relationship N/A /A
e nemea |81 contact o othr arangemment that meets he guaiicaton Vo appicable SCF contro
§164.532(e)2) Limited deemed  |requirements in paragraph (e) of this section shall be deemed Functional No Relationship NA WA
2 o [compliant until the earlier of:
[T date such conract o otfer srangement s enewed or ] " INo applicable SCF control
§164.532(e)(2)(1) NA e oo e S ooy Functional No Relationship NA NA
16453220 WA September 72014, Functional No WA WA |No applicable SCF control
[No applicable SCF control
INothing in this section shall alter the requirements of a covered
Covered entity  lentity to comply with part 160, subpart C of this subchapter and 5 " .
§164.532(e)(3) responsibilities 1164.524, 164.526, 164.528, and 164.530(f) with respect to TS e GER RER
lrotected health information held by a business associate.
INo applicable SCF control
If, prior to January 25, 2013, a covered entity has entered into and
i operating pursuan to a data use agreement with a recipient of a
limited datasetthat complies with s 164.514(e), notthstanding &
§164.532(1) Effect of prior data use. 1164.502(a)(5)(i. the covered entity may continue to discose Functional No Relationship N/A N/A
limited data set pursuant to such agreem e for
e A e e A b oA B et
Ihealth information until the earlier of:
[The date such agreement is renewed or modified on or after INo applicable SCF control
§164.532()(1) NA LT Functional No Relationship /A N/A
164532002 WA September 22, 2014. Functional No WA WA [No applicable SCF control
[No applicable SCF control
Compliance dates for
5164534 initial implementation of [[no content] Functional No Relationship N/A NA
the privacy standards
INo applicable SCF control
IA covered health care provider must comply with the applicable "
5164.534(a) Health care providers [ CoKer e R e B e o oni na. 500 Functional No Relationship WA WA
[No applicable SCF control
IA health plan must comply with the applicable requirements of this . .
§164.534(b) Health plans B o PoCoble e Functional No Relationship NA NA
Health plans other han INo applicable SCF control
5164.534(b)(1) b o [14-pr-03 Functional No Relationship N/A NA
§164.534(6)(2) Small health plans __[April 14, 2004. Functional No A WA [No applicable SCF control
In heatth care clearman - with the appricabt [No applicable SCF control
§164.534(c) Health clearinghouses [\ Nealth care clearinghouse must comply with the applicable Functional No Relationship NA NA
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