Set Theory Relationship Mapping (STRM)

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Reference document:

STRM Guidance:

Secure Controls Framework (SCF) version 2026.1

Focal Document Element (FDE) Desci

STRM Rationale

NERC CIP 2024

Focal Document:
Focal URL:

North American Electric Reliability Corporation Crit

0Standards%20C

Published STRM URL:

SCF Control

https:/f

I-nerc-cip-2024.pdf

Secure Controls Framework (SCF) Control Desc

ical Infrastructure Protection (2024)
lete%20Set/RSCompleteSet.pdf

Version 2026.1_x000a_03/27/2026

STRM
Relationship

Each Responsible Entity shall implement a process that considers each of the
following assets for purposes of parts 1.1 through 1.3: [Violation Risk Factor:
Highl[Time Horizon: Operations Planning
| Control Centers and backup Control Caters;
i. Transmission stations and substations;
i. Generation resources;
iv. Systems and facilities critical to system restoration, including Blackstart
CIP-002-5.1a R1 NA Resources and Cranking Paths and initial switching requirements: Functional | No Relationship NA NA NA 0 INo applicable SCF control
V. Special Protection Systems that support the reliable operation of the Bulk
Eiectric System; and
. For Disribution Providers, Protection Systems specified in Applcabiy section
4.2.1 above.
[dentify each of the high impact BES Cyber Systems according to Attachment 1, Mechanisms exist to prioritize the impact level for Technology Assets,
CIP-002-5.1a 1.1 N/A [Section 1, if any, at each asset; Functional Intersects With | Impact-Level Prioritization RSK-02.1 |Applications and/or Services (TAAS) to prevent potential disruptions. 5
[dentify each of the medium impact BES Cyber Systems according to Attachment Mechanisms exist to prioritize the impact level for Technology Assets,
CIP-002-5.12 1.2 NA 1, Section 2, if any, at each asset; and Functional | Intersects With | Impact-Level Prioritization | Rsk-02.1 |Applications and/or Services (TAAS) to prevent potential disruptions. 5
[dentify each asset that contains a low impact BES Cyber System according o Mechanisms exist to prioritize the impact level for Technology Assets,
CIP-002-5.12 1.3 NA ftachment 1, Section 3, any (» discrete s of low impact BES Cyber Systems | Functional | Intersects With | Impact-Level Priortiztion | RSK.02.1 {Applications ancor Services (TAAS)to prevent potential disruptions 5
s not require
[The Responsible Entity shall: [Violation Risk Factor: Lower] [Time Horizon:
CIP-002-5.1a R2 NA Operations planning] Functional | No Relationship NA NA NA 0 INo applicable SCF control
Review the identifications in Requirement R1 and its parts (and update them if Mechanisms exist to review the Security, Compliance & Resilience Program
there are changes identified) at least once every 15 calendar months, even if it ) Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
CIP-002-5.1a 2.1 N/A Ihas no identified items in Requirement R1, and Functional | Intersects With | Security, Compliance & | GOV-03 it significant changes occur to ensure their continuing suitability, adequacy 5
Resilience Program land effectiveness.
Have its CIP Senior Manager or delegate approve the identifications required by Mechanisms exist to review the Security, Compliance & Resilience Program
Requirement R1 at least once every 15 calendar months, even if it has no . Periodic Review & Update of (SCRP), including policies, standards and procedures, at planned intervals or
CIP-002-5.12 2.2 NA identified ttems in Requirement AL Functional | Intersects With |~ Security, Compliance & | GOV-03 [ significant changes occur to ensure their continuing suitability, adequacy 5
Resilience Program land effectiveness.
Each Responsible Entity shall review and obtain CIP Senior Manager approval at Mechanisms exist to review the Security, Compliance & Resilience Program
least once every 15 calendar months for one or more documented cyber security periodic Review & Update of (SCRP), including policies, standards and procedures, at planned intervals or
CIP-003-8 R1 o Ipolicies that collectively address the following topics: [Violation Risk Factor: Functional | Intersects With | - Security, Compliance & || GOv-03 |If significant changes occur to ensure their continuing suitability, adequacy s
Medium] [Time Horizon: Operations Planning] Resilience Program land effectiveness.
For its high impact and medium impact BES Cyber Systems, If any: Mechanisms exist o facilitate an IT Asset Management (ITAM) program to
CIP-003-8 1.1 NA Functional Subset O Asset Governance AST0L [ 2 manage aceet 10
R D Personnel and training (CIP-004); Functional Subsetor | Fuman Resources Security | oy [Mechanisms exit o facitate the mplermentation of persannel secortt o
0038112 D Electronic Security Perimeters (CIP-005) including Interactive Remote Access; Functional Subset of Identity & Access 1AC.or | Miechanisms exist to facilitate the implementation of identification and o
(1AM) laccess controls.
Electronic Security Perimeters (CIP-005) including Interactive Remote Access; Network Security Controls Mechanisms exist to develop, govern & update procedures to facilitate the
CIP-003-81.1.2 A Functional Subset OF (NSC) NET-01 i plementation of Network Security Controls (NS 10
Physical security of BES Cyber Systems (CIP-006); ! Mechanisms exist to facilltate the operation of physical and environmental
CIP-003-81.1.3 NA Functional subserof | Pvsical& Environmental | peg.g1  fprotection controls. 10
System security management (CIP-007); Securtty, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
-003- . 01 [and resilience governance controls.
CIP-003-81.1.4 NA Functional Subset Of | e o tecap) | GOV-01 9 10
System security management (CIP-007); Mechanisms exist to facilitate the implementation of industry-recognized
cecure security, compliance and resilience practices in the specification, design,
ecure Engincering and of Technology Assets,
CIP-003-81.1.4 NA Functional Subset Of SEA0L 10
¥ uncti u Principles lapplications and/or Services (TAAS).
incident reporting and response planning (CIP-008); lechanisms exist to Implement and govern processes and documentation o
CIP-003-8 1.1.5 N/A Functional Subset Of Incident Response IRO-01  |facilitate an organization-wide response capability for cybersecurity and data 10
Operations lprotection-related incidents.
Recovery plans for BES Cyber Systems (CIP-009); Mechanisms exist to facilitate the implementation of confingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
CIP-003-81.1.6 N/A Functional Subset OF Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks)
c change and (CIP-010) Configuration Management Mechanisms exist o aciltate the mplementation of configoraton
CIP-003-8 1.1.7 NA Functional Subset Of CRG-01 [ et control 10
c x
JE—— o Change and (CIP-010); Functional Subset of Change Management CHGo1[Hechariams existto R implementation of a change management o
c Change and (CIP-010); Vuinerability & Patch Mechanisms exist to facilltate the implementation and monitoring of
CIP-003-8 1.1.7 NA Functional Subset Of Management Program VPM-01  |vulnerability management controls. 10
J— o information protection (CIP-011); and Functional Subset of Data Protection DCHo1 [Mechanisms exist to facilitate the implementation of data protection controis o
Declaring and responding to CIP Exceptional Circumstances. Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
-003- i . r relevant statutory, regulatory and contractual controls.
CIP-003-81.1.9 NA Functional SubserOf | SO RegUon & cpLOL Y, regulatory 10
CIP-003-8 1.2 NA For its assets identified in CIP-002 containing low impact BES Cyber Systems, if Functional | No Relationship NA N/A NA 0 INo applicable SCF control
[Cyber security awareness; Security, Compliance & Mechanisms exist to facilitate the implementation of security workforce
CIP-003-8 1.2.1 N/A Functional Subset Of Resilience-Minded SAT-01  |development and awareness controls. 10
Workforce
Physical security controls; yeical ; Mechanisms exist o faciltate the operation o physical and environmental
CIP-003-81.2.2 NA Functional Subsetof | Physical & Environmental | peq ) |protection control 10
Protections
Electronic access controls; identity & Access Mechanisms exist to facilltate the implementation of identification and
CIP-003-81.2.3 [ Functional Subset Of Management (IAM) IACOL  laccess management controls. 10
(Cyber Security Incident response; Mechanisms exist to implement and govern processes and documentation to
CIP-003-8 1.2.4 N/A Functional Subset Of Incident Response IRO-01  [facilitate an organization-wide response capability for cybersecurity and data 10
Operations lprotection-related incidents.
[Transient Cyber Assets and Removable Media malicious code risk mitigation; and Mechanisms exist o facilltate an IT Asset Management (ITAM) program to
CIP-003-81.2.5 NA Functional Subset Of Asset Governance AST-0L [t and manage asset management controls. 10
Declaring and responding to CIP Exceptional Circumstances. Mechanisms exist to facilitate the identification and implementation of
CIP-003-81.2.6 NA Functional Subset O Statutory, Regulatory & CPL-01  |relevant statutory, regulatory and contractual controls 10
Contractual Compliance
Each Responsible Entity with at east one asset [dentified in CIP-002 containing Mechanisms exist o faciltate an IT Asset Management (ITAM) program to
low impact BES Cyber Systems shall implement one or more documented cyber plement and manage asset management controls.
P o security plan(s) for its low impact BES Cyber Systems that include the sections in | £unctional Subset Of Asset Govemance e 10
& /Attachment 1. [Violation Risk Factor: Lower] [Time Horizon: Operations Planning]
Each Responsible Entity shall identity a CIP Senior Manager by name and Mechanisms exist to identify and Involve pertinent stakenolders of critical
ldocument any change within 30 calendar days of the change. [Violation Risk ) Stakeholder Identification & [Technology Assets, Applications, Services and/or Data (TAASD) to support
CIP-003-8 R3 N/A Factor: Medium] [Time Horizon: Operations Planning! Functional Intersects With Involvement AST-01.2  |the ongoing secure management of those assets. 8
[The Responsible Entity shall Implement a documented process to delegate Mechanisms exist to assign one or more qualified individuals with the mission|
lauthority, unless no delegations are used. Where allowed by the CIP Standards, land resources to centrally-manage, coordinate, develop, implement and
the CIP Senior Manager may delegate authority for specific actions to a delegate Imaintain an enterprise-wide Security, Compliance & Resilience Program
or delegates. These delegations shall be documented, including the name or title (SCRP)
of the delegate, the specific actions delegated, and the date of the delegation; Assigned Security,
CIP-003-8 R4 NA lapproved by the CIP Senior Manager; and updated within 30 days of any change | Functional SubsetOf | Compliance & Resiience |  GOV-04 10
to the delegation. Delegation changes do not need to be reinstated with a Responsibilities
change to the delegator. [Violation Risk Factor: Lower] [Time Horizon: Operations
Planning]
Each Responsible Entity shall implement one o more documented processes
that collectively include each of the applicable requirement parts in CIP-004-7 ) X .
CIP-004-7 R1 NA /6 RY < Security Awareness Program. [Violation Risk Factor: Lower] [Time Functional | No Relationship NA NA NA 0 INo applicable SCF control
Horizon: Operations Planning]
Security awareness that, at least once each calendar quarter, reinforces cyber Mechanisms exist to provide all employees and contractors appropriate
CIP-004-7 Table R1 - [security practices (which may include associated physical security practices) for Security, Compliance & security, compliance and resilience awareness education and training that is
CIP-0047 1.1 Security Awareness  |the Responsible Entity’s personnel who have authorized electronic or authorized | gynctional | Intersects With |  Resilience Awarencss saT.02  |relevant for their job function 5
ara lunescorted physical access to BES Cyber Systems. Training
Each Responsible Entity shall implement one or more cyber security traiming Mechanisms exist to communicate with Users about their roles and
individual roles, functions, o responsi that 0 maintain a safe and secure working environment.
ollectively includes each of the applicable requirement parts in CIP-004-7 Table
CIP-004-7 R2 NA R2 - Cyber Security Training Program. [Violation Risk Factor: Lower] (Time Functional | Intersects With User Awareness HRS-03.1 5
Horizon: Operations Planning
Each Responsible Entity shall mplement o o ore Cyber securlty traiing Mechanisms exist to provide all employees and contractors appropriate
lprogram(s) appropriate to individual roles, functions, or responsibilties that security, compliance and resilience awareness education and training that is
aeciver) metadas sach of he Spplcani rabiement porie i CIP-054-5 Table Security, Compliance & relevant for their job function
CIP-004-7 R2 NA R2 - Cyber Security Training Program. [Violation Risk Factor: Lower] [Time Functional | Intersects With | Resilience Awareness SAT-02 5
Horizon: Operations Planning] Trainin
[Training content on:
CIP-004-7 2.1 ?Z;ﬁ?ﬁj{;ﬁ";;i;ﬂ;’;’;’ Functional | No Relationship N/A NIA NIA 0 INo applicable SCF control
[Cybersecurity policies; Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-72.1.1 CIP0047 Table R2 - Cyber Functional Subset O Resilience Awareness SAT.02  [security, compliance and resilience awareness education and training that is 10
ecurity Training Program ining relevant for their job function
Physical access controls; Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-7 2,12 P-004-7 Table R2 - Cyber Functional Subset Of Resilience Awareness SAT.02  [security, compliance and resilience awareness education and training that is 10
ecurity Training Program Training relevant for their job function
Electronic access controls; Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-7 2.1.3 P-004-7 Table R2 - Cyber Functional Subset Of Resilience Awareness SAT.02  [security, compliance and resilience awareness education and training that is 10
ecurity Training Program Training relevant for their job function.
[The visitor control program; Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-72.1.4 QP-004-7 Table R2 - Cyber Functional Subset O Resilience Awareness SAT.02  [security, compliance and resilience awareness education and training that is 10
ecurity Training Program aining relevant for their job function.
Handling of BES Cyber System Information and its storage; Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-7 2.5 QP-004-7 Table R2 - Cyber Functional Subset O Resilience Awareness SAT.02  [security, compliance and resilience awareness education and training that is 10
ecurity Training Program Training relevant for their job function.
[Gentification of a Cyber Security Incident and initial notifications in accordance Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-7 2.1.6 QP-004-7 Table R2 - Cyber with the entity's incident response plan; Functional Subset OF Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 10
ecurity Training Program Training relevant for their job function.
190087 Table A2 - Cyber |RECOVETY plans for BES Cyber Systems; Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-7 2.1.7 Secority Tralning Prooam Functional Subset Of Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 10
ecurity Training Program ainin relevant for their job function.
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CIP-004-7 Table R2 - Cyber

Response to Cyber Security Incident

Security, Compliance &

[Mechanisms exist to provide all employees and contractors appropriate

System Information

Privileges

remove unnecessary privileges, as necessary.

CIP-004-72.1.8 A ; Functional Subset Of Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 10
Security Training Program nin relevant for their job function.
[Cyber security risks associated with a BES Cyber System’s electronic Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
CIP-004-7 2.1.9 CS\P'00:—7TTHDI_E Ri— Cyber linterconnectivity and interoperability with other Cyber Assets, including Functional Subset Of Resilience Awareness SAT-02  [security, c and resilience awareness education and training that is 10
ecurity Training Program I7ransient Cyber Assets, and with Removable Media Trainin relevant for their job function.
Require completion of the training specified in Part 2.1 prior to granting [Mechanisms exist to communicate with users about their roles and
CIP-004-7 Table R2 - Cyber [authorized electronic access and authorized unescorted physical access to responsibilities to maintain a safe and secure working environment.
CIP-004-7 2.2 Security Training Program |applicable Cyber Assets, except during CIP Exceptional Circumstances Functional | Intersects With User Awareness HRS-03.1 5
Require completion of the training specified in Part 2.1 prior to granting Mechanisms exist to provide all employees and contractors appropriate
-004- - lauthorized electronic access and authorized unescorted physical access to Security, Compliance & Isecurity, compliance and resilience awareness education and training that is
CIP-004-7 Table R2 - Cyber
CIP-004-7 2.2 Security Training Program |applicable Cyber Assets, except during CIP Exceptional Circumstances Functional | Intersects With | Resilience Awareness SAT-02 relevant for their job function 5
nin
Require completion of the training specified in Part 2.1 prior to granting Mechanisms exist to provide role-based security, compliance and resilience-
lauthorized electronic access and authorized unescorted physical access to related training:(1) Before authorizing access to the system or performing
CIP-004-7 Table R2 - Cyber |2PPlicable Cyber Assets, except during CIP Exceptional Circumstances Role-Based Security, lassigned duties;(2) When required by system changes; and(3) Annually
CIP-004-7 2.2 Rty Traiing rogiamn Functional | Intersects With | Compliance & Resilience | ~ SAT-03 |thereatter. 5
Training
Require completion of the training specified in Part 2.1 at least once every 15 Mechanisms exist to provide role-based security, compliance and resilience-
lcalendar months. related training:(1) Before authorizing access to the system or performing
004 B Role-Based Security, lassigned duties;(2) When required by system changes; and(3) Annually
CIP-004-7 2.3 ‘gzc‘l’ﬁijﬁg“’r";;f,m;y;;’ Functional | Intersects With | Compliance & Resilience SAT-03 [thereafter. 5
ining
Each Responsible Entity shall implement one or more documented personnel risk Mechanisms exist to facilitate the implementation of personnel security
lassessment program(s) to attain and retain authorized electronic or authorized controls.
lunescorted physical access to BES Cyber Systems that collectively include each
CIP-004-7 R3 NA of the applicable requirement parts in CIP-004-7 Table R3 - Personnel Risk Functional Subsetof | Human Resources Security | s 01 10
gement
lAssessment Program. [Violation Risk Factor: Medium] [Time Horizon: Operations
Planning].
Each Responsible Entity shall implement one or more documented personnel risk Mechanisms exist to conduct recurring assessments of risk that includes the
lassessment program(s) to attain and retain authorized electronic or authorized likelihood and magnitude of harm, from unauthorized access, use, disclosure,
lunescorted physical access to BES Cyber Systems that collectively include each disruption, modification or destruction of the organization's Technology
CIP-004-7 R3 N/A lof the applicable requirement parts in CIP-004-7 Table R3 - Personnel Risk Functional | Intersects With Risk Assessment RSK-04  |Assets, Applications, Services and/or Data (TAASD) 5
lAssessment Program. [Violation Risk Factor: Medium] [Time Horizon: Operations
Planning].
CIP-004-7 Table R3 - |Process to confirm identity. Mechanisms exist to manage personnel security risk by screening individuals
CIP-004-7 3.1 Personnel Risk Assessment Functional Intersects With Personnel Screening HRS-04  [prior to authorizing access. 5
Program
Process to perform a seven year criminal history records check as part of each Mechanisms exist to manage personnel security risk by screening indviduals
Ipersonnel risk assessment that includes: End note - I it is not possible to lorior to authorizing access.
CIP-004-7 Table R3 - |perform a full seven year criminal history records check, conduct as much of the
CIP-004-73.2 Personnel Risk Assessment |seven year criminal history records check as possible and document the reason |  Functional | Intersects With | Personnel Screening HRS-04 5
ogram the full seven year criminal history records check could not be performed.
CIP-004-7 Table R3 - |current residence, regardiess of duration; and Mechanisms exist to manage personnel security risk by screening individuals
CIP-004-7 3.2.1 Personnel Risk Assessment Functional Intersects With Personnel Screening HRS-04  [prior to authorizing access. 5
Program
CIP-004-7 Table R3 - [other locations where, during the seven years immediately prior to the date of Mechanisms exist to manage personnel security risk by screening individuals
CIP-004-73.2.2 Personnel Risk Assessment the criminal history records check, the subject has resided for six consecutive Functional | Intersects With | Personnel Screening HRS-04  [prior to authorizing access, 5
Imonths or more
CIP-004-7 Table R3 - |Criteria or process to evaluate criminal history records checks for authorizing Mechanisms exist to manage personnel security risk by screening individuals
CIP-004-73.3 Personnel Risk Assessment [access. Functional | Intersects With | Personnel Screening HRS-04  [prior to authorizing access, 5
CIP-004-7 Table R3 - |Criteria or process for verifying that personnel risk assessments performed for Mechanisms exist to manage personnel security risk by screening individuals
CIP-004-7 3.4 Personnel Risk Assessment [contractors or service vendors are conducted according to Parts 3.1 through 3.3. |  Functional | Intersects With | Personnel Screening HRS-04  [prior to authorizing access, 5
Program
Process to ensure that individuals with authorized electronic or authorized Mechanisms exist to manage personnel security rsk by screening individuals
CIP-004-7 Table R3 - |nescorted physical access have had a personnel risk assessment completed ) lprior to authorizing access.
CIP-004-73.5 Personnel Risk Assessment |according to Parts 3.1 to 3.4 within the last seven years Functional | Intersects With | Personnel Screening HRS-04 5
Each Responsible Entity shall Implement one or more documented access Mechanisms exist to facilltate the implementation of identification and
Imanagement program(s) that collectively include each of the applicable dontity & A laccess management controls.
CIP-004-7 R4 A requirement parts in CIP-004-7 Table R4 - Access Management Program Functional Subset O entity & Access 1AC-01 10
1 [Violation Risk Factor: Medium] [Time Horizon: Operations Planning and Same unet . Management (IAM)
Day Operations]
Process to authorize based on need, as determined by the Responsible Entity, Mechanisms exist to enforce Role-Based Access Control (RBAC) for
CIP-004-7 Table R4 - t for CIP Cir § | Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
CIP-004-7 4.1 Management Program Functional Intersects With (RBAC) IAC-08  laccess to individuals assigned specific roles with legitimate business needs. 8
10047 Table Ra - Access| FECHONIC 3cCesS; and dentity & Access Mechanisms exist to facilitate the implementation of identification and
-004- -004- - i x laccess management controls.
CIP-004-7 4.1.1 anaerman: Progtam Functional Subset Of magement () 1AC-01 9 10
[Unescorted physical access Into a Physical Security Perimeter [Physical access control mechanisms exist to maintain a current Iist of
CIP-004-7 Table R4 - Access| . Physical Access Ipersonnel with authorized access to organizational facilities (except for those
CIP-004-7 4.1.2 Management Program Functional Intersects With ‘Authorizations PES-02  lareas within the facility officially designated as publicly accessible). 5
o [Unescorted physical access Into a Physical Security Perimeter [Physical access control mechanisms exist o restrict unescorted access o
CIP-004-7 4.1.2 e R rccess| Functional | Intersects With | Restrict Unescorted Access | PES-06.3  |facilities to personnel with required security clearances, formal access 5
lanagement Program lauthorizations and validate the need for access.
Verify at least once each calendar quarter that individuals with active electronic [Physical access control mechanisms exist to maintain a current ist of
CIP-004-7 Table R4 - A or unescorted physical access have authorization records Physical Access lpersonnel with authorized access to organizational facilities (except for those
CIP-004-7 4.2 lanagement Program Functional Subset Of Auymw,mmns PES-02  lareas within the facility officially designated as publicly accessible). 10
For electronic access, verlTy at least once every 15 calendar months that al user Mechanisms exist to periodically-review the privileges assigned to individuals
C1P-004-7 Table R4 - Access[3ccounts, user account groups, or ser role categories, and their specific, | periodic Review of Account land service accounts to validate the need for such privileges and reassign or
CIP-004-7 4.3 Management Program _[associated privileges are correct and are those that the Responsible Entity Functional Intersects With Privileges IAC-17  |remove unnecessary privileges, as necessary. 8
ldetermines are necessary.
Each Responsible Entity shall implement one or more documented access Mechanisms exist to revoke logical and physical access authorizations
revocation program(s) that collectively include each of the applicable . "
CIP004-7 RS R requirement parts in CIP-004-7 Table RS - Access Revocation. [Violation Risk Functional Subset Of evocation of Access 1AC20.6 0
- Factor: Medium] [Time Horizon: Same Day Operations and Operations Planning]. . Authorizations
/A process to initiate removal of an individual’s ability for Unescorted physical Mechanisms exist to revoke logical and physical access authorizations
150087 Table RS - AccassPSES 2N Interactive Remote Access upon a termination action, and complete . A
-004-7 Table RS - Access|the removals within 24 hours of the termination action (Removal of the ability for evocation of Access
CIP-004-75.1 Functional Subset O 1AC-20.6 10
Revocation laccess may be different than deletion, disabling, revocation, or removal of all : Authorizations
laccess rights).
For reassignments or transfers, revoke the individual's authorized electronic Mechanisms exist to revoke logical and physical access authorizations
laccess to individual accounts and authorized unescorted physical access that the
004 R Responsible Entity determines are not necessary by the end of the next calendar
CIP-004-7 5.2 CIP-004-7 Table RS - Access| .. following the date that the Responsible Entity determines that the individual |  Functional Subset Of Revocation of Access 1AC-20.6 10
Revocation Authorizations
Ino longer requires retention of that access,
For termination actions, revoke the ndividual’s non-shared User accounts (uniess Mechanisms exist to proactively govern the following personnel
lalready revoked according to Part 5.1) within 30 calendar days of the effective lactions:(1) Onboarding new personnel (e.q., new hires);(2) Transferring
ldate of the termination action. Ipersonnel into new roles within the organization; and(3) Offboarding
CIP-004-7 Table RS - Access Onboarding, Transferring &
CIP-004-75.3 Ry Functional | Intersects With | "Ggareing: Transrerng HRS-0L.1  [personnel (.g., termination of employment). 8
For termination actions, revoke the ndividual’'s non-shared User accounts (uniess Mechanisms exist to revoke logical and physical access authorizations
CIP-004-7 5.3 CIP-004-7 Table RS - Access|aiready revoked according to Part 5.1) within 30 calendar days of the effective, Functional | Intersects with | Revocation of Access 1AC-20.6 8
Revocation jate of the termiaation action. Authorizations
For termination actions, change passwords for shared account(s) known to the Mechanisms exist to proactively govern the following personnel
luser within 30 calendar days of the termination action. For reassignments or lactions:(1) Onboarding new personnel (e.q., new hires);(2) Transferring
ransfers, change passwords for shared account(s) known to the user within 30 lpersonnel into new roles within the organization; and(3) Offboarding
lcalendar days following the date that the Responsible Entity determines that the lpersonnel (e.g., termination of employment).
1P-004-7 Table RS - Access|ndividual no onger requires retention of that access. I the Responsible Entity § Onboarding, Transferring &
CIP-004-7 5.4 Revocation ldetermines and documents that extenuating operating circumstances requirea | Functional | Intersects With | ™ gclc2li Tolc ey HRS-01.1 8
longer time period, change the password(s) within 10 calendar days following the|
lend of the operating circumstances.
Each Responsible Entity shall Implement one or more documented access Mechanisms exist to facilltate the implementation of identification and
Imanagement program(s) to authorize, verify, and revoke provisioned access to laccess management controls.
BCSI pertaining to the “Applicable Systems” identified in CIP-004-7 Table R6 -
lAccess Management for BES Cyber System Information that collectively include
leach of the applicable requirement parts in CIP-004-7 Table R6 - Access
Management for BES Cyber System Information. To be considered access to BCSI
in the context of this requirement, an individual has both the ability to obtain and|
luse BCSI. Provisioned access is to be considered the result of the specific actions § Identity & Access
CIP-004-7 R6 NA ltaken to provide an individual(s) the means to access BCSI (e.g., may include Functional Subset Of Management (IAM) IAC-01 10
Iphysical keys or access cards, user accounts and associated rights and
privileges, encryption keys). [Violation Risk Factor: Medium] [Time Horizon: Same|
Day Operations and Operations Planning].
Pror o proviionng. suforize (less alveady authorzed accordng fo Fart 4.1) Mechanisms exist to ensure management approvals are required for new
CIP-004-7 Table R6 - need, as Entity, except for CIP ) Management Approval For laccounts or changes in permissions to existing accounts.
CIP-004-7 6.1 for BES Cyber Cir Functional SubsetOf | yianagement Appr 1AC-28.1 10
System Information lew or Changed Accounts
P-004.7 Table R - Accase|PTOVEONEd SlECTOIC access to electronic BCST and Mechanisms exist to utilize a formal user registration and de-registration
-004-7 Table R6 - Access . rocess that governs the assignment of access rights.
CIP-004-7 6.1.1 Management for BES Cyber Functional Subset Of User Provisioning & De mc-o7 P 9 9 9! 10
System Information 9
Provisioned physical access to physical BCSI. Mechanisms exist to utilize a formal User registration and de-registration
CIP-004-7 Table R6 - Access . User Provisioning & De- Iprocess that governs the assignment of access rights.
CIP-004-7 6.1.2 Management for BES Cyber Functional Subset O o omine 1AC-07 10
System Information 9
Provisioned physical access to physical BCSI. [Physical access control mechanisms exist to maintain a current st of
CIP-004-7 Table R6 - Access . Physical Access Ipersonnel with authorized access to organizational facilities (except for those
CIP-004-7 6.1.2 Manggelmen‘l flor BE? Cyber Functional Intersects With ‘Authorizations PES-02  lareas within the facility officially designated as publicly accessible) 8
ystem Information
at least once every 15 calendar months that all individuals with Mechanisms exist to periodically-review the privileges assigned
CIP-004-7 Table R6 - Access| provls\cned access to BCSI: . Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
CIP-004-7 6.2 WManagement for BES Cyber Functional | Intersects With Peviioer IAC17  [femove unnecessary privileges, as necessary. 8
ystem Information
P-004.7 Table K6 - pccase|2V€ 91 AUthOTZAtION record; and Mechanisms exist to periodically-review the privileges assigned to Individuals
-004-7 Table R6 - Access i land service accounts to validate the need for such privileges and reassign or
CIP-004-7 6.2.1 Management for BES Cyber Functional Subsetof | Periodic Review of Account | 5 557 priviled 9 10
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still need the provisioned access to perform their current work functions, as [Mechanisms exist to periodically-review the privileges assigned to individuals
CIP-004-7 Table R6 - Access|determined by the Responsible Entity: Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
CIP-004-7 6.2.2 Management for BES Cyber Functional Subset OF Privileges IAC-17  |remove unnecessary privileges, as necessary. 10
System Information
For termination actions, remove the individual's ability to Use provisioned access [Mechanisms exist to proactively govern the following personnel
lto BCS! (unless already revoked according to Part 5.1) by the end of the next lacti nboarding new personnel (e.g. new hires)(2) Transferring
CIP-004-7 Table R6 - Access|calendar day following the effective date of the termination action. Onboarding, Transferring & lpersonnel into new roles within the organization; and(3) Offboarding
CIP-004-7 6.3 Management for BES Cyber Functional Subset Of Oftboarding Personne] HRS-01.1  [personnel (e.q., termination of employment). 10
System Information
For termination actions, remove the individual's ability to Use provisioned access [Mechanisms exist to utilize a formal user registration and de-registration
CIP-004-7 Table R6 - Access|to BCS| (unless already revoked according to Part 5.1) by the end of the next User Provisioning & De- Iprocess that governs the assignment of access rights.
CIP-004-7 6.3 Management for BES Cyber |calendar day following the effective date of the termination action. Functional | Intersects With Brovisioning 1AC-07 8
System Information
Each Responsible Entity shall iImplement one or more documented processes
that collectively include each of the applicable requirement parts in CIP-005-7
CIP-005-7 R1 N/A sz"zeu':‘l 6;‘2{2:5“”5::::;)!6‘:‘9‘;”5“;;2'D[:y“’(‘)ﬁ;‘:r’a‘t’l‘u‘i‘;]‘ actor: Medium] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
CIP-005-7 Table R1 - |All appiicable Cyber Assets connected to a Network via a routable protocol shall [Mechanisms exist to develop, govern & update procedures to facilitate the
CIP-005-7 1.1 Electronic Security Ireside within a defined ESP. Functional Subset Of Network Sfysggiy Controls NET-01 |implementation of Network Security Controls (NSC) 10
erimeter
CIP-005-7 Table R1 - |All External Routable Connectivity must be through an identified Electronic Network Security Contror [Mechanisms exist to develop, govern & update procedures to facilitate the
CIP-005-71.2 Electronic Security  |Access Point (EAP) Functional Subsetof | Network Security Controls | yer.g of Network Security Controls (NSC). 10
Perimeter
CIP-005-7 Table R1 - |Require inbound and outbound access permissions, Including the reason for [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
CIP-005-7 1.3 Electronic Security lgranting access, and deny all other access by default. Functional Intersects with | D3t F‘COW f":"[“f'"ifgl NET-04 |provide data flow enforcement that explicitly restrict network traffic to only 8
Perimeter Access Control Lists (ACLs) what is authorized.
Where technically feasible, perform authentication when establishing Dialup [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
CIP-005-7 Table RL - |Connectivity with applicable Cyber Assets. . Identification & land Audit (AAA) devices before establishing a connection using bidirectional
CIP-005-7 1.4 Electronic Security Functional | Intersects With |  vhontication for Devices | 'AC04  lauthentication that is cryptographically- based and replay resistant. 8
CIP-005-7 Table R1 - |Have one or more methods for detecting known or suspected malicious [Mechanisms exist to monitor and control communications at the external
CIP-005-7 1.5 Electronic Security |communications for both inbound and outbound communications. Functional Subset OF Boundary Protection NET-03  |network boundary and at key internal boundaries within the network 10
Perimeter
CIP-005-7 Table R1 - |Have one or more methods for detecting known or suspected malicious Network Intrusion [Mechanisms exist to employ Network Intrusion Detection / Prevention
CIP-005-7 1.5 Electronic Security |communications for both inbound and outbound communications. Functional | Intersects With | Detection / Prevention NET-08  [Systems (NIDS/NIPS) to detect and/or prevent intrusions into the network. 5
Perimeter Systems (NIDS / NIPS)
Each Responsible Entity shall implement one or more documented processes
that collectively include the applicable requirement parts, where technically
feasible, in CIP-005-7 Table R2 -Remote Access Management. [Violation Risk
CIP-005-7 R2 N/A Functional | No Relationsh N/A N/A N/A 4 INo applicable SCF control
i Factor: Medium] [Time Horizon: Operations Planning and Same Day Operations]. uncti fonship i i 1 pel
CIP-005-7 Table R2 - |For all Interactive Remote Access, utilize an Intermediate System such that the [Mechanisms exist to define, control and review organization-approved,
CIP-005-7 2.1 Remote Access (Cyber Asset initiating Interactive Remote Access does not directly access an Functional Subset OF Remote Access NET-14  [secure remote access methods. 10
Management lapplicable Cyber Asset.
CIP-005-7 Table Rz - |For all Interactive Remote Access sessions, utilize encryption that terminates at Protection of G xist to protect the and integrity
CIP-005-7 2.2 Remote Access jan Intermediate System Functional | Intersects With | Confidentiality / Integrity | NET-14.2 [of remote access sessions (e.g., VP! 8
Management )sing Encryption
Require multi-factor authentication for all Interactive Remote ACCess sessions. [Fokerated mechanisrms ex(st o enforce HUELFactor Authenticotion (MFA)
for:(1) Remote network access;(2) Third-party Technology A
CIP-005-7 Table R2 - [Appiications andor Services (TARS): and) or(3) Non-conadle 5 cess to criical
CIP-0057 2.3 e Functional | Intersects with | Multi-Factor Authenticat |AC.06 |TAAS that store, transmit and/or process sensitive/regulated data. s
’ Management (MFA)
CIP-005-7 Table R2 - |Require multi-factor authentication for all Interactive Remote Access sessions, [Mechanisms exist to define, control and review organization-approved,
CIP-005-7 2.3 Remote Access Functional Intersects With Remote Access NET-14  [secure remote access methods. 5
Management
CIP-005-7 Table R2 - |Have one or more methods for determining active vendor remote access [Mechanisms exist to define, control and review organization-approved,
CIP-005-7 2.4 mote Access sessions (including Interactve Remote Access and system-to-system remote Functional | Intersects With Remote Access NET-14  [secure remote access methods. 5
Management laccess)
CIP-005-7 Table R2 - |Have one or more methods for determining active vendor remote access [Mechanisms exist to proactively control and monitor third-party accounts
CIP-005-7 2.4 Remote Access. sesslun)s (including Interactive Remote Access and system-to-system remote Functional Intersects With Th""'PaG""\‘/”::"a":éz Access | \eT146  |used to access, support, or maintain system components via remote access. 5
Management laccess)
CIP-005-7 Table Rz - |Have one or more method(s) to disable active vendor remote access (including [Automated mechanisms exist to 10g out Users, both locally on the network
CIP-005-7 2.5 Remote Access interactive Remote Access and system.to-system remote access). Functional | Intersects With |  Session Termination 1AC-25  [and for remote sessions, at the end of the session or after an organization- 5
Management (defined period of inactivity.
CIP-005-7 Table Rz - |Have one or more method(s) to disable active vendor remote access (including [Mechanisms exist to proactively control and monitor third-party accounts
CIP-005-7 2.5 mote Access interactive Remote Access and system-to-system remote access). Functional | Intersects With Th"“‘PaG""\‘/I;:"E":Ez Access | NET.14.6  |used to access, support, or maintain system components via remote access. 5
Management
CIP-005-7 Table Rz - |Have one or more method(s) to disable active vendor remote access (including [Mechanisms exist to provide the capability to expeditiously disconnect or
CIP-005-7 2.5 Remote Access Interactive Remote Access and system-to-system remote access). Functional Intersects With E""S“;‘;g‘:(‘g‘s;gm’;c” NET-14.8 |disable a user's remote access session. 5
Management
Each Responsible Entity shall implement one or more documented processes
that collctively include the applicable requirement parts in CI7.005.7 Table R -
Vendor Remote Access Management for EACMS and PACS. [Vi isk Factor:
CIP-005-7 R3 NIA Functional | No Relationsh NIA N/A NIA 0 INo applicable SCF control
1 Medium] [Time Horizon: Operations Planning and Same Day Operarmnsl. . P 1 1 1 pell
[CIP-005-7 Table R3 - Vendor|Have one or more method(s) to determine authenticated vendor initiated remote [Mechanisms exist to require maintenance personnel to obtain pre-approval
Remote Access lconnections. | Remote Maintenance Pre- land scheduling for remote, non-local maintenance sessions
CIP-005-7 3.1 Management for EACMS and Functional | Intersects With Approval MNT-05.5 5
PACS
[CIP-005-7 Table R3 - Vendor|Have one or more method(s) to determine authenticated vendor initiated remote [Mechanisms exist to proactively control and monitor third-party accounts
mote Access lconnections. | Third-party Remote Access lused to access, support, or maintain system components via remote access.
CIP-005-7 3.1 Management for EACMS and Functional | Intersects With e amote NET-14.6 5
PACS
[CIP-005-7 Table R3 - Vendor|Have one or more method(s) to terminate authenticated vendor initiated remote [Automated mechanisms exist to 10g out users, both locally on the network
lconnections and control the ability to reconnect land for remote sessions, at the end of the session or after an organization-
CIP-005-7 3.2 Ma"agzg’:g:i{ﬁcﬁas and| Functional | Intersects With |  Session Termination IAC-25  [defined period of inactivity. 5
PACS
CIP-005-7 Table R3 - VendorfHave one or more method(s) Lo ferminate authenticated vendor iniiated remote Flechanisrs exIstEo proacEvely Control and morlEor Gra-party sccounts
Remote Access lconnections and control the ability to reconnec itn | Third-Party Remote Access lused to access, support, or maintain system components via remote access.
CIP-005-7 3.2 Management for EACMS and Functional | Intersects With e amote NET-14.6 5
PACS
[CIP-005-7 Table R3 - Vendor|Have one or more method(s) to terminate authenticated vendor initiated remote [Mechanisms exist to provide the capability to expeditiously disconnect or
mote Access lconnections and control the ability to reconnect | Expeditious Disconnect / disable a user's remote access session.
CIP-005-7 3.2 Management for EACMS and Functional | Intersects With Disable Capabillty NET-14.8 5
PACS
[Each Responsible Entity shall implement one or more documented physical [Mechanisms exist to document a Physical Security Plan (PSP), or similar
security plan(s) that collectively include all of the applicable requirement parts in ldocument, to summarize the implemented security controls to protect
CIP-006-6 R1 NA ﬁ;aeof‘;er;;b!i:")g}vg\ﬁ;?;"s:;;r;xdmsa;m[ev;;aytggert\:‘lfor:;]mr Medium] Functional SubsetOf |Physical Security Plan (PSP)|  PES-01.1 [Physical access to technology assets, as well as applicable risks and threats. 10
C1P-006.6 Table AL |PTne operational or procedural controls to restrict physical access. Standardized Operating [Mechanisms exist to identify and document Standardized Operating
CIP-006-6 1.1 e - Functional Intersects With 0PS-01.1 (SOP), or similar d to enable the proper execution 5
Physical Security Plan Procedures (SOP) lof day-to-day / assigned tasks.
Define operational or procedural Controls to restrict physical access. [Mechanisms exist to document a Physical Security Plan (PSP), or similar
CIP-006-6 Table R - § ldocument, to summarize the implemented security controls to protect
CIP-006-6 1.1 Pyareal Setonity Plan Functional Subset Of |Physical Security Plan (PSP) |  PES-01.1  [5pUdival access to technology assets, as well as applicable risks and threats. 10
Define operational or procedural Controls to restrict physical access. Physical ccass corfrol machanires axis I anforce physlcal access
CIP-006-6 Table R - § lauthorizations for all physical access points (including designated entry/exit
CIP-006-6 1.1 Physical Security Plan Functional Intersects With | Physical Access Control PES-03  |points) to facilities (excluding those areas w\thm the facility officially 5
designated as publicly accessible).
[Utiiize at least one physical access control to allow Unescorted physical access [Mechanisms exist to implement a zone-based approach to physical security.
CIP-006-6 Table R1 - |into each applicable Physical Security Perimeter to only those individuals who § Zone-Based Physical
CIP-006-6 1.2 Physical Secrity Plan |have authorized nescorted physical access. Functional | Intersects With i PES-01.2 5
[Utiiize at least one physical access control to allow Unescorted physical access [Physical access control mechanisms exist to authorize physical access to
CIP-006-6 Table R1 - |into each applicable Physical Security Perimeter to only those individuals who § acilities based on the position or role of the individual
CIP-006-6 1.2 Physical Secrity plan |have authorized nescorted physical access. Functional | Intersects With |Role-Based Physical Access | PES-02.1 8
[Utiiize at least one physical access control to allow Unescorted physical access [Physical access control mechanisms exist to identify, authorize and monitor
CIP-006-6 Table R1 - |into each applicable Physical Security Perimeter to only those individuals who § visitors before allowing access to the facility (other than areas designated as
CIP-006-6 1.2 Phyeical Security plan |nave authorized unescorted physical access. Functional | Intersects With Visitor Control PES-06  |publicly accessible). 8
[Utiiize at least one physical access control to allow Unescorted physical access [Physical access control mechanisms exist to restrict unescorted access to
CIP-006-6 Table R1 - |into each applicable Physical Security Perimeter to only those individuals who § [facilities to personnel with required security clearances, formal access
CIP-006-6 1.2 Physical Security Plan |have authorized unescorted physical access. Functional | Intersects With | Restrict Unescorted Access | PES-06.3  lauthorizations and validate the need for access. 8
Where techncally feasibe, Utlze o or more dIferent physTcal access controls [Physical access control mechanisms exist to enforce physical access
C11006.6 Table R1. |1 d0cS not require two completely independent physical access contro lauthorizations for all physical access points (including designated entryfexit
-006-6 Table R1 - |systems) to collectively allow unescorted physical access into Physical Se(umy Ipoints) to facilities (excluding those areas within the facility officially
CIP-006-6 1.3 ? Functional Subset OF Physical Access Control PES-03 10
Physical Security Plan  [perimeters to only those individuals who have authorized unescorted physical V! ldesignated as publicly accessible).
laccess.
[Where technically feasible, utilize two or more different physical access controis [Physical access control mechanisms exist to identify, authorize and monitor
C11006.6 Table A1 . |1 does not require two completely independent physical access control visitors before allowing access to the facility (other than areas designated as
-006-6 Table R1 - |systems) to collectively allow unescorted physical access into Physical Security lpublicly accessible).
CIP-006-6 1.3 ? Functional | Intersects With Visitor Control PES-06 5
Physical Security Plan  |perimeters to only those individuals who have authorized unescorted physical :
laccess.
[Where technically feasible, utilize two or more different physical access controis [Physical access control mechanisms exIst to restrict unescorted access to
C1006.6 Table R1 .| does not require two completely independent physical access control [facilities to personnel with required security clearances, formal access
-006-6 Table R1 - |systems) to collectively allow unescorted physical access into Physical Security lauthorizations and validate the need for access.
CIP-006-6 1.3 ? Functional | Intersects With | Restrict Unescorted Access | PES-06.3 5
Physical Security Plan  |perimeters to only those individuals who have authorized unescorted physical :
ess.
CIP-006-6 Table R1 - |Monitor for unauthorized access through a physical access point into a Physical P exist To monitor fof Unauthorized acivilies, accounts,
CIP-006-6 1.4 Phystcal Security Plan |Security perimeter. Functional | Intersects With | Unauthorized Activities | MON-16.3 [ eriems e 8 o o 5
CIP-006-6 Table R1 - —[Honitor Tor Uniauthrized access HToUGh a physical access port ino a Physical [Physical access control me(hamsms generate a g enty fr each access
CIP-006-6 1.4 Physical Security Plan _|Security Perimeter Functional | Intersects With | Physical Access Logs PES03.3  |;ttempt through controlled ingress and egress poi 5
P00661.4 CIP-006-6 Table R1 - —[Honitor Tor Unautharized access tTough a physical access port ino a Physical Functional Subset Of | Monitoring Physical Access | PES.05 _|PTYSIcal access control mechanisms exst to mommv for, detect and respond o
Physical Security Plan__|Security Perimeter lto physical security incidents.
e an alarm or alert i response Io detected unautforzed access thraugh & [Physical access control mechanisms exist to enforce physical access
CIP-006-6 Table R1 - |Physical access point into a Physical Security Perimeter to the pers lauthorizations for all physical access points (including designated entry/exit
CIP-006-6 1.5 Physical Security Plan  [identified in the BES Cyber Security Incident response plan within TS'mnutes or | Functional | Intersects With | Physical Access Control PES-03  |points) to facilities (excluding those areas within the facility officially 5
detection designated as publicly accessible).
[5SUe an alarm or alert in response to detected unauthorized access through a [Physical access control mechanisms exist to imit and monitor physical
CIP-006-6 Table R1 - |Physical access point into a Physical Security Perimeter to the personnel Controlled Ingress & Egress laccess through controlled ingress and egress points.
CIP-006-6 1.5 Physical Security Plan :’de‘nu:\ed in the BES Cyber Security Incident response plan within 15 minutes of Functional Intersects With p‘fnts 9 PES-03.1 5
jetection.
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ssue an alarm or alert in response to detected unauthorized access through a [Physical access control mechanisms exist to monitor physical intrusion
CIP-006-6 Table R1 - |Physical access point into a Physical Security Perimeter to the personnel Intrusion Alarms / lalarms and surveillance equipment
CIP-006-6 1.5 Physical Security Plan _[identified in the BES Cyber Security Incident response plan within 15 minutes of |  Functional | Intersects With | g veiiance Equipment | PES05-1 8
detection
CIP-006-6 Table R1 - |Monitor each Physical Access Control System for unauthorized physical access to [Physical access control mechanisms exist to monitor for, detect and respond
CIP-006-61.6 Physical Security Plan__|a Physical Access Control System. Functional Subset OF | Monitoring Physical Access | PES-05 g physical security incidents. 10
[S5Ue an alarm or alert in response to detected unauthorized physical access to a [Physical access control mechanisms exist to monitor for, detect and respond
CIP-006-6 Table R1 - [Physical Access Control System to the personnel dentifed in the BES Cyber to physical security incidents.
CIP-006-6 1.7 Physical Security Plan [Security Incident response plan within 15 minutes of the detection Functional | Intersects With | Monitoring Physical Access [  PES-05 8
[SSUe an alarm or alert in response to detected unauthorized physical access to a [Physical access control mechanisms exist to monitor physical intrusion
CIP-006-6 Table R1 - |Physical Access Control System to the personnel identified in the BES Cyber Intrusion Alarms / lalarms and surveillance equipment
CIP-006-6 1.7 Physical Security Plan |Security Incident response plan within 15 minutes of the detection Functional Intersects With | g, v eillance Equipment PES-05.1 8
Log (through automated means or by personnel who control entry) entry of each [Physical access control mechanisms generate a og entry for each access
CIP-006-6 Table R1 - |individual with authorized unescorted physical access into each Physical Security § § lattempt through controlled ingress and egress points.
CIP-006-6 1.8 Physical Security Plan |Perimeter, with information to identify the individual and date and time of entry. Functional Subset Of Physical Access Logs PES-03.3 10
Retain physical access 10gs of entry of individuals with authorized unescorted [Mechanisms exist to retain event logs for a ime Consistent with
CIP-006-6 Table R1 - |Physical access into each Physical Security Perimeter for at least ninety calendar § records retention requirements to provide support for after-the-fact
CIP-006-6 1.9 Physical Security Plan  |days. Functional Intersects With Event Log Retention MON-10 linvestigations of security incidents and to meet statutory, regulatory and 8
lcontractual retention requirements.
Retain physical access 10gs of entry of individuals with authorized unescorted [Mechanisms exist to retain media and data in accordance with appiicable
CIP-006-6 1.9 g:s?c“asl g;zb'e Rl - |physical access into each Physical Security Perimeter for at least ninety calendar |  Functional Intersects With | Media & Data Retention DCH-18  [statutory, regulatory and contractual obligations. 8
days.
Restrict physical access to cabling and other nonprogrammable communication [Mechanisms exist to facilitate the
lcomponents used for connection between applicable Cyber Assets within the lprotections controls using known public standards e cryptographic
Isame Electronic Security Perimeter in those instances when such cabling and ftechnologies
lcomponents are located outside of a Physical Security Perimeter. Where physical
laccess restrictions to such cabling and components are not implemented, the
Responsible Entiy shall document and imglement ane or more of the fallowing
+ encryption of data that transits such cabling and components
cPoossTable Rt - | - monoring the status of the communication hnk composed of such cabling " Use of Cryptographic
CIP-006-6 1.10 Physical Secu land components and issuing an alarm or alert in response to detected Functional | Intersects With Controls CRY-01 3
lcommunication failures to the personnel identified in the BES Cyber Security
incident response plan within 15 minutes of detection; or
+ an equally effective logical protection.
Restrict physical access to cabling and other nonprogrammable communication [Physical access control mechanisms exist to enforce physical access
lcomponents used for connection between applicable Cyber Assets within the lauthorizations for all physical access points (including designated entry/exit
lsame Electronic Security Perimeter in those instances when such cabling and Ipoints) to facilities (excluding those areas within the facility officially
lcomponents are located outside of a Physical Security Perimeter. Where physical designated as publicly accessible).
laccess restrictions to such cabling and components are not implemented, the
Responsible Entity shall document and implement one or more of the following
+ encryption of data that transits such cabling and components; or
CIP-006-6 Table R1 - | * monitoring the status of the communication link composed of such cabling .
CIP-006-6 1.10 Physical Security Plan [and components and issuing an alarm or alert in response to detecte Functional Subset Of Physical Access Control PES-03 10
lcommunication failures to the personnel identified in the BES Cyber Security
incident response plan within 15 minutes of detection; or
+ an equally effective logical protection.
Restrict physical access to cabling and other nonprogrammable communication [Physical security mechanisms exist to locate system components within the
lcomponents used for connection between applicable Cyber Assets within the [facility to minimize potential damage from physical and environmental
lsame Electronic Security Perimeter in those instances when such cabling and Ihazards and to minimize the opportunity for unauthorized access.
lcomponents are located outside of a Physical Security Perimeter. Where physical
laccess restrictions to such cabling and components are not implemented, th
Responsible Entity shall document and implement one or more of the following
+ encryption of data that transits such cabling and components; or
CIP-006-6 Table R1 - | * monitoring the status of the communication link composed of such cabling . Equipment Siting &
CIP-006-6 1.10 Physical Security Plan [and components and issuing an alarm or alert in response to detected Functional | Intersects With rotection PES12 s
lcommunication failures to the personnel identified in the BES Cyber Security
incident response plan within 15 minutes of detection; or
+ an equally effective logical protection.
Restrict physical access to cabling and other nonprogrammable communication [Physical security mechanisms exist to protect power and telecommunications|
lcomponents used for connection between applicable Cyber Assets within the lcabling carrying data or supporting information services from interception,
Isame Electronic Security Perimeter in those instances when such cabling and interference or dam
lcomponents are located outside of a Physical Security Perimeter. Where physical
laccess restrictions to such cabling and components are not implemented, the
Responsible Entity shall document and implement one or more of the following
+ encryption of data that transits such cabling and components; or
CIP-006-6 Table R1 - | * monitoring the status of the communication link composed of such cabling i Transmission Medium
CIP-006-6 1.10 Physical Security Plan  [and components and issuing an alarm or alert in response to detected Functional | Intersects With Security PES12.1 5
lcommunication failures to the personnel identified in the BES Cyber Security
incident response plan within 15 minutes of detection; or
+ an equally effective logical protection.
Each Responsible Entity shall implement one or more documented visitor control [Physical access control mechanisms exist to identify, authorize and monitor
lprogram(s) that include each of the applicable requirement parts in CIP-006-6 visitors before allowing access to the facility (other than areas designated as
CIP-006-6 R2 NA [Table R2 - Visitor Control Program. [Violation Risk Factor: Medium] [ Functional Subset Of Visitor Control PES-06  |publicly accessible). 10
Horizon: Same Day Operations.]
Require continuous escorted access of visitors (individuals who are provided [Physical access control mechanisms exist to restrict unescorted access to
CIP-006-6 Table R2 - Visitor [3Ccess but are not authorized for unescorted physical access) within each . [facilities to personnel with required security clearances, formal access
CIP-006-6 2.1 Control Program Physical Security Perimeter, except during CIP Exceptional mstances. Functional Intersects With | Restrict Unescorted Access | PES-06.3  lauthorizations and validate the need for access. 8
Recialra manal o aufomater]10ggin of VSor aptry ks and st from the [Physical access control mechanisms exist to identify, authorize and monitor
1P-006.6 Table K2 - visitor | SIC2! SeCurity Perimeter that includes date and time of the intial entry and visitors before allowing access to the facility (other than areas designated as
-006-6 Table R2 - Visitor |last exit, the visitor’s name, and the name of an individual point of contact lpublicly accessible).
CIP-006-6 2.2 Functional Subset OF Visitor Control PES-06 10
Control Program Iresponsible for the visitor, except during CIP Exceptional Circumstances. . :
Recialra manal o aufomater] 1oggin of VSor aptry ks and st from the Physcal access confrl mechansms exit o requres o Teast one(1) form of
1P-006.6 Table K2 - visitor | SIC2! SECurity Perimeter that includes date and time of the intial entry and oto
-006-6 Table R2 - Visitor |last exit, the visitor's name, and the name of an individual point of contact dheidonle Serore they can gain access to the facity
CIP-006-6 2.2 Functional | Intersects With PES-06.2 8
Control Program Iresponsible for the visitor, except during CIP Exceptional Circumstances. . :
Retain visitor 10gs for at least ninety calendar days. [Mechanisms exist to retain event logs for a time period consistent with
CIP-008-6 Table 2 - Vistr § records retention requirements to provide support for after-the-fact
CIP-006-6 2.3 ontrol Program Functional Subset Of Event Log Retention MON-10 vestigations of security incidents and to meet statutory, regulatory and 10
lcontractual retention requirements.
Maintenance and testing of each Physical Access Control System and locally [Mechanisms exist to regularly review Technology Assets, Appiications and/or
Imounted hardware or devices at the Physical Security Perimeter at least once . Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
CIP-006-6 R3 N/A levery 24 calendar months to ensure they function properly. Functional | Intersects With | - Security, Compliance & | CPL-03.2 landjor resilience polices and standards 5
esilience Controls
CIP-006-6 Table R3 - |Maintenance and testing of each Physical Access Control System and locally [Mechanisms exist to regularly review Technology Assets, Appiications and/or
Physical Access Control [ mounted hardware or devices at the Physical Security Perimeter at least once . ) Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
CIP-006-6 3.1 System Maintenance and [every 24 calendar months to ensure they function properly. Functional Intersects With | Security, Compliance & CPL-03.2  |and/or resilience policies and standards. 5
Resilience Controls
Testing Program
Each Responsible Entity shall implement one or more documented process(es)
that collectively include each of the applicable requirement parts in CIP-007-6 . § §
CIP-007-6 R1 N/A [Table R1 - Ports and Services. [Violation Risk Factor: Medium] [Time Horizon: Functional | No Relationship N/A N/A N/A o [No applicable SCF control
lsame Day Operations.]
Where technically feasible, enable only logical network accessible ports that [Mechanisms exist to configure systems to provide only essential capabilities
lhave been determined to be needed by the Responsible Entity, including port Iby specifically prohibiting or restricting the use of ports, protocols, and/or
CIP-007-6 Table R1- Ports |/ANGES or services where needed to handle dynamic ports. If a device has no services.
CIP-007-6 1.1 T Services lprovision for disabling or restricting logical ports on the device then those ports | Functional Subset OF Least Functionality CFG-03 10
that are open are deemed needed.
Protect against the use of unnecessary physical Input/output ports used for [Mechanisms exist to physically disable or remove unnecessary connection
CIP-007-6 1.2 CIP-007-6 Table R1- Ports |network connectivity, console commands, or Removable Media. Functional | Intersects With | POt &INPUL/OUtPU(110) | gy 15 [ports or input/output devices from sensitive systems. 8
and Services Device Access
/A patch management process for tracking, evaluating, and installing [Mechanisms exist to facilitate the implementation and monitoring of
lcybersecurity patches for applicable Cyber Assets. The tracking portion shall \vulnerability management controls.
CIP-007-6 Table R1- Ports [Nclude the identification of a source or sources that the Responsible Entity Vulnerability & Patch
CIP-007-6 1.3 T Services tracks for the release of cyber security patches for applicable Cyber Assets that | Functional Subset OF Management Program VPM-01 10
lare updateable and for which a patching source exists. (VPMP)
/A patch management process for tracking, evaluating, and installing [Mechanisms exist to conduct software patching for all deployed Technology
lcybersecurity patches for applicable Cyber Assets. The tracking portion shall |Assets, Applications and/or Services (TAAS), including firmware.
007 _ linclude the identification of a source or sources that the Responsible Entity
CIP-007-6 1.3 CIP-007-6 Table R~ Ports liracks for the release of cyber security patches for applicable Cyber Assets that |  Functional | Intersects With 5""“,,’;;5:;’”“” VPM-05 5
lare updateable and for which a patching source exists.
Each Responsible Entity shall implement one or more documented process(es)
that collectively include each of the applicable requirement parts in CIP-007-6
CIP-007-6 R2 N/A [Table R2 - Security Patch Management. [Violation Risk Factor: Medium] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Horizon: Operations Planning].
/A patch management process for tracking, evaluating, and istalling [Mechanisms exist to faciitate the implementation and monitoring of
ybersecuriy patches for applicable Cyber Assets. The racking partion shall \vulnerability management controls.
CIP-007-6 Table R2 - | Include the identification of a source o sources that the Responsible Vulnerability & Patch
CIP-007-6 2.1 security Patch tracks for the release of cyber security patches for applicable Cyber Assetathat | Functional Subset OF Management Program VPM-01 10
lare updateable and for which a patching source exists. (VPMP)
[AtTeast once every 35 calendar days, evaluate security patches for appiicability [Mechanisms exist to ensure that vunerabilities are properly identified,
CIP-007-6 2.2 CIP-007-6 Table R2 - ltnat have been reieased since the last evaluation from the source or sources Functional | Intersects With y Remediation | oy g5 ltracked and remediated. 8
Security Patch Process
For appiicable patches identified in Part 2.2, within 35 calendar days of the [Mechanisms exist to ensure that vunerabilities are properly identified,
levaluation completion, take one of the following actions: ltracked and remediated.
Apply the applicable patches; o
« Create a dated mitigation plan; or
CIP-007-6 2.3 e T el R - t|+ Revise an existing mitigation plan. Mitigation plans shall include the Functional Subset OF ity Remediation | ypw.02 10
ecurity Patc ntity’s planned actions to mitigate the vulnerabilities addressed by rocess
leach security patch and a timeframe to complete these mitigations.
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CIP-007-6 Table R2 -

For applicable patches identified in Part 2.2, within 35 calendar days of the
levaluation completion, take one of the following actions:

« Apply the applicable patches; or

« Create a dated mitigation plan; or

Software & Firmware

[Mechanisms exist to conduct software patching for all deployed Technology
|Assets, Applications and/or Services (TAAS), including firmware.

Plan Specifications

CIP-007-6 2.3 A + Revise an existing mitigation plan. Mitigation plans shall include the Functional | Intersects With VPM-05 5
Security Patc ntity’s planned actions to mitigate the vulnerabilities addressed by ching
leach security patch and a timeframe to complete these mitigations.
For each mitigation pian created or revised in Part 2.3, implement the plan within [Mechanisms exist to ensure that vunerabilities are properly identified,
CIP-007-6 Table R2 - |the timeframe specified in the plan, unless a revision to the plan or an extension Vulnerability Remediation tracked and remediated
CIP-007-6 2.4 security Patch to the timeframe specified in Part 2.3 is approved by the CIP Senior Manager or | Functional Subset Of - VPM-02 10
delegate.
For each mitigation pian created or revised in Part 2.3, implement the plan within [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
190076 Taple Rp . |!1€ timerame specified in the pian, unless a revision to the plan or an extension Caanil " IMilestones (POA&M) or similar methodology) that formally documents, at a
1P-007-6 Table R2 - |to the timeframe specified i Part 2.3 is approved by the CIP Senior Manager or apabilities Deficiency Iminimum: (1) Deficiency tracking number;(2) Applicable security, compliance
CIP-007-6 2.4 Functional | Intersects With 1A0-05 p g H
Security Patch \delegate. unctional Intersects Wi Tracking land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
lassociated with the deficiency(ies);(5) Source deficiency
: ontrols. if aolicable:
Each Responsible Entity shall implement one or more documented process(es)
that collectively include each of the applicable requirement parts in CIP-007-6 § § §
CIP-007-6 R3 N/A [Table R3 - Malicious Code Prevention. [Violation Risk Factor: Medium] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Horizon: Same Day Operations].
Deploy method(s) to deter, detect, or prevent malicious code. [Mechanisms exist to utilize antimalware technologies to detect and eradicate
CIP-007-6 Table R3 - Malicious Code Protection
-007- - Imalicious code.
CIP-007-6 3.1 Malicious Cade Prevention Functional Subset OF anci-Marare) END-04 10
Deploy method(s) to deter, detect, or prevent malicious code. [Automated mechanisms exist to detect malicious links and/or files in
CIP-007-6 Table R3 - Malicious Link & File
-007- . lcommunications and prevent users from accessing those malicious links
CIP-007-6 3.1 Malicious Code Prevention Functional | Intersects With actions END-145  [communica P 9 iou 3
Vitigate the threat of detected malicious code. [Mechanisms exist to utilize antimalware technologies to detect and eradicate
CIP-007-6 Table R3 - . Malicious Code Protection
-007- - Imalicious code.
CIP-007-6 3.2 Malicious Code Prevention Functional Subset OF At Marare) END-04 10
p-007-6 Table 3 . |[O" tose methods dentified in Part 3.1 that use signatures or patterns, have a Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
CIP-007-6 3.3 -007- - |process for the update of the signatures or patterns. The process must address Functional | Intersects With i END-04  |malicious code. 5
Malicious Code Prevention |testing and installing the signatures or patterns. (Anti-Malware)
p-007-6 Table 3 . _|[O" tose methods dentified in Part 3.1 that use signatures or patterns, have a Heuristc  Nonsignature [Mechanisms exist to utilize heuristic / nonsignature-based antimaiware
CIP-007-6 3.3 -007- - |process for the update of the signatures or patterns. The process must address Functional | Intersects With - | END-04.4 |detection capabilities. 8
Malicious Code Prevention |testing and installing the signatures or patterns. Based Detection
Each Responsible Entity shall implement one or more documented process(es)
that collectively include each of the applicable requirement parts in CIP-007-6
CIP-007-6 R4 N/A le R4 - Security Event Monitor Violation Risk Factor: Medium] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Horizon: Same Day Operations and Operations Assessment.]
[og events at the BES Cyber System level (per BES Cyber System capability) or [Mechanisms exist to generate, monitor, correlate and respond to alerts from
C1P007.6 Table R . |25 CYDer Asset level (per Cyber Asset capabiliy) for identification of, and Iphysical, cybersecurity, data protection and supply chain activities to achieve
-007-6 Table R4 - lafter-the-fact investigations of, Cyber Security Incidents that includes, as a integrated situational awareness.
CIP-007-6 4.1 Functional | Intersects With | System Generated Alerts | MON-01.4 8
Security Event Monitoring |minimum, each of the following types of events: unetion: ! ystem Gene s
[og events at the BES Cyber System level (per BES Cyber System capability) or [Mechanisms exist to configure Technology Assets, Appiications and/or
lat the Cyber Asset level (per Cyber Asset capability) for identification of, and Services (TAAS) to produce event logs that contain sufficient information to,
lafter-the-fact investigations of, Cyber Security Incidents that includes, as a lat a minimum:(1) Establish what type of event occurred:(2) When (date and
Iminimum, each of the following types of events: time) the event occurred;(3) Where the event occurred;(4) The source of the
CIP-007-6 Table R4 . levent;(5) The outcome (success or failure) of the event; and(6) The identity
CIP-007-6 4.1 Secuity Bvant Montoring Functional | Intersects With | Content of Event Logs MON-03  |of any user/subject associated with the event. 8
Detected successful login attempts; [Mechanisms exist to configure Technology Assets, Appiications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
time) the event occurred;(3) Where the event occurred;(4) The source of the
CIP-007-6 Table R4 - . levent;(5) The outcome (success or failure) of the event; and(6) The identity
CIP-007-6 4.1.1 s want Monitoring Functional Subset Of Content of Event Logs MON-03  |of any user/subject associated with the event. 10
Detected failed access attempts and failed Iogin attempts; [Mechanisms exist to configure Technology Assets, Appiications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
time) the event occurred;(3) Where the event occurred;(4) The source of the
croors Table R - " levent;(5) The outcome (success or failure) of the event; and(6) The identity
CIP-007-6 4.1.2 sed want Monitoring Functional Subset Of Content of Event Logs MON-03  |of any user/subject associated with the event. 10
Detected malicious code. [Mechanisms exist to configure Technology Assets, Appiications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:(1) Establish what type of event occurred;(2) When (date and
time) the event occurred;(3) Where the event occurred;(4) The source of the
07-6 Table R4 " levent;(5) The outcome (success or failure) of the event; and(6) The identity
CIP-007-6 4.1.3 want Monitoring Functional Subset Of Content of Event Logs MON-03  |Gf any user/subject associated with the event. 10
(Generate alerts for security events that the Responsible Entity determines [Mechanisms exist to generate, monitor, Correlate and respond to alerts from
07-6 Table R4 - |necessitates an alert, that includes, as a minimum, each of the following types of § Iphysical, cybersecurity, data protection and supply chain activities to achieve
CIP-007-6 4.2 Event Monitoring |events (per Cyber Asset or BES Cyber System capability): Functional Subset Of System Generated Alerts | MON-01.4 integrated situational awareness. 5
Lcrare rable Ra . |Petected malicious code from Part 4.1; and Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
-007- i - Imalicious code.
CIP-007-6 4.2.1 want Monitoring Functional | Intersects With ey END-04 8
0076 Table R4 . |Petected failure of Part 4.1 event logging Response To Event Log [Mechanisms exist to alert appropriate personnel in the event of a log
-007- - - X rocessing failure and take actions to remedy the disruption.
CIP-007-6 4.2.2 Secuity Bvant Montoring Functional Subset Of easding Fares MON-05 o 9 y P 10
[Where technically feasible, retain applicable event logs identified in Part 4.1 for [Mechanisms exist to retain event logs for a time period consistent with
CIP-007-6 Table R4 - |2t least the last 90 consecutive calendar days except under CIP Exceptional § records retention requirements to provide support for after-the-fact
CIP-007-6 4.3 vt Menoring |Circumstances, Functional Subset Of Event Log Retention MON-10 Security incidents and to maet statutory, reguiatory and 10
lcontractual retention requirements.
Review a summarization or sampiing of logged events as determined by the [Mechanisms exist to ensure event log reviews include analysis and triage
CIP-007-6 4.4 CIP-007-6 Table R4 - |pesponsible Entity at intervals no greater than 15 calendar days to identify Functional | Intersects With |Event Log Analysis & Triage| MON-17  |practices that integrate with the organization's established incident response 8
Security Event Monitoring  |undetected Cyber Security Incidents. lbrocesses.
Each Responsible Entity shall implement one or more documented process(es)
that collectively include each of the applicable requirement parts in CIP-007-6 § § §
CIP-007-6 RS N/A [Table RS - System Access Controls. [Violation Risk Factor: Medium] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Horizon: Operations Planning].
CIP-007-6 Table R5 - |Have a method(s) to enforce authentication of interactive user access, where Identity & Access [Mechanisms exist to facilitate the implementation of identification and
CIP-007-6 5.1 System Access Control _|technically feasible. Functional Subset OF Management (IAM) IAC-01  faccess management controls. 10
C1p-007-6 Table RS |12V a method(s) to enforce authentication of Interactive user access, where ruthenticate, Authorize and [Mechanisms exist to strictly govern the Use of Authenticate, Authorize and
CIP-007-6 5.1 -007- - |technically feasible. Functional | Intersects With 1 IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 8
System Access Control Audit (AAA) IService Provider (ESP)
C1P-007-6 Table RS . |4€ntily and inventory all known enabled default or ofher generic account types, ser & Service Account [Mechanisms exist to maintain a current Iist of authorized users and service
-007- -007- - |either by system, by groups of systems, by location, or by system type(s) X laccounts.
CIP-007-6 5.2 System Access Control Y sy Y groups of sy: Y Y Sy: ype(s) Functional Subset Of \nventories I1AC-01.3 10
C1P-007-6 Table RS . |[4EntIy individuals who have authorized access to shared accounts. [Mechanisms exist to proactively govern account management of individual,
-007- -007- - i g roup, system, service, application, guest and temporary accounts,
CIP-007-6 5.3 Sysrem Access Cantrol Functional | Intersects With |  Account Management IAC-15  [aroup, sy: ppl 9 porary 5
CIP-007-6 Table R5 - |identify individuals who have authorized access to shared accounts. Restrictions on Shared Fechanies exizE o sUETorzs the e of sharedigroup accounts orly bnder
CIP-007-6 5.3 System Access Control Functional | Intersects With Groups / Accounts 'AC-15.5 |certain organization-defined conditior s
CIP-007-6 Table R5 - |Change known default passwords, per Cyber Asset capabiiity. rechanlim &t t ensure defult aUFERECHOrE 378 changed as part of
CIP-007-6 5.4 system Access Cantrol Functional Subset OF Default Authenticators IAC10.8 [y CCouint creation or system installation. 10
C1p-007-6 Table RS . |[C" Password-only authentication for interactive user access, either technically or
007 -007- - |procedurally enforce the following password parameters i i i
CIP-007-6 5.5 Sysrem Access Comrol [P ly 9 p: P Functional | No Relationship NA NA NA 0 INo applicable SCF control
1P-007-6 Table RS . |Password length that I, at least, the [esser of eight characters or the maximum password-Based [Mechanisms exist to enforce complexity, length and fifespan considerations
0074 -007- - llength supported by the Cyber Asset; and i . . lto ensure strong criteria for password-based authentication.
CIP-007-6 5.5.1 Sysrem Access Comrol [/ength supp Y the Cy! Functional Subset O e 1AC10.1 9 p 10
Minfmum password complexity that is the lesser of three or more different types [Mechanisms exist to enforce complexity, length and fifespan considerations
CIP-007-6 Table RS - |0f characters (e.q., uppercase alphabetic, lowercase alphabetic, numeric, § Password-Based lto ensure strong criteria for password-based authentication.
CIP-007-6 5.5.2 System Access Control |nonalphanumeric) or the maximum complexity supported by the Cyber Asset. Functional Subset Of Authentication IAC-10.1 10
[Where technically feasible, for password-only authentication for interactive user [Mechanisms exist to:(1) Securely manage authenticators for users and
CIP-007-6 Table Rs - [access, either technically or procedurally enforce password changes or an § ldevices; and(2) Ensure the strength of authentication is appropriate to the
CIP-007-6 5.6 System Access Control [obligation to change the password at least once every 15 calendar months. Functional Intersects With IAC-10 f the data being accessed. 5
[Where technically feasible, either: [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
CIP-007-6 Table R5 - | * Limit the number of unsuccessful authentication attempts § la user during an organization-defined time period and automatically locks
CIP-007-6 5.7 System Access Control | * Generate alerts after a threshold of unsuccessful aulhentl(almn attempts. Functional Intersects With Account Lockout IAC-22 Ithe account when the maximum number of unsuccessful attempts is 8
lexceeded.
Each Responsible Entity shall document one or more Cyber Security Incident [Mechanisms exist to maintain and make avallable a current and viable
respanse planis)thet colletively include each of the applicable requirement Incident Response Plan (IRP) to all stakeholders.
CIP-008-6 R1 N/A jparts in CIP-008-6 Table RL - Cyber Security Incident Response Functional SubsetOf [Incident Response Plan (IRP)|  IRO-04 10
I Specifications. [Violation ok e Lowed) e Horieen: Long Term Planning]. P (IRP)
[Gne or more processes to identify, classify, and respond to Cyber Security [Mechanisms exist to implement and govern processes and documentation to
CIP-008-6 Table R1 - Cyber [incidents § Incident Response [facilitate an organization-wide response capability for cybersecurity and data
CIP-008-6 1.1 Security Incident Response Functional | Intersects With Oporations IRO-01 |grotection-related incidents. 8
Plan Specifications
[Gne or more processes to identify, classify, and respond to Cyber Security Wechanisms exit o coveri(1) Preparation;(2) AUtomated event detection or
incidents Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
CIP-008-6 Table R1 - Cyber land(6) Recovery.
CIP-008-6 1.1 Security Incident Response Functional | Intersects With Incident Handling 1RO-02 8
/an Specifications
[Gne or more processes to identify, classify, and respond to Cyber Security [Mechanisms exist to identify classes of incidents and actions to take to
CIP-008-6 Table R1 - Cyber ||ncidents. Incident Classification & lensure the continuation of organizational missions and business functions.
CIP-008-6 1.1 Security Incident Response Functional | Intersects With e 1RO-02.4 8
Plan Specifications
[Gne or more processes to identify, classify, and respond to Cyber security [Mechanisms exist to maintain and make available a current and viable
CIP-008-6 Table R1 - Cyber |incidents. Incident Response Plan (IRP) to all stakeholders.
CIP-008-6 1.1 Security Incident Response Functional | Intersects With [Incident Response Plan (IRP)|  IRO-04 5
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(One or more processes:
CIP-008-6 Table R - Cyber
CIP-0086 1.2 Security Incident Response Functional | No Relationship NA NA NA 0 INo applicable SCF control
/an Specifications
[That include criteria to evaluate and define aftempts to compromise; Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
CIP-008-6 Table R1 - Cyber and(6) Recovery.
CIP-008-6 1.2.1 Security Incident Response Functional | Intersects With Incident Handling 1RO-02 10
Plan Specifications
[That include criteria to evaluate and define aftempts to compromise; [Mechanisms exist to [dentify classes of incidents and actions fo take to
CIP-008-6 Table R1 - Cyber Incident Classification & lensure the continuation of organizational missions and business functions.
CIP-008-6 1.2.1 Security Incident Response Functional | Intersects With o 1R0-02.4 3
rioritization
/an Specifications
7005.6 Tabie AL - Cyper [T IEIUGE Citeri to evaluate and define attempts to compromise; Mechanisms exist to define specific Indicators of Compromise (10C) o
-008-6 Table R1 - Cyber dentify the signs of potential cybersecurity events.
CIP-008-6 1.2.1 Security Incident Response Functional | Intersects with | ""9I2t0s SEGOMPromIse | 10,03 v the stons of 4 Y 8
Plan Specifications
[ToSetermine Fan iderified Cyber Securty ncidet o [Mechanisms exist to [dentify classes of incidents and actions fo take to
C1P-008-6 Table R1 - Cyber | * A Reportable Cyber Security Incident; o ) lensure the continuation of organizational missions and business functions.
CIP-008-6 1.2.2 Security Incident Response | * AN attempt to compromise, as de‘e”"‘“e", by applying the criteria from Part Functional Subset OF Incident Classification & | g g5 4 10
2.1, one or more systems identified in the “Applicable Systems” column for this Prioritization
Plan Specifications  |L.2.1: on
[To determine if an identified Cyber Security Incident is: Mechanisms exist to define specific Indicators of Compromise (10C) to
C1P-008-6 Table R1 - Cyber | * A Reportable Cyber Security Incident; or dentify the signs of potential cybersecurity events.
CIP-008-6 1.2.2 Security Incident Response | * AN attempt to compromise, as determined by applying the criteria from Part Functional | Intersects with | 'ndicators of Compromise | 56 o3 5
1.2.1, one or more systems identified in the “Applicable Systems” column for this (106)
Plan Specifications
part; and
[To provide notification per Requirement R4
CIP-008-6 Table R - Cyber
CIP-008-61.2.3 Security Incident Response Functional | No Relationship NA NA NA 0 INo applicable SCF control
Plan Specifications
[The roles and responsibilities of Cyber Security Incident response groups or Mechanisms exist to define cybersecurity roles & responsibilties for all
CIP-008-6 Table R1 - Cyber lingividuals. . Defined Roles & lpersonnel.
CIP-008-6 1.3 Security Incident Response Functional Subset Of HRS-03 10
Plan Specifications
[The roles and responsibilities of Cyber Security Incident response groups or Mechanisms exist to establish an integrated team of cybersecurity, IT and
CIP-008-6 Table R1 - Cyber lingjviduals. . Integrated Security Incident lbusiness function representatives that are capable of addressing
CIP-008-6 1.3 Security Incident Response Functional | Intersects with |""g9rated Securiy lncds IRO-07  |Cybersecurity and data protection incident response operations. 8
Plan Specifications
incident handiing procedures for Cyber Security Incidents. Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
CIP-008-6 Table R1 - Cyber and(6) Recovery
CIP-008-6 1.4 Security Incident Response Functional Subset O Incident Handling 1RO-02 10
Plan Specifications
incident handiing procedures for Cyber Security Incidents. Mechanisms exist to maintain and make available a current and viable
CIP-008-6 Table R1 - Cyber ) Incident Response Plan (IRP) to all stakeholders.
CIP-008-6 1.4 Security Incident Response Functional | Intersects With |Incident Response Plan (IRP)|  IRO-04 8
Plan Specifications
Each Responsible Entity shall implement each of its documented Cyber Security Mechanisms exist to maintain and make avallable a current and viable
Incident response plans to collectively include each of the applicable requirement Iincident Response Plan (IRP) to all stakeholders.
parts in CIP-008-6 Table R2 - Cyber Security Incident Response Plan
CIP-008-6 R2 NA implementation and Testing. [Violation Risk Factor: Lower] [Time Horizon: Functional Subset Of [Incident Response Plan (IRP)|  1R0-04 10
Operations Planning and Real-Time Operationsl.
[Test each Cyber Security Incident response plan(s) at least once every 15 Mechanisms exist to formally test Incident response capabilities through
lcalendar months: realistic exercises to determine the operational effectiveness of those
-008-6 Table R2 -
‘;‘;33@?3;’;5;55‘::5; + By responding to an actual Reportable Cyber Security Incident; Capabilities
CIP-008-6 2.1 e eaPoney | - With a paper arill or tabletop exercise of a Reportable Cyber Security Incident; | Functional Subset Of | Incident Response Testing | IR0-06 10
Testing « With an operational exercise of a Reportable Cyber Security Incident.
[Use the Cyber Security Incident response plan(s) under Requirement RI when Mechanisms exist to maintain and make avallable a current and viable
responding to a Reportable Cyber Security Incident, responding to a Cyber Iincident Response Plan (IRP) to all stakeholders.
CIP-008-6 Table R2 - Cyber [Security Incident that attempted to compromise a system identified in the
008 Security Incident Response |"Applicable Systems” column for this Part, or performing an exercise of a '
CIP-008:62.2 Plan Implementation and |Reportable Cyber Security Incident. Document deviations from the plan(s) taken | Functional Subset Of  (incident Response Plan (IRP))  IRO-04 10
sting uring the response to the incident or exercise
Retain records related to Reportable Cyber Security Incidents and Cyber Security Mechanisms exist to perform digital forensics and maintain the integrity of
CIP-008-6 Table R2 - Cyber incdents that attemped to compromise  system ideniifed in the “Applicable Chain of Custody & the chain of custody, in accordance with applicable laws, regulations and
008 ecurity Incident Response [Systems” column for this Part as per the Cyber Security Incident response plan(s) ain of Custody - industry-recognized secure practices.
CIP-0086 2.3 i nplementation ana. | i column for o Functional | Intersects With 1R0-08 3
Testing
Retain records related to Reportable Cyber Security Incidents and Cyber Security Mechanisms exist to document, monitor and report the status of
CIP-008-6 Table R2 - Cyber incdents that attemped to compromise  system identifed in the “Applicable s " B lcybersecurity and data protection incidents to internal stakeholders all the
008 ecurity Incident Response [systems” column for this Part as per the Cyber Security Incident response plan(s) ituational Awareness For ' way through the resolution of the incident,
CIP-008:62.3 Plan Implementation and |under Requirement R1 Functional | Intersects With Incidents 1R0-09 8
Testing
Each Responsible Entity shall maintain each of its Cyber Security Incident Mechanisms exist to maintain and make avallable a current and viable
response plans according to each of the applicable requirement parts in CIP-008- Iincident Response Plan (IRP) to all stakeholders.
CIP-008-6 R3 N/A 6 Table R3 - Cyber Security Incident Response Plan Review, Update, and Functional Subset Of |Incident Response Plan (IRP)|  IRO-04 10
Communication. [Violation Risk Factor: Lower] [Time Horizon: Operations
lAssessment].
No Tater than 80 calendar days after completion of a Cyber Security Incident Mechanisms exist to formally test incident response capabilities through
CIP-008-6 Table R3 - Cyber [response plans) test or actual Reportable Cyber Security Incident response: realistic exercises to determine the operational effectiveness of those
008 ecurity Incident Response ' capabilities.
CIP-008-6 3.1 o Ao Undare and Functional | Intersects With | Incident Response Testing | IRO-06 5
Communication
Document any lessons leared or document the absence of any lessons learned; Mechanisms exist to Incorporate lessons leared from analyzing and
CIP-008-6 Table R - Cyber root Cause Analysis (RCA) resolving cybersecurity and data protection incidents to reduce the likelihood
006 ecurity Incident Response oot Cause Analysis g or impact of future incidents.
CIP-008-6 3.1.1 o R o Undore and Functional | Intersects with | RO°L Gause Anaysis (8 1RO-13 8
Communication
Update the Cyber Securty ncidert respose ian based on any docurmented Mechanisms exist to regularly review and modify Incident response practices
CIP-006:6 Table 83 - Cyber essons eamed associated with the plan: and lto incorporate lessons learned, business process changes and industry
006 ecurity Incident Response ' developments, as necessary.
CIP-008-6 3.1.2 o Ko, Undore and Functional Subset Of IRP Update 1R0-04.2 10
ommanication
[Update the Cyber Security Incident response plan based on any documented Mechanisms exist to Incorporate lessons learned from analyzing and
CIP-006:6 Table 13 - Cyber essons eamed associated with the plan: and Root Cause Analyss (RCA) resolving cybersecurity and data protection incidents to reduce the likelihood
006 ecurity Incident Response oot Cause Analysis g lor impact of future incidents.
CIP-008-6 3.1.2 o Ko, Undore and Functional | Intersects with | R°t Gause Analysis (8 1RO-13 8
Communication
Notify each person or group with a defined role in the Cyber Security Incident Mechanisms exist to regularly review and modify Incident response practices
CIP-008-6 Table R3 - Cyber response plan of the updates to the Cyber Security Incident response plan based lto incorporate lessons learned, business process changes and industry
006 ecurity Incident Response [on any documented lessons leared. ' developments, as necessary.
CIP-008-6 3.1.3 o R, Undore and Functional | Intersects With IRP Update 1R0-04.2 3
Communication
Notify each person or group with a defined role in the Cyber Security Incident Mechanisms exist to train personnel in their Incident response roles and
CIP-008-6 Table R3 - Cyber response plan of the updates to the Cyber Security Incident response plan based responsibilties.
008 ecurity Incident Response |on any documented lessons learned -
CIP-008-6 3.1.3 s e fepones Functional | Intersects With | Incident Response Training | IRO-05 3
ommunication
NoTater than 60 calendar days after a change to the roles o responsibiliies, Mechanisms exist to Implement and govern processes and documentation to
CIP-008-6 Table R3 - Cyber (Cyber Security Incident response groups or ndividuals,or technology that tre ncident R faciltate an organization-wide response capabilty forcybersecurity and data
008- ecurity Incident Response [Responsible Entity determines would impact the ability to execute the plan: incident Response ' n-related inci
CIP-008-6 3.2 s e feepones Functional Subset Of G 1RO-01 10
Communication
[Update the Cyber Security Incident response plan(s); and Mechanisms exist to regularly review and modify Incident response practices
CIP008.6 Table R - Cyber lto incorporate lessons learned, business process changes and industry
006 ecurity Incident Response ' developments, as necessary.
CIP-008-6 3.2.1 s e fepones Functional | Intersects With IRP Update 1R0-04.2 3
Communication
NGy €ach person or Group with a defined rol n e Cyber Securty Incdert Mechanisms exist to regularly review and modify Incident response practices
CIP-006:6 Table 13 - Cyber response plan of the updat lto incorporate lessons learned, business process changes and industry
.y ecurity Incident Response ' developments, as necessary.
CIP-008-6 3.2.2 s e fepones Functional | Intersects With IRP Update 1R0-04.2 3
ommunication
Notify each person or group with a defined role in the Cyber Security Incident Mechanisms exist to train personnel in their Incident response roles and
CIP-008-6 Table R3 - Cyber |response plan of the updates i
006 ecurity Incident Response '
CIP-008-6 3.2.2 s e fopones Functional | Intersects With | Incident Response Training | IRO-05 3
Communication
Each Responsible Entity shall notify the Electricity Information Sharing and Mechanisms exist to report any serious Incident Involving the organization's
lAnalysis Center (E-ISAC) and, if subject to the jurisdiction of the United States, [Technology Assets, Applications, Services and/or Data (TAASD) to relevant
the United States National Cybersecurity and Communications Integration Center, authorities in the locality where the incident occurred, in accordance with
(NCCIC), 1 or their successors, of a Reportable Cyber Security Incident and a Imandatory reporting:(1) Requirements; and(2) Timelines.
(Cyber Security Incident that was an attempt to compromise, as determined by
lapplying the criteria from Requirement R1, Part 1.2.1, a system identified in the
CIP-008-6 R4 NA “Applicable Systems” column, unless prohibited by law, in accordance with each |  Functional Subset Of | Serious Incident Reporting |  IRO-10.5 10
of the applicable requirement parts in CIP-008-6 Table R4 - Notifications and
Reporting fo Cyber Securiy Incidents. Vioaton Risk Factor:Lowerl Tme
Horizon: Operations Assessment]
inftial notifications and updates shall Include the following attributes, at a Mechanisms exist to report any serious incident involving the organization's
Iminimum, to the extent known: [Technology Assets, Applications, Services and/or Data (TAASD) to relevant
CIP-008-6 Table R4 - lauthorities in the locality where the incident occurred, in accordance wit
CIP-008-6 4.1 Notifications and Reporting Functional Subset Of | Serious Incident Reporting | IRO-10.5  [mandatory reporting:(1) Reguirements; and(2) Timelines. 10
for Cyber Security Incidents
[The functional impact; Mechanisms exist to report any serious incident involving the organization's
[Technology Assets, Applications, Services and/or Data (TAASD) to relevant
CIP-008-6 Table R4 - authorities in the locality where the incident occurred, in accordance with
CIP-008-6 4.1.1 Notifications and Reporting Functional Subset Of | Serious Incident Reporting | 1RO-10.5  [mandatory reporting:(1) Reguirements; and(2) Timelines. 10
for Cyber Security Incidents
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[The attack vector used; and IMechanisms exist to report any serious incident involving the organization's
[Technology Assets, Applications, Services and/or Data (TAASD) to relevant
CIP-008-6 Table R4 - lauthorities in the locality where the incident occurred, in accordance wit
CIP-008-6 4.1.2 Notifications and Reporting Functional Subset OF | Serious Incident Reporting | IR0-10.5  [mandatory reporting:(1) Requirements; and(2) Timelines 10
for Cyber Security Incidents
[The Tevel of intrusion that was achieved or attempted [Mechanisms exist to report any serious incident involving the organization's
[Technology Assets, Applications, Services and/or Data (TAASD) to relevant
CIP-008-6 Table R4 - lauthorities in the locality where the incident occurred, in accordance with
CIP-008-6 4.1.3 Notifications and Reporting Functional Subset Of | Serious Incident Reporting | IR0-10.5  |mandatory reporting:(1) Requirements; and(2) Timelines. 10
for Cyber Security Incidents
[After the Ent /& pursuant [Mechanisms exist to timely-report incidents to applicable:(1) Internal
lprocess(es) in Requlrement AL part 13, pmwde il natification withi the stakeholders;(2) Affected clients & third-parties; and(3) Regulatory
following timelines: lauthorities.
CIP-008-6 Table R4 - | * One hour after the determination of a Reportable Cyber Security Incident. Incident Stakehold
CIP-008-6 4.2 Notifications and Reporting | * By the end of the next calendar day after determination that a Cyber Security Functional Subset Of e o eeyolder IRO-10 10
for Cyber Security Incidents Incident was an attempt to compromise a system identified in the “Applicable eporting
[Systems” column for this Part.
[After the Ent /& pursuant [Mechanisms exist to report sensitive/regulated data incidents in a timely
lprocess(es) in Reaulrement AL part 13, pmwde il natification within he imanner.
following timelines:
CIP-008-6 Table R4 - | * One hour after the determination of a Reportable Cyber Security Incident.
CIP-008-6 4.2 Notifications and Reporting | * By the end of the next calendar day after determination that a Cyber Security | Functional | Intersects With csyb:"t“"‘l""/e;‘ Reportioferl o102 8
for Cyber Security Incidents |Incident was an attempt to compromise a system identified in the “Applicable ensitive / Regulated Data
[Systems” column for this Part.
[After the Ent i@ pursuant [Mechanisms exist to report any serious Incident invoIving the organization's
lprocess(es) in Requlrement AL part 13, pmwde il natifcation within the [Technology Assets, Applications, Services and/or Data (TAASD) to relevant
following timelines: lauthorities in the locality where the incident occurred, in accordance with
CIP-008-6 Table R4 - | * One hour after the determination of a Reportable Cyber Security Incident. Imandatory reporting:(1) Requirements; and(2) Timelines.
CIP-008-6 4.2 Notifications and Reporting | * By the end of the next calendar day after determination that a Cyber Security |  Functional | Intersects With | Serious Incident Reporting |  IRO-10.5 8
for Cyber Security Incidents Incident was an attempt to compromise a system identified in the “Applicable
[Systems” column for this Part.
Provide updates, if any, within 7 calendar days of determination of new or [Mechanisms exist to timely-report incidents to applicable:(1) Internal
CIP-008-6 Table R4 - |changed attribute information required in Part 4.1. . Incident Stakeholder istakeholders;(2) Affected clients & third-parties; and(3) Regulatory
CIP-008-6 4.3 Notifications and Reporting Functional Subset OF . IRO-10  [authorities. 10
for Cyber Security Incidents. 9
Each Responsible Entity shall have one or more documented recovery plan(s) [Mechanisms exist to facilitate the implementation of contingency planning
that collectively include each of the applicable requirement parts in CIP-009-6 Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
CIP-009-6 R1 NA [Table R1 - Recovery Plan Specifications. [Violation Risk Factor: Medium] [Time Functional Subset O Management Systemn BCD.01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
Horizon: Long Term Planning]. (Continuity & Disaster Recovery (BC/DR) playbooks).
[Conditions for activation of the recovery plans). [Mechanisms exist to define specific criteria that must be met to initiate
1P1005.6 Table K1 N o Business Continuity / Disaster Recover (BC/DR) plans that facilitate business
-009-6 Table R1 - ecovery Operations (continuity operations capable of meeting applicable Recovery Time
CIP-009-6 1.1 Functional | Intersects With BCD-0L5 8
Recovery Plan Specifications| unction: . riteria (Objectives (RTOs) and Recovery Point Objectives (RPOS).
Roles and responsibilities of responders. [Mechanisms exist to define cybersecurity roles & responsibilities for all
CIP-009-6 Table R1 - . Defined Roles &
-009- ¥ ersonnel.
CIP-009-6 1.2 Recovery Plan Specifications| Functional Subset OF Respons HRS-03 [P 10
[Gne or more processes for the backup and storage of information required to [Mechanisms exist to create recurring backups of data, software and/or
CIP-009-6 Table R1 - |recover BES Cyber System functionality. § system images, as well as verify the integrity of these backups, to ensure the|
CIP-009-6 1.3 Recovery Plan Specifications| Functional Subset Of Data Backups BCD-11  lavailability of the data to Recovery Time Objectives (RTOs) and 10
[Recovery Point Objectives (RPOS).
[Gne or more processes to verify the successful completion of the backup [Mechanisms exist to create recurring backups of data, software and/or
CIP-009-6 Table R1 - |Processes in Part 1.3 and to address any backup failures. § system images, as wel a veriy the ntegrity o these backups, to ensure the
CIP-009-6 1.4 Recovery Plan Specifications| Functional Subset Of Data Backups BCD-11  [availability of the dat: isfy Recovery Time Objectives (RTOs) and 10
[Recovery Point Ob]emves P06,
C1P-009-6 Table L[0T O MOre processes to verify the successful completion of the backup Testing for Reliabilty & [Mechanisms exist to routinely test backups that verify the reliability of the
-009- -009- ~ |processes in Part 1.3 and to address any backup failures. i i - lbackup process, as well as the integrity and availability of the data.
CIP-009-6 1.4 Recovery Plan Specifications” Y P Functional | Intersects With integrity BCD-11.1 P P grity y 8
[Gne or more processes to preserve data, per Cyber Asset capability, for [Mechanisms exist to perform digital forensics and maintain the integrity of
CIP-009-6 Table R1 - |determining the cause of a Cyber Security Incident that triggers activation of the § Chain of Custody & the chain of custody, in accordance with applicable laws, regulations and
CIP-009-6 1.5 lRecovery Plan ry plan(s). Data should not impede or restrict recovery. Functional Subset Of Forensics v IRO-08 lindustry-recognized secure practices. 10
Each Responsible Entity shall implement its documented recovery plan(s) to [Mechanisms exist to facilitate the implementation of contingency planning
collectively include each of the applicable requirement parts in CIP-009-6 Table Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
CIP-009-6 R2 NA R2 - Recovery Plan Implementation and Testing. [Violation Risk Factor: Lower] Functional Subset O Management Systemn BCD-01  [services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
[Time Horizon: Operations Planning and Real-time Operations.] (Continuity & Disaster Recovery (BC/DR) playbooks).
[TeSE each GF the recovery ians Feferenced n Requirement A ot least once Flcharisrs exist o conduct ests ancjor exercises 1o svalite The
CIP-009-6 Table R2 - |every 15 calendar month: plan's effectiven eadiness to execute
CIP-009-6 2.1 Recovery Plan 53 recovering from an actual incidert; Functional Subsetof |Contingeney Plan Testing &| - gep.gq  [the plan 10
|mplementation and Testing| * With a paper drill or tabletop exercise; or xercises
« With an operational exercise.
[Test a representative sample of information Used to recover BES Cyber System [Mechanisms exist to routinely test backups that verify the relfability of the
ffunctionality at least once every 15 calendar months to ensure that the lbackup process, as well as the integrity and availability of the data.
CIP-009-6 Table R2 - [information is useable and is compatible with current configurations. An actual Testing for Reliability &
CIP-009-6 2.2 Recovery Plan Irecovery that incorporates the information used to recover BES Cyber System Functional | Intersects With Integrty BCD-11.1 5
and substitutes for this test.
[Test each of the recovery plans referenced in Requirement R1 at least once Mechanisms exist to conduct tests and/or exercises to evaluate the
CIP-009-6 Table R2 - |every 36 calendar months through an operational exercise of the recovery plans frectiven readiness to execute
CIP-009-6 2.3 lin an environment representative of the production environment. An actual Functional Subsetof | Contingency Plan Testing & | gopy 4 [the plan. 10
|mplementation and Testing|fCOVery response may substitute for an operational exercise. Exercises
Each Responsible Entity shall maintain each of its recovery plan(s) n accordance [Mechanisms exist to facili '@ implementation of Contingency planning
with each of the applicable requirement parts in CIP-009-6 Table R3 - Recovery Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
CIP-009-6 R3 NA Plan Review, Update and Communication. [Violation Risk Factor: Lower] [Time Functional Subset O Management System BCD.01  [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
Horizon: Operations Assessment]. (Continuity & Disaster Recovery (BC/DR) playbooks).
1-000-6 Table Rs N0 1ater than 80 calendar days after compietion of a recovery plan test or actual [Mechanisms exist to conduct tests andjor exercises to evaluate the
-009-6 Table R3 - |recovery: an's effectiven readiness to execute
CIP-009-6 3.1 Recovery Plan Review, 4 Functional Subsetof | Contingency Plan Testing &| - gep.gq G P 10
Update and Communication
Document any lessons learned associated with a recovery plan test or actual [Mechanisms exist to conduct a Root Cause Analyss (RCA) and "lessons
CIP-009-6 Table R3 - |recovery or document the absence of any lessons leaned; . Contingency Plan Root learned” activity every time the contingency plan is activated.
CIP-009-6 3.1.1 Recovery Plan Review, Functional | Intersects With | Cause Analysis (RCA) & BCD-05 5
Update and Communication Lessons Learned
[Update the recovery plan based on any documented lessons leared associated [Mechanisms exist to conduct a Root Cause Analyss (RCA) and "lessons
CIP-009-6 Table R3 - |yjith the plan; and . Contingency Plan Root learned" activity every time the contingency plan is activated.
CIP-009-6 3.1.2 Recovery Plan Review, Functional | Intersects With | Cause Analysis (RCA) & BCD-05 5
Update and Communication Lessons Learned
Notify each person o group with a defined role in the recovery plan of the [Mechanisms exist to update contingency plans due to changes affecting:(1)
lupdates to the recovery plan based on any documented lessons leared. People (e.g.. personnel changes);(2) Processes (e.g., new, altered or
iness practices, including third-party services)(3)
[rechnologies (e.g, new, atered or decommissioned technologies)(4) Data
(e.., changes to data flows and/or data repositories);(5) Facilties (e.q.,
CIP-009-6 Table R3 - Ongolng Contingend altored or Gecommissloned physical infrastructure); anclor6) Feadback from
CIP-009-6 3.1.3 Recovery Plan Review, Functional | Intersects With o arming BCD-06 [contingency plan testing activities. 3
Update and Communication 9
No fater than 60 calendar days after a change to the roles or responsibilities, [Mechanisms exist to identify components that patenuaHy Tmpact the
responders, or technology that the Responsible Entity determines would impact ability to execute including changes to:(1)
the ability to execute the recovery plan: lPersonnel roles;(2) Business processes (mdudmg The use of third party
CIP-009-6 Table R3 - Conti ol services);(3) Deployed technologies;(4) Data repositories and/or data flows;
CIP-009-6 3.2 Recovery Plan Review, Functional Intersects With ontingency Planning BCD-06.1 [and/or(5) Physical infrastructure. 8
Update and Communication
[Update the recovery pian; and Wechanisres exisE o Updsts contingertcy plans due o changes aiecting<(1)
[People (e.g.. personnel changes);(2) Processes (e.g., new, altered o
Businoss practiees, Inchuding third-party services)(3)
[Technologies (e.g., new, altered or decommissioned technologies);(4) Data
(e.q., changes to data flows and/or data repositories);(5) Facilities (€.q., new,
CIP-009-6 Table R3 - Ongolng Contingend laltered or decommissioned physical infrastructure); and/or(6) Feedback from
CIP-009-6 3.2.1 Recovery Plan Review, Functional | Intersects With O aming Y BCD-06  |contingency plan testing activities. 5
Update and Communication ]
Notify each person o group with a defined role in the recovery pian of the [Mechanisms exist to keep stakeholders informed of changes to contingency
CIP-009-6 Table R3 - |upgates. fans.
: P . it | Contingency Plan Update P!
CIP-009-6 3.2.2 Recovery Plan Review, Functional | Intersects With o i BCD-06.2 5
Update and Communication
Each Responsible Entity shall implement one or more documented process(es) [Mechanisms exist to facilitate the implementation of configuration
that collectively include each of the applicable requirement parts in CIP-010-4 Imanagement controls.
CIP-010-3 RL NA le R1 - Configuration Change Management. [Violation Risk Factor: Medium] Functional subsetof | Configuration Management | <cc o 10
[Time Horizon: Operations Planning].
Develop a baseline configuration, individually or by group, which shall include the| echanlsrs wxls o develop, docimart nd malntain sscire Easeline
CIP-010-4 Table R1 - following items: . Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
CIP-010-4 1.1 Conﬁ';urahun Chlange Functional Intersects With Configurations CFG-02  that are (unslslent with industry-accepted system hardening standards. 8
anagemen
[Gperating system(s) (including version) or firmware where no independent Fachanlsrs axla o davelop, docimart o malnisin sscire Easelie
CIP-010-4 Table R1 - |operating system exists; . Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
CIP-010-4 1.1.1 Conﬁ';urahun Chlange Functional Intersects With Configurations. CFG-02  that are (unslslent with industry-accepted system hardening standards. 8
anagemen
[Any commercially available or open-source application software (including [Mechanisms exist to develop, document and maintain secure baseline
CIP-010-4 Table R1 - \version) intentionally installed; . Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
CIP-010-41.12 Configuration Change Functional | Intersects With Configurations CFG02 lthat are consistent with industry-accepted system hardening standards. 8
Management
[Any custom software installed; Mechanisms exist o develop, document and maintai secure baseine
CIP-010-4 Table R1 - . Secure Baseline ‘echnology Assets, Applications and/or Services (TAAS)
CIP-010-41.1.3 Configuration Change Functional | Intersects With Configurations CrG02 [ are consietant wih industry-accepted system hardening standards. 8
anagemen
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/Any logical network accessible ports; and [Mechanisms exist to develop, document and maintain secure baseline
CIP-010-4 Table R1 - Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
CIP-010-41.1.4 Configuration Change Functional | Intersects With Confiaurations CFG-02 that are consistent with industry-accepted system hardening standards. 8
anagemen
[Any security patches applied [Mechanisms exist to develop, document and maintain secure baseline
CIP-010-4 Table R1 - Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
CIP-010-4 1.1.5 Configuration Change Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards. 8
anagemen
‘CIP-0104 Toble R1- —[AUEhorizs and document changes that Gevite from e exsting baseline .  Configurat [Mechanisms exist to document, assess risk and approve or deny deviations
CIP-010-4 1.2 Change Functional | Intersects with | APPOYSE EARTOUIAtion | - cpG.02.7  fto standardized configurations 8
Management
For a change that deviates from the existing baseline configuration, update the [Mechanisms exist to review and update baseline configurations:(1) At least
CIP-010-4 Table R1 - |haseline configuration as necessary within 30 calendar days of completing the (2) When required due to so; or(3) As part of system component
CIP-010-4 1.3 Configuration Change Functional | Intersects With Reviews & Updates CFG-02.1 installations and upgrades. 8
anagement
CIP-010-4 Table R1 - |For a change that deviates from the existing baseline configuration: .  Configurat [Mechanisms exist to document, assess risk and approve or deny deviations
CIP-010-4 1.4 Configuration Change Functional Subset Of PO Ao ration | cFG-02.7  |to standardized configurations. 10
Management
Prior to the change, determine required Cyber security controls in CIP-005 and [Mechanisms exist to allow baseline controls to be specialized or customized
ICIP-007 that could be impacted by the change; lby applying a defined set of tailoring actions that are specific to:(1) Mission /
lbusiness functions;(2) Operational environment;(3) Specific threats or
CIP-010-4 Table R1 - \ulnerabilities; or(4) Other conditions or situations that could affect mission /
CIP-010-4 1.4.1 Configuration Change Functional Subset OF Baseline Tailoring CFG-02.9  |business success. 10
anagement
CIP-010-4 Table R1 - |Following the change, verify that required cyber security controls determined in Fecharisms eXist o appropristely Lest and document proposed changes i a
CIP-010-4 1.4.2 Configuration Change ~ [1.4.1 are not adversely affected; and Functional | Intersects with | Test: Validate & Document | * cyG.g5 5 jnon-production before changes are 8
Management anges lproduction environment.
CIP-010-4 Table R1 - |Document the results of the verification. [Mechanisms exist to document, assess risk and approve or deny dev
CIP-010-41.4.3 Configuration Change Functional Subset OF Approved Configuration | crG-02.7 to standardized configurations. 10
anagement
CIP-010-4 Table R1 - |Where technically feasible, for each change that deviates from the existing [Mechanisms exist to document, assess risk and approve or deny deviations
CIP0104 15 Configuration Change  |baseline configuration: Functional Subsetof | APProved Configuration | ¢G5 7 |to standardized configurations. 10
Management eviations
Prior to implementing any change in the production environment, test the Fecharisms GXist o Sppropriotely Lest and document proposed changes i a
lchanges in a test environment or test the changes in a production environment Inon-production fore changes are
CIP-010-4 Table R1 - |where the test is performed in a manner that minimizes adverse effects, that Test, Validate & Document lproduction environment.
CIP-010-4 1.5.1 Configuration Change  |models the baseline configuration to ensure that required cyber security controls |~ Functional | Intersects With Y anges CHG-02.2 8
Management lin CIP-005 and CIP-007 are not adversely affected; ant
Document the results of the testing and, If a test environment was Used, the Fecharisms eXist o SpproprStely Lest and document proposed changes i a
CIP-010-4 Table R1 - |differences between the test and the production Inon-producti fore changes are
CIP-010-4 1.5.2 Configuration Change [Including a description of the measures Used to account for any diferences in Functional | Intersects with | Test: Validate & Document | oo o [production enviranment. s
Management loperation between the test and production environments. nges
Prior to a change that deviates from the existing baseline configuration [Mechanisms exist to document, assess risk and approve or deny deviations
CIP-010-4 Table R1 - (3s50ciated with baseline items in Parts 1.1.1, 1.1.2, and 1.1.5, and when the . Approved Configuration lto standardized configurations.
CIP-010-4 1.6 Configuration Change  |method to do so i available to the Responsibie Enfity from the software source: | - Functional Subset Of Deviations CFG-02.7 10
anagemen
Verify the identity of the software source; and [Mechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:(1) Mission /
lbusiness functions;(2) Operational environment;(3) Specific threats or
CIP-010-4 Table R1 - \uinerabilities; or(4) Other conditions or situations that could affect mission /
CIP-010-4 1.6.1 Configuration Change Functional | Intersects With Baseline Tailoring CFG-02.9  |business success. 5
Management
Verify the identity of the software source; and [Mechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:(1) Mission /
lbusiness functions;(2) Operational environment;(3) Specific threats or
CIP-010-4 Table R - \ulnerabilities; or(4) Other conditions or situations that could affect mission /
CIP-010-4 1.6.1 Configuration Change Functional | Intersects With Baseline Tailoring CFG-02.9 |business success. 5
Management
[Verify the integrity of the software obtained from the software source. [Mechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to:(1) Mission /
lbusiness functions;(2) Operational environment;(3) Specific threats or
CIP-010-4 Table R - \ulnerabilities; or(4) Other conditions or situations that could affect mission /
CIP-010-4 1.6.2 Configuration Change Functional | Intersects With Baseline Tailoring CFG-02.9  |business success. 5
Management
Each Responsible Entity shall implement one or more documented process(es)
that collectively include each of the applicable requirement parts in CIP-010-4 § : §
CIP-010-4 R2 N/A [Table R2 - Configuration Monitoring. [Violation Risk Factor: Medium] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Horizon: Operations Planning].
Monitor at least once every 35 calendar days for changes to the baseline [Mechanisms exist to develop, document and maintain secure baseline
 CIP-010:4 Table R2 - configuration (as described in Requirement RI. Part 1.1). Document and § . Secure Baseline echnology Assets, Applications andor Services (TAAS)
CIP-010-4 2.1 Monitoring detected changes. Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards. 5
Monitor at least once every 35 calendar days for changes to the baseline [Mechanisms exist to review and update baseline configurations:(1) At least
 CIP-010:4 Table R2 - (as described in Part 1.1). Document and . lannually;(2) When required due to so; or(3) As part of system component
CIP-010-4 2.1 Nonttaring “detected ized changes. Functional | Intersects With Reviews & Updates CFG-02.1 [installations and upgrades. 8
Each Responsible Entity shall implement one or more documented process(es)
that collectively include each of the applicable requirement parts in CIP-010-3
CIP-010-4 R3 N/A [Table R3- Vulnerability Assessments. [Violation Risk Factor: Medium] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Horizon: Long-term Planning and Operations Planning]
C1p-010-4 Table R3 . |PLIeast once every 15 calendar months, conduct a paper or active vulnerabilty [Mechanisms exist to detect vulnerabilities and configuration errors by routine
-010- -010- - [assessment - vulnerability scanning of systems and applications.
CIP-010-43.1 Vulnerabilty Assesiments Functional Subset Of Vulnerability Scanning VPM-06 y g of sy: pp 10
CP-010-4 Table R3 . |PUnere technically feasible, at least once every 36 calendar months:
CIP-010-4 3.2 Vulnerabilty Assesiments Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Perform an active ina test or perform an [Mechanisms exist to detect vunerabilities and configuration errors by routine
lactive in a production where the test is vulnerability scanning of systems and applications.
CIP-010-43.2.1 CIP-010-4 Table R3 - |performed in a manner that minimizes adverse effects, that models the baseline | functional | Intersects With |  Vulnerability Scanning VPM.06 s
§ of the BES Cyber System in a production environment; and
Pocumsr the resilts of the Tssting and, s Tssk srulronement s used, e [Mechanisms exist to detect vuinerabilities and Configuration errors by routing|
0104 Table Ry . |differences between the te and the production vulnerability scanning of systems and applications.
-010-4 Table R3 - lincluding a description of The méasures weed o aceount or any differences in
CIP-010-4 3.2.2 Functional | Intersects With | Vulnerability Scannin: VPM-06 8
Vulnerability Assessments [operation between the test and production environments. . : " 9
Prior to adding a new applicable Cyber Asset to a production environment, [Mechanisms exist to detect vuinerabilities and Configuration errors by routing
perform an active vulnerabilty assesament of the new Cyber Asset, except for vulnerability scanning of systems and applications.
CIP-010-4 Table R3 - nd like r of the same type of Cyber
CIP-010-4 3.3 Vulnerability Assessments [ASSet with & baseline Configuration that models an existing baseline Functional | Intersects With |  Vulnerability Scanning VPM-06 8
5 or other existing Cyber Asset.
Document the results of the assessments conducted according to Parts 3.1, 3.2, [Mechanisms exist to detect vunerabilities and configuration errors by routine|
CP010.4 Table Rs . [219 3:3nd the action plan to remediate or mitigate vulnerabilies identifed in vulnerability scanning of systems and applications.
-010-4 Table R3 - the assessments including the planned date of completing the action plan and
CIP-010-4 3.4 Functional | Intersects With | Vulnerability Scannin: VPM-06 8
Vulnerability Assessments |the execution status of any remediation or mitigation action items . : i 9
Each Responsible Entity shall implement one or more documented information [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
Iprotection program(s) for BES Cyber System Information (BCSI) pertaining to implement and manage asset management controls.
“Applicable Systems” identified in CIP-011-3 Table R1 - Information Protection
Program that collectively includes each of the applicable requirement parts in
CIP-011-3 R1 R ICIP-011-3 Table R1 - Information Protection Program. [Violation Risk Factor: Functional Subset OF Asset Governance AST-01 10
Medium] [Time Horizon: Operations Planning]
Method(s) to identify BCSI. [Mechanisms exist to perform inventories of Technology Assets, Applications,
Services andior Data (TAASD) thaki(1) Accurately reflects the current TAASD
in use;(2) Identifies authorized software products, including business
liustification details;(3) Is at the level of granularity deemed necessary for
ltracking and :(4) Includes deemed
CIP-011-3 Table R1 - Inecessary to achieve effective property accountability; anaqs) Is available for
CIP-011-3 1.1 Information Protection Functional | Intersects With Asset Inventories AST-02 review and audit by designated organizational personnel. 5
Program
CIP-011-3 Table R1 - |Method(s) to protect and securely handle BCSI to mitigate risks of compromising Wechansres wxlsF o facliote on 1 Asset Waragemant (LAM) progrorm to
CIP-011-3 1.2 Information Protection  [confidentiality. Functional Subset OF Asset Governance AST-01  [implement and manage asset management controls. 10
rogram
CIP-011-3 Table R1 - |Method(s) to protect and securely handle BCSI to mitigate risks of compromising [Mechanisms exist to dentify and assess the security of Technology Assets,
CIP-011-3 1.2 Information Protection  [confidentiality. Functional | Intersects With |Asset-Service D AST-01.1 andor Services (TAAS) that support more than one critical 5
lbusiness function.
CIP-011-3 Table R1 - |Method(s) to protect and securely handle BCSI to mitigate risks of compromising [Mechanisms exist to facilitate the implementation of data protection controls.
CIP-011-3 1.2 Protection Functional | Intersects With Data Protection DCH-01 5
Program
CIP-011-3 Table R1 - |Method(s) to protect and securely handle BCSI to mitigate risks of compromising | [Mechanisms exist to facilitate the implementation of Endpoint Device
CIP-011-31.2 Information Protection  |confidentiality. Functional | Intersects With Endpoint Device END-01 [Management (EDM) controls. 8
Skt Management (EDM)
Each Responsible Entity shall implement one or more documented process(es)
that collectively include the applicable requirement parts in CIP-011-3 Table R2 - . § §
CIP-011-3 R2 N/A BES Cyber Asset Reuse and Disposal. [Violation Risk Factor: Lower] [Time Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Horizon: Operations Planning].
Prior Lo the release for reuse of applicable Cyber Assets that contain BCSI (excep] [Mechanisms exist to sanitize system media with the strength and integrity
CIP-011.3 Table R2 - BES |[OF reuse within other systems identified in the “Applicable Systems” column), lcommensurate with the classification or sensitivity of the information prior to
CP-011-32.1 Cyber Asset Reuse and _|the Responsible Entity shall take action to prevent the unauthorized retrieval of | Functional | Intersects With | System Media Sanitization | DCH-0g  |disposal, release out of organizational control o release for reuse. 5
BCS! from the Cyber Asset data storage media.
Prior to the disposal of appiicable Cyber Assets that contain BCSI, the [Mechanisms exist to ensure Technology Assets, Applications and/or Services
CIP-011.3 Table R2 - BES |Responsible Entity shall take action to prevent the unauthorized retrieval of BCSI (TAAS) are properly decommissioned so that data is properly transitioned to
CP-011-32.2 Cyber Asset Reuse and _|rom the Cyber Asset or destroy the data storage media Functional | Intersects with Decommissioning AST.30  |new systems or archived in accordance with applicable organizational 5
Disposal standards, as well as statutory, regulatory and contractual obligations.
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Each Responsible Entity shall develop one or more documented supply chain IMechanisms exist to develop a plan for Supply Chain Risk Management
lcyber security risk management plan(s) for high and medium impact BES Cyber (SCRM) associated with the development, acquisition, maintenance and
Systems and their associated Electronic Access Control or Monitoring Systems Supply Chain Risk disposal of Technology Assets, Applications and/or Services (TAAS), including
CIP-013-2 R1 N/A (EACMS) and Physical Access Control Systems (PACS). The plan(s) shall include: | Functional Subset Of | . ent (SCRM) Plan |  RSK-09  |documenting selected mitigating actions and monitoring performance 10
[Violation Risk Factor: Medium] [Time Horizon: Operations Planning] lagainst those plans.
[Gne or more process(es) used in planning for the procurement of BES Cyber [Mechanisms exist to facilitate the implementation of strategic, operational
Systems and their associated EACMS and PACS to identify and assess cyber land tactical risk management controls.
security risk(s) to the Bulk Electric System from vendor products or services
CIP-013-2 1.1 N/A resulting from: (i) procuring and installing vendor equipment and software; and Functional SubsetOf | Risk Management Program | RSK-01 10
(i) transitions from one vendor(s) to another vendor(s).
[Gne or more process(es) used in procuring BES Cyber Systems, and their
CIP-013-2 1.2 N/A |associated EACMS and PACS, that address the following, as applicable: Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
by the vendor of vendor-identified incidents related to the products [Mechanisms exist to compel External Service Providers (ESPs) to provide
lor services provided to the Responsible Entity that pose cyber security risk to the s . Inotification of actual or potential compromises in the supply chain that can
CP-01321.21 NA Responsible Entity; Functional | Intersects With ecurity Compromise TpM.05.1  |potentially affect or have adversely affected Technology Assets, Applications 5
i unctional ntersects Wit Notification Agreements land/or Services (TAAS) that the organization utilizes.
by the vendor of vendor-identified incidents related to the products Third-Party Incident [Mechanisms exist to ensure response/recovery planning and testing are
CP-013-21.2.1 N/A lor services provided to the Responsible Entity that pose cyber security risk to the|  Functional | Intersects With | Response & Recovery TPM-11  |conducted with critical suppliers/providers. 5
Responsible Entity; Capabilities
c Of responses to identified incidents related to the products [Mechanisms exist to provide cybersecurity and data protection incident
lor services provided to the Respons.me Entity that pose cyber security risk to the information to the provider of the Technology Assets, Applications andjor
CIP-013-21.2.2 N/A Responsible Entity; Functional Intersects With | Supply Chain Coordination | IRO-10.4 IServices (TAAS) and other organizations involved in the supply chain for 5
[TAAS related to the incident.
C Of responses to identified incidents related to the products Third-Party Incident [Mechanisms exist to ensure response/recovery planning and testing are
CP-013-21.2.2 NIA or services provided to the Respons.me Entity that pose cyber security risk to the|  Functional | Intersects With |  Response & Recovery TPM-11  |conducted with critical suppliers/providers. 5
Responsible Entity; apabilities
Notification by vendors when remote or onsite access should no longer be Revocation of Access [Mechanisms exist to revoke logical and physical access authorizations.
CP-013-21.2.3 N/A granted to vendor representatives: Functional | Intersects With oo 1AC20.6 3
Disclosure by vendors of known vunerabilities related to the products or services [Mechanisms exist to disclose information about vulnerabilities to relevant
lprovided to the Responsible Entity; stakeholders, including:(1) A description of the vulnerability(ies);(2) Affected
lproduct(s) and/or service(s);(3) Potential impact of the vulnerability(ies);(4)
CIP-013-21.2.4 NA Functional | Intersects With | Disclosure of ToA02.11 [Severity of the vulnerabilityies); and(5) Guidance to remediate the 3
Verification of software integrity and authenticity of all software and patches [Mechanisms exist to:(1) Evaluate security risks and threats associated with
Iprovided by the vendor for use in the BES Cyber System and their associated Supply Chain Risk [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
EACMS and PACS; and upply Chain Ris} [Take appropriate remediation actions to minimize the organization's
CIP-013-21.2.5 N/A Functional | Intersects With TPM-03 3
i/ unction: " Management (SCRM) lexposure to those risks and threats, as necessary.
[Coordination of controls for vendor-initiated remote access. [Mechanisms exist to:(1) Evaluate security risks and threats associated with
Supply Chain Risk [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
upply Chain Ris} [Take appropriate remediation actions to minimize the organization's
CIP-013-21.2.6 N/A Functional | Intersects With TPM-03 3
i uncti i Management (SCRM) lexposure to those risks and threats, as necessary.
Each Respans.me Entity shall implement its supply chain Cyber security fisk [Mechanisms exist to develop a plan for Supply Chain Risk Management
an(s) specified in R1. [Violation Risk Factor: (SCRM) associated with the development, acquisition, maintenance and
e TTme Horiron Operations Planning] Supply Chain Risk disposal of Technology Assets, Applications and/or Services (TAAS), including
CIP-013-2 R2 N/A Functional Equal Management (SCRM) plan |  RSK-09  [documenting selected mitigating actions and monitoring performance 10
lagainst those plans.
Each Responsible Entity shall review and obtain CIP Senior Manager or delegate [Mechanisms exist to develop a plan for Supply Chain Risk Management
lapproval of its supply chain cyber security risk management plan(s) specified in (SCRM) associated with the development, acquisition, maintenance and
Requirement R1 at least once every 15 calendar months. [Violation Risk Factor. upply Chain Risk disposal of Technology Assets, Applications and/or Services (TAAS), including
CIP-013-2 R3 N/A Medium] [Time Horizon: Operations Planning] Functional | Intersects With | . 2000 S M) plan | RSK-09  |documenting selected mitigating actions and monitoring performance 5
lagainst those plans.
Each Transmission Owner shall perform an initial risk assessment and
ofits stations and T
substations (existing and planned to be i service within 24 months) that meet
the criteria specified in Applicability Section 4.1.1. The initial and subsequent risk
consist of a analysis or
CIP-014-3 R1 N/A designed to identify the Tr station(s) and Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
that if rendered inoperable or damaged could result in instability, uncontrolled
separation, or Cascading within an Interconnection. [VRF: High; Time-Horizon:
Long-term Planning]
[Subsequent risk assessments shall be performed
- At least once every 30 calendar month for 2 Transmission Owner that has
identifed in s previous isk assessment (as verfied accor
) one or more Tr station
Substations that i rendered inoperabie o damaged could result n Instabilty,
luncontrolled separation, or Cascading within an Interconnection;
- At least once every 60 calendar months for a Transmission Owner that has not
identified in its previous risk assessment (as verified accordin . . .
CIP-01431.1 NA h ! o that f Functional | No Relationship NA N/A NA 0 INo applicable SCF control
rendered inoperable or damaged could result in instability, uncontrolled
separation, or Cascading within an Interconnection
[The Transmission Owner shall identify the primary control center that
CIP-014-3 1.2 N/A rols each station or T substation Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
identified in the Requirement R1 risk assessment.
Each Transmission Owner shall have an unaffiliated third party verify the risk
lassessment performed under Requirement R1. The verification may occur
CIP-014-3 R2 N/A [concurrent with or after the risk assessment performed under Requirement R1. Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
[VRF: Medium; Time-Horizon: Long-term Planning]
Each Transmission Owner shall select an unaffiliated verifying entity that is
either:
CIP-014-32.1 N/A e registered Planning Coordinator, Transmission Planner. or Refiability Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
+ An entity that has transmission planning or analysis experience.
[The unaffiliated third party verification shall verify the Transmission Owner’s risk
lassessment performed under Requirement R1, which may include
recommendations for the addition or deletion of a Transmission station(s) or
[Transmission substation(s). The Transmission Owner shall ensure the verification
CIP-014-3 2.2 N/A s completed within 90 catndar days folloaing the completion of the Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Requirement R1 risk assessment.
[FHhe unaffiated verifying entty that the T Gwner add
station(s) or to, or remove a
i station(s) or from, its
lunder Requirement R1, the Transmission Owner shall either, within 60 calendar
ldays of completion of the verification, for each recommended addition or
removal of a Transmission station or Transmission substation:
CIP-014-32.3 N/A + Modify its identification under Requirement R1 consistent with the Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
recommendation;
- Document the technical basis for not modifying the identification in accordance
with the recommendation
Each Transmission Owner shall implement procedures, such as the Use of
Inondisclosure agreements, for protecting sensitive or confidential information
CIP-014-3 2.4 N/A made available to the unaffiliated third party verifier and to protect or exempt Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
sensitive or confidential information developed pursuant to this Reliability
standard from public disclosure.
For 3 primary contral center(s) entied by the Transrmision Owner according (o
. Part 1.2 that a controls an identified
Trantiiesion Sation or Tranmission aubetation verified according to
Requirement R2, and b) is not under the operational control of the Transmission
lOwner: the Transmission Owner shall, within seven calendar days following
CIP-014-3 R3 N/A of R2, notify the Tr Operator that has Functional | No Relationship N/A N/A N/A o INo applicable SCF control
loperational control of the primary control center of such identification and the
ldate of completion of Requirement R2. [VRF: Lower; Time- Horizon: Long-term
Planning]
[ a Transmission station o Transmission substation previously identified under
R1 and verified according to Requirement R2 is removed from the
risk performed according to
Requirement R1 or a verification according to Requirement R2, then the
CIP-014-33.1 N/A [Transmission Owner shall, within seven ca\endar days following the verification Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Operator that has
operationsl control (otthe primary ool conter of he semov
Each Transmission Owner that identified a Transmission station, Transmission
substation, or a primary control center in Requirement R1 and verified according
to Requirement R2, and each Transmission Operator notified by a Transmission
lOwner according to Requirement R3, shall conduct an evaluation of the potential
threats and vulnerablities of a physical attack to each of thei respective
CIP-014-3 Ra N/A 3 rimary control Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Centert) eentire m Requirement R and veriied according to Requirement R2.
[The evaluation shall consider the following: [VRF: Medium; Time-Horizon
(Operations Planning, Long-term Planning]
[Unique characteristics of the identified and verified Transmission station(s),
CIP-014-34.1 N/A ITransmission substation(s). and primary control center(s): Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
Prior history of attack on similar facilities taking nto account the frequency,
CIP-014-3 4.2 N/A lgeographic proximity, and severity of past physical security related events; and Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
intelligence or threat warnings received from sources such as law enforcement,
the Electric Reliability Organization (ERO), the Electricity Sector Information : § i
CIP014-34.3 N/A Sharing and Analysis Center (ES-ISAC), U.S. federal and/or Canadian Functional | No Relationship N/A N/A NA 0 INo applicable SCF control
lgovernmental agencies, or their successors.
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CIP-014-3 RS

N/A

Each Transmission Owner that identified a Transmission station, Transmission
lsubstation, or primary control center in Requirement R1 and verified according to
Requirement R2, and each Transmission Operator notified by a Transmission
lOwner according to Requirement R3, shall develop and implement a documented
Iphysical security plan(s) that covers their respective Transmission station(s),
[Transmission substation(s), and primary control center(s). The physical security
Iplan(s) shall be developed within 120 calendar days following the completion of
Requirement R2 and executed according to the timeline specified in the physical
security plan(s). The physical security plan(s) shall include the following
attributes: [VRF: High; Time-Horizon: Long-term Planning]

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-35.1

N/A

Resiliency or security measures designed collectively to deter, detect, delay,
lassess, communicate, and respond to potential physical threats and
\vulnerabilities identified during the evaluation conducted in Requirement R4.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-35.2

N/A

Law enforcement contact and coordination information.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-35.3

N/A

[Atimeline for executing the physical security enhancements and modifications
|specified in the physical security plan.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-35.4

N/A

Provisions to evaluate evolving physical threats, and their corresponding security
Imeasures, to the station(s), or primary
control center(s).

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-3 R6

N/A

Each Transmission Owner that identified a Transmission station, Transmission
substation, or primary conirol center n Requiremen R1 and verifed according to
Requirement R2, and each Transmission Operator notified by a Tr
(Owner accarding to Requirement R3, shall nae an unafiiated third party review
the evaluation performed under Requirement R4 and the security plan(s)
[developed under Requirement RS. The review may occur concurrently with or
lafter completion of the evaluation performed under Requirement R4 and the
security plan development under Requirement RS. [VRF: Medium; Time-Horizon:
Long-term Planning]

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-3 6.1

N/A

Each Transmission Owner and Transmission Operator shall select an unaffiliated

third party reviewer from the following

- An entity or organization with electric industry physical security experience and|

[whose review staff has at least one member who holds either a Certified

protection Professional (CPP) or Physical Security Professional (PSP) certification.
or organization approved ER(

+ A governmental agency with physical se(unty expertise.

- An entity or organization with demonstrated law enforcement, government, or

Imilitary physical security expertise.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-3 6.2

N/A

[The Transmission Owner or Transmission Operator, respectively, shall ensure
that the unaffiliated third party review is completed within 90 calendar days of
lcompleting the security plan(s) developed in Requirement RS. The unaffiliated
third party review may, but is not required to, include recommended changes to
the evaluation performed under Requirement R4 or the security plan(s)
developed under Requirement RS.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-3 6.3

N/A

[ the unaffiliated third party reviewer recommends changes to the evaluation
performed under Requirement Rd or security plan(s) developed under

rator shall, within
60 calendar days of the completion of the Onafiiated v § arty review, or each
recommendati

. Modlfy 15 evaluation or securlty plan(s) consistent with the recommendation;
jor

- Document the reason(s) for not modifying the evaluation or security plan(s)
lconsistent with the recommendation,

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

CIP-014-3 6.4

N/A

Each Transmission Owner and Transmission Operator shall implement

ch as the use of for protectin
sensitive or confidential information made available to the unaffiliated third party|
reviewer and to protect or exempt sensitive or confidential information
[developed pursuant to this Reliability Standard from public disclosure.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control
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