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Rationale p o Control Descri

(a) This part implements policy, assigns responsiblities, establishes INo applicable SCF control

requirements, and provides procedures, consistent with E.O. 12829, “National

industrial Security Program”; E.O. 10865, “Safeguarding Classified Information

within Industry”; 32 CFR part 2004; and DoD Instruction (DoDI) 5220.22, * NISP”

(available at

§117.1(a) Purpose. d.wh: DD Pdf? | Functional | No Relationship N/A N/A N/A 0
lver=2018-05-01-073158-710) for the protection of classified information that is

disclosed to, or developed by contractors, licensees, grantees, and certificate

lholders of the U.S. Government (USG) (referred to in this part as contractors)

[(b) This part, also in accordance with E.O. 12829, E.O. 13587, Structural Reforms [No applicable SCF control
[To Improve the Security of Classified Networks and the Responsible Sharing and
[Safeguarding of Classified Information”; E.O. 13691, “Promoting Private Sector
(Cybersecurity Information Sharing”; E.O. 12333, “United States Intelligence
|Activities”; 42, U.5.C. 2011 et seq. (also known as and referred to in this part as
the “(AEA) of 1954, as amended); " 50 U.S.C. Ch. 44 (also known as the “National
§117.1(b) Purpose. [Security Act of 1947, as amended); 50 U.5.C. 3501 et seq. (also known as the Functional | No Relationship N/A N/A NA 0
|“Central Intelligence Agency Act of 1949," as amended); Pub. L. 108-458 (also
[known as the “Intelligence Reform and Terrorism Prevention Act of 2004"); and
32 CFR part 2004

[(1)Prescribes industrial security procedures and practices, under E.O. 12829 o [No applicable SCF control
lsuccessor orders, to safeguard USG classified information that is developed by or § .
§117.1(b)(1) Purpose. ldisclosed to contractors, licensees, and grantees of the USG. Functional | No Relationship NA N/A NA 0
[(2) Prescribes requirements, restrictions, and other safeguards to prevent [No applicable SCF control
§117.1(b)(2) Purpose. lunauthorized disclosure of classified information and protect special classes of Functional | No Relationship NA N/A NA 0

(classified information.

(3] Prescribes that contractors will implement the provisions of this part no later INo appiicable SCF control
§117.10)3) Purpose. than 6 months from the effective date of this part and after any future published |  Functional | No Relationship NA NA NA 0
lchanges.
5117.2(a) Applicability. [(a) This part applies to: Functional | No Relationship N/A N/A N/A 0 oenaliceEl=tSeReontR]
(1) The Office of the Secretary of Defense, the Military Departments, the Office of| INo appiicable SCF control

the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant

ICommands, the Office of the Inspector General of the Department of Defense,

§117.2(a)(1) Applicability. the Defense Agencies, the DoD Field Activities, and all other organizational Functional | No Relationship N/A N/A N/A 0
lentities within the DoD (referred to collectively in this part as the “DoD

|Components").

[(2) Al executive branch departments and agencies [No applicable SCF control

§117.2(2)(2) Applicability. Functional | No Relationship N/A N/A N/A 0

[(3) All industrial, educational, commercial, or other non-USG entities granted [No applicable SCF control
§117.2(2)3) Applicability. laccess to classified information by the USG executive branch departments and Functional | No Relationship NA N/A N/A o

lagencies or by foreign governments.

(@) The release of classified information by the USG to contractors, who are [No applicable SCF control

Irequired to safeguard classified information released during all phases of the

lcontracting, licensing, and grant process, including the preparation and

lsubmission of bids and proposals, negotiation, award, performance, and

§117.2(a)(4) Applicability. termination. It also applies to classified information not released under a Functional | No Relationship N/A N/A N/A 0
lcontract, license, certificate or grant, and to FGI furnished to contractors that

Irequires protection in the interest of national security.

§117.2(b) Applicability. () This part does not: Functional | No Relationship NA N/A NA 0 [T CTE T Bl i)

[(1) Limit in any manner the authority of USG executive branch departments and [No applicable SCF control
lagencies to grant access to classified information under the cognizance of their

[department or agency to any individual designated by them. The granting of
§117.2(b)(1) Applicability. lsuch access is outside the scope of the NISP and is accomplished pursuant to Functional | No Relationship NIA N/A NIA 0
E.O. 12968, E.O. 13526, E.O. 13691, the AEA, and applicable disclosure policies.

[(2) Apply to criminal proceedings in the courts or authorize contractors or their

lemployees to disclose classified information in connection with any criminal

Iproceedings. Defendants and their representative in criminal proceedings in U.S.

District Courts, Courts of Appeal, and the U.S. Supreme Court may gain access to

§117.2(6)(2) Applicability. (classified information in accordance with 18 U.5.C. Appendix 3, Section 1, also Functional | No Relationship N/A N/A N/A 0
[known as and referred to in this part as the “Classified Information Procedures

/Act,” as amended

ble SCF control

[(a) Acronyms. Unless otherwise noted, these acronyms and their terms are for [No applicable SCF control

§117.3(a) Acronyms and Definitions. |¢f ‘o0t e Functional | No Relationship NA N/A N/A 0

[(b) Definitions. Unless otherwise noted, these terms and their definitions are for [N applicable SCF control
§117.3(b) Acronyms and Definitions. |y s ouoocer of this part. Functional | No Relationship NA N/A N/A 0

E.0. 12829 established the NISP to serve as a single, integrated, cohesive [No applicable SCF control
§117.4n/a Policy. industrial security program to protect classified information and preserve our Functional | No Relationship N/A N/A N/A 0

Nation's economic and technological interests.

(@) When contracts, licenses, agreements, and grants to contractors require
laccess to classified information, national security requires that this information §
§117.4(a) Policy. lbe safeguarded in a manner equivalent to its protection within the executive Functional | No Relationship N/A N/A N/A o
lbranch of the USG.

[(b) National security requires that the industrial security program promote the INo appiicable SCF control
leconomic and technological interests of the United States. Redundant, §
§117.400) Policy overlapping, or unnecessary requirements impede those interests, Functional | No Relationship NA NA NA 0

[The information collection requirements are: [No applicable SCF control

§117.5n/a Information collections. Functional | No Relationship N/A N/A NA 0
(@) Standard Form [SF) 325 “Certfcate Pertaining To Foreign Iterest” (avallable [No applicable SCF control
" e aesianad Office of Management and Budget (OMB) Control
Number 0704-0579. The expiration date of this information collection is listed in
§117.5(a) Information collections. ~ i "0 SRR Collections Syster at Functional | No Relationship NA N/A NA 0
t:
[(b) NRC collection. “Facility Security Clearance and Safeguarding of National [No applicable SCF control
[Security Information and Restricted Data,” is assigned OMB Control Number:
13150-0047. Under this collection, NRC-regulated facilities and other
§117.5(b) Information collections.  [organizations are required to provide information and maintain records to ensure|  Functional | No Relationship NA N/A N/A 0
that an adequate level of protection is provided to NRC-classified information and|
Imateriat
[(c) DOE collection. “Security,” a NISP CSA information collection, is assigned [No applicable SCF control

IOMB Control Number: 1910-1800. This information collection, which includes
facility security clearance information, is used by the DOE to exercise
Imanagement, oversight, and control over its contractors’ management and
loperation of DOE's Government-owned contractor-operated facilties, and over
its offsite contractors. The contractor management, oversight, and control
ffunctions relate to the ways in which DOE contractors provide goods and services
§117.5() Information callections. - for DOE organizations and activtis in accordance withthe terms of their Functional | No Relationship N/A N/A N/A 0
contracts and the applicable statutory, regulatory, and mission suppo

liected from private mdustl"/ and|
lprivate naiduals = vead o prole(l national security and critical assets
lentrusted to the Department.

[(d) DoD collection. "National Industrial Security System,” a CSA information [No applicable SCF control

(collection, is assigned OMB Control Number: 0704-0571. Department of Defensel

(OD) Form 254, "Contract Security Classification SPmﬁ:amun. (available at:

pdf), is

lassigned OMB Conlrcl Number 0704-0567 in acccrdance with the, procedures in

[Volume 2 of DoD Manual (available at:
d.wh:

uments/DD/issuances/dodi _vol2
Ipdf?ver=2018-08-01-114445-000) and (DoDM) 8910.01, “DoD Information

couecuons Manual: Procedures for DoD Public Information Collections” (available
§117.5(d) Information collections. Functional | No Relationship N/A N/A N/A 0
m_vol

[2.pdf?ver=: 2017 06-20-125411-733). The expuanon date of his lnformatmn -
lcollection is listed in the DoD Information Collections System

(e) CIA collection. The CIA Is exempt from reporting information collections for [No applicable SCF control
the purposes of this part in accordance with paragraph 8.a. (2)(d) of Enclosure 3
§117.5(e) Information collections. ~ [0f Volume 2 “f'?"a”‘ 8910.01 (available at: Functional | No Relationship N/A N/A N/A 0

DDJissuan 1m_vol
[2.pdf?ver=2017-06-20-125411-733).

[(a) Under Secretary of Defense for Intelligence & Security (USD(I&S)). The [No applicable SCF control

§117.6(a) Responsibilities. [USD(I&S), on behalf of the Secretary of Defense, and in accordance with .. Functional | No Relationship N/A N/A N/A 0
12829, 32 CFR part 2004, and DoDI 5220.22:

(1) Carries out the direction in section 201 of E.O. 12829 that the Secretary of [No applicable SCF control

Defense issue and maintain this part and changes to it. USD(I&S) does 5o in

lconsultation with all affected agencies (E.O. 12829 section 201), with the

lconcurrence of the Secretary of Energy, the Chairman of the NRC, the DNI, and

§117.6(2)(1) Responsibilities. the Secretary of Homeland Security (E.0.12829 section 201), and in consultation |  Functional | No Relationship A A (R ©
1500 (E.O. 12829 section 102)

§117.6)2) Responsibilites. [(2) Acts as the CSA for DoD Functionalll [N Feietensrip A D A 3 INo applicable SCF control
(3] Provides policy and management of the NISP for non-DoD executive branch [No applicable SCF control
lagencies who enter into inter-agency security agreements with DoD to provide

117,603 R bilties. industrial security services required when classified information is disclosed to Faneona i MRt A A A 0

S17.6@)3) esponsibilities lcontractors in accordance with E.O. 12829, as amended. unctiona! S & & &

o1 Direclr, DCSA. Under the authorty, declion and cortrr of the USDUGS), [No applicable SCF control
land in accordance with DoDI 5220.22 and DoD Directive (DoDD) 5105.4:

§117.6(b) Responsibilities. Defense Security Service (0SS5)" (avalable at: |~ esidodd510542p.pa?| | FUNCON3I | No Relationship NA N/A N/A 0
Ver=2019.01.14.00012.283) the Director, DCSA

1176000 Responsibiliies. (1) Oversees and manages DCSA, which serves as the DoD SO, Functional | No Relationship A D A 5 INo applicable SCF control
(2) Administers the NISP as a separate program element on behalf of DoD GCAS INo applicable SCF control

§117.6(b)(2) Responsibilities. land those agencies with agreements with DoD for security services. Functional No Relationship N/A N/A N/A 0
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(3) Provides security oversight of the NISP as the DoD CSO on behalf of DoD
lcomponents and those non-DoD executive branch agencies who enter into
lagreements with DoD as noted in paragraph (a)(3) of this section. The Director,
DCSA, will be relieved of this oversight function for DoD special access programs
(SAPs) when the Secretary of Defense or the Deputy Secretary of Defense

INo applicable SCF control

Iprovide an implementation plan to the CSA for executing the insider threat
Iprogram across the entity family.

§117.6(b)(3) Responsibilities. ;gf{mvt aac‘::‘:::‘ provision in accordance with DoDD 5205.07, “DoD SAP Functional | No Relationship N/A N/A N/A 0
icy” (avai
d.wh: Documents/DD/issuances/dodd pdf?
Ver=2020-02-04-142942-827)
5117.6(c) Responsibilities ) Secretary ‘S’;fr”;’a% a‘,";d“‘"“" to the responsibllities in paragraph (h) of this| £\ tional | No Relationship. N/A N/A N/A 0 (oS EE
(D). Prescribes procedures for the portions of this part pertaining to information - [No applicable SCF control

§117.6()(1) Responsibilities. (Classified under the AEA (... (RD). (FRD). and TN Functional | No Relationship N/A N/A N/A 0

S117.6002) Responsibities, [(2) Retains authority over access to information Classified under the AEA. Functionall || No Refationship e o o o [No applicable SCF control
[(3) Inspects and monitors contractor, licensee, certificate holder, and grantee [No applicable SCF control

§117.6(0)(3) Responsibilities. lprograms and facilities that involve access to information classified under the Functional | No Relationship N/A N/A N/A o
[AEA, as necessary.

§117.6(d) Responsibilities. (e Chaitman of the NRC. In addition to the responsibilities in paragraph (h) of Functional | No Relationship NA N/A NA 0 olenaliceElEiSeReontn]

(1) Prescribes procedures for the portions of this part that pertain to information [No applicable SCF control
(classified under the AEA to include functions overseeing reactor safety and
§117.6(0)(1) Responsibilities. lsecurity; administering reactor licensing and renewal; licensing radioactive Functional | No Relationship NA NA NA &
Imaterials; radionuclide safety; and managing the storage, security, recycling,
land disposal of spent fuel.

§117.6(d)(2) Responsibilities. ‘fn’aifi?'&ii‘!‘;Q‘{.{’Ei?;;?;;“ information under NRC programs classified Functional | No Relationship . o o o [No applicable SCF control
[(3) Inspects and monitors contractor, licensee, certificate holder, and grantee [No applicable SCF control
lprograms and facilities that involve access to information under NRC programs § §

§117.6(d)(3) Responsibilities lassified pursuant to the AEA and 10 CFR part 95 where appropriate. Functional | No Relationship N/A N/A N/A 0
(@) Director of National Intelligence. In addition to the responsibilities in [No applicable SCF control

§117.6(e) Responsibilties. [paragraph (h) of this section, the Director of National Intelligence: Functional | No Relationship N/A N/A N/A o

(D) Prescribes procedures for the portions of this part pertaining to intelligence [No applicable SCF control

§117.6(e)(1) Responsibilities. [sources, methods, and activities, including, but not limited to, SCI Functional | No Relationship N/A N/A N/A 0

§117.6(e)(2) Responsibilities. 1"22‘55%‘; aluthmy over access to intelligence sources, methods, and activities, | o oo™ | o Refationship o o o o [No applicable SCF control
[(3) Provides guidance on the security requirements for intelligence sources and INo applicable SCF control

§117.6(e)(3) Responsibilities methods of information. including, bt not limited to, SC1. Functional | No Relationship NIA N/A NIA 0
(7 Secretary of Homeland Security. In accordance with E.O. 12829, E.O. 13691, INo appiicable SCF control

§117.6(1) Responsibilities land in addition to the responsibilities in paragraph (h) of this section, the Functional | No Relationship NA N/A N/A o

Secretary of Homeland Security:

R Responsibiliies. (1) Prescribes procedures for the portions of this part that pertain to the CCIPP. Functional | No Refationship B o B 2 INo appiicable SCF control

[ERp— Responsibiliies. [(2) Retains authority over access to information under the CCIPP. Functional | No Relationship o e B 2 INo appiicable SCF control
[(3) Inspects and monitors contractor, licensee, certificate holder, and grantee INo applicable SCF control

5117.6(1)(3) Responsibilities lbrograms and faciities that involve access to CCIPP. Functional | No Relationship N/A N/A NIA 0

§117.6(0) Responsibilities. (@) All the CSA heads. The CSA heads: Functional | No Refationship B o B 2 INo applicable SCF control
1176010 Responsibilities. () Oversee the securly of classified contracts and activities under their purview.| ¢ o ™I e oo o B o B 2 INo appiicable SCF control
1176012 Responsibiliies. [(2) Provide oversight of contractors under their security cognizance. Functional | No Refationship B e B 2 INo appiicable SCF control

[(3) Minimize redundant and duplicative security review and audit activities of INo appiicable SCF control

§117.6(9)(3) Responsibilities. lcontractors, including such activities conducted at contractor locations where Functional No Relationship N/A N/A N/A 0
Imultiple CSAs have equities.

§117.6(g)(4) Responsibilities. ‘rg)dE::;‘,ﬁiﬁZpd'z;ﬂ:;fe"r‘gj;?f"“ and inter-agency agreements to avoid Functional | No Relationship NA N/A NA 0 [NolennlicsticteCReonER]

117.60)5) Responsibilties. (5) Designate one or more CSOs for security administration Functional | No Refationship B e B o INo appiicable SCF control
[(6) Designate subordinate officials, in accordance with governing policies, to act INo appiicable SCF control

§117.6(9)(6) Responsibilities 35 the authorizing offical. Authorizing oficials wil Functional | No Relationship N/A N/A N/A 0

S117.6()6N0) Responsibiites. 4‘:(::;?'50?:;:&:‘?.19 Contractors to process classified information on Functional | No Refationship B e B o INo appiicable SCF control
() Conduct oversight of such information system processing, and provide INo appiicable SCF control
information system security guidelines in accordance with Federal information
Isystem security control policies, standards, and procedures. Minimize redundant

§117.6(9)(6)1ii) Responsibilities. land duplicative security review and audit activity of contractors, including such Functional | No Relationship N/A N/A N/A 0
lactivity conducted at contractor locations where multiple CSAs have equities.

117,600 Responsibilties. {Cr;)"?:omnggcent Peads. T accordance Wih appicable CSA direction, the Functional | No Relationship B e B o INo appiicable SCF control
S117.600(1) Responsibilties. {dle)sg\:'eartseeec(omphan(e With procedures identified by the appiicable CSA or Functional | No Refationship B B e o INo applicable SCF control
S117.6002) Responsibiities, ) Provide aversight of cantractr personnel Visiing or working o USG i I [ Rereteratin o B o o INo applicable SCF control

(3) Promptly apprise the CSO of information received or developed that could INo applicable SCF control
ladversely affect a cleared contractor, licensee, or grantee, and their employees,

§117.6(0)(3) Responsibilities. to hold an FCL or PCL, or that otherwise raises substantive doubt about their Functional | No Relationship NA NA NA o
lability to safeguard ciassified information entrusted to them.

(@) Propose changes to this part as deemed appropriate and provide them to the INo appiicable SCF control

§117.6(h)(4) Responsibilities lapplicable CSA for submission to the OUSD(I&S) Counterintelligence, Law Functional | No Relationship N/A N/A N/A 0
Enforcement and Security Directorate

§117.6() Responsibilities. (i) Director, 1S00. The Director, 1S00: Functional | No Relationship N/A N/A N/A 0 [No applicable SCF control
117,600 Responsiblities, (D Oersees the NSIP and agency compliance With . n accordance Wih £.0 roncione [ Rereeranin o - o o INo applicable SCF control

[(2) Issues and maintains the NISP implementing directive (32 CFR part 2004), in INo applicable SCF control

§117.6(1)(2) Responsibilities. laccordance with E.O. 12829, to provide guidance to the CSAs and USG agencies Functional No Relationship N/A N/A N/A 0
lunder the NISP.

[(3) Chairs the NISP Policy Advisory Committee. Addresses complaints and INo applicable SCF control

§117.6()(3) Responsibilities suggestions rom cantractors, a5 detailed i the NISP Palicy Advisory Committee | Functional | No Relationship N/A N/A N/A o

ylaws.
[(a) General. Contractors will protect all classified information that they are INo applicable SCF control

§117.7 (a) Procedures. Iprovided access to or that they possess. This responsibility applies at both Functional | No Relationship N/A N/A N/A 0

lcontractor and USG locations.
[(b) Contractor Security Officials. Contractors will appoint security officials who INo applicable SCF control

5117.7 (b) Procedures. i;‘ﬁ( citzens, except n exceptional circumstances (see § 117.9(m) and § Functional | No Relationship N/A N/A N/A 0

e)

$117.7 X1 procedures (D Appointed security ofcals sted in paragraphs B1(2) (5)(3). and (B1@) of roncione I [ Rereteratin o o o o INo applicable SCF control
[() Oversee the implementation of the requirements of this rule. Depending upon INo applicable SCF control
the size and complexity of the contractor's security operations, a single

§117.7 (b)(1)(i) Procedures. lcontractor employee may serve in more than one position. Functional | No Relationship N/A N/A N/A 0
(i) Undergo the same security training that is required for all other contractor INo applicable SCF control

§117.7 (b)(1)(ii) Procedures. lemployees pursuant to §117.12, in addition to their position specific training Functional | No Relationship N/A N/A N/A 0

i i i h N -

$117.7 ()i procedures @ Besti\e:g‘r;aatned in writing with their designation documented in accordance Functionall | No Refationship o - - o INo applicable SCF control
uv) Undergo a personnel securiy invesfigation and national security elgibilty INo applicable SCF control
ldetermination for access to classified information at the level of t

§117.7 (b)(1)iv) Procedures. clgibility determination for aceass to classified information (6.6, FCL vl and Functional | No Relationship NA NA NA o
lbe on the KMP list for the cleared facility.

[(2) SMO. The SMO is the contractor's official responsible for the entity policy INo applicable SCF control
land strategy. The SMO is an entity employee occupying a position in the entity

with ultimate authority over the facility’s operations and the authority to direct

lactions necessary for the safeguarding of classified information in the facility.

[This includes the authority to direct actions necessary to safeguard classified

§117.7 (b)(2) Procedures. information when the access to classified information by the facility’s employees Functional No Relationship N/A N/A N/A 0
is solely at other contractor facilities or USG locations. The SMO will

s i N -

§117.7 (0)(2)(0) Procedures. ‘v‘v’,j";“ge,;gj‘:;;g:g‘;;;“h?;";:‘gs a system of securlty controls in accordance Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
(i) Appoint a contractor employee or employees, in writing, as the F5O and INo applicable SCF control
lappoint the same employee or a different employee as the ITPSO. The SMO may

§117.7 (b)(2)(ii) Procedures. sppoint 3 single employee for bothroles or may appoint one employee as the Functional | No Relationship NIA NIA NIA 4

FSO and a different employee as the ITPSO.

§117.7 ()20 procedures. [tiiy Remain fully informed of the facility's classified operations. Functional | No Relationship WA NA WA o [No applicable SCF control
[(iv) Make decisions based on classified threat reporting and their thorough INo applicable SCF control
knowledge, understanding, and appreciation of the threat information and the

§117.7 (b)(2)(iv) Procedures. lpotential Impacts caused by a loss of classified information. Functional | No Relationship N/A N/A NIA 0
[(v) Retain accountability for the management and operations of the facility INo applicable SCF control

§117.7 (b)(2)(v) Procedures. |without delegating that accountability to a subordinate manager. Functional No Relationship N/A N/A N/A 0

X - =

§117.7 (0)3) Procedures (3) FSO. The FSO will Functional | No Relationship NA N/A NA 0 o applicable SCF control
[() Supervise and direct security measures necessary for implementing the INo applicable SCF control

§117.7 (0)3)(0) Procedures. lapplicable requirements of this part and the related USG security requirements Functional | No Relationship NA NIA NIA 0
to ensure the protection of classified information.

§117.7 (O3 procedures () Complete security traiing pursuant o §117.12 and 25 deemed appropriate Functional | No Relationship o o o o INo applicable SCF control

; =

$117.7 (O procedures [(4) ITPSO. The ITPSO will establish and execute an insider threat program. Functional | No Relationship - - o o INo applicable SCF control
(1 the appointed ITPSO [s not lso the FSO, the TTPSO wil ensure that the FSO INo applicable SCF control

§117.7 (b)(4)(i) Procedures. is an integral member of the contractor’s insider threat prograi Functional No Relationship N/A N/A N/A 0

§117.7 (o)A procedures [(i) The ITPSO will complete training pursuant to §117.12. Functional | No Relationship - - - o [No applicable SCF control
(i) An entity family may choose to establish an entity family-wide insider threat [No applicable SCF control
lprogram with one senior official appointed, in writing, to establish, and execute
the program as the ITPSO. Each cleared entity using the entity-wide ITPSO must

§117.7 (o)(a)(i) procedures separately appoint that person as its ITPSO for that facility. The ITPSO will Functional | No Relationship e e e o
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§117.7 (b)(5)

Procedures.

[(5) 1SSM. Contractors who are b classified information on an
information system located at the cantractor faclity will appolnt an empiayee to
serve as the ISSM. The ISSM must be eligible for access to classified information
to the highest level of the information processed on the system(s) under their
Iresponsibility. The contractor will ensure that the ISSM is adequately trained
land possesses technical competence commensurate with the complexity of the
lcontractor's classified information system. The contractor will notify the
lapplicable CSA if there is a_change in the ISSM. The ISSM will oversee
ldevelopment, implementation, and evaluation of the contractor's classified
information system program. ISSM responsibilities are in § 117.18.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

§117.7 (b)(6)(i)

Procedures.

[(6) Employees performing security duties. Those employees whose official duties
include performance of NISP- related security functions will complete security
training tailored to the security functions performed. This training requirement
lalso applies to consultants whose official duties include security functions.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (c)

Procedures.

[(C) Other KMP. In addition to the SMO, the FSO, and the TPSO, the contractor will
include on the KMP list, subject to CSA concurrence, any other officials who either|
lhold majority interest or stock in the entity, or who have direct or indirect
lauthority to influence or decide issues affecting the management or operations
of the contractor or issues affecting classified contract performance. The CSA
Imay either:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 ()(1)

Procedures.

[(1) Require these KMP to be determined to be eligible for access to classified
information as a requirement for the entity’s eligibility determination or;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 ()(2)

Procedures.

[(2) Allow the entity to formally exclude these KMP from access to classified
information. The entity’s governing board will affirm the exclusion by issuing a
fformal action (see table), and provide a copy of the exclusion action to the CSA.
[The_entity’s governing board will document this exclusion action. See TABLE 1
[TO PARAGRAPH (c)(2)—EXCLUSION RESOLUTIONS

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (d)

Procedures.

[(d) Insider Threat Program. Pursuant to this rule and CSA provided guidance to

ique CSA mission the contractor will establish and
Imaintain an insider threat program to gather, integrate, and report relevant and
[available information indicative of a potential or actual insider threat, consistent
lwith E.O. 13587 and Presidential Memorandum *National Insider Threat Policy
land Minimum Standards for Executive Branch Insider Threat Programs.”

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5117.7 (e)

Procedures.

[(e) Standard practice procedures. The contractor will implement all applicable
Iprovisions of this rule at each of its cleared facility locations. The contractor will
lprepare written procedures when the CSA determines them to be necessary to
reasonably exclude the possibility of loss or compromise of classified information,|
land in accordance with additional CSA- provided guidance, as applicable.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 ()

Procedures.

[(F) Cooperation with Federal agencies. Contractors will cooperate with Federal
lagencies and their officially credentialed USG or contractor representatives
lduring official reviews, investigations concerning the protection of classified
information, or personnel security investigations of present or former employees
land others (e.g.. consultants or visitors). At a minimum, cooperation includes:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (A)(1)

Procedures.

[(1) Providing suitable arrangements within the facility for conducting private
interviews with employees during normal working hours;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (A(2)

Procedures.

[(2) Providing, when requested, relevant employment or personnel files, security
Irecords, supervisory files, records pertinent to insider threat (e.g., security,
lcybersecurity, and human resources) and any other records pertaining to an
individual under investigation that are, in the possession or control of the
lcontractor or the contractor’s representatives or located in the contractor’s

loffi

=

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (A(3)

Procedures.

[(3) Providing access to employment and security records that are located at an
offsite location; and

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 ()(4)

Procedures.

[(@) Rendering other necessary assistance

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (g)

Procedures.

[(9) Security training and briefings. Contractors will advise all cleared employees,
including those assigned to USG locations or operations outside the United
States, of their individual responsibility for classification management and for
lsafeguarding classified information. Contractors will provide security training to
(cleared employees consisting of initial briefings, refresher briefings, and
(debriefings in accordance with § 117.12. United States, of their individual

for and for classified
Contractors wil provide securiy training to cleared amployees
[consisting of initial briefings, refresher briefings, and debriefings in accordance
with § 117.12

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)

Procedures.

[(h) Security reviews

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)(1)

Procedures.

[(1) USG reviews. The applicable CSA will conduct recurring oversight reviews of
[contractors’ NISP security programs to verify that the contractor is protecting
(classified information and implementing the provisions of this rule. The
[contractor’s participation in the security review is required for maintaining the
lentity’s eligibility for access to classified information

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.7 (h)(1)(i)

Procedures.

[() Review cycle. The CSA will determine the scope and frequency of security
reviews, which may be increased or decreased consistent with risk management
Iprinciples.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)(1)(ii)

Procedures.

(i) Procedures!

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)(L)(ii)(A)

Procedures.

[(A) The CSA will generally provide notice to the contractor of a forthcoming
Ireview, but may also conduct unannounced reviews at its discretion. The CSA
lsecurity review may subject contractor employees and all areas and receptacles
lunder the control of the contractor to examination.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (N)(L)(ii)(B)

Procedures.

[(B) The CSA will make every effort to avoid unnecessary intrusion into the
[personal effects of contractor personnel.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (N)(L)(ii)(C)

Procedures.

[(C) The CSA may conduct physical examinations of the interior space of
[containers not authorized to secure classified material. Such examinations will
[always be accomplished in the presence of a representative of the contractor.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)(1)(iil)

Procedures.

i) Controlled unclassified information (CUI. 32 CFR part 2002 requires
lagencies to implement CUI requirements, but compliance with CUI requirements
is outside the scope of the NISP and this part. However, CSAs may conduct CUI
lassessments in conjunction with NISP USG reviews when

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)(1)(ii)(A)

Procedures.

[(A) The Contractor s a participant in the NISP based on a requirement to access
classified information;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)(1)(iii)(B)

Procedures.

[(B) A classified contract under the CSA's cognizance includes provisions for
laccess to, or protection or handling of, CUI; an:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (R)(1)(iii)(C)

Procedures.

[(C) The CSA has provided the contractor with specific guidance regarding the
lassessment criteria and methodology it wil use for overseeing protection of the
ICUI being accessed, stored or transmitted by the contractor as part of the
classified contract.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.7 (h)(2)

Procedures.

[(2) Contractor reviews. Contractors will review their security programs on a
[continuing basis and conduct a formal self-inspection at least annually and at
intervals consistent with risk management principles.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.7 (h)(2)(i)

Procedures.

[() Self-inspections will include the review of the classified activity, classified
information, classified information systems, conditions of the overall security
Iprogram, and the insider threat program. They will have sufficient scope, depth,
land frequency, and will have management support during the self-inspection and
lduring remedial actions taken as a result of the self-inspection. Self-inspections
will include the review of samples representing the contractor’s derivative
actions, as applicable.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (h)(2)(ii)

Procedures.

[(i) The contractor will prepare a formal report describing the self-inspection, its
findings, and its resolution of issues discovered during the self-inspection. The
[contractor will retain the formal report for CSA review until after the next CSA
lsecurity review is completed.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (N)(2)(il)

Procedures.

(T The SWO af the leared facilty wil annually certty o the CSA I writng, Tt
la self-inspection has been conducted, that other KMP have been briefed o

results of the self-inspection, that appropriate corrective actions have bees

taken, and that management fully Supports the security prooram at the cleared
facility in the manner as described in the certification

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (i)

Procedures.

[() Contractors working at USG locations. Contractor employees performing work
within the confines of a USG facility will safeguard classified information
laccording to the procedures of the host installation or agency.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (j)

Procedures.

[() Hotlines. Federal agencies maintain hotlines to provide an unconstrained
lavenue for USG and contractor employees to report, without fear of

reprisal, known or suspected instances of security irregularities and infractions
lconcerning contracts, programs, or projects. These hotlines do not supplant the
lcontractor's responsibility to facilitate reporting and timely investigations of
Secrity Issues eoncerning its aperations o personnel. Contractor personnel are
lencouraged to report information through established contractor channels. The
lhotline may be used as an alternate means to report this type of information.
(Contractors will inform all personnel that hotlines may be used for reportin
issues of national security significance. Each CSA will post hotline information
land telephone numbers on their websites for contractor access,

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control
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§117.7 (k)

Procedures.

(k) Agency agreements. 32 CFR part 2004 and E.O. 12829 require non-CSA
lagency heads to enter into agreements with the Secretary of Defense as the
Executive Agent for the NISP to provide industrial security services. The
[Secretary of Defense may also enter into agreements to provide services for
lother CSA’s in accordance with 32 CFR part 2004 and E.O. 12829. Agency
lagreements establish the terms of the Secretary of Defense’s (or the Secretary of|
Defense’s designee’s) responsibilities when acting as the CSA on behalf of these
lagency heads. The list of agencies for which the Secretary of Defense has agreed
Ito render industrial security services is on the DCSA website at
Ihttps://www.dcsa.mil.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

§117.7 (1)

Procedures.

[() Security cognizance. The CSA will inform contractors if oversight has been
delegated to a CSO.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (m)

Procedures.

[(m) Rule interpretations. Contractors will forward requests for interpretations of
this rule to their CSA in accordance with their CSA-provided guidance to
unique CSA mission

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.7 (n)

Procedures.

[(n) Walvers to this rule. Contractors will submit any requests to waive provisions
lof this rule in accordance with CSA procedures, which may include periodic
Ireview of approved waivers. When submitting a request for a waiver, th
[contractor will, in writing, explain why it is impractical or unreasonable for the
lcontractor to comply with the requirement it is asking to waive, identify
lalternative measures as prescribed by this rule, and include a proposed duration
for the waiver. The contractor cannot implement a waiver unless the waiver is
lapproved by the applicable CSA.

Functional

No Relationship

N/A

N/A

N/A

ble SCF control

5117.7 (o)

Procedures.

[(0) Complaints and suggestions. Contractors may forward NISP administration
complaints and suggestions to the Director of 1500, However, contractors are

NISP complaints an to their
Irespective T prior to forwarding to the ISO0.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(a)

Reporting requirements.

) General, Pursuant to i part. Securfy Executive Agent Directive [SEAD) 3,
(available at: dni.
Reporting-U.pdf) and CSA prowded gu\dance contractors are required e

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(a)(1)

Reporting requirements.

[(1) Report certain events that impact the status of the entity’s or an employee’s
leligibility for access to classified information; report events that indicate an
insider threat to classified information or to employees with access to classified
information; report events that affect proper safeguarding of classified
information; and report events that indicate classified information has been, or is
lsuspected to be, lost or compromise

Functional

No Relationship

N/A

N/A

N/A

able SCF control

§117.8(a)(2)

Reporting requirements.

[(2) Establish internal procedures to ensure employees with eligibility for access
to classified information are aware of their responsibilities for reporting pertinent
information to the FSO. The contractor will:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(a)(2)(i)

Reporting requirements.

1 Provide reporis fo fhe FBl, or other Federal authiories o= required by fis
[part, the terms of a classified contract or other agreement, and by U.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(a)(2)(ii)

Reporting requirements.

i) Provide complete information to enable the CSA to ascertain whether
(classified information is adequately protected.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(a)(2)(iii)

Reporting requirements.

(i) Submit reports to the FBI, the CSA, or 1500 as specified in paragraphs (b),
(c). and (g) of this section.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(a)(3)

Reporting requirements.

) Appropriately mari reports containing classifed information In accordance
with §117.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(a)(4)

Reporting requirements.

@ Clearty mark a report containing information submitted in confidence as,
lcontaining that information. When reports contain information pertaining to an
individual, 5 U.S.C. 552a (also known as and referred to in this part as “The
Privacy Act of 1974, as amended,”) permits the withholding of certain
information from the individual in accordance with specific exemptions, which
include authority to withhold release of information to the extent that the
disclosure of the information would reveal the identity of a source who furnished
the information to the USG under an express promise that the identity of the
lsource would be held in confidence.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(b)

Reporting requirements.

[(b) Reports to be submitted to the FBI. The contractor will promptly submit a
lwritten report to the nearest field office of the FBI regarding information coming
to the contractor's attention concerning actual, probable, or possible espionage,
sabotage, terrorism, or subversive activities at any of its locations.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(b)(1)

Reporting requirements.

(1) An initial report may be made by phone, but it must be followed up in writing
(e.g.. email or formal correspondence), regardless of the FBI's disposition of the
report.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(b)(2)

Reporting requirements.

[(2) The contractor will promptly notify the CSA when they make a report to the
FBI and provide the CSA a copy of the written report.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)

[(C) Reports to be submitted to the CSA. For the purpose of 5117.8(c) and
5117.8(d), each will be considered as a prime contractor in relation

Reporting

lto its own subcontractor(s).

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(1)

Reporting requirements.

[(1) Adverse information. Contractors are required to report adverse information
lcoming to their attention concerning any of their employees determined to be
leligible for access to classified information, in accordance with this part, SEAD 3,
land CSA-provided guidance. Contractors will not make reports based on rumor
lor innuendo.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.8(c)(1)(i)

Reporting requirements.

[() The termination of employment of an employee does not negate the
requirement to submit this report. If a contractor employee is assigned to a USG
location, the contractor will furnish a copy of the report and s final disposition to|
the USG security point of contact for that location.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(1)(ii)

Reporting requirements.

[(i) Pursuant to Becker v. Philco, 372 F.2d 771 (4th Cir. 1967), cert. denied 389
U.S. 979 (1967). and subsequent cases, a contractor may not be liable for
ldefamation of an employee because of communications that are required of and
Imade by a contractor to an agency of the United States under the requirements
lof this part or under the terms of applicable contracts.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(2)

Reporting requirements.

[(2) Suspicious contacts. Contractors will report information pertaining to
lsuspicious contacts with employees determined to be eligible for access to
(classified information, and pertaining to efforts to obtain illegal or unauthorized
laccess to the contractor’s cleared facility by any means, including

Functional

No Relationship

N/A

N/A

N/A

ble SCF control

§117.8(0)(2)(1)

Reporting requirements.

[() Efforts by any individual, regardless of nationality, to obtain illegal or
ccess to classified

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(2)(ii)

Reporting

i Efforts by any individual, regardless of nationality, to elicit information from
lan employee determined eligible for access to classified information, and any
contact which suggests the employee may be the target of an attempted

service of another country. See SEAD 3 for
lspecific mfcrmauon to be reported

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(3)

Reporting requirements.

[(3) Change In status of employees determined eligible for access to classified
information. Contractors will report by means of the CSA-designated reporting
Imechanism information pertaining to changes in status of employees determined
leligible for access to classified information such as:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8()(3)(1)

Reporting requirements.

(0 Death.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.8(c)(3)(ii)

Reporting requirements.

[(i) Change in name.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(3)(iii)

Reporting requirements.

(i) Termination of employment.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(3)(iv)

Reporting requirements.

[Giv) Change in citizenship.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(4)

Reporting requirements.

[(@) Citizenship by naturalization. Contractors will report if a non-U.5. citizen
lemployee granted an LAA becomes a citizen through naturalization. The report
Iwill inclu

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(4)(i)

Reporting requirements.

[() City, county, and state where naturalized.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(4)(ii)

Reporting requirements.

(i) Date naturalized

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(4)(iii)

Reporting requirements.

(i) Court

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(4)(iv)

Reporting requirements.

[(iv) Certificate number.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(5)

Reporting requirements.

[(5) Employees desiring not to be processed for a national security eligibility
(determination or not to perform classified work. Contractors will report instances
lwhen an employee no longer wishes to be processed for a determination of
leligibility for access to classified information or to continue having access to
(classified information, and the reason for that request.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(6)

Reporting requirements.

[(6) Classified information nondisclosure agreement (NDA). Contractors will
report the refusal by an employee to sign the SF 312, “Classified Information
Nondisclosure Agreement.” (avallable a: htps://www.gsa. gov/cdnstatic/SF312-
13.pdf?forceDownload=1) or other approved Ni

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(7)

Reporting requirements.

[(7) Changed conditions affecting the contractor’s eligibility for access to
(classified information. Contractors are required to report certain events that
laffect the status of the entity eligibility determination (e.g., FCL), affect the
status of an employee’s PCL, may indicate an employee poses an insider threat,
laffect the proper safeguarding of classified information, or indicate classified
information has been lost or compromised, including:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(7)(1)

Reporting requirements.

(il Change of ownership or cun(vo\ of the contractor, including stock transfers
that affect control of the ent

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(7)(ii)

Reporting requirements.

[ Change o operating name or address of he erfity or any o s locations
igible for access to classified inform

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(7)(iii)

Reporting requirements.

i) Any. change to the information previously submitted for KMP including, as
lappropriate, the names of the individuals the contractor is replacing

lcomplete KMP listing need be submitted only at the discretion of the contractor
lor when requested by the CSA. The contractor will provide a statement
indicating:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control
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§117.8(c)(7)Miii) (A)

Reporting requirements.

[(A) Whether the new KMP are cleared for access to classified information, and if
(cleared, to what level they are cleared and when they were cleared, their dates
land places of birth, social security numbers, and citizenship.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

§117.8(c)(7)(iii)(B)

Reporting requirements.

[(B) Whether they have been excluded from access to classified information in
laccordance with §117.7(b)(5)1(i).

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(7)iii)(C)

[(C) Whether they have been temporarily excluded from access to classified
per

Reporting

he of eligibility for access to classified
information in accordance with §117.9(g).

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(7)(iv)

Reporting requirements.

[Giv) Any action to terminate business or operations for any reason, imminent
ladjudication or reorganization in bankruptcy, o any change that might affect the
\validity of the contractor’s eligibility for access to classified information.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(7)

Reporting requirements.

[(v) Any material change concerning the information previously reported
[concerning foreign ownership, control, or influence (FOCI). This report will be
Imade by the submission of an updated SF 328, “Certificate Pertaining to Foreign
Iinterests,” in accordance with CSA-provided guidance. When submitting this
information, it is not necessary to repeat answers that have not changed. When
lentering into discussion, consultations, or agreements that may reasonably lead
to effective ownership or control by a foreign interest, the contractor will report
the details to the CSA in writing. If the contractor has received a Schedule 13D
ffrom the investor, the contractor will forward a copy with the report.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(8)

Reporting requirements.

[(8) Changes in storage capability. The contractor will report any changes in their
storage requirement or capability to safeguard classified material.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(9)

Reporting requirements.

[(9) nability to safeguard classified material. The contractor will report any
lemergency situation that renders their location incapable of safeguarding
classified material as soon as possible.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5117.8(c)(10)

Reporting requirements.

[(10) Unsatisfactory conditions of a prime or subcontractors.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(10)(i)

Reporting requirements.

[() Prime contractors will report any information coming to their attention that
Imay indicate that classified information cannot be adequately protected by a
lsubcontractor, or other circumstances that may impact the validity of the
leligibility for access to classified information of any subcontractors,

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(10)(ii)

Reporting requirements.

(i) Subcontractors will report any information coming to their attention that may
indicate that classified information cannot be adequately protected or other
(circumstances that may impact the validity of the eligibility for access to
classified information of their prime contractor.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(11)

[(11) Dispositioned material previously terminated. The contractor will make a
report wihen the location or disposition of material previously terminated from
d

Reporting

iscovered and brought back into accountability.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(12)

Reporting requirements.

[(12) Foreign classified contracts. Contractors will report any pre-contract
Inegotiation or award not placed through a CSA or U.S. GCA that involves, or may
involve:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8()(12)(0)

Reporting requirements.

[() The release or disclosure of U.S. classified information to a foreign interest.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(12)(ii)

Reporting requirements.

(i) Access to classified information furnished by a foreign interest.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(13)

Reporting requirements.

[(13) Reporting of improper receipt of foreign government material
[contractor will report to the CSA the receipt of classified material from foreign
interests that is not received through Government channels;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(c)(14)

Reporting requirements.

[(14) Reporting by subcontractor. Subcontractors will also notify their prime
[contractors if they make any reports to their CSA in accordance with the
orovisions of paragraphe ()(7) through (01(L0) of this section.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)

Reporting requirements.

[(d) Reports of loss, compromise, or suspected compromise. The contractor will
Ireport any loss, compromise, or suspected compromise of classified information,
U.S. or foreign, to the CSA in accordance with paragraph (d)(1) through (d)(3) of
this section.” Each CSA may provide additional guidance concerning the reporting
time period. If the contractor is located on a USG facility, the contractor will
lsubmit the report to the CSA and to the head of the USG facility.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)(1)

[(1) Preliminary inquiry. Immediately upon receipt of a security violation report
invalving classified information, the contractor wil initiate a prelminary induiry
to ascertain all of the circumstances surrounding the presumed los:

or suspected incluciing validation of the eiassification

Reporting

lof the information.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.8(d)(2)

Reporting requirements.

[(2) Initial report. If the contractor's preliminary inquiry confirms that a loss,

r suspected of any classified occurred,
the contractor will promptly submit an initial report of the incident unless
lotherwise notified by the CS

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)(3)

Reporting requirements.

[(3) Final report. When the investigation has been completed, the contractor will
lsubmit a final report to the CSA which, in turn, will follow CSA procedures to
Inotify the applicable GCA. The report will include:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)(3)(i)

Reporting requirements.

(7 Material and relevant information that was not included in the initial report.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)(3)(ii)

Reporting requirements.

(i) The full name and social security number of the individual or individuals
Iprimarily responsible for the incident, including a record of prior loss,
lcompromise, o suspected compromise for which the individual had been
determined responsible.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)(3)(iii)

Reporting requirements.

(i) A statement of the corrective action taken to preclude a recurrence.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)(3)(iv)

Reporting requirements.

[(iv) Disciplinary action taken against the responsible individual or individuals, if
y.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.8(d)(3)(v)

Reporting requirements.

[(v) Specific reasons for reaching the conclusion that loss, compromise, or
jsuspected compromise occurred or did not occur.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(d)(4)

Reporting requirements.

[(@) Employee information in compromise cases. When requested by the CSA, the
[contractor will report information concerning an employee or other individual,
(determined to be responsible for the incident, when the information is needed by
the CSA for the loss, compromise, o suspected compromise of classified
information

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.8(e)

Reporting requirements.

[(e) Individual culpability reports. Contractors will establish and enforce policies
that provide for appropriate administrative or disciplinary actions taken against
lemployees who violate the requirements of this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(e)(1)

Reporting requirements.

[(1) Contractors will establish a system to manage and track information
regarding employees with eligibility for access to classified information who
\violate the requirements of this part in order to be able to identify patterns of
Inegligence or carelessness, or to identify a potential insider threat,

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(e)(2)

Reporting requirements.

[(2) Contractors will establish and apply a graduated scale of administrative and
disciplinary actions in the event of employee security violations or negligence in
the handling of classified information. CSAs may provide guidance to contractors
with examples of administrative or disciplinary actions that the contractor may
lconsider implementing in the event of employee violations or negligen
(Contractors are required to submit a final report to the CSA with the findings of
lan employee's culpability and what corrective actions were taken.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5§117.8(e)(3)

Reporting requirements.

[(3) Contractors will Include a statement of the administrative or disciplinary
lactions taken against an employee in a final report to the CSA. A statement
Imust be included when the individual responsible for a security violation can be
|determined. Contractors’ final reports will indicate whether one or more of the
following factors are evident

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(e)(3)(i)

Reporting requirements.

[() Involved a deliberate disregard of security requirements.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(e)(3)(ii)

Reporting requirements.

[(i) Involved negligence in the handling of classified material.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(e)(3)(iii)

[(il) Was not deliberate in nature but reflects a recent or recurring pattern of

Reporting

nt, negligence, or

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5117.8()

Reporting

[(7) CDC cyber incident reports. This paragraph applies only to CDCs and sets
forth reporting requirements pursuant to 10 U.5.C. 391 and 393 and Defense
Fadoral Acquidition Reguiation Supplement Clause 252.304-7012. The reporting
Irequirements of paragraph (f) of this section are in addition to the requirements
n paragraphs (b) and (d) of this section, which can indude certan activties

loccurring on systems. DoD will provide detailed
eporting imtrictions for ContTactors afected by these references via mdustria
lsecurity letter in accordance with DoDI 5220.22.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(A(1)

Reporting requirements.

[(1) Reports to be submitted to the designated DoD CSO. CDCs will immediately
Ireport to the DoD CSO, any cyber incident on a classified covered information
|system that has been approved by that CSO to process classified information.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.8(N(1)()

Reporting requirements.

(i) At a minimum, the report will include:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(f)(1)(1)(A)

Reporting requirements.

[(A) A description of the technique or method used in the cyber incident.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(f)(1)(1)(8)

Reporting requirements.

[(B) A sample of the malicious software involved in the cyber incident, if
discovered and isolated by the CDC,

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(A)(1)()(C)

Reporting requirements.

[(C) A summary of information in connection with any DoD program that has
lbeen potentially compromised due to the cyber incident.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(f)(1)(ii)

Reporting requirements.

(i) Information that is reported by the CDC (or derived from information reported
lby the CDC) will be safeguarded, used, and disseminated in a manner consistent
lwith DoD procedures governing the handling of such information pursuant to
Pub. L. 112-239 and 10 U.S.C. 391

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(F)(1)(iii)

Reporting requirements.

(i) Reports involving classified foreign government information will be reported
to the Director, International Security Programs, Defense Technology Security
|Administration (DoD)

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8((2)

Reporting requirements.

[(2) Reports on non-Federal information systems not authorized to process
(classified information. CDCs will report cyber incidents on non-Federal,
lunclassified information systems in accordance with contract requirements.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.8(A)(3)

Reporting requirements.

[(3) Access to equipment and information by DoD personnel.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control
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() The CDC will allow, upon request by DoD personnel, access by DoD personnel
to additional equipment or information of the CDC that is necessary to conduct

INo applicable SCF control

classified information.

§117.8(N(3)(i) Reporting requirements. forensic analysis of reportable cyber incidents in addition to any analysis Functional | No Relationship N/A N/A N/A 0
lconducted by the CDC.
() The CDC is only required to provide DoD access to equipment or information [No applicable SCF control
to determine whether information created by or for DoD in connection with any
117.8()(3 Report ts. |DoD program was successfully exfiltrated from a CDC's network or information Functional | No Relationshi NA NA NA 0
S117.8(A(3)(iH) eporting requirements. .\ ctem, and what information was exfiltrated from the CDC's network or unction: 0 ¥ ¥ /
information system.
§117.8(0) Reporting requirements. | (@) Reports to1500. Functional | No Relationship NA N/A NA 0 Nolepalicelstse Reontn]
(D) Contractors will report instances of redundant or uplicative security review [No applicable SCF control
§117.8(g)(1) Reporting requirements. [and audit activity by the CSAs to the Director, ISOO, for resolution. Functional | No Relationship N/A N/A N/A [
[(2) Contractors will report instances of CSAs duplicating processing to determine [No applicable SCF control
lan entity's eligibility for access to classified information when there is an existing § §
§117.8(9)(2) Reporting requirements. - |determination of an entity’s eligibility for access to classified information by Functional | No Relationship N/A N/A N/A o
lanother CSA.
[(@) General. This section appiies to all contractors with entity eligibility ble SCF control
Entity eligibility | determinations, except as provided in §117.22 for entity eligibility determinations| . .
5117.9 (a) determination for access to for participation in the CCIPP under the cognizance of DHS. Functional | No Relationship N/A N/A N/A 0
classified information.
[(D) Prior to the entity being granted an entity eligibility determination for access [No applicable SCF control
Entity eligibility lto classified ., the resp CSA must have that: . .
§117.9 (a)(1) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[() The entity is eligible for access to classified information to meet a legitimate [No applicable SCF control
Entity eligibility USG or foreign government need. 5 5
§117.9 (2)(1)(i) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
(i) Access is consistent with national security interests [No applicable SCF control
Entity eligibility
§117.9 (@2)(1)(ii) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(2) The CSA will provide guidance on processing entity eligibility determinations [No applicable SCF control
Entity eligibility for entity access to classified information. . .
§117.9 (a)(2) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(3) The determination of entity eligibility for access is separate from the [No applicable SCF control
Entity eligibility of a classified capability (see §117.15). 5 5
§117.9 (a)(3) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(@) Neither the contractor nor its employees will be permitted access to classified [No applicable SCF control
Entity eligibility information until the CSA has made an entity eligibility determination (e.g., 5 5
§117.9 (a)(4) determination for access to fissued an FCL) Functional | No Relationship N/A N/A N/A 0
classified information.
[(5) The requirement for a favorable entity eligibility determination (also referred able SCF control
to in some instances as an FCL) for a prime contractor includes instances where
Entity eligibility all access to classified information will be limited to subcontractors. A prime
§117.9 (a)(5) determination for access to |contractor must have a favorable entity eligibility determination at the same or Functional | No Relationship N/A N/A N/A 0
classified information.  [higher classification level as its subcontractors.
[(6) Contractors are eligible for storage of classified material in connection with a INo applicable SCF control
Entity eligibility legitimate USG or foreign government requirement if they have a favorable § §
§117.9 (a)(6) determination for access to entity eligibility and a classified Functional | No Relationship N/A N/A N/A 0
classified information.  |capability approved by the CSA
[(7) An entity eligibility determination is valid for access to classified information [No applicable SCF control
Entity eligibility |at the same or lower classification level. 5
§117.9 (a)(7) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(8) Each CSA will maintain a record of entity eligibility determinations made by
Entity eligibility that CSA.
§117.9 (a)(8) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(9) A contractor will not use its favorable entity eligibility determination for INo appiicable SCF control
Entity eligibility ladvertising or promotional purposes. This does not prohibit the contractor from 5
§117.9 (a)(9) determination for access to |agvertising employee positions that require a PCL in connection with the position.| Functional | No Relationship N/A N/A N/A 0
classified information.
[(10) A contractor or prospective contractor cannot apply for its own entity INo appiicable SCF control
leligibility determination. A GCA or a currently cleared contractor may sponsor an|
Entity eligibility lentity for an entity eligibility determination at any point during the contracting or
§117.9 (a)(10) determination for access to |agreement life cycle at which the entity must have access to classified Functional | No Relationship N/A N/A N/A 0
classified information.  [information to participate (including the solicitation or competition phase).
[(b) Reciprocity. If an entity has an appropriate, final entity eligibiiity INo appiicable SCF control
ldetermination, a CSA will not duplicate the entity eligibility determination
Entity eligibility Iprocesses performed by another CSA. If a CSA cannot acknowledge an entity
§117.9 (b) determination for access to eligibility determination to another CSA, the involved entity may be subject to Functional | No Relationship N/A N/A N/A 0
classified information.  |duplicate processing in accordance with 32 CFR part 2004
[(©) ENigibility requirements. To be eligible for an Initial entity eligibility INo appiicable SCF control
Entity eligibility |determination or to maintain an existing entity eligibility determination, the .
§117.9 () determination for access to lentity must: Functional | No Relationship N/A N/A N/A 4
classified information.
(1) Need access to classified information in connection with a legitimate USG or INo appiicable SCF control
Entity eligibility foreign government requirement, and access must be consistent with U.S. § §
§117.9 (1) determination for access to |national security interests as determined by the CSA. Functional | No Relationship N/A NIA N/A 4
classified information.
[2) Be organized and existing: INo applicable SCF control
Entity eligibility
§117.9 ((2) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
() Under the laws of the United States, one of the fifty States, the District of INo appiicable SCF control
Entity eligibility (Columbia, or an organized U.S. territory (Guam, Commonwealth of the Northern . .
§117.9 (©()(0) determination for access to |Marianas Islands, Commonwealth of Puerto Rico, and the U.S. Virgin Islands); or |  Functional | No Relationship N/A N/A N/A 4
classified information.
(M) Under the laws of an American Indian/Alaska Native tribal entity i INo appiicable SCF control
Entity eligibility
§117.9 (Q)(2)(i) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(A) The American Indian or Alaska Native tribe under whose laws the entity is INo appiicable SCF control
Entity eligibility chartered has been formally acknowledged by the Assistant Secretary - Indian 5 5
§117.9 (O(2)(i)(A) | determination for access to |affairs, of the U.. Department of the Interior. Functional | No Relationship N/A N/A N/A 0
classified information.
(B The contractor is organized and continues to exist, during the period of the INo appiicable SCF control
Entity eligibility leligibility under a tribal statue or code, or pursuant to a resolution of an . .
§117.9 ((2)(i)(8) | determination for access to |authorized tribal legislative body. Functional | No Relationship N/A N/A N/A 4
classified information.
[(C) The contractor has submitted or will submit records such as a charter, INo appiicable SCF control
Entity eligibility certificate of organization, or other applicable tribal documents and statute or
§117.9 ()(2)(i)(C) | determination for access to |0de provisions governing the formation and continuation of the entity, for CSA | Fynctional | No Relationship N/A N/A N/A 0
Classified that the entity is tribally chartered.
[(3) Be located in the United States o its territorial areas. INo appiicable SCF control
Entity eligibility
5117.9 ((3) determination for access to Functional | No Relationship N/A N/A N/A 4
classified information.
(@) Have a record of integrity and lawful conduct in Its business dealings. INo appiicable SCF control
Entity eligibility
§117.9 ()(4) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
- (5) Have an SMO, FSO, and ITPS who have and who maintain eligibility for INo applicable SCF control
Entity eligibility laccess to classified information and are not excluded from participating in USG . .
§117.9 ()(5) determination for access to |contracts or agreements in accordance with §117.7(b)(1) through §117.7(b)(3) Functional | No Relationship N/A N/A N/A 0
classified information.
[(6) Not be under FOCI to such a degree that a favorable entity eligibiiity INo appiicable SCF control
Entity eligibility [determination for access to classified information would be inconsistent with the § .
5§117.9 ()(6) determination for access to |national interest, in the judgment of the CSA. Functional | No Relationship N/A N/A N/A 0
classified information.
[(7) Maintain sufficient authorized and cleared employees to manage and INo applicable SCF control
Entity eligibility implement the requirements of this part in accordance with CSA guidance.
§117.9 ()(7) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(8) Not pose an unacceptable risk to national security interests, in the judgment INo applicable SCF control
Entity eligibility of the CSA.
§117.9 ()(8) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(9) Meet all requirements governing access to classified information established INo applicable SCF control
Entity eligibility lby the CSA or the relevant authorizing law, regulation, or government-wide
§117.9 ()(9) determination for access to [olicy. Functional | No Relationship N/A N/A N/A 0
classified information.
[(d) Processing the entity eligibility determination. The CSA will assess the INo applicable SCF control
Entity eligibility lentity's eligibility for access to classified information based on its business
5117.9 (d) determination for access to |structure. Functional | No Relationship N/A N/A N/A 0
classified information.
(1) At a minimum, the entity wilk INo applicable SCF control
Entity eligibility
§117.9 (d)(1) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
() Provide C: doc within timelines by the INo applicable SCF control
Entity eligibility csh,
§117.9 (d)(1)(i) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
(i) Have and identify the SMO. INo applicable SCF control
Entity eligibility
§117.9 (d)(1)(ii) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
(i) Appoint a U.S. citizen employee as the FSO. INo applicable SCF control
Entity eligibility
§117.9 (d)(1)(ii)) determination for access to Functional | No Relationship N/A N/A NIA 0
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Entity eligibility

[(iv) Appoint a U.S. citizen employee as the ITPSO!

INo applicable SCF control

classified information.

| determination.

§117.9 (d)(1)(iv) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(v) Submit requests for personnel security investigations for the SMO, SO, [No applicable SCF control
Entity eligibility ITPSO, and those other KMP identified by the CSA as requiring eligibility for . )
§117.9 (d)(1)(v) determination for access to |access to classified information in connection with the entity eligibility. Functional | No Relationship N/A N/A N/A 0
classified information.
[(2) I the entity is under FOCI with a special security agreement (SSA) as the [No applicable SCF control
Entity eligibility Iproposed method of FOCI mitigation, and the GCA requires the entity to have
§117.9 (d)(2) determination for aceess to [ACCESS to proscribed information, the CSA must consider the measures listed in Functional | No Relationship NA NA NA 0
Classified information.  |[5117-11(d) as part of the entity eligibility determination.
(@) Other personnel eligibility determinations concurrent with the entity eligibiiity [No applicable SCF control
Entity eligibility |etermination.
5117.9 () determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
(1) Contractors may designate employees who require access to classified [No applicable SCF control
information during the negotiation of a contract or the preparation of a bid or
Entity eligibility (uotation pertaining to 2 prime cantract or 3 subcantract. These designated
§117.9 (e)(1) determination for access to |employees will be processed for a determination of eligibility for access Functional | No Relationship N/A N/A N/A 0
Cassified inormation. [clacaifed information (e, PCL eliibilty, concarrent with entity’s entty ligibilty
ldetermination.
[(2) The entity eligibility determination is not dependent on the PCL eligibility for [No applicable SCF control
laccess to classified information by such employees, provided none of these
Entity eligibility lemployees are among those lsted in paragraph (c)(5) of this section. Even so,
§117.9 (e)(2) determination for access to [the employees will not be granted access to classified information until both a Functional | No Relationship N/A N/A N/A 0
classified information.  [favorable entity eligibility determination and PCL eligibility has been granted
(7 Exclusion procedures. 1f a CSA determines that certain KMP can be excluded [No applicable SCF control
Entity eligibility Ifrom access to classified information, the contractor will follow the procedures in . )
§117.9 (f) determination for access to |accordance with §117.7(b)(5)(ii). Functional | No Relationship N/A N/A N/A 0
classified information.
[(Q) Temporary exclusions. As a result of a changed condition, the SMO or other [No applicable SCF control
Entity eligibility KMP who require eligibility for access to classified information in connection with
5117.9 () determination for aceess to [te facility entity eligibility determination may be temporarily excluded from Functional | No Relationship N/A N/A N/A 0
laccess to classified information while in the process of a PCL eligibility
classified information.
(determination provided:
(1) The SMO or other KMP are not appointed as the FSO or ITPSO. FS0s and [No applicable SCF control
Entity eligibility ITPSOs may not be temporarily excluded. A cleared employee must always be . )
§117.9 (9)(1) determination for access to |appointed to fulfill the requirements of these positions in accordance with this Functional | No Relationship N/A N/A N/A 0
classified information.  [part
[(2) An employee, cleared to the level of the entity eligibility determination, must [No applicable SCF control
Entity eligibility lbe able to fulfill the NISP responsibilities of the temporarily excluded KMP in . )
§117.9 (9)(2) determination for access to |accordance with this part while the temporary exclusion is in effect. Functional | No Relationship N/A N/A N/A 0
classified information.
(3) The applicable CSA may provide additional guidance on the duration of [No applicable SCF control
Entity eligibility ltemporary exclusion from access to classified information based on . )
§117.9 (9)(3) determination for access to |circumstances, business structure, and other relevant security information Functional | No Relationship N/A N/A N/A 0
classified information.
(@ The contractor’s governing board affirms the exclusion action, and provides a [No applicable SCF control
Entity eligibility lcopy of the exclusion action to the CSA. This action will be made a matter of . )
§117.9 (9)(4) determination for access to |record by the organization’s governing body. Table 1 to paragraph (g)(iv) Functional | No Relationship N/A N/A N/A 0
classified information.  |Temporary Exclusion Resolutions
[(h) Interim entity eligibility determinations. The CSA may make an interim entity [No applicable SCF control
Entity eligibility leligibility determination for access to classified information, in the sole discretion . .
§117.9 (h) determination for access to |of the CSA. See §117.10(1) for access limitations that also apply to interim entity | Functional | No Relationship N/A N/A N/A 0
classified information. |eligibility determinations.
[ An interim entity eligibility determination is made on a temporary basis able SCF control
Entity eligibility pending completion of the full investigative requirements. . )
§117.9 (h)(1) determination for access to Functional | No Relationship N/A N/A N/A 4
classified information.
() 1 the contractor with an interim entity eligibility determination is unable or bie SCF control
lunwilling to comply with the requirements of this part and CSA-provided
Entity eligibility
§117.9 (h)(2) determination for access to [guidance regarding the process to obtain a final entity eligibility determination, Functional | No Relationship N/A N/A N/A 0
classified information.  |the CSA will withdraw the interim entity eligibility.
[() Multiple facility organizations. The home office must have an entity eligibility bie SCF control
Entity eligibility [determination at the same level as the highest entity eligibility determination of
§117.9 () determination for access to (21 entity within the MFO. The CSA will determine whether branch offices are Functional | No Relationship N/A N/A N/A 0
leligible for access to classified information if the branch offices need access and
classified information.
Imeet all other requirements.
0 P: bsid INo applicable SCF control
Entity eligibility the CSA wm process the parent and lhe subs:dlavy separately for entity engmmty .
§117.9 () determination for access to |determinations. Functional | No Relationship N/A N/A N/A 0
classified information.
(1) I the CSA determines the parent must be processed for an entity efigibility INo applicable SCF control
Entity eligibility ldetermination, then the parent must have an entity eligibility determination at :
§117.9 ()(1) determination for access to [the same or higher level as the subsidiary. Functional | No Relationship N/A N/A N/A 0
classified information.
[(2) When a parent and subsidiary or multiple cleared subsidiaries are collocated,
Entity eligibility la formal written agreement to use common security services may be executed :
§117.9 ()2) determination for access to by the entities, subject to the approval of the C5 Functional | No Relationship N/A N/A N/A 0
classified information.
(k) Joint ventures. A joint venture may be granted eligibility for access to
Entity eligibility classified information if it meets the eligibility requirements in paragraph (c) of .
§117.9 (k) determination for access to [this section, including: Functional | No Relationship N/A N/A N/A 0
classified information.
(D) The joint venture must be established as a legal business entity (e.g. limited INo appiicable SCF control
Entity eligibility liability entity, corporation, or partnership). A joint venture established by 5
§117.9 (K)(1) determination for access to |contract that is not also established as a legal business entity is not eligible for Functional | No Relationship N/A N/A N/A 0
classified information.  |an entity eligibility determination.
[(2) The business entity operating as a joint venture must have been awarded a INo appiicable SCF control
i (lassified contract or sponsored by a GCA or prime contractor for an entity
Entity eligibility
5§117.9 (K)(2) determination for aceess to [eligibility determination in advance of a potential award for which the business Functional | No Relationship NA NA NA ®
lassified information.  |entity has bid pursuant to paragraph (c) of this section.
[(3) The business entity operating as a joint venture must have an employee o INo appiicable SCF control
Entity eligibility lemployees appointed as security officials or KMP pursuant to §117.7(b) . .
§117.9 (K)(3) determination for access to Functional | No Relationship N/A NIA N/A 4
classified information.
() Consultants. The responsible CSA will determine when there Is a need for seir- INo applicable SCF control
Entity eligibility lemployed consultants requiring access to classified information to be considered . .
§117.9 () determination for access to lfor an entity eligibility determination. Functional | No Relationship N/A N/A N/A 0
classified information.
[(m) Limited entity eligibility determination (Non-FOCI) INo appiicable SCF control
Entity eligibility
§117.9 (m) determination for access to Functional | No Relationship NA NA NA 0
classified information.
(D) The appiicable CSA may choose to allow a GCA to request limited entity INo appiicable SCF control
leligibility determinations for a single, narrowly defined contract, agreement, or
Entity eligibility lcircumstance and specific to the requesting GCA's classified information. This is
§117.9 (m)(1) determination for access to |not the same as a limited entity eligibility determination in situations involving Functional | No Relationship N/A N/A N/A 0
classified information. ~[FOCI, when the FOC is not mitigated or negate
() imited entity eligibility determinations (or FCLS) involving FOCI will be INo appiicable SCF control
Entity eligibility lprocessed in accordance with §117.11(e). . .
§117.9 (M)(1)(0) determination for access to Functional | No Relationship N/A NA N/A 0
classified information.
() This paragraph (paragraph (m) of this section) appiies to fimited entity INo appiicable SCF control
Entity eligibility leligibility determinations for purposes other than FOCI mitigation in accordance 5 5
§117.9 (m)(1)(ii) determination for access to \with 32 CFR part 2004. Additional guidance may be provided by the responsible Functional No Relationship N/A N/A N/A 0
classified information.  |Csa,
2] entity must be sponsored for  Tted ety efigbity determination bY 2 INo appiicable SCF control
Entity eligibility contained in paragraph (c)
§117.9 (m)(2) determination for access to "’ ""5 Secton. The contractor should be aware that he sponsorship request Functional | No Relationship N/A N/A N/A 0
lassified information.  |from the GCA to the CSA must also include:
() Description of the compelling need for the fimited entity eligibility INo appiicable SCF control
Entity eligibility determination that is in accordance with U.S. national security interests. . .
§117.9 (M)(2)(0) determination for access to Functional | No Relationship NA NA N/A 4
classified information.
() Specific reason(s) or rationale for imiting the entity eligibility determination INo applicable SCF control
Entity eligibility
§117.9 (m)(2)(ii) determination for access to Functional | No Relationship N/A N/A NA 0
classified information.
- () The GCA's formal acknowledgement and acceptance of the risk associated INo applicable SCF control
Entity eligibility with this rationale.
§117.9 (m)(2)(ii) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(3) The entity must otherwise meet the entity eligibility determination INo applicable SCF control
Entity eligibility requirements set out in this part
§117.9 ()(3) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(@) Access limitations are inherent with the limited entity eligibility determination INo applicable SCF control
Entity eligibility land are imposed upon all of the entity's employees regardless of citizenship
§117.9 (m)(4) determination for access to Functional | No Relationship N/A N/A N/A 0
classified information.
[(5) Contractors should be aware that the CSA will document the requirements of INo applicable SCF control
Entity eligibility leach limited entity eligibility determination it makes, including the scope of, and
§117.9 (m)(5) determination for access to [any imitations on, access to classified information Functional | No Relationship N/A N/A N/A 0
classified information.
[(6) Contractors should be aware that the CSA will verify limited entity eligibility INo applicable SCF control
Entity eligibility ldeterminations only to the requesting GCA. In the case of multiple limited entity . .
§117.9 (m)(6) determination for access to |eligibility determinations for a single entity, the CSA verifies each one separately | Functional | No Relationship N/A N/A N/A [
classified information.  [only to its requestor.
[(7) The applicable CSA administratively terminates the limited entity eligibility INo applicable SCF control
Entity eligibility ldetermination when there is no longer a need for access to the classified . .
§117.9 (m)(7) determination for access to [information for which the CSA approved the limited entity eligibility Functional | No Relationship N/A N/A N/A 0
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5§117.9 (n)

Entity eligibility
determination for access to
classified information.

[(n) Termination of the entity eligibility determination. Once granted, a favorable
lentity eligibility determination remains in effect until terminated or revoked. If
the entity eligibility determination is terminated or revoked, the contractor will
Ireturn all classified material in its possession to the appropriate GCA o dispose
lof the material as instructed by the CSA. The contractor should be aware that it
Imay request an administrative termination or the CSA may:

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

§117.9 (n)(1)

Entity eligibility
determination for access to
classified information

[(1) After coordination with applicable GCAs, administratively terminate the entity
leligibility determination because the contractor no longer has a need for access
to classified information

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.9 (n)(2)

Entity eligibility
determination for access to
classified information

[(2) Revoke an entity eligibility determination if the contractor is unable or
lunwilling to protect classified information or is unable to comply with the security
requirements of this

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5117.9 (0)

Entity eligibility
determination for access to
classified information.

[(o) Invalidation of the entity eligibility determination. The CSA may invalidate an
lexisting entity eligibility determination. While the entity eligibility determination
is in an invalidated status, the contractor may not bid on or be awarded new
(classified contracts or solicitations. The contractor may continue to work on
lexisting classified contracts if the GCA agrees.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.9 (p)

Entity eligibility
determination for access to
classified information

[(p) Records maintenance. Contractors will maintain the original CSA designated
fforms for the duration of the entity eligibility determination in accordance with
(CSA-provided guidance.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5117.10(a)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(a) General

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(1)

Determination of eligibility
for access to classified
information for contractor
employees.

[(1) The CSA is responsible for determining an employee’s eligibility for access to
(classified information

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(1)(i)

Determination of eligibility
for access to classified
information for contractor
employees.

[(7) The contractor must determine that access to classified information is
lessential in the performance of tasks or services related to the fulfillment of a
classified contract.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(1)(ii)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(i) Access must be clearly consistent with U.S. national security interests as
(determined by the CSA.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a) (1) jii)

Determination of eligibility
for access to classified
information for contractor
employees.

i) A contractor may give an employee access to classified information at the
lsame or lower level of classification as the level of the contractor’s entity
leligibility determination if the employee

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(1)(iii)(A)

Determination of eligibility
for access to classified
information for contractor
employees.

[(A) A valid need-to-know for the classified information.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(1)(iii)(B)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(B) A USG favorable eligibility determination for access to classified information
lat the appropriate level.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(1)(iii)(C)

Determination of eligibility
for access to classified
information for contractor
employees.

[(C) A signed non-disclosure agreement.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(2)(2)

Determination of eligibility
for access to classified
information for contractor
employees.

[(2) The CSA will determine eligibility for access to classified information in
accordance with SEAD 4 (available at

dni.gov/fil D-4-Adjudicative-
(Guidelines-U.pdf) and nau!y the contractor when eligibility has been granted.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(2)(2)(i)

Determination of eligibility
for access to classified
information for contractor

ployees.

[() The CSA will notify the contractor when an employee’s eligibility has been
denied, suspended, or revoked.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(2)(ii)

Determination of eligibility
for access to classified
information for contractor
employees.

[(i) The contractor will immediately deny access to classified information to any
lemployee when notified of a denial, revocation, or suspension of eligibility
regardiess of the Contractor smployes's lacation

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(2)(jii)

of eligibility

) e emplayes's performance & 3t 2 USE faclty, e cantractor Wil provide

for access to classified
information for contractor
employees.

A of any denial, revocation, or suspension of
Sigiitty for et Shcaied mformation

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(3)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(3) Contractors will annotate and maintain the accuracy of their employees’
Irecords in the system of record for contractor eligibility and access to classified
information, when one has been designated by the CSA.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(4)

Determination of eligibility
for access to classified
information for contractor
employees

[(@) Within an MFO o within the same business organization, Contractors may
(centrally manage eligibility for access to classified information and access to
(classified information records

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(5)

Determination of eligibility
for access to classified
information for contractor
employees

[(5) The contractor will limit requests for determinations of eligibility for access to
(classified information to the minimum number of employees and consultants
Inecessary for operational efficiency in accordance with contractual obligations
land other requirements of this part. Requests for determinations of eligibility for
laccess to classified information will not be used to establish a cache of cleared
lemployees

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(6)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(6) The contractor will not submit a request for an eligibility determination to one
ICSA if the employee applicant is known to be cleared or in process for eligibility
for access to classified information by another CSA. In such cases, to permit
\verification of eligibility, the contractor will provide the new CSA with the full
Iname, date and place of birth, social security number, clearing agency, and type
lof investigation.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(a)(7)

Determination of eligibility
for access to classified
information for contractor
employees

[(7) Contractors will not submit requests for determination of eligibility for access
to classified information for individuals who are not their employees or
lconsultants; nor will they submit requests for employees of subcontractors

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.10(a)(8)

Determination of eligibility
for access to classified
information for contractor
employees

(8) Access to SCI, SAP, FRD, and RD information is a determination made by the
lgranting authority by the applicable USG granting authority for each category of
information.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(b)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(b) Investigative requirements. E.O. 13467, as amended, “Reforming Processes
Related to Suitability for Government Employment, Fitness for Contractor
Employees, and Eligibility for Access to Classified National Security Information,”
(designates the Security and Suitability Executive Agents responsible for

the standards for that apply to
lcontractors.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(b)(1)

Determination of eligibility
for access to classified
information for contractor
employees.

[(1) Investigative tiers. The standards established in accordance with E.O. 13467,
s amended. designate specific investigative ters that are acceptable for access
Ito classified information. An investigative tier is for positions designater
moderat isk, nomcritcal sensitive, and allow access to information classified at
the L, CONFIDENTIAL, and SECRET levels. Another investigative tier is for
Ipositions designated as high risk, critical sensitive, special sensitive, and allow
laccess to information classified at the Q, TOP SECRET, and SCI levels.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(b)(2)

Determination of eligibility
for access to classified
information for contractor
employees

[(2) Investigative coverage.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(b)(2)(i)

Determination of eligibility
for access to classified
information for contractor
employees

[() Automated sources. Investigative providers will use automation whenever
Ipossible to collect, verify, corroborate, or discover information about an
individual, as documented on the request for investigation or developed from
lother sources, i.e., automated record checks and inquiries.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(b)(2) i)

Determination of eligibility
for access to classified
information for contractor
e es

i) Interviews. Interviews, if required, will cover areas of adjudicative concern.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(b)(2) jii)

Determination of eligibility
for access to classified
information for contractor
employees

[if) Information Covered in Previous Investigations. Information validated in a
Iprior investigation, the results of which are not expected to change (e.g.,
\verification of education degree), will not be repeated as part of subsequent
investigations.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(b)(3)

Determination of elig
for access to classified

[(3) Polygraph. Agencies with policies authorizing the use of the polygraph for
lpurposes of determining eligibility for access to classified information may
reauire polygraph examinations when necessary. If adjudicatively relevant

or contractor
employees

arises during th e polygraph the
investigation may be expanded fo resolve e amumcauve concerns

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control
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Determination of eligibility
for access to classified

(4) Financial disclosure. When a GCA requires that a contractor employee
lcomplete a financial disclosure form, the contractor will ensure that the
lemployee has the opportunity to complete and submit the form in accordance

INo applicable SCF control

information for contractor
employees.

117.10(b)(4! Functional | No Relationshi NA NA NA 0
s 0 information for contractor |with the Privacy Act of 1974, as amended, and other applicable provisions of law. unction: ‘o Relationship I i I/
employees
5) Reinvestigation and Confinuous Evaluation. Confractor employees INo applicable SCF control
Determination of elgibiliy [determined eligibie for access to classified information will follow CSA guidance
e oo t®Y lto complete reinvestigation and continuous evaluation or continuous vetting ) _
§117.10(b)(5) o o e |requirements. The contractor will validate that the employee requires continued | Functional | No Relationship NA NA NA 0
" eligibility for access to classified information before initiating the reinvestigation.
ployees
€) Verification of U.S_ citizenship. A contractor will require each applicant for INo applicable SCF control
of eligibility of eligibility for access to classified information who claims U.S.
e a4t |citizenship to provide evidence of citizenship to the FSO or other authorized
§117.10(0) o e e |representative of the contractor. All documentation must be the original or Functional | No Relationship NA NA NA 0
certified copies of the original documents.
(1) Any document, or Its successor, listed in this paragraph s an acceptable INo applicable SCF control
Determination of eligibility |document to corroborate U.S. citizenship by birth, including by birth abroad to a
5117.10(c)(1) or access to dassified . |U-S- citizen Functional | No Relationship NA N/A N/A 0
employees
() A birth certificate certified with the registrar’s signature, which bears the INo applicable SCF control
Determination of eligibillty |raised, embossed, impressed, or multicolored seal of the registrar’s office.
§117.20)(1)() ior access to daseified Functional | No Relationship NA NA NA 0
employees
i) A current or expired U.S. passport o passport card that is unaltered and INo applicable SCF control
Determination of eligibility |undamaged and was originally issued to the individual.
§117.20(0) (1)) or access to dassified Functional | No Relationship NA NA NA 0
ployees
i) A Department of State Form F5-240, “Consular Report of Birth Abroad of @ INo applicable SCF control
Determination of eligibility |Citizen of the United States of America.”
§117.10(c)(1)(ii) or access to dassified Functional | No Relationship NA NA NA 0
employees
iv) A Department of State Form FS-545 or DS-1350, “Certification of Report of INo applicable SCF control
Determination of eligibility [Birth.”
§117.20(0)(1)(iv) or access to daseified Functional | No Relationship NA NA NA 0
employees
[2) Any document, or its successor, listed in this paragraph is an acceptable INo applicable SCF control
Determination of eligibility |document to corroborate U.S. citizenship by certification, naturalization, or birth
§117.10(0)(2) or access o classified . [obroad to 2 Us. citizen. Functional | No Relationship N/A N/A N/A 0
ployees
) zenship and Immigration Services Form N-560 or N-561, INo applicable SCF control
Determination of eligibility |+Certification of U.S. Citizenship.”
§117.200(2)() or access to daseifed Functional | No Relationship NA NA NA 0
employees
(i) A US. Citizenship and Immigration Services Form 550, 551, or 570, INo applicable SCF control
Determination of eligibility |"Naturalization Certificate.”
§117.20(0)(2)(ii) por access to daseifed Functional | No Relationship NA NA NA 0
employees
(i) A valid or expired U.S. passport or passport card that is unaltered and INo applicable SCF control
Determination of eligibility [undamaged and was originally issued to the individual.
§117.10(c)(2)(ii) or access to daseifed Functional | No Relationship NA NA NA 0
ployees
d) Procedures for completing the electronic version of the SF 86, “Questionnaire INo applicable SCF control
for National Security Positions.” The electronic version of the SF 86 (available at:
o < elgibiity [TEPS://www.0pm govforms/pd filsf86.pdf) must be completed in e-QIP or its
E"E’"“”E“D‘“ “‘ el ‘9"‘ 'd‘“/ lsuccessor system by the contractor employee and reviewed by the FSO or other
§117.10(d) f°’ a“tessf” c asi' e( lcontractor employee(s) who has (have) been specifically designated by the Functional No Relationship N/A N/A N/A 0
information for contractor |contractor to review an employee’s SF 86. The FSO or designee will
employees.
(1) Provide the employee with written notification that review of the SF 86 by the INo applicable SCF control
750 or other contractor employee is for adequacy and completeness, information
Determination of eligibility |will be used for no other purpose within the entity, that the information provided
for access to classified  |by the employee s protected by the "Privacy Act of 1974, as amended” and that
§117.10()(1) information for contractor |the Privacy Act nofice included in the SF 86, including the routine uses for which | Functional | No Relationship [ 72 (R ©
employees this information can be disclosed, applies to this information collection
2) Not share information from the employee's SF 86 within the entity and will INo applicable SCF control
Determination of eligibility |not use the information for any purpose other than determining the adequacy
§117.10(d)(2) ior access to classified . [od completeness of the SF 8. Functional | No Relationship NA NA NA 0
employees
&) Fingerprint collection. The contractor will submit fingerprints in accordance INo applicable SCF control
Determination of eligibility |with CSA guidance. Contractors will use digital fingerprints whenever possible.
§117.10(e) or access to doseifed Functional | No Relationship NA NA NA 0
ployees
() Pre-employment eligibility determination action INo applicable SCF control
Determination of eligibility
§117.10(1) or access to oS Functional | No Relationship NA NA NA 0
employees
(1)  a potential employee requires access to classified information immediately INo applicable SCF control
Determination of eligibility [upon commencement of employment, the contractor may submit a request for
§117.10(7(1) o e o e prior to the date of provided: Functional | No Relationship N/A N/A N/A 0
employees
() A written commitment for employment has been made by the contractor INo applicable SCF control
Determination of eligibility
§117.10(10(1)(0) oy access to oS Functional | No Relationship NA NA NA 0
ployees.
i) The candidate has accepted the offer in writing. INo applicable SCF control
Determination of eligibility
§117.10(0(1)(ii) por access 1o oS e Functional | No Relationship NA NA NA 0
employees
@) The for must indicate Wil commence INo applicable SCF control
De'termmal\on uf‘ ehqfl‘blgly Iwithin 45 days of the employee being granted eligibility for access to classified
or access to classified  [information at a level that allows them to perform the tasks or services
117.10()(2 Functional | No Relationsh NA NA NA 0
s 02) information for contractor associated with the contract or Government requirement for which they were . P 1 U Z
employees ire
3) Contractors will comply with the requirements pursuant to paragraph (a) (5] INo applicable SCF control
Determination of eligibility |of this section.
§117.10(1(3) oy access 1o oS e Functional | No Relationship NA NA NA 0
ployees.
g) Classified information NDA. The NDA designated by the CSA (e.g., SF 312), s INo applicable SCF control
Determination of eligibility an agreement between the USG and an individual who is determined eligible for
§117.10(g) or access 1o classified | [2ccess to classified information Functional | No Relationship N/A NIA N/A o
employees
(1) An employee determined eligible for access to classified information must INo applicable SCF control
Determination of eligibility |execute an NDA prior to being granted access to classified information.
§117.10(g)(1) oy access 1o o e Functional | No Relationship N/A NIA N/A 0
employees
2) The employee must sign and date the NDA in the presence of a witness. The INo applicable SCF control
Determination of eligibility lemployee's and witness signatures must bear the same date.
§117.10(9)(2) oy access 10 oS e Functional | No Relationship N/A NIA N/A 0
ployees.
3) The contractor will forward the executed NDA to the CSA for retention. The INo appiicable SCF control
Determination of eligibility [CSA may authorize the contractor to retain a copy of the form for administrative
§117.10(g)(3) oy access 1o dassified ¢ [PurPoses. if appropriate. Functional | No Relationship NA N/A N/A [
employees
[(4) f the employee refuses o execute the NDA, the contractor will deny the INo applicable SCF control
Determination of eligibility [employee access to classified information and submit a report to the CSA in
§117.10(g)(4) oy access to dassified - [2ecordance with §117.8(c)(6) Functional | No Relationship N/A N/A N/A [
employees
(R) Reciprocity. The applicable CSA Is responsible for determining whether INo appiicable SCF control
lcontractor employees have been previously determined eligible for access to
betermination of el9loltY |ciassified information or investigated by an authorized investigative activity in
5117.10(h) o e [accordance with SEAD 7 (available at: Functional | No Relationship NA NA NA 0
dni.g
ployees. 7_BI_ReciprocityU.pdf).
(1) Any current eligibility determination for access to classified information that 15 INo applicable SCF control
Determination of eligibility based on an investigation of a scope that meets or exceeds that necessary for
s117.100) loraccess to classifed e requird leve of access will provide the basi fo 2 new eligbilty Functional | No Relationship R R R ®
employees
[(2) The prior investigation will be used without further investigation or INo applicable SCF control
Determination of eligibility [adjudication unless the CSA becomes aware of significant derogatory information
§117.100)2) for access to classified  |that was not previously adjudicated GuEm) || R R R R o
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§117.10()

Determination of eligibility
for access to classifies
information for contractor
employees,

() Break in access. There are circumstances when a contractor administratively
terminates an employee’s access to classified information solely because of no
lcurrent requirement for such access. If the employee again requires access to
(classified information and has been in the contractor’s continuous employment,
land the employee again requires access to classified information, the contractor
Imay provide access to classified information without further investigation, based
lon CSA guidance, so long as the employee remains eligible for access to
classified information and has a current investigation of a scope that meets or
lexceeds that necessary for the access required and no new derogatory
information is known. Any adverse information from or about the employee must|
[continue to be reported while the employee maintains eligibility for access to
(classified information, even when access to classified information has been
ladministratively terminated.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

§117.10()

Determination of eligibility
for access to classified
information for contractor
employees

() Break in employment.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10()(1)

Determination of eligibility
for access to classifies
information for contractor
employees,

[(1) When an employee had a break in employment and now requires access to
(classified information, the contractor may provide access to classified
information based on CSA guidance provided the employee remains eligible for
laccess to classified information and has a current investigation of a scope that
Imeets or exceeds that necessary for the access required.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10()(2)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(2) The contractor may not provide access to classified information to an
lemployee who previously was eligible for access to classified information, but
lhas had a break in employment that resulted in a loss of eligibility without a new
leligibility determination by the CSA.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)

Determination of eligibility
for access to classified
information for contractor
employees

[(k) Non-U'S. citizens.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(1)

Determination of eligibility
for access to classified
information for contractor
employees

[(1) Contractors must make every effort to ensure that non-U.S. citizens are not
lemployed in duties that may require access to classified information. However,
lcompelling reasons may exist to grant access to classified information to a non-
US. citizen. The CSA may grant such individuals a LAA in those rare
circumstances where a non-U.S. citizen possesses unique or unusual skills or
lexpertise that is urgently needed to support a specific USG contract involving
laccess to specified classified information, and a cleared or clearable U.S. citizen
s not readily available. The CSA will provide specific procedures for requesting
lan LAA, to include the need for approval by a GCA senior official

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)

Determination of eligibility
for access to classified
information for contractor
employees.

[(2) An LA granted under the provisions of this part is not valid for access to:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(i)

Determination of eligibility
for access to classified
information for contractor
employees.

[(7) TOP SECRET information!

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(ii)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(i) RD or FRD

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(iii)

Determination of eligibility
for access to classified
information for contractor
employees.

i) Information that has not been determined releasable by a USG designated
[disclosure authority to the country of which the individual is a citizen.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(iv)

Determination of eligibility
for access to classified
information for contractor
employees.

[(iv) Communications security (COMSEC) information.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(v)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(v) Intelligence information.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(vi)

Determination of eligibility
for access to classified
information for contractor
employees.

[(vi) NATO information. Foreign nationals of a NATO member nation may be
lauthorized access to NATO information provided:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(vi)(A)

Determination of eligibility
for access to classified
information for contractor
employees.

[(A) The CSA obtains a NATO security clearance certificate from the individual's
lcountry of citizenship.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(vi)(B)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(B) NATO access is limited to performance on a specific NATO contract.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(vii)

Determination of eligibility
for access to classified
information for contractor
employees.

[(vil) Informattion for which foreign disclosure has been prohibited in whole or in
part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(viii)

Determination of eligibility
for access to classified
information for contractor
employees.

[(vill) Information provided to the USG in confidence by a third-party government

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(k)(2)(ix)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(ix) Classified information furnished by a third-party government.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10()

Determination of eligibility
for access to classified
information for contractor
employees.

[() Temporary eligibility for access to classified information. In accordance with
ISEAD 8 (available at:
dni.gov/files/NC:

D-
8_Temporary_Eligibility_U.pdf), the CSA may grant temporary (previously called
interim) eligibility for access to classified information, as appropriate, to
lapplicants for access to TOP SECRET, SECRET, and CONFIDENTIAL information.
[This eligibility may only be granted if there is no evidence of adverse information
that calls into question an individual's eligibility for access to classifie

information. If results are favorable following completion of full investigative
requirements, the CSA will update the temporary eligibility determination for
laccess to classified information to be final. In any case, a temporary eligibility
(determination shall not exceed one year unless approved by the applicable CSA
in the system of record. Non-U.S. citizens are not eligible for access to classified
information on a temporary basis.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10()(1)

Determination of eligibility
for access to classified
information for contractor
employees

[(1) A temporary SECRET or CONFIDENTIAL eligibility determination is valid for
access to classfied information at the level of the elgibilty granted. Access to
RD, COMSEC information, and NATO information requires a final SE

leligibility determination.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10()(2)

Determination of eligibility
for access to classified
information for contractor
employees.

[(2) A temporary TOP SECRET eligibility determination is valid for access to TOP
[SECRET information. If an individual has a temporary Top Secret eligibility

ldetermination and has a final Secret eligibility determination based on a
Ipreviously completed investigation, the temporary Top Secret eligibility
[determination is valid for access to RD, NATO, and COMSEC information at the
[Secret or Confidential level. (3) Access to SCI and SAP information based on a
temporary eligibility determination is a determination made by the granting
lauthority.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(1)(4)

of eligibility

(4] When a temporary efigbiey determination has been made and defogatory

for access to classified
information for contractor
employees.

ped, the CSA may withdraw the temporary
cligibiity pending completion of the processing that 5 a prérequisie o the fnal
leligibility determination.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10()(5)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(5) When a temporary eligibility determination is withdrawn for an individual who

is required to be eligible for access to classified information in connection with

the entity eligibility determination for access to classified information, the

lcontractor must remove the individual from access to classified information and

lany KMP position requiring PCL eligibility or the temporary entity eligibility
(determination will also be withdrawn

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10()(6)

Determination of eligibility
for access to classified
information for contractor
employees

[(6) Withdrawal of a temporary eligibility determination is not a denal,
termination, o revocation of eligibility under this part and may not be appealed.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)

Determination of eligibility
for access to classified
information for contractor
employees

[(m) Consultants.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

Secure Controls Framework (SCF)
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§117.10(m)(1)

Determination of eligibility
for access to classified
information for contractor
employees,

(1) A consultant will not access classified information off the premises of the
lusing (hiring) contractor except in connection with authorized classified visits.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

§117.10(m)(2)

Determination of eligibility
for access to classifies
information for contractor
employees,

[(2) A contractor may only assign a consultant outside the United States with
responsibilities requiring access to classified information when:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(2)(i)

Determination of eligibility
for access to classified
information for contractor

[(7) The consultant agreement between the contractor and consultant includes:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(2)(i)(A)

Determination of eligibility
for access to classified
information for contractor
employees

[(A) Identification of the contract, license, or agreement that requires access to
(classified information, the level of classified information that is required, and
laccess to FGI by the consultant while assigned outside the United States.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(2)(i)(B)

Determination of eligibility
for access to classifies
information for contractor
employees,

[(B) A formal agreement that prohibits the consultant from disclosing any
(classified information related to the contract, license, or agreement as required
in paragraph (m)(i)(A) of this section to any party other than the USG or foreign
lgovernment with which the consultant is meeting, and who possesses the
requisite clearance and need to know.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(2)(ii)

Determination of eligibility
for access to classified
information for contractor

[(i) The consultant and the using contractor will jointly execute the consultant
lagreement setting forth respective security responsibilities. The contractor will
retain an original signed copy of the agreement and will ensure its availability if
requested by the CSA.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)

Determination of eligibility
for access to classified

(i) The contractor, in consultation with the applicable CSA as appropriate, will
(determine what threat briefing(s) the consultant should receive before the
lassignment, and conduct those briefings as part of the consultant’s pre-

for contractor
employees.

and recurring security training.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(2)(iv)

Determination of eligibility
for access to classified
information for contractor
employees

[(iv) The contractor provides notice of any changes to the consultant agreement
to the applicable CSA during assessments or upon CSA request.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(3)

Determination of eligibility
for access to classified
information for contractor

ployees.

[(3) The using contractor will be the consumer of the consultant services as set
forth in the consultant agreement.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(4)

Determination of eligibility
for access to classified
information for contractor
employees.

[(@) For security administration purposes, a consultant will be considered an
lemployee of the using contractor for compliance with this part.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.10(m)(5)

Determination of eligibility
for access to classified
information for contractor
employees.

[(5) Consultants to GCAS are not under the purview of the NISP and will be
Iprocessed for determination of eligibility by the GCA in accordance with GCA
lprocedures.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

5117.11(a)

Foreign Ownership, Control
or Influence (FOCI).

[(a) General. Foreign investment can play an important role in maintaining the
vitality of the U.S. industrial base. Therefore, it is the intent of the USG to allow
foreign investment consistent with the national security interests of the United
States. The following FOCI procedures for cleared U.S. entities are intended to
Imitigate the risks associated with FOCI by ensuring that foreign firms cannot
lundermine U.S. security to gain unauthorized access to classified information

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(1)

Foreign Ownership, Control,
or Influence (FOCI)

[(1) The CSA will consider a U.S. entity to be under FOCI when:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(1)(i)

Foreign Ownership, Control,
or Influence (FOCI)

[() A foreign interest has the power to direct or decide matters affecting the
lentity’s management or operations in a manner that could either.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(1)()(A)

Foreign Ownership, Control,
or Influence (FOCI)

[(A) Result in access to classified or

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(1)()(8)

Foreign Ownership, Control,
or Influence (FOCI)

[(B) Adversely affect performance of a classified contract or agreement.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(1)(i))

Foreign Ownership, Control,
or Influence (FOCI).

[(i) The foreign government is currently exercising, or could prospectively
lexercise, that power, whether directly or indirectly, such as:

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(1)(ii)(A)

Foreign Ownership, Control,
or Influence (FOCI).

[(A) Through ownership of the U.S. entity's securities, by contractual
larrangements, or other means, or;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(1)(ii)(B)

Foreign Ownership, Control,
or Influence (FOCI).

[(8) By the ability to control or influence the election or appointment of one or
Imore members to the entity’s governing board.;

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(2)(2)

Foreign Ownership, Control,
or Influence (FOCI).

[(2) When the CSA has determined that an entity is under FOCI, the primary
[consideration will be the protection of classified information. The CSA will take
[whatever action is necessary to protect classified information, in coordination
with other affected agencies as appropriate.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(3)

Foreign Ownership, Control,
or Influence (FOCI).

[(3) A US. entity that is in process for an entity eligibility determination for access
to classified information and subsequently determined to be under FOCI is
neligible for access to classified information unless and until effective security
Imeasures have been put in place to negate or mitigate FOCI to the satisfaction of|
the CSA.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(4)

Foreign Ownership, Control,
or Influence (FOCI).

[(4) When a contractor determined to be under FOCI is negotiating an acceptable
FOCI mitigation or negation measure in good faith, an existing entity eligibility
(determination may continue in effect so long as there is no indication that
(classified information is at risk of compromise in consultation with the applicable
IGCA. The applicable CSA may decide that circumstances involving the FOCI are
lsuch that the entity eligibility determination will be invalidated until

of an acceptable FOCI mitigation plan.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(5)

Foreign Ownership, Control,
or Influence (FOCI).

[(5) An existing entity eligibility determination will be invalidated if the contractor
is unable or unwilling to negotiate and implement an acceptable FOCI mitigation
lor negation measure. An existing entity eligibility determination will be revoked
if security measures cannot be taken to remove the possibility of unauthorized
laccess to classified information or adverse effect on performance of classified
lcontracts.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(6)

Foreign Ownership, Control,
or Influence (FOCI).

[(6) Changed conditions, such as a change in ownership, indebtedness, or a
foreign intelligence threat, may justify certain adjustments to the security terms
lunder which an entity is operating or, alternatively, that a different FOC
Imitigation or negation method be employed. If a changed condition is of
sufficient significance, it might also result in a determination that a contractor is
Ino longer considered to be under FOCI, or, conversely, that a contractor is no
longer eligible for access to classified information.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(7)

Foreign Ownership, Control,
or Influence (FOCI).

[(7) The USG reserves the right, and has the obligation, to impose any security
Imethod, safeguard, or restriction (including denial, termination or revocation of
lan entity eligibility determination) it believes necessary to ensure that

cess to classified is effectively precluded and
Iperformance of classified contracts is not adversely affected.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(a)(8)

Foreign Ownership, Control,
or Influence (FOCI).

[(8) Nothing contained in this section affects the authority of a Federal agency
lhead to limit, deny, or revoke access to classified information under its statutory,
Iregulatory, or contract jurisdiction.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(b)

Foreign Ownership, Control,
or Influence (FOCI).

[(b) Factors. Factors relating to the entity, relevant foreign interests, and the
lgovernment of such foreign interests, as appropriate, will be considered in the
laggregate to determine whether an applicant entity is under FOCI, its eligibility
for access to classified information, and the protective measures required. These|
factors include:

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.11(b)(1)

Foreign Ownership, Control,
or Influence (FOCI).

[(1) Record of espionage against U.S. targets, either economic or government.

Functional

No Relationship

N/A

N/A

N/A

[N applicable SCF control

§117.11(b)(2)

Foreign Ownership, Control,
or Influence (FOCI).

[(2) Record of enforcement actions against the entity for transferring technology
without authorization.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(b)(3)

Foreign Ownership, Control,
or Influence (FOCI).

[(3) Record of compliance with pertinent U.S. laws, regulations, and contracts or
lagreements.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(b)(4)

Foreign Ownership, Control,
or Influence (FOCI).

(@) Type and sensitivity of the information the entity would access.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(b)(5)

Foreign Ownership, Control,
or Influence (FOCI).

[(5) Source, nature, and extent of FOCI, including whether foreign interests hold a
Imajority or minority position in the entity, taking into consideration the
immediate, intermediate, and ultimate parent entities.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(b)(6)

Foreign Ownership, Control,
or Influence (FOCI).

[(6) Nature of any relevant bilateral and multilateral security and information
lexchange agreements.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(b)(7)

Foreign Ownership, Control,
or Influence (FOCI).

[(7) Ownership or control, directly or indirectly, in whole or in part, by a foreign
lgovernment.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(b)(8)

Foreign Ownership, Control,
or Influence (FOCI).

[(8) Any other factor that indicates or demonstrates capability of foreign interests
to control or influence the enity’s operations or management.

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

§117.11(c)

Foreign Ownership, Control,
or Influence (FOCI).

[(c) Procedures. An entity is required to complete an SF 328 during the process
for an entity eligibility determination or when significant changes occur to
information previously submitted. In the case of a corporate family, the form
Imay be a consolidated response rather than separate submissions from
individual members of the corporate family based on CSA guidance

Functional

No Relationship

N/A

N/A

N/A

[No applicable SCF control

Secure Controls Framework (SCF)
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Foreign Ownership, Control,

(1) If an entity provides any affirmative answers on the SF 328, or the cs;x
Ireceives other information which indicates that the applicant entity m:
inder FOCI, the CSA will make o risk based determination regarcing he. retive

INo applicable SCF control

or Influence (FOCI).

[CSA must terminate or revoke the access to classified information.

117.12(c)(L Functional | No Relationshi N/A N/A N/A 0
s (e or Influence (FOCI).  significance of the information in regard to unctional DLEELEEID L Z /
Forelgn Ownership, Control, | WNetNer the applicant is under FOCI INo applicable SCF control
§117.11(c)(1)(1) o Influence (e " Functional | No Relationship N/A N/A N/A 0
. Ownershin. Contror, | The extent and manner to which the FOCI represents a risk to the national [No applicable SCF control
§117.11(c)(1)(ii) O o nfluence (Focy. " [security or may adversely impact classified contract performance. Functional | No Relationship NA N/A N/A 0
() The type of actions, if any, that would be necessary to mitigate or negate the [No applicable SCF control
Foreign Ownership, Control, [effects of FOCI to a level deemed acceptable to the USG. The CSA will advise § §
§117.11(c)(1)(iii) or Influence (FOCI). lentities on the CSA’s appeal channels for disputing CSA FOCI determinations. Functional | No Relationship N/A N/A N/A 0
[(2) When an entity with a favorable eligibility determination enters into [No applicable SCF control
Foreign Ownership, Control, [egotiations for the proposed merger, acquisition, o takeover by a foreign § §
§117.11(c)(2) og, Influence (FOCI). interest, the entity will submit notification to the CSA of the commencement of Functional No Relationship N/A N/A N/A 0
lsuch negotiations.
[() The submission will Include the type of transaction Under negotiation (e.q., [No applicable SCF control
Foreign Ownership, Control, [stock purchase, asset purchase), the identity of the potential foreign interest § :
§117.12(0)(2)(0) o Influence (Foch. " linvestor, and a plan to negate or mitigate the FOCI by a method outiined in Functional | No Relationship N/A NIA NA 0
lparagraph (d) of this section.
() The entity will submit copies of loan, purchase, and shareholder agreements, [No applicable SCF control
Foreign Ownership, Control,[annual reports, bylaws, articles of incorporation, partnership agreements, other § :
5117.11(0)(2)1ii) o Influence (Foch. " [organizational documents, and reports filed with other Federal agencies to the Functional | No Relationship NA NA NA 0
csA.
(@) FOC action pians [No applicable SCF control
Foreign Ownership, Control, . .
§117.11(d) o Influence (FOGN, Functional | No Relationship N/A N/A N/A 0
(1) When FOCI factors not refated to ownership are present, the CSA will [No applicable SCF control
. Ownership, Controp [ JSteMIne f positive measures will assure the'CSA that the foreign interest can
oreign Ownership, Control, |be effectively mitigated and cannot otherwise adversely affect performance on
117.12(d)(1; Functional | No Relationsh N/A N/A N/A 0
§ (@ or Influence (FOCI).  |classified contracts. Examples of such measures include: unctional DLEELEIEID - & -
[ Modification or termination of loan agreements, contracts, and other [No applicable SCF control
§117.11(d) (1)) F"'e(‘,gr"m%"‘j!sz"“‘gbg‘l’)"""" lunderstandings with foreign interests. Functional | No Relationship N/A N/A N/A 0
. Ownershi, Contro, |1 DIVersification or reduction of foreign-source income; [No applicable SCF control
§117.11(d)(1) (i) o o Influonce (Eocn Functional | No Relationship N/A N/A N/A 0
B Ownershin, Contro, | Demonstration of financial viability independent of foreign interests, [No applicable SCF control
§117.11()(1)(iil) o o Influonce (Focn Functional | No Relationship N/A N/A N/A 0
- Ownershi, Contro,|¥) ENImINation or resolution of problem debt No sppicable SCF contral
§117.11(d)(1)(iv) O o Influonce (Focn Functional | No Relationship N/A N/A N/A 0
. Ownershi, Contro, | (¥ ASSIGNMENt of specific oversight duties and responsibilities to board [No applicable SCF control
§117.11(d)(1)(v) O o Influonce (Focn, | members. Functional | No Relationship N/A N/A N/A 0
. Ownershin, Control|(¥) FormUIation of special executive-level security committees to consider and [No applicable SCF control
§117.11(d)(1)(vi) O'QI"Qr"MﬂV‘IZSESE 1“;2)(?)" 0l loversee matters that affect the performance of classified contracts. Functional No Relationship N/A N/A N/A 0
. Ownershin, Control| (/1) PRYSIcal of organizational separation of the contractor component [No applicable SCF control
§117.11(d)(1)(vii) o ety f‘;’bc‘.’)ﬂ rol- Iperforming on classified contracts. Functional | No Relationship N/A N/A N/A 0
- Swnershin, Contro, |1 Adoption of special board resolutions No Sppicable SCF contral
§117.11(d) (1) (viii) O o Influonce (Focn. Functional | No Relationship N/A N/A N/A 0
B Ownershi, Contro,| (7) Other actions that negate or mitigate foreign control or influence [No applicable SCF control
§117.11(d)(1)(1x) O o Influonce (Focn. Functional | No Relationship N/A N/A N/A 0
Foreign Ownership, Control| ) A COPINaton of these methods, as determined by the CSA [No applicable SCF control
§117.11(d)(1)(x) o Influence (FOQh. " Functional | No Relationship N/A N/A N/A 0
. [ When FOCI factors related to ownersiip are present, methods the CSA may [No applicable SCF control
§117.11(d)(2) F"'e‘g"‘ %W"m"‘gbg‘l"‘m app\y to negate or mitigate the risk of foreign ownership include, but are not. Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI.  [imite
Foreign Ownership, Control, (7 892 reselution INo applicable SCF control
§117.11(d)(2)(1) e o " Functional | No Relationship N/A N/A N/A 0
[(A) When a foreign interest does not possess voting interests Suficient to elect, [No applicable SCF control
Foreign Ownership, Control, [or otherwise is not entitled to representation on the entity's governing board, a § :
§117.12(d)(2)(I)(A) cg, Influence 1?00) resolution(s) by the governing board may be adequate. In the resolution, the Functional No Relationship N/A N/A N/A 0
lgoverning board will:
. ownershi, Contror |0 19€niTy the foreign shareholder. [No applicable SCF control
SI71UROAM) | e Functional | No Relationship NA NA NA 0
. Ownershi, Controt|® DEscribe the type and number of foreign-owned shares INo applicable SCF control
SI7IUDROAIER) | e Functional | No Relationship NA NA NA 0
B Ownershi, Contro,|?) Acknowledge the entity’s obligation to comply with all industrial security INo appiicable SCF control
S117.10AROAEB) | B ey, - [Program requirements. Functional | No Relationship NA NA NA 0
(@) Certify that the foreign owner does not require, wil not have, and can be INo applicable SCF control
§117.11(d)(2)(1)(A)(4) FWe‘g"‘ %W"efsmgbg?"m’“ leffectively precluded from unauthorized access to all classified information Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI). lentrusted to or held by the entity.
" . [ The governing board wil provide for annual certifications to the CSA
§117.11(d)(2)(i)(B) F"'e;gr"‘n%ggi “gbg‘l’)"'m lacknowledging the continued effectiveness of the resolution. Functional | No Relationship N/A N/A N/A 0
B " . [{C) The entity wil istribute to members of its governing board and to its KMP INo appiicable SCF control
§117.11(d)(2)(i)(C) orean %WWS ";b@""" . |copies of such resolutions, and report in the entity’s corporate records the Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI). lcompletion of such distribution.
() Security control agreement (SCA). When a foreign interest does not INo applicable SCF control
leffectively own or control an entity (i.e., the entity is under U.S. control), but the
foreign interest is entitled to representation on the entity’s governing board, an
§117.11(d)(2)(ii) F"'E(‘,g,””%ﬁgﬁgh(";b%‘l’)""‘"‘ ISCA may be adequate. At least one cleared U.S. citizen must serve as an outside|  Functional | No Relationship NA N/A NA 0
" |director on the entity’s governing board. There are no access limitations under
(i) SSA. When a foreign interest effectively OWns or CoNtrols an entity, an SSA [No appiicable SCF control
Imay be adequate. An SSA is an arrangement that, based upon an assessment of
the source and nature of FOCI and FOCI factors, imposes various industrial
Isecurity measures within an institutionalized set of entity practices and
Foreign Ownership, Control,|procedures. The SSA preserves the foreign owner’s right to be represented on §
§117.12(d)(2)1iil) or Influence (FOCI).  [the entity’s board or governing body with a direct voice in the entity’s business Functional | No Relationship NA NA NA o
Imanagement, while denying the foreign owner majority representation and
ccess to classified
[(A) Requirement for a National Interest Determination (NID). Unless otherwise bie SCF control
Iprohibited by law or regulation, the applicable CSA must determine whether
lallowing an entity access to proscribed information under an SSA is consistent
with national security interests of the U.S. with concurrence from controllin
Foreign Ownership, Control,[agencies, as applicable. Such NIDs will be made as part of an entity eligibility .
§117.12(d)(2) i) (A) or Influence (FOCI).  |determination or because of a changed condition when a GCA requires an entity | Functional | No Relationship NA NA NA o
to have access to proscribed information and the CSA proposes an SSA as the
Imitigation measure. The NID can be program, project, or contract specific.
B ownershin, Contror,|(2) NI process INo appiicable SCF control
§117.11(d)(2)(iii)(B) o et “';bc‘l’)" rol. Functional | No Relationship N/A N/A N/A 0
[(T) The CSA makes a NID for TOP SECRET or SAP information to which the entity INo appiicable SCF control
Foreign Ownership, Control, [Fequires access. Contractors should be aware that DOE Order 470.48 provides § §
§117.12(d)(2)(iii)(B)(1) cg, Influence 1?00). ladditional information and requirements for processing NID requests for access Functional No Relationship N/A N/A N/A 0
to
[(2) 1n cases in which any category of the proscribed information is controlied by INo appiicable SCF control
B Omnership, Contron, [I2her agency (CDNI for SCI, DOE for RO, the National Security Agency (NSA)
oreign Ownership, Control, |for COMSEC), the CSA asks that controlling agency to concur or non-concur on
SHT1UA)E)2) or Influence (FOCI.  [the NID for that category of information. Functional | No Relationship /A N/A /A °
[(3) The CSA informs the GCA and the entity when the NID is complete. In cases INo appiicable SCF control
mvolving SCI, RD, or COMSEC, the CSA also nforms the GCA and the entity when
la controlling agency concurs or non-concurs on that agency’s category
sL7.LL@)iE)E) | FOregn Qunersie. antrol foroscribed information. The entity may begin accessing a category of otoscribed|  Functional | No Relationship N/A N/A N/A 0
" |information once the CSA informs the GCA and t
B o, Control, |E7Y that the controlling agency Concurs, even I other categories of proscribed INo appiicable SCF control
§117.11 oreign Gunershi. Control information are pending concurrence Functional | No Relationship N/A N/A NA 0
(@ An entity's access to SCI, RD, or COMSEC remains in effect 5o Iong as the INo appiicable SCF control
. Ownership, Control, [URY remains eligible for access to classified information and the contract or
oreign Ownership, Control, [agreement (or program or project) which imposes the requirement for access to
117.11(d)(2)(ii)(B)(4 Functional | No Relationsh N/A N/A N/A 0
§ (DB orInfluence (FOCI).  [those categories of proscribed information remains in effect, except under any of | ' 01" SLELLERID & & &
the following circumstances:
B Ownership, Controt, |1 1€ CSA, GCA, or controlling agency becormes aware of adverse information INo appiicable SCF control
§117.10d) )i B)4) 0 | Ahaere “';bc‘l’)" rol. that impacts the entity eligibility determination. Functional | No Relationship N/A N/A N/A 0
B Ownership, Control, |1 The CGA's threat assessment pertaining to the entity indicates a risk to one of INo appiicable SCF control
§117.12(d)(2)iB)4) i) | 7O Qaer “‘;bc‘l’)" 7l: |the categories of proscribed information. Functional | No Relationship N/A N/A N/A 0
B Ownershi, Contro, | The CGA becomes aware of any material change regarding the source, INo appiicable SCF control
§117.11(d)(2) (i) (B)(4) iii) °'e§r”‘nﬂﬁ2:z “';bc‘l’)" Tol: Inature, and extent of FOCI. Functional | No Relationship N/A N/A N/A 0
[(Tv) The entity's record of NISP compliance, based on CSA reviews, becomes less INo appiicable SCF control
Foreign Ownership, Control, [than satisfactory. Consult DOE Order 470.48 for additional information and § §
§117.11(d)(2)1iii) (B)(4)(iv) or Influence (FOCT. " |requirements for processing NID requests for access to RD. Functional | No Relationship N/A N/A N/A 0
[(5) Under any of the circumstances n paragraphs (d)(2)(i(B)(4)() through (d) INo appiicable SCF control
(2)(ii)(B)(4)(iv) in this Section, the CSA determines whether the entity remains
leligible for access to classified information, it must change the FOCI mitigation
s117.10(0)@)iB)(5)  |FOrelgn Quwnership Control | casure in order to remain eligible for access to classified information, or the Functional | No Relationship NA NA NA 0
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Foreign Ownership, Control,

(6) When an entity is eligible for access to classified information that includes a
favorable NID for SCI, RD, or COMSEC, the CSA does not have to request a new
INID concurrence for the same entity if the access to classified information

ble SCF control

or Influence (FOCI).

117.11(d)(2] B)(6] Functional No Relationshi N/A N/A N/A o
§ (A)N(B)(E) or Influence (FOCI).  |requirements for the relevant category of proscribed information and terms unction: DUREEREEI I I I
Iremain unchanged for:
. Ownersnin. Contror |09 RENEWIng the contract or agreement INo appiicable SCF control
SI71UAR)EENE |7 e RO Functional | No Relationship N/A N/A N/A 0
. Ownersnin. Contror |0 New task orders issued under the contract or agreemen INo appiicable SCF control
S117.10A))E)E) [T BeE e ot Functional | No Relationship NA N/A N/A 0
i) A new contract or agreement that contains the same provisions as the INo appiicable SCF control
§117.11(d)(2)i)(@)(6)(iiy |FOrelgn Ownership, Control, |oreviqus one (this usually applies when the contract or agreement is for a Functional | No Relationship A A A 0
or Influence (FOCN.  [Orogram or project.
Re the A, e F
Foreign Ownership, Control,| 1) ReneWing the SS ) - [No applicable SCF control
§117.11(d)(2)(ii)(B)(6)(iv) or Influence (FOCY) Functional | No Relationship N/A N/A N/A 0
[(7) Under certain conditions, entities under an SSA may not require a NID for one INo appiicable SCF control
o ip, Control, 27O categories of proscribed information in accordance with CSA-provided
Foreign Ownership, Control, |guidance. Categories of proscribed information for entities under SSAS not i i
117.11(d)(2] B)(7, Functional No Relationshi N/A N/A N/A o
§ ()BT or Influence (FOCI).  |requiring a NID will be recorded in the CSA's system of record for entity eligibility | e o™ ISR 7 z I
determinations.
((iv) Voting Trust (VT) or Proxy Agreement (PA). The VT and the PA are INo applicable SCF control
vest the voting rights of the foreign-owned stock in cleared
S hinen spproved by the USC. Under 0 VT, the foraan owner ransiers jgal
title its ownership interests in the entity to the trustees. Under a PA, the foreign
§117.11(d)(2)(iv) Forelgn Qwnership. Control,lowner's voting rights are conveyed to the proxy holders. Neither arrangement Functional | No Relationship NA N/A NA 0
or Influence (FOCI). imposes any restrictions on the entity’s eligibility to have access to classified
information or to compete for classified contracts.
[(A) Establishment of a VT or PA involves the selection of trustees or proxy INo appiicable SCF control
§117.11(d)(2)(V)(A) Foreign Ownership, Control, s|ders, all of whom must become members of the entity’s governing board. Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI) Both arrangements must provide for the
[exercise of all prerogatives of ownership by the trustees or proxy holders with [No applicable SCF control
. o o, Contro |COTPlete freedom to act independently from the foreign owners, except as
-oreign Ownership, Control, |provided in the VT or PA. The arrangements may limit the authority of the 1 1
117.11 Functional No Relationshi N/A N/A N/A o
§ or Influence (FOCI).  [trustees or proxy holders by requiring approval be obtained from the foreign uneti HED J I z
lowner with respect to matters such as:
B Ownersnin. Contror|(1) ThE Sale oF Gisposal of Ehe enfity's assets or a substantial part thereof. No sppicable SCF contral
S1710@RAIL) [T e e Functional | No Relationship N/A N/A N/A 0
- Ownersnin, Contror|2) PIEGGES, mortgages, or other encumbrances on the entity’s assets, capial INo appiicable SCF control
S117.10A@IIAIR) | o e B e " [stock. or ownership interests. Functional | No Relationship NA N/A NA 0
Foreign Ownership, Control, |2 1e"98"S: consolidations, or rearganizations INo appiicable SCF control
§117.11(d)(2)(V)(A)(3) o Influence (e " Functional | No Relationship NA NA N/A 0
Forelgn Ownership, Control, ) PI551to™ INo applicable SCF control
§117.11(d)(2)(V)(A)(4) o Influence (e " Functional | No Relationship NA NA N/A 0
|(5) Filing of a bankruptcy petition. INo applicable SCF control
su7I@R)WIANS) | FOren Qunersiie: Control Functional | No Relationship NA NA NA 0
[(B) The trustees or proxy holders may consult with the foreign owner, or vice INo appiicable SCF control
§117.11(d)(2)(v)(B) | Foreian Ownership, Control,|yersa, where otherwise consistent with U.S. laws, regulations, and the terms of Functional | No Relationship N/A N/A N/A 0
or Influence (FOCN.  |the v or PA
[(C) The trustees or proxy holders assume full responsibility for the foreign [No applicable SCF control
lowner’s voting interests and for exercising all governance and management
Iprerogatives relating thereto to ensure the foreign owner will be insulated from
| [the entity, thereby solely retaining the status of a beneficiary. The entity must
s117.120)2)(v)(C) | FOreign Qunership, Control b organized, structured, and financed to be capable of operating as a viable Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI) lbusiness entity and independent from the foreign owners’ interests that required
FOCI mitigation or negation.
(V) Combination measures. The CSA may apply combinations of the measures in INo appiicable SCF control
Foreign Ownership, Control, |[Paragraphs (d)(2)(i) through (d)(2)(iv) in this section or other similar measures . .
§117.11(d)(2)(v) o Influence (FoCh. " [that effectively mitigate or negate the risks involved with foreign ownership. Functional | No Relationship N/A NIA N/A 4
[(e) Limited entity eligibility determination due to FOCI. In accordance with the [No applicable SCF control
Iprovisions of this section and CSA-provided guidance, a limited entity eligibility
determination may be an option for a single, narrowly defined contract,
|, |pareement, or circumstance for entities under FOCI without mitigation or
§117.11(e) F‘"e‘g"‘ DﬂW"e’S"‘gb?"'w :Inegation. Limitations on access to classified information are inherent with the Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI) lgranting of limited entity eligibility determinations and are imposed upon all of
lthe entity’s employees regardless of citizenship.
[(1) In exceptional circumstances, when a entity is under FOCI, the CSA may ble SCF control
|decide that a limited entity eligibility determination is appropriate when the
lentity is unable or unwilling to implement FOCI mitigation or negation measures,
land the conditions in paragraphs (e)(1)(i) through (iii) of this section are met.
Foreign Ownership, Control, [This is not the same as a limited entity eligibility determination for purposes not ) :
§117.11(e)(1) or Influence (FOCI). " |related to FOCI. Information on limited entity eligibility determinations for Functional | No Relationship NA N/A NA 0
Ipurposes other than FOCI can be found in §117.9(m). A CSA may decide that a
limited entity eligibility is appropriate for a entity under FOCI if:
() The limited entity efigibility determination is in accordance with national INo appiicable SCF control
Foreign Ownership, Control, [security interests and a GCA has informed the CSA that access to classified . .
§117.11(e)(1)() o Influence (FoCh. " [information by the contractor is essential to contract or agreement performance. | Functional | No Relationship NA N/A NA 0
.| There Is an industrial security agreement with the foreign government of the [No applicable SCF control
§117.11(e)(1)(ii) F"'i%ﬂ%“\jzﬁz"“‘;&%""° : [country from which the FOCI is derived. Functional | No Relationship N/A N/A N/A 0
[(il) The contractor meets all other entity eligibility requirements outlined in [No applicable SCF control
F o hip, C: ! §117.9(c) except that KMP, other than the FSO, may be citizens of the country
-oreign Ownership, Control, (from which the FOCI derives and the United States has obtained security
117.11(e)(1; Functional | No Relationshi N/A N/A N/A 0
s (e)(1)(iil) or Influence (FOCI).  lassurances at the appropriate level from that country. . ip 1 i 1
[(2) A U.S. subsidiary of a foreign entity may be sponsored for a limited entity [No applicable SCF control
B umershio, Controy [C1GIBIY determination by a oreign government when the foreign government
-oreign Ownership, Control, |desires to award a contract or agreement to the U.S. subsidiary that involves
117.11(e)(2! Functional No Relationshi N/A N/A N/A o
§ (e)2) or Influence (FOCI).  [access to only that classified information for which the foreign government is the . = z 1 z
|OCA.
(3) Limited entity eligibility determinations are specific to the classified INo applicable SCF control
information for the requesting GCA or foreign government and the single
Inarrowly defined contract, agreement, or circumstance the request was based
Foreign Ownership, Control, |on. The limited entity eligibility determination will only be verified to that GCA or
§117.11(e)3) or Influence (FOCI).  [foreign government for the authorized level of access to classified information Functional | No Relationship [ [z [ 0
|and any limitations to that access to classified information.
[(4) A limited entity eligibility determination is not an option for contractors that No applicable SCF control
§117.11(e)(4) Foreign Ownership, Control, | require access to proscribed information when a foreign government has Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI). lownership or control over the entity.
(5) Release of classified information must be in conformity with the U.S. National INo applicable SCF control
F o hi, C \ Disclosure Policy-1 (provided to designated disclosure authorities on a need-to-
oreign Ownership, Control, lknow basis from the Office of the Under Secretary of Defense for Policy, Defense
117.11(e)(5) Functional No Relationshi N/A N/A N/A o
§ (@5 or Influence (FOCI).  [Technology Security Administration) . ip i 7 i
[(6) A limited entity eligibility determination will be administratively terminated No applicable SCF control
. Ownershin, Contro |1eN there is no longer a nee for the contractor to access the classifed
-oreign Ownership, Control, [information for which it was sponsored. Administrative termination of one
117.11(e)(6; Functional | No Relationshij N/A N/A N/A 0
§ (e)(6) or Influence (FOCI).  [limited entity eligibility determination does not impact a contractor's other b z I z
limited entity eligibility determinations.
((7) If there is no industrial security agreement with the foreign government of the|
lcountry from which the FOCI is derived, in extraordinary circumstances, a limited
lentity eligibility determination may also be granted if there is a compeliing need
F hi 1 [to do so consistent with U.S. national security interests and the GCA has
§117.11(e)(7) 0'9‘9"‘ %W"efs ‘l;b%’""o linformed the applicable CSA that access to classified information by the Functional | No Relationship N/A N/A N/A [
or Influence (FOCI) |contractor is essential to contract or agreement performance. Under this
circumstance, the entity must follow all provisions of this rule.
[(f) Qualifications of trustees, proxy holders, and outside directors. Individuals [No applicable SCF control
§117.11(0) Foreign Ownership, Control. \yho serve as trustees, proxy holders, o outside directors must meet the Functional | No Relationship N/A N/A N/A 0
o Influence (FOCD.  [fglowing criteria:
[(1) Trustees and proxy holders must be resident U.S. citizens who can exercise No applicable SCF control
Foreign Ownership, Control, [governance and management prerogatives relating to their position in a way that| )
§117.11(7(1) o Influonce (FOCT. " |ensures that the foreign owner can be effectively insulated from the entity. Functional | No Relationship NA NA NA 0
(2) Outside directors must be resident U.S. citizens who can exercise governance INo applicable SCF control
Foreign Ownership, Control, [2nd management prerogatives relating to their position in a way that ensures )
§117.110(2) o 2 that the foreign owner can be effectively separated from the enity’s classified | Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI). L
worl
[(3) New trustees, proxy holders, and outside directors must be completely No applicable SCF control
§117.11(0(3) Foreign Ownership, Control, isinterested individuals with no prior involvement with the entity, the entities Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI). lwith which it is affiliated, or the foreign owner.
[(4) The CSA may consider other circumstances that may affect an individual's No applicable SCF control
B Oumership, Conroy[C1GIBIY t0 serve effectively including the number of boards on which the
-oreign Ownership, Control, |individual serves, the length of time serving on any other governance boards,
117.11(f)(4] " " Functional No Relationshij N/A N/A N/A o
§ (N4) orInfluence (FOCI).  [and other factors in accordance with CSA-provided guidance. u g g g
[(5) Trustees, proxy holders, and outside directors must be determined eligible for| No applicable SCF control
laccess to classified information at the level of the entity eligibility determination
[for access to classified information. Individuals who are serving as trustees,
Foreign Ownership, Control, [proxy holders, or outside directors as part of a mitigation measure for the entity
$117.11(0(5) or Influence (FOCI).  [are not considered to have prior involvement solely by performing that role for Gusisad) || Mo R2EGEmEip N2 A A 0
lpurposes of paragraph (f)(3) of this section.
Foreign Ownership, Control, (9) Government security committee (GSC). Under a VT, PA, SSA, or SCA, the INo applicable SCF control
§117.11(g) . : |contractor is required to establish a permanent committee of its board of Functional | No Relationship N/A N/A N/A 0
or Influence (FOCI). directors, known as the
(1) Unless otherwise approved by the CSA, the GSC consists of trustees, proxy No applicable SCF control
Foreign Ownership, Control,|nolders, or outside directors and those officer directors who have been § §
§117.11(g)(1) 9 12 ldetermined to be eligible for access to classified information. Functional | No Relationship N/A N/A N/A [
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Foreign Ownership, Control

(2) The members of the GSC are required to ensure that the contractor adheres.
to laws and regulations and maintains internal entity policies and procedures to
safeguard classified information entrusted to it. The GSC ensures that violations

INo applicable SCF control

Processing

lhandling requirements.

§117.11(9)(2) of Influence (FOCI). " |of those policies and procedures are promptly investigated and reported to the Functional | No Relationship N/A N/A N/A
. lappropriate authority when it has been determined that a violation has occurred.
[(3) The contractor's FSO will be the principal advisor to the GSC and attend GSC [No applicable SCF control
Foreign Ownership, Control,|meetings. The chairman of the GSC must concur with the appointment and . )
§117.11(9)(3) o Iafluence (Foch. " [replacement of FSOs selected by management. The FSO functions will be carried|  Functional | No Relationship NA N/A N/A
lout under the authority of the GSC.
[(h) Additional procedures for FOCI mitigation or negation measures. In addition [No applicable SCF control
lto the basic requirements of the FOCI mitigation or negation agreement, the
lentity may be required to document and implement additional procedures based
lupon the circumstances of an entity’soperations. Those additional procedures
will be established in supplements to the FOCI mitigation agreement to allow for
§117.11(h) Foreign Ownership, Control, flexibility as circumstances change without having to renegotiate the entire Functional No Relationship N/A N/A N/A
or Influence (FOCI). lagreement. When making use of supplements, the CSA does not consider the
FOCI mitigation measure final until the CSA has approved the required
lsupplements. These supplements may include:
(1) Technology control plan (TCP). A TCP approved by the CSA will be developed INo applicable SCF control
land implemented by those entities cleared under a VT, PA, SSA and SCA and
when otherwise deemed appropriate by the CSA. The TCP will prescribe all
lsecurity measures determined necessary to reasonably prevent the possibility of
laccess by non-U.S. citizen employees and visitors to information for which they
|are not authorized. The TCP will also prescribe measures designed to assure that|
Foreign Ownership, Control, | €855 by non-UsS. citizens s strictly limited to only that specific information for
§117.11(h)(1) gr e “Ebcn lwhich appropriate USG disclosure authorization has been obtained, e.g., an Functional | No Relationship N/A N/A N/A
orInfluence lapproved export license or technical assistance agreement. Unique badging,
lescort, segregated work area, security indoctrination schemes, and other
Imeasures will be included, as appropriate.
(2) Electronic communications plan (ECP). The contractor will develop and INo applicable SCF control
implement an ECP, subject to CSA approval, tailored to the contractor's
loperations to verify that electronic controls are in place for clear technical and
logical separation of electronic communications and networks between the
|contractor, the foreign interest, and its affiliates. The purpose is to prevent the
lunauthorized disclosure of classified information to the foreign parent or its
F o hip, Control, |affiliates. The contractor will include in the ECP a detailed network description
§117.11(h)(2) ‘"e‘g"‘ ﬂW"e’S “Ebc‘l’)" ol land configuration diagram that clearly delineates which networks will be shared Functional | No Relationship N/A N/A N/A
orInfluence land which will be protected from access by the foreign parent or its affiliates.
[The network description will address firewalls, remote administration, monitoring,|
Imaintenance, and separate email servers, as appropriate.
[(3) Affiliated operations plan. There may be circumstances when the parties to a [No applicable SCF control
ltransaction propose in the FOCI action plan that the U.S. contractor provides
|certain services for the foreign interest or enters into arrangements with the
foreign interest, or the foreign interest provides services for or enters into
larrangements with the U.S. contractor. In such circumstances, the contractor
Iwill document a plan, subject to CSA approval, outlining the entity’s consolidated
Foreign Ownership, Control, |policies and procedures regarding the control of affiliated operations, regardless
S117.11(h)(3) or Influence (FOCI).  |of whether such endeavors are administrative, operational, or commercial, ELpctch= i [oiearorshp A A A
Iperformed directly or through third-party service providers, within the entity or
lamong any of the enitity's controlled entities, or the foreign interest and its
|affiliates.
(@) Facilities location plan. When a contractor s potentially collocated with or in [No applicable SCF control
Iclose proximity to its foreign parent or an affiliate, the contractor will prepare a
facilities location plan to assist the CSA in determining if the contractor is
Foreign Ownership, Control, |collocated or if the close proximity can be allowed under the FOCI mitigation
S117.11()(4) or Influence (FOCI).  [plan. A U.S. entity generally cannot be collocated with the foreign parent or Gt ] TS BRI [ [ [
|affiliate, i.e., at the same address or in the same location
F o hip, Control, (i) Annual review and certification [No applicable SCF control
§117.110) O o Influonce (Focn, Functional | No Relationship N/A N/A N/A
() Annual review. The CSA will meet at least annually, and Otherwise as [No applicable SCF control
required by circumstances, with the GSCs of contractors operating under a VT,
A, SSA, or SCA to review the purpose and effectiveness of the clearance
§117.110)(1) F‘”E(‘?,”‘,%gjfe";';bg')"m’“ larrangement and to establish a common understanding of the operating Functional | No Relationship N/A N/A N/A
" |requirements and their implementation. These reviews will include an
lexamination of:
. Ownershin, Control, | ACES of compliance or noncompliance with the approved security arrangement | [No applicable SCF control
§117.11()(1)(0) O o Influonce (Foch, " |standard rules, and applicable laws and regulations. Functional | No Relationship N/A N/A N/A
. Ownershi, Contro, | Problems of impediments associated with the practical appiication or Uity of [No applicable SCF control
§117.11()(1 o ety “‘F’bc‘l’;‘ rl: lthe security arrangement. Functional | No Relationship N/A N/A N/A
. Ownershi, Contro, |11 Whether security contrals, practices, or procedures warrant adjustment [No applicable SCF control
§117.12()(1)(iii) O o Influonce (Focn, Functional | No Relationship N/A N/A N/A
[(2) Annual certification. For contractors operating under a VT, PA, SSA, or SCA, [No applicable SCF control
Foreign Ownership, Control, [the chairman of the GSC will submit to the CSA one year from the effective date . .
§117.11()(2) Dg, Influence ‘goc.) lof the agreement and annually thereafter, an implementation and compliance Functional | No Relationship N/A N/A N/A
Ireport. Such reports will include:
B N Hip, Controy |} A detalled Gescription of the manner In which the contractor s carrying out fts [No applicable SCF control
§117.11()(2)() o ety “‘F’bc‘l’)" ol lobligations under the agreement. Functional | No Relationship N/A N/A N/A
(i) Changes to security procedures, implemented or proposed, and the reasons [No applicable SCF control
§117.11()(2)(ii) F"“’-{‘gjﬂ%zg@“gbﬁ%"""‘ for those changes. Functional | No Relationship N/A N/A N/A
((iii) A detailed description of any acts of noncompliance, whether inadvertent or INo applicable SCF control
§117.11()(2)(iii) F"'e‘g"‘ %W"eVS"‘lF’bE‘I’""°‘v intentional, with a discussion of remedial measures, including steps taken to Functional | No Relationship N/A N/A N/A
or Influence (FOCI) lprevent such acts from recurring.
B N Hip, Control, |1¥) ANy changes, of mpending changes, of KNP or key board members, [No applicable SCF control
§117.11()(2)(iv) °'e§r”‘mﬁzgi J‘F’bc?)" Tol. lincluding the reasons therefore. Functional | No Relationship N/A N/A N/A
B N nip, Control, | ¥/ AnY changes or impending changes in the urgamzatmna\ Stru(lurs or No applicable SCF control
§117.11()(2)(v) °'e§"‘nﬂﬁggi J‘F’bc?)" rol. lownership, including any Functional | No Relationship N/A N/A N/A
B N Hip, Control, | %0 ANy other Issues that could have a bearing on the effectiveness of the No applicable SCF control
§117.11()(2)(vi) o ety J’F’bc?)" rol. lapplicable agreement. Functional | No Relationship N/A N/A N/A
F o hip, Control, |(j) Transactions involving foreign persons, and the Committee on Foreign INo applicable SCF control
§117.11() O verca (P, " Investment in the United States (CFIUS). Functional | No Relationship N/A N/A N/A
41) The CFIUS is a USG interagency mmmmee chalred by the Treasury No applicable SCF control
F o hi, C . rtr It that conducts and
-oreign Ownership, Control [ransa(lmns that could result in foreign (ﬂnlml of a U.S. business, and certain
117.12(j)(1, o Functional No Relationshi N/A N/A N/A
§ Uity or Influence (FOCI).  [non-controlling investments and certain real estate transactions involving foreign b z I z
Ipersons under 50 U.S.C. 4565.
[(2) In CFIUS cases where the acquired U.S. person requires access to classified No applicable SCF control
F o hib, C " the CFIU eview S EDD\lcab\e and
-oreign Ownership, Control, [the CSA industrial secunly FOCI review are carried out in parallel, but al
117.11()(2 Functional | No Relationshij N/A N/A N/A
§ 02 or Influence (FOCI).  |separate processes with different time constraints and considerations. b z I z
[(3) The CSA will promptly advise the parties in a transaction under CFIUS review No applicable SCF control
lthat would require FOCI negation or mitigation measures if consummated, to
lsubmit to the CSA a plan to negate or mitigate FOCI. If it appears that an
lagreement cannot be reached on material terms of a FOCI action plan, or if the
Foreign Ownership, Control,|U.S. person that is a party, or in applicable cases, a subject of the proposed §
§117.11()(3) or Influence (FOCI). ltransaction fails to comply with the FOCI reporting requirements of this part, the Functional | No Relationship N/A N/A N/A
ICSA may recommend a full investigation of the transaction by the CFIUS to
|determine the effects on national security.
(@) General. Contractors will provide all cleared employees with security training
jand briefings with their with classified Role-Based Security, IMechanisms exist to provide role-based security, compliance and resilience-
Security training and . y related training:(1) Before authorizing access to the system or performing
§117.12(2) briefings. Functional Intersects With Compha:iae"ﬁnResHlence SAT-03 lassigned duties;(2) When required by system changes; and(3) Annually
9 [thereafter.
Security training and 4a>dGben9fn;a\ Contractors will prowdhe all cleared EmD\O{hee‘S wﬂﬁh S;cumv training Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
§117.12(a) |and briefin with classif Functional Intersects With e, Handling & SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data
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