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Control Descri

By November 23, 2009 each licensee currently licensed to operate a nuclear Mechanisms exist to facilitate the identification and
power plant under part 50 of this chapter shall submit, as specified in § 50.4 implementation of relevant statutory, regulatory and
and §50.90 of this chapter, a cyber security plan that satisfies the contractual controls.
Protoction of digital | eclirements o this section for Commission review and approval. Each
computorang _|Submittal mustinclude a proposed implementation schede. Statutory, Regulatory
73.54 Implementation of the licensee's cyber security program must be consistent | Functional | Intersects With ° cpL02 5 cpLo1
communication systems Contractual Compliance
and networks | With the approved schedule. Current applicants for an operating license or
combined license who have submitted their applications to the Commission
prior to the effective date of this rule must amend their applications to include
acyber security plan consistent with this section.
By November 23, 2009 each licensee currently licensed to operate a nuclear Mechanisms exist to generate authoritative
power plant under part 50 of this chapter shall submit, as specified in § 50.4 documentation (e.g., System Security Plan (SSP) that:
and § 50.90 of this chapter, a cyber security plan that satisfies the (1) Identifies key and
requirements of this section for Commission review and approval. Each information on in-scope Technology Assets, Applications
Protoction of igital | UMt must include a proposed implementation schedule. Applied Securiy, and/or Services (TAAS);
computerang |IMPlementation of the licensee's cyber security program must be consistent Comptance and (2) Reflects the current state of applied security,
73.54 . with the approved schedule. Current applicants for an operating license or Functional | Intersects With " 1A0-09 | compliance and resilience controls on applicable People, 5 1A0-03
communication systems P c " - Resilience Controls ° lc:
combined license who have submitted their applications to the Commission Processes, Technologies, Data and/or Facilities (PPTDF)
and networks Documentation
prior to the effective date of this rule must amend their applications to include that are contained within the system boundary; and
acyber security plan consistent with this section. (3) Provides a historical record of applied security
controls, including changes.
Each licensee subject to the requirements of this section shall provide high Mechanisms exist to facilitate the design, implementation,
that digital terand ication systems and networks Seourtty, Compliance & d monitoring of securit i dresil
assurance that digital computer and communication systems and networks ) ; and monitoring of security, compliance and resilience
73.54(a) N/A © P v Functional | IntersectsWith | Resilience Program Gov-02 e ¥, comp 5 Gov-01
are adequately protected against cyber attacks, up to and including the design sorPy governance controls.
basis threat as described in § 73.1.
The licensee shall protect digital computer and communication systems and Mechanisms exist to document and validate the scope of
tworks ted with:  compli d resil trols that
73.54(a)(1) N/A networks associated wi Functional Intersects With Compliance Scope cpL-og | ecurity. compliance and resilience controls that are 3 CPL-01.2
determined to meet statutory, regulatory and/or
Safety-related and important-to-safety functions; ttod he scope of
: , compl d resil trols that
73.54(a)(1)(i) N/A Functional | IntersectsWith | Compliance Scope CpLo3 |36, compliance and resilience controls thatare 3 CPLO1.2
determined to meet statutory, regulatory and/or
ntractual comoli igati
Security functions; Mechanisms exist to document and validate the scope of
. compli d resili trols that
73.54(a)(1)ii) N/A Functional Intersects With Compliance Scope cpLo3 | security, compliance and resilience controls that are 3 CPL-01.2
determined to meet statutory, regulatory and/or
” functions, and ttod he scope of
o security, compliance and resilience controls that are
73.54(a)(1) i) N/A Functional | IntersectsWith |  Compliance Scope CcPL03 . comp) 3 cPLO1.2
determined to meet statutory, regulatory and/or
ntractual
Support systems and equipment which, if compromised, would adversely Mechanisms exist to document and validate the scope of
- WA impact safety, security, or emergency preparedness functions. Functionsl | ntersectsWith |  Comptiance Scope opLos | secutity, compliance and resiience controls that are R crLor2
determined to meet statutory, regulatory and/or
Je5a@2) A The licensee shall protect the systems and networks identified in paragraph unctionat | imterscets with Data Protection botoa | Mechanisms exist o faciltate the implermentation of data B ocH01
(2)(1) of this section from cber attacks that would: orotection controls.
e 540 A ‘Adversely impact the integrity or confidentiality of data and/or software; unctionat | imterscete with Data Protection otoa | Mechanisms exist o faciltate the implermentation of data B 01
brotection controls.
Deny access to systems, services, and/or data; and Mechanisms exist to operate a Business Continuity
Business Continuity tem (BOMS) . ot
73.54(a)(2)1ii) N/A Functional Intersects With | Management System BCD-02 8y erv ata 5 BCD-01
(TAASD) during:
(BCMS)
(1) Routine operations; and
23
Adversely impact the operation of systems, networks, and associated Mechanisms exist to operate a Business Continuity
t. tem (BCMS)
equipmen Business Continuity o E':( ; ) N or
73.54(a)(2) i) N/A Functional | IntersectsWith | ManagementSystem | BCD-2 | eohO08Y Assets, Applications, Services and/or Data 5 BCD-01
(TAASD) during:
(BCMS)
(1) Routine operations; and
o)
73.54(b) N/A T this, the licensee shall: Functional _| No NA N/A N/A o
‘Analyze digital computer ~ d networks and Mechanisms exist to perform inventories of Technology
identify those assets that must be protected against cyber attacks to satisfy Assets, Applications, Services and/or Data (TAASD) that:
paragraph (a) of this section, (1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including
business justification details;
(3)1s at the level of granularity deemed necessary for
73.54(b)(1) N/A Functional | IntersectsWith | Assetlnventories AST-04 | trackingand reporting; 5 AST-02
(4) Includes organization-defined information deemed
necessary to achieve effective property accountability;
and
(5)1s available for review and audit by designated
organizational personnel.
‘Analyze digital computer ~ d networks and tto maintain network
identify those assets that must be protected against cyber attacks to satisfy diagrams that:
paragraph (a) of this section, Network Disgrams & (1) Contan sfcient detlt 0 assess the securiy ofthe
73.54(b)(1) N/A Functional | IntersectsWith | Data Flow Diagrams AsT-17 | network's architecture; 3 AST-04
oFDs) (2) Reflect the current architecture of the network
environment; and
(3) Document all sensitive and/or regulated data flows.
Analyze digital t ~ d networks and t i
oty s ssact hat sk oo prtested aganst oybor atacksto ot Control Applicablity tely-determined for Technology Asset
identify those assets that must be protected against cyber attacks to satist appropriately-determined for Technology Assets,
73.54(b)(1) N/A iy ! P! % 4 Y Functional | IntersectsWith | Boundary Graphical AST-17.1 | 2PPropriately G 3 AST-04.2
paragraph (a) of this section, Applications and/or Services (TAAS) and third parties by
Representation
arahical licable boundari
‘Analyze digital computer t d networks and Mechanisms exist to create and maintain a map of
ity th ts that must be protected against ttacks to sati Technol ts, Applicati /or Services (TAA
28540000 WA identify those assets that must be protected against cyber attacks to satisfy Functional | IntersecteWith | Data Action Mapping | AST.17.2 |TCTnology Assets, Applications and/or Services (TAAS) 3 AST-02.8
paragraph (a) of this section, where sensitive and/or regulated data s stored,
orocessed
‘Analyze digital computer i @ d networks and Mechanisms exist to document and validate the scope of
identify those assets that must be protected against cyber attacks to satist security, compliance and resilience controls that are
73.54(b)(1) N/A fy o e 4 fy Functional | IntersectsWith | Compliance Scope CPL-03 urity, compl 5 CPL-01.2
paragraph (a) o this section, determined to meet statutory, regulatory and/or
contractual
‘Analyze digital computer t d networks and Security, Compl t o facilitate the design, implementation,
73.54(b)(1) N/A identify those assets that must be protected against cyber attacks to satisfy Functional Subset Of Resilience Program GOV-02 | and monitoring of security, compliance and resilience 10 Gov-01
paragraph (a) of this section. (SCRP) controls.
Analyze digital computer i ' d networks and ist to conduct
identify those assets that must be protected against cyber attacks to satisfy risk that includes the likelihood and magnitude of harm,
h (a) of this sect f thori ] isrupti
73.54(b)(1) N/A paragraph (a) of this section, Functional Intersects With Risk Assessment Rsk-13 | from unauthorized access, use, disclosure, distuption, 5 RSK-04.
destruction of thy
Technology 3 ions, Sery d/or Data
(TAASD)
‘Analyze digital computer t d networks and Mechanisms exist to develop a plan for Supply Chain Risk
identify those assets that must be protected against cyber attacks to satisfy
paragraph (a) of this section, Supply Chain Risk acquisition, maintenance and disposal of Technology
73.54(b)(1) N/A Functional Intersects With Management (SCRM) RSK-20 Assets, Applications and/or Services (TAAS), including 3 RSK-09
Plan documenting selected mitigating actions and monitoring
performance against those plans.
Establish, implement, and maintain a cyber security program for the Security, Compl o facilitate the design, implementation,
73.54(b)(2) N/A protection of the assets identified in paragraph (b)(1) of this section; and Functional Subset Of Resilience Program GOV-02 | and monitoring of security, compliance and resilience 10 Gov-01
(SCRP) controls.
Incorporate the cyber security program as a component of the physical Physical & Mechanisms exist to facilitate the operation of physical
73.54(b)(3) N/A protection program. Functional | Intersects With Environmental PES-02 |and environmental protection controls. 8 PES-01
Protections
The cyber security program must be designed to: Security, Compl o facilitate the design, implementation,
73.54(c) N/A Functional Subset Of Resilience Program GOV-02 | and monitoring of security, compliance and resilience 10 GOV-01
(SCRP) controls.
Implement security controls to protect the assets identified by paragraph Mechanisms exist to compel data and/or process owners
(b)(1) of this section from cyber attacks; Operationalizing to operationalize security, compliance and resilience
73.54(c)(1) N/A Functional | Intersects With | Security, Compliance & |  GOV-11  [practices for Technology Assets, Applications, Services 5 GOV-15
Resilience Capabilities and/or Data (TAASD) under thir control.
com/start-h heory pping Secure Controls Framework (SCF) 10f3
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Apply and depth toensurethe Mechanisms exist to formally incorporate the
capability to detect, respond to, and recover from cyber attacks; ) organization's secure architecture principles into
| security, Compliance & .
73.54(c)(2) N/A Functional | Intersects With SEA02  |engineering, product and mode design requirements to 8 SEA-015
Resilience Aware Design
inby
default and by desien.
Apply and o to ensure the Mechanisms exist to implement security functions as a
capability to detect, respond to, and recover from cyber attacks; DefenseIn-Depth (0ID) layered structure minimizing interactions between layers
73.54(c)(2) N/A Functional | Intersects With ot SEA-06 |of the design and avoiding any dependence by lower layers 3 SEA-03
onthe functionality or correctness of higher layers.
Mitigate the adverse affects of cyber attacks; and Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manualincident report
73.54(c)(3) N/A Functional | IntersectsWith | Incident Handling IRO-06 | IMeke: 5 1RO-02
(3) Analys
(4) Containment;
(5) Eradication; and
(61 Recaverv
Ensure that the functions of protected assets identified by paragraph (b)(1) of Mechanisms exist to operate a Business Continuity
this section are not adversely impacted due to cyber attacks. Business Gontinuity anage tem (BCMS) o o
73.54(c)(4) N/A Functional Subset Of Management System BCD-02 o g erv ata 10 BCD-01
(TAASD) during:
(BCMS)
(1) Routine operations; and
73.54(d) NIA As part of the cvber security program, the licensee shall: Functional _| No NA N/A N/A )
Ensuve ma(:ppmpna(e fe;:ll\ty :evsa?nell,hm:h{d!ng can(vacmr:, areavare of Securiy, Compliance . 1o provie allemployeessnd
73.54(d)(1) N/A cyber security requirements and recaiva the training necessary to perform Functional Subset Of Resilience Awareness SAT-04 g 10 SAT-02
their assigned duties and responsibilities. Training resilience awareness education and training that is
relevant for theiriob function.
Ensure that appropriate facility personnel, including contractors, are aware of Mechanisms exist to provide role-based security,
tchyger secum; ;eq!u\remzn(s and rece the training necessary to perform Rolo-Based Securiy, c:r;p:\ance ::.1 resmence'rel(at:: trem(mg: o
28.540001) WA eir assigned duties and responsibilities. Functional SubsetOf | Gompliance & Resilnce|  SaT.0s |1 Before authorizing access to the system or performing 0 —
assigned duties;
Training *
(2) When required by system changes; and
(3) Annually therenfrer
Evaluate and manage cyber risks. Mechanisms exist to facilitate the implementation of
strategic, operational and tactical risk management
fisk Management controls that are aligned with:
73.54(d)(2) N/A Functional Subset Of & RSK-02 (1) Enterprise (ERM); 10 RSK-01
Program
and
@) Indh d
nractices
Evaluate and manage cyber risks. Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response
and risk monitoring;
73.54(d)(2) N/A Functional | Intersects With Risk Framing Rk.05  |(2) Constraints affecting risk assessments, risk response 5 RSK-01.1
and risk monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the
i anaging risk
Evaluate and manage cyber risks. Mechanisms exist to conduct recurring assessments of
tisk that includes the likelihood and magnitude of harm,
L thorized . use, disclosure, disruption,
73.54(d)(2) N/A Functional Intersects With Risk Assessment RsK-13  |'rom unauthorizedaccess, use, disclosure, disruption, 5 RSK-04.
destruction of
g Serv Data
(TAASD)
Evaluate and manage cyber risks. Mechanisms exist to ensure proper fisk response actions
were performed to remediate findings from security,
73.54(d)(2) N/A Functional | Intersects With Risk Response Rsk-16 | COMPUiance andor resilience-related: 5 RSK-06.1
(1) Assessments;
(2) Audits; and/or
() Incidents
Evaluate and manage cyber risks. Mechanisms exist to select appropriate risk treatment
options, based on applicable risk assessment findings,
including:
73.54(d)(2) N/A Functional | IntersectsWith | RiskTreatment Options | Rsk-16.1  |(1) Mitigating the risk o an acceptable level; 5 RSK-06.3
(2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (.., insurance and
service provider); or
(4) Accenting the risk
Ensure that modifications to assets, identified by paragraph (b)(1) of this. Mechanisms exist to gavern the technical configuration
28.54018) WA section, are ovaluated before implementation toensure that the cyber security| ¢ o ubsetof | ConfigurationChange | o lchange control processes. 10 oHO-02
performance objectives identified in paragraph (a)(1) of this section are Control
maintained.
Ensure that modifications to assets, identified by paragraph (b)(1) of this Mechanisms exist to analyze proposed changes for
28.54003) VA section, are evaluated before implementation to ensure thatthe cybersecuriy| L Socurity Impact Analysis | o | potential pacts, prior to the i s CHB.03
performance objectives identified in paragraph (a)(1) of this section are for Changes the change.
tained
Ensure that modifications to assets, identified by paragraph (b)(1) of this. t testand d
28.54018) WA section, are ovaluated before implementation to ensure that the cyber security | ¢ o | Test, Validate & GHe.07 | Proposed changes nanon-prodi s CH022
performance objectives identified in paragraph (a)(1) of this section are Document Changes before changes are implemented into production.
maintained.
Conduct cyber security event notifications in accordance with the provisions tto portincidents to applicable:
573.77. 1) Internal stakeholders;
ofs73 Incident Stakeholder (1)internal stakeholders;
73.54(0)(4) N/A Functional | Intersects With Roporting IRO-16 [ (2) Affected clients & third-parties; and 5 1RO-10
" (3) Regulatory authorities.
The licensee shall establish, implement, and maintain a cyber security plan Mechanisms exist to generate authoritative
thatimplements the cyber security program requirements of this section. documentation (e.g., System Security Plan (SSP) that:
(1) Identifi i
information on in-scope Technology Assets, Applications
Applied Securiy, and/or Services (TAAS);
GCompliance and (2) Reflects the current state of applied security,
73.54(¢ N/A Functional | Intersects With 1A0-09 5 1A0-03
(e) i Resiionce Controls compliance and resilience controls on applicable People,
Processes, Technologies, Data and/or Facilities (PPTDF)
Documentation -
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
The cyber security plan must describe how the requirements of this section Mechanisms exist to generate authoritative
will be implemented and must account for the site-specific conditions that documentation (e.g., System Security Plan (SSP)) that:
affect implementation. (1) Identifies ke archi andi
information on in-scope Technology Assets, Applications
Applied Securiy, and/or Services (TAAS);
GCompliance and (2) Reflects the current state of applied security,
73.54(e)(1 N/A Functional Subset Of 1A0-09 10 1A0-03
(e)(1) u Resiionce Controls compliance and resilience controls on applicable People,
Processes, Technologies, Data and/or Facilities (PPTDF)
Documentation -
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
The cyber security plan must include measures for incident response and Mechanisms exist to generate authoritative
recovery for cyber attacks. The cyber security plan must describe how the documentation (e.g., System Security Plan (SSP)) that:
licensee will: (1) Identifies key archi andi
information on in-scope Technology Assets, Applications
Applied Securiy, and/or Services (TAAS);
Compliance and (2) Reflects the current state of applied security,
73.54(e)(2) N/A Functional Subset Of 1A0-09 10 1A0-03
(e)(2) u Resilionce Controls compliance and resilience controls on applicable People,
Processes, Technologies, Data and/or Facilities (PPTDF)
Documentation
that are contained within the system boundary; and
(3) Provides a historical record of applied security
controls, including changes.
com/start-h h Secure Controls Framework (SCF) 20f3
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Maintain the capability for timely detection and response to cyber attacks; Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report
73.54(e)2)() N/A Functional | IntersectsWith | Incident Handling IRO-06 | IMake: 1RO-02
(3) Analysis;
(@) Containment;
(5) Eradication; and
61 Racavery
Mitigate the consequences of cyber attacks; Mechanisms exist to over:
(1) Preparation;
(2) Automated event detection or manual incident report
73.54(e)(2)(i) N/A Functional | IntersectsWith | Incident Handling IRO-06 | IMtake: 1RO-02
(3) Analysis;
(4) Containment;
(5) Eradication; and
61 Revavery
Correct exploited vulnerabilities; and Mechanisms exist to utilize post-incident assurance
Post-Incident activities to validate Technology Assets, Applications and
Technology Assets, Services (TAAS) are
73.54(e)(2)(jii) N/A Functional Intersects With Applications and IRO-26 (1) Secure;
Services (TAAS) (2) Compliant; and
Validation (3) Capable of supporting the resumption of normal
busi ti
2854002 - Correct exploited vulnerabilities; and Functionat | intersects with Valnerability V0 ist to ensure that e
Process properly identified. tracked and remediated.
Restore affected systems, networks, and/or equipment affected by cyber Technology Assets, Mechanisms exist to ensure the secure recovery and
attacks. d t 3 d
73.54()(2(v) N/A Functional | Intersects With Services (TAAS) BCD-18  |Services (TAAS) to a known state after a disruption, BCD-12
Recovery & compromise or failure.
Restore affected systems, networks, and/or equipment affected by cyber Mechanisms exist to utiize post-incident assurance
attacks. Post-Incident activities to validate Technology Assets, Applications and
Technology Assets, Senvices (TAAS) are
73.54(€)2)(v) N/A Functional | IntersectsWith | Applications and IRO-26  [(1) Secure;
Services (TAAS) (2) Compliant; and
Validation (3) Capable of supporting the resumption of normal
b i
shall develop and policies and implementing tto establish, maintain and
procedures to implement the cyber security plan. Policies, implementing policies, standards and procedures necessary for secure,
procedures, site-specific analysls, and other supporting technical information Publishing Security, compliant and resilient capabllities.
73.54(1) N/A used by the licensee need not be submitted for Commission review and Functional | IntersectsWith | Compliance & Resilience| ~ GOV-04 GOv-02
approval as part of the cyber security plan but are subject to inspection by Documentation
NRC staff on a periodic basis.
shall develop and policies and implementing Mechanisms exist to identify and document Standardized
procedures to implement the cyber security plan. Policies, implementing Operating Procedures (SOP), or similar documentation, to
procedures, site-specifc analysis, and other supporting technical information Standardized Operating enable the proper execution of day-to-day / assigned
73.54() N/A used by the licensee need not be submitted for Commission review and Functional | Intersectswitn | Z 0T S0 OPS-04 |tasks. 0PS-01.1
approval as part of the cyber security plan but are subject to inspection by
NRC staff on a periodic basis.
The licensee shall review the cyber security program as a component of the Mechanisms exist to validate that Technology Assets,
physical security program in accordance with the requirements of § 73.55(m), Applications, Services and/or Data (TAASD) conform to
73.54(g) N/A including the periodicity requirements. Functional | IntersectsWith | Conformity Monitoring |~ CPL-05 i security, resilien CcPL03
policies, standards and other applicable requirements.
shall retain all record: ing technical Mechanisms exist to retain media and data in accordance
required to satisfy the requirements of this section as a record until the with applicable statutory, regulatory and contractual
28540 o Commission terminates the icense for which the records were developed, Functional | IntersectsWith | Media & Data Retention | D27 |oPlEatIONS- EEMD
and shall maintain superseded portions of these records for at least three (3)
years after the record is superseded, unless otherwise specified by the
c
heory pping Secure Controls Framework (SCF) 3013




