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73.54

Protection of digital 
computer and 

communication systems 
and networks

By November 23, 2009 each licensee currently licensed to operate a nuclear 
power plant under part 50 of this chapter shall submit, as specified in § 50.4 
and § 50.90 of this chapter, a cyber security plan that satisfies the 
requirements of this section for Commission review and approval. Each 
submittal must include a proposed implementation schedule. 
Implementation of the licensee's cyber security program must be consistent 
with the approved schedule. Current applicants for an operating license or 
combined license who have submitted their applications to the Commission 
prior to the effective date of this rule must amend their applications to include 
a cyber security plan consistent with this section.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-02

Mechanisms exist to facilitate the identification and 
implementation of relevant statutory, regulatory and 
contractual controls.

5 CPL-01

73.54

Protection of digital 
computer and 

communication systems 
and networks

By November 23, 2009 each licensee currently licensed to operate a nuclear 
power plant under part 50 of this chapter shall submit, as specified in § 50.4 
and § 50.90 of this chapter, a cyber security plan that satisfies the 
requirements of this section for Commission review and approval. Each 
submittal must include a proposed implementation schedule. 
Implementation of the licensee's cyber security program must be consistent 
with the approved schedule. Current applicants for an operating license or 
combined license who have submitted their applications to the Commission 
prior to the effective date of this rule must amend their applications to include 
a cyber security plan consistent with this section.

Functional Intersects With

Applied Security, 
Compliance and 

Resilience Controls 
Documentation

IAO-09

Mechanisms exist to generate authoritative 
documentation (e.g., System Security Plan (SSP)) that:
(1) Identifies key architectural and implementation 
information on in-scope Technology Assets, Applications 
and/or Services (TAAS);
(2) Reflects the current state of applied security, 
compliance and resilience controls on applicable People, 
Processes, Technologies, Data and/or Facilities (PPTDF) 
that are contained within the system boundary; and
(3) Provides a historical record of applied security 
controls, including changes.

5 IAO-03

73.54(a) N/A

Each licensee subject to the requirements of this section shall provide high 
assurance that digital computer and communication systems and networks 
are adequately protected against cyber attacks, up to and including the design 
basis threat as described in § 73.1.

Functional Intersects With
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-02

Mechanisms exist to facilitate the design, implementation, 
and monitoring of security, compliance and resilience 
governance controls.

5 GOV-01

73.54(a)(1) N/A

The licensee shall protect digital computer and communication systems and 
networks associated with:

Functional Intersects With Compliance Scope CPL-03

Mechanisms exist to document and validate the scope of 
security, compliance and resilience controls that are 
determined to meet statutory, regulatory and/or 
contractual compliance obligations.

3 CPL-01.2

73.54(a)(1)(i) N/A

Safety-related and important-to-safety functions;

Functional Intersects With Compliance Scope CPL-03

Mechanisms exist to document and validate the scope of 
security, compliance and resilience controls that are 
determined to meet statutory, regulatory and/or 
contractual compliance obligations.

3 CPL-01.2

73.54(a)(1)(ii) N/A

Security functions;

Functional Intersects With Compliance Scope CPL-03

Mechanisms exist to document and validate the scope of 
security, compliance and resilience controls that are 
determined to meet statutory, regulatory and/or 
contractual compliance obligations.

3 CPL-01.2

73.54(a)(1)(iii) N/A

Emergency preparedness functions, including offsite communications; and

Functional Intersects With Compliance Scope CPL-03

Mechanisms exist to document and validate the scope of 
security, compliance and resilience controls that are 
determined to meet statutory, regulatory and/or 
contractual compliance obligations.

3 CPL-01.2

73.54(a)(1)(iv) N/A

Support systems and equipment which, if compromised, would adversely 
impact safety, security, or emergency preparedness functions.

Functional Intersects With Compliance Scope CPL-03

Mechanisms exist to document and validate the scope of 
security, compliance and resilience controls that are 
determined to meet statutory, regulatory and/or 
contractual compliance obligations.

3 CPL-01.2

73.54(a)(2) N/A
The licensee shall protect the systems and networks identified in paragraph 
(a)(1) of this section from cyber attacks that would:

Functional Intersects With Data Protection DCH-02
Mechanisms exist to facilitate the implementation of data 
protection controls.

5 DCH-01

73.54(a)(2)(i) N/A
Adversely impact the integrity or confidentiality of data and/or software;

Functional Intersects With Data Protection DCH-02
Mechanisms exist to facilitate the implementation of data 
protection controls.

5 DCH-01

73.54(a)(2)(ii) N/A

Deny access to systems, services, and/or data; and

Functional Intersects With
Business Continuity 

Management System 
(BCMS)

BCD-02

Mechanisms exist to operate a Business Continuity 
Management System (BCMS) to achieve resilient 
Technology Assets, Applications, Services and/or Data 
(TAASD) during:
(1) Routine operations; and
(2) Adverse conditions.

5 BCD-01

73.54(a)(2)(iii) N/A

Adversely impact the operation of systems, networks, and associated 
equipment.

Functional Intersects With
Business Continuity 

Management System 
(BCMS)

BCD-02

Mechanisms exist to operate a Business Continuity 
Management System (BCMS) to achieve resilient 
Technology Assets, Applications, Services and/or Data 
(TAASD) during:
(1) Routine operations; and
(2) Adverse conditions.

5 BCD-01

73.54(b) N/A To accomplish this, the licensee shall: Functional No Relationship N/A N/A N/A 0

73.54(b)(1) N/A

Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Intersects With Asset Inventories AST-04

Mechanisms exist to perform inventories of Technology 
Assets, Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including 
business justification details;
(3) Is at the level of granularity deemed necessary for 
tracking and reporting;
(4) Includes organization-defined information deemed 
necessary to achieve effective property accountability; 
and
(5) Is available for review and audit by designated 
organizational personnel.

5 AST-02

73.54(b)(1) N/A

Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Intersects With
Network Diagrams & 
Data Flow Diagrams 

(DFDs)
AST-17

Mechanisms exist to maintain network architecture 
diagrams that: 
(1) Contain sufficient detail to assess the security of the 
network's architecture;
(2) Reflect the current architecture of the network 
environment; and
(3) Document all sensitive and/or regulated data flows.

3 AST-04

73.54(b)(1) N/A

Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Intersects With
Control Applicability 
Boundary Graphical 

Representation
AST-17.1

Mechanisms exist to ensure control applicability is 
appropriately-determined for Technology Assets, 
Applications and/or Services (TAAS) and third parties by 
graphically representing applicable boundaries.

3 AST-04.2

73.54(b)(1) N/A

Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Intersects With Data Action Mapping AST-17.2

Mechanisms exist to create and maintain a map of 
Technology Assets, Applications and/or Services (TAAS) 
where sensitive and/or regulated data is stored, 
transmitted or processed.

3 AST-02.8

73.54(b)(1) N/A

Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Intersects With Compliance Scope CPL-03

Mechanisms exist to document and validate the scope of 
security, compliance and resilience controls that are 
determined to meet statutory, regulatory and/or 
contractual compliance obligations.

5 CPL-01.2

73.54(b)(1) N/A
Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Subset Of
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-02
Mechanisms exist to facilitate the design, implementation, 
and monitoring of security, compliance and resilience 
governance controls.

10 GOV-01

73.54(b)(1) N/A

Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Intersects With Risk Assessment RSK-13

Mechanisms exist to conduct recurring assessments of 
risk that includes the likelihood and magnitude of harm, 
from unauthorized access, use, disclosure, disruption, 
modification or destruction of the organization's 
Technology Assets, Applications, Services and/or Data 
(TAASD).

5 RSK-04

73.54(b)(1) N/A

Analyze digital computer and communication systems and networks and 
identify those assets that must be protected against cyber attacks to satisfy 
paragraph (a) of this section,

Functional Intersects With
Supply Chain Risk 

Management (SCRM) 
Plan

RSK-20

Mechanisms exist to develop a plan for Supply Chain Risk 
Management (SCRM) associated with the development, 
acquisition, maintenance and disposal of Technology 
Assets, Applications and/or Services (TAAS), including 
documenting selected mitigating actions and monitoring 
performance against those plans.

3 RSK-09

73.54(b)(2) N/A
Establish, implement, and maintain a cyber security program for the 
protection of the assets identified in paragraph (b)(1) of this section; and Functional Subset Of

Security, Compliance & 
Resilience Program 

(SCRP)
GOV-02

Mechanisms exist to facilitate the design, implementation, 
and monitoring of security, compliance and resilience 
governance controls.

10 GOV-01

73.54(b)(3) N/A
Incorporate the cyber security program as a component of the physical 
protection program. Functional Intersects With

Physical & 
Environmental 

Protections
PES-02

Mechanisms exist to facilitate the operation of physical 
and environmental protection controls. 8 PES-01

73.54(c) N/A
The cyber security program must be designed to:

Functional Subset Of
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-02
Mechanisms exist to facilitate the design, implementation, 
and monitoring of security, compliance and resilience 
governance controls.

10 GOV-01

73.54(c)(1) N/A

Implement security controls to protect the assets identified by paragraph 
(b)(1) of this section from cyber attacks;

Functional Intersects With
Operationalizing 

Security, Compliance & 
Resilience Capabilities

GOV-11

Mechanisms exist to compel data and/or process owners 
to operationalize security, compliance and resilience 
practices for Technology Assets, Applications, Services 
and/or Data (TAASD) under their control.

5 GOV-15
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73.54(c)(2) N/A

Apply and maintain defense-in-depth protective strategies to ensure the 
capability to detect, respond to, and recover from cyber attacks;

Functional Intersects With
Security, Compliance & 
Resilience Aware Design

SEA-02

Mechanisms exist to formally incorporate the 
organization's secure architecture principles into 
engineering, product and model design requirements to 
ensure security, compliance and resilience are built in by 
default and by design.

8 SEA-01.5

73.54(c)(2) N/A

Apply and maintain defense-in-depth protective strategies to ensure the 
capability to detect, respond to, and recover from cyber attacks;

Functional Intersects With
Defense-In-Depth (DiD) 

Architecture
SEA-06

Mechanisms exist to implement security functions as a 
layered structure minimizing interactions between layers 
of the design and avoiding any dependence by lower layers 
on the functionality or correctness of higher layers.

3 SEA-03

73.54(c)(3) N/A

Mitigate the adverse affects of cyber attacks; and

Functional Intersects With Incident Handling IRO-06

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report 
intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

5 IRO-02

73.54(c)(4) N/A

Ensure that the functions of protected assets identified by paragraph (b)(1) of 
this section are not adversely impacted due to cyber attacks.

Functional Subset Of
Business Continuity 

Management System 
(BCMS)

BCD-02

Mechanisms exist to operate a Business Continuity 
Management System (BCMS) to achieve resilient 
Technology Assets, Applications, Services and/or Data 
(TAASD) during:
(1) Routine operations; and
(2) Adverse conditions.

10 BCD-01

73.54(d) N/A As part of the cyber security program, the licensee shall: Functional No Relationship N/A N/A N/A 0

73.54(d)(1) N/A

Ensure that appropriate facility personnel, including contractors, are aware of 
cyber security requirements and receive the training necessary to perform 
their assigned duties and responsibilities.

Functional Subset Of
Security, Compliance & 
Resilience Awareness 

Training
SAT-04

Mechanisms exist to provide all employees and 
contractors appropriate security, compliance and 
resilience awareness education and training that is 
relevant for their job function.

10 SAT-02

73.54(d)(1) N/A

Ensure that appropriate facility personnel, including contractors, are aware of 
cyber security requirements and receive the training necessary to perform 
their assigned duties and responsibilities.

Functional Subset Of
Role-Based Security, 

Compliance & Resilience 
Training

SAT-05

Mechanisms exist to provide role-based security, 
compliance and resilience-related training: 
(1) Before authorizing access to the system or performing 
assigned duties; 
(2) When required by system changes; and 
(3) Annually thereafter.

10 SAT-03

73.54(d)(2) N/A

Evaluate and manage cyber risks.

Functional Subset Of
Risk Management 

Program
RSK-02

Mechanisms exist to facilitate the implementation of 
strategic, operational and tactical risk management 
controls that are aligned with:
(1) The organization's Enterprise Risk Management (ERM); 
and
(2) Industry-recognized cybersecurity risk management 
practices.

10 RSK-01

73.54(d)(2) N/A

Evaluate and manage cyber risks.

Functional Intersects With Risk Framing RSK-05

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response 
and risk monitoring;
(2) Constraints affecting risk assessments, risk response 
and risk monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the 
organization for managing risk.

5 RSK-01.1

73.54(d)(2) N/A

Evaluate and manage cyber risks.

Functional Intersects With Risk Assessment RSK-13

Mechanisms exist to conduct recurring assessments of 
risk that includes the likelihood and magnitude of harm, 
from unauthorized access, use, disclosure, disruption, 
modification or destruction of the organization's 
Technology Assets, Applications, Services and/or Data 
(TAASD).

5 RSK-04

73.54(d)(2) N/A

Evaluate and manage cyber risks.

Functional Intersects With Risk Response RSK-16

Mechanisms exist to ensure proper risk response actions 
were performed to remediate findings from security, 
compliance and/or resilience-related:
(1) Assessments;
(2) Audits; and/or
(3) Incidents.

5 RSK-06.1

73.54(d)(2) N/A

Evaluate and manage cyber risks.

Functional Intersects With Risk Treatment Options RSK-16.1

Mechanisms exist to select appropriate risk treatment 
options, based on applicable risk assessment findings, 
including:
(1) Mitigating the risk to an acceptable level;
(2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (e.g., insurance and 
service provider); or
(4) Accepting the risk.

5 RSK-06.3

73.54(d)(3) N/A

Ensure that modifications to assets, identified by paragraph (b)(1) of this 
section, are evaluated before implementation to ensure that the cyber security 
performance objectives identified in paragraph (a)(1) of this section are 
maintained.

Functional Subset Of
Configuration Change 

Control
CHG-03

Mechanisms exist to govern the technical configuration 
change control processes.

10 CHG-02

73.54(d)(3) N/A

Ensure that modifications to assets, identified by paragraph (b)(1) of this 
section, are evaluated before implementation to ensure that the cyber security 
performance objectives identified in paragraph (a)(1) of this section are 
maintained.

Functional Intersects With
Security Impact Analysis 

for Changes
CHG-06

Mechanisms exist to analyze proposed changes for 
potential security impacts, prior to the implementation of 
the change.

5 CHG-03

73.54(d)(3) N/A

Ensure that modifications to assets, identified by paragraph (b)(1) of this 
section, are evaluated before implementation to ensure that the cyber security 
performance objectives identified in paragraph (a)(1) of this section are 
maintained.

Functional Intersects With
Test, Validate & 

Document Changes
CHG-07

Mechanisms exist to appropriately test and document 
proposed changes in a non-production environment 
before changes are implemented into production.

5 CHG-02.2

73.54(d)(4) N/A

Conduct cyber security event notifications in accordance with the provisions 
of § 73.77.

Functional Intersects With
Incident Stakeholder 

Reporting
IRO-16

Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders; 
(2) Affected clients & third-parties; and
(3) Regulatory authorities.

5 IRO-10

73.54(e) N/A

The licensee shall establish, implement, and maintain a cyber security plan 
that implements the cyber security program requirements of this section.

Functional Intersects With

Applied Security, 
Compliance and 

Resilience Controls 
Documentation

IAO-09

Mechanisms exist to generate authoritative 
documentation (e.g., System Security Plan (SSP)) that:
(1) Identifies key architectural and implementation 
information on in-scope Technology Assets, Applications 
and/or Services (TAAS);
(2) Reflects the current state of applied security, 
compliance and resilience controls on applicable People, 
Processes, Technologies, Data and/or Facilities (PPTDF) 
that are contained within the system boundary; and
(3) Provides a historical record of applied security 
controls, including changes.

5 IAO-03

73.54(e)(1) N/A

The cyber security plan must describe how the requirements of this section 
will be implemented and must account for the site-specific conditions that 
affect implementation.

Functional Subset Of

Applied Security, 
Compliance and 

Resilience Controls 
Documentation

IAO-09

Mechanisms exist to generate authoritative 
documentation (e.g., System Security Plan (SSP)) that:
(1) Identifies key architectural and implementation 
information on in-scope Technology Assets, Applications 
and/or Services (TAAS);
(2) Reflects the current state of applied security, 
compliance and resilience controls on applicable People, 
Processes, Technologies, Data and/or Facilities (PPTDF) 
that are contained within the system boundary; and
(3) Provides a historical record of applied security 
controls, including changes.

10 IAO-03

73.54(e)(2) N/A

The cyber security plan must include measures for incident response and 
recovery for cyber attacks. The cyber security plan must describe how the 
licensee will:

Functional Subset Of

Applied Security, 
Compliance and 

Resilience Controls 
Documentation

IAO-09

Mechanisms exist to generate authoritative 
documentation (e.g., System Security Plan (SSP)) that:
(1) Identifies key architectural and implementation 
information on in-scope Technology Assets, Applications 
and/or Services (TAAS);
(2) Reflects the current state of applied security, 
compliance and resilience controls on applicable People, 
Processes, Technologies, Data and/or Facilities (PPTDF) 
that are contained within the system boundary; and
(3) Provides a historical record of applied security 
controls, including changes.

10 IAO-03
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73.54(e)(2)(i) N/A

Maintain the capability for timely detection and response to cyber attacks;

Functional Intersects With Incident Handling IRO-06

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report 
intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

5 IRO-02

73.54(e)(2)(ii) N/A

Mitigate the consequences of cyber attacks;

Functional Intersects With Incident Handling IRO-06

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report 
intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

5 IRO-02

73.54(e)(2)(iii) N/A

Correct exploited vulnerabilities; and

Functional Intersects With

Post-Incident 
Technology Assets, 

Applications and 
Services (TAAS) 

Validation

IRO-26

Mechanisms exist to utilize post-incident assurance 
activities to validate Technology Assets, Applications and 
Services (TAAS) are 
(1) Secure;
(2) Compliant; and
(3) Capable of supporting the resumption of normal 
business operations.

5

73.54(e)(2)(iii) N/A
Correct exploited vulnerabilities; and

Functional Intersects With
Vulnerability 

Remediation Process
VPM-06

Mechanisms exist to ensure that vulnerabilities are 
properly identified, tracked and remediated.

5 VPM-02

73.54(e)(2)(iv) N/A

Restore affected systems, networks, and/or equipment affected by cyber 
attacks.

Functional Intersects With

Technology Assets, 
Applications and/or 

Services (TAAS) 
Recovery & 

Reconstitution

BCD-18

Mechanisms exist to ensure the secure recovery and 
reconstitution of Technology Assets, Applications and/or 
Services (TAAS) to a known state after a disruption, 
compromise or failure.

5 BCD-12

73.54(e)(2)(iv) N/A

Restore affected systems, networks, and/or equipment affected by cyber 
attacks.

Functional Intersects With

Post-Incident 
Technology Assets, 

Applications and 
Services (TAAS) 

Validation

IRO-26

Mechanisms exist to utilize post-incident assurance 
activities to validate Technology Assets, Applications and 
Services (TAAS) are 
(1) Secure;
(2) Compliant; and
(3) Capable of supporting the resumption of normal 
business operations.

5

73.54(f) N/A

The licensee shall develop and maintain written policies and implementing 
procedures to implement the cyber security plan. Policies, implementing 
procedures, site-specific analysis, and other supporting technical information 
used by the licensee need not be submitted for Commission review and 
approval as part of the cyber security plan but are subject to inspection by 
NRC staff on a periodic basis.

Functional Intersects With
Publishing Security, 

Compliance & Resilience 
Documentation

GOV-04

Mechanisms exist to establish, maintain and disseminate 
policies, standards and procedures necessary for secure, 
compliant and resilient capabilities.

5 GOV-02

73.54(f) N/A

The licensee shall develop and maintain written policies and implementing 
procedures to implement the cyber security plan. Policies, implementing 
procedures, site-specific analysis, and other supporting technical information 
used by the licensee need not be submitted for Commission review and 
approval as part of the cyber security plan but are subject to inspection by 
NRC staff on a periodic basis.

Functional Intersects With
Standardized Operating 

Procedures (SOP)
OPS-04

Mechanisms exist to identify and document Standardized 
Operating Procedures (SOP), or similar documentation, to 
enable the proper execution of day-to-day / assigned 
tasks. 5 OPS-01.1

73.54(g) N/A

The licensee shall review the cyber security program as a component of the 
physical security program in accordance with the requirements of § 73.55(m), 
including the periodicity requirements. Functional Intersects With Conformity Monitoring CPL-05

Mechanisms exist to validate that Technology Assets, 
Applications, Services and/or Data (TAASD) conform to 
the organization's security, compliance and/or resilience 
policies, standards and other applicable requirements.

5 CPL-03

73.54(h) N/A

The licensee shall retain all records and supporting technical documentation 
required to satisfy the requirements of this section as a record until the 
Commission terminates the license for which the records were developed, 
and shall maintain superseded portions of these records for at least three (3) 
years after the record is superseded, unless otherwise specified by the 
Commission.

Functional Intersects With Media & Data Retention DCH-27

Mechanisms exist to retain media and data in accordance 
with applicable statutory, regulatory and contractual 
obligations.

5 DCH-18
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