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609.905

In general.

Farm Creie System (System) intiutions miist engage In appropriate risk management
fpractices to ensure safety and soundness of thelr operations. A Systen Insttution's board
land management must maintain and document effective policies, procedures,
Contror to mitigate cyber ficka. This includes establishing on appropriate vulrerabilty
[management program to monitor cyber threats, mitigate any known vulnerabilities, and
lestablish aporopriate reporting mechanisms to the nstitution's board and the Farm Credit
CA). Tt rograms should be commensurate
[with the size, risk pmﬁle, and complexity of the institution and based on sound industry
|standards and practices.
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Cyber risk management.
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Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Subset Of

Security, Compliance &
Resilience Program (SCRP)

GOV-01

[Mechanisms exist to facilitate the implementation of security, compliance
land resilience governance controls.

609.930(a)

Cyber risk management

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Defining Business Context &
ission

GOv-08

Mechanisms exist to define the Context of Its business model and document
lthe organization's mission.

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
lconfidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such

Functional

Intersects With

Define Control Objectives

GOV-09

echanfsms exist £ establis contrl objectives 35 the basi for he
lselection, of the internal
lsecurity, compliance and resmence control system.

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

frogrom cansistent with the size isk profe and complexity of the instlutior's
loperations. The must ensure controls exist to protect the security ai

Confidentiaiy of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Operationalizing Security,
Compliance & Resilience
Capabilities

GOV-15

[Mechanisms exist to compel data and/or process owners to operationalize
lsecurity, compliance and resilience practices for each Technology Asset,
|Application and/or Service (TAAS) under their control

609.930(a)

Cyber risk

[Each System institution must implement a written cyber risk
[program consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and

program.

of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
Jof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Select Controls.

GOV-15.1

[Mechanisms exist to compel data and/or process owners to select required
lsecurity, compliance and resilience controls for each Technology Asset,
[Application and/or Service (TAAS) under their control.

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

[program consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Implement Controls

GOV-15.2

[Mechanisms exist to compel data and/or process owners to implement
Irequired security, compliance and resilience controls for each Technology
|Asset, Application and/or Service (TAAS) under their control.

609.930(a)

[Each System institution must implement a written cyber risk

rogram consistent with the sze, sk profle, and complexity of the Institutior's
lperations. The program must ensure controls exst to protect the security o

Cyber risk
program.

o current, former, and potential customer and employee information,
[rotect againet reasonably anticipated cyber threats of hasbrds to the security or Miedrity
Jof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Assess Controls

GOV-15.3

fichanisms ex_SE i compel data aror peocess oers B assese f recred
lsecurity, compliance and resilience controls for each Technology Ass:
[Apolication ardjor Service (TARS) under their control are:(1) mplemented
[correctly; and(2) Operating as intendet

609.930(a)

Cyber risk

[Each System institution must implement a written cyber risk
lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and

program.

of current, former, and potential customer and employee information,

lprotect against reasonably anticipated cyber threats or hazards to the security or integrity
Jof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Authorize Technology
Assets, Applications andlor
Services (TAAS)

GOV-15.4

[Mechanisms exist to compel data and/or process owners to obtain
lauthorization for the production use of each Technology Asset, Application
land/or Service (TAAS) under their control.

609.930(a)

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and

Cyber risk
prograi

of current, former, and potential customer and employe information,
lrotect against reasonably anticipated cyber hreats or hazards t the security or intearity
Jof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Monitor Controls

GOV-15.5

[Mechanisms exist to compel data and/or process owners to monitor
[Technology Assets, Applications, Services andjor Data (TAASD) under their
[control on an ongoing basis for applicable threats and risks, as well as to
lensure security, compliance and resilience controls are operating as
intended.

609.930(a)

[Each System institution must implement a written cyber risk

rogram consistent with the sze, sk profle, and complexity of the Instttior's
loperations. The program must ensure controls exist to protect the and
of

Cyber risk
program.

Cuirent, former, and potential customer and employa information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
Jof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Data Protection

DCH-01

[Mechanisms exist to facilitate the implementation of data protection controls.

609.930(a)

Cyber risk

[Each System institution must implement a written cyber risk
[program consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and

program.

of current, former, and potential customer and employe information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
Jof such information, and protect against unauthorized access to or use of such
information

Functional

Subset Of

Risk Management Program

RSK-01

[Mechanisms exist to facilitate the implementation of strategic, operational
land tactical risk management controls.

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

[program consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and

of current, former, and potential customer and employee information,
lrotect against reasonably anticipated cyber threats or hazards t the security or integrity
Jof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Framing

RSK-01.1

[Mechanisms exist to identify:(1) Assumptions affecting risk assessments, risk
Iresponse and risk monitoring;(2) Constraints affecting risk assessments, risk
Iresponse and risk monitoring;(3) The organizational risk tolerance; and(4)
Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.

609.930(a)

Cyber risk management

[Each System institution must implement a  written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Management
Resourcing

RSK-01.2

[Mechanisms exist to reduce the magnitude or likelihood of potential impacts
lby resourcing the capability required to manage technology-related risks.

609.930(a)

Cyber risk management

[Each System institution must implement a , written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Tolerance

RSK-01.3

[Mechanisms exist to define organizational risk tolerance, the specified range
Jof acceptable results

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Threshold

RSK-01.4

[Mechanisms exist to define organizational risk threshold, the level of risk
lexposure above which risks are addressed and below which risks may be
laccepted.

609.930(a)

Cyber risk management

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Appetite

RSK-01.5

[Mechanisms exist to define organizational risk appetite, the degree of
luncertainty the organization is willing to accept in anticipation of a reward.

609.930(a)

Cyber risk management

[Each System institution must implement a c written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Identification

RSK-03

[Mechanisms exist to identify and document risks, both internal and external

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Catalog

RSK-03.1

[Mechanisms exist to develop and keep current a catalog of applicable risks
lassociated with the organization's business operations and technologies in
Juse.

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such

Functional

Intersects With

Risk Assessment

RSK-04

[Mechanisms exist to conduct recurring assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
ldisruption, modification or destruction of the organization's Technology
|Assets, Applications, Services and/or Data (TAASD).

609.930(a)

Cyber risk management

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
lconfidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Register

RSK-04.1

[Mechanisms exist to maintain a risk register that facilitates monitoring and
Ireporting of risks.

609.930(a)

Cyber risk management
program.

[Each System institution must implement a written cyber risk

lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information,
[protect against reasonably anticipated cyber threats or hazards to the security or integrity
lof such information, and protect against unauthorized access to or use of such
information.

Functional

Intersects With

Risk Ranking

RSK-05

[Mechanisms exist to identify and assign a risk ranking to newly discovered
lsecurity vulnerabilities that is based on industry-recognized practices.
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[Each System institution must implement a comprehensive, written cyber risk management|
lprogram consistent with the size, risk profile, and complexity of the institution's
loperations. The program must ensure controls exist to protect the security and
[confidentiality of current, former, and potential customer and employee information.

IMechanisms exist to remediate risks to an acceptable level

implement the institution's cyber risk program.

lcontrols.

Cyber risk management 1
609.930(a) program. rotect against reasonably anticipated cyber threats or hazards to the security or integrity | Functional | Intersects With Risk Remediation Rsk-06 5
Jof such information, and protect against unauthorized access to or use of such
information.
[Each System institution must implement a  written cyber risk Mechanisms exist to ensure proper risk response actions were performed to
lprogram consistent with the size, risk profile, and complexity of the institution's fremediate findings from security, compliance and/or resilience-related:(1)
loperations. The program must ensure controls exist to protect the security and |Assessments;(2) Audits; and/or(3) Incidents.
Cyber risk management  [confidentiality of current, former, and potential customer and employee information,
609.930(a) rotect against reasonably anticipated cyber threats or hazards to the security or integrity| Functional | Intersects Wit Risk Response Rok-06.1 ®
Jof such information, and protect against unauthorized access to or use of such
information.
[Each System institution must implement , written cyber risk Mechanisms exist to identify and implement compensating countermeasures
lprogram consistent with the size, risk profile, and complexity of the institution's lto reduce risk and exposure to threats,
loperations. The program must ensure controls exist to protect the security and
Cyber isk management - fconfidentiay of current, former, and potential customer and employes Informaton, Compensating
609.930(a) rotect against reasonably anticipated cyber threats or hazards to the security or integrity | Functional | Intersects With Countermeasures RSk-06.2 s
Jof such information, and protect against unauthorized access to or use of such
information.
609.930(b) Role ofthe boarg, (368 Yoar e beard of irectors of each System insition o an appropriate comMittee | punctional | No Relationship NA NA N/A 0 INo applicable SCF control
[Approve a written cyber risk program. The program must be Consistent with industry Mechanisms exist to align security, compliance and resilience capabilities
lstandards to ensure the institution's safety and soundness and compliance with law and Steering Committee & Jwith business requirements through a steering committee or advisory board,
609.930(b)(1) N/A regulations; Functional Subset Of Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, 10
[which meets formally and on a regular basis.
[Oversee the and of the institution's cyber risk Mechanisms exist to align security, compiiance and resilience capabilities
lprogram; and Steering Committee & Jwith business requirements through a steering committee or advisory board,
609.930(b)(2) N/A Functional Subset Of Srogram Bversignt GOV-0L1 |comprised of key cybersecurity, data protection and business exeeuties, 10
|which meets formally and on a regular basis.
[Determine necessary expertise for executing the cyber risk management plan and, where [Mechanisms exist to assign one or more qualified individuals with the mission|
lpractical, delegate day-to-day responsibilities to management and employees. Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
609.930(b)(3) NA Functional | Intersects With | Compliance & Resilience |  GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program 8
Responsibilities (SCRP)
Determine necessary expertise for executing the cyber risk management plan and, where Mechanisms exist to facilitate the implementation of personnel security
609.930(b)(3) N/A lpractical, delegate day-to-day responsibilities to management and employees. Functional Subset Of ”“'"E"”}::::E’Sneg;ecw“‘/ HRS-01  [controls. 10
[Determine necessary expertise for executing the cyber risk management plan and, where [Mechanisms exist to manage personnel security fsk by assigning a risk
609.930(b)(3) NA ractical, delegate day-to-day responsibilities to management and employees. Functional | Intersects With | Position C: HRS-02 0 all positions and screening criteria for individuals 8
filling those positions.
[Determine necessary expertise for executing the cyber risk management plan and, where Mechanisms exist to define cybersecurity roles & responsibilities for ail
609.930(b)(3) N/A lpractical, delegate day-to-day responsibilities to management and employees. Functional | Intersects With ?ZQ:SSJ;}K@ HRS-03  |personnel 8
[Determine necessary expertise for executing the cyber risk management plan and, where Mechanisms exist to ensure that all securityrelated positions are staffed by
ractical, delegate day-to-day responsibilities to management and employees. Competency Requirements lqualified individuals who have the necessary skill set.
609.930(b)(3) N/A Functional | Intersects With |  for Security-Related HRS-03.2 8
ositions
609.930(c) Cyberrisk program, | 0c Institution’s cyber risk program must, at & minimum; Functional | No Relationship NA NA N/A 0 INo applicable SCF control
include an annual risk assessment of the internal and external factors Tkely to affect the Mechanisms exist to ConduCt recurring assessments of risk that includes the
institution. The risk assessment, at a minimum, must likelihood and magnitude of harm, from unauthorized access, use, disclosure,
g ldisruption, modification or destruction of the organization's Technology
1 Functional Equal Risk A t RSK-04 1
603.930(c)(2) A unctional qual sk Assessmen SK04 s ssets, Applications, Services and/or Data (TAASD). 0
[dentify and assess internal and external factors that could result in unauthorized Mechanisms exist to identify and document risks, both internal and external
609.930(c)(1)() NA ldisclosure, misuse, alteration, or destruction of current, former, and potential customer Functional Subset OF Risk Identification RSK-03 10
land employee information or information systems; and
ssess The suficiency o policies, procedures, ntermal ontrol, and other practices Mechanisms exist to facilitate the identifica plementation of
609.930(c)(1)(ii) N/A lplace to mitigate risks. Functional Subset Of g:’a’\‘tﬁi’tﬁa’:gﬁt‘fg(&g CPLO1 |relevant statutory, regulatory and ccntra(lua\ Cantrols. 10
[Assess the sufficiency of policies, procedures, internal Controls, and other practices in Mechanisms exist to document and review Instances of non-compliance with
609.930(c) (1) (i) N/A place to mitigate risks. Functional | Intersects With | Non-Compliance Oversight | CPL-01.1  [statutory, regulatory and/or contractual obligations to develop appropriate 5
Jrisk mitigation actions.
[Assess the sufficiency of policies, procedures, internal controls, and other practices in exist to conduct securtty,
609.930(c) (1)) N/A place to mitigate risks. Functional | Intersects With | Conformity Assessment | CPL-01.4  [compliance and/or resilience capability Conformy wih oppicable 3
lcybersecurity and data protection laws, regulations and/or contractual
[Assess the sufficiency of policies, procedures, internal controls, and other practices in Functional Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
609.930(c)(1)(ii) N/A place to mitigate risks. Functional Intersects With |  Security, Compliance & CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls land/or resilience policies and standards.
[Gentify systems and software vulnerabilities, prioritize the vuinerabilities and the affected Mechanisms exist to facilitate the implementation and monitoring of
lsystems based on risk, and perform timely remediation. The particular security measures Vulnerability & Patch luinerability management controls.
609.930(c)(2) N/A lan institution adopts will depend upon the size, risk profile, and complexity of the Functional Subset Of Management Program VPM-01 10
institution's operations and activities. (VPMP)
[dentify systems and software vulnerabilities, prioritize the vulnerabilities and the affected Mechanisms exist to define and manage the scope for Its attack surface
lsystems based on risk, and perform timely remediation. The particular security measures Imanagement activities.
609.930(c)(2) NA lan institution adopts will depend upon the size, risk profile, and complexity of the Functional | Intersects With |  Attack Surface Scope VPM-01.1 8
institution's operations and activities.
[Gentify systems and software vulnerabilties, prioritize the vuinerabilities and the affected [Mechanisms exist to identify and assign a risk ranking to newly discovered
lsystems based on risk, and perform timely remediation. The particular security measures lsecurity vulnerabilties using reputable outside sources for security
609.930(c)(2) N/A fan institution adopts will depend upon the size, risk profile, and complexity of the Functional Intersects With Vulnerability Ranking VPM-03  \yinerability information. 8
institution's operations and activities.
[Gentify systems and software vulnerabilities, prioritize the vuinerabilities and the affected Mechanisms exist to address new threats and vulnerabilities on an ongoing
lsystems based on risk, and perform timely remediation. The particular security measures Continuous Vulnerabilty lbasis and ensure assets are protected against known attacks.
609.930(c)(2) NA lan institution adopts will depend upon the size, risk profile, and complexity of the Functional | Intersects With | “pd 848 A Givities VPM-04 8
institution's operations and activities.
[Gentify systems and software vuinerabilities, prioritize the vunerabilities and the affected Mechanisms exist to conduct software patching for ail deployed Technology
lsystems based on risk, and perform timely remediation. The particular security measures Software & Firmware lAssets, Applications and/or Services (TAAS), including firmware
609.930(c)(2) N/A lan institution adopts will depend upon the size, risk profile, and complexity of the Functional Intersects With ching VPM-05 8
institution's operations and activities,
[Maintain an incident response pian that contains procedures the istitution must [Mechanisms exist to implement and govern processes and documentation to
implement when it suspects or detects unauthorized access to current, former, or facilitate an organization-wide response capability for cybersecurity and data
lpotential customer, employee, or other sensitive or confidential information. An [protection-related incidents.
institution's incident response plan must be reviewed and updated periodically, but at Incident Response
609.930(c)(3) LR least annually, to address new threats, concerns, and evolving technology. The incident Functional Subset Of Operations 1RO-01 10
response plan must contain procedures for:
[Maintain an incident response pian that contains procedures the institution must [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
implement when it suspects or detects unauthorized access to current, former, or [manual incident report intake;(3) Analysis;(4) Containment;(5) Eradicatior
lpotential customer, employee, or other sensitive or confidential information. An land(6) Recovery.
institution’s incident response plan must be reviewed and updated periodically, but at
609.930(c)(3) A least annually, to address new threats, concerns, and evolving technology. The incident Functional | Intersects With Incident Handling 1RO-02 8
response plan must contain procedures for:
[Maintain an incident response plan that contains procedures the institution must Mechanisms exist to maintain and make available a current and viable
implement when it suspects or detects unauthorized access to current, former, or incident Response Plan (IRP) to all stakeholders
lpotential customer, employee, or other sensitive or confidential information. An
insitution' ncidertrespanse plan must be reviewed and updated periodically, but at
609.930(c)(3) N/A least annuially.to addrece new thrests. concerns, and evolving technoloby. T e Functional | Intersects With [Incident Response Plan (IRP)|  1RO-04, 8
response plan must contain procedures for:
[Maintain an incident response plan that contains procedures the institution must [Mechanisms exist to regularly review and modify incident response practices
implement when t suspects o detects unauthorized sccess to current, former, or lto incorporate lessons learned, business process changes and industry
lpotential customer, employee, or other sensitive or confidential information [developments, as necessary.
institution's incident response plan must be reviewed and updated penudl(aHy, butat
609.930{c)(3) 73 least annually, to address new threats, concerns, and evolving technology. T Functional | Intersects With IRP Update 1R0-04.2 8
response plan must contain procedures for:
fissessing the vature and <cope ofan incident, and Gentiying what information systems [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
land types of information have been accessed or misused Imanual incident report intake;(3) Analysis;(4) Containment;(s) Eradication;
land(6) Recovery.
609.930()(3)(i) N/A Functional Subset OF Incident Handling 1R0-02 10
[Acting to contain the incident while preserving records and other evidence; [Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
[manual incident report intake;(3) Analysis;(4) Containment;(5) Eradicatior
land(6) Recovery.
609.930(c)(3)(i) N/A Functional Subset OF Incident Handling 1R0-02 10
Resuming business activities Guring itrusion response; Mechanisms exist to faciiitate the implementation of contingency planning
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andor
609.930(c)(3)(ii) NA Functional | Intersects With |  Management System BCD.01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 8
(Bems) |Continuity & Disaster Recovery (BC/DR) playbooks).
Resuming business activities Guring Mtrusion response; esume Al Missions & [Mechanisms exist to resume all missions and business functions within
i - Recovery Time Objectives (RTOs) of the contingency plan’s activation.
609.930(c)(3)(ii) N/A Functional | Intersects With e octons. BCD-02.1 ] jectives (RTOs) ingency pl 5
Resuming business activities Guring itrusion response; Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
|manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
609.930(c)(3)(ii) N/A Functional | Intersects With Incident Handling 1R0-02 8
INotifying the institution's board of directors when the institution leams of an incident [Mechanisms exist to document, monitor and report the status of
involving unauthorized access to or use of sensitive or confidential customer, and/or Situational Awareness For lcybersecurity and data protection incidents to internal stakeholders all the
609.930(c)(3)(iv) N/A lemployee information, or unauthorized access to financial institution information including| ~ Functional Intersects With Incidents IRO-09 lway through the resolution of the incident. 8
lproprietary information;
INotifying FCA as 500n a5 possible or no Iater than 36 hours after the institution determines| echanisms exist to tmely.report incidents to applicable;(1) Internal
fthat an incident has occurred; and Incident Affected clients & third-parties; and(3) Regulatory
609.930(c)(3)(v) NA Functional Subset Of - IRO-10  [authorities. 10
eporting
INotifying FCA as s00n as possible or no Iater than 36 hours after the institution determines| yber mcident Reporting for Mechanisms exist to report sensitive/regulated Gata incidents in a timely
fthat an incident has occurred; an . Imanner
609.930(c)(3)(v) N/A Functional | Intersects with | QDSLEECCT MR B 10102 8
INotifying former, current, or potential customers and employees and Known Visitors to [Mechanisms exist to timely-report incidents to applicable:(1) Internal
lyour website of an incident when warranted, and in accordance with state and federal Incident ) Affected clients & third-parties; and(3) Regulatory
609.930(c)(3)(vi) N/A faws. Functional Subset OF " IRO-10  [authorities. 10
3 eporting
609.930((@) - Describe the plan to train employees, vendors, contractors, and the institution board to Functional Subsetof | FUman Resources Securiy | o g [Hechanisms exstto facitate the implementation o personnel securty 0
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[Describe the plan to train employees, vendors, contractors, and the institution board to
implement the institution's cyber risk program.

Onboarding, Transferring &

IMechanisms exist to proactively govern the following personnel

lactions:(1) Onboarding new personnel (e.g., new hires);(2) Transferring
lpersonnel into new roles within the organization; and(3) Offboarding

reference.

Jstatutory, regulatory and contractual obligations.

609.930(c)(4) N/A Functional | Intersects with | O"000RE: TONSTETRS HRS-01.1  [personnel (e.g., termination of employment). 8
[Describe the pian to train employees, vendors, contractors, and the institution board to Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for ail
609.930(c)(4) N/A mplement the nstitution's cyber risk program. Functional | Intersects With HRS-03  |oerconnel 5
[Describe the pian to train employees, vendors, contractors, and the institution board to Mechanisms exist to communicate With Users about their roles and
603.930(c)i4) A implement the institution's cyber risk program Functional | Intersects With User Awareness HRS-03.1 responsibilities to maintain a safe and secure working environment. 8
[Describe the pian to train employees, vendors, contractors, and the institution board to Mechanisms exist to require all empioyees and contractors to apply.
609.930(c)(4) NA implement the institution's cyber risk program Functional | Intersects With |  Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 8
lsecure, compliant and resilient capabilities
Describe the pian to train employees, vendors, contractors, and the institution board to Mechanisms existto defie acceptable and unacceptable rules of behavior
609.930(c)(4) N/A limplement the institution’s cyber risk program. Functional Intersects With Rules of Behavior HRS-05.1 Lnrhlhe use of including 8
ehavior.
Describe the plan to train employees, vendors, contractors, and the institution board to Mechanisms exist to ensure personnel receive recurring familiarization with
609.930(c)(4) NA limplement the institution's cyber risk program. Functional Intersects with | POlicy Familiarization & HRS-05.7 [the organization's security, compliance and resilience punues and provide 8
[Describe the plan to train employees, vendors, contractors, and the nstitution board to Mechanisms exist to require internal and third-party users to sign
609.930(c)(4) L implement the institution's cyber risk program Functional | Intersects With | Access Agreements HRS-06_lappropriate access agreements prior to being granted access 8
Describe the pian to train employees, vendors, contractors, and the institution board to Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
609.930(c)(4) NA implement the institution's cyber risk program. Functional | Intersects With | C HRS-06.1 hat reflect the needs to protect data and 8
loperational details, or both employees and third-parties.
[Describe the plan to train employees, vendors, contractors, and the nstitution board to Security, Compliance & [Mechanisms exist to facilitate the implementation of security workforce
609.930(c)(4) NA implement the institution's cyber risk program. Functional Subset OF Resilience-Minded SAT-01  [development and awareness controls. 10
Describe the pian to train employees, vendors, contractors, and the institution board to Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
609.930(c)(4) NA implement the institution's cyber risk program. Functional | Intersects With | Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 8
lrelevant for their job function.
Describe the plan to train employees, vendors, contractors, and the institution board to Mechanisms exist to provide role-based security, compliance and resiience-
implement the institution's cyber risk program Irelated training:(1) Before authorizing access to the system or performing
Role-Based Security, lassigned duties;(2) When required by system changes; and(3) Annually
609.930(c)(4) N/A Functional | Intersects With | Compliance & Resilience | ~ SAT-03 [thereatter. 8
Training
[Describe the plan to train employees, vendors, contractors, and the nstitution board to Mechanisms exist to provide role-based security, compliance and resifience
implement the institution's cyber risk program. lawareness training that is current and relevant to the cyber threats that
609.930(c)(4) N/A Functional | Intersects With | Cyber Threat Environment |  SAT-03.6  [iars might encounter in day-to-day business operations. 5
[Describe the plan to train employees, vendors, contractors, and the institution board to N [Mechanisms exist to facilitate the implementation of third-party
609.930(c)(4) N/A mplement the institution's cyber risk prograr. Functional | Intersects With | Third-Party Management | TPM-01 padl 8
Describe the plan to train employees, vendors, contractors, and the institution board to Mechanisms exist to require contractual requirements for applicable security,
implement the institution’s cyber risk program Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
609.930(c)(4) N/A Functional | Intersects With Requirements TPM-0S  organization's needs to protect its Technology Assets, Applications, Services 8
land/or Data (TAASD).
Describe the plan to train employees, vendors, contractors, and the institution board to Mechaniams existto Contrl personnel securty requrrements iciuding
609.930(c)(4) N/A implement the institution's cyber risk program. Functional | Intersects With T“‘fd'PE“{J:f;SD"”E' TPM-06  [security roles and responsibilities for third-party provider: 5
include policies for vendor management and oversight. Each institution, at a minimum, Mechanisms exist to establish, maintain and disseminate policies, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
609.930(c)(5) N/A Functional Subset Of | Compliance &Resilience | GOV-02 10
Documentation
609.930(0)(5) o include poiicies for vendor management and oversight. Each institution, at a minimum, Functional | Intersects With | Third-Party Management | Tem.o1 _[1€Chanisms exit to faciitate the implementation of third-party B
[Exercise appropriate due diligence in selecting vendors; Mechanisms exist to identify, prioritize and assess Suppliers and partners of
Third-Party Criticalit lcrtical Technology Assets, Applications and/or Services (TAAS) using a
609.930(c)(5)() NA Functional | Intersects With ol ASt TPM-02  lsupply chain risk assessment process relative to their importance in 3
lsupporting the delivery of high-value services.
[Exercise appropriate due diigence n selecting vendors; [Mechanisms exist to utilize security safeguards to imit harm from potential
609.930(c)(5)(1) N/A Functional | Intersects With | Limit Potential Harm TPM-03.2  [adversaries who identify and target the organization's supply chain. 3
[Exercise appropriate due diligence in selecting vendors; Mechanisms exist to mitigate the risks associated with third-party access to
609.930(c)(5)(i) N/A Functional | Intersects With Third-Party Services TPM-04  [the organization's Technology Assets, Applications, Services and/or Data 5
[Exercise appropriate due diigence n selecting vendors; Third-party Risk Mechanisms exist to ConduCt a risk assessment prior to the acquisition or
- X s f technology-refated Technology Assets, Applicat a
609.930(c)(5)(1) N/A Functional | Intersects With | oo iC T 0 vl | TPM-04.1  [outsourcing of technology-related Technology Assets, Applications anclor 8
INegotiate contract provisions, when feasible, that facilitate effective risk management and| Mechanisms exist to require contractual requirements for applicable security,
loversight and specify the expectations and obligations of both parties; Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
609.930(c)(5)1ii) NA Functional Subset O Requirements TPM-0S  organization's needs to protect its Technology Assets, Applications, Services 10
land/or Data (TAASD).
INegotiate contract provisions, when feasible, that faciitate effective risk management and| Mechanisms exist to monitor, regularly review and assess External Service
loversight and specify the expectations and obligations of both parties; X Providers (ESPs) for compliance with established contractual requirements
609.930(c)(5)(ii) N/A Functional | Intersects witn | Review.of Third-Party TPM08 lfor security, compliance and resilience controls. 8
[Conduct a vendor risk assessment on all vendors; and Third-party Risk [Mechanisms exist to conduct a risk assessment prior to the acquisition or
i - . loutsourcing of technology-related Technology Assets, Applications and/or
609.930(<)(5)ii) N/A Functional Equal Assesoments & Approvals | TPM-04.1  [outsourcing of t 9y 9y pplicati 2 10
Monitor its IT and cyber risk management related vendors to ensure they have satisfied Mechanisms exist to monitor, regularly review and assess External Service
lagreed upon expectations and deliverables. Monitoring may include reviewing audits, Review of Third-Party Providers (ESPs) for compliance with established contractual requirements
609.930(c)(5)(1v) N/A lsummaries of test results, or other equivalent evaluations of its vendors. Functional | Intersects With Corvires TPM-08  ftor security, compliance and resilience controls. 8
[Maintain robust internal controls by regularly testing the key controls, systems, and echanTams exst To estabih, contral bjectves as The basi for the
609.930(c)(6) N/A lprocedures of the cyber risk management program. Functional Intersects With | Define Control Objectives. GOv-09  [selection, of the internal 8
lsecurity, compliance and \eciiance control System
[Maintain robust internal controls by regularly testing the key controls, systems, and Security, Compliance & Mechanisms exist to provide a security, compliance and resilience controis
609.930(c)(6) NA lprocedures of the cyber risk management program. Functional Subset OF Resilience Controls CPL-02  foversight function that reports to the organization's executive leadership. 10
Oversight
Maintain robust internal controls by regularly testing the key controls, systems, and Mechanisms exist to implement an internal audit function that is capable of
lprocedures of the cyber risk management program. lproviding senior organization management with insights into the
609.930(c)(6) N/A Functional | Intersects With | Internal Audit Function CPL-02.1  [appropriateness of the organization’s technology and information 8
lgovernance processes.
[Maintain robust internal controls by regularly testing the key controls, systems, and Mechanisms exist to conduct periodic audits of security, compliance and
609.930(c)(6) NA lprocedures of the cyber risk management program. Functional | Intersects With Periodic Audits CPL-02.2  [resilience controls to evaluate conformity with the organization's 8
ldocumented policies, standards and procedures.
[The frequency and nature of Such tests are to be determined by the institution's risk Securiy. Complance & Mechanisms exist to provide a security, compliance and resilience controls
609.930(c)(6)(i) NA lassessment. Functional Subset OF e Controls CPL-02  [oversight function that reports to the organization's executive leadership. 10
Oversight
[Tests must be conducted or reviewed by independent third parties or staff independent of [Mechanisms exist to utilize iNdependent assessors o evaluate security,
609.930(c)(6)(i) NA fthose who develop or maintain the cyber risk management program. Functional | Intersects With | Independent Assessors | CPL-03.1 |compliance and resilience at planned intervals or when the Technology 8
|asset, Application and/or Service (TAAS) undergoes significant changes,
internal systems and controls must provide reasonable assurances that System [Mechanisms exist to conduct assessments to demonstrate security,
609.930(c)(6)(ii) NA institutions will prevent, detect, and remediate material deficiencies on a timely basis. Functional | Intersects With | Conformity Assessment | CPL-01.4 |compliance and/or resilience capability conformity with applicable 8
lcybersecurity and data protection laws, regulations and/or contractual
internal systems and controls must provide reasonable assurances that System Functional Review Of Mechanisms e regularly review Technology Assets, Applications and/or
609.930(c)(6)ii) NA institutions will prevent, detect, and remediate material deficiencies on a timely basis. Functional | Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls land/or resilience policies and standards.
institutions must consider privacy and other Iegal compliance issues, including but not Mechanisms exist to facilitate the implementation of security, compliance
limited to, the privacy and security of System institution information; current, former, and Securty, Compliance & land resilience governance controls.
lpotential borrower information; and employee information, as well as compliance with ecurity, Compliance ’
609.930(d) Privacy. [statutory requirements for the use of electronic media Functional SubsetOf | pesilience Program (sCRP) | GOV-01 10
institutions must consider privacy and other legal compliance issues, including but not IMechanisms exist to facilitate the identification and implementation of
limited to, the privacy and security of System institution information; current, former, and Irelevant statutory, regulatory and contractual controls.
609.930(d) o lpotential borrower information; and employee information, as well as compliance with Functional | Intersects with | Statutery. Regulatory & Lot s
& rivacy. |statutory requirements for the use of electronic media unetiona riersects Wi | Contractual Compliance
institutions muSt consider privacy and other legal compliance issues, including but not Mechanisms exist to facilitate the implementation and operation of data
limited to, the privacy and security of System institution information; current, former, and [protection controls throughout the data lifecycle to ensure all forms of
609.930(d) Privacy. lpotential borrower information; and employee information, as well as compliance with Functional | Intersects With | Data Privacy Program pRI.01  |Personal Data (PD) are processed lawfully, fairly and transparently. 8
Istatutory requirements for the use of electronic meda.
[Ata minimum, each institution must report quarterly to its board or an appropriate [Mechanisms exist o provide governance oversight reporting and
Board reporting lcommittee of the board. The report must contain material matters related to the Status Reporting To Irecommendations to those entrusted to make executive decisions about
609.930(e) requirements. iinstitution's cyber risk management program, including specific risks and threats. Functional Subset Of Governing Body GOV-01.2  |matters considered material to the organization's Security, Compliance & 10
Resilience Program (SCRP).
The annually approved business plan required under SUbpart ] of part 618 of this chapter, Mechanisms exist to establish a:(1) Strategic security, compliance and
land § 652.60 of this chapter for System institutions and the Federal Agricultural Mortgage Iresilience-specific business plan; and(2) Set of objectives to achieve that
609.935 Business planning. [Corporation, respectively, must include a technology plan that, at a minimum: Functional Subset Of Strategic Plan & Objectives | - PRM-0L.1  lplan, 10
[Describes the institution's intended technology goals, performance measures, and Mechanisms exist to estabiish a:(1) Strategic security, compliance and
609.935(a) N/A [objectives; Functional Subset Of Strategic Plan & Objectives | PRM-01.1 rﬁSlhenm—SDEUﬂt business plan; and(2) Set of objectives to achieve that 10
lplan
[Details the technology budget; Mechanisms exist to identify and allocate resources for management,
loperational, technical and data protection requirements within business
609.935(b) N/A Functional Subset OF Allocation of Resources PRM-03  [0rocess planning for projects / initiatives. 10
[Gentifies and assesses the adequacy of the institution's entire cyber risk management Mechanisms exist to conduct assessments to demonstrate security,
609.935(c) NA lprogram, including proposed technology changes; Functional | Intersects With | Conformity Assessment | CPL-01.4 |compliance and/or resilience capability conformity with applicable 8
lcybersecurity and data protection laws, regulations and/or contractual
Describes how the institution's technology and security SUppOTt the current and planned Mechanisms exist to facilitate the implementation of resource planning
lbusiness operations; and Security, Compliance & |controls that provide a portfolio management approach to achieve security,
609.935(d) N/A Functional Subset OF Resilience Protection PRM-01  |compliance and resilience objectives. 10
Portfolio Management
Reviews internal and external technology factors likely to affect the institution during the Mechanisms exist to facilitate the implementation of resource planning
fplanning period Security, Compliance & lcontrols that provide a portfolio management approach to achieve security,
609.935(e) N/A Functional Subset OF Resilience Protection PRM-01  |compliance and resilience objectives. 10
Portfolio Management
[Reviews internal and external technology factors likely to affect the institution during the, Mechanisms exist to Identify critical system components and functions by
lplanning period Security, Compliance & [performing a criticality analysis for critical Technology Assets, Applications.
609.935(e) N/A Functional | Intersects With | Resilience Requirements | PRM-05  lardjor Services (TAAS) at pre-defined decision points In the Secure 5
Definition Development Life Cycle (SDLC).
[Reviews internal and external technology factors likely to affect the institution during the. [Mechanisms exist to define business processes with consideration for
fplanning period lsecurity, compliance and resilience that determines:(1) The resulting risk to
lorganizational operations, assets, individuals and other organizations; and(2)
Iinformation protection needs arising from the defined business processes
609.935(e) N/A Functional | Intersects With | Business Process Definition | - PRM-06 1L 00 B0t e O e e T unti an achievable set of protection 5
Ineeds is obtained.
[Reviews internal and external technology factors likely to affect the institution during the. IMechanisms exist to ensure changes to Technology Assets, Applications.
lplanning period Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
509.945 Records retention, _|\eCords stored electonically must be accurate, accessible, and reproducibl for ater Functional Subset Of ata Protection DCro1 [Mechanisms exist to facilitate the implementation of data protection controls. 0
509.905 Records retention. _|Records stored electronically must be accurate, accessible, and reproducible for later Functional | Intersects With | Media & Data Retention DCr1g [Mechanisms exist to retain media and data in accordance with applicable N

Secure Controls Framework (SCF)

30f3



	FCA CRM

