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1220(6)(3) Operations Professional Functional | No Relationship NA NA |NA 0
1220(b)(3)(A) Requirement /A Functional | No Relationship NA NA - |NA 0 No applicable SCF control
12200030 Covered Persons_[Each o the olowg persans shal be requird Lo fegater i FNRA 22 3n Functional | Mo Refationship o ™ > B INo appiicable SCF control
Senior management with direct responsibility over the covered functions. " INo appiicable SCF control
1220(b)3)(A)i)(2) Covered Persons oo i oy e Rutes Functional | No Relationship NA NA [N 0
lany person designated by senior management speciiied in paragraph (b)(31(A] INo appiicable SCF control
()2. o this Rule as a supervisor, manager or other person responsible for
lapproving or authorizing work, including work of other persons, in direct
furtherance of each of the covered functions specified in paragraph (b)(3)(A)(i)
1220(6)(3)(A)()(b) Covered Persons [0 e R O e e orovided that thera o suthcient desigmation of sorh Functional | No Relationship NA NA |NA 0
Ipersons by senior management to address each of the applicable covered
[functions; and
lpersons with the authority or discretion materially to commit 8 member's capital INo appiicable SCF control
in direct furtherance of the covered functions specified in paragraph (b)(3)(A)(il
of this Rule or to commit a member to any material contract or agreement
1220(B)3)(A))(c) Covered Persons  |(written or oral) in direct furtherance of the covered functions specified in Functional | No Relationship NA NA |NA 0
lparagraph (b)(3)(A)i) of this Rule.

L2200 A Covered Functions _[[91 ZATBO5€S O paragraph (b)3)of this Rule, the following are e covered e o o @ o INo appiicable SCF contral
1220031 AN Covered Functions _|client on-boarding (customer account data and document maintenance); Functional | Mo Refationship o ™ @ o INo appiicable SCF contral
1220(b)(3)(A)i)(b) Covered Functions  |°ecton: (Le., sweeps) and offundsi | eunctional | No Relationship N/A NA  (NA 0 [No appllcable SCF control
220 MG Covered Functions _|feceipt and defivery of securities and funds, account transfers; Functional | No Refationship m TR o INo appiicable SCF control
L2200 AN Covered Functions _|PanK. custody, depository and firm account management and reconciiation; | o 3 B INo appiicable SCF control
1220(b)(3)(A) i) (e) Covered Functions [Pettiement, fail control, buy ins, segregation, possession and control Functional | No Relationship NA NA [N 0 INo applicable SCF control
1220(b)(3)(A) i) Covered Functions |1"2€ confirmation and account statements; Functional | No Relationship NA NA [N 0 Neleelicabile e Ee]
1220(b)(3)(A)(ii)(g) Covered Functions  |"2"9"™ Functional | No Relationship N/A N/A IN/A 0 NelarelicaiigieChicente]
1220(b)3) (AN () Covered Functions |°t0Ck loan or securities lending; Functional | No Relationship NA A A 0 [No appiicable SCF control
L220NENANING Covered Functions _|PTIMe BroKerage (services to other broker-dealers and financial imstitutions); o I [N R B m  Im; 3 INo appiicable SCF control
12200030 Covered Functions _|PPPToVal of pricing models used for valuations; Functional | No Relationship m TR o INo appiicable SCF control
220 Covered Functions [ fmancial control, including general ledger and treasury: Functional | No Refationship ey T B INo appiicable SCF control
1220(b)(3)(A) i) (1) Covered Functions |Ont1buting to the process of preparing and filing financial regulatory reports; Functional | No Relationship NA NA  |wa 0 INo applicable SCF control

(defining and approving business requirements for sales and trading systems and INo appiicable SCF contral
1220(b)(3)(A)(ii)(m) Covered Functions lany other systems related to the covered functions, and validation that these Functional No Relationship N/A N/A IN/A 0
systems meet such business requirements;
(Gefining and approving business security requirements and policies for INo appiicable SCF control
1220(b)3)(A) i) () Covered Functions [information technology, including, but not limited to, systems and data, in Functional | No Relationship NA NA [N 0
lconnection with the covered functions;
ing nformation enti T 7 "
L2200 A Covered Functions _|0SHIg and approving formation entlemert poliies i connection Wi the Functional | Mo Refationship o ™ > o INo appiicable SCF control
lposting entries to a member's books and records in connection with the covered INo appiicable SCF control
1220(b)3)(A)i)(p) Covered Functions  [functions to ensure integrity and compliance with the federal securities laws and | Functional | No Relationship NA NA [N 0
regulations and FINRA rules.
1220(0)(3)(8) Qualifications, ee fOE for details. Functional | No Relationship NA A (WA o [ = el
/A member, In the conduct of Its business, shal observe Righ standards of INo appiicable SCF control
STANDARDS OF lcommercial honor and just and equitable principles of trade. .
2010 COMMERCIAL HONOR AND Functional | No Relationship NA NA [N 0
PRINCIPLES OF TRADE
3110 Supervision [ Functional | No Relationship NA NA [N 0 [oerATEER RS G
[Each member shall establish and maintain  system fo supervise the activities of INo appiicable SCF control
leach associated person that is reasonably designed to achieve compliance with
lapplicable securities laws and regulations, and with applicable FINRA rules. Final

3110(2) Supervisory System  |responsibility for proper supervision shall rest with the member. A member's Functional | No Relationship NA NA |NA 0

supervisory system shall provide, at a minimur, for the following:
31106@)(1) Supervisory System  [Re and of written procedures as required by this Functional | No Relationship NA NA |NA 0 [T el =R ]
[The designation, where applicable, of an appropriately registered principal(s) INo appiicable SCF control
with authority to carry out the supervisory responsibilities of the member for .
3110@)(2) Supervisory System leach type of business in which it engages for which registration s a broker- Functional | No Relationship NA NA - INA 0
dealer is required.
[The registration and designation as a branch office or an office of Supervisory INo appiicable SCF control
3110)3) Supervisory System _|jurisdiction (0S)) of each location, including the main office, that meets the Functional | No Relationship NA NA [N 0
efinitions contained in paragraph (7) of this Rule.
[The designation of one or more appropriately registered principals in each 0] INo appiicable SCF control
land one or more appropriately registered representatives or principals in each
31106)4) Supervisory System  |non-0S} branch office with authority to carry out the supervisory responsibilities |  Functional | No Relationship NA NA - INA 0
lassigned to that office by the member.
[The assignment of each registered person to an appropriately registered INo appiicable SCF control
31106)(5) Supervisory System  [representative(s) or principal(s) who shall be responsible for supervising that Functional | No Relationship NA NA [N 0
lperson's activities
[The use of reasonable efforts to determine that all supervisory personnel are INo appiicable SCF control
3110(2)(6) Supervisory System  [qualified, either by virtue of experience or training, to carry out their assigned Functional | No Relationship NA NA [N 0
responsibilties.
[The participation of each registered representative and registered principal, INo appiicable SCF contral
either individually or collectively, no less than annually, in an interview o
Imeeting conducted by persons designated by the member at which compliance
Imatters relevant to the activities of the representative(s) and principal(s) are
31106)(7) Supervisory System  [discussed. Such interview or meeting may occur in conjunction with the Functional | No Relationship NA NA [N )
discussion of other matters and may be conducted at a central or regional
location or at the representative's() or principal's(’) place of business.

3110(b) Written Procedures | V/A Functional | No Relationship NA NA [N 0 [oeETER e G
[Each member shall establish, maintain, and enforce written procedures to No appiicable SCF contral
supervise the types of business in which it engages and the activities of its

31100001) General Requirements [3550Ciated persons that are reasonably designed to achieve compliance with e || moRsmmns B m | 0
lapplicable securities laws and regulations, and with applicable FINRA rules,
—[The supervisory procedures required by this paragraph (b) shall include [No appiicable SCF control
Review of Member's  |procedures for the review by a registered principal, evidenced in writing, of all
31100)2) Investment Banking and |transactions relating to the investment banking or securities business of the Functional | No Relationship NA NA - NA 0
Securities Business | member
3110()(3) Reserved /A Functional | No Relationship NA NA - |NA 0 No applicable SCF control
[The supervisory procedures required by this paragraph (b) shall include INo appiicable SCF control
lprocedures for the review of incoming and outgoing written (including electronic)
lcorrespondence and internal communications relating to the member's
311000@) Review of Correspandence linvestment banking or securities business. The supervisory procedures must be PO ey e— o o ki 0
ond Internal ~ |appropriate for the member's business, size, structure, and customers. The Lnctens DEREHIRED
supervisory procedures must require the member's review of:
incoming and outgoing written (including electronic) Correspondence to properly INo appiicable SCF control
Review of Correspondence [[d€ntify and handie in accordance with firm procedures, customer complaints,
S120(HANA) fibtiaia instructions, funds and securities, and communications that are of a subject s || morsEn o wm | ®
Communications | matter that require review under FINRA rules and federal securities laws.
internal communications to properly identify those communications that are of a INo appiicable SCF contrl
subject matter that require review under FINRA rules and federal securities laws.
Review of C [Reviews of and internal must be conducted by
3110(6)(4)(8) and Internal a registered principal and must be evidenced in writing, either electronically or |  Functional | No Relationship NA NA |NA 0
Communications  [on paper.
[The supervisory procedures required by this paragraph (b) shall Include. INo appiicable SCF control
3110(b)(5) Re\”gw ﬂ"cus“’me' lprocedures to capture, acknowledge, and respond to all written (including Functional | No Relationship N/A N/A IN/A 0
omplaints lelectronic) customer complaints.
Documentation and __|The supervisory procedures required by this paragraph (b) shall set forth the INo appiicable SCF control
3110(b)(6) Supervision of Supervisory [supervisory system established by the member pursuant to paragraph (a) above, |  Functional | No Relationship N/A N/A IN/A 0
Personn: land shall include:
fthe tifles, registration status, and locations of the required supervisory personnel INo appiicable SCF contral
Documentation and  |and the responsibilities of each supervisory person as these relate to the types of
31100)6)A) Supervision of Supervisory [business engaged in, applicable seccrities laws and requiations, and FINRA rules, | Functional | No Relationship NA NA A 0
2 record, preserved by the member for a period of not less than three years, the INo appiicable SCF control
Documentation and it two years in an easily accessible place, of the names of all persons who are .
3110(6)(6)(8) Supervision of Supervisory |designated as supervisory personnel and the dates for which such designation is | Functional | No Relationship N/A NA (VA 0
personnel o was effective.
Documentation and _[procedures prohibiting associated persons who perform a supervisory function INo appiicable SCF control
3110(6)(6)(C) Supervision of Supervisory [from: Functional | No Relationship NA NA [N 0
Documentation and _[supervising their own activities; and INo appiicable SCF control
3110(6)(6)(C)(i) Supervision of Supervisory Functional | No Relationship NA NA |NA 0
Documentation and _[reporting to, or having their compensation or continued employment determined INo appiicable SCF control
3110(b)6)(C)1ii) Supervision of Supervisory [BY. a person or persons they are supervising Functional | No Relationship NA NA |NA 0
72 member determines, with respect to any of its supervisory personnel, that able SCF control
Documentation and compliance with subparagraph (i) or (ii) above is not possible because of the
3110(b)(6)(C)(i)@) | Supervision of Supervisory |member's size or a supervisory personnel’s position within the firm, the member |  Functional | No Relationship NA NA |NA 0
Personnel Imust document
Documentation and __[the factors the member used to reach such determination; and INo appiicable SCF control
3110(b)(E)(CNii@)(1) | Supervision of Supervisory Functional | No Relationship NA NA |NA 0
Documentation and _[1ow the supervisory arrangement with respect to such supervisory personnel INo appiicable SCF contral
3110(b)(6)(C)(ii)(a)(2) Supervision of Supervisory [otherwise complies with paragraph (a) of this Rule. Functional No Relationship N/A N/A IN/A 0
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Notes

3110(b)(6)(D)

Documentation and
Supervision of Supervisory

lprocedures reasonably designed to prevent the supervisory system required
lpursuant to paragraph (a) of this Rule from being compromised due to the
lconflicts of interest that may be present with respect to the associated person
lbeing supervised, including the position of such person, the revenue such person
lgenerates for the firm, or any compensation that the associated person
lconducting the supervision may derive from the associated person being
lsupervise

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

3110(b)(7)

Maintenance of Written
Supervisory Procedures

[A copy of a member's written supervisory procedures, or the relevant portions
thereof, shall be kept and maintained in each OS] and at each location where
lsupervisory activities are conducted on behalf of the member. Each member
shall promptly amend its written supervisory procedures to reflect changes in
lapplicable securities laws or regulations, including FINRA rules, and as changes
loccur in its supervisory system. Each member is responsible for promptly
lcommunicating its written supervisory procedures and amendments to all
lassociated persons to whom such written supervisory procedures and
lamendments are relevant based on their activities and responsibilities.

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(c)

Internal Inspections

IN/A

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

3110(c)(1)

Internal Inspections

[Each member shall conduct a review, at least annually (on a calendar-year
lbasis), of the businesses in which it engages. The review shall be reasonably
[designed to assist the member in detecting and preventing violations of, and
lachieving compliance with, applicable securities laws and regulations, and with
lapplicable FINRA rules. Each member shall review the activities of each office,
which shall include the periodic examination of customer accounts to detect and
lprevent irregularities or abuses. Each member shall also retain a written record
lof the date upon which each review and inspection is conducted.

Functional

No Relationship

N/A

N/A

/A

[No applicable SCF control

3110(c)(1)(A)

Internal Inspections

[Each member shall inspect at least annually (on a calendar-year basis) every OS]
land any branch office that supervises one or more non-branch locations.

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(c)(1)(8)

Internal Inspections

[Each member shall inspect at least every three years every branch office that
ldoes not supervise one or more non-branch locations. In establishing how often
lto inspect each non-supervisory branch office, the member shall consider
\whether the nature and complexity of the securities activities for which the
location is responsible, the volume of business done at the location, and the
Inumber of associated persons assigned to the location require the non-
lsupervisory branch office to be inspected more frequently than every three
lvears. If a member establishes a more frequent inspection cycle, the member
Imust ensure that at least every three years, the inspection requirements
lenumerated in paragraph (c)(2) have been met. The member's written
lsupervisory and inspection procedures shall set forth the non-supervisory branch
loffice examination cycle, an explanation of the factors the member used in
ldetermining the frequency of the examinations in the cycle, and the manner in
which a member will comply with paragraph (c)(2) if using more frequent
iinspections than every three years,

Functional

No Relationship

N/A

N/A

INo applicable SCF control

3110(c)(1)(C)

Internal Inspections

[Each member shall inspect on a regular periodic schedule every non-branch
location. I establishing such schedule, the member shall consider the nature
land complexity of the securities activities for which the location is responsible
land the nature and extent of contact with customers. The member's written
lsupervisory and inspection procedures shall set forth the schedule and an
lexplanation regarding how the member determined the frequency of the
lexamination,

Functional

No Relationship

N/A

N/A

IN/A

icable SCF control

3110(c)(2)

Internal Inspections

[An inspection and review by a member pursuant to paragraph (c)(1) must be
Ireduced to a written report and kept on file by the member for a minimum o
three years, unless the inspection is being conducted pursuant to paragraph (c)
(1)(C) and the regular periodic schedule s longer than a three-year cycle, in
lwhich case the report must be kept on file at least until the next inspection
report has been written.

Functional

No Relationship

N/A

N/A

IN/A

3110(c)(2)(A)

Internal Inspections

iFapplicable to the location being inspected, that location's written inspection
Ireport must include, without limitation, the testing and verification of the
Imember's policies and procedures, including supervisory policies and procedures
in the following areas:

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(c)(2)(A)i)

Internal Inspections

[safeguarding of customer funds and securities;

Functional

No Relationship

N/A

[No applicable SCF control

3110(c)(2)(A) i)

Internal Inspections

[maintaining books and records;

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(c)(2)(A)iii)

Internal Inspections

[supervision of supervisory personnel;

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

3110(c)(2)(A)iv)

Internal Inspections

[ransmittal offunds (e.9, wires o checks, etc) or securites fom customers to
ird party accounts; from customer accounts to outside entities (€.g., banks,
[vestment companies, etc.); from customer accounts to locations e en a
lcustomer's primary residence (e.q., post office box, “in care of* accounts,
alternate address, etc.); and between customers and registered representatives,
including the hand-delivery of checks; ar

Functional

No Relationship

N/A

INo applicable SCF control

3110(c)(2)(A)V)

Internal Inspections

[changes of customer account information, including address and investment
Jobjectives changes and validation of such changes.

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

3110(c)(2)(8)

Internal Inspections

[The policies and procedures required by paragraph ()(2)(A)(iv) must include a
Imeans or method of customer confirmation, notification, or follow-up that can be.
ldocumented. Members may use reasonable risk-based criteria to determine the
lauthenticity of the transmittal instructions.

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(0)(2)(C)

Internal Inspections

[The policies and procedures required by paragraph ()(2)(A)(v) must include, for
leach change processed, a means or method of customer confirmation,
Inotification, or follow-up that can be documented and that complies with SEA
[Rules 17a-3(a)(17)()(B)(2) and 17a-3(a)(17)(i)(B)(3).

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

3110(c)(2)(D)

Internal Inspections

iFa member does not engage in all of the activities enumerated in paragraphs ()
(2)(A)(i) through (c)(2)(A)(v) at the location being inspected, the member must
identify those activities in the member's written supervisory procedures or the
location’s written inspection report and document in the member's written
lsupervisory procedures or the location's written inspection report that
lsupervisory policies and procedures for such activities must be in place at that
location before the member can engage in them.

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

3110(c)(3)

Internal Inspections

[For each inspection conducted pursuant to paragraph (<), a member must:

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(c)(3)(A)

Internal Inspections

lhave procedures reasonably designed to prevent the effectiveness of the
linspections required pursuant to paragraph (c)(1) of this Rule from being
lcompromised due to the conflicts of interest that may be present with respect to
the location being inspected, including but not limited to, economic, commercial,
lor financial interests in the associated persons and businesses being inspected;
jand

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(c)(3)(8)

Internal Inspections

[ensure that the person conducting an inspection pursuant to paragraph (C)(1) is
Inot an associated person assigned to the location or is not directly or indirectly
lsupervised by, or otherwise reporting to, an associated person assigned to the
location

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(c)(3)(C)

Internal Inspections

iFa member determines that compliance with paragraph (<)(3)(B) is not possible
leither because of a member's size or its business model, the member must

ldocument in the inspection report both the factors the member used to make its
[determination and how the inspection otherwise complies with paragraph (c)(1).

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(d)

Transaction Review and
Investigation

IN/A

Functional

No Relationship

N/A

[No applicable SCF control

3110(d)(1)

Transaction Review and
Investigation

[Each member shall include in its supervisory procedures a process for the review
lof securities transactions that are reasonably designed to identify trades that
Imay violate the provisions of the Exchange Act, the rules thereunder, or FINRA
Irules prohibiting insider trading and manipulative and deceptive device that are
leffected for the:

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(d)(1)(A)

Transaction Review and
Investigation

[accounts of the member;

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(d)(1)(B)

Transaction Review and
Investigation

[accounts introduced or carried by the member in which a person associated with
fthe member has a beneficial interest or the authority to make investment
decisions;

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(d)(1)(C)

Transaction Review and
Investigation

[accounts of a person associated with the member that are disclosed to the
Imember pursuant to Rule 3210; and

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(d)(1)(D)

Transaction Review and
Investigation

[covered accounts,

Functional

No Relationship

N/A

N/A

[No applicable SCF control

3110(d)(2)

Transaction Review and
Investigation

[Each member must conduct promptly an internal investigation into any such
trade to determine whether a violation of those laws or rules has occurred.

Functional

No Relationship

N/A

[No applicable SCF control

3110(d)(3)

Transaction Review and
Investigation

[A member engaging in investment banking services must file with FINRA, written
Ireports, signed by a senior officer of the member, at such times and, without
limitation, including such content, as follows:

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(d)(3)(A)

Transaction Review and
Investigation

[within ten business days of the end of each calendar quarter, a written report
ldescribing each internal investigation initiated in the previous calendar quarter
lpursuant to paragraph (d)(2), including the identity of the member, the date
leach internal investigation commenced, the status of each open internal
investigation, the resolution of any internal investigation reached during the
lprevious calendar quarter, and, with respect to each internal investigation, the
identity of the security, trades, accounts, associated persons of the member, or
lassociated person of the member's family members holding a covered account,
lunder review, and that includes a copy of the member's policies and procedures
required by paragraph (d)(1).

Functional

No Relationship

N/A

INo applicable SCF control

3110(d)(3)(B)

Transaction Review and
Investigation

[within five business days of completion of an interal investigation pursuant to
lparagraph (d)(2) in which it was determined that a violation of the provisions of
the Exchange Act, the rules thereunder, or FINRA rules prohibiting insider trading
land manipulative and deceptive devices had occurred, a written report detailing
lthe completion of the investigation, including the resuits of the investigation,any
internal disciplinary action taken, and any referral of the matter to FINRA,
lanother self-regulatory organization, the SEC, or any other federal, state, or
iinternational regulatory authority.

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(d)(4)

Definitions

[See TDE for details.

Functional

No Relationship

N/A

[No applicable SCF control

3110(e)

Responsibility of Member to
Investigate Applicants for
Registration

[See TDE for details.

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

3110(f)

Definitions

[See TDE for details.

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control
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Notes

[Each member shall develop and implement a written anti-money laundering
lprogram reasonably designed to achieve and monitor the member's compliance
Juith the requirements of the Bank Secrecy Act (31 US.C. 9311, et seq.). and the

INo applicable SCF control

Information

Imember with only one associated person shall designate as a second emergency
lcontact person an individual, either registered with another firm or
Inonregistered, who has knowledge of the member's business operations (e.g.,
the member's attorney, accountant, or clearing firm contact).

Anti-Money Launderin regulatior thereunder by the
3310 Coma Y 5 9 [Treasury. Each memnersanu money laundering program must be appreved in Functional No Relationship NIA N/A IN/A
ompliance Program |riting, mber of senior management. The anti-money laundering
Programs required by this Rule shall, & a minirum,
[Establish and implement policies and procedures that can be reasonably No applicable SCF control
Anti-Money Laundering _|expected to detect and cause the reporting of transactions required under 31 )
3310() Complionce Program.|US.C. 5318(g) and the implementing regulations thereunder; Functional | No Relationship NA NA [N
ot Maney Laundering _|E2201Eh 318 Implement polcis, pracedures. and internal conrols reasonably INo applicable SCF control
3310(6) i designed to achieve compliance with the Bank Secrecy Act and the implementing|  Functional | No Relationship NA NA WA
Compliance Program  |requlations thereunder;
Provide for annual (on  Calendar-year basis) independent testing for compliance INo applicable SCF control
to be conducted by member personnel or by a qualified outside party, unless the
Imember does not execute transactions for customers or otherwise hold customer|
accounts or act as an introducing broker with respect to customer accounts (e.g.,
3310(c) A(":"'M""‘EY Lap“”“e”"g lengages solely in proprietary trading or conducts business only with other Functional | No Relationship NA NA IN/A
-ompliance Program  lproker-dealers), in which case such "independent testing" is required every two
vears (on a calendar-year basis):
[Designate and identify to FINRA (by name, fitie, mailing address, e-mail address, INo applicable SCF control
ltelephone number, and facsimile number) an individual or individuals responsible
lfor implementing and monitoring the day-to-day operations and internal controls
Anti-Money Laundering  [of the program (such individual or individuals must be an associated person of .
3310) Compliance Program  [the member) and provide prompt notification to FINRA regarding any change in |  Functional | No Relationship s R
such designation(s);
Anti-Money Laundering _|Provide ongoing training for appropriate personnel; and INo applicable SCF control
3310(e) oy Laindern Functional | No Relationship NA NA|NA
Anitfoney Laundering [CIude appropriate k- based procedures for Conducting ongaing customer due INo applicable SCF control
33100 Compliance Program __|diligence, to include, but not be limited to iz || ReREHiEEin o DA N2
Anti-Money Laundering _[Understanding the nature and purpose of customer refationships for the purpose INo applicable SCF control
3310000 Compliance Program_|of developing a customer risk profile; an fursinr) || e ey ) R N
[Conducting ongoing monitoring to Identify and report suspicious transactions INo applicable SCF control
AntiMoney Laund land, on a risk basis, to maintain and update customer information. For purposes.
nti-Money Laundering  (of paragraph (f)(if, customer information shall include information regarding the
1000 F ] Rel
3310006 Compliance Program  |beneficial owners of legal entity customers (as defined in 31 CFR 1010.230(e)). inctional | [NolReletlonztip La RN L
3120 Supervisory Control System [V/A" Functional | No Relationship NA NA |NA [No appllcable SCF control
[Each member shall designate and specifically identify to FINRA one or more INo applicable SCF control
3120(a) Supervisory Control System |Principals who shall establish, maintain, and enforce a system of supervisory Functional No Relationship N/A N/A IN/A
lcontrol policies and procedures that:
fest and verify that the member's supervisory procedures are reasonably INo applicable SCF control
designed with respect to the activities of the member and its associated persons,
3120(a)(1) Supervisory Control System [t achieve compliance with applicable securities laws and regulations, and with Functional No Relationship N/A N/A IN/A
applicable FINRA rules; and
Create additional or amend supervisory procedures where the need is identified INo applicable SCF control
by such testing and verification. The designated principal or principals must
submit to the member's senior management no less than annually, a report
’ detailing each member's system of supervisory controls, the summary of the test '
3120()(2) Supervisory Control System o0 o e o el oy actioral o e Functional | No Relationship NA NA(NA
supervisory procedures created in response to the test results.
[Each report provided to senior management pursuant to paragraph (a) in the INo applicable SCF control
lcalendar year following a calendar year in hich a member reported $200 million
3120(b) Supervisory Control System lor more in gross revenue must include, to the extent applicable to the member's Functional No Relationship NA N/A IN/A
business
tabulation of the reports pertaining fo cust Taints and internal - INo applicable SCF control
3120(b)(1) Supervisory Control System fnvisflgaa‘t“";‘n‘: hitlagtod 5y dau‘["‘,,";m“;;fegemdfgg“;':::‘;'nj and internal Functional | No Relationship N/A N/A IN/A EpplczbiescRonty
120002) | supervisery ControlSystem [Jcson of he preceting years complance aforts, ncudg procedures 319 | uncional | o Relationhip A wa o spplicable SCF contol
3120(b)(2)(A) Supervisory Control System ["2ing and market activities; Functional | No Relationship NA NA [N NeleeelicaEigie Chiconte]
3120(b)(2)(8) Supervisory Control System ["Vestment banking activities; Functional | No Relationship NA NA |NA [No appllcable SCF control
3120(6)(2)(C) Supervisory Control System|2"t/raud and sales practices; Functional | No Relationship NA A A INo applicable SCF control
3120(0)(2)(D) Supervisory Control System [12"¢¢ and operations; Functional | No Relationship NA NA [N [No applicable SCF-control
3120(b)(2)(E) Supervisory Control System [SUPervision: and Functional | No Relationship NA NA  |wa Neprelicaiechea e
3120(b)(2)(F) Supervisory Control System |2"t-Money laundering Functional | No Relationship NA NA [N [oeETE R EE G
3120(0) Supervisory Control System [*" PUTPoses of paragraph (b), *gross revenue® is defined as Functional | No Relationship NA NA |NA epelicabiescheontel
3120()(1) Supervisory Control System E‘Zf:\‘m’iﬂ‘::f;,gii‘;“(ﬁ:E"Q;,Sgggg)“"',“az;ﬁ(!;:":,“‘"E item 4030) less Functional | No Relationship NA NA [N NeleEelicaBigle Chiconte]
otal revenue as reported on FOCUS Form Part Il CSE (ine item 4030) less, INo applicable SCF control
opicable, () commiscions on commedty transactions ine Hem 3991 and (5)
312000(2) Supervisory Control System [commodities gains or losses (ine tems 3524 and 3904) Functional | No Relationship NA NA (A
Business Continuity Plans WA INo applicable SCF control
4370 and Emergency Contact Functional | No Relationship NA NA |NA
information
[Each member must create and maintain a written business continuity plan INo applicable SCF control
dentifying procedures relating to an emergency or significant business
disruption. Such procedures must be reasonably designed to enable the member
Business Continuity Plans  [to meet ts existing obligations to customers. In addition, such procedures must
4370(2) and Emergency Contact [address the member's existing relationships with other broker-dealers and Functional | No Relationship NA NA [N
Information lcounter-parties. The business continuity plan must be made available promptly
lupon request to FINRA staff,
[Each member must update Its plan in the event of any material change to the INo appiicable SCF contral
Business Continuity Plans | ember's operations, structure, business or location. Each member must also
4370(0) o Emergency Contact . [conduct an annual review of its business continuity plan to determine whether Functionall || No Relatianship B m |m
e o lany modifications are necessary in light of changes to the member's operations,
structure, business, or location.
[The elements that comprise a business continulty plan are flexible and may be INo applicable SCF control
Ktailored to the size and needs of a member. Each plan, however, must at a
iminimum, address
[Each member must address the above-listed categories to the extent applicable
land necessary. If any of the above-listed categories is not applicable, the
Business Continuity Plans. member's business continuity plan need not address the category. The member's )
4370(0) and Emergency Contact [business continuity plan, however, must document the rationale for not including |  Functional | No Relationship NA NA A
Information such category in its plan. If a member relies on another entity for any one of the
labove-lsted categories or any mission critical system, the member's business
continuity plan must address this relationship.
Business Continulty Plans |Data back-up and recovery (hard copy and electronic); No applicable SCF control
4370(0)(1) and Emergency Contact Functional | No Relationship NA NA - (NA
Information
Business Continuity Plans |l mission critical systems; INo applicable SCF control
4370(0(2) and Emergency Contact Functional | No Relationship NA NA - |NA
Information
Business Continuity Plans |Financial and operational assessments: INo applicable SCF control
4370(0)3) and Emergency Contact Functional | No Relationship NA NA |NA
information
Business Continuity Plans [Alternate communications between customers and the member; INo applicable SCF control
© and Emergency Contact unctional 0 Relationship
4370(0)4) d c Functional | No Relationshi NA NA |NA
Information
Business Continuity Plans [Alternate communications between the member and its employees; No applicable SCF control
4370(0)(5) and Emergency Contact Functional | No Relationship NA NA - (NA
Information
Business Continuity Plans |Alternate physical locafion of employees; INo applicable SCF control
4370(0)6) and Emergency Contact Functional | No Relationship NA NA [N
Information
Business Continuity Plans |Critical business constituent, bank, and counter-party Impact; INo applicable SCF control
4370(0(7) and Emergency Contact Functional | No Relationship NA NA |NA
Information
Business Continuity Plans [Regulatory reporting: INo applicable SCF control
4370(0)(8) and Emergency Contact Functional | No Relationship NA NA - (NA
Information
Business Continuity Plans_|Communications with regulators; and No appiicable SCF contral
4370(0)(9) and Emergency Contact Functional | No Relationship NA NA(NA
information
Business Continuity Plans |HoW the member will assure customers' prompt access to their funds and INo applicable SCF control
4370(0)(10) and Emergency Contact[securities in the event that the member determines that it is unable to continue | Functional | No Relationship NA NA [N
information ts business
Members must designate a member of senior management to approve the plan No applicable SCF control
Business Continuity Plans |and he or she shall be responsible for conducting the required annual review. The| .
4370(d) and Er‘ﬂsrgencty Contact  Imember of senior management must also be a registered principal. Functional No Relationship N/A N/A IN/A
nformation
[Each member must disclose o Its customers how ts business continulty plan INo applicable SCF control
laddresses the possibility of a future significant business disruption and how the
Imember plans to respond to events of varying scope. At a minimum, suc
Business Continuity Plans
disclosure must be made in writing to customers at account opening, posted on
4370(e) and Emergency Contact lihe member's Web site (if the member maintains a Web site), and mailed to Crctionz i INciRSietonsrii) A AN A
lcustomers upon request.
[Each member shall report to FINRA, via such electronic or other means as FINRA INo applicable SCF control
Imay specify, prescribed emergency contact information for the member. The
lemergency contact information for the member includes designation of two
lassociated persons as emergency contact persons. At least one emergency
contact person shall be a member of senior management and a registered
principal of the member. If a member designates a second emergency contact
Business Continuity Plans. P70 WO is ot a registered princpal,such person shall be @ member o senior
 who has knowledge of the member's by tions. A
4370(0)(1) and Emergency COntact | mamas mith omlr oo seoeiatog sereon mall ocionata e JPerat o Functional | No Relationship N/A N/A IN/A
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Notes

4370(0)(2)

Business Continuity Plans
and Emergency Contact
Information

[Each member must promptly update its emergency contact information, via such
lelectronic or other means as FINRA may specify, in the event of any material
Ichange. With respect to the designated emergency contact persons, each
Imember must identify, review, and, if necessary, update such designations in the
Imanner prescribed by Rule 4

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

4370(g)

Business Continuity Plans
and Emergency Contact
Information

[For purposes of this Rule, the following terms shall have the meanings specified
lbelow.

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

4370(g)(1)

Business Continuity Plans
and Emergency Contact
Information

Mission critical system" means any system that is necessary, depending on the
Inature of a member's business, to ensure prompt and accurate processing of
Isecurities transactions, including, but not limited to, order taking, order entry,
lexecution, comparison, allocation, clearance and settlement of securities
transactions, the maintenance of customer accounts, access to customer
laccounts and the delivery of funds and securities.

Functional

No Relationship

N/A

N/A

INo applicable SCF control

4370(9)(2)

Business Continuity Plans
and Emergency Contact
Information

[*Financial and operational assessment" means a set of written procedures that
lallow a member to identify changes in its operational, financial, and credit risk
lexposures.

Functional

No Relationship

N/A

N/A

/A

INo applicable SCF control

4530

Reporting Requirements

IN/A

Functional

No Relationship

N/A

[No applicable SCF control

4530(a)

Reporting Requirements

[Each member shall promptly report to FINRA, but in any event not later than 30
lcalendar days, after the member knows or should have known of the existence of
Jany of the following:

Functional

No Relationship

N/A

N/A

[No applicable SCF control

4530(a)(1)

Reporting Requirements

[the member or an associated person of the member:

Functional

No Relationship

N/A

N/A

[No applicable SCF control

4530(a)(1)(A)

Reporting Requirements

lhas been found to have violated any securities-, insurance-, commodities-,
financial- or investment-related laws, rules, regulations or standards of conduct
lof any domestic or foreign regulatory body, self-regulatory organization or
lbusiness or professional organization;

Functional

No Relationship

N/A

N/A

/A

[No applicable SCF control

4530(a)(1)(B)

Reporting

is the subject of any written customer complaint involving allegations of theft or

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

funds or securities or of forgery;

4530(a)(1)(C)

Reporting Requirements

is named as a defendant o respondent in any proceeding brought by a domestic
lor foreign regulatory body or self-regulatory organization alleging the violation of
lany provision of the Exchange Act, or of any other federal, state or foreign
lsecurities, insurance or commodities statute, or of any rule or regulation
fthereunder, or of any provision of the by-laws, rules or similar governing
instruments of any securities, insurance or commodities domestic or foreign
regulatory body or self-regulatory organization;

Functional

No Relationship

N/A

N/A

INo applicable SCF control

4530(a)(1)(D)

Reporting Requirements

s denied registration or is expelled, enjoined, directed to cease and desist,
suspended or otherwise disciplined by any securities, insurance or commodities
lindustry domestic or foreign regulatory body or self-regulatory organization or is
denie or continuet in any such seif-regul
lorganization; or is barred from becoming associated with any member of any
lsuch self-regulatory organization;

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

4530(2)(1)(E)

Reporting Requirements

is indicted, or convicted of, or pleads guilty to, or pleads no contest to, an:
[felony; or any misdemeanor that involves the purchase or sale of any security,
the taking of a false oath, the making of a false report, bribery, perjury, burgiary,
larceny, theft, robbery, extortion, forgery, counterfeiting, fraudulent
lconcealment, embezzlement, fraudulent conversion, or misappropriation of
[funds, or securities, or a conspiracy to commit any of these offenses, or
equivalent activity in a domestic, military o foreign court;

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

4530(a)(1)(F)

Reporting Requirements

is a director, controlling stockholder, partner, officer or sole proprietor of, or an
lassociated person with, a broker, dealer, investment company, investment
[advisor, underwriter o insurance company that was suspended, expelled or had
ts registration denied or revoked by any domestic or foreign regulatory body,
ljurisdiction or organization or is associated in such a capacity with a bank, trust
lcompany or other financial institution that was convicted of or pleaded no
lcontest to, any felony or misdemeanor in a domestic or foreign court;

Functional

No Relationship

N/A

[No applicable SCF control

4530(a)(1)(G)

Reporting Requirements

is a defendant or respondent in any securities- or commodities-related civil
litigation or arbitration, is a defendant or respondent in any financial-related
linsurance civil litigation or arbitration, or is the subject of any claim for damages
lby a customer, broker or dealer that relates to the provision of financial services
or relates to a financial transaction, and such civil litigation, arbitration or claim
ffor damages has been disposed of by judgment, award or settlement for an
lamount exceeding $15,000. However, when the member is the defendant or
Irespondent or is the subject of any claim for damages by a customer, broker or
(dealer, then the reporting to FINRA shall be required only when such judgment,
laward or settlement is for an amount exceeding $25,000; or

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

4530(a)(1)(H)

Reporting Requirements

() is subject to a "statutory disqualification” as that term is defined in the
[Exchange Act; or (ii) is involved in the sale of any financial instrument, the
lprovision of any investment advice or the financing of any such activities with
Jany person that is subject to a "statutory disqualification” as that term is defined
in the Exchange Act, provided, however, that this requirement shall not apply to
[activities with a member or an associated person that has been approved (or is
lotherwise permitted pursuant to FINRA rules and the federal securities laws) to
lbe a member or to be associated with a member. The report shall include the
Iname of the person subject to the statutory disqualification and details
lconcerning the disqualification; or

Functional

No Relationship

N/A

N/A

able SCF control

4530(a)(2)

Reporting Requirements

[(2) an associated person of the member Is the subject of any disciplinary action
ftaken by the member involving suspension, termination, the withholding of
lcompensation or of any other remuneration in excess of $2,500, the imposition
Jof fines in excess of $2,500 or is otherwise disciplined in any manner that would
lhave a significant limitation on the individual's activities on a temporary or
lpermanent basis.

Functional

No Relationship

N/A

[No applicable SCF control

4530(b)

Reporting Requirements

[Each member shall promptly report to FINRA, but in any event not later than 30
(calendar days, after the member has concluded or reasonably should have
lconcluded that an associated person of the member or the member itself has
\violated any securities-, insurance-, commodities-, financial- or investment-
related laws, rules, regulations or standards of conduct of any domestic or
[foreign regulatory body or self-regulatory organization.

Functional

No Relationship

N/A

[No applicable SCF control

4530(c)

Reporting Requirements

[Each person associated with a member shall promptly report to the member the
lexistence of any of the events set forth in paragraph (a)(1) of this Rule.

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

4530(d)

Reporting Requirements

[Each member shall report to FINRA statistical and summary information
regarding written customer complaints in such detail as FINRA shall specify by
fthe 15t day of the month following the calendar quarter in which customer
lcomplaints are received by the member.

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

4530(e)

Reporting Requirements

[Nothing contained in this Rule shall eliminate, reduce or otherwise abrogate the
responsibilities of a member or person associated with a member to promptly
ldisclose required information on the Forms BD, U4 or US, as applicable, to make
lany other required filings or to respond to FINRA with respect to any customer
lcomplaint, examination or inguiry. In addition, members are required to comply
\with the reporting obligations under paragraphs (a), (b) and (d) of this Rule,
regardiess of whether the information is reported or disclosed pursuant to any
lother rule or requirement, including the requirements of the Form BD. However,
la member need not report: (1) an event otherwise required to be reported under
lparagraph (a)(1) of this Rule if the member discloses the event on the Form U4,
lconsistent with the requirements of that form, and indicates, in such manner and
format that FINRA may require, that such disclosure satisfies the requirements of
lparagraph (a)(1) of this Rule, as applicable; or (2) an event otherwise required to
lbe reported under paragraphs (a) or (b) of this Rule if the member discloses the
levent on the Form U, consistent with the requirements of that form

Functional

No Relationship

N/A

N/A

[No applicable SCF control

4530(f)

Reporting Requirements

[Each member shall promptly file with FINRA copies o

Functional

No Relationship

N/A

[No applicable SCF control

4530(f)(1)

Reporting Requirements

[any indictment, information or other criminal complaint or plea agreement for
lconduct reportable under paragraph (a)(1)(E) of this Rule;

Functional

No Relationship

N/A

[No applicable SCF control

4530(1)(2)

Reporting Requirements

lany complaint in which a member is named as a defendant or respondent in any
lsecurities- or commodities-related private civil litigation, or is named as a
ldefendant or respondent in any financial-related insurance private civil litigation;

Functional

No Relationship

N/A

[No applicable SCF control

4530(1)(3)

Reporting Requirements

[any securities- or commodities-related arbitration claim, or financial-related
insurance arbitration claim, filed against a member in any forum other than the
[FINRA Dispute Resolution forum;

Functional

No Relationship

N/A

[No applicable SCF control

4530()(4)

Reporting Requirements

[any indictment, information or other criminal complaint, any plea agreement, or
lany private civil complaint or arbitration claim against a person associated with a
[member that is reportable under question 14 on Form Ud, irrespective of any
dollar thresholds Form U4 imposes for notification, unless, in the case of an
larbitration claim, the claim has been filed in the FINRA Dispute Resolution forum.

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

4530(g)

Reporting Requirements

[Members may file electronically, in such manner and format as specified by
FINRA, the documents required by paragraph (f); provided, however, that the
ffilings shall be accompanied by summary information regarding the documents
in such detail as specified by FINRA.

Functional

No Relationship

N/A

N/A

IN/A

INo applicable SCF control

4530(h)

Reporting Requirements

[Members shall not be required to comply separately with paragraph () in the
levent that any of the documents required by paragraph (f) have been the subject
lof a request by FINRA's Credentialing, Registration, Education and Disclosure
staff, provided that the member produces those requested documents to the
(Credentialing, Registration, Education and Disclosure staff not later than 30 days
after receipt of such request. This paragraph does not supersede any FINRA rule
lor policy that requires production of documents specified in paragraph (f) sooner
ithan 30 days after receipt of a request by the Credentialing, Registration,
[Education and Disclosure staff.

Functional

No Relationship

N/A

N/A

IN/A

able SCF control

2481

Purpose and scope

[See TDE for details.

Functional

No Relationship

N/A

[No applicable SCF control

2482

Model privacy form: rule of
construction

IN/A

Functional

No Relationship

N/A

N/A

IN/A

[No applicable SCF control

248.2(a)

Model privacy form

[Use of the model privacy form in appendix A to subpart A of this part, consistent
\with the instructions in appendix A to subpart A, constitutes compliance with the
Inotice content requirements of §§ 248.6 and 248.7 of this part, although use of
the model privacy form is not required.

Functional

No Relationship

N/A

N/A

IN/A

ficable SCF control
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[The examples in this part provide guidance concerning the rule’s application in INo applicable SCF control
lordinary circumstances. The facts and circumstances of each individual situation,
lhowever, will determine whether compliance with an example, to the extent
248.2(b) Examples lpracticable, constitutes compliance with this part. Functional | No Relationship NIA NA (VA
[Except with respect to § 248.30(b), any futUres commission merchant or INo applicable SCF control
introducing broker (as those terms are defined in the Commodity Exchange Act
(7 U.S.C. 1, et seq.)) registered by notice with the Commission for the purpose of
Substituted compliance with|conducting business in security futures products pursuant to section 15(b)(11)(A)
FTC financial privacy rules lof the Securities Exchange Act of 1934 (15 U.S.C. 780(b)(11)(A)) that is subject to .
248.2(c) by futures Commission |ang in compliance with the financial privacy ruies of the Commodity Futures Functional | No Relationship NA NA NA
merchants and introducing |Trading Commission (17 CFR part 160) will be deemed to be in compliance with
kers this part.
i Y -
2483 Definitions See fDE for details. e I NA A A INo applicable SCF control
Initial privacy notice to [N/A - INo applicable SCF control
248.4 ontomers required Functional | No Relationship NA NA  |NA
248.4(a) Initial notice requirement ;ﬁ‘:;‘c‘;ﬁo“’l’;;‘:m‘;f:c’:c"e"s conspicuous nofice that accurately reflects your Functional | No Relationship NIA NA (NA Nezeelcabielschiconol
[An individual who becomes your customer, not Iater than when you establish a INo applicable SCF control
248.4(2)(1) Customer lcustomer relationship, except as provided in paragraph (e) of this section; and Functional | No Relationship NA NA WA
/A consumer, before you disclose any nonpublic personal information about the INo applicable SCF control
248.4(2)(2) Consumer lconsumer to any nonaffiliated third party, if you make such a disclosure other Functional | No Relationship N/A NA  (NA
than as authorized by § 248.14 and 248.15.
When nitial notice toa |10/ oL 1EGUITed T provide an nal Notce to a consumer under paragraph INo applicable SCF control
f this secti
248.4(b) consumer s not required (@) of this section if Functional | No Relationship N/A N/A IN/A
[You do not disclose any nonpublic personal information about the consumer to INo applicable SCF control
When initial notice to a _[any nonaffiliated third party, other than as authorized by §§ 248.14 and 248.15;
248.4(b)(1) consumer is not required [and Functional | No Relationship NIA NA - (VA
When it notice to a |72 80 ot have a customer relationship with the consumer. INo applicable SCF control
248.4(b)(2) consumer is not required Functional | No Relationship NA NA [N
IN/A
When you establish a .
248.4(c) customer relationship — Functional | No Relationship NA NA [N
Jasa0m) General ule :g::::lanbghiz‘:;ou"ssts‘r:er relationship when you and the consumer enter into a Funchionall||No Relaliananip s m m; INo applicable SCF control
You do not have a customer relationship with a consumer if you buy a loan made INo applicable SCF control
248.4(c)(2) Special rule for loans  |to the consumer but do not have the servicing rights for that loan. Functional No Relationship N/A N/A IN/A
Exampies of establising |/C" 9 ZPISN 3 CUstomer relationsiip when the consurmer INo applicable SCF control
248.4(0)(3) Cuistomer relationship Functional | No Relationship NA A (wA
Examples of establishing [ ETECES @ seCuriies transaction With you or opens a brokerage account with you INo applicable SCF control
i) d roced:
248.4(0)(3)(1) Cstomer relationship_|Under your procedures; Functional | No Relationship NA NA  |NA
Examples of establishing 02T @ ProKerage account with an Inroducing broker or dealer that clears INo applicable SCF control
o i ith and for its cust through fully disclosed basis; i
248.4(0)(3)(ii) e reonship. [Fensactions with and for ts customers through you on a fully disclosed basis Functional | No Relationship NIA NA [N
Examples of establihing |FS"S IO N 30VISOry CONEract with you (Wheher n wiiting or oraly);or INo applicable SCF control
248.4(0)3)(ii) Customer relationship Functional | No Relationship NA NA  |NA
Examples of establishing |[LC125°5 shares you Rave fssued (and the consurmer s the record owner of the INo applicable SCF control
i shares), if you are an investment company.
248.4(C)(3)(iv) Cuetomer relationship ). if i pany. Functional | No Relationship N/A NA [N
When an exiting custormer obtains a new firancial productor servce from you INo applicable SCF control
that is to be used primarily for personal, family, or household purpos
248.4(d) Existing customers  |satisfy the initial notice reauirements of paragraph (a) of this cection a follows: | Functional | No Relationship NA NA |NA
[Vou may provide a revised privacy notice, under § 248.8, that covers the . INo applicable SCF control
248.4(d)(1) Existing customers  |{c o B ncial product or service: or Functional | No Relationship NA NA |NA
[ the inftial, revised, or annual notice that you most recently provided to that INo applicable SCF control
lcustomer was accurate with respect to the new financial product or service, you .
248.4(d)(2) Existing customers  |do not need to provide a new privacy notice under paragraph (a) of this section. Functional | No Relationship NA N/A IN/A
Exceptions to allow __[oee fDE for details INo applicable SCF control
248.4(e) subsequent delivery of Functional | No Relationship NA NA  |NA
‘Annual privacy notice to|N/A INo applicable SCF control
2485 uatomens sequired Functional | No Relationship NIA NA [N
‘Annual privacy notice to |N/A. N able SCF control
248.5(a) Cvatomers sequired Functional | No Relationship NIA NA  (NA
[Except as provided by paragraph (e) of this section, you must provide a clear and| icable SCF control
lconspicuous notice to customers that accurately reflects your privacy policies
land practices not less than annually during the continuation of the customer
Irelationship. Annually means at least once in any period of 12 consecutive o
248.5@0) General rule imonths during which that relationship exists. You may define the 12-consecutive-|  Functional | No Refationship o2 WA
Imonth period, but you must apply it to the customer on a consistent basis
248.5(2)(2) Example See fDE for details Functional | No Relationship NA NA |NA
‘Annual privacy notice to |N/A INo applicable SCF control
248.5(b) Customers required Functional | No Relationship NA NA - |NA
248501 Terminaton of customer [You are not required to provide an annual notice to a former customer. — [ — o m  Im INo applicable SCF control
248.5(b)(2) Examples See fDE for details. Functional | No Relationship NA NA  |NA [No applicable SCF control
7 you Go not have a customer refationship with a consumer under the special INo applicable SCF control
248.5(c) Special rule for loans  [provision for loans in § 248.4(c)(2), then you need not provide an annual notice. Functional | No Relationship NA NA - (NA
to that consumer under this section
When you are required to deliver an annual privacy notice by this section, you INo applicable SCF control
248.5(c) Delivery Imust deliver it according to § 248.9 Functional | No Relationship N/A NA - |NA
Excention to anual privacy| 7€ TP 1 detals: INo applicable SCF control
248.5(e) otice requirement — Functional | No Relationship NA NA [N
IN/A INo applicable SCF control
Information to be included
248.6 I rivacy notices Functional | No Relationship NA NA  [NA
[The initial, annual, and revised privacy nofices that you provide under 5 248.4, INo applicable SCF control
248.5, and 248.8 must include each of the following items of information that
248.6(a) General rule lapplies to you or to the consumers to whom you send your privacy notice, in Functional | No Relationship NA A |na
laddition to any other information you wish to provide
248.61) General rule [The categories of nonpublic personal information that you collect; Functional | No Refationship B — T INo applicable SCF control
2a8.62) General rule [The categories of nonpublic personal information that you disclose; Functional | No Refationship e o m INo applicable SCF control
[The categories of affilates and nonaffiliated third parties to whom you disclose INo applicable SCF control
248.6(2)(3) General rule Inonpublic personal information, other than those parties to whom you disclose Functional | No Relationship NIA NA |NA
information under §§ 248.14 and 248.15
[The categories of nonpublic personal information about your former customers. INo applicable SCF control
that you disclose and the categories of affiliates and nonaffiliated third parties to
248.6(a)(4) General rul whom you disclose nonpublic personal information about your former customers, | punctional | No Relationsh NA Na  |na
@@ eneralrule lother than those parties to whom you disclose information under §5 248.14 and unctiona i i § i
5
if you disclose nonpublic personal information to a nonaffiiated third party under INo applicable SCF control
s 248.13 (and no other exception applies to that disclosure), a separate
248.6(2)(5) General rule statement of the categories of information you disclose and the categories of Functional | No Relationship NA A |Na
third parties with whom you have contracted;
[An explanation of the consumer's right under § 248.10(a) to Opt out of the INo applicable SCF control
disclosure of nonpublic personal information to nonaffiliated third parties,
248.6(a)(6) General rule lincluding the method(s) by which the consumer may exercise that right at that Functional | No Relationship N/A N/A IN/A
time;
[Any disclosures that you make under section 603(d)(2)(A)(il) of the Fair Credit INo applicable SCF control
[Reporting Act (15 U.S.C. 1681a(d)(2)(A)ii)) (that is, notices regarding the ability
248.6(a)(7) General rule lto opt out of disclosures of information among affiliates). Functional | No Relationship NA NA  |NA
[Vour policies and practices with respect to protecting the confidentiality and INo applicable SCF control
248.6(2)(8) General rule security of nonpublic personal i Functional | No Relationship NA NA - |NA
248,600 General rule [Any disclosure that you make under paragraph (b) of this section — [ — o m  Im; INo applicable SCF control
7 you disclose nonpublic personal information to third parties as authorized INo applicable SCF control
lunder §5 248.14 and 248.15, you are not required to list those exceptions in the
Description of nonafiliated [initial or annual privacy notices required by 5§ 248.4 and 248.5. When describing
248.6(b) third parties subject to  [the categories with respect to those parties, it is sufficient to state that you make|  Functional | No Relationship N/A NA  |NA
exceptions disclosures to other nonaffiliated companies:
[For your everyday business purposes such as (include all that apply] to process INo applicable SCF control
Description of nonaffiliated |transactions, maintain account(s), respond to court orders and legal
248.6(b)(1) third parties subject to  linvestigations, or report to credit bureaus; or Functional | No Relationship NA NA [N
exceptions
[AS permitted by faw. INo applicable SCF control
Description of nonafiliated
248.6(0)(2) third parties subject to Functional | No Relationship N/A NA [N
exceptions
248.6(c) Examples [See fDE for details. Functional | No Relationship NA NA |NA [No applicable SCF- control
Short-form initial notice with| /A INo applicable SCF control
248.6(d) opt out notice for non- Functional | No Relationship NA NA |NA
customers
[You may satisfy the initial notice requirements in 5 248.4(a)(2), 248.7(b), and INo applicable SCF control
Short-form initial notice with|248.7(c) for a consumer who is not a customer by providing a short-form initial .
248.6(d)(1) opt out nfllte fornon-  |notice at the same time as you deliver an opt out notice as required in § 248.7. Functional No Relationship N/A N/A IN/A
customers
Short-form initial notice with|A ShOrt-form initial notice must INo applicable SCF control
248.6(d)(2) opt out notice for non- Functional | No Relationship NA NA |NA
customers
Short-form initial notice with|BE Cear and conspicuous; INo applicable SCF control
248.6(d)(2)(1) opt out notice for non- Functional | No Relationship NA NA [N
customers
Short-form initial notice with|State that your privacy notice is available Upon request; and
248.6(d)(2)(i1) opt out notice for non- Functional | No Relationship NA NA  |NA
customers
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Short-form initial notice with|

[Explain a reasonable means by which the consumer may obtain the privacy

INo applicable SCF control

opportunity to opt out

248.6(0)(2)(i) opt out notice for non-  notice Functional | No Relationship NA NA - (NA
customers
[Vou must deliver your short-form initial notice according to § 248.6. You are not INo applicable SCF control
required to deliver your privacy notice with your short-form initial notice. You
Short-form initial notice withlinstead may simply provide the consumer a reasonable means to obtain your
248.6(0)3) opt out notice for non-  privacy notice. If a consumer who receives your short-form notice requests your | Functional | No Relationship NA NA A
customers privacy notice, you must deliver your privacy notice according to § 248.9.
248.6(d)(4) EXE':ﬁini'n"Q?ffe‘"‘"g See fDE for details Functional | No Relationship NA NA (NA INo applicable SCF contral
248.6(e) Future disclosures  |! oV "etice may include: Functional | No Relationship NA NA |NA No applicable SCF control
(Categories of nonpuBIic personal information that you reserve the right to INo applicable SCF control
248.6(e)(1) Future disclosures  [Go00 e O et currently distioser and Functional | No Relationship NA NA (A
(Categories of affiliates or nonaffliated third parties to whom you reserve the No applicable SCF control
248.6(d)(2) Future disclosures. right in the future to disclose, but to whom you do not currently disclose, Functional | No Relationship N/A N/A IN/A
Inonpublic personal information.
lPursuant to § 248.2(a) and appendix A to subpart A of this part, Form S-P meets INo applicable SCF control
248.6(1) Model privacy form |G R e s soetion Functional | No Relationship NA NA - (NA
Form of opt out notice to VA INo applicable SCF control
248.7 consumers; opt out Functional | No Relationship NA NA(NA
Form of opt out notice to  |N/A
248.7(2) consumers; opt out Functional | No Relationship NA NA - |NA
met
I you are required to provide an opt out nofice under § 248.10(a), you must INo applicable SCF control
Iprovide a clear and conspicuous notice to each of your consumers that )
248.7(@)1) Form of opt out notice  laccurately explains the right to opt out under that section. The notice must state:| ~ Functional | No Relationship NA NA A
[That you disclose or reserve the right to disclose nonpublic personal information INo applicable SCF control
248.7()(1)(0) Form of opt out notice  [3p0Y00 T o 2 iated third party: TP Functional | No Relationship N/A NA (VA o
EyP—— Form of opt out notice |12t thE consumer hias the Fght to opt out of that disclosure; and — | — A v a INo applicable SCF control
Jy— Form of opt out notice | ERSONAEIE MEars by WHIch The consumer may exercise the opt out rignt e — A v a INo applicable SCF control
248.7)(2) Examples See fDE for details. Functional | No Relationship NA NA (A [No appllcable SCF control
[Vou may provide the opt out nofice together with or on the same written o INo applicable SCF control
248.7(b) Same form fﬂs‘[‘:‘;‘d‘a‘ notice lejectronic form as the initial notice you provide in accordance with § 248.4. Functional | No Relationship N/A N/A IN/A
i you provide the opt out notice after the initial nofice in accordance with § INo applicable SCF control
Initial notice required when 28,4, you must also include a copy of the initial notice with the opt out notice in )
248.7(c) Opt out notice delivered  |uriting o, i the coneumer agrees. electronically. Functional | No Relationship NA NA - (NA
subsequent to nitial notice
248.7(d) Joint relationships |1 Functional | No Relationship NA NA(NA [No applicable SCF-control
i two or more consumers jointly obtain a financial product or service from you, INo applicable SCF control
248.7(e)1) Joint relationships  |you may provide a single 0pt out notice. Your opt out notice must explain how Functional | No Relationship NA NA |NA
you will treat an opt out direction by a joint consumer.

Py ot retationships A" O ThE JoIE consumers may exercise the right o opt out. You may either e A v a INo applicable SCF control
PyrE—. ot relationships | catan % Ut drecion by 8 Jank consumer a3 apaying o ol of e sssocated | incional | NoRelaionstip o % INo applicable SCF control
248.7(d)(2)(i) Joint relationships | "¢t €ach joint consumer to opt out separately. Functional | No Relationship NA NA - |NA eleeelicabielScileontel

i you permit each joint consumer to opt out separately, you must permit one of INo applicable SCF control
248.7(d)(3) Joint relationships. lthe joint consumers to opt out on behalf of all of the joint consumers. Functional No Relationship N/A N/A IN/A

PP ot reatonships {00 g12 % eqUTe S JOM CONSUer (0Pt Gut fore you IAIement amy 09| el | o oo A v a INo applicable SCF control

248.7(d)(5) Example [See fOE for details Functional | No Relationship NA NA [N [oeEITE=R RS G

Vou must comply with a consumer's opt out direction as soon as reasonabl - INo applicable SCF control
248.7(e) Time to comply with 0pt out (1 e after you receive it P v Functional | No Relationship N/A NA (VA i
248.7() Continuing right to opt out | ©O1SUMer May exercise the right to opt out at any time Functional | No Relationship NA NA |NA Nerelicabiecheontol
248.7(9) Duration of consumer's opt |N/A Functional | No Relationship NA NA (WA [ S Gl
—[A consumer's direction to opt out under this section is effective until the INo applicable SCF control
PY— Duraion of conSUMErs OBt (congumer revokes t I writng o, the consumer agrees, electroically. G || oo R m |
When a customer relationship terminates, the customer's opt out direction
lcontinties to apply to the nonpublic personal information that you collected
< opt |dUring or related to that relationship. If the individual subsequently establishes a
248.7(9)(2) Duration of consumer's oP |new customer relationship with you, the opt ou direction that applied to the Functional | No Relationship NA NA [N
former relationship does not apply to the new relationship
Wher Yo are requied o dever an optout notice by tissecton. you rust - INo applicable SCF control
248.7(h) Delivery deliver it according 10§ 3 P! 4 ¥ Functional | No Relationship N/A N/A IN/A P!
[Pursuant to § 248.2(a) o appendlx Ao subpart A of ths part, Form S meets INo applicable SCF control
248.7() Model privacy form [ 2 o e e st Functional | No Relationship NA NA[NA
248.8 Revised privacy notices |/ Functional | No Relationship NA NA [N [oeETER RS G
[Except as otherwise authorized in this subpart, you must not, directly or through N applicable SCF control
any affiliate, disclose any nonpublic personal information about a consumer to a
248.8(a) General rule Inonaffiiated third party other than as described in the initial notice that you Functional | No Relationship B m |m
lprovided to that consumer under § 248.4, unless
[Vou have provided to the consumer a clear and conspicuous revised nofice that - INo applicable SCF control
248.8(2)(1) General rule e e e, Functional | No Relationship NA NA - (NA

Py P Wou have provided to the consumer a new opt out nofice; | D A v a N applicable SCF control

Vou have given the consumer a reasonable opportunity, before you disclose the INo applicable SCF control
248.8(2)(3) General rule information to the nonaffiliated third party, to opt out of the disclosure; and Functional | No Relationship NA NA  |NA

248.8(a)(4) General rule |The consumer does not opt out. Functional | No Relationship NA NA  |wa [oeE TR EE G

248.8(b) Examples See fDE for details. Functional | No Relationship NA NA [N NeleelicaBigie e Ee]
When you are required to deliver a revised privacy nofice by this section, you No applicable SCF control
248.8(c) Delivery Imust deliver it acrording to § 248.0. Functional | No Relationship NA NA - (NA
289 Delivering privacy and opt [W/A | — A v a INo applicable SCF control
[You must provide any privacy nofices and opt out notices, including short-form INo applicable SCF control
initial notices that this subpart requires so that each consumer can reasonably be| )
268.9(a) How to provide notices |axpacted 1o receive actual notice In wiiting or, If the consumer agrees, Functional | No Relationship NA NA |NA
electronically.
2a8.900) Delivering privacy and opt [5ee fDE for details — e — o 3 INo applicable SCF control
248.9(0) Annual notices only [ V/A Functional | No Relationship NA NA [N [oeETER e G
Jasoom Anrs motcesanly |1 essonably expec that  customes wil eceNe actusl ke of your | D A v a INo applicable SCF control
 customer uses your web site o access financial products and Services INo applicable SCF control
electronically and agrees to receive notices at the web site and you post your
248.9(0)(1)() Annual notices only  |current privacy notice continuously in a clear and conspicuous manner on the Functional | No Relationship NA NA - NA
b site; or
[The customer has requested that you refrain from sending any information INo applicable SCF control
248.9(0)(1)ii) Annual notices only  |regarding the customer relationship, and your current privacy notice remains Functional | No Relationship NA NA - (NA
Javailable to the customer upon request.
Example of reasonable _[5e€ fE for details. No applicable SCF control
248.9(0)(2) expectation of receipt of Functional | No Relationship NA NA - (NA
annual privacy notice
Gral description of notice |¥ou may not provide any nofice required by this subpart solely by orally - INo applicable SCF control
248.9() insufficient lexplaining the notice, either in person or over the telephone. Functional | No Relationship WA NA VA
[For customers only, you must provide the initial notice required by § 248.4(a)(L), INo applicable SCF control
Retention or accessibility of the annual notice required by § 248.5(a), and the revised notice required by §
248.9(e) e O By o 3, o that the customer can retain therm of obtain them later inwriting or,if | Functional | No Relationship A NA VA
the customer agrees, electronically.
[For customers only, you must provide the Initial notice required by § 248.4(a)(1), INo applicable SCF control
Retention or accessibility o the annual notice required by § 248.5(a), and the revised notice required by § )
248.9(e)(1) e O B CesSlbiltY O 8.3, 50 that the customer can retain them or obtain them later inwriting or,if | Functional | No Relationship NA NA |NA
lthe customer agrees, electronically.
PR Examples of retention or _[5ee fDE for detalls o || s o 5 INo applicable SCF control
[You may provide a joint notice from you and one or more of your affliates or INo applicable SCF control
Joint notice with other |other financial institutions, as identified in the notice, as long as the notice is )
20890 e T R ceurate with respect to you and the other institutions Functional | No Relationship NA NA (v
i two or more consumers jointly obtain a financial product or service from you INo applicable SCF control
you may satisfy the initial, annual, and revised notice requirements of paragraph
248.9(0) Joint relationships  [{a) of this section by providing on notice o those consumers jointly Functional | No Relationship NA NA - (NA
. u\ T No applicable SCF control
imits on disclosure o
248.10 InfonSnBUBlC persona! ed Functional | No Relationship NA NA NA
ird parti
. e [ INo applicable SCF control
imits on disclosure o
248.10(a) infomonpuBlc persona) ed Functional | No Relationship NA NA |NA
third parties
[Except as otherwise authorized in this subpart, you may not, directly or through INo applicable SCF control
248.10(a)(1) Conditions for disclosure [any affiliate, disclose any nonpublic personal information about a consumer to a Functional No Relationship N/A N/A IN/A
Inonaffiiated third party unless:
e 10E Comitions for disctosure |72 TaVe provided to the consumer an inital notice as required under § 248.4; ) | A v a INo appiicable SCF control
B 10 Comaitions for disctosure |72 Nave provided to the consumer an opt out notice as required I § 248.7; e A v a INo applicable SCF control
Vou have given the consumer a reasonable opportunity, before you disclose the No applicable SCF control
248.10(a)(1)(iii) Conditions for disclosure ~[information to the nonaffiliated third party, to opt out of the disclosure; and Functional No Relationship N/A N/A IN/A
248.10(a)(1)(iv) Conditions for disclosure | consumer does not opt out. Functional | No Relationship NA NA [N Heleeelicebilechiea Eel]

248.10()(2) Opt out definition |°°¢ 'PE for details. Functional | No Relationship NA NA |NA eerpelicabiecheontnl

2a8.10013) Examples of reasonable [5ee fDE for details. e — | — A v a INo appiicable SCF control
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Notes

use of customer information|

er
Inotification procedures. This response program must include procedures for the
lcovered institution to:

Iincident Response Plan (IRP) to all stakeholders

248.10(b) consumers and all nonpublic| Functional | No Relationship NA NA |NA 0
personal information
ou must comply with this section, regardiess of whether you and the consumer INo appiicable SCF contral
Application of opt out to all |nave established a customer relationship.
248.10(b)(1) lconsumers and all nonpublic| Functional | No Relationship NA NA |NA 0
personal information
[Unfess you comply with this section, you may not, directly or through any INo appiicable SCF control
Application of opt out to all |affiliate, disclose any nonpublic personal information about a consumer that you .
248.10(b)(2) consumers and all nonpublicihave collected, regardless of whether you collected it before or after receiving Functional No Relationship N/A N/A IN/A 0
personal information |the direction to opt out from the consumer.
[Vou may allow a consumer to select certain nonpublic personal Information or INo appiicable SCF control
248.10(c) Partial opt out lcertain nonaffiliated third parties with respect to which the consumer wishes to |  Functional | No Relationship NA NA A 0
20811 timits on redisclosure and VA Functional | No Relationship NA NA VA 0 DTS ]
248.11(a) Limits on redisclosure and [VA Functional | No Relationship NA NA A 0 [No appllcable SCF control
i you receive nonpublic personal information from a nonaffiliated financial INo appiicable SCF control
248.11(a)(1) '"’0"6“3“0" you receive finstitution under an exception in § 248.14 or § 248.15, your disclosure and use of | Functional | No Relationship N/A N/A IN/A 0
under an exception lthat information is limited as follows:
Tnformation you receive _|You may disclose the information to the affiiates of the financial Insttution from " INo appiicable SCF control
248.11(2)(1)() o o’ Nubich you racaived the information: Functional | No Relationship NA NA |NA 0
[Vou may disciose the information to your affiiates, but your affiliates may. in INo appiicable SCF control
248.11(a)(1)(ii) Information you receive lum, disclose and use the information only to the extent that you may disclose Functional | No Relationship NA NA v 0
under an exception  lang use the information; an:
[Vou may disciose and use the information pursuant to an exception in § 248.14 INo appiicable SCF contral
Information you receive |or § 248.15 in the ordinary course of business to carry out the activity covered by .
248.11(a)(1)(iii) oo o gmpmn lthe exception under which you received the information Functional | No Relationship N/A N/A IN/A 0
See 1DE for detalls INo appiicable SCF control
248.11(2)(2) Example Functional | No Relationship NA NA |NA 0
248.11(b) Limits on redisclosure and [VA Functional | No Relationship NA NA  [wA o [ el = el
nformation you receive_|I-JOuTECelve NanpUBIC personal nformation from a nonafilited fnancil INo appiicable SCF control
248.11(6)(1) institution other than under an exception in § 248.14 o § 248.15, you may Functional | No Relationship NA NA [N 0
outside of an exception |gisclose the information only:
24811000 ot you rcerve [To the affillates of the financial institution from which you received the Functional | Mo Refationship o o > o INo appiicable SCF contral
format G your affiliates, but your affiiates may, in turn, disclose the information only to INo appiicable SCF control
248.11(b)(1)(ii) pioting ;2::1;:;:5 me extent that you can disclose the information; and Functional | No Relationship N/A N/A IN/A 0
o [To any other person, It the disclosure would be lawful if made directly to that INo appiicable SCF contral
248.116)(1i) Information you 12céive oerson by th finanlal instittion from which you eceve the information. Functional | No Relationship NiA A |NA ®
248.11(b)(2) Example [See fOE for details Functional | No Relationship NA NA [N 0 [oeEITE=R RS G
i you disclose nonpublic personal information to a nonaffiliated third party under INo applicable SCF control
24811(0) Information you disclose |an exception in § 248.14 or § 248.15, the third party may disclose and use that | Functional | No Relationship NA A [N o
under an exception linformation only as follows:
YR, ormatin you disclose[The e party ey disclose the iformation t your siiaes Functional | No Refationship 7 TR B INo appiicable SCF control
[The third party may disclose the information to its affiiates, but its affiates may, INo appiicable SCF control
248.11(c)(2) In'orrgatmn you disclose |in turn, disclose and use the information only to the extent that the third party Functional No Relationship NA N/A IN/A 0
under an exception  |may disclose and use the information; and
[The third party may disclose and use the information pursuant to an exception in INo appiicable SCF control
Information you disclose |5 248.14 or § 248.15 in the ordinary course of business to carry out the activity
248.11()(3) Under an exception. - [covered by the exception under which t received the information. Functional | No Relationship NA NA - NA 0
7 you disclose nonpublic personal information to a nonaffiliated third party other INo applicable SCF control
248.11() Information you disclose |chan under an exception in § 248.14 or § 248.15, the third party may disclose the | Functional | No Relationship NA A |NA o
outside of an exception  finformation only.
i i T 3 "
208.11001) o sclose. |0 your afilates Functional | No Relationship NA NA VA 0 [OETI G
information you disclose [T Its affiiates, but its affiiates, in tur, may disciose the information only to the INo appiicable SCF control
248.11()(2) outside of an exception _lextent the third party can disclose the information; and RIEEE] || MoREkEEmEp G AN L O
Information you disclose _[To any other person, if the disclosure would be lawful if you made Tt directly to " INo appiicable SCF control
248.110)(3) urside of am excoption_[that person Functional | No Relationship NA NA |NA 0
Limits on sharing account o applicable SCF control
24812 number information for Functional | No Relationship NA NA |NA 0
marketing purposes
[Vou must not, directly or through an affiiate, disclose, other than to a consumer INo appiicable SCF contrl
reporting agency, an account number or similar form of access number or access
General prohibition on  |code for a consumer's credit card account, deposit account, or transaction
248.12(a) disclosure of account  [account to any nonaffiliated third party for use in telemarketing, direct mail Functional | No Relationship NA NA |NA 0
numbers Imarketing, or other marketing through electronic mail to the consumer.
248.12(b) Exceptions [See fDE for details. Functional | No Relationship NA NA  |wa 0 [oErATEER RS G
248.12(0) Example—Account number [2¢ fDE for details. Functional | No Relationship NA NA  |wa 0 [oeETER R EE G
Exception to opt out _[See fDE for details icable SCF control
248.13 'E“:r‘;i"gingr:‘;f;;‘é"e Functional | No Relationship N/A N/A IN/A 0
marketing
Exceptions to notice and opt|5e€ 1DE for detals. INo appiicable SCF contral
248.14 i et Functional | No Relationship NA NA  (vA 0
transactions
o ons to notice |55€ TDE for details. INo appiicable SCF control

248.15 and opt ok requirements. Functional | No Relationship NA NA [N 4
[Nothing in this subpart shall be construed to modify, imit, or supersede the INo appiicable SCF control
loperation of the Fair Credit Reporting Act (15 U.5.C. 1681 et seq.), and no

2 f Fair Cred
rotection of Fair Credit  finference shall be drawn on the basis of the provisions of this subpart regarding
4

24816 ing Act \whether information s transaction or experience information under section 603 | | ncionl | No Relationship L LA e °
of that Act.

248.17 Relation to State laws |/ Functional | No Relationship NA NA - |NA 0 No applicable SCF control
[This subpart shall not be construed as superseding, altering, or affecting any INo appiicable SCF control
statute, regulation, order, or interpretation in effect in any State, except to the

4817 | " lextent that such State statute, regulation, order, or interpretation is inconsistent

248.17(2) n general lwith the provisions of this subpart, and then only to the extent of the R || LRl R R i @
inconsistency.
[For purposes of this section, a State statute, regulation, order, or iterpretation 1s INo appiicable SCF contral
Inot inconsistent with the provisions of this subpart if the protection such statute,
regulation, order, or interpretation affords any consumer is greater than the
lprotection provided under this subpart, as determined by the Consumer Financial
248.17(b) Grea(ersmore‘man under |protection Bureau, after consultation with the Commission, on theConsu Functional No Relationship N/A N/A IN/A 0
tate law Financial Protection Bureau's own motion, or upon the petition of any interested
party
Jaes Effective date; transition _[5ee fDE for details — o e 0 INo appiicable SCF control
248.19-248.29 [Reserved] [ Functional | No Relationship NA NA [N 0 NCleeelicaBile e Ee]
INA INo appiicable SCF contral
Procedures to safeguard
customer information,
including response
programs for unauthorized
24830 access to customer Functional | No Relationship NA NA |NA 0
information and customer
notice; disposal of customer|
information and consumer
information
Policies and procedures to |VA [No appiicable SCF control
248.30(a) safeguard customer Functional | No Relationship NA NA [N 0
information —
[Every covered institution must develop, implement, and maintain written policies oot Securt
d procedures that address administrative, technical, and physical safeguards ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
248.30(a)(1) General requirements ffor the protection of customer information. Functional Subset Of Cum;la)nance &txfsmen(e GOV-02 O ures necessary for secure. compliant and eiont Capabitities 10
ocumentation
[These written policies and procedures must be reasonably designed to
248.30@2) Objectives Functional SubsetOf | Comeng S e | Gov.0z |Mechanisms exist to establish, maintain and disseminate policies, standards "
Jective unction: ul f)‘ il - land procedures necessary for secure, compliant and resilient capabilities.
ocumentation
248.30(2)2)(1) Objectives fensure the security and confidentiality of customer information; Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
e gt o anticipated threats or hazards to the security or integrity of Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
t formation; and g y 2
248.30(a)(2)(i) Objectives lcustomer information; an Functional SUbset Of | e (schr) | GOV-01 e O vemance controls 10
e gt Lnauthorized access Lo o use of customer nformation that could Sensitive / Regulated Data IMechanisms exist to configure Technology Assets, Applications andfor
result in substantial harm or inconvenience to any customer. ' 1
248.30(@)2)(i Objectives Y Functional | Intersects With | ™ cess Enforcement CFG-08  Iservices (TAAS) to restrict access to sensitive/regulated data 8
248.30(a)(2)(i) Objectives e e e e o voroet information thalt 0ud | nctional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
Protect against unauthorized access o o use of customer information that could Mechanisms exist to enforce Logical Access Control (LAC) permissions that
248.30(2)(2)(ii) Objectives result in substantial harm or inconvenience to any custom Functional | Intersects With | Access Enforcement 'AC20 |conform to the principle of "least privilege. 8
Written policies and procedures in paragraph (a)(1) of s secion st nclude a
Response programs for _[Program reasonably designed to detect,respond to, and recover fro Incident Response Mechanisms exist to implement and govern processes and documentation to
248.30(2)(3) unauthorized access to or [nauthorized access to or use of customer information, including custom e Functional Subset Of dent Reepo 1RO-01 |[facilitate an organization-wide response capability for cybersecurity and data 10
unauthorized access to o |1 Sitcation procedures. This response proaram must include procedures for the P rotection-related incidents.
lcovered institution to:
Written policies and procedures in paragraph (a)(1) of this section must include a
lprogram reasonably designed to detect, respond to, and recover from
lunauthorized access to or use of customer information, including customer
Response programs for [4ra . IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
248.30(2)(3) unauthorized access to or [19V11¢ation procedures. This response program must include procedures forthe. | gynctional | Intersects With Incident Handling IR0-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 8
use of customer information| land(6) Recovery.
Witen policies and procedures n paragraph (a1 o this section must nclude &
bly designed to detect, respond to, and recover froi
Response programs for _ Program reasonably desio »
248.30(a)(3) unauthorized access to or |Unauthorized access to or use of customer information, including custom Functional | Intersects With [Incident Response Plan (IRP)|  1R0-04  [Mechanisms exist to maintain and make available a current and viable 8
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Response programs for

Focal Document Element (FDE) Desci

[Assess the nature and scope of any incident involving unauthorized access to or
luse of customer information and identify the customer information systems and
[types of customer information that may have been accessed or used without
lauthorization;
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laffected individuals are notified in accordance with paragraph (a)(4) of this
lsection rests with the covered institution,

lauthorities.

248.30(2)(3)(1) unauthorized access to or Functional Subset Of Incident Handling 1RO-02 | manual incident report intake:(3) Analysis;(4) Containment;(5) Eradication; 10
use of customer information| land(6) Recovery.
. [ Fs5e55 the nature 3nd scope of any Incdent Ivolving Unauthorized access (o or
esponse programs for  |use of customer information and identify the customer information systems and Incident Classification & Mechanisms exist to identify cl f incid
y classes of incidents and actions to take to
248.30(@)(3)(0) unauthorized access to or types of customer information that may have been accessed or used without Functional | Intersects With Prioritization IRO-024 langure the continuation of organizational missions and business functions. 8
use of customer information |authorization;
[Take appropriate steps to contain and control the incident to prevent further
unauthorized access to or use of customer information; an
Response programs for IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
248.30(2)(3)(i) unauthorized access to or Functional Subset Of Incident Handling IR0-02 | manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 10
use of customer information| land(6) Recovery.
Notify each affected individual whose sensitive customer information was, or s
reasonably likely to have been, accessey without authorization in
laccordance with paragraph (a)(4) of this section unless the covered institution
Response programs for |determines, after a reasonable investigation of the facts and circumstances of Incident Stakeholder IMechanisms exist to timely-report incidents to applicable:(1) Internal
248.30(a)(3) i) unauthorized access to or [the incident of unauthorized access to or use of sensitive customer information, Functional Intersects With : IRO-10 Affected clients & ; and(3) Regulatory 5
use of customer information|that the sensitive customer information has not been, and s not reasonably lauthorities.
likely to be, used in a manner that would result in substantial harm or
inconvenience.
INA INo applicable SCF control
Notifying affected
248.30(2)4) individuals of unauthorized Functional | No Relationship NA NA |NA 0
access or use —
Unless a covered institution has determined, after a reasonable investigation of
lthe facts and circumstances of the incident of unauthorized access to or use of
sensitive customer information that occurred at the covered institution or one of
ts service providers that is not itself a covered institution, that sensitive
lcustomer information has not been, and is not reasonably likely to be, used in a
Imanner that would result in substantial harm or inconvenience, the covered
institution must provide a clear and conspicuous notice, or ensure that such Mechanisms exist to imely-report incidents to applicable:(1) nternal
otice s provided, to each affected individual whose sensitive customer i imely-
248.30(a)(@)(i) Notification obligation  [iitor 2t was, or s reasonably likely to have been, accessed o used without Functional Subset OF ‘"“"E,{‘e‘:;:‘ff;‘”“’” IRO-10 ffected clients & third. and(3) Regulatory 10
lauthorization. The notice must be transmitted by a means designed to ensure [authorities.
lthat each affected individual can reasonably be expected to receive actual notice
in writing
Unless a covered institution has determined, after a reasonable investigation of
lthe facts and circumstances of the incident of unauthorized access to or use of
sensitive customer information that occurred at the covered institution or one of
ts service providers that is not itself a covered institution, that sensitive
lcustomer information has not been, and is not reasonably likely to be, used in a
Imanner that would result in substantial harm or inconvenience, the covered
institution must provide a clear and conspicuous notce, o ensure tht such IMechanisms exist to proactively manage public relations associated with
Inotice s provided, to each affected individual whose sensitive customer Public Relations & incidents and employ appropriate measures to prevent further reputational
248.30(@)(4)(0) Notification obligation finformation was, or is reasonably likely to have been, accessed or used without Functional | Intersects With Reputation Repair IRO-16 | 4amage and develop plans to repair any damage to the organization's 8
lauthorization. The notice must be transmitted by a means designed to ensure reputation
lthat each affected individual can reasonably be expected to receive actual notice
i writing
i an incident of unauthorized access to or Use of customer information has
loccurred or is reasonably likely to have occurred, but the covered institution is
lunable to identify which specific individuals' sensitive customer information has
Ibeen accessed or used without authorization, the covered institution must
lprovide notice to all individuals whose sensitive customer information resides in
the customer information system that was, or was reasonably likely to have
loeen, accessed or used without authorization. Notwithstanding the foregoing, if Incident Stakeholder exist to timel incidents to applicable:(1) nternal
248.30(a)(@)(i) Affected individuals  [the covered institution reasonably determines that a specific individual's Functional | Intersects With ont Stake 1RO-10 2) Affected clients & th nd(3) Regulatory 5
sensitive customer information that resides in the customer information system eporting lauthorities.
lwas not accessed or used without authorization, the covered institution is not
required to provide notice to that individual under this paragraph.
[A covered institution must provide the nofice as soon as practicable, but not fater
than 30 days, after becoming aware that unauthorized access to or use of
lcustomer information has occurred or is reasonably likely to have occurred
lunless the United States Attorney General determines that the notice required
lunder this rule poses a substantial risk to national security or public safety, and
Inotifies the Commission of such determination in writing, in which case the
lcovered institution may delay providing such notice for a time period specified by|
lthe Attorney General, up to 30 ays following the date when such notice was
lotherwise required to be provided. The notice may be delayed for an additional
Iperiod of up to 30 days if the Attorney General determines that the notice
continues to pose a substantial risk to national security or public safety and
Inotifies the C of such in writing. In IMechanisms exist to timel
-repot incidents o appable (1) nternal
248.30(a)(4)(ii) Timing circumstances, notice required under this section may be delayed for a final Functional | Intersects with | ncident Stakeholder 1RO-10 Affected clients & thi and(3) Regulatory 5
additional period of up to 60 days if the Attorney General determines that such Reporting [takeholde
Inotice continues to pose a substantial risk to national security and notifies the
(Commission of such determination in writing. Beyond the final 60-day delay
lunder this paragraph (a)(4)(i), if the Attorney General indicates that further
delay is necessary, the Commission will consider additional requests for delay
land may grant such delay through Commission exemptive order or other action.
|/ notice must Mech + to timely-report incidents to applicable:(1) Internal
echanisms exist to timely-report incidents to applicable:(1) Interna
248.30(2)(4)(v) Notice contents Functional Subset Of Incident Stakeholder 1RO-10 Affected clients &  and(3) Regulatory 10
porting lauthorities.
[Describe in general terms the incident and the type of sensitive customer
_ information that was or IS reasonably believed ta have been accessed or used Incident Stakeholder Mechanisms eist to timely.report incidents to applicabl(1) Interl
248.30(2)(4)(1v)(A) Notice contents  |without authorization: Functional Subset Of 1RO-10 Affected clients & nd(3) Regulatory 10
authorities.
include, if the information s reasonably possible to determine at the time the
Inotice is provided, any of the following: the date of the incident, the estimated Incident Stakeholder Mechanisms exist to timely.report incidents to applicable:(1) Internal
248.30(2)(4)(1v)(B) Notice contents  [date of the incident, or the date range within which the incident occurred: Functional Subset Of eoaaen 1RO-10 Affected clients & th nd(3) Regulatory 10
lauthorities.
include contact information suFicient to permit an affected individual to contact
lthe covered institution to inquire about the incident, including the following: a
ltelephone number (which should be a toll-free number if available), an email Incident Stakeholder pecharisms exst o timely.report incidents o appicable (1) nternal
248.30(2)(4)(1V)(C) Notice contents  [address or equivalent method or means, a postal address, and the name of a Functional Subset Of 1RO-10 Affected clients and(3) Regulatory 10
specific office to contact for further information and assistance; lauthorities.
7 the Individual has an account with the covered institution, recommend that the
customer review account statements and immediately report any suspicious Incident Stakeholder Mechanisms eist to timely.report incidents to applicabl(1) internl
248.30(2)(4)(¥)(0) Notice contents  [activity to the covered institution; Functional Subset Of e aagken 1RO-10 ffected clients & and(3) Regulatory 10
authorities.
[Explain what 3 fraud alert is and how an indvidual may place a fraud alert in the
individual's credit reports to put the individual's creditors on notice that the Incident Stakeholder Mechanisms exst to timely.report incidents to applicable:(1) nternal
248.30(2)(4)(V)(E) Notice contents  lindividual may be a victim of fraud, including identity theft; Functional Subset Of 1RO-10 Affected clients & t and(3) Regulatory 10
lauthorities.
[Recommend that the individual periodically obtain credit reports from each
Inationwide credit reporting company and that the individual have information Incident Stakeholder IMechanisms exist to timely-report incidents to applicable:(1) Internal
248.30(2)(4)(V)(F) Notice contents  |relating o fraudulent transactions deleted: Functional Subset Of 1RO-10 Affected clients &  and(3) Regulatory 10
lauthorities.
[Explain how the Individual may obtain a credit report free of charge; and
Incident Stakeholder Mechanisms eist to timely.report incidents to applicabl(1) Internl
248.30(2)(4)(¥)(G) Notice contents Functional Subset Of orti 1RO-10 Affected clients & thi and(3) Regulatory 10
authorities.
include information about the availability of online guidance from the Federal
[Trade Commission and usa.gov regarding steps an individual can take to protect
lagainst identity theft, a statement encouraging the individual to report an
[Federal Trade Commission's website address where individuals may obtain outhorice. gulatory
lgovernment information about identity theft and report suspected incidents of
identity theft.
248.30(a)(5) Service providers [V Functional | No Relationship NA NA  |NA 0 [oeE TR RS G
[ coverad insiutions response pregram prepared n accordance Wi paragraph
(2)(3) of this section must include the establishment, maintenance, an
torcoment of ekt polces onilprecedurad reasonsoly destgnec o require
loversight, including through due diligence and monitoring, of service providers,
including to ensure that the covered institution notifies affected individuals as set IMechanisms exist to facilitate the implementation of third-party
248.30(@)(5)(1) Service providers  |forth in paragraph (a)(4) of this section. The policies and procedures must b Functional SubsetOf | Third-party Management | Tem-01  [llechaniems exietto o 10
reasonably designed to ensure service providers take appropriate measures to:
FP—— Service providers _|Provect against Unauthorized access Ko or use of customer Information; and Functiona! SubsetOf | Third-party Management | Temo1 [MEChamsms exit to facitate the mplementation of third-party o
[Provide notification to the covered Institution as soon as possible, but no later
lthan 72 hours after becoming aware that a breach in security has occurre
resulting in unauthorized access to a customer information system maintained by|
248.30(2)(5)()(8) s a lthe service provider. Upon receipt of such notification, the covered institution Functional | intersects with | Incident Stakeholder RO10  |otaromaler o) Al e e o e anan ™! s
)G ervice providers |t initiate its incident response program adopted pursuant to paragraph (a)(3)|  Functional | Intersects Wi Reporting - 2keho ected clients egulatory
of this section. juthorities.
[AS part of Its Incident response program, a covered institution may enter Into a
lwritten agreement with Its service provider to notify affected Individuals on the Incident Stakeholder pechanisms exst o timely.report incidents o appcable (1) teral
248.30(a)(5)(i) Service providers  |covered institution's behalf in accordance with paragraph (a)(4) of this section. Functional | Intersects With 1RO-10 X Affected clients & nd(3) Regulatory 5
lauthorities.
[AS part of its incident response program, a covered institution may enter into a Mechanisms ot o require cortraciualrequirments for appcable scur,
) lwritten agreement with s service provider to notify affected individuals on the Third-Party Contract and resilient it ting the
248.30(a)(5)(i) Service providers  |covered insttution's behalf in accordance with paragraph (a)(4) of this section, | ~ Functional | Intersects With Requirements P05 ization' needs to protect its Technology ASsete, Applications, Services s
Jand/or Data (TAASD)
Notwithstanding a covered instEution's Use of a Service provider in accordance
lwith paragraphs (a)(5)(i) and (i of this section, the obligation to ensure that Incident Stakeholder Mechanisms exst to imely.report incidents to applicable:(1) nternal
248.30(a)(5)(ii) Service providers Functional | Intersects With 1RO-10 Affected clients & t and(3) Regulatory 5
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Notes

Disposal of consumer

IN/A

regular correspondence with the cardholder.

248.30(0) information and customer Functional | No Relationship NA NA - (NA 0
information —
[Every covered institution, other than notice-registered broker-Gealers, must
loroperly dispose of consumer information and customer information by taking
248.30(0)(1) Standard reasonable measures to protect against unauthorized access to o use of the Functional Subset Of Information Disposal DCH21  [Mechanisms exist to securely dispose of, destroy or erase information 10
information in connection with its disposal
[Every covered institution, other than notice-registered broker-Gealers, must
ladopt and implement written policies and procedures that address the proper
248.30(b)(2) |Written policies, procedures,disposal of consumer information and customer information according to the Functional Subset Of Information Disposal DCH-21  |Mechanisms exist to securely dispose of, destroy or erase information 10
standard identified in paragraph (b)(1) of this section.
248.30(6)(3) Relation to other laws | \0"i"9 In this paragraph (b) shall be construed: Functional | No Relationship NA NA [NA 0 [No appllcable SCF control
[To require any covered insiitution to maintain or destroy any record pertaining to - INo applicable SCF control
248.30(b)3)(1) Relation to other laws |10 o0 2 O e O oy athar v o Functional | No Relationship NA NA A 0
[To alter or affect any requirement imposed under any other provision of law to - INo applicable SCF control
248.30(b)(3)(i) Relation to other laws |10 2e7 O afect any reduire Functional | No Relationship NA NA A 0
248.30(0) Recordkeeping [N/A Functional | No Relationship NA NA  |na 0 Neprelicaiecea e
[Every covered institution that is an investment company under the Investment INo applicable SCF control
248.30(0)(1) Recordkeeping (Company Act of 1840 (15 U.S.C. 80a), but is not registered under section 8 Functional | No Relationship NA NA - |NA 0
thereof (15 U.5.C. 80a-8), must make and maintain
[The written poliies and procedures required to be adopted and Implemented - INo applicable SCF control
248.30000)0) Recordkeeping lursuant to paragraph ()(1) of this section; e || o REEEREip Qs A N ®
[T vt documertation o ary detected unauforied access o or use o INo applicable SCF control
lcustomer information, as well as any response to, and recovery from suc )
248.30(c)(1)(ii) Recordkeeping lunauthorized access to or use of customer information required by Daragvanh (a)|  Functional No Relationship N/A N/A IN/A o
3) of this section;
[The written INo applicable SCF control
Fesarding whother souhcation - requiret poratont to peragraph (a0t o this
section, including the basis for any determination made, any written
248.30(c) (1)) Recordkeeping documentation from the United States Attorney General related to a delay in Functional | No Relationship NA NA - (NA 0
Inotice, as well as a copy of any notice transmitted following such determination;
[The written policies and procedures required to be adopted and Implemented - INo applicable SCF control
248:3001)v) Recordkeeping bpursuant to paragraph (a)(5)(i) of this sectiof s || o RE ey QW DA N ®
[The written documentation of any contract or agreement entered Into pursuant No applicable SCF control
248.30(0)(1)(v) Recordkeeping et ooy o Functional | No Relationship NA NA(NA 0
[The written policies and procedures required to be adopted and implemented INo applicable SCF control
248.30(0)(1)(vi) Recordkeeping B ot S e reon Functional | No Relationship NA NA - (NA 0
in the case of covered institutions described in paragraph (c)(1) of this section, o appiicable SCF control
such records, apart from any policies and procedures, must be preserved for a
Kime period ot less than six years, the first two years in an easily accessible
place. In the case of policies and procedures required under paragraphs (a) and
(b)(2) of this section, covered institutions described in paragraph (c)(1) of this '
248.30(0)(2) Recordkeeping lsection must maintain a copy of such policies and procedures in effect, or that at | Functional | No Relationship L N/A IN/A 0
lany time within the past six years were in effect, in an easily accessible place.
248.30(d) Definitions See fDE for details. Functional | No Relationship NA NA [N 0 NeleeelicaiileChcente]
248.31-248.100 [Reserved] /A Functional | No Relationship NA NA - |NA o No applicable SCF control
WA INo applicable SCF control
Duties regarding the
248.201 detection, prevention, and Functional | No Relationship NA NA A 0
mitigation of identity theft
[T secion applcsfo 3 anciol nttion orcredtor, o5 deied i e Far INo applicable SCF control
248.201(2) Scope e e s Functional | No Relationship NA NA(NA 0
[A broker, dealer or any ofher person Fatls S oerad o e tobe - INo applicable SCF control
248.201(2)(1) Scope et antir the Ceetm i Exonanas act of 1o3s. Functional | No Relationship NA NA N 0
[An investment company that is registered or required to be registered under the able SCF control
Investment Company Act of 1940, that has elected to be regulated as a business
248.2012)2) Scope ovelopment company unaer that Act o that operates a4 s employecs’ Functional | No Relationship A vA  |NA 0
securities company under that Act; or
[An investment adviser that is registered or required to be registered under the INo applicable SCF control
248.201(2)(3) Scope i At of 1940 Functional | No Relationship NA NA - (NA 0
248.201(b) Definitions [See fDE for details. e NA A A B INo applicable SCF control
[Each finandial institution or creditor must periodically determine whether It offers INo applicable SCF control
lor maintains covered accounts. As a part of this determination, a financial
periodic identification of | IStitution o creditor must conduct a risk assessment to determine whether it
248.201() offers o mainains covered accounts described in paragraph (531 of tis Functional | No Relationship NA NA - |NA 0
covered accounts
section, taking into consideratior
Periodic identification of [The methods It provides to open its accounts: N applicable SCF control
248.201(0)(1) e entificatior Functional | No Relationship NA NA - (NA 0
Periodic identification of |The methods It provides to access its accounts; and INo applicable SCF control
248.201(0)(2) fodic Identificatio Functional | No Relationship NA NA - (NA 0
Periodic identification of |Its previous experiences with identity theft INo applicable SCF control
248.201(0)(3) o Functional | No Relationship NA NA (NA 0
WA INo applicable SCF control
Establishment of an Identity|
248.201(d) ot brovtion oo™ Functional | No Relationship NA NA - (NA 0
[Each financial institution or creditor that offers or maintains one or more covered
laccounts must develop and implement a written Identity Theft Prevention
Program (Program) that is designed to detect, prevent, and mitigate identity
theft in connection with the opening of a covered account or any existin Insider Threat Response
248.201(0)(1) Program requirement | O e oD e e the e et sty of | Functional | Intersects With ity IR0-02.2  |Mechanisms exist to implement and govern an insider threat program. s
the financial institution or creditor and the nature and scope of its activities
248.201()(2) Elements of the Program || Fre9"am must include reasonable policies and procedures to Functional | Intersects with | "S9°7 [10eat 1esPONse | 1p0.02.2  |Mechanisms exist o implement and govern an insider threat prograrm 5
identiy relevant Red Flags for the covered accounts that the financial Institution o Thrent R
248.201(d)(2)(1) Elements of the Program |or creditor offers or maintains, and incorporate those Red Flags into its Program; | - Functional | Intersects with | ""S9€7 CEELERSPONSE | 1RO.02.2 |Mechanisms exist to implement and govern an insider threat program. 5
248.201(A)2)(i) Elements of the Program | D= Fed Tags fhat have been incorporated ino the Program of the inancial | punctional | intersects with | M%7 TIveatResponse | 1qo.z.2  |echanisms exist to implement and govern an Insider threat prograrm. 5
espond appropriately to any Red Flags that are detected pursuant t paragraph e Thrent R
248.201(d)(2)(iii) Elements of the Program |(d)(2){(i) of this section to prevent and mitigate identity theft; and Functional | Intersects With | "= G'Ca";mljﬂ’“"“ IR0-02.2  |Mechanisms exist to implement and govern an insider threat program 5
[Ensure the Program (including the Red Flags determined to be relevant) is
lupdated periodically, to reflect changes in risks to customers and to the safety Insider Threat Response
248.201(0)2() Elements of the Program [an socndness of the financial inetitution or creditor from identity theft Functional | Intersects With it IR0-02.2  [Mechanisms exist to implement and govern an insider threat program. 5
Administration of the | o o e I reduired Lo Implement 2 Program Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
 provide for the continued administration of the P d must: . X .
248.201(e) Program must provide for the continued administration of the Program and mus Functional Subset Of | pegilience program (5CRP) | ©°V"1  fand resilience governance controls. 10
Obtain approval of the Il wrtken Frogram fom ethr s board of drectors or Mechanisms exist to align security, compliance and resilience capabilties
Administration of the [an appropriate committee of the board of directors; Steering Committee & |with business requirements through a steering committee or advisory board
248.201(e)1) Functional | Intersects With |~ r59r3m oversight GOV-01.1 | omprised of key cybersecurity, data protection and business executives, s
which meets formally and on a regular basis,
Ivolve e Board ofdrectors. an appropiate commitee thereet, or @ Gesignated Mechanisms exist to align securlty, compliance and resilience capablities
Administration of the |employee at the level of senior management in the oversight, development. Steering Committee & |with business requirements through a steering committee or advisory board,
248201(e)2) implementation and administration of the Program: Functional | Intersects With | = ro9ram Oversight GOV-01.1 | omprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis
[Train staff, as necessary, to effectively implement the Program; and
I o e | omsmesssy | et o e et sty comparcs s |
pllance & F assigned duties;(2) When required by system changes; and(3) Annually
9 [thereafter.
a8 2010® ‘Administration of the _[Exercise appropriate and effective oversight of Service provider arrangements Fonctional SubsetOf | Thira Party Management | Temo1 | MEChanisms exist o facitate the implementation of third-party o
[Each financial institution or creditor that 1s required to implement a Program o applicable SCF control
248.201() Guidelines Imust consider the guidelines in Appendix A to this subpart and include in its Functional | No Relationship NA NA |NA o
lProgram those guidelines that are appropriate.
Duties of card issuers  [N/A [No applicable SCF control
248.202 regarding changes of Functional | No Relationship NA NA - |NA 0
[This section applies to a person described in § 248.201(a) that issues a credit or - INo applicable SCF control
248.202(2) Scope e oction applies o Functional | No Relationship NA NA A 0
248.202(b) Definitions [See fDE for details. Functional | No Relationship NA NA  |na 0 Neprelicaie o e
[A card fssuer must establish and implement reasonable written policies and INo applicable SCF control
lprocedures to assess the validity of a change of address if it receives notification
of a change of address for a consumer's debit or credit card account and, within
a short period of time afterwards (during at least the first 30 days after it
Aaress valdat receives such notification), the card issuer receives a request for an additional or
ress validation I 1t card for the same account. Under these circumstances, the card
248.202(c] replacement . Functional | No Relationshi NA NA - (NA 0
© requirements issuer may not issue an additional or replacement card, until, in accordance with o i / "
ts reasonable policies and procedures and for the purpose of assessing the
validity of the change of address, the card issuer.
248.202(c)(1) Address validation  IN/A Functional | No Relationship NA NA  |NA o INo appiicable SCF control
2482020000 ‘Address validation _[Nofifies the cardholder of the request | A v a o INo applicable SCF control
29820200 ‘Address validation _|At the cardholder's former address; or | A v a 5 able SCF control
Adressvaigation (87 any ifer means of commun that the card issuer and the cardholder icable SCF control
248.202(0(1)(1)(B) e ool agread 1 uae: oo Functional | No Relationship NA NA(NA 0
‘Address validat fProvides to the cardholder a reasonable means of promptly reporting incorrect No applicable SCF control
248.202(c)(1)1ii) oremema” |address changes: or promptly reporting Functional | No Relationship NA NA NA 0 il
Aterative timing of _|OUETWSe assesses The valdiy of the change of address n accordance with e INo applicable SCF control
248.202(d) ernative timing of - policies and procedures the card Issuer has established pursuant to § 248.201 Functional | No Relationship NA NA  |NA 0
[Any written or electronic nofice that the card issuer provides under this INo applicable SCF control
248.202(e) Form of notice [paragraph must be clear and conspicuous and be provided separately from its Functional No Relationship N/A N/A IN/A 0
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