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Strength of

PURPOSE AND GENERAL

[See FDE for details.

INo applicable SCF control

| EORMATION Functional | No Relationship NA NA NA o
" ACTIONS REQURED | V/A Functional | No Relationship N/A N/A N/A [ [Nlapelicabiaschcentel
/A INo applicable SCF control
Applicability, Deadlines for .
LA D meance g Seone Functional | No Relationship N/A NA NA o
AL Applicabliy [The provisions of this Security Directive apply to the following Owner/Operators: | ¢ e ™ |y povon o) e =y m 0 [No applicable SCF control
ALa spplicailty Frelght Rollroad OWneriOperators SUbject t opplcabity described i 49 CFR Functional | No Relationship e ey m 0 [No applicable SCF control
[This Security Directive also appiies to Owner/Operators of raflroads designated INo applicable SCF control
Other TSA-designated  |ny TSA. TSA will notify these Owner/Operator(s) and provide specific compliance .
IALD Freight and Passenger |deadlines for the requirements in this Security Directive. Functional | No Relationship NA N/A N/A o
Railroad Owner/Operators:
[The requirements in this Security Directive apply to Critical Cyber Systems of [No applicable SCF control
[TSA-designated freight and passenger railroads. Note: If an Owner/Operator
determines they have o Critical Cyber Systems, as defined in Section Vil of this
[Security Directive, they must notify TSA in writing within 60 days of the effective
A2 Scope date of this Security Directive. In the event that an Owner/Operator's method of |  Functional | No Relationship N/A NA N/A o
loperation changes, they must reevaluate whether they have a Critical Cyber
System, and if so, the requirements of this Security Directive are applicable.
I8 e an [ Functional | No Relationship N/A N/A N/A 0 [ EE? G
No ater than 120 days ater the effectve dats of this Securky Dirsctve, .
- ys ofter Y Directi Security, Compliance & IMechanisms exist to submit status reporting of the organization's security,
8.1 Y an must submit a Cy Functional | Intersects With | o SCECrtY: COMPIATCe & | GOV-17  fcompliance and/or resilience program to applicable statutory and/or 5
2 rfOpsSD@tsa.dhs.gov for TSA approval. esilience Status Reporting regulatory authorities, as required.
[The G Plan must provide all the information required
lby Sections Il A. through IIL.E. of this Security Directive and describe in detail the
B2 Cybersecurity lOwner/Operator's defense-in-depth pian, including physical and logical security | Functional Subset OF Statutory, Regulatory & CpLo1  |Mechanisms exist to faciitate the identification and implementation of 0
i Implementation Plan  |controls, for meeting each of the requirements in Sections IILA. through IILE. Contractual Compliance relevant statutory, regulatory and contractual controls.
(Once approved by TSA, the Owner/Operator must implement and maintain all
Cybersecurity imeasures in the TSA-approved Cybersecurity Implementation Plan in accordance Statutory, Regulatory & o1 |Mechanisms exist to facilitate the identification and implementation of
1183 Implementation Plan  [with the schedule as stipulated in the plan. Functional Subset Of Contractual Compliance CPLOL relevant statutory, regulatory and contractual controls. 10
" CYBERSECURITY MEASURES| e OWner/Operator must Functional | No Relationship N/A N/A N/A 0 [ EEEEE? G
ldentify the Owner/Operator's Critical Cyber Systems as defined in Section Vil of
lthis Security Directive. Stakeholder Identification & IMechanisms exist to identify and involve pertinent stakeholders of critical
A CYBERSECURITY MEASURES Functional | Intersects With s AST-01.2  Technology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing secure management of those assets.
ldentify the Owner/Operator's Critical Cyber Systems as defined in Section Vil of
lthis Security Directive. Asset Ownership IMechanisms exist to ensure asset ownership responsibilities are assigned,
A CYBERSECURITY MEASURES Functional | Intersects With ot AST-03 ftracked and managed at a team, individual, or responsible organization level 5
91 lto establish a common understanding of requirements for asset protection.
Implement network segmentation policies and controls designed to prevent
loperational disruption to the Operational Technology system if the Information Publishing Security, e . v \ o
[Technology system is compromised or vice-versa. As applied to Critical Cyber 4 y echanisms exist to establish, maintain and disseminate policies, standards
"8 CYBERSECURITY MEASURES g ctems, these policies and controls must include: Functional | Intersects With | - Compyiance &Resflience | GOV-02 ang procedures necessary for secure, compliant and resilient capabilties. 8
mplement network segmentation policies and controls designed to prevent
joperational disruption to the Operational Technology system if the Information Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
e CYBERSECURITY MEASURES Technology system is compromised or vice-versa. As applied to Critical Cyber Functional | Intersects With | Compliance & Resilience | ~ GOV-15 [security, compliance and resilience practices for each Technology Asset, 8
Systems, these policies and controls must include: Capabilities |Application and/or Service (TAAS) under their control.
mplement network segmentation policies and controls designed to prevent
loperational disruption to the Operational Technology system if the Information Mechanisms exist to compel data and/or process owners to select required
e CYBERSECURITY MEASURES [Technology system is compromised or vice-versa. As applied to Critical Cyber Functional | Intersects With Select Controls GOV-15.1 [security, compliance and resilience controls for each Technology Asset, 8
Systems, these policies and controls must include: |Application and/or Service (TAAS) under their control.
mplement network segmentation policies and controls designed to prevent
loperational disruption to the Operational Technology system if the Information Mechanisms exist to compel data and/or process owners to implement
e CYBERSECURITY MEASURES [Technology system is compromised or vice-versa. As applied to Critical Cyber Functional | Intersects With | Implement Controls GOV-15.2  [required security, compliance and resilience controls for each Technology 8
Systems, these policies and controls must include: |asset, Application and/or Service (TAAS) under their control
"Bl CYBERSECURITY MEASURES | 1St @nd description of - Functional | No Relationship N/A N/A N/A 0 [ EE? G
information Technology and Operational Technology system interdependencies;
IMechanisms exist to maintain network architecture diagrams that:(1) Contain
Network Diagrams & Data lsufficient detail to assess the security of the network's architecture;(2)
1812 CYBERSECURITY MEASURES Functional | Intersects With | gy, Diagrams (DFDs) AST-04IReflect the current architecture of the network environment; and(3) 8
IDocument all sensitive/regulated data flows.
Information Technology and Operational Technology system interdependencies; Mechanisms exist to identify and assess the security of Technology Assets,
nB.La CYBERSECURITY MEASURES Functional | Intersects With eD AST-01.1  |Applications and/or Services (TAAS) that support more than one critical 8
bbusiness function
[AT externa Tothe Technology and Operational
Rachneiony cytm: Network b o echanisms exist to maintain network architecture dlagrams tha:(1) Contai
letwork Diagrams & Data y lsufficient detail to assess the security of the network's architecture;
18.1.b CYBERSECURITY MEASURES Functional | Intersects With | gy, Diagrams (DFDs) AST-04IReflect the current architecture of the network environment; and(3) 8
Document all sensitive/regulated data flows.
[all external tothe Technology and Operational IMechanisms exist to authorize connections from systems to other systems
[Technology system; Interconnection Securit using Iterconnection Secury Agreements (1SAs), or smilar methods,that
1B.Lb CYBERSECURITY MEASURES Functional | Intersects With o o)™ | NET-05 [document, for each int (1) Inte :(2) Security, 5
9 lcompliance and resilience requirements; ordi) The sature of the
information communicated.
[Zone boundaries, including a description of how Information Technology and -
(Operational Technology systems are defined and organized into logical zones Network b . echanisms exist to maintain network architecture dlagrams thati(1) Contai
lbased on criticality, consequence, and operational necessity; and letwork Diagrams & Data y lsufficient detail to assess the security of the network's architecture;
1.8.1.c CYBERSECURITY MEASURES Functional | Intersects With | gy, Diagrams (DFDs) AST-04IReflect the current architecture of the network environment; and(3) ®
Document all sensitive/regulated data flows.
[Zone boundaries, including a description of how Information Technology and -
(Operational Technology systems are defined and organized into logical zones Mechanisms exst to determine security, compliance and resilience contrl
lbased on criticality, consequence, and operational necessity; a y lapplicability by identifying, assigning and documenting the appropriate asset
B.1.c CYBERSECURITY MEASURES Functional | Intersects With | Asset Scope Classification |  AST-04.1  [3EE Ce0l Y B B, e e ote, Applications and /o Services 5
(TAAS) and personnel (internal and third-parties)
[Zone boundaries, including a description of how Information Technology and
lOperational Technology systems are defined and organized into logical zones Control Applicability IMechanisms exist to ensure control applicability is appropriately-determined
B.1c CYBERSECURITY MEASURES |hased on criticality, consequence, and operational necessity; ai Functional | Intersects With |  Boundary Graphical AST-04.2  ffor Technology Assets, Applications and/or Services (TAAS) and third parties 5
Representation Iby graphically representing applicable boundaries.
[Zone boundaries, including a description of how Information Technology and
Operational Technology systems are defined and organized into logical zones . IMechanisms exist to monitor and control communications at the external
B.1c CYBERSECURITY MEASURES |hased on criticality, consequence, and operational necessity; ai Functional | Intersects With | Boundary Protection NET-03 I ounary and at Koy internal bouncaries within the netwark. 5
[Zone boundaries, including a description of how Information Technology and
(Operational Technology systems are defined and organized into logical zones Sensitive / Regulated Data exist to implement controls to restrict inbound
B.1c CYBERSECURITY MEASURES |hased on criticality, consequence, and operational necessity; and Functional | Intersects with | Stve/ Reguated B3 NET-06.3 _|and outhound connectivy fo sensitiveireguisted data enciaves (secure 5
lzones)
[Policies to ensure information Technology and Operational Technology system Publishing Securt
services transit the other only when necessary for validated business or ublishing Security, i
.e.1d CYBERSECURITY MEASURE v i Functional | Intersects With | Compliance & Resilience | ~GOv-02 [MIechanisms exist to establish, maintain and disseminate policies, standards 8
o land procedures necessary for secure, compliant and resilient capabilities.
ocumentation
oficies to ensure Information Technology and Operational Technology system PR . Vecherisms et o Implemert and govern Accese Contol st (CLs)
.B.1.d (CYBERSECURITY MEASURES [services transit the other only when necessary for validated business or Functional Intersects With | ata C"W "“’L'CE'“i’EL' NET-04  |provide data flow enforcement that expl etwork traffic to only 8
loperational purposes ccess Control Lists (ACLs) [what is authorized.
o o
;‘” “‘:”“"‘a&m‘t ia“"‘ ‘:f“”p““” of eosres for securing and defending zone [Security Plan (SSP)) that:(1) Identifies key architectural and implementation
oundaries, that includes security controls Applied Securty, information on in-scope Technology Assets, Applications and/or Services
: ’ (TAAS);(2) Reflects the current state of applied security, compliance and
1.8.2 CYBERSECURITY MEASURES Functional SubsetOf | Complance and Reelience | 11003 resilience controls on applicable People, Processes, Technologies, Data 10
land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
- “ 5 o
[To prevent unauthorized communications between zones; and [Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Securty, information on in-scope Technology Assets, Applications and/or Services
: ’ (TAAS);(2) Reflects the current state of applied security, compliance and
822 CYBERSECURITY MEASURES Functional DSt Of e and Reellence | 1003 resilience controls on applicable People, Processes, Technologies, Data 10
land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
R o o
ITUf "r"’“‘t“" ‘)T"e;a"ﬂl"a‘ Te":”"mngyﬂe[" Services ”°Th"a"°;5'”(9 the ted [Security Plan (SSP)) that:(1) Identifies key architectural and implementation
nformation Technology system, and vice-versa, unless the content is encrypte information on in-scope Technology Assets, Applications and/or Services
or, if not technologically feasible, otherwise secured and protected to ensure Applied Security, (TARS)(2) Reflects tho current svate of applied securty, compliance and
182 CYBERSECURITY MEASURES [integrity and prevent corruption or compromise while the content is in transit. Functional SubsetOf | Compliance and Resience | - 14003 | Zharce Controls on applicable People. Processes. Tethnologies, Data 10
land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
mplement access control measures, including those for local and remote access,
[to secure and prevent unauthorized access to Critical Cyber Systems. These Configuration Management Mechanisms exist to facilitate the implementation of configuration
e CYBERSECURITY MEASURES |measures must incorporate the following policies, procedures, and controls: Functional | Intersects With O brogram CFG-01 | agement controls. P o 8
mplement access control measures, including those for local and remote access,
[to secure and prevent unauthorized access to Critical Cyber Systems. These Identity & Access Mechanisms exist to facilitate the implementation of identification and
n.c CYBERSECURITY MEASURES |measures must incorporate the following policies, procedures, and controls: Functional | Intersects With Management (1AM) IAC-OL | cots management controls, P 8
implement access control measures, including those for local and remote access,
[to secure and prevent unauthorized access to Critical Cyber Systems. These Physical & Environmental [Mechanisms exist to facilitate the operation of physical and environmental
e CYBERSECURITY MEASURES |measures must incorporate the following policies, procedures, and controls: Functional | Intersects With | *YSIE% FEEANTO0 PES-OL | tection controls 2 pny 8
identification and authentication policies and procedures designed to prevent Publishing Securt
lunauthorized access to Critical Cyber Systems that include - ublishing Security., [Mechanisms exist to establish, maintain and disseminate policies, standards
nea CYBERSECURITY MEASURES Functional Subset Of | Compliance & Resilience | GOV-02 e o e e ot and Tesilont capapiltics, 10
Documentation
identification and authentication policies and procedures designed to prevent IMechanisms exist to prohibit exceptions to standards, except when the
n.c.1 (CYBERSECURITY MEASURES [unauthorized access to Critical Cyber Systems that include - Functional Intersects With | Exception Management GOV-02.1  |exception has been formally assessed for risk impact, approved and 8
recorded.
identification and authentication policies and procedures designed to prevent
lunauthorized access to Critical Cyber Systems that include - Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
nea CYBERSECURITY MEASURES Functional | Intersects With | Compliance & Resilience | ~ GOV-15  [security, compliance and resilience practices for each Technology Asset, 8
Capabilities |Application and/or Service (TAAS) under their control.
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Identification and authentication policies and procedures designed to prevent
lunauthorized access to Critical Cyber Systems that Include - IMechanisms exist to compel data and/or process owners to select required
nea CYBERSECURITY MEASURES Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience contrals for each Technology Asset, 8
|Application and/or Service (TAAS) under their control
identification and authentication policies and procedures designed to prevent
lunauthorized access to Critical Cyber Systems that include - IMechanisms exist to compel data and/or process owners to implement
e CYBERSECURITY MEASURES Functional | Intersects With | Implement Controls GOV-15.2  |required security, compliance and resilience controls for each Technology 8
|Asset, Application and/or Service (TAAS) under their control
[A policy for memorized secret authenticators resets that includes criteria for oubisning Securt
when resets must occurl0; and g S IMechanisms exist to establish, maintain and disseminate
y 3 policies, standards
nea CYBERSECURITY MEASURES Functional SubsetOf | Compliance &Resilience | GOV-02  |on procedures necessary for secure, compliant and resilient capabilties 10
Pocumented and defined miigation messures for components of Crical Cyber oubiening Securt
ystems that will not fall under the policy required by the preceding ublishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
neLb CYBERSECURITY MEASURES Casarsorash (1LL.CL-). and  Brirate t complete inese migatons Functional SubsetOf | Compliance &Resilience | GOV-02  |on procedures necessary for secure, compliant and resilient capabilties 10
[Documented and defined mitigation measures for components of Critical Cyber
|Systems that will not fall under the policy required by the preceding [Mechanisms exist to prohibit exceptions to standards, except when the
.c.Lb CYBERSECURITY (IILU.C.1.3), and a timeframe to complete these mitigations. Functional | Intersects With | - Exception Management | | GOV-02.1 _jexception has been formally assessed forrisk impact, approved and 5
recorde
[Documented and defined mitigation measures for components of Critical Cyber
Systems that will not fall under the policy required by the preceding Compensating [Mechanisms exist to identify and implement compensating countermeasures
nC1b CYBERSECURITY MEASURES |Soparagraph (ILLL.C.1.8). and a timeframe to complete these mitigations. Functional | Intersects With o e RSK-06.2 [t ek and exposure to threats. P 9 5
IMulti-factor authentication, or other logical and physical security controls that
supplement password authentication to provide risk mitigation commensurate to
Imulti-factor authentication. If an Owner/Operator does not apply multi-factor |Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
cess to Operational Technology or assets, the actor Authentication y ffor:(1) Remote network access;(2) Third-party Technology Assets,
n.c2 CYBERSECURITY MEASURES |5, er/0perator must specify what compensating controls are used to manage Functional | Intersects With (MFA) IAC-06 lappiications and/or Services (TAAS); and/ or(3) Non-console access to critical 8
ccess. [TAAS that store, transmit and/or process sensitive/regulated data.
[Multi-factor authentication, or other logical and physical security controls that [minimum:(1) Daficiency tracking number:(2) Applicable S’emmy‘ compliance
O B TlLgalon o ensurate to land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
factor authentication f sn Owner/Operator does ot apply multifactor
nc.2 CYBERSECURITY logy or assets, the Functional | Intersects with | 2P0 Traesk'):gﬁ“e“fy 1A0-05  [2ssociated with the deficiencylies);(s) Source deficiency ol if applicabl 8
OwnerlODeratuv s specly what Compensating Lonirol re used o manage (7) Point of Contact (POC) (6.0, asseprocess owner(8) Ressurces required
lto conduct remediation actions;(9) Planned remedial actions to the
IMulti-factor authentication, or other logical and physical security controls that
lsupplement password authentication to provide risk mitigation commensurate to
Imulti-factor authentication. If an Owner/Operator does not apply multi-factor Com identi
pensating y IMechanisms exist to identify and implement compensating countermeasures
nez CYBERSECURITY cess to Operational Technology or assets, the Functional | Intersects With e RSK06.2 e s exposure to thromrs 8
(Owner/Operator must specify what compensating controls are used to manage
laccess.
[Policies and procedures to manage access rights based on the principles of least
rivilege and separation of duties. Where not technically feasible to apply these Publishing Security, ech sieh " ' o
lprinciples, the policies and procedures must describe the compensating controls ] y lechanisms exist to establish, maintain and disseminate policies, standards
nes CYBERSECURITY MEASURES {2t the Gwner/Operator will apply. Functional SubsetOf | Compliance &Resilience | GOV-02 lang procedures necessary for secure, compliant and resilient capabiities. 10
[Policies and procedures to manage access rights based on the principies of least
priviege and separation of duties, Where not technicaly feasible to apply these IMechanisms exist to prohibit exceptions to standards, except when the
nes CYBERSECURITY MEASURES [Principles, olicies and procedures must describe the compensating controls | Fynctional | Intersects With | Exception Management | GOV-02.1 [exception has been formally assessed for risk impact, approved and 5
[hat the Gwner Operater wil appy. recorded.
[Policies and procedures to manage access rights based on the principies of least
fprivilege and separation of duties. Where not technically feasible to apply these Operationalizing Security, Me:hamsms exist to compel data and/or process owners to operationalize
nes CYBERSECURITY MEASURES [Principles, the policies and procedures must describe the compensating controls | gynctional | Intersects With | Compliance & Resilience GOV-15 curity, compliance and resilience practices for each Technology Asset, 8
[that the Owner/Operator will apply. Capabilities [Application andlor Service (TAAS) under their control
[Policies and procedures to manage access rights based on the principles of least
rivilege and separation of duties. Where not technically feasible to apply these IMechanisms exist to compel data and/or process owners to select required
nes CYBERSECURITY MEASURES [Principles, the policies and procedures must describe the compensating controls | pynctional | Intersects With Select Controls GOV-15.1 [security, compliance and resilience controls for each Technology Asset, 8
that the Owner/Operator will apply. |Application and/or Service (TAAS) under their control.
[Policies and procedures to manage access rights based on the principies of least
privilege and separation of duties. Where not technically feasible to apply these IMechanisms exist to compel data and/or process owners o implement
nes CYBERSECURITY MEASURES [Principles, the policies and procedures must describe the compensating controls | pynctional | Intersects With Implement Controls GOV-15.2 |required security, compliance and resilience controls for each Technology 8
that the Owner/Operator will apply. |asset, Application and/or Service (TAAS) under their control
[Policies and procedures to manage access rights based on the principles of least
lprivilege and separation of duties. Where not technically feasible to apply these . ech sentityand impi
lprinciples, the policies and procedures must describe the compensating controls ompensating y lechanisms exist to identify and implement compensating countermeasures
nes CYBERSECURITY MEASURES [DT I8 the oo o P ety Functional | Intersects With o RSK06.2 |10 ek and exposure to threats. 5
[Enforcement of standards that fimit the availability and Use of shared accounts to|
hose that are critical for operations, and then only if absolutely necessary. When N Shared ech " N ¢ snared) o
lthe Owner/Operator uses shared accounts for operational purposes, the policies estrictions on Share . lechanisms exist to authorize the use of shared/group accounts only under
nea CYBERSECURITY MEASURES |24 procedures must ensure - Functional | Intersects With Groups / Accounts IAC15:5 " lcertain organization-defined conditions. 8
[Enforcement of standards that fimit the availability and Use of shared accounts to|
lthose that are critical for operations, and then only if absolutely necessary. When ech nesn . o e or oth
lthe Owner/Operator uses shared accounts for operational purposes, the policies . lechanisms exist to prevent the sharing of generic IDs, passwords or other
nca CYBERSECURITY MEASURES (1€, Oweronerator uses shar Functional | Intersects With Credential Sharing AC19 e authentication methods. 8
[AcCess to shared accounts s limited through account management that uses Restrictions on Shared IMechanisms exist to authorize the use of shared/group accounts only under
incaa CYBERSECURITY MEASURES |orinciples of least privilege and separation of duties; and Functional | Intersects With Groups / Accounts G155 Jeertain 8
[AcCess to shared accounts s limited through account management that uses Mechariss sxjt o prevent Ene sharing of generc (Ds, passwords or ofher
ncaa CYBERSECURITY MEASURES| G0, 0 o orivilege and separation of duties: and Functional | Intersects With Credential Sharing Ac19 e o 8
individuals who no longer need access o not have knowledge of the password Restrictions on Shared Mechartems exis o acthorize tre U5 o shared/group accounts only under
n.cab CYBERSECURITY MEASURES | 0ot 8 O e < the shared accounts Functional | Intersects With roups / Accounts IAC15.5  [reeher 8
individuals who no longer need access o not have knowledge of the password [Mechanisms exist to prevent the sharing of generic IDs, passwords or other
ncab CYBERSECURITY MEASURES | 0t 8 O e the shared accounts Functional | Intersects With Credential Sharing Ac19 e eodn 8
[Regularly updated schedule for review of existing domain trust relationships to [Mechanisms exist to perform evaluations of deployed embedded
lensure their necessity and establish policies to manage these relationships. Embedded Technology ltechnologies as needed, or at least on an annual basis, to ensure that
nes CYBERSECURITY MEASURES Functional | Intersects With EMB-10 | ocessary updates to mitigate the risks associated with legacy embedded s
are identified and
e P e e O et oS Network Security Controls IMechanisms exist to develop, govern & update procedures to facilitate the
lensure their necessity and establish policies to manage these relationships. . 3
nes CYBERSECURITY MEASURES y P 9 p Functional | Intersects With o) NET-0L e ton of Network Becurity Controle (NC) 5
Regularly updated schedule for review of existing domain trust relationships to Cross Domain Solution [Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate
nes CYBERSECURITY MEASURES [ensure their necessity and establish policies to manage these relationships. Functional | Intersects With s NET-02.3  [the specific security risks of accessing o transferring information between 5
Jsecurity domains.
mplement continuous monitoring and detection policies and procedures that are Publishing Securt
designed to prevent, detect, and respond to cybersecurity threats and correct ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
.o CYBERSECURITY MEASURES lanomalies affecting Critical Cyber Systems. These measures must include: Functional SubsetOf | Compliance & Resilience | GOV-02 lon ' brocadires necessary for secure, compliant and resiient capablities 10
mplement continuous monitoring and detection policies and procedures that are
designed to prevent, detect, and respond to cybersecurity threats and correct Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
"o CYBERSECURITY MEASURES |anomalies affecting Critical Cyber Systems. These measures must include: Functional | Intersects With | Compliance & Resilience | GOV-15  [security, compliance and resilience practices for each Technology Asset, 8
Capabilities |Application and/or Service (TAAS) under their control.
mplement continuous monitoring and detection policies and procedures that are
designed to prevent, detect, and respond to cybersecurity threats and correct Mechanisms exist to compel data and/or process owners to select required
"o CYBERSECURITY ‘affecting Critical Cyber Systems. These measures must include: Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 8
|Application and/or Service (TAAS) under their control.
mplement continuous monitoring and detection policies and procedures that are
designed to prevent, detect, and respond to cybersecurity threats and correct IMechanisms exist to compel data and/or process owners to implement
"o CYBERSECURITY MEASURES |anomalies affecting Critical Cyber Systems. These measures must include: Functional | Intersects With | Implement Controls GOV-15.2  |required security, compliance and resilience controls for each Technology 8
|Asset, Application and/or Service (TAAS) under their control
mplement continuous monitoring and detection policies and procedures that are
designed to prevent, detect, and respond to cybersecurity threats and correct Compensatin [Mechanisms exist to identify and implement compensating countermeasures
no CYBERSECURITY MEASURES [anomalies affecting Critical Cyber Systems. These measures must include: Functional | Intersects With Countermeasures RSK-06.2 1, 0 ce risk and expusu,fgym frbiiceg " 9 5
(Capabilities to -
Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
o1 CYBERSECURITY MEASURES Functional SubsetOf | Compliance & Resilience | GOV-15 [security, compliance and resilience practices for each Technology Asset, 10
Capabilities |Application and/or Service (TAAS) under their control.
[Defend against malicious email, such as spam and phishing emails, to preciude [Mechanisms exist to utilize anti-phishing and spam protection technologies
mo.la CYBERSECURITY MEASURES [or mitigate against adverse impacts to operations; Functional | Intersects With | Phishing & Spam Protection| ~ END-08 o detect and take action on unsolicited messages transported by electronic 5
Imail.
Block ingress and egress communications with known or suspected malicious IMechanisms exist to force Internet-bound network traffic through a proxy
nternet Protocol addresses; . ldevice (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
I.D.Lb CYBERSECURITY MEASURES Functional | Intersects With | DNS & Content Filtering NET-18 O ering t6 It & weare abilty 10 comect o dangerous of proniited 5
Internet sites.
/Block ingress and egress communications With known or suspected malicious Route mternal Trafc o [Mechanisms exist to route internal communications traffic to external
1.D.Lb CYBERSECURITY MEASURES [Intemet Protocol addresses; Functional | Intersects With Sroxy Servers NET-18.1  [networks through organization-approved proxy servers at managed 5
interfaces.
Control Impact of known of suspected malicous web domains or web IMechanisms exist to force Internet-bound network traffic through a proxy
lapplications, such as by preventing users and devices from accessing malicious ldevice (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
np.1c CYBERSECURITY MEASURES [(yabsites; Functional | Intersects With | DNS & Content Filtering NET-18 e ing t6 It & weare abilty 1o conmect 1o dangerous of proniited 5
Internet sites.
Slock and prevent unauthorized code, including macro scripts, from executing; it Installation Without lAutomated mechanisms exist to prohibit software installations without
and -
.0.1.d CYBERSECURITY MEASURES Functional | Intersects With Priviieged Status END-03 [ eigned priviieged status 5
[Block "
oLd CYBERSECURITY icicand prevent Code, ncluding macro Scripts, from executing; Functional | Intersects with Mobile Code END-10.[jechariems exst 1 adress mable code ] operating system-ndependent B
[Monitor and/or block connections from known or suspected malicious command IMechanisms exist to force Internet-bound network traffic through a proxy
land control servers (such as Tor exit nodes, and other anonymization services). ldevice (e.q., Policy Enforcement Point (PEP) for URL content filtering and
mo.le CYBERSECURITY MEASURES Functional | Intersects With | DNS & Content Filtering NET-18 e aing t6 I a ueare abilty fo connect 1 dangerous of proniited 5
internet sites.
[Procedures to - Standardized Operatin [Mechanisms exist to identify and document Standardized Operating
o2 CYBERSECURITY MEASURES Functional Subset OF Protetires (som 0 | OPS-0L1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
Jof day-to-day / assigned tasks.
[Audit unauthorized access to interet domains and addresses: Inbound & Outbound IMechanisms exist to continuously monitor inbound and outbound
022 CYBERSECURITY MEASURES Functional | Intersects With | communications Traffic | MON013  communications traffic for unusual or unauthorized activities or conditions s
[Audit unauthorized access to internet domains and addresses; exist to force. d network traffic through a proxy
g |device (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
mo.2a CYBERSECURITY MEASURES Functional | Intersects With | DNS & Content Filtering NET-18 e aring t6 It & ueare abilty fo Comect 1 dangerous of proniited 5
internet sites.
B e o rec 0109 Inbound & Outbound IMechanisms exist to continuously monitor inbound and outbound
lsystem and an external system that deviates from the Owner/Operator's X
102 O BRIy A RS e ifled baseline of Communications; 109" Functional | Intersects WIth | - communications Traffic | MON013 " communications traffic for unusual or unauthorized activities or conditions s
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Doctument:nd autd\l anly co{nmu;wca;.ons bel:veen t:eotlpera;gnal Technology IMechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
system and an external system that deviates from the Owner/Operator's User Activity Monitoring (UAM) solutions to detect and respond to anomalous
I.D.2.b CYBERSECURITY seline of : Functional | Intersects With |  Anomalous Behavior MON-16 e oule Inticat arcount comeromins o sthermalicioe 5
Jactivities.
identify and respond to execution of unauthorized code, Including Macro scripts; [Automated mechanisms exist to govern and report on baseline
jand Automated Central lconfigurations of Technology Assets, Applications and/or Services (TAAS)
.D-2.c CYBERSECURITY MEASURES Functional | Intersects With | yayagement & Verification | <722 fthrough Continuous Diagnostics and Mitigation (CDM), or similar 3
ftechnologies
identify and respond to execution of unauthorized code, Including Macro scripts; Unauthorized Installation [Mechanisms exist to configure systems to generate an alert when the
no.2.c CYBERSECURITY MEASURES and Functional | Intersects With oA CFG-05.1 e e o e e o et 5
mplement capabilties (such as Security, Orchestration, Automation, and et Resmonee Mechanisms exist to implement and govern processes and documentation o
l.p.2.d CYBERSECURITY MEASURES RESDMSG) to define, prioritize, and drive standardized incident response Functional Intersects With erati ogs IRO-01 |facilitate an organization-wide response capability for cybersecurity and data 5
ies. P lprotection-related incidents.
implement capabilities (such as Security, Orchestration, Automation, and
Response) to define, prioritize, and drive standardized incident response
activities IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
.0.2.d CYBERSECURITY MEASURES Functional | Intersects With Incident Handling IRO-02 | manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; B
land(6) Recovery.
mplement capabilities (such 35 Security, Orchestration, Automation, and Security Orchestration, Mechanisms exist to utiize Security Orchestration, Automation and Response
n.o.2.d CCYBERSECURITY MEASURES [Response) to define, prioritize, and drive standardized incident response Functional Intersects With | Automation, and Response OPS-06  [(SOAR) tools to define, prioritize and automate the response to security 8
activities (SOAR) incidents
o3 CYBERSECURITY MEASURES |-0991mG policies that - Functional Subset Of Continuous Monltaring Mon.01_|Mechanisms exist to facilitate the implementation of enterprise-wide o
Imonitoring controls.
Require continuous collection and analyzing of data for potential intrusions and
anomalous behavior on Critical Cyber Systems and other Operational and " [Mechanisms exist to facilitate the implementation of enterprise-wide
D3.a CYBERSECURITY MEASURES [information Technology systems that directly connects with Critical Cyber Functional Subset Of Continuous Monitoring MON-01 e e controls. P pri 10
Systems; and
Require continuous collection and analyzing of data for potential intrusions and
lanomalous behavior on Critical Cyber Systems and other Operational and Mechanisms exist to generate, monitor, correlate and respond to alerts from
no3a CYBERSECURITY MEASURES nformation Technology systems that directly connects with Critical Cyber Functional | Intersects With | System Generated Alerts | MON-01.4  [physical, cybersecurity, data protection and supply chain activities to achievel B
Systems; and integrated situational awareness.
Require continuous collection and analyzing of data for potential intrusions and
anomalous behavior on Critical Cyber Systems and other Operational and [Mechanisms exist to review event logs on an ongoing basis and escalate
no3a CYBERSECURITY MEASURES|formaton Technology systems hat rectly connects it Crca Cyber Functional | Intersects With | Security Event Monitoring | MON-01.8[YEEhanisms it to review event 100 of an 0o bosre o e 5
s
Require continuous collection and analyzing of data for potential intrusions and Mechanisms exist to assess the organization's needs for monitoring and
janomalous behavior on Critical Cyber Systems and other Operational and Analyze and Prioritize lprioritize the monitoring of Technology Assets, Applications and/or Services
.D.3.a CYBERSECURITY MEASURES |information Technology systems that directly connects with Critical Cyber Functional | Intersects With | yionitoring Requirements | MON-01-16 \TAAS) based on TAAS criticality and the sensitivity of the data it stores, s
[Systems; and |transmits and processes.
Require continuous collection and analyzing of data for potential intrusions and
lanomalous behavior on Critical Cyber Systems and other Operational and
information Technology systems that directly connects with Critical Cyber Mechanisms exist to configure Technology Assets, Applications and/or
Systems; and [Services (TAAS) to produce event logs that contain sufficient information to,
lat @ minimum:(1) Establish what type of event occurred;(2) When (date and
no3a CYBERSECURITY Functional | Intersects With |  Content of Event Logs MON-03 o) e i et o e Pt 5
levent;(5) The outcome (success or failure) of the event; and(6) The identity
lof any user/subject associated with the event
[Ensure data is maintained for sufficient periods, to provide effective investigation Mechanisms exist to facilitate the implementation of enterprise-wide
I.D.3.b CYBERSECURITY MEASURES|c{ ey e ‘eacurity incidente. Functional Subset O Continuous Monitoring MON-0L e satrols 10
[Ensure data is maintained for sufficient periods, to provide effective investigation Mechanisms exist to assess the organization's needs for monftoring and
lof cybersecurity incidents. Analyze and Prioritize lprioritize the monitoring of Technology Assets, Applications and/or Services
no.3.6 CYBERSECURITY MEASURES Functional | Intersects With | yynitoring Requirements | MON-01:16 |raxs) based on TAAS criticality and the sensitivity of the data it stores, 5
jtransmits and processes.
[Ensure data is maintained for sufficient periods, to provide effective investigation [Mechanisms exist to link system access to individual users or service
I.D.3.b CYBERSECURITY MEASURES o e (80 e ents. Functional | Intersects With Audit Trails MON-03.2 [Nechanis 5
[Ensure data is maintained for sufficient periods, to provide effective investigation Mechanisms exist to retain event logs for a time period consistent with
lof cybersecurity incidents. records retention requirements to provide support for after-the-fact
I1.D.3.6 CYBERSECURITY MEASURES Functional | Intersects With | Event Log Retention MO0 e o ety o mod 16 oy Fanciotory and 5
lcontractual retention requirements.
Mitigation measures or manual controls to ensure ndustrial control systems can
Ibe isolated when a cybersecurity incident in the Information Technology system
0.4 CYBERSECURITY MEASURES | reates risk to the safety and reliability of the Operational Technology system.11 | Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level 8
Mitigation measures or manual controls to ensure ndustrial control systems can
be isolated when a cybersecurity incident in the Information Technology system Compensatin IMechanisms exist to identify and implement compensating countermeasures
1.0.4 CCYBERSECURITY MEASURES |creates risk to the safety and reliability of the Operational Technology system.11 | ~ Functional Intersects With Coum;measuis RSK-06.2 | " cduce rick and ex,m,fgm weaps P 9 5
[Reduce the risk of exploitation of unpatched systems through the application of
security patches and updates for operating systems, applications, drivers, and Vulnerability & Patch ech ciitote the imo! | .
[firmware on Critical Cyber Systems consistent with the Owner/Operator's risk lechanisms exist to facilitate the implementation and monitoring o
e CYBERSECURITY MEASURES Functional Subset Of Management Program VPM-01 10
lbased methodology. These measures must include: Y 9 9 |vulnerability management controls.
[ patch mangement strategy that ensures allcitical securty patches and Vuinerability & Patch
indates on Critical Cyber Sytema are current o1 |Mechanisms exist to facilitate the implementation and monitoring of
EL CYBERSECURITY MEASURES [up yber Sy: Functional Subset O Management Program PO o erment ool 10
e anat enSures ap crtical security patches and Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
lupdates on Critical Cyber Systems are current. y
EL CYBERSECURITY MEASURES [up yber Sy: Functional | Intersects With eiching P05 s andlor Soricae (AR Mo Srars, B
2 CYBERSECURITY MEASURES|TT® Siategy required by section IILE.1. must include: Functional | No Relatonzhip m m m o No applicable SCF control
e sk Criticallty of patches and Vulnerability & Patch
IE2.a CYBERSECURITY MEASURES|Updates, and an mementatlon imaline based on cavegorization akd crtcalty: Functional Subset Of Management Program vemo1  [Mechanisms exist to facilitate the implementation and monitoring of 10
iy |vulnerability management controls.
Criticallty of patches and N
WE2a CYBERSECURITY MEASURES updales T eat o Ll baced on eacegoriation aba ccaits: | runctional | intersects witn | Vulnerabllty Remed UMz |Mechanisms exist to ensure that vulnerabiliies are properly identified, 5
ltracked and remediated.
[The risk Griticallty of patches and Time To Remediate /
IE2: CYBERSECURITY MEASURES [Updtes, and an mplementation tmeline based on cotosorcation and cHicalty: |  Functional | ntersects With | Benemeares o comecive | VPI-05.3 e e rapog, | cnectiveness of remediation operations 5
PPrioritization of all security patches and updates on the Cybersecurity and Vulnerability & Patch
E2b CYBERSECURITY MEASURES Infrastructure Security Agency's Known Exploited Vulnerabilities Catalog.12 Functional Subset Of Management Program vemo1  [Mechanisms exist to facilitate the implementation and monitoring of 10
iy |vulnerability management controls.
Prioritization of all security patches and updates on the Cybersecurity and — Ny
E2b CYBERSECURITY MEASURES Infrastructure Security Agency's Known Exploited Vulnerabilities Catalog. 12 Functional | Intersects witn | VUIneradility Remediation | ypy o - |Mechanisms exist to ensure that vulnerabilities are properly identified, 5
ltracked and remediated.
[Prioritization of all security patches and updates on the Cybersecurity and [Mechanisms exist to identify and assign a risk ranking to newly discovered
LE.2.b CYBERSECURITY MEASURES [Infrastructure Security Agency's Known Exploited Vulnerabilities Catalog.12 Functional Intersects With Vulnerability Ranking VPM-03  [security vulnerabilities using reputable outside sources for security 5
[vulnerability information.
It ahe Opuner/Operator cannot apply patches and ubdates on specific Operational inimum:(1) Deficency tracking numberi(2) Appicable securky, compliance
Technology systems without causng o severe degradation o operational o resiiance contral(3) Description of the deficiency esr(4] i
E3 CYBERSECURITY MEASURES|include a description and timeline of adtional mitigations that adaress the risk | Functional | Intersects with | ©2PaPlies Deficiency A0S e e T e htrols, if applicabl, 5
created by not installing the patch or update. (7) Point of Contact (PGC) (e.g., asset/process owner);(8) Resources required
lto conduct remediation actions;(9) Planned remedial actions to the
i the Owner/Operator cannot apply patches and updates on specific Operational
[Technology systems without causing a severe degradation of operational
lcapability to meet necessary capacity, the patch management strategy must Com
pensating ’ Mechanisms exit to identiy and implement compensating countermessures
E3 CYBERSECURITY MEASURES include a description and timeline of additional mitigations that address the risk | ~ Functional | Intersects With e o RSK06.2 1 oxposure o thromis 5
reated by not installing the patch or update.
Develop a Cybersecurity Assessment Program for proactively assessing and Information Assurance (1A) Mechanisms exist to facilitate the implementation of security, compliance
nE CYBERSECURITY MEASURES o 00 & e eaaures Functional Subset Of operato 1no-o1  [hiechaniems e - 10
[The Owner/Operator must develoj Urity Assessment Program for
lproactively assessing Critical Cyber Systems to ascertain the effectiveness of Information Assurance (IA) [Mechanisms exist to facilitate the implementation of security, compliance
HFL CYBERSECURITY MEASURES |cybersecurity measures and to identify and resolve device, network, and/or Functional Subset O Operations 1A0-01 | e cilience assessment and authorization controls. 10
system vulnerabilities.
G B -
2 CYBERSECURITY [The Program required by Section ILF.1. must eaneiensl RO Regarae m m mn B No applicable SCF control
[pssess the effectiveness of the Owner/Operator's TSA-approved Cybersecurity Mechanisms exist to formally assess the security, compliance and resilience
mplementation Plan; |controls in Technology Assets, Applications and/or Services (TAAS) through
’ Iinformation Assurance Program (IAP) activities to determine the extent to
IF.2.a CYBERSECURITY MEASURES Functional | Intersects With Assessments IR0-02 e nirole are imoeentat cortortiy: onorating oe intendes and 5
lproducing the desired outcome with respect to meeting expected
requirements.
include an architectural design review to be conducted within the first 12 months
after the Cybersecurity Implementation Plan approval and at least once every
ltwo years thereafter. An architectural design review contains verification and
lvalidation of network traffic, a system log review, and analysis to identify Information Assurance (1A) IMechanisms exist to facilitate the implementation of security, compliance
F.2.0 CYBERSECURITY MEASURES related to network design, configuration, and Functional Subset O Operations 1001 lang resilience assessment and authorization controls, 10
interconnectivity to internal and external systems; and
include an architectural design review to be conducted within the first 12 months
after the Cybersecurity Implementation Plan approval and at least once every
[ years thereafier An alchRectural desgn review gontans vanfcation and rechanisms exit o estabish the scope of assessments by defiring the
IF.2.0 CYBERSECURITY MEASURES|V211dation of network traffic, @ system log review, and analysis to identify Functional | Intersects With | Assessment Boundaries | 1A0-01.1 directly or indirectly impact the confidentiality, integrity, availability and 5
ted to network deslgn, configuration, and lsafety of the Technology Assets, Applications, Services and/or Data (TAASD)
linterconnectivity to internal ant eatarmay systems; and ty o 9y PPl
(inder review.
include an architectural design review to be conducted within the first 12 months
after the Cybersecurity Implementation Plan approval and at least once every Mechanisms exist to formally assess the security, compliance and resilience
ltwo years thereafter. An architectural design review contains verification and lcontrols in Technology Assets, Applications and/or Services (TAAS) through
validation of network trffc 3 system log review, and analysis to dentify information Assurance Program (IAP) activities to determine the extent to
ILF-2.0 CYBERSECURITY MEASURES ated to network design, configuration, and Functional | Intersects With Assessments 1A0-02 " lyhich the controls are implemented correctly, operating as intended and s
[terconnectiity to intemal and extemnal systems; and lproducing the desired outcome with respect to meeting expected
requirements.
incorporate other assessment capablities designed to identify vulnerablliies Mechanisms exist to formally assess the security, compliance and resilience
pgf;"g{‘:"" V‘Sﬁ’g o;elf‘m‘;‘r:a’[l":n?“i’:m;g‘; sy?{:ﬂ?mﬂmmg the use of "red® [controls in Technology Assets, Applications and/or Services (TAAS) through
! d ’ information Assurance Program (IAP) activities to determine the extent to
E2.c CYBERSECURITY ‘purple’team testing Functional | Intersects With Assessments 1A0-02 | kit the controls are implemented correctly, operating as intended and 5
lproducing the desired outcome with respect to meeting expected
requirements.
INo fater than 60 days after TSA's approval of the Owner/Operator's Cybersecurity
Implementation Pan, the Ouner/Operator must subrmit the annual plan fortheir
rogram to SurfOps- s plan must
Gaecive the Cybersecuriy Acoscament Program reauirad oy Soction I 1. Security, Compliance & IMechanisms exist to submit status reporting of the organization's security,
E3 CYBERSECURITY MEASURESincluding the schedule for specific actions. The Owner/Operator must update this | Functional | Intersects With |  Security. Compliance & GOV-17  |compliance and/or resilience program to applicable statutory and/or 5
Iplan on an annual basis and submit it no later than one year from the date of the esllience Status Reporting regulatory authorities, as required.
lprevious plan’s submission
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W RECORDS [ Functional | No Relationship N/A N/A N/A 0 [DErTEEREE? ]
[ spplcable, QwneriOperstors may use previously developed plare, No appiicable SCF control
Use of previous plans, t of this Security
WA assesoments, les?s 4 |Directive. If The OvineriOperator reies on these materal, ey must nclude an Ry || e o o A @
phtichy ndex of the records and their location organized in the same sequence as the
requirements in this Security Directive.
[The Owner/Operator must, at a minimum, store and transmit the following No appiicable SCF control
(2] Protection of sensitive  linformation required by this Security Directive consistent with the requirements Functional | No Relationship N/A NA N/A 0
security information [0 49 CFR part 1520113
V.81 P"";‘rﬂj“ of sensitive  Plans and reports; and Functional | No Relationship N/A N/A N/A o [PErEEREE? G
Vo2 Prkection o senstive AU, testig, o Ssssament resurs el e o o o o No appiicable SCF control
Ve Documentaton to Etabish [VA el R o e o o No appiicable SCF control
Documentation to Establish |11 oner/ORerator must make records necessary to establish compliance with Ability To Demonstrate [Compiance andor resiience capab lity convor‘fnatl;litfn applicable sy
i sh lthis Security Directive available to TSA upon request for inspection and/or L ; i i i ity wi
el Compliance copying. pon req P Functional | Intersects With Conformity CPLOL3  |eypersecurity and data protection laws, regulations and/or contractual s
hlicat
[TSA may request to inspect or copy the following documents to establish
lcompliance with this Security Directive: Mechanisms exit to grant assessors minimum necessary access to conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to desi
v.ec2 Compliance Functional | Intersects With Assessor Access L33 [ oment, production, mspection and testing artfacts: and(2) Physical s
laccess to facilities.
ardware/software asset inventory, including supervisory control, and data
lacauisition systems; Mechanisms exist to grant assessors minimum necessary access to conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to design,
v.C2a Compliance Functional | Intersects With Assessor Access CPL-03.3 |jevelopment, production, inspection and testing artifacts; and(2) Physical s
laccess to facilities.
Firewall rules;
pechanisms exist o grant assessos minimum necessary access o conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to
v.c2.b ompliance Functional | Intersects With Assessor Access CPL-03.3  |jevelopment, production, nspemon And testing artifacts; and(2) Physical s
laccess to facilities.
Network diagrams, switch and router configurations, architecture diagrams,
o cetapiin PUPICl rovtable intemet protocol addresses, and Virual Local Area Networks. rchanizms exist to gran szsessors minimum necessary access o conduct
ocumentation to Establis . [conformity assessments, including:(1) Logical access to desi
v.C2.c Compliance Functional | Intersects With Assessor Access L33 [ oment, production, mspection and testing artfacts: and(2) Physical s
laccess to facilities.
FPolicy, procedural, and other documents that informed the development, and
documented implementation of, the Owner/Operator's Cybersecurity Mechanisms exist to grant assessors minimum necessary access to conduct
Documentation to Establish implementation Plan, Cybersecurity Incident Response Plan, Cybersecurity . lconformity assessments, including:(1) Logical access to design,
v.c2d Compliance |assessment Program, and assessment or audlit results, Functional | Intersects With Assessor Access CPL-03:3|jevelopment, production, inspection and testing artifacts; and(2) Physical s
laccess to facilities.
[Data providing a *snapshot” of activity on and between Information and
Operational Technology systems such as - pechanisms exist to grant assessos minimum necessary access o conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to
v.C2e ompliance Functional | Intersects With Assessor Access CPL-03.3  jevelopment, production, nspemon And testing artifacts; and(2) Physical s
laccess to facilities.
Log files
Mechanisms exit o grant assessors minimum necessary access to condct
Documentation to Establish [conformity assessments, including:(1) Logical access to desi
v.Cc2ei Compliance Functional | Intersects With Assessor Access CPL03.3 [ oment, production, mspection and testing artfacts: and(2) Physical s
laccess to facilities.
[A capture of network traffic (e.q., packet capture (PCAP)), ot to exceed a period
of twenty-four hours, as identified and directed by TSA; Mechanisms exist to grant assessors minimum necessary access to conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to design.
v.C2eii Compliance Functional | Intersects With Assessor Access CPL-03.3 jevelopment, production, inspection and testing artifacts; and(2) Physical s
laccess to facilities.
FEast-West Traffic® of Operational Technology within
lthe scope of this Security Directive's requirements; and pechanisms exist to grant assessos minimum necessary access o conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to
v.C.2.ei ompliance Functional | Intersects With Assessor Access CPL-03.3  jevelopment, production, nspecuon and testing artifacts; and(2) Physical s
laccess to facilities.
"North-South Traffic” between Information and Operational Technology systems,
land the perimeter boundaries between them. Mechanisms exist to grant assessors minimum necessary access to conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to design.
v.C2elv Compliance Functional | Intersects With Assessor Access CPL-03.3 production, inspection and testing artifacts; and(2) Physical s
laccess to facilities.
[Any other records or documents necessary to establish compliance with this
Security Directive. Mechanisms exist to grant assessors minimum necessary access to conduct
Documentation to Establish lconformity assessments, including:(1) Logical access to design.
wveaf Compliance Functional | Intersects With Assessor Access CPL-03.3 jevelopment, production, inspection and testing artifacts; and(2) Physical s
laccess to facilities.
PROCEDURES FOR VA o applicable SCF cantrol
v P AL Functional | No Relationship NA NA N/A o
V.A General Procedures | VA Functional | No Relationship N/A N/A N/A 0 [ EEr @]
immediately provide written confirmation of receipt of this Security Directive via ooy, Compiance & Mechanisms exist to submit status reporting of the organization's security,
VAL Confirm Receipt le-mail to SurfOps-SD@tsa.dhs.gov; Functional Intersects With Resmen:g'smug Renortin GOV-17  |compliance and/or resilience program to applicable statutory and/or 5
porting regulatory authorities, as required.
Iiediately dsseminate the Iformation and measures n e Securty Diective No applicable SCF control
lto corporate senior
Owner Operator must provide the applicable security measures in this Security
Directive to the Owner/Operator's direct employees and authorized
o
VA2 e e casures as Functional | No Relationship N/A NA N/A o
Inecessary to ensure compliance.
lOwner/Operators may comment on this Security Directive by submitting data, No appiicable SCF control
Views, or arguments in writing to TSA via e-mail at TSA-Surface@tsa.dhs.gov.
|Any comments referring to specific measures in this Security Directive must be
lprotected in accordance with the requirements in 49 CFR part 1520. TSA may
VB Comments lamend the Security Directive based on comments received. Submission of Functional | No Relationship NA NA N/A 0
lcomment does not delay the effective date of the Security Directive or
requirement to comply with the provisions of the Security Directive.
AMENDMENTSTO WA No appiicable SCF control
vi CYBERSECURITY Functional | No Relationship N/A NA N/A 0
IMPLEMENTATION PLAN
[An Owner/Operator required to submit a Cy Plan
Changes to ownershipor 1251 SECon 19, of this ecurity irective must ubmit s requestto amend ts security, Compliance & Mechanisms exist to submit status reporting of the organization's security,
VA ! Functional | Intersects With . GOV-17  fcompliance and/or resilience program to applicable statutory and/or 5
control of operations [the ownership or control of the operation. Resilience Status Reporting O ieiios hence bro:
[An Owner/Operator required to submit a Cy Plan
lunder Section I1.B. of this Security Directive must submit a request to amend its
(Cybersecurity Implementation Plan if, after approval, the Owner/Operator makes, Mechanisms exist to submit status reporting of the organization's security,
vIB C"sf',‘gce;;; ;g;‘f,'fx”s lor intends to make, permanent changes to the policies, procedures, or measures |  Functional | Intersects With Ress‘fh(e“;!‘e{'sf‘a’m:':e”;;g“g GOV-17  |compliance and/or resilience program to applicable statutory and/or 5
approved by TSA, including, but not limited to changes to address: regulatory authorities, as required.
Determinations that a specific policy, procedure, or measure in the Cybersecurity -
st Changes to conditions _[mplementation Plan is ineffective based on resuts of the audits and cunctionst | ntersects witn | Securty, Compliance & | o [Mechanisms exis to submit status reporting of the organization's security, s
lassessments required under Section II.. of this Security Directive; or unctional | Intersects Wi 17 [compliance and/or resilience program to applicable statutory and/or
affecting security q y Resilience Status Reporting e Py
[Tie Owner/Operator has 1dentified or acquired new or addiional Crical Cyber Mechanisms exist to submit status reporting of the organization's securty,
viB2 Changes to conditions Isystems or capabilities for meeting the requirements in the Security Directive Functional | Intersects With | , Security. Compliance & | Goy.17  |compliance and/or resilience program to applicable statutory and/or 5
9 Y |that have not been previously approved by TSA. porting reguiatory authorities, as required.
[For purposes of this section, a "permanent change” Is one intended to be in securlty, Compliance & Mechanisms exist to submit status reporting of the organization's security,
vi.c Permanent change  [effect for 45 or more days. Functional | Intersects With |  Sceurty: Complance & 4| G0v-17  |compliance and/or resilience program to applicable statutory and/or 5
porting regulatory authorities, as required.
[The Owner/Operator must file the request for an amendment to Its Cybersecurity e o sumit st et o .
implementation Plan with TSA no later than 50 days after the permanent change lechanisms exist to submit status reporting of the organization's security,
wo Schedle fo requesting |mplementaton Plan with TSA no aterthan 50 coys Fonctional | Inersects it | Security, Complisnce & | oy, 1 e apeanle sontory nc/or 5
porting regulatory authorities, as required.
VLE TSA approval [ Functional | No Relationship N/A N/A N/A 0 Nofepplicabigeheonticl
[TSA may approve a requested to a Cybersecurity No appiicable SCF control
Plan if TSA determines that it is in the interest of public and transportation )
VIE1 TSA approval lsecurity and the proposed amendment provides the level of security required Functional No Relationship N/A N/A N/A 0
lunder this Security Directive.
2 5 aporoval [ may request daional rmmato frm the Owner/Operator before D | DR A A VA o No appiicable SCF control
No ate than 30 days afer recetuing a Gemal o o amerdmert ©o No appiicable SCF control
Cybersecurity Implementation Plan. the Owner/Operator may fie » pettion for )
VLE Petition for reconsideration |reconsideration following the procedures set in 46 CFR 1570.11 Functional | No Relationship N/A NA /A 0
Vit DEFINITIONS [See FDE for details. Functional | No Relationship N/A N/A N/A 0 Nofpplicabi=isChcontcl
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