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ionale Control Descri Relationship

SECTION 1 N/A See FDE for detals Functional | No Relationship N/A N/A N/A 0 [PEEEEE? ]

e o Section 1798.29 is added to the Civil Code, to read: Functional | No Relationship e ey e 0 INo applicable SCF control

1798.29 N/A A Functional | No Relationship N/A N/A N/A o [PEEEEE? ]

[Any agency that owns or licenses computerized data that includes personal
information shall disclose any breach of the security of the system following
ldiscovery or notification of the breach in the security of the data to any resident
of California whose unencrypted personal information was, or is reasonably
lbelieved to have been, acquired by an unauthorized person. The disclosure shall
1798.29(a) N/A lbe made in the most expedient time possible and without unreasonable delay, Functional Subset Of Incident Response IRO-01
lconsistent with the legitimate needs of law enforcement, as provided in Operations
subdivision (c), or any measures necessary to determine the scope of the breach
land restore the reasonable integrity of the data system

IMechanisms exist to implement and govern processes and documentation to
[facilitate an organization-wide response capability for cybersecurity and data 10
lprotection-related incidents.

[Any agency that owns or licenses computerized data that includes personal
information shall disclose any breach of the security of the system following
ldiscovery or notification of the breach in the security of the data to any resident
of California whose unencrypted personal information was, or is reasonably
lbelieved to have been, acquired by an unauthorized person. The disclosure shall
1798.29(a) NA e mace n the most expedient time possible and withut unreasonable delay.
consistent with the egltimate needs o law enforcement,as provided |
1 (0, or any mensures nocessaty to determing the scope of the breach
and restore the reasonable integrity of the data system

[Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Functional | Intersects With Incident Handling IRO-02  |manual incident report intake;(3) Analysis;(4) Containment;(5) Eradication; 8
land(6) Recovery.

[Any agency that owns or licenses computerized data that includes personal
information shall disclose any breach of the security of the system following
ldiscovery or notification of the breach in the security of the data to any resident
of California whose unencrypted personal information was, or is reasonably
lbelieved to have been, acquired by an unauthorized person. The disclosure shall

1798.29(a) WA be made inthe most expedient ime possble and without uneasonable deay, | Functional | ntersects witn | Inedent Siakenoider | 1oq o EEROETE S50 STV IoROT VORISR SR SRR el 8
[consistent with the legitimate needs of law enforcement, as provided in Reporting lauthorities.

subdivision (c), or any measures necessary to determine the scope of the breach
land restore the reasonable integrity of the data system

[Any agency that owns or licenses computerized data that includes personal
information shall disclose any breach of the security of the system following
discovery or notification of the breach in the security of the data to any resident
of California whose unencrypted personal information was, o is reasonably
believed to have been, acquired by an unauthorized person. The disclosure shall b incident Reporting f e o report sensiivaequited data incidents n  timel
bbe made in the most expedient time possible and without unreasonable delay, yber Incident Reporting for| |, echanisms exist to report sensitive/regulated data incidents in a timely
1798.29(2) B lconsistent with the legitimate needs of law enforcement, as provided in Functional | Intersects With | ceitive / Regulated Data | %0102 Imanner. 8
subdivision (c), or any measures necessary to determine the scope of the breach
and restore the reasonable integrity of the data system.

[Any agency that maintains computerized data that includes personal information
that the agency does not own shall notify the owner or licensee of the
information of any breach of the security of the data immediately following
1798.29(b) N/A discovery, if the personal information was, or is reasonably believed to have Functional | Intersects With
lbeen, acquired by an unauthorized person

Cyber Incident Reporting for| 0o 105 [Mechanisms exist to report sen:
Sensitive / Regulated Data imanner.

ive/regulated data incidents in a timely s

[The notification required by this section may be delayed if a law enforcement
lagency determines that the notification will impede a criminal investigation. The
1798.20(c) NA Inotification required by this section shall be made after the law enforcement Functional Subset O Incident Stakeholder IRO-10
lagency determines that it will not compromise the investigation Reporting

Mechanisms exist to timely-report incidents to app\l:ab\e (1) Internal
) Affected clients & third-p: and(3) Regulatory 10

lauthorities.

For Pufposes GF i secton, Threach ofthe securly of the system” means INo applicable SCF control
aquisition of data that the security,
or integrity of personal information maintained by the agency.
(Good faith acquisition of personal information by an employee or agent of the
1798.29(d) N/A lagency for the purposes of the agency is not a breach of the security of the Functional | No Relationship NA N/A NA o
system, provided that the personal information is not used or subject to further
lunauthorized disclosure.

[For purposes of this section, “personal information” means an individual’s first INo applicable SCF control
Iname or first initial and last name in combination with any one or more of the §
1798.29(e) N/A Ifollowing data elements, when either the name or the data elements are not Functional No Relationship N/A NA N/A 0
lencrypted

1798.29(e)(1) N/A Social security number. Functional | No Relationship N/A N/A N/A o [ EEEr G

1798.29(e)(2) — [Driver's license number or California Identification Card number. Functional | No Relationship e o A o INo applicable SCF control

[Account number, credit or debit card number, in combination with any required INo applicable SCF control

1798.29(e)(3) N/A Isecurity code, access code, or password that would permit access to an Functional | No Relationship N/A N/A N/A 0
individual's financial account.

[For purposes of this section, “personal information” does not include publicly INo appiicable SCF control
1798.29(f) NA available information that is lawfully made available to the general public from Functional | No Relationship NA NA NA o
[federal, state, or local government records.

1798.29(9) = For purposes of this section, “nofce” may be provided by one of the folowing i o e - o INo applicable SCF control

1798.29(9)(1) N/A Written notice Functional | No Relationship N/A NA N/A o [ EE? G

[Electronic notice, If the notice provided is consistent with the provisions INo applicable SCF control
1798.29(9)(2) N/A regarding electronic records and signatures set forth in Section 7001 of Title 15 Functional | No Relationship N/A N/A N/A 0
lof the United States Code.

[Substitute notice, If the agency demonstrates that the cost of providing notice INo applicable SCF control
would exceed two hundred fifty thousand dollars (5250,000), or that the affected
1798.29(9)3 m class of subject persons to be notified exceeds 500,000, or the agency does not | Functional | No Relationshi m A m 0

@3 ’ Ihave sufficient contact information. Substitute notice shall consist of all of the unctiona! DEESEELD ‘ ’ ‘
following:

1798.29(0)3)(A) = [E-mail notice when the agency has an e-mail address for the subject persons. e [ = e = o [No applicable SCF control

Conspicuous posting of the notice on the agency’s Web sie page, f the agency

[No applicable SCF control
maintains on Functional | No Relationship N/A N/A N/A 0

1798.29(g)(3)(B) N/A

[Notification to major statewide media. [No applicable SCF control

1798.29(9)3)(C) N/A Functional | No Relationship N/A N/A N/A [
[Notwithstanding subdivision (g), an agency that maintains its own notification [No applicable SCF control
lprocedures as part of an information security policy for the treatment of personal
information and is otherwise consistent with the timing requirements of this part
shall be deemed to be in compliance with the notification requirements of this
section if it notifies subject persons in accordance with its policies in the event of
la breach of security of the system

1798.29(h) N/A Functional | No Relationship N/A N/A N/A o

sEC.3 - [Section 1798.82 of the Civil Code is amended and renumbered to read: Functional | No Relationship - e - ® [No applicable SCF control

1798.84 NA NA Functional | No Relationship N/A NA NA o Nofpplicabi=isChcontcl

[Any customer injured by a violation of this title may institute a civil action to
recover damages.

[Any business that violates, proposes to violate, of has violated this title may be
enjoined

[The rights and remedies available under this section are cumulative to each
other and to any other rights and remedies available under law. ) || [ REEETETD e QLR e o

SEC.4 A [Section 1798.82 is added to the Civil Code, to read: Functional | No Relationship A T A o [No applicable SCF control

[No applicable SCF control

1798.84(a) N/A Functional | No Relationship N/A N/A N/A 0

[No applicable SCF control

1798.84(b) N/A Functional | No Relationship N/A N/A N/A 0

1798.84(c) N/A [No applicable SCF control

1798.82 NA NA Functional | No Relationship N/A NA NA o NclapeiicabiSiSCRcontzl

[Any person or business that conducts business in California, and that owns or
licenses computerized data that includes personal information, shall disclose any
lbreach of the security of the system following discovery or notification of the
lbreach in the security of the data to any resident of California whose
lunencrypted personal information was, or is reasonably believed to have been,
lacquired by an unauthorized person. The disclosure shall be made in the most Incident Stakeholder Mechanisms exist to timely.report incidents to applicablei(1) Internal
1798.82(a) N/A lexpedient time possible and without unreasonable delay, consistent with the Functional Subset Of Reporting IRO-10 Affected clients & : and(3) Regulatory 10
legitimate needs of law enforcement, as provided in subdivision (c), or any lauthorities.

Imeasures necessary to determine the scope of the breach and restore the
reasonable integrity of the data system

[Any person or business that maintains computerized data that includes personal
information that the person or business does not own shall notify the owner or
licensee of the information of any breach of the security of the data immediately Incident Stakeholder Mechanisms exist to timely.report incidents to applicablei(1) Internal
1798.82(b) N/A [following discovery, if the personal information was, or is reasonably believed to |  Functional Subset Of Reporting IRO-10 Affected clients & : and(3) Regulatory 10
lhave been, acquired by an unauthorized person. lauthorities.

[The notification required by this section may be delayed if a law enforcement

lagency determines that the notification will impede a criminal investigation. The echanizms exist to tmely eport incidentsto appicable(1) nteral

1798.82(c) NA otifcation required by this section shall be made afer the law enforcement Functional Subset OF Incident Stakeholder IRO-10 ‘Affected clients & thi 'and(3) Regulatory 10
lagency det that it will not Reporting lauthorities,
[For purposes of this section, “breach of the security of the system” means INo applicable SCF control
acquisiti he security,

or integrity of personal information maintained by the person or

lbusiness. Good faith acquisition of personal information by an employee or agent

1798.82(d) N/A o the person or business for the purposes of the person or business is not a Functional | No Relationship N/A N/A N/A 0
lbreach of the security of the system, provided that the personal information is

Inot used or subject to further unauthorized disclosure.

[For purposes of this section, “personal information” means an individual’s irst No appiicable SCF control

Iname or first initial and last name in combination with any one or more of the
1798.82(e) N/A following data elements, when either the name or the data elements are not Functional No Relationship N/A N/A N/A 0

encrypted

1798.82(e)(1) N/A Social security number. Functional | No Relationship N/A NA N/A o No applicable SCF control

T798.82002) VA Driver's license number or California Identification Card number. e VA A VA 0 INo applicable SCF control
[Account number, credit or debit card number, in combination with any required INo applicable SCF control

1798.82(e)(3) NA security code, access code, or password that would permit access to an Functional | No Relationship NA NA NA o

individual's financial account.
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STRM Secure Controls Framework (SCF) Strength of
FDEIName) Ration: SCF Control ntrol Descri nship
For purposes of this section, “personal information” does not include publicly INo applicable SCF control
1798.82(1) NA availabie information that is lawfully made available to the general public from | Functional | No Relationship NA NA NA 0
lfederal, state, or local government records.
1798200 e For purposes o s secion, “Motce” may be provided by one of he falowing D | oD A A A o No applicable SCF control
1798.82(g)(1) N/A |Written notice. Functional | No Relationship N/A N/A N/A 0 [PEEREE? G
[Electronic notice, if the notice provided Is consistent with the provisions INo applicable SCF control
1798.82(0)2) NA regarding electronic records and signatures set forth in Section 7001 of Title 15 | Functional | No Relationship NA NA NA 0
of the United States Code.
Substitute notice, If the person or business demonstrates that the cost of No applicable SCF control

lproviding notice would exceed two hundred fifty thousand dollars ($250,000), or
[that the affected class of subject persons to be notified exceeds 500,000, or the
1798.82(0)(3) N/A Iperson or business does not have sufficient contact information. Substitute Functional | No Relationship N/A N/A N/A 0
Inotice shall consist of all of the following

[No applicable SCF control

1798.82(0)3)(A) e [ mallnotice when the person or Business fas an e-mal address for the subject

lperson:
[Conspicuous posting of the notice on the Web site page of the person or
lbusiness, if the person or business maintains one.
[Conspicuous posting of the notice on the Web site page of the person or
lbusiness, if the person or business maintains one.
[Notwithstanding subdivision (g), a person or business that maintains its own INo applicable SCF control
Inotification procedures as part of an information security policy for the treatment
lof personal information and is otherwise consistent with the timing requirements
lof this part, shall be deemed to be in compliance with the notification
requirements of this section f the persn or business notifies subject persons in
laccordance with its policies in the event of a breach of security of the system

Functional | No Relationship N/A N/A N/A 0

1798.82(9)(3)(8) N/A Functional | No Relationship N/A N/A N/A o [oErEEEEE? ]

1798.82(9)3)(C) N/A Functional | No Relationship N/A N/A N/A o [oErEE R EE? ]

1798.82(h) N/A Functional | No Relationship N/A N/A N/A 0

SEC.5 N/A See FDE for details Functional | No Relationship N/A N/A N/A 0 [ EE? @]

SEC.6 N/A See FDE for details Functional | No Relationship N/A N/A N/A o [ EE? G
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