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Strength of
Relationship

1 Short Title [See FDE for details. Functional | No Relationship N/A N/A N/A 0 [PErEEEEE? ]
5 Definitions [See FDE for details. Functional | No Relationship N/A N/A N/A 0 [PEEEEEE? ]
10 Prohibited activities | VA" Functional | No Relationship N/A N/A N/A 0 [oEEEEE? ]
o Probited activies [Pe0ning Jly T, 2010, 0 person or Sate o Iocal overnment agency may o | pu o | Lo peiaionship A A A o o applicable SCF control
y of the following:
fpublicly post or publicly display in any manner an individual's social security Limiting Personal Data (PD) IMechanisms exist to limit the disclosure of Personal Data (PD) to authorized
i number. i ¥
10(al1) Prohibited activities |n Functional Subset Of Disclosures PRI017 loarties for the sole purpose for which the PD was obtained 10
fPrint an individuals social security number on any card required for the Limiting Personal Data (PD) IMechanisms exist to limit the disclosure of Personal Data (PD) to authorized
i individual to access products or services provided by the person or entit i ¥
10@)2) Prohibited activities i P provided by the pe y Functional Subset Of o) PR0L7 e O mbed or e o b meae bt 10
Require an individual o fransmit s or e socal security number over the Mechanisms exist to limit the collection, receiving, processing, storage,
’ nternet, unless the connection is secure or the social security number is Reasonable Data Privacy ltransmission, sharing, updating and/or disposal of Personal Data (PD)
106@)3) Prohibited activities lencrypted Functional Subset O Practices PRIOLLL o cording to reasonable consumer expectations for what is necessary and o
proportionate.
lprint an individual's social security number on any materials that are mailed to
the individual, through the U.S. Postal Service, any private mail service
electronic mail, or any similar method of delivery, unless State or federal law
requires the social security number to be on the document to be mailed.
INotwithstanding any provision in this Section to the contrary, social security
Inumbers may be included in applications and forms sent by mail, including, but
Inot limited to, any material mailed in connection with the administration of the
lUnemployment Insurance Act pursuant to the limitations and requirements of
lthat Act, any material mailed in connection with any tax administered by the
Department of Revenue, and documents sent as part of an application or
10(a)(4) lenroliment process or to establish, amend, or terminate an account, contract, or |  Functional Subsetof | Limiting Personal Data (PD) | pgy gy 7 |Mechanisme exist to limit the disclosure o;;evvvsonau)?:ad(pm toauthorized 10
Ipolicy or to confirm the accuracy of the social security number. A social security sclosures parties for the sole purpose for which the /as obtaines
Inumber that may permissibly be mailed under this Section may not be printed, in
\whole or in part, on a postcard or other mailer that does not require an envelope
or be visible on an envelope without the envelope having been opened.
[Except as otherwise provided in this Act, beginning July 1, 2010, no person o o applicable SCF cantrol
10() State or local government agency may do any of the following: el || NA NA NA o
(Collect, use, or disclose a social security number from an individual, uniess ()
required to do so under State o federal law, rules, or regulations, o the
collection, use, or disclosure of the sacial security number is otherwise necessary
for the performance of that agency’s duties and responsibilties; (i) the need and
10()(1) Prohibited activities |purpose for the social security number is documented before collection of the Functional | Intersects With | LImiting Personal Data (PD) | pgy gy 7 |Mechanisme exist to limit the disclosure of Personal Data (PD) to authorized 5
social security number; and (i) the social security number collected is relevant isclosures parties for the sole purpose for which the PD was obtaine:
to the documented need and purpose.
(Collect, use, or disclose a social security number from an individual, uniess ()
required to do so under State or federal law, rules, or regulations, o the
collection, use, or disclosure of the social security number is otherwise necessary ech ne col < personal Data (PD) to.oni
lfor the performance of that agency's duties and responsibilities; (ii) the need and " e e e e e ey et a‘ﬂﬁ‘ . ) ooy
10(0)(1) ited activities |purpose for the social security number is documented before collection of the Functional | Intersects with | Restrict Callection To PRI-04  [whal i adequate, relevant and imited to the purposes identified In the data B
social security number: and (i) the social security number collected is relevant entified Purpose rivacy notice, including protections against collecting PD from minors
o the documented nead and purpose. |without appropriate parental or legal guardian consent.
(Collect, use, or disclose a social security number from an individual, uniess ()
required to do so under State or federal law, rules, or regulations, o the
collection, use, or disclosure of the sacial security number is otherwise necessary ech B g e legal authority th
for the performance of that agency’s duties and responsibilties; (i) the need and Authority To Collect, schanisms exis to determin and doctment the lagal authorty that
10(b)(1) ibited activities  |[purpose for the social security number is documented before collection of the Functional | Intersects With |  Process, Store & Share PRI-04.1 peg’““s d < ngﬁmlam; to coll ‘eét receive, process, slor"e. transmit, shavef, 5
social security number: and (i) the social security number collected is relevant Personal Data (PD) update andjor dispose Personal Data (PD), elther generally or in support of a
lto the documented need and purpose. [specific business process.
Require an TduaT o se s r et socal securty number 1o accessan Mechanisms exist to limit the collection, receiving, processing, storage,
nternet website Reasonable Data Privacy ltransmission, sharing, updating and/or disposal of Personal Data (PD)
10(b)(2) ited activities Functional Subset Of Practices PRIOLI1 1 cording to reasonable consumer expectations for what is necessary and 10
proportionate.
“;'SVE/;S“Z;T;C‘TQEE(U”“/ number for any purpose other than the purpose for which a sle Data i [Mechanisms ex'\'sl to Ilmwldthte tolle;l/\ondretew:ng( Pprocess‘\rr\-’g tst[arag;e‘
asonable Data Privacy g} sharing, updating and/or disposal of Personal Data
10063} ited activities Functional Subset Of PREOLLlaccording to reasonable consumer expectations for what is necessary and 10
proportionate.
|The profibitions in subsection (b) do not apply in the following circumstances Limiting Personal Data (PD) Mechanisms exist to limit the disclosure of Personal Data (PD) to authorized
10(c) ited activities Functional Subset Of Disclosures PRIOL7 | rties for the sole purpose for which the PD was obtaine 10
[The disclosure of social security numbers to agents, employees, contractors, or
subcontractors of a governmental entity or disclosure by a governmental entity
lto another governmental entity or its agents, employees, contractors, or
subcontractors if disclosure is necessary in order for the entity to perform its
duties and responsibilities; and, if disclosing to a contractor or subcontractor,
prior to such disclosure, the govermnmental entity must fist receive from the Limiting Personal Data (PD) IMechanisms exist to limit the disclosure of Personal Data (PD) to authorized
10001 Prohibited activities 9 - Functional Subset Of 9 PRI-0L7 10
@ contractor o subcontractora copyof the contactors o subcontractors ol Disciosures artios for the sole purpose for which the PD wa abtained
lentity to protect an individual's social security number will be achieved
el ch=ciosure of socfal security numbers pursuant to a court order, warran, or Limiting Personal Data (PD) Mechanisms exist to limit the disclosure of Personal Data (PD) to authorized
i subpoena. X
100 ited activities P Functional Subset Of Disclosures PRIOL7 | ties for the sole purpose for which the PD was obtained 10
[The collection, use, or disclosure of social security numbers In order to ensure
lthe safety of: State and local government employees; persons committed to
correctional facilities, local jails, and other law-enforcement facilities or retention IMechanisms exist to limit the collection, receiving, processing, storage,
lcenters; wards of the State; youth in care as defined in Section 4d of the Children Reasonable Data Privacy } ltransmission, sharing, updating and/or disposal of Personal Data (PD)
106G Prohibited activities oG Family Services Act, and all persons working in or visiting a State or local Functional Subset Of Practices PREOLIL o cording to reasonable consumer expectations for what is necessary and 10
lgovernment agency facility. proportionate.
[T cofeciion. use.ar dlclosue ofsocal secury numbersfor iernal Vechanisms exist o It e colecion, recsivng, rocessing Storage
|verification or administrative purposes. Reasonable Data Privacy ltransmission, sharing, updating and/or disposal of Personal Data (PD)
10(c)4) Functional Subset Of PRIOLI1 1 cording to reasonable consumer expectations for what is ne(essary and 10
proportionate.
[The disclosure of social security numbers by a State agency to any entity for the
(collection of delinguent child support or of any State debt or to a governmental Limiting Personal Data (°D) Mechanisms exist to limit the disclosure of Personal Data (PD) to authorized
10015) oency to asciet with aninvestiomtion or the prevention of fraud Functional | Subset Of person PRioL7  [Mechanisms existto it the disclosure of persone) Dete 10
[The collection or use of social security numbers to investigate or prevent fraud,
lto conduct background checks, to collect a debt, to obtain a credit report from a
consumer reporting agency under the federal Fair Credit Reporting Act, to IMechanisms exist to limit the collection, receiving, processing, storage,
undertake any permissible purpose that is enumerated under the federal Reasonable Data Privacy ltransmission, sharing, updating and/or disposal of Personal Data (PD)
0()(6) Prohibited activities Functional Subset Of PRI-01.11 10
B (Gramm-Leach-Bliley Act, or to locate a missing person, a lost relative, or a Practices laccording to reasonable consumer expectations for what is necessary and
Iperson who is due a benefit, such as a pension benefit or an unclaimed property proportionate.
benefit.
i any State or local government agency has adopted standards for the collection,
i o ool o e Sicer von e s st o i s cotecton, i rcesi,
] Reasonable Data Privacy } ltransmission, sharing, updating and/or disposal of Personal Data (PD)
100) Prohibited activities  [then, in the event of any conflict with the provisions of this Act, the stricter Functional Subset Of e Data BRI 1L e o o op ettt o it e o P2 and 10
Istandards adopted by the State or local government agency shall conrol.
proportionate.
Notutratanding any lher provision of ths ACt o the Cortrary a perso o State
or local government agency must comply with the provisions of any other State
|aw with respect o allowing the publlc Inspaction and capying cf infarmation or
documents containing all or any portion of an individual's social security number. )
s Publicinspection and |\ GerZin or State or ocalgovernment agency mus redact sodal secury Fonctional | Inersects it | Setutory. Regulatory & | cpy g Mechanisms exit o fciltate the denticaion and implementation of 5
copying of documents [ B O formation or documants pefore alowing the public ontractual Compliance relevant statutory, regulatory and contractual controls.
inspection or copying of the information or documents
20 Applicability [See FDE for details. Functional | No Relationship N/A N/A N/A 0 NojppiicatisisChcontcl
I a federal law takes effect requiring any federal agency to establish a national
. ; lunique patient health identifier program. any State or local government agency Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
2 Compliance with federal law hat complies with the federal law shall be deemed to be in compliance with this |  Functional | Intersects With | - S0P JOOEER e | cpuon  [RCRERR ot T 20120 and contractual controle, s
Beginning December 31, 2008, no person or State or local government agency No appiicable SCF control
Imay encode or embed a social security number in o on a card or document,
30 Embedded social security fincluding, but not imited to, using a bar code, chip, magnetic strip, RFID Functional | No Relationship ey ey ey u
numbers ltechnology, or other technology, in place of removing the social security number
as required by this Act
Tdentiyrotection polcy; (WA — No appiicable SCF control
35 A Functional | No Relationship NA NA NA 0
Fsch local overment agency must vt and sperove an denty proection oG Secart
ublishing Security,
Ientiy-protection polcy; within 12 months after the effective date of this Act. The policy must do 02 |[Mechanisms exist to establish, maintain and disseminate policies, standards
350 L Poeinmens " [l of the alowing: Functional | Intersects With | - Compliance & Resilience | - GOV-02 |, procedures necessary for secure, compliant and resilient capabllities. s
Documentation
- identify this Act. )
35000 Identity-protection policy: Functional | Intersects with | Statutory, Regulatory & | o o1 [Mechanisms exist to facilitate the identification and implementation of 5
local government Contractual Compliance relevant statutory, regulatory and contractual controls.
Require all employees of the local government agency identified as having
laccess to social security numbers in the course of performing their duties to be
Henty potcton plc ltrained to protect the confidentiality of social security numbers. Training should Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
35(a)(2) ol government. "+ [include instructions on the proper handling of information that contains social Functional | Intersects With |~ Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 5
lsecurity numbers from the time of collection through the destruction of the Processing handling requirements.
information.
) [Direct that only employees who are required to use or handie information or
I5003) Identity-protection policy; |gocaments that contain social secarity numbers have atcess o such information | Functional | Intersects With Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibiltes for all 5
local government  |or dacumente Responsibilities personnel
dentity-protection poticy, |ReUITE that social security numbers requested from an indvidual be provided in o 0 2001y dot . - ated imformat
35(a)(4) entity-protection policy: |a manner that makes the Social security number easily redacted i required to be | Functional | Intersects With | Masking Displayed Data | DCH-03.2  [eShanisms exist to apply data masking to sensitive/regulated information 5
local government |released as part of a public records request. at is displayed or printed.
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Require that, when collecting a social security number or upon request by the
individual, a statement of the purpose or purposes for which the agency is
collecting and using the social security number be provide
IMechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon first interacting with an organization and subsequently as necessaryi(2)
Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
Wentiy-protection polcy; y (3) Contain all necessary notice-related criteria required by applicable
35(2)(5) al government Functional | Intersects With Data Privacy Notice PRI02 |Ghatutory, regulatory and contractual obligations;(4) Define the scope of PD. 5
processing activities, including the geographic locations and third-party
reciients that process the P witin the scope of the data privacy notice;(5)
Periodically, review and update the content of the privacy notice
nccessany: and(6) Retain prior versions of the privacy notice, in accordance
lwith data retention requirements.
[Each local government agency must file  written Copy of its privacy policy with
lthe governing board of the unit of local government within 30 days after
lapproval of the policy. Each local government agency must advise its employees
lof the existence of the policy and make a copy of the policy available to each of
its employees, and must also make its privacy policy available to any member of N N - ‘
. . |the public, upon request. If a local government agency amends its privacy Mechanisms exist to submit status reporting of the organization's security,
35(0) 'de"‘t;t()’ar;‘;?:f;“;"e‘:“i“cy' Ipolicy, then that agency must file a written copy of the amended policy with the |  Functional | Intersects With R:Sﬁ“:;:‘ef'sct‘a’;:g'::;:rfng GOV-17  [compliance and/or resilience program to applicable statutory and/or 3
ntity and must also advise its employees of the existence of the regulatory authorities, as required.
lamended policy and make a copy of the amended policy available to each of its
lemployees
[Each local government agency must implement the components of its identity-
. protection policy that are necessary to meet the requirements of this Act within Operationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize
35(c) 'de"‘t:g’a'l"";t‘f:fr“‘;"e‘;‘:““/' 112 months after the date the identity-protection policy is approved. This Functional Subset Of Compliance & Resilience GOV-15  [security, compliance and resilience practices for each Technology Asset, 10
9 subsection (c) shall not affect the requirements of Section 10 of this Act. Capabiities [Application andior Service (TAAS) under their control.
- iGentity.prgtection policy; WA e rmeem— m mn I o No appiicable SCF control
[Each State agency must draft and approve an identity-protection policy within 12 ouening Secort
) ublishing Security,
Identity-protection policy; |months after the effective date of this Act. The policy must do all of the y [Mechanisms exist to establish, maintain and disseminate policies, standards
376) State following: Functional | Intersects With | - Compliance &Resilience | GOV-02 lon procedures necessary for secure, compliant and resilient capabiltes. s
ocumentation
Identity-protection policy; | CoiY this Act Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
ity ; .
3@ State Functional | Intersects With | - Contractual Compliance |~ "1 frelevant statutory, regulatory and contractual controls. s
Require all employees of the State agency identified as having access to social
security numbers in the course of performing their duties to be trained to protect
Igentity-protection polcy; " confidentiaity of socil security numbers. Traning should include Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
37(a)(2) P te " PN linstructions on prnper handling of information that contains social st Functional | Intersects With Storage, Handling SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 5
umbers from the fime of collection through the destruction of the information Processing handling requirements.
[Direct that only employees who are required to use or handle infor
370)3) Identity-protection policy: [Gocumants thek contain social dacurity mumbers hava atebss to suen miormation | Functional | intersects with Defined Roles & HRs.03  |Mechanisms exist to define cybersecurity roles & responsibiltes for all s
State o ocumente Responsibilities personnel
" [Require that social security numbers requested from an individual be placed in a
370)8) Identityprotection POy |manner that makes the soia Securty number easly redacted I equied b6 | Functional | Intrsects With | Masking Displayed Data | DCH03.2  [EChanismS exist o apply data masking to senitveregulated information s
ate released as part of a public records request at is displayed or printet
[Require that, when collecting a social security number or upon request by the
individual, a statement of the purpose or purposes for which the agency is
collecting and using the social security number be provide
IMechanisms exist to:(1) Make data privacy notice(s) available to individuals
lupon frst interacting with an organization and subsequently as necessary;(2)
Ensure that data privacy nofices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
Identity-protection policy: y (3) Contain all necessary notice-related criteria required by applicable
37(2)(5) State Functional | Intersects With Data Privacy Notice PRI02 \atutory, regulatory and contractual obligations;(4) Define the scope of PD s
processing activities, including the geographic locations and third-party
recipients that process the PD within the scope of the data privacy notice;(5)
Periodically, review and update the content of the privacy notice, as
necessary; and(6) Retain prior versions of the privacy notice, in accordance
|with data retention requirements.
. [Each State agency must provide a copy of its identity-protection policy to the [Mechanisms exist to submit status reporting of the organization's security,
37(0) Identity-protection policy; |Social Security Number Protection Task Force within 30 days ater the approval | Functional | Intersects With | , Securiy, Compliance & | oy 17 andlor resilience program to applicable statutory and/or 5
lof the policy. porting Iregulatory authorities, as require
[Each State agency must implement the components of fts identity-protection
’ jolicy that are necessary to meet the requirements of this Act within 12 months Operationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize
37(0) Identity-protection policy; lafter the date the identity.protection policy is approved. This subsection (c) shall|  Fynctional Subset O Compliance & Resilience’ | GOV-15  [security, compliance and resilience practices for each Technology Asset, 10
not affect the requirements of Section 10 of this Act. Capabilities |Application and/or Service (TAAS) under their control.
o el branch and clerks offSee FDE fo detal ) | R A A A o No applicable SCF cantrol
a5 Violation [See FDE for details. Functional | No Relationship N/A N/A N/A 0 [ EE? ]
50 Home rule [See FDE for details. Functional | No Relationship N/A N/A N/A 0 [ EE? G
55 N/A See FDE for detals Functional | No Relationship N/A N/A N/A 0 [ EEr @]
(Amendatory provisions; [N/A No applicable SCF control
9% o Functional | No Relationship N/A NA NA o

Secure Controls Framework (SCF)

20f2



	IL - IPA

