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1 Short title [See FDE for details. Functional | No Relationship N/A N/A N/A 0 [PEEEEE? ]
5 Definitions [See FDE for details. Functional | No Relationship N/A N/A N/A 0 [PEEEEE? ]
Notice of breach; notice to [V/A - No applicable SCF control
10 o preach; not Functional | No Relationship /A NA NA 0
[Any data collector that owns or licenses personal information concerning an
Ilinois resident shall notify the resident at no charge that there has been a
breach of the security of the system data following discovery or notification of
lthe breach. The disclosure notification shall be made in the most expedient time
lpossible and without unreasonabe delay, consistent with any measures
necessary to determine the scope of the breach and restore the reasonable
o Notice of breach;notice o [egriy, secury, andcontidentaity of the data system. The Gsciosure runctional | subsetor | ImedentStakshouder | oo Mechanisms exist o imelyreport ncidents o anpicabie ) incemal o
Attorney General  |notification to an ilinois resident shall include, but need not be limited to, lauthorities. v
information as follows:
IThe notification shall not, however, include information concerning the number of
Ilinois residents affected by the breach.
[With respect to personal information as defined in Section 5 in paragraph (1) of - oo meients © apptcanie 1) miarmal
e ion o roeraanal Infonaaciat: echanisms exist o tmelyreport incidents (0 appicable (1) Interna
10(a)(1) Notice of breach; notice to Functional Subset Of Incident Stakeholder 1RO-10 Affected clients & th and(3) Regulatory 10
Y lauthorities.
[the toll-free numbers and addresses for consumer reporting agencies; o R Cincidens o sppicale 1) iena
echanisms exist o timelyreport ncdents to applca
10)(1)A) Notice of breach; notice to Functional Subset Of Incident Stakeholder 1RO-10 Affected clients & i) Regulacory 10
Y 9 lauthorities.
[(he toll-free number, address, and website address for the Federal Trade e oo meients © apptcaniet 1) miarmat
Commission; and echanisms exist o tmelyreport ncdents to pplca nternal
10(@)(1)(8) N earmey canara © © Functional Subset Of Incident Stekeholder 1RO-10 ‘Affected clients & third and(3) Regulatory 10
Y porting lauthorites.
3 statement that the individual can obtain information from these sources about e oo TR
[raud alerts and security freezes. echanisms exist to timely-report incidents to applicable:(1) Interna
10(@)(1(0) Notice of breach; notice to Y Functional Subset Of Incident Stakeholder 1RO-10 Affected clients & third-parties; and(3) Regulatory 10
Y lauthorities.
[With respect to personal information defined in Section 5 In paragraph (2) of the
definition of "personal information”, notice may be provided in electronic or other|
fform directing the lllinois resident whose personal information has been
breached to promptly change his or her user name or password and security Mechanisms exist o tmelyreport ncdents (0 applicable (1 internal
10()(2) Notice of breach; notice t0 |question or answer, as applicable, o to take other steps appropriate o protect Functional Subset Of Incident Stakeholder 1RO-10 ‘Affected clients & third and(3) Regulatory 10
ttorney General jall online accounts for which the resident uses the same user name or email eporting lauthorities.
address and password or security question and answer.
[Any data collector that maintains or stores, Ut does not own or license,
computerized data that includes personal information that the data collector
does not own or license shall notify the owner or licensee of the information of
any breach of the security of the data immediately following discovery, if the
personal information was, or is reasonably believed to have been, acquired by an
n. In addition to providing such notification to the owner or
licensee, the data collector shall cooperate with the owner or licensee in matters
relating to the breach. That cooperation shall include, but need not be limited to,
(i) informing the owner or licensee of the breach, including giving notice of the
Notice of breach; notice to [date or approximate date of the breach and the nature of the breach, and (ii) Incident Stakeholder g Mechanisms exist to timely.report '"f‘de'“s 5o pplicabie:(l) Inkemal
100) Functional Subset Of 1RO-10 ) Affected clients & and(3) Regulatory 10
Attorney General [informing the owner or licensee of any steps the data collector has taken or plans
lauthorites.
o take relating to the breach. The data collector's cooperation shall not,
nowever, be deemed to require either the disclosure of confidential business
information or trade secrets or the notification of an lllinos resident who may
have been affected by the breach.
[The notification to an llinois resident required by subsection (a) of this Section
Imay be delayed if an appropriate law enforcement agency determines that
notification wil ere with a criminal investigation and provides the data prechanisms exst o timely-eport incidentsto appicable(1 internal
10(6-5) N"“‘:l;’gr:':fg;‘n’é‘:sfe 1 | ollector with a written request for the delay. However, the data collector must Functional Subset Of '”“dep{‘e‘sgft‘l‘:g"""’” IRO-10 ) Affected clients & thi and(3) Regulatory 10
Inotify the llinois resident as soon as notification will no longer interfere with the lauthorities.
investigation.
For purposes of this Section, notice to consumers may be provided by one of the e oo T ——
following methods: echanisms exstto timely report incidents to applicable:(1) Interna
100 Notice of breach; notice to Functional Subset Of Incident Stakeholder 1RO-10 fected clients &  and(3) Regulatory 10
Y lauthorities.
[ riteen notice: Mech, t to timel, tincidents to applicable:(1) nternal
echanisms exist o tmelyreport incidents (0 appicable (1) interna
1060)(1) Notice of breach; notice to Functional Subset Of Incident Stakeholder 1RO-10 Affected clients and(3) Regulatory 10
Y lauthorities.
electronic notice, I the notice provided is consistent with the provisions e o Gty report meidents o apptcabIe 1) miarmal
Notice of breach: notice to |regarding electronic records and signatures for notices legally required to be in Incident Stakeholder echanisms exist to imelyreport ncidents to appicabie() nterna
10(c)(2) ‘Attorney General |writing as set forth in Section 7001 of Title 15 of the United States Code; or Functional Subset Of Reporting IRO-10 keho Affected clients & and(3) Regulatory 10
lauthorites.
Substitute notice, if the data collector demonstrates that the cost of providing
Inotice would exceed $250,000 or that the affected class of subject persons to be
Inotified exceeds 500,000, or the data collector does not have sufficient contact
information. Substitite notice shall consist of all of the following: (i) email notice
f the data collector has an email address for the subject persons;
conspicuous posting of the notice on the data collector's web site page if the
1006 Noticeof breach; ntice to |datacollector malntains ane; and (i) noicaton to majr statewide media o, | Incident Stakeholder echaniems exist o tmely-report incidents to 2pplicablei(l) internal
unctional Subset Of 1RO-10 ) Affected clients & and(3) Regulatory 10
Attorney General  [the breach impacts residents in one geographic area, to prominent local m [lakenowe
areas where affected indiiduals are I kely t reside f Suéh notice s reasonably -
calculated to give actual notice to persons whom notice is required.
Notwithstanding any other subsection in this Section, a data collector that
Imaintains its own notification procedures as part of an information security policy|
for the treatment of personal information and is otherwise consistent with the
Kiming requirements of this Act, shall be deemed in compliance with the echanisms exist o tmelyreport ncdents to appcable (1 interna
10(d) Notice of breach; notice to |norification requirements of this Section if the data collector notifies subject Functional Subset Of Incident Stakeholder IRO-10 ‘Affected clients & thi and(3) Regulatory 10
ttorney General lpersons in accordance with its policies in the event of a breach of the security of eporting lauthorities.
lthe system data
Notice of breach; notice to [This subsection does not apply to data collectors that are covered entities or - o applicable SCF control
10(e)1) Attorney General __|business associates and are in compliance with Section 50. unsiiaiel] | (o ReEfisilly R (R 0 0
[Any data collector required to Tssue notice pursuant to this Section to more than
500 Ilinois residents as a result of a single breach of the security system shall
provide notice to the Attorney General of the breach, including:
Such notification must be made in the most expedient time possible and without
lunreasonable delay but in no event later than when the data collector provides
Inotice to consumers pursuant to this Section. If the date of the breach is
lunknown at the time the notice is sent to the Attorney General, the data collector|
lshall send the Attorney General the date of the breach as soon as possible. Mecharisms it totimely.repot incidets to applicabe(1) nernal
10(e)(2) Notice of breach; notice to Jypon receiving notification from a data collector of a breach of personal Functional Subset Of Incident Stakeholder IRO-10 ) Affected clients & ; and(3) Regulatory 10
Attorney General linformation, the Attorney General may publish the name of the data collector Buthorities.
lthat suffered the breach, the types of personal information compromised in the
breach, and the date range of the breach.(Source: P.A. 100-201, eff. 8-18-17;
101-343, eff. 1-1-20)
IA description of the nature of the breach of securlty or Unauthorized acquisition e sl ety g ettt sl 1) e
or use. echanisms exist o tmelyreport incidents (0 appcable (1) terna
10(e)2)(A) Notice of breach; nofice to Functional Subset Of Incident Stakeholder 1RO-10 Affected clients and(3) Regulatory 10
Y lauthorities.
[The number of llinois residents affected by such incident at the time of » - U
notification exist to incidents to applicable:(1) Internal
10(e)(2)(®) Notice of breach; nofice to Functional Subset O Incident Stakeholder 1RO-10 ‘Affected clients & third-parties; and(3) Regulatory 10
Y porting lauthorities.
[Any steps the data collector has taken or plans to take relating to the incident. » - P
exist to incidents to applicable:(1) Internal
10(e)(2)(C) Notice of breach; nofice to Functional Subset Of Incident Stakeholder IRO-10 ‘Affected clients & third-parties; and(3) Regulatory 10
Y lauthorities.
o Notice of breach; State | N/A T | DRI A A VA 5 INo applicable SCF control
[Any State agency that collects personal Information concerning an llinols
resident shall notify the resident at no charge that there has been a breach of
lthe security of the system data or written material following discovery o
Inotification of the breach. The disclosure notification shall be made in the most
lexpedient time possible and without unreasonable delay, consistent with any
Imeasures necessary to determine the scope of the breach and restore the y .
. Notice of breach; State [oasonatie Itearty, securiy, and contdentalty o tne data syetam. The runctonst | subsetor | Icident Stakehoider | g 1o [HSchamm it to melyreport incidents to appicable () iterna o
agency disclosure notification to an llinois resident shall include, but need not be limited Reporting thorit gulatory
lto information as follows: [puthorities.
[The notification shall not, however, include information concerning the number of|
llinois residents affected by the breach.
[With respect to personal Information defined I Section 5 In paragraph (1) of the - 10 tmey reporncident 0 splcabie ) merna
: definition of "personal information’ echanisms exist to timely-report incidents to applicable:(1) Interna
12(a)1) Nofice of breach; State P Functional Subset Of Incident Stakeholder IRO-10 ffected clients & and(3) Regulatory 10
gency. porting lauthorities.
fthe toll-free numbers and addresses for consumer reporting agencies; - 10 tmey reporncident 0 sl 1) erna
. echanisms exist to timely-report incidents to applicable:(1) Interna
12)()0) Nofice of breach; State Functional Subset Of Incident Stakeholder IRO-10 ffected clients & and(3) Regulatory 10
gency porting lauthorities.
fhe toll-free number, address, and website_address for the Federal Trade - 10 tmey reporncident 0ol 1) rna
: ommission; and echanisms exit to timely repot ncidnts to appicabl(1) nterna
12(a)(1)() Notice of breach; State Functional Subset Of Incident Stakeholder IRO-10 ‘Affected clients & ind(3) Regulatory 10
lauthorities
3 statement that the individual can obtain information from these sources about - 10 tmey reporncident 0 sl 1) merna
. firaud alerts and security freezes. echanisms exist to timely-report incidents to applicable:(1) Interna
12(a)(L)iii) Notice °;;’e’i§;" State v Functional Subset Of '”“dek";fo‘ft‘l‘:g“'de' IRO-10 ffected clients & and(3) Regulatory 10
lauthorities
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IWith respect to personal defined in Section 5 in paragraph (2) of
e erion o personal Inormation aotice may be provided in Sechronn or
other form directing the llinois resident whose personal information has been
) breached to promptly change his or her user name or password and security Mechanisms exist to timely.report incidents to applcable:(1) nternal
12)2) Notice of breach; State  |qestion or answer, as applicable, or to take other steps appropriate to protect Functional Subset Of Incident Stakeholder 1RO-10 Affected clients &  and(3) Regulatory 10
jall online accounts for which the resident uses the same user name or email orting lauthorities.
address and password or security question and answer.
[The notification to an linois resident required by subsection (a) of this Section
may be delayed it an appropriste aw enorcement agency determines that
. tifcation wilnertere with acriminal ivestgation and provides the Sate pechanisms exist o timelyeport incidentsto appicable(1 nternal
12(a-5) Notice of breach; State | o) with a e request for the delay. However, the State agency m Functional Subset OF Incident Stakeholder IRO-10 ‘Affected clients & and(3) Regulatory 10
oty the linas recident ¢ soon a6 notifcation wi Ao lenger tarfrd with the lauthorities.
investigation
FFor purposes of this Section, notice to residents may be provided by one of the e 1o ey reportncident sl 1) meme
’ following methods echanisms exist o timely.report incidents (0 appicable (1) Interna
12(b) Notice of breach: State o Functional Subset Of ncident Stakeholder 1RO-10 Affected clients & thi and(3) Regulatory 10
gency porting lauthorities.
|oriten netice: Mech, t o timely-report incidents to applicable:(1) Internal
: echanisms exstto timely.report incidents to applicable:() Interna
12(0)(1) Natice of breach; State Functional Subset Of Incident Stakeholder IRO-10 ‘Affected clients & thi : and(3) Regulatory 10
lauthorites.
electronic notice, if the notice provided is consistent with the provisions - 10 tmeyreportncident sl ) meme
Notice of breach; State |egarding electronic records and signatures for notices legally required to be in Incident Stakeholder echanisms exis to timely.repart incidents to applica
12(0)(2) lwriting e set forth in Section 7001 of Title 15 of the United States Code; or Functional Subset Of oken RO10  ftakeno Affected clients & 6 Reguiatory. 10
lauthorites.
[substitute notice, If the State agency demonstrates that the cost of providing
Inotice would exceed $250,000 or that the affected class of subject persons to be Wechanisms et totmel.reprt ncdents o applicable (1) ieral
1203 Notice of breach; State  |notified exceeds 500,000, or the State agency does not have sufficient contact Functional Subset O Incident Stakeholder RO-10 frected dhents & thirdp ) Rég:ﬂm,y 10
agency information. Substitute notice shall consist of all of the following Reporting ptakeholder
(@) email notice If the State agency has an email address for the subject persons; rectaisms et ol eport e o opicane 1) el
: fsms exist to timely.report inci i
12(0)3)) Notice of breach; State Functional Subset Of Incident Stakeholder 1RO-10 ‘Affected clients & and(3) Regulatory 10
9 lauthorities.
(1 conspicuous posting of the notice on the State agency's web site page If the e oo TR
’ State agency maintaing one; and echanisms exist o tmelyreport incidents (0 appicable (1) Interna
12(0)(3)(ii) Natice of breach; State gency Functional Subset Of Incident Stakenholder IRO-10 ‘Affected clients & third and(3) Regulatory 10
agency Reporting
lauthorites.
(i) notification to major statewide media o I ncidents to applcabie:D) et
’ echanisms exist o tmelyreport incidents (0 appicable (1) Interna
12(0)(3)(ii) Notice of breach; State Functional Subset Of Incident Stakeholder 1RO-10 Affected clients & third and(3) Regulatory 10
lauthorites.
Notwithstanding subsection (b), a State agency that maintains Its o
notifcation procedures as part of an information security palicy for the treatment
of personal information and is otherwise consistent with the timing requirements
1260 Notice of breach; State [of this Act shall be deemed in compliance with the notification requirements of Functional Subset Of Incident Stakeholder RO |nechaniems ex‘i:&;g;'é;"lgz'"f‘de"‘s to 5""";‘53’;";;‘:]";‘{;’"3' 10
Ithis Section if the State agency notifies subject persons in accordance with its Reporting Etnerine, g v
policies in the event of a breach of the security of the system data or written
material.
3 State agency 1s required to notify more than 1,000 persons of a breach of
security pursuant to this Section, the State agency shall also notify, without
lunreasonable delay, all consumer reporting agencies that compile and maintain
files on consumers on a nationwide basis, as defined by 15 U.S.C. Section bchonms et o ety epr ndns 0 oplae ) e
Notice of breach; State [L6B1a(p), of the timing, distribution, and content of the notices. Nothing in this Incident Stakeholder y-report i i
12(d) lsubsection (d) shall be construed to require the State agency to provide to the Functional Subset Of IRO-10 Affected clients & and(3) Regulatory 10
lconsumer reporting agency the names or other personal identifying information [authorities.
of breach notice recipients.
Notice to Attorney General. Any State agency that suffers a single breach of the
securiy of the data oncerning the personal informationof more thn 250 linos
residents shall provide notice to the Attorney General of the breach, including:
e o ation e b made wiin 45 4oy of the Stote aoency diecovery of
lthe security breach or when the State agency provides any notice to consumers
required by this Section, whichever is sooner, unless the State agency has good
cause for reasonable delay to determine the scope of the breach and restore the
iintegrity, security, and confidentiality of the data system, or when law Mechanisms exist to timely-report incidents o applicablei(1) Internal
12(e) Notice of breach; State |enforcement requests in writing to withhold disclosure of some or all of the Functional Subset Of Incident Stakeholder IRO-10 ) Affected !henpls & third-p: pp and(3) Regulatory 10
agency required in the notification under this Section. If the date or Reporting Buthorities.
limeframe of the breach is unknown at the time the notice is sent to the Attorney
(General, the State agency shall send the Attorney General the date or timeframe
of the breach as soon as possible.
[The types of personal information compromised in the breach. e oo T ——
echanisms exstto timely.report incidents to applicable:() Interna
1260 Notice of breach; State Functional Subset Of Incident Stakeholder 1RO-10 fected clients & th  and(3) Regulatory 10
lauthorities.
[The number of llinois residents affected by such incident at the time of e oo T ——
notification. echanisms exist to tmelyreport incidents (0 appicable (1) iterna
12()8) Notice of breach; State Functional Subset Of Incident Stakeholder 1RO-10 Affected clients and(3) Regulatory 10
lauthorites.
[Any steps the State agency has taken or plans to take relating to notification of e o S~
lthe breach to consumars. echanisms exist to tmelyreport incdents (0 appicable (1) interna
12()(©) Notice of breach; State Functional Subset Of Incident Stakeholder 1RO-10 ) Affected clients & thi and(3) Regulatory 10
agency Reporting
lauthorities.
[The date and timeframe of the breach, If known at the time notification 15 e 10 tmey reportncident sl 1) erna
provided. echanisms exist to timely-report incidents to applicable:(1) Interna
12(e)0) Notice of breach; State Functional Subset Of Incident Stakeholder 1RO-10 ffected clients & th  and(3) Regulatory 10
lauthorites.
in addition to the report required by Section 25 of this Act, f the State agency
lthat suffers a breach determines the identity of the actor who perpetrated the
: breach, then the State agency shall report this information, within 5 days after Mechanisms exist to submit status reporting of the organization's security,
12(1) Notice of breach; State iy e termination, to the General Assembly, provided that such report would not |  Functional | Intersects With Ress‘fh(e“;!‘e{'sf‘a’m:':e”;;ﬁng GOV-17  [compliance and/or resilience program to applicable statutory and/or 5
lieopardize the security of llinois residents or compromise a security requiatory authorities, as required.
investigation.
IA State agency directly responsible to the Governor that has been subject to or
Ihas reason to believe it has been subject to a single breach of the security of the
data concerning the personal information of more than 250 llinois residents or
an instance of aggravated computer tampering, as defined in Section 17-53 of
lthe Criminal Code of 2012, shall notify the Office of the Chief Information
Security Officer of the lllinois Department of Innovation and Technology and the
lAttorney General regarding the breach or instance of aggravated computer
ltampering. The noti all be made without delay, but no later than 72 e . ) e
: hours following the discovery of the incident. echanisms exist to implement and govern processes and documentation to
12(9) otice of breach: Sta'  Ipon receiving notification of such incident, the Chief Information Security Functional Subset O e Foponse IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
(Officer shall without delay take necessary and reasonable actions to: [protection-related incidents.
[The Department of Innovation and Technology may agree to submit the reports
required in subsections (€) and () of this Section and in Section 25 in lieu of the
impacted agency
[assess the incident to determine the potential Impact on the overall Mechanisms exist to implement and govern processes and documentation to
12(9)() Notice of breach; State security, and availability of State of Illinois data and information Functional Subset Of Incident Response IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
Isystems; P lprotection-related incidents.
st The Securty ncident s contained (o mnimize addonal mpact and 15k Mechanisms exist to implement and govern processes and documentation o
12(g)(ii) Notice of breach; State o the State; Functional Subset O Incident Response 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P lprotection-related incidents.
lidentify the root cause of the incident; [Mechanisms exist to implement and govern processes and documentation to
12(g)ii) Nofice of breach; State Functional Subset O Incident Response 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
gency P lprotection-related incidents.
lprovide recommendations to the impacted State agency to assist with [Mechanisms exist to implement and govern processes and documentation o
12(g)(iv) Notice of breach; State leradicating the threat and removing and mitigating any vulnerabilities to reduce | Functional Subset Of Incident Response 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
lthe risk of further compromise; an perations rotection reiated mcidante,
[assist the impacted State agency in any necessary recovery efforts to ensure Mechanisms exist to implement and govern processes and documentation to
12()v) Notice of breach; State effective return to a state of normal operations. Functional Subset Of Incident Response IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P lprotection-related incidents.
[Upon receiving notification from a State agency of a breach of personal o applicable SCF control
information or from the Department of Innovation and Technology in lieu of the
Notice of breach: State | mpacted agency, the Attorney General may publish the name of the State
12(h) ooy agency that suffered the breach, the types of personal information compromised | Functional | No Relationship N/A NA NA 0
i the breach, and the date range of the breach.
15 Waiver [See FDE for details. Functional | No Relationship N/A N/A N/A 0 NoJspplicabigisChcontcl
20 Violation [See FDE for details. Functional | No Relationship N/A N/A N/A 0 NofsppiicabieisChconticl
[Any State agency that collects personal data and has had a breach of security of
lthe system data or written material shall submit a report within 5 business days
of the discovery or notification of the breach to the General Assembly listing the
breaches and outlining any corrective measures that have been taken to prevent
ffuture breaches of the security of the system data or written material. Any State Security, Comptiance & Mechanisms exist to submit status reporting of the organization's security,
25 Annual reporting [agency that has submitted a report under this Section shall submit an annual Functional | Intersects With ecurity, Compliance GOV-17  |compliance and/or resilience prcgram to applicable statutory andj/or 5
report listing all breaches of security of the system data or written materials and Resilience Status Reporting regutory authorities, as rea
lthe corrective measures that have been taken to prevent future breaches.
[Any State agency that collects personal data that is no longer needed or stored
) at the agency shall dispose of the personal data or written material it has IMechanisms exist to retain media and data in accordance with applicable
30 Safe disposal of information [Collected in such a manner a5 to eneure the security and confdentiality of the Functional SubsetOf | Media & Data Retention | DCH-18  [fechanisms existto retain mecia and data i oc PP 10
material.
Disposal of materials [NA INo applicable SCF control
containing personal ot
40 e Functional | No Relationship N/A NA NA 0
ral
79 Secton, “person” means: 3 naturat peron, a Corparatin, partnerhie, INo applicable SCF control
association, or other legal entity; a unit of local government or any agency,
Dc';:f;f“‘:gf ::;’:;IS ldepartment, division, bureau, board, commission, or committee thereof; or the
40(a) e Patoomal,  [state of llinois or any constitutional officer, agency, department, division, Functional | No Relationship N/A NA NA 0
ation; At bureau, board, commission, or committee therea.
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Disposal of materials _|A person must dispose of the materials containing personal information in a
Containing personal | manner that renders the personal information unreadable, unusable, and
40(b) information: Attorney _[undecipherable. Proper disposal methods include, but are. not limited to, the Functional | Intersects With | Information Disposal DCH-21  [Mechanisms exist to securely dispose of, destroy or erase information. 5
eneral [following:
Disposal of materials _|Paper documents containing personal information may be either redacted,
Containing personal |purned, pulverized, or shredded so that personal information cannot practicably
40(b)(1) information: Attorney |be read or reconstructed. Functional | Intersects With | Information Disposal DCH-21  [Mechanisms exist to securely dispose of, destroy or erase information. 5
neral
Disposal of materials _[EIectronic media and other non-paper media containing personal information
containing personal | May be destroyed or erased so that personal information cannot practicably be Mechanisms exist to securely dispose of media when it no longer required,
40(0)(2) information: Attorney |read or reconstructed. Functional | Intersects With | Physical Media Disposal DCH08 | et procedur 5
General
[Any person disposing of materials containing personal information may contract
with a third party to dispose of such materials in accordance with this Section.
o Lo 1< [Any third party that contracts with a person to dispose of materials containing
'59;’53 of "‘atﬂ”af lpersonal information must implement and monitor compliance with policies and
40(c) f;’" ﬁ‘"t‘"g D:('tSO”E lprocedures that prohibit unauthorized access to or acquisition of or use of Functional Intersects With Information Disposal DCH-21  [Mechanisms exist to securely dispose of, destroy or erase information. 5
Information; ) OMeY  Ipersonal information during the collection, transportation, and disposal of
neral Imaterials containing personal information.
[Any person, including but not limited to a third party referenced in subsection INo applicable SCF control
(©), who violates this Section is subject to a civil penalty of not more than $100
[for each individual with respect to whom personal information is disposed of in
|violation of this Section. A civil penalty may not, however, exceed $50,000 for
D-sntosa\ of ma&ena\ls leach instance of improper disposal of materials containing personal information.
containing personal  |The Attorney General may impose a civil penalty after notice to the person i
40(d y y imp penalty P Functional | No Relationshij NA N/A N/A o
(@) information; Attorney  [accused of violating this Section and an opportunity for that person to be heard D
eneral iin the matter. The Attorney General may file a civil action in the circuit court to
recover any penalty imposed under this Section.
Disposal of materials _|In addition to the authority to impose a civil penalty under subsection (d), the [No applicable SCF control
Containing personal  [Attorney General may bring an action in the circuit court to remedy a violation of S
40(e) information: Attorney _[this Section, seeking any appropriate relief, Functional | No Relationship NA NA NA o
neral
Disposal of materfals _|A financial institution under 15 U.5.C. 6801 et. seq. or any person subject to 15 [No applicable SCF control
5.C. 1681w is exempt from this Section.
0(f) Containing ":{f.f’,?fe'y s Functional | No Relationship NA NA NA o
General
as Data security IN/A Functional | No Relationship N/A N/A N/A 0 [ EE? G
[A data collector that owns or licenses, or maintains or stores but does not own or
icense, records that contain personal informion concerning an linos resident
lshall implement and maintain reasonable security measures to protect thost Security of Personal Data IMechanisms exist to ensure Personal Data (PD) is protected by logical and
45(a) Data security Fecords from unauthorized atcess, acquisition, dastroction, use, modification, or | Functional | Intersects With ¥ ot en PRI-0L6  |physical security safeguards that are sufficient and appropriately scoped to 8
disclosure. lprotect the confidentiality and integrity of the PD.
[A data collector that owns o licenses, or maintains or stores but does not own or
license records that ontoin personal information concerring an llnels resident Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy ’ ftransmission, sharing, updating and/or disposal of Personal Data (PD)
45(a) Data security records from unauthorized access, acquisition, destruction, use, modification, or | ~ Functional | Intersects With I PROL L eacanable consumer expectations for what 1 necessary and 8
disclosure.
lproportionate.
[A contract for the disclosure of personal information concerning an llinois
resident that is maintained by a data collector must include a provision requiring
lthe person to whom the information is disclosed to implement and maintain Adequate Security for Mechanisms exist to protect sensitive/regulated data that is collected,
45(b) Data security reasonable security measures to protect those records from unauthorized access,|  Functional | Intersects With | Sensitive / Regulated Data |  1A0-03.2  [developed, received, transmitted, used o stored in support of the 8
lacquisition, destruction, use, modification, or disclosure. In Support of Contracts lperformance of a contract.
[A contract for the disclosure of personal information concerning an llinois
resident that is maintained by a data collector must nclude a provision requiring
lthe person to whom the information is disclosed to implement and mainta Data Privacy Requirements IMechanisms exist to include data privacy requirements in contracts and
45(b) Data security reasonable security measures to protect those records from unauthorized access,|  Functional | Intersects With | for Contractors & Service |  PRI07.1  [other acquisition-related documents that establih data privacy roles and 8
lacquisition, destruction, use, modification, or disclosure. oviders responsibilities for contractors and service providers.
[ a state or federal law requires a data Collector to provide greater protection to [No applicable SCF control
records that contain personal information concerning an llinais resident that are
Imaintained by the data collector and the data collector is in compliance with the
45(0) Data security lprovisions of that state or federal law, the data collector shall be deemed to be in|  Functional | No Relationship NA N/A N/A o
lcompliance with the provisions of this Section
[A data collector that is subject to and in compliance with the standards [No applicable SCF control
lestablished pursuant to Section 501(b) of the Gramm-Leach-Bliley Act of 1999, §
45(d) Data security 5 U.5.C. Section 6801, shall be deemed to be in compliance with the provisions | Functional | No Relationship N/A NIA NIA o
of this Section.
[Any covered entity or business associate that is subject to and in compliance INo applicable SCF control
with the privacy and security standards for the protection of electronic health
information established pursuant to the federal Health Insurance Portability and
|Accountability Act of 1996 and the Health Information Technology for Economic
Entities subject to the [And Clinical Health Act shall be deemed to be in compliance with the provisions
federal Hoalth Insuramee _[of this Act, provided that any covered entity or business associate required to
50 Portability and lprovide notification of a breach to the Secretary of Health and Human Services Functional | No Relationship NA N/A N/A o
Accountabllity Act of 1996 [PUrsuant to the Health Information Technology for Economic and Clinical Health
|Act also provides such notification to the Attorney General within 5 business days
of notifying the Secretary.
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