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Strength of
Relationship

INo applicable SCF control

Personal Information

responsibilities to maintain a safe and secure working environment.

17.01 Purpose and Scope Functional | No Relationship NA N/A N/A o
17.02 Definitions [See FDE for details. Functional | No Relationship N/A N/A N/A 0 [PEEEEEE? ]
Duty to Protectand WA [No applicable SCF control
17.03 Standards for Protecting Functional | No Relationship NA N/A NA o
Personal Information
[Every person that owns or licenses personal information about a resident of the
ICommonwealth shall develop, implement, and maintain a comprehensive
information security program that is written in one or more readily accessible
Duty to protect ang [P35 and contains administrative, technical, and physical safeguards that are
uty lappropriate to: Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
17.03(1) Standards for Protecting  Ihe safeguards contained in such program must be consistent with the Functional Subset Of | ¢ e program (SCRP) | GOV-01 o ediienes governance controls o comp 10
Personal Information |safequards for protection of personal information and information of a similar
character set forth in any state or federal regulations by which the person who
lowns or licenses such information may be regulated.
[Every person that owns or licenses personal information about a resident of the
ICommonwealth shall develop, implement, and maintain a comprehensive
information security program that is written in one or more readily accessible
Duty to protect ang P25 and contains administrative, technical, and physical safeguards that are Publishing Securit
i lappropriate to: e i Mechanisms exist to establish, maintain and disseminate policies, standards
17.03(1) standards for Protecting | he safeguards contained in such program must be consistent with the Functional | ntersects With | Compliance & Resifience | GOv-02 e eSS e e o and resiient capabiies 8
ersonal Information  lsafequards for protection of personal information and information of a similar ocumentation
character set forth in any state or federal regulations by which the person who
lowns or licenses such information may be regulated.
Duly to Protect and [t size, scope and ype of usiness o the person obigated to safeguard the
ersonal uch security program; Security, Compliance & y IMechanisms exist to facilitate the implementation of security, compliance
17.03000) standards for rotecting [P  prog Functional | subset OF | ¢ S Y progtam (scRP) | V0L g eSiience governance controls. 10
Duty to Protectand __[the amount of resources available to such person;
Security, Compliance & y IMechanisms exist to facilitate the implementation of security, compliance
17.03(1)(b) Standards for Protecting Functional Subset Of | pesilience Program (SCRP) | ®OV01  land resilience governance controls, 10
Duty to Protectand __[the amount of stored data; and
Security, Compliance & y IMechanisms exist to facilitate the implementation of security, compliance
17.03(0)(c} Standards for Protecting Functional Subset Of | pegilience Program (SCRP) | V01 land resilience governance controls. 0
Duty to Protectand __[the need for security and confidentiality of both consumer and empioyee
information. Security, Compliance & y IMechanisms exist to facilitate the implementation of security, compliance
17.03d) Standards for Protecting Functional Subset Of | pesilience Program (SCRP) | ®©V"01  land resilience governance controls, 10
Duty to Protectand | Without limiting the generality of the foregoing, every comprehensive
information security program shall include, but shall not be limited to Security, Compliance & y Mechanisms exist to facilitate the implementation of security, compliance
17.032) Standards for Protecting ¥ prog Functional Subset Of | pesilience Program (SCRP) | ©©V01  land resilience governance controls, 10
[Designating one or more employees to maintain the comprehensive information Mechariss exst to assign ane or more qualffed individusls with the mission
9 Pl Imaintain an enterprise- wide Security, Compliance & Resilience ngram
Personal Information Responsibilities s
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and [the security, C“"f‘de"t'am‘/i ar;d/ov integrity of an‘y electronic, paper or “”}‘f' Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize
17.03(2)(b) Standards for Protecting [fecords containing personal information, and evaluating and improving, where Functional Intersects With | Compliance & Resilience GOV-15 [security, compliance and resilience practices for each Technology Asset, 5
Personal Information [1ecessary, the effectiveness of the current safeguards for limiting such risks, Capabilities |Application and/or Service (TAAS) under their control.
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and  [the securlty, confidentiaiity, andor integrity of any electronic, paper or other IMechanisms exist to compel data and/or process owners to select required
17.03(2)(b) Standards for Protecting [fecords containing personal information, and evaluating ai oving, where Functional Intersects With Select Controls GOV-15.1 [security, compliance and resilience controls for each Technology Asset, 5
Personal Information [1ecessary, the effectiveness of the current safeguards for imitng sue sk, |Application and/or Service (TAAS) under their control.
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and  [the security, confidentiaiity, andor integrity of any electronic, paper or other IMechanisms exist to compel data and/or process owners to implement
17.03(2)(b) Standards for Protecting ~[fécords containing personal information, and evaluating and improving, where Functional Intersects With Implement Controls GOV-15.2  |required security, compliance and resilience controls for each Technology 5
Personal Information [Necessary, the effectiveness of the current safeguards for limiting such risks, |asset, Application and/or Service (TAAS) under their control
including but not limited to:
identifying and assessing reasonably foreseeable internal and external rsks to
Duty to Protectand [the security, confidentiality, and/or integrity of any electronic, paper or other Mechanisms exist o compel data andjor process owners to assess if required
17.03(2)(b) Standards for Protecting ~[feCords containing personal information, and evaluating and improving, where Functional | Intersects With Assess Controls Gov-15.3 [security, compliance and resilience controls for each Technology Asset, 5
() e oot Inecessary, the effectiveness of the current safeguards for limiting such risks, unet ! |Application and/or Service (TAAS) under their control are:(1) Implemented
including but not limited to: [correctly; and(2) Operating as intende
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and [the security, cunﬁdentlal\(yl ar;d/ov integrity of an‘y eleclrumc, paper or “[';f' Authorize Technology [Mechanisms exist to compel data and/or process owners to obtai
17.03(2)(b) Standards for Protecting [/ecords containing personal information, and evaluating ai oving, where Functional Intersects With | Assets, Applications and/or | GOV-15.4  |authorization for the producti ise of each Technology Asset, Application 5
Personal Information [1ecessary, the effectiveness of the current safeguards for imitng sue sk, Services (TAAS) Cndlor Service (TAAS) under their control
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to [Mechanisms exist to compel data and/or process owners to monitor
Duty to Protect and  [the security, confidentiality, and/or integrity of any electronic, paper or other [Technology Assets, Applications, Services and/or Data (TAASD) under their
17.03(2)(b) Standards for Protecting ~[fécords containing personal information, and evaluating and improving, where Functional Intersects With Monitor Controls GOV-15.5 |control on an ongoing basis for applicable threats and risks, as well as to 5
Personal Information [Necessary, the effectiveness of the current safeguards for limiting such risks, jensure securiy, compliance and resilience controls are operating as
including but not limited to: intende
identifying and assessing reasonably foreseeable internal and external rsks to
lthe security, confidentiality, and/or integrity of any electronic, paper or other
records containing personai information, and evaluating and improving, where IMechanisms exist to identify:(1) Assumptions affecting risk assessments, risk
Duty to Protectand  |necessary, the effectiveness of the current safeguards for limiting such risks, response and risk monitoring;(2) Constraints affecting risk assessments, risk
17.03(2)(b) Standards for Protecting _[including but not limited to: Functional | Intersects With Risk Framing RSK-01.1  |response and risk monitoring:(3) The organizational risk tolerance; and(4) 5
Personal Information Priorities, benefits and trade-offs considered by the organization for
managing risk.
identifying and assessing reasonably foreseeable internal and external risks to
lthe security, confidentiality, and/or integrity of any electronic, paper or other IMechanisms exist to categorize Technology Assets, Applications, Services
Duty to Protect and _|[ecOrds containing personai information, and evaluating and improving, where [and/or Data (TAASD) in accordance with applicable laws, regulations and
Inecessary, the effectiveness of the current safeguards for limiting such risks, Risk-Based Security g lcontractual obligations that:(1) Document the security categorization results
17.03(2)(b) e o rotacting linciuding but not limited to! Functional | Intersects With Categorization RSK02 lincluding supporting rationale) in the security plan for systems; and(2) 5
[Ensure the security categorization decision is reviewed and approved by the
lasset owner.
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and  [the security, confidentiality, and/or integrity of any electronic, paper or other e N evel for Technoloay A
17.03(2)(b) Standards for Protecting [records containing personal information, and evaluatin roving, where Functional | Intersects With | mpact-Level Prioritization | Rsk.02.1 |Mlechanisms exist to prioritize the impact level for Technology Assets, s
() o oot Inecessary, the effectiveness of the current safeguards for limiting such risks, v P izati |Applications and/or Services (TAAS) to prevent potential disruptions.
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and _[the security, confidentiality, and/or integrity of any electronic, paper or other
17.03(2)(b) Standards for Protecting [1€COrds containing personal information, and evaluating and improving, where Functional | Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external 5
Personal Information . |necessary, the effectiveness of the current safeguards for limiting such risks,
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protectand  [the security, confidentiality, and/or integrity of any electronic, paper or other IMechanisms exist to develop and keep current a catalog of applicable risks
17.03(2)(b) Standards for Protecting [1€COrds containing personal information, and evaluating and improving, where Functional | Intersects With Risk Catalog RSK-03.1 [associated with the organization's business operations and technologies in 5
Personal Information _|necessary, the effectiveness of the current safeguards for limiting such risks,
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protectand  [the security, confidentiality, and/or integrity of any electronic, paper or other Iechanisms exist to conduct recurring assessments ofrisk that includes the
17.03(2)(b) Standards for Protecting |records containing personal information, and evaluatin oving, where Functional | Intersects With Risk Assessment Rsk.o4  [ikelihood and magnitude of harm, from unauthorized access, use, disclosure| s
2)(0) o oot Inecessary, the effectiveness of the current safeguards for limiting such risks, u ldisruption, modification or destruction of the organization's Technology
including but not limited to: |Assets, Applications, Services and/or Data (TAASD).
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and _ [the security, confidentiality, and/or integrity of any electronic, paper or other
17.032)(b) Standards for Protecting |[cords containing personal information, and evaluating and improving, where Functional | Intersects With Risk Register Rokoa.  [Mechanisms exst o maintain  risk regster that faciitates moritoring and s
Personal Information | necessary, the effectiveness of the current safeguards for limiting such risks, reporting of risks.
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and _ [the security, confidentiality, and/or integrity of any electronic, paper or other e dentity and -~ v .
17.03(2)(b) Standards for Protecting [fCords containing personal information, and evaluating and improving, where Functional | Intersects With Risk Rankin Rsk-05  [Mechanisms exist to identify and assign a risk ranking to newly discovere 5
2)(0) o oot Inecessary, the effectiveness of the current safeguards for limiting such risks, u 9 lsecurity vulnerabilities that is based on industry-recognized practices.
including but not limited to:
identifying and assessing reasonably foreseeable internal and external rsks to
Duty to Protect and _ [the security, confidentiality, and/or integrity of any electronic, paper or other
17.03(2)(b) Standards for Protecting [1€COrds containing personal information, and evaluatin roving, where Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 5
Personal Information _|necessary, the effectiveness of the current safeguards for limiting such risks,
including but not limited to:
identifying and assessing reasonably foreseeable internal and external risks to -
Duty to Protect and _[the security, confidentiality, and/or integrity of any electronic, paper or other Mechanisms exist to maintain situationsal awareness of vulnersbiltes and
17.032)(b) Standards for Protecting [records containing personal information, and evaluating and improving, where Functional | Intersects With | Threat Intelligence Feeds |  THR.03  [EvoIVing threats by leveraging the knowledge of attacker tactics, techniques s
(2)(0) e oot Inecessary, the effectiveness of the current safeguards for limiting such risks, Y o land procedures to facilitate the implementation of preventative an
including but not limited to: ntrols,
identifying and assessing reasonably foreseeable internal and external risks to
Duty to Protect and _[the security, confidentiality, and/or integrity of any electronic, paper or other ech evelop and k. o6 of abplcats
17.03(2)(b) Standards for Protecting [feCords containing personal information, and evaluating and improving, where Functional | Intersects With Threat Catalo THR-9  [Mechanisms exist to develop and keep current a catalog of applicable 5
(2)(0) o oot Inecessary, the effectiveness of the current safeguards for limiting such risks, u 9 internal and external threats to the organization, both natural and manmade.
including but not limited to:
identifying and assessing reasonably foreseeable internal and external rsks to
Duty to Protect and _ [the security, confidentiality, and/or integrity of any electronic, paper or other ech enti v N :
17.03(2)(b) Standards for Protecting [1€COrds containing personal information, and evaluating and improving, where Functional | Intersects With Threat Analysis THR-10  [Mechanisms exist to identify, assess, prioritize and document the potentia 5
(2)(b) e oot Inecessary, the effectiveness of the current safeguards for limiting such risks, Y Vst impact(s) and likelihood(s) of applicable internal and external threats.
including but not limited to:
Duty to Protect and __[ongoing employee (including temporary and contract employee) training; Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate
17.032)(b)1 Standards for Protecting Functional | Intersects With |  Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 5
Personal Information Training relevant for their job function.
Duty to Protectand __|employee compliance with policies and procedures; and N
17.032)(0)2 Standards for Protecting Functional Subsetof | Human Resources Security | s 7 [Mechanisms exist o facltate the implementation of personnel security 10
Personal Information 9 g
lemployee compiiance with policies and procedures; and
Dty to Protect and IMechanisms exist to proactively govern the following personnel management
Onboarding, Transferring & y lactions:(1) Onboarding new personnel (e.q., new hires);(2) Transferring
17.03(2)(0)2 e o rotacting Functional | Intersects With | ™ otfpoarding personnel HRS-OL1 |oersonnel into new roles within the organization; and(3) Offboarding ®
lpersonnel (e.g., termination of employment)
Duty to Protectand __|employee compliance with policies and procedures; and
17.032)002 Standards for Protecting Functional | Intersects With Ocfined Roles & WRs.03  Mechanisms exit to define cybersecuriy roles & responsibilties for all 5
Personal Information esponsibllities personnel
Duty to Protectand __|employee compliance with policies and procedures; and
17.032)(0)2 Standards for Protecting Functional | Intersects With User Awareness HRs-03.1 [Mechanisms exist to communicate with users about their roles and 5
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Duty to Protect and

Imeans for detecting and preventing security system failures.

Security, Compliance &

Mechanisms exist to provide a security, compliance and resilience controls

Strength of
Relationship

17.03(2)(b)3 Standards for Protecting Functional | Intersects With Resilience Controls cpL02 - 5
ereanal Information loversight function that reports to the organization's executive leadership.
Duty to Protect a [means for detecting and preventing security system failures,
IMechanisms exist to review event logs on an ongoing basis and escalate
17.03(2)(b)3 standards for Protec(mg Functional | Intersects With | Security Event Monitoring | MON-01.8 5
Personal Information incidents in accordance with established timelines and procedures.
oty o Protect ang_|P2€10PING security policies for employees relating o the storage, access and publishing Securt
uty to Pra ransportation of records containing personal information outside of business ublishis urity, IMechanisms exist to establish, maintain and disseminate policies, standards
17.03(2)(c) Standards for Protecting  |premises. Functional Subset Of Compliance & Resilience GOV-02 " P g 10
Personal Information = || e atation land procedures necessary for secure, compliant and resilient capabilities.
Duty to Protectand __|mposing disciplinary measures for violations of the comprehensive information e . ailng & y with established
17.03(2)(d) Standards for Protecting ~[security program rules. Functional Subset Of Personnel Sanctions HRS-07 s:ccunat’y“S’S‘fj:f[st:nsja"f;;";‘n‘;erfg?:deurz's‘“9 0 comply with establishe 10
Personal Information P g P
[Preventing terminated employees from accessing records containing personal
Duty to protectand | IMechanisms exist to proactively govern the following personnel management|
Onboarding, Transferring & g lactions:(1) Onboarding new personnel (e.q., new hires);(2) Transferring
17.03(2)te) e o rotecting Functional Subset Of Offboarding Personnel HRS-0L.1 |0 rconnel into new roles within the organization; and(3) Offboarding 10
lpersonnel (e.g., termination of employment)
Duty to Protectand __|Preventing terminated employees from accessing records containing personal
17.03(2)(e) Standards for Protecting information. Functional Intersects With | Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 8
Personal Information
Duty to Protectand _[Oversee service providers, by:
17.032)() Standards for Protecting Functional SubsetOf | Third-Party Management |  TPM-01  [Miechanisms exist to facilitate the implementation of third-party 10
Imanagement controls.
Personal Information
[Taking reasonable steps to select and retain third-party service providers that
Duty to Protect and  |are capable of maintaining appropriate security measures to protect such Third-Party Risk IMechanisms exist to conduct a risk assessment prior to the acquisition or
17.032)(01 Standards for Protecting [bersonal information consistent with 201 CMR 17.00 and any applicable federal Functional | Intersects With | o JCNtarY Eor als | TPM-04.1 Joutsourcing of technology-related Technology Assets, Applications and/or 8
Personal Information  |regulations: and [services (TAAS)
[Requiring such third-party service providers by contract to implement and
Imaintain such appropriate security measures for personal information; provided,
lhowever, that until Marc 12, a contract a person has entered into with a
Duty to Protect and  [/rd P2ty service provider m“?erform services for sald person or functions on IMechanisms exist to require contractual requirements for applicable security,|
said person’s behalf satisfies the provisions of . even if the Third-Party Contract ’ |compliance and resilience requirements with third-parties, reflecting the
17.032)02 Standards for Protecting - |contract does not include a requirement that the third party service provider Functional | Intersects With Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 3
ersonal imaintain such uards, s long as said person entered into the land/or Data (TAASD)
lcontract no later than March 1, 2010.
Duty to Protectand __[Reasonable restrictions upon physical access to records containing personal
17.032)0) Standards for Protecting _[information, and storage of such records and data in locked faciliies, storage Functional subsetof | Sensitive / Regulated Data | oy ) 5 [Mechanisms exist to protect sensitive/regulated data wherever it is 10
Personal Information _|areas or containers. ction lprocessed andjor stored.
Duty to Protectand | csonabie restictions upon physical access to records cortaining personal lPhysical access control mechanisms exist to enforce physical access
information, and storage of such records and data in locked facilities, storage lauthorizations for all physical access points (including designated entry/exit
17.03(2)(g) standards fo Protecting - areas or containers. Functional | Intersects With |  Physical Access Control PES-03 ) to Tacities (excluding those areas within the faciity officially 8
|designated as publicly accessible)
[Regular monitoring to ensure that the comprehensive information security
Duty to Protectand [Prodram is operating in a manner reasonably calculated to prevent unauthorized Security, Compliance & .
17.03(2)(h) Standards for Protecting [3CCeSS to or unauthorized use of personal information; and upgrading Functional Subset Of Resilience Controls cpLoz  [Mechanisms exist to provide a security, compliance and resilience controls 10
Personal Information | Information safeguards as necessary to limit risks. Oversight loversight function that reports to the organization's executive leadership.
oty to Protect ang_[FEYEWinG the scope of the security measures ot [east annually or whenever cecurtty, Compiance &
uty to Protect an there is a material change in business practices that may reasonably implicate ecurity, Compliance [Mechanisms exist to provide a security, compliance and resilience controls
17.03(2)(i) Standards for Protecting |the security or integrity of records containing personal information. Functional Subset Of Resilience Controls CPL-02 L4 Yy, compl 10
e o protectin Y grity 9 p Svercignt loversight function that reports to the organization's executive leadership.
[Documenting responsive actions taken in connection with any incident invoiving
la breach of security, and mandatory post-incident review of events and actions . "
17.03(2)()) standards for Protecting - personal information. Functional | Intersects With Incident Tracking Repository|  1R0-00.3 [t 8 e e actions taken through incident 5
|closure; and(3) A summary from the Root Cause Analysis (RCAY), if applicable.
[Documenting responsive actions taken in connection with any incident invoiving
Duty to Protectand a breach of security, and mandatory post-incident review of events and actions Root Cause Analysis (RCA) Mechanisms exist to Incorporate lessons learned ffom analyzing a
17.03(2)()) Standards for Protecting |taken, if any, to make changes in business practices relating to protection of Functional | Intersects With o Lo et 1R013 [resolving cybersecurity and data protection incidents o reduce the ikelinood 5
Personal Information  |personal information. lor impact of future incidents.
[Every person that owns or licenses personal information about a resident of the
(Commonwealth and electronically stores or transmits such information shall
include in its written, comprehensive information security program the. Publishing Security,
Computer System Securt and of a security system covering its computer: ] y IMechanisms exist to establish, maintain and disseminate policies, standards
17.04 Requirements, including any witeless Systemn, that ot 5 minimam, and to the extent tachnically | Functional SubsetOf | Compliance & Resilience | GOV-02 |3 procedures necessary for secure, compliant and resilient capabilities. 10
Documentation
[feasible, shall have the following elements:
700 Computer System Securty [SeCUre user aUthenticaton protocols including Functional Subset Of Taeriity & Access Woo1 [lechanisms exist i facitate the mplementation of sntiication ana 0
Secure user ication protocols including: [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
17.04(1) Computer System Security Functional | Intersects with |AUthenticate, f““‘?”ze and| |Ac.01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 8
a [service Provider (ESP).
Computer System Security control of user [Ds and other idenfifers; Mechanisms exist to proactively govern account management of individual,
17.04(1)@) Requirements Functional Subset Of Account Management IAC15lgroup, system, service, application, guest and temporary accounts. o
[a reasonably secure method of assigning and selecting passwords, o Use of
Computer System Security [dniaue identifier technologies, such as biometrics or token devices; Mechanisms exst to:(1) Securely manage authenticators for users and
17.04(1)(b) Reauements Functional Subset Of | Authenticator Management |  IAC-10  |de nd(2) Ensure the strength of authentication is appropriate to the 10
af c\assmcauon of the data being accessed.
IControl of data security passwords to ensure that such passwords are kept in a [Mechanisms exist to protect authenticators commensurate with the
17.04(1)(c) C"'“P";ff;ufgl“egtssecunty llocation and/or format that does not compromise the security of the data they Functional Intersects With |Protection of Authenticators| IAC-10.5 [sensitivity of the information to which use of the authenticator permits 5
pprotect; Jaccess.
Computer System Security estricting access to active users and acive user accounts only; and IMechanisms exist to proactively govern account management of individual,
17.041)d) Requirements Functional Subset Of Account Management IAC15loroup, system, service, application, guest and temporary accounts. o
plocking access to user identification after multple unsuccessiul atempts to gain IMechanisms exist to enforce a limit for consecutive invalid login attempts by
Computer System Security [3ccess or the limitation placed on access for the particular system; . la user during an organization-defined time period and automatically locks
17.04(11e) Requirements Functional | Intersects With Account Lockout 1AC22 " ihe account when the maximum number of unsuccessful attempts is s
lexceeded
Computer System Security [Secure access control measures that: Identity & Access IMechanisms exist to facilitate the implementation of identification and
17.04(2) o Functional Subset Of Management (A tacor - (Nechar 10
[restrict access to records and files containing personal information to those who ech o enforce Role-Based Access Control (RBAC f
Ineed such information to perform their job duties; and ' echanisms exist to enforce Role-Based Access Contro or
17.04(2)(@) Computer System Securlty Functional | Intersects wich | Re1eBaseg fccess Control | 1ac.og  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 5
a laccess to individuals assigned specific roles with legitimate business needs.
[restrict access to records and files containing personal information to those who
Computer system ity Ineed such information to perform their job duties; and i IMechanisms exist to utilize the concept of least privilege, allowing only
17.04(2)(a) e e Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 8
af laccordance with organizational business functions.
[assign unique identifications plus passwords, which are not vendor suppiied
Computer System Security |default passwords, to each person with computer access, that are reasonably g [Mechanisms exist to proactively govern account management of individual,
17.04(2)(b) Requirements ldesigned to maintain the integrity of the security of the access controls; Functional | Intersects With | Account Management IAC-15 |, system, sarvice, application, guest and temparary accounts. 8
lassign unique dentifications plus passwords, which are not vendor suppiied
Computer System Security [default passwords, to each person with computer access, that are reasonably [Mechanisms exist to:(1) Securely manage authenticators for users and
17.04(2)(b) Requitements ldesigned to maintain the integrity of the security of the access controls; Functional | Intersects With | Authenticator Management |  IAC-10  [devices; and(2) Ensure the strength of authentication is appropriate to the 8
[classification of the data being accessed
lassign unique dentifications plus passwords, which are not vendor suppiied
Computer System Securi default passwords, to each person with computer access, that are reasonably IMechanisms exist to ensure default authenticators are changed as part of
17.04(2)(b) P Requ et 4™ | designed to maintain the integrity of the security of the access controls; Functional | Intersects With |  Default Authenticators G108 e eation or system installation. 9 P 5
Computer System Security [E"<TYPUON of all transrmitted records and fles containing personal information ¢ Cryptograph IMechanisms exist to facilitate the implementation of cryptographic
17.04(3) °'“""; er System Security |that will travel across public networks, and encryption of all data containing Functional Subset Of Use of < VP °|9'3“ e CRY-01 |protections controls using known public standards and trusted cryptographic 10
equirements lpersonal information to be transmitted wirelessly. ontrols ltechnologies.
[Encryption of all transmitted records and files containing personal information -
17.04(3) Computer System Security |¢hat will travel across public networks, and encryption of all data containing Functional | Intersects With |Tr c CRY-03 [N exist to protect the of data being 8
Requirements lpersonal information to be transmitted wirelessly.
Computer System Security [asoming = 0 "0 O YStems. for unauthorized use of or access to personal IMechanisms exist to review event logs on an ongoing basis and escalate
information; X
17.04(4) Requirements Functional | Intersects With | Security Event Monitoring | - MON-01.8 ki igents in accordance with established timelines and procedures. 8
[Encryption of all personal information stored on laptops or other portable [Mechanisms exist to facilitate the implementation of cryptographic
17.04(5) Computer System Security |gevices; Functional Subset Of Use of Cryptographic CRY-01 |protections controls using known public standards and trusted cryptographic 10
Requirements Controls
ftechnologies.
17.085) Computer Systen Security [ENcryption of all persanal nformation stored on [aptops of other portable Functional | Intersects With | Encrypting Data At Rest crvos [ exist to prevent disclosure of data B
[For files containing personal information on a system that is connected to the
Computer System Security [Internet, there must be reasonably up-to-date firewall protection and operating Endpoint Protection [Mechanisms exist to protect the confidentiality, integrity, availability and
17.04(6) pREquemm Y |system security patches, reasonably designed to maintain the integrity of the Functional Subset Of P END-02 | iztety of endpoint de'?”(g‘ 1y, Inteqrity. Y 10
Ipersonal information.
[Reasonably up-to-date versions of system security agent software which must
Computer s seene include malware protection and reasonably up-to-date patches and virus ech 1o install the latest stabi . © o
omputer System Security (definitions, or a version of such software that can still be supported with up-to- lechanisms exist to install the latest stable version of any software and/or
17.04(7) Functional | Intersects With Stable Versions VPM-04.1 5
7 Requirement date patches and virus definitions, and is set to receive the most current security lsecurity-related updates on all applicable systems.
lupdates on a regular basis.
Reasonably upTo-date versions of system secuity agent software which must
Computer s security [[Iclude malware protection and reasonably up-to-date patches and v Software & F ech 1o conduct soft tehing for all deployed Techno
omputer System Security [definitions, or @ version of Such saftware that can sl be supported with up-to- oftware & Firmware lechanisms exist to conduct software patching for all deployed Technology
17.04(7) Functional | Intersects With VPM-05 ! 8
) Requirements ldate patches and virus definitions, and is set to receive the most current security Patchin: {Assets, Applications and/or Services (TAAS), including firmware.
lupdates on a regular basis.
Computer System Security [Faucation and training of employees on the proper use of the computer security Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate
17.04(8) "Re m}_’emems 'Y system and the importance of personal information security. Functional Subset Of Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
a Training relevant for their job function.
Computer System Security |FSUCation and fraining of employees on the proper Use of the computer security Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
17.04(8) "Re m}_’emms Y system and the importance of personal information security. Functional Intersects With Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 8
a Processing lhandling requirements.
17.05 Compliance Deadiine |>¢€ FDE for details. Functional | No Relationship N/A N/A NIA 0 NclapeiicabiSiSCRcontcl

Secure Controls Framework (SCF)
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