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in accordance with the publ o the Stte et arth 1 MRS 443,012 the roqiramrts st ot
loaming operators take all o secure anc systems from t of cyber attacks.
et st ot Oy Sacure nd Brtert ther omn recards ond operatons. Ut alcs ine Borsonal miaratan of e patrons and émployacs as

o chapler SaIAOTNRS, 1 s oot hat

Security, Compliance &

IMechanisms exist to faciitate the implementation of security, compliance

[disciplinary action. (Adopted: 12/22. Amended: 7/24.)

esilience Program ) . [and resilience governance controls.
52601 A Cpersort st ot oy Functional Subsetor | o Securty Compllance & | Gov.op  Mechan g 10
efined in
I cargance WP e UBTE Py of e Sate s ot s 63,0120 a7 (e eaurerents ct oy I cater 6038 7 v s ettt
jgaming operators take il 2pp o secure and prot 's from the ongoing threat of cyber attacks. Gaming IMechanisms exist to facilitate the implementation and operation of data
52601 A Coaratars s not oy Soture and potect ther omn records and operalons, Bt alst e porsonal nfermatan o the patrons and employees as | Functional | Intersects With |  Data Privacy Program PRI01 frotection controls throughout the data Ifecycle to ensure al forms of 8
Ieeinea n NRS 6054 040, Personal Data (PD) are processed lawfully, fairly and transparently.
I <Eodance Wi e Ut gy o e S S T 15 1650120 o e requremets st o7 ot €37 oS s ot
e o o S O Y Secorty o Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical and
52601 A perators must not ony Secure and rotect ther own records and operatlons, but alsb the personal infermation o i pations and émployees as |  Functional | Itersects With rer PRLOL6  ohysical security safeguards that are suffcient and appropriately scoped to 8
[defined in NRS 6034040, Jorotect the confdentialty and integrity of the PD.
o=Tare 76 weea e seecen
tack” meansary ot o it to gain unauthrizd access toan nformation system for urposeof disruptin, diablng, destoying
Jorcantroling the system or destroying or gaining access to the information contained the
(5) -Cybersacurity” means the process of protecting an information systen by preventing. detecting, and responding to cyber attacks
(©) “Covered entity” means an entity required to comply with the requirements of this section. Each of the following qualify as a covered enfity:
1) Hoidr o & nonrestctefense'as defined n NS 463.0177 who deai,opertes, carrieson conducts, maitans, o exposes for ply any game
ldefined in NRS
) e of 3 ing tense that allows fr the aperation of a race book;
(3 Hoder ot 2 gaming icense that o for the operation of a sports poos and
0 otder o  gaming cene tnat permis the aperationf nferactive gam Mechanisms exist o standardize technology and process terminology to
52602 NA () “Information system’ means a set of fesources orgarized for the collecion,processing, maintenance, use, sharing,dissemination, o dposition|  Functional Subsetof | Standardized Terminology | SEA02.1  ['SChanisms existto standardize technology and prc ¥ 10
[of information. Elements of an mYovma!von system include, without limi rdware, software, information, data, applications, communications, and 'gst groups P
people
(e) “Risk assessment” means thE nm(ess of identifying, estimating, and Dnormzmq risks to organizational operations and assets resulting from the
loperation of an information system. Guidance for conducting a i be found in th Improving Critical
S oersecuriy verson 13 o ser pobloned by NioT
[Except as otherwise provided herein, & covered entily shall perform an Tiial sk assessment of s business operation and develop the
lcybersecuriy best practices f deams appropriate. Afto performing the initia risk assessment, 3 entity shall continue to monitor and
[evaluate cybersecurity risks to its business operation on an ongoing basis and shall modify its cybersecurity best practices and risk assessments as.
 deemsaporoprite. The sk ssesemert and cngoing monioring and evalyaion eaued pursuant o s subsecton may be periomed by an Mechanisms exist to utiize independent assessors to evaluate security.
52603 N Jaffate of the covered entity or a third-pa in the feld o est practices include, without | Functional | Intersects With | Independent Assessors | CPL-03.1 |compiiance and resilience af pianned intervais or when the Techrology 5
i, Cis version 5, COBT 5, SO/IEC 27001, and NIST 57 800.55. o latr versins thereot. Covered enties shal flly comply wih ths subsection |asset, Appiication andor Service (TAAS) undergoes significant changes.
Jwithin 30 days of being licensed
[Except a5 otherwise provided herein, & covered entily shall perform an il Fsk assessment of s business operation and develo
ybersecurlty best pracices it deams appropriate, Ater performing the inita isk assessment, the covered entity shall continue ta monitor and
eva\uate cybersecurity risks to its business operation on an ongoing basis and shall modify its cybersecurity best practices and risk assessments as. IMech: " f risk the ludes th
apvroprite. The s asssemert andonging montring and evataton equredpusian o 1 subsecion may beperormed by an [Mechanisms exist o conduct recuring assessments ofrsk thatincludes the
52603 A ihate of i overed antity o » thra i the feld o e o st practicas include, wihout | Functional | Intersects With | ik Assessment Rokos  [Ikelivood and magnitude of harm, rom unauthorized access, se, disclosure, s
i Cis version 5. COBIT 5, SO/IEC 270012 and NIST 57 800.55. o later versins thereot Covered entiies shal flly comply wih ths subsection [disruption, mocification or destruction of the arganization's Technology
o B e ¢ [Assets, Applications, Services and/or Data (TAASD)
[Except a5 otherwise provided herein, & covered entily shall perform an il Fsk assessment of fs business operation and develo
[cybersecuriy best practices it deems appropriate. After performing the initial rik assessment, the covered entity shall continue to monitor and
Jevaluate cybersecurity risks o its business operation on an ongoing basis and shail modify ts cybersecurity best practices and risk assessments as
i deems aporoprite. The sk ssesemet an0 ngoing monioting and evalgoion eaued pursuant o (1 subsecton may be priome N N ot fach o
52603 A ot o e toared ‘o 1 et o s of best bractices nclude, wihout |  Functional | ntersects With sk Register Rok0a.1 [Mechanisms exst to maintain  is regiser thatfaciitates monitoing an s
[limit, CIS Versi BIT 5, ISO/IEC 2700] and NIST SP. BDD 53 or later versions theren! ccvered entities shall fully mmn\y with this subsection [reporting of ris!
lwithin 90 days of being licensed
[Except a5 otherwise provided herein, a covered entily shall perform an Tiia FsK assessment of s business operation and develop the
[cybersecuriy best practices it deems appropriate. After performing the initial rik assessment, the covered entity shall continue to monitor and
Jevaluate cybersecurity risks o its business operation on an ongoing basis and shal modify ts cybersecurity best practices and risk assessments as
t deems aporoprite. he sk ssesemert an0 ngoig monfoting and evlyaion eaues pursuant o s subsecon may be periomed by an IMechanisms exist to routinely update risk assessments and react accordingly|
52603 NA ot o the covered antiy or ot o in the fil est practices include, without | Functional | Intersects With | Risk Assessment Update | RSK-07  |upan identitying new security vulnerabilties, including using outside sources 8
imit, CIS Versi 3 SOIEC 37001, and NIaT 57 800,55, of Iater versons thercor Cored antties Snah ully comply wih s sabsecton for security vuinerabity information.
lwithin 90 days of being licensed
[% covered entity that experiences a cyber attack to ts Iiormation system resulting in @ material1oss of Control, Compromise, unauthorized Fiechariams i o Gefne kel reshold crter capae of
5:2604 R ldisclosure of data or information, or any other similar occurrence shall Functional | Intersects With | Materiality Determination | GOV-16 |gesignating an incident as materi s
Provige e notficaon of e cyberoack o i o 0 son 9s TR Eae Dt o Blr i 72 Tours aterpecoing avare o e cyoer
[attack. Upon redtest, he covered entity shall provide the Boara with speciic mformation 1egarcing the cyber attac Incident stakeholder IMechanisms exist to timely.report incidents to applicable:(1) Internal
5.260.4(a) NA Functional | Intersects With L Staken IRO-10  [stakeholders;(2) Affected clients & third-parties; and(3) Regulatory 8
ortes.
o o Fave 3 i gy peform o vcatoaten o e eyberaTock. prepar 3 epot dorumentg e e o e vetgaton, ey Nochanisms ext o provide governance versight repordng and
Jhe Board of the completion of the report, and report available to the Board for review upon request. The report must include, without Status Reporting To Fecommendations o thoss entrusted to make executive deciions about
5.260.4(b) A lmi the roo causeofthe yber m;x e Sxent of e cyber atack.and any achans eken o1 pamed o be ke fo pevent s e inat | Functional | Itersects wit Governing Body GOVOL2 Imatters considered materia to the organization's Security, Compliance & °
Jllowed the cyber attack to occur: ant Resiience Program (SCRP).
o o Fave 3 T pary oeform.an vcalgain o The cyberaHack.prepar  repot doctmentng e results o e et gation. oty
the Boar of the completion of the report. report available to the Board for review upon request. The report must include, withou Root Cause Analysis (RCA) IMechanisms exist to incorporate lessons learned from analyzing and
5.260.46) A i e oot cabes 6 she cyber Sk i cotent o1 e yper Sk, and o St aken or o b b taken v prevent s evemsthat | Funcional | Intersects with | FO0LCause Analysie (8 R0-13 - fesalving cybersecurty and data protecion incidents o reduce thelkelinood 8
[alloved the cyber attack to occur; an Jor impact of future Incdents.
ey e Booe e any ovesgation oS ocon aken b o ety exernl o he €overed enly s completed 3 ke o st f Mochanisms exit 1o provide governance oversight reporting and
Jsuch investigation or simiar action available to the Board upon reques Status Reporting To Irecommendations to those entrusted to make executive decisions about
52604(c) QA Functional Intersects With Governing Body GOV-012 |atters considered material to the organization's Security, Compliance & 8
Resiience Program (SCRP).
oy T Geard Ve v Tveatgation o Taracon Taken B am riy extermal o he covered iy T Completed and ke e rsuts o
e estigation o st scuer avanable 1o e Boord upon oo ncident Stakeholder IMechanisms exist to timely-report ncidents to applicable:(1) Internal
5.260.4(c) A Functional | Intersects With S IRO-10  [stakeholdersi(2) Affected clients & third-parties; and(3) Regulatory s
fauthorites
S200s A [R covered entity that has been classied 25 3 Group | Ticenses s Geined I subsection 8 of reguiation 6.010 Shal e | A A [NGspacabie SCF cortrol 5
DeSigte 3 aUaTTed GIELaI o b respore o Geveiop, Tpementng, oveseeing, 370 foreing e covered eny s ypersecuty st Mecharims ot o acignone o morequaied e wih the i
lpractices and procedures developed pursuant to subsectior ! ! colssianed securlty, [and resources to centrally-manage, coorainate, develop, implement
5260.5(a) R Funetiona Equal omplance & Resilence | GOV-08 [l an enterprise-wide Secury, Compiance & Resilonce Proaram 10
[ScRP).
[A€ feast annually, have Tt Internal audior or other independent entity with expertse In the field of Cybersecurity perform and docu
Jobservations, examinations, and inquiries of employees to verify the covered entity is following the cybersecurity best practices and procedures nism exist to implement an internal audit function that i
|developed pursuant to subsection 3. A covered entity shall retain all documents prepared by the internal auditor pursuant to this paragraph in [Mechanisms exist to implement an intemal audit function that is capable of
Joroviding senior organization management with insignis nto the
5.260.5(6) A Jaccordance with the requirements set forth in subsection 6. The same independnt entity utized under this p v be utlized to perform |  Functional | Intersects With | Internal Audit Function |  CPL02.1 orgar nt with insights 8
e procecures se ort n paradroph (1) povioed the procecures n this baragraph are peormed by aerens enployess, oporopriateness of the organizatiostechnology and nformation
[A€ feast annuall, have 1t internal audior or other independent entity with expertse in The Reld of cybersecurity perform and document
observatons, examinations,and quris of mployees o very the coveredenty s Tolowg the cybersecury bestpractices and procedures
[developed pursuant to subsection 3. A covered entity shallretain all documents prepared by the internal auditor pursuant to ths paragraph pechanisms eist to conduct perioic audts ofsecurty, complionce and
5.2605(0) A [accordance with the requirements se forth in subsection 6. The same indapendent enity Alized under this paragraph may be utlzed (o perform | Functional | Intersects With Periodic Audits CPLO22 |resilience controls o evaluate conformity with the organization’ s
[the procedures set forth in paragraph (€) provided the procedures in this paradraph are performed by diferent employees ldocumented policies, standards and procedures,
[AT Teast annually, have 1ts internal audior or other independent entity with expertie Tn The Reld of cybersecurity perform and document
lobservations, examinations, and inuiries of employees to verfy the covered entity is following the cybersecurity best practices and procedures
[developed pursuant to subsection 3. A covered entity shallretain all documents prepared by the internal auditor pursuan to this paragraph in Mechanisms exist to retain media and data n accordance with appiicable
5.260.5(0) NA Jaccordance with the requirements set orth in subsection 6. The same independent entity ulized under this paragraph may be utlized to perform | Functional | Intersects With | Media & Data Retention | DCH-18  [Mech 5
statutory, reguiatory and contractusl obligations
Jtne procedures set forth in paragraph (c) provided the procedures in this paragraph are performed by different employees.
[ 35T amnualy. engage an isperen accounTan o onerdsperden ey Wi expertse i e 1ed of yberseeutty o perarm 21
Independent reiew o e covred entty' best proctice an pracedures developed pustant tosubsection 3and atest n riung tha iose
practices and procedures comply with the requirerents of thissection. The Covered entiy ahal rtain the witten sttestation,and any reated security, Compiance & IMechanisms exist to requiarly review processes and documented procedures
5.2605() A ments provded therewth, n accordance with he requirements Sétfotn n subsection 6. The some indspendent anity uized uncer ths Functional | intersects witn |  SE<ury. Compliance & | oy g3 I'encure conformity with he organization's secunty, compiance andior s
poragraph my be ufzed t prform e procedures et fort i paragraph (b) provided he procequres n tns paragraph are performea by resiience polcies, standards and other appiicable reauirements
[iferent employee
IR Teast annually. engage an independent accountant or other Independent entlty Wi expertse in the Reld of cybersecurity fo perform an
independent review of the covered entity's best practices and procedures developed pursuant to subsection 3 and attest in writing that those.
practices and procedures comply with the requirements of this section. The covered entity shall retain the wrtten attestation, and any related s ext ; ;
5260500 A et proviied Tereni, 1 aCCoTdancq W he Toquarents et fortn i subsection . The Same spendent smiy slzed undet s Functonal | ntersects Wi | Mecia & DataRetenton | D10 [4SChanms extto retain media and dto o accordance wih aplcabie s
paragraph may be utilizea to perform the procedures set forth in paragraph (b) provided the procedurcs in this paragraph are performed by -
[iferent employees.
[A€ feast annually, engage an independent accountant or otner independent entity WIh expertise in the feld of Cybersecuriy to perform a
independent review of the covered entity's best practices and pracedures developed pursuant to subsection 3 and attest in writing that those echarisms exist to obainan attestationfram an independent T farty
oractices and procedures comply with the requirements of this section. The covered entit shall retain the wrtten attestation, and any related |Assessment Organization (3PAO) that provides assrance of conformity with
5.260.5(0) A ments provided therewith, in accordance with the requirements set forth i subsection 6. The same independent entity utiized under this Functional | Inersects With [Thirc-party Attestation (3pA  TPM-05.8 [specified statutory, egulatory and contractual obigations for Securty. 8
paragraph may be utiized to perform the procedures set forth in paragraph (b) provided the procedures in this paragraph are performed by lcompiiance and resiience controls, ncluding any flow-down requirements to
[iferent employees. lcontractors and subconractors.
Fcovered ey Sl doctment s g al procedires ke To comply W secon v T st hreor T couerea eny hal e
Jail records required i this section for a minimur o 1< from the date they are created uniess the Chair approves otherwise in writing. The Publishing Securiy IMechanisms exist to establish, maintain and disseminate policies, standards
52606 WA [Coveree: entity shall provide any record requirea In this section to the Board upan reqvest. Functional | Intersects With | Compliance &Resilience | ~ Gov-02 [f1echanis " 4 disseminate policles, stan s
fiance & Resil Jand procedures necessary for secure, compliant and resient capabilities.
IR covered entity Shall document in wiiting al procedures (aken to comply With T Section and the results hereof. The covered antiy shal etam
Jail records required i this section for a minimu of five years from the date they are created unless the Chair approves othewise in writing. The Standardized Operating echarisms et to denty and document Standarzed Opertin
5.260.6 A |covered entity shall provide any record required in this section to the Board upon request Functional | Intersects With rorairas o OPS.01.1 [Procedures (S0P or similar documentation, o enabe he broper execution 5
[of day-to-day / assqued tasks.
S2007 A Failure o exercise proper due dligence in compance with thfs section shall constiute an Unsuable method of operation and may result in | A A NG spacabie SCF cortrol 5
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lin accordance with the public policy of the State set forth in NRS 463.0129 and the

Cybersecurity & Data Protection

[Mechanisms exist to facilitate the implementation of

requirements set forth in chapter 603A of NRS, it is critical that gaming operators take Subset O Gov-01 10
all appropriate steps to secure and protect their information systems from the ongoing Governance Program cybersecurity and data protection governance controls.
lthreat of cyber attacks. Gaming operators must not only secure and protect their own
records and operations, but also the personal information of their patrons and Mie;h[amsmi E{lst to fatc"l‘latt; lhﬂgmpt‘frgl?m‘l; and‘upteralmn
lemployees as defined in NRS 603A.040 ¥ lof data protection controls throughout the data lifecycle to ensure
5.260.1 NA Functional | Mtersects With Data Privacy Program PREOL Tl forms of Personal Data (PD) are processed lawfully, fairly and 8
transparently.
[Mechanisms exist to ensure Personal Data (PD) is protected by
y logical and physical security safeguards that are sufficient and
Intersects With | Security of Personal Data (PD) | PRI-0L.6  |oppropriately scoped to protect the confidentiality and integrity of] 8
the PD.
jons. As used in this section:
A "Cyber attack” means any act or attempt to gain unauthorized access to an
nformation system for purpose of disrupting, dsabling, destroying. or contrallng the
system or destroying or gaining access to the information contained ther
(9 “Cybersecurity” means the process of protacting an information system by
lpreventing, detecting, and responding to cyber attacks.
€) - Covered entity” means an entiy required to comply with the requirements of this
lsection. Each of the following qualify as a covered en
0 Her of a nonrectrched lense s defined i NAS 463.0177 who deas, operates,
[carries on, conducts, maintains, or exposes for play any game defined in NRS 463.0152;
(2) Holder of a gaming license that allows for the operation of a race book;
(3) Holder of a gaming license that allows for the operation of a sports pool; and
(4) Holder of a gaming license that permits the operation of interactive gaming.
(d) “Information system" means a set of resources organized for the collection,
processing, use, sharin or disposition of IMechanisms exist to standardize technology and process
5.260.2 N/A [Elements of E"l'"ff’"“af"’" system include, without "'“‘loggfdwafe software, Functional Subset Of Standardized Terminology SEA-02.1 |terminology to reduce confusion amongst groups and 10
- departments.
() “Risk assessment” means the process of identifying, estimating, and prioritizing "
risks to organizational operations and assets resulting from the operation of an
information system. Guidance for conducting a risk assessment can be found in the
Framework for Improving Critical Infrastructure Cybersecurity, version 1.1 or later,
lpublished by NIST.
[Except as otherwise provided herein, a Covered entity shall perform an initial Tisk
lassessment of its business operation and develop the cybersecurity best practices it Mechanisms exist to utlze independent assessors to evaluste
|deems appropriate. After performing the initial risk assessment, the covered entity shall Intersects With Independent A s CpL03.1 |Cybersecurity and data protection controls at planned intervals or 5
|continue to monitor and evaluate cybersecurity risks to its business operation on an ntersects Wi ndependent Assessol 1 |when the Technology Asset, Application and/or Service (TAAS)
longoing basis and shall modify its cybersecurity best practices and risk assessments as lundergoes significant changes.
it deems appropriate. The risk assessment and ongoing monitoring and evaluation
required pursuant to this subsection may be performed by an affiliate of the covered
lentity or a third-party with expertise in the field of cybersecurity. Examples of [Mechanisms exist to conduct recurring assessments of risk that
lcybersecurity best practices include, without limit, CIS Version 8, COBIT 5, ISO/IEC includes the likelihood and magnitude of harm, from unauthorized
52603 o 27001, and NIST SP 800-53, or later versions thereof. Covered entities shall fully comply|  runcional | INtersects With Risk Assessment RSK-04  [access, use, disclosure, disruption, modification or destruction of 8
g [with this subsection within 90 days of being licensed the Technology Assets,
land/or Data (TAASD).
[Mechanisms exist to maintain a risk register that facilitates
Intersects With Risk Register RSK-04.1 o g s reporting of fisks 5
[Mechanisms exist to routinely update risk assessments and react
g laccordingly upon identifying new security vulnerabilities,
Intersects With Risk Assessment Update RSK-07 " lincluding using outside sources for security vulnerability 8
linformation.
[A covered entity that experiences a cyber attack to its information system resulting in a
5.260.4 N/A Imaterial loss of control, compromise, unauthorized disclosure of data or information, or Functional Intersects With Materiality Determination Gov-16  |Mechanisms exist to define materiality threshold criteria capable 5
any other similar occurrence shal lof designating an incident as material
[Provide written notification of the cyber attack to the Board as 500N as practicable but - - -
Ino later than 72 hours after becoming aware of the cyber attack. Upon request, the ‘N;e;c‘hamsmls ex;sthl(i;vmely-repon incidents to applicable:
lcovered entity shall provide the Board with specific information regarding the cyber g internal stakehol
5.260.4(a) N/A Covere Functional | Intersects With | Incident Stakeholder Reporting | 1R0-10  [(5) )8 SREROIRRE, ol oy 8
(3) Regulatory authorities.
[Perform, or have a third-party perform, an investigation into the cyber attack, prepare a - - - i
report documenting the results of the investigation, notify the Board of the completion IMechanisms exist to provide governance oversight reporting and
lof the report, and make the report available to the Board for review upon request. The Intersects with | Status Reporting To Governing | oy 015 |recommendations to those entrusted to make executive decisions s
report must include, without limit, the root cause of the cyber attack, the extent of the Body labout matters considered material to the organization's
lcyber attack, and any actions taken o planned to be taken to prevent similar events lcybersecurity and data protection program
5.260.4(b) N/A |that allowed the cyber attack to occur; and Functional
IMechanisms exist to incorporate lessons learned from analyzing
Intersects Wit | R°0t Gause Analysis (RCA& | 1ro.13  |and resolving cybersecurity and data protection incidents to 8
reduce the likelihood or impact of future incidents.
[Notify the Board when any investigation or similar action taken by an entity external to - - - i
lthe covered entity is completed and make the results of such investigation or similar IMechanisms exist to provide governance oversight reporting and
laction available to the Board upon request. Intersects with | Status Reporting To Governing | oy 015 [recommendations to those entrusted to make executive decisions s
Body labout matters considered material to the organization's
lcybersecurity and data protection program
5.260.4(c) NA Functional
Mechanisms exist to Hmelyreport ncidents to applcable:
i u) Intemnal stakeholder
Intersects With | Incident Stakeholder Reporting | 1RO-10 (5} FEema StakerOEem 8
(3) Regulatory authorities.
[A covered entity that has been classified as a Group | licensee as defined in subsection
5.260.5 N/A 8 of reguiation 6.010 shall Functional | No Relationship NA N/A NIA [ INo applicable SCF control
Designate a qualified individual to be responsibie for developing, implementing, - - N Ny
loverseeing, and enforcing the covered entity’s cybersecurity best practices and esioned b oo Mechanisms exst o assign one or more qualifed individuals with
lprocedures developed pursuant to subsection ssigned Cybersecurity & Data " the mission and resources to centrally-manage, coordinate,
5.260.5(a) (W Functional Equal Protection Responsibilities GOV-04 |ievelop, implement and maintain an enterprise-wide 10
lcybersecurity and data protection program
[At Teast annually, have its internal auditor or other independent entity with expertise in -
lthe field of cybersecurity perform and document observations, examinations, and Mechanisms exst to implement an nternal audi function that s
inquiries of employees to verify the covered entity is following the cybersecurity best Intersects With Internal Audit Function P21 |capableo enior organization managem s
lpractices and procedures developed pursuant to subsection 3. A covered entity shall " udit Functi linsights into the appropriateness of the orgamzatlcn s [echna\ogy
retain all documents prepared by the internal auditor pursuant to this paragraph in land information governance processes.
laccordance with the requirements set forth in subsection 6. The same independent
lentity utilized under this paragraph may be utilized to perform the procedures set forth
5.260.5(b) N/A i Functional IMechanisms exist to conduct periodic audits of cybersecurity and
in paragraph (c) provided the procedures in this paragraph are performed by different . P y y
lermployece, @ P paragraph are p: 4 Intersects With Periodic Audits CPL-02.2  [data protection controls to evaluate conformity with the 8
lorganization's documented policies, standards and procedures.
i IMechanisms exist to retain media and data in accordance with
Intersects With Media & Data Retention DCH-18 | plicable statutory, regulatory and contractual obligations. 5
[AtTeast annually, engage an accountant or other entity with Mechanisms exis toregularly raview processes snd documented
[expertise in the field of cybersecurity to perform an independent review of the covered Intersects With | Cybersecurity & Data Protection CpLo3  [Procedures to ensure conformity with the organization: 5
lentity’s best practices and procedures developed pursuant to subsection 3 and attest in Eybersecurity and data protection policies. standards and other
writing that those practices and procedures comply with the requirements of this [applicable requirements.
[section. The covered entity shall retain the written attestation, and any related
cocuments provided therswth, in accordance with the requirements set forth n i [Mechanisms exist to retain media and data in accordance with
subsection 6. The same independent entity utilized under this paragraph may be Intersects With Media & Data Retention DCH-18 5
lapplicable statutory, regulatory and contractual obligations
52605 NA itlized to perform the procedares set forth in paragraph (o) provided fhe pracedures in B !
-5(c) [ |this paragraph are performed by different employees. unctional
IMechanisms exist to obtain an attestation from an independent
[Third-Party Assessment Organization (3PAO) that provides
y y lassurance of conformity with specified statutory, regulatory and
Intersects With | - Third-Party Attestation (3PA) | TPM-05.8 | cntractual obligations for cybersecurity and data protection 8
lcontrols, including any flow-down requirements to contractors and|
lsubcontractors.
[A covered entity shall document in writing all procedures taken to comply with this Publishing Cybersecurity & Data [Mechanisms exist to establish, maintain and disseminate
lsection and the results thereof. The covered entity shall retain all records required in Intersects With | 7509 SO0 ot GOV-02  |cybersecurity and data protection policies, standards and 5
lthis section for a minimum of five years from the date they are created unless the Chair rotection Documentation lorocedures.
lapproves otherwise in writing. The Covered entity shall provide any record required in
5.260.6 NA s Functional
[this section to the Board upon request. Standardized Operatin Mechanisms exist to identify and document Standardized
Intersects With Procetures (0B OPS-01.1  |Operating Procedures (SOP), or similar documentation, to enable 5
the proper execution of day-to-day / assigned tasks.
[Failure to exercise proper due diligence in compliance with this section shall constitute
5.260.7 N/A Functional | No Relationship N/A N/A N/A o INo applicable SCF control

lan unsuitable method of operation and may result in disciplinary action. (Adopted:
12/22. Amended: 7/24.)
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