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STRM STRM Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description e Relatonship SCF Control Control Daserigtion Relationamp
5001 Definitions see full text of 23 NYCRR 500 for definitions) Functional Intersects With | Standardized Terminology | SEA02.1 [y e comcion acmonget oo safl soarimars 255 terminolosy to 5
5002 G Program __[This Is merely a section title without content. Functional No NA NA [ [No appiicable SCF control
[Each covered entity shall maintain a cybersecurity program designed to Mechanisms exist to facilitate the implementation of security, compliance and
lprotect the confidentiality, integrity and availability of the covered entity’s Security, Compliance & resilience governance controls.
500.2(a) NA information systems and nonpublic information stored on those information Functional Subset Of | o Ciliance program (scrp)| GOV-01 10
ems.
[The cybersecurity program shall be based on the covered entity’s fisk [Mechanisms exist to facilitate the implementation of security, compliance and
500.2(b) NA lassessment and designed to perform the following core cybersecurity Functional Subset Of Security, Compliance & | oy 01 |resilience governance controls. 10
Fanctions. Resilience Program (SCRP)
[Gentify and assess internal and external cybersecurity risks that may threaten Mechanisms exist to facilitate the implementation of security, compliance and
500.2(b)(1) NA [the security or integrity of nonpublic information stored on the covered Functional Subset Of Security, Compliance & | ny 07 [resilience governance controls. 10
lentity's information systems; Resilience Program (SCRP)
identify and assess internal and external cybersecurity risks that may threaten Mechanisms exist to facitate the Implementation o strategic, operational
500.2(b)(1) NA the securty o ntegrity of nonpublicinformation stored on the cavered Functional SubsetOf |Risk Management Program| RSk-01 [and tactical risk management controls. 10
lentity’s information syst
[Gentify and assess internal and external cybersecurity risks that may threaten [Mechanisms exist to identify and document risks, both internal and external
500.2(b)(1) N/A [the security or integrity of nonpublic information stored on the covered Functional Intersects With Risk Identification RSK-03 5
lentity’s information systems;
[Gentify and assess internal and external cybersecurity risks that may threaten [Mechanisms exist to conduct recurring assessments of fisk that includes the
the security or integrity of nonpublic information stored on the covered likelihood and magnitude of harm, from unauthorized access, use, disclosure,
500.2(6)(1) NA lentity’s information systems. Functional Intersects With Risk Assessment RSK-04 |gisruption, modification o destruction of the organization's Technology 5
|Assets, Applications, Services and/or Data (TAASD).
[Use defensive Infrastructure and the implementation of policies and [Mechanisms exist to facilitate the implementation of security, compliance and
lprocedures to protect the covered entity’s information systems, and the Security, Compliance & resilience governance controls.
500.2(b)(2) N/A Inonpublic information stored on those information systems, from unauthorized Functional Subset Of Resilience Program (SCRP)| GOV-01 10
laccess, use or other malicious acts;
[Use defensive infrastructure and the implementation of policies and [Mechanisms exist to establish, maintain and disseminate policies, standards
lprocedures to protect the covered entity’s information systems, and t Publishing Security, land procedures necessary for secure, compliant and resilient capabiliies.
500.2(b)(2) N/A Inonpublic information stored on those information systems, from unzuthcnzed Functional Intersects With Compliance & Resilience | GOV-02 5
laccess, use or other malicious acts; Documentation
lUse defensive Infrastructure and the Implementation of policies and Mechanisms exist to [dentify and document Standardized Operating
lprocedures to protect the covered entity’s information systems, and the Standardized Operating lProcedures (SOP), or similar documentation, to enable the proper execution of
500.2(b)(2) NA Inonpublic information stored on those information systems, from unauthorized|  Functional Intersects With Procedures (S0P) OPS-0L1 |day-to-day / assigned tasks 5
laccess, use or other malicious acts;
[Use defensive infrastructure and the implementation of poiicies and Mechanisms exist to facltate the mplementation of industry recogrized
lprocedures to protect the covered entity’s information systems, and the Secur Engincerng lsecurity, compliance and resilience practices in the specification, desig
500.2(b)(2) N/A Inonpublic information stored on those information systems, from unauthorized Functional Subset Of Principles SEA-01 deve\npmenl vmp\ementalvon and modification of Technology Assels, 10
laccess, use or other malicious acts; |Applications and/or Services (TAAS)
Juse defensive infastructure and the implementation of policies and IMechanisms exist to develop an enterprise architecture, aligned with industry-|
lprocedures to protect the covered entity’s information systems, and the Alignment With Enterprise recognized leading practices, with consideration for security, compliance and
500.2(b)(2) NA nonpubic information stored on those nformation systems, from unauthorized Functional Subset Of Architecture SEA02lresilience principles that addresses risk to organizational operations, assets, 5
jaccess, use or other malicious acts; individuals and other organizations.
[Use defensive infrastructure and the implementation of policies and [Mechanisms exist to implement security functions as a layered structure
rocedures to protect the covered entity’s information systems, and the in Iminimizing interactions between layers of the design and avoiding an)
lprocedures to protect th d entity's information systs d th Defense-In-Depth (DiD) g interactions between layers of the design and avoiding any
500.2(0)(2) NA Inonpublic information stored on those information systems, from unauthorized| ~ Functional Intersects With ‘Architecture SEA-03 |dependence by lower layers on the functionality or correctness of higher 5
laccess, use or other malicious acts; layers.
(detect cybersecurity events; ecurtty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance and
ecurity, Compliance X resilience governance controls,
500.2(6)(3) NA Functional SUbset Of | e (acip)| GOV-01 gove 10
tect ity event Mech 5t to facilitate the implementation of enterprise-wi
500.2(b)(3) NIA detect cybersecurity events; Functional Subset Of Continuous Monitoring | MON-01 [[ECTaSmS exi o faclltate the implementation of enterprise-wide 10
[Fespond to dentified or detected cybersecurity events to mitigate any Mechanisms exist to facilitate the implementation of security, compliance and
500.2(b)(4) NA Inegative effects; Functional Subset Of Security, Compliance & || Gov-01 |resilience governance controls; 10
Resilience Program (SCRP)
respond to identified or detected cybersecurity events to mitigate any [Mechanisms exist to implement and govern processes and documentation to
500.2(0)(4) NA Inegative effects: Functional Subset Of incident Response |RO-01 _[faciitate an organization-wide response capability for cybersecurity and data 10
perations lprotection-related incidents.
[Fecover from cybersecurity events and restore normal operations and Mechanisms exist to facilitate the implementation of contingency planning
services; and Business Continity |controls to help ensure resilient Technology Assets, Applications and/or
500.2(b)(5) NiA Functional Subset Of Management System BCD-01 services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business. 10
ontinuity & Disaster Recovery (BC/DR) playbooks)
[recover from cybersecurity events and restore normal operations and securtty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance and
500.2(b)(5) N/A jservices; and Functional Subset Of Resiience program (ScRp)| GOV-01 |resilience governance conrols 10
[fulfil appiicable regulatory reporting obligations Statutory, Regulatory & Mechanims exstto Tacitate the Gentication and mplementatin ot
500.2(b)6) WA Functional Subset Of Contractual Compliance | P11 |relevant statutory, regulatory and contractual controls. 10
[fulfil appiicable regulatory reporting obligations hanisms exist to facilitate the Implementation of security, compliance and
500.2(0)(6) NA " Suisrenyepering ebl Functional Subset Of Securiy, Compliance & | Gov.o1 [reslionce governance contrors. Y eome 10
Resilience Program (SCRP)
[Each class A company shall design and conduct independent audits of its [Mechanisms exist to regularly review processes and documented procedures [Appiicable to Class A Companies
lcybersecurity program based on its risk assessment. Security, Compliance & lto ensure conformity with the organization's security, compliance and/or
500.2(c) NA Functional Subset Of Resilience Assessments | CPL'03 resilience policies, standards and other applicable requirements, 10
[Each class A company shall design and conduct independent audits of its [Mechanisms exist to Utilize Independent assessors to evaluate security, [Appiicable to Class A Companies
500.2(c) NA lcybersecurity program based on its risk assessment Functional Subset Of Independent Assessors | CPL-03.1 [compliance and resilience at planned intervals or when the Technology Asset, 10
|Application and/or Service (TAAS) undergoes significant changes.
[A covered entity may meet the requirement(s) of this Part by adopting the [Mechanisms exist to facilitate the [dentification and implementation of
refevant and appicable provisons of a ybersecurity program maintained by Statutory, Regulatory & relevant statutory, regulatory and contractual controls.
500.2(d) N/A affiliate, provided that such provisions satisfy the requirements of this Part, | Functional Intersects With | 0 0ol Compliance | CPLOL 5
o5 applicable t the covered enity
[A covered entity may meet the requirement(s) of this Part by adopting the [Mechanisms exist to facilitate the implementation of security, compliance and
relevant and applicable provisions of a cybersecurity program maintained by Security, Compliance & resilience governance controls.
500.2(d) NA lan affiliate, provided that such provisions satisfy the requirements of this Part, | Functional Subset Of |2 o (6CRP) | GOV-01 10
las applicable to the covered entity.
R covered entity may meet the requlrement(s) Tt Part by adopting the echanisms exst t require Contractusl requirements for appIcabie securty,
relevant and applicable provisions of a cybersecurity program maintained b Third-Party Contract |compliance and resilience requirements with third-parties, reflecting the
500.2(d) NA Jan affiliate, provided that such provisions satisfy the requirements of this Part, | Functional Intersects With Requirements TRML0S [ izaton need 1o protect 1 Technelogy Assere Applcationt, Services 5
las applicable to the covered entity. land/or Data (TAASD).
[A covered entity may meet the requirement(s) of this Part by adopting the [Mechanisms exist to document and maintain a Responsible, Accountable,
relevant and applicable provisions of a cybersecurity program maintained by Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, tol
500.2() NA lan affliate, provided that such provisions satisfy the requirements of this Part, | Functional Intersects With | Supportive, Consulted & | TPM-05.4_[delineate assignment for security, compliance and resilience controls between 5
las applicable to the covered entity. Informed (RASCI) Matrix internal stakeholders and External Service Providers (ESPS).
[A Covered entity may meet the requirement(s) of this Part by adopting the Mechanisms exist to [dentify non-essential functions or services that are
relevant and applicable provisions of a cybersecurity program maintained by Outsourcing Non-Essential [capable of being outsourced to external service providers and align with the
500.2(d) NA lan affilate, provided that such provisions satisfy the requirements of this part, | Functional Intersects With | OUfsouteing Nop Eseentiall sea-02.2 ‘enterprise architecture and security standards, s
las applicable to the covered entity.
[AT documentation and information relevant to the covered entity’s [Mechanisms exist to faciitate the identification and implementation of
lcybersecurity program, including the relevant and applicable provisions of a relevant statutory, regulatory and contractual controls.
5002 NA lcybersecurity program maintained by an affiliate and adopted by the covered Functional Subset Of statutory, Regulatory & | cpy o1 10
(@) % lentity, shall be made available to the superintendent upon request. unctional uose Contractual Compliance
[ATT documentation and information relevant to the covered entity's [Mechanisms exist to determine whether a government agency has
leybersecurity program, including the relevant and applicable provisions of a lapplicable and valid legal basis to request data from the organization and
5002() NA lcybersecurity program maintained by an affiliate and adopted by the covered Functional Intersects With Legal Assessment of | p oo |what further steps need to be taken, if necessary. 5
lentity, shall be made available to the superintendent upon request. Investigative Inquires
[ATl documentation and information relevant to the covered entity's [Mechanisms exist to support official investigations by provisioning
lcybersecurity program, including the relevant and applicable provisions of a lgovernment investigators with "least privileges" and "least functionality" to
Investigation Access lensure that government investigators only have access to
500.2(6) NA lcybersecurity program maintained by an affiliate and adopted by the covered Functional Intersects With CPLO5.2 g o ly 5
@ i lentity, shall be made available to the superintendent upon request Y ! Restrictions |assets, Applications, Services and/or Data (TAASD) needed to perform the
investigation.
[AT documentation and information relevant to the covered entity's Mechanisms exist to facilitate the Implementation of security, compliance and
lcybersecurity program, including the relevant and applicable provisions of a resilience governance controls.
i liance &
500.2 NA lcybersecurity program maintained by an affiliate and adopted by the covered Functional Subset Of Security, Compl Gov-01 1
@ ’ lentity, shall be made available to the superintendent upon request. unctiona ubset Resilience Program (SCRP)
[Each covered entity shall implement and maintain a written poiicy or policies, [Mechanisms exist to establish, maintain and disseminate policies, standards
lapproved at least annually by a senior officer or the covered entity’s senior land procedures necessary for secure, compliant and resilient capabilties.
lgoverning body for the protection of its information systems and nonpublic
information stored on those information systems. Procedures shall
ldeveloped, documented and implemented in accordance with the wi Publishing Security,
5003 Cybersecurity policy POl or polices. The cybersecurity policy or polcies and brocedures anll be Functional Intersects With | Compliance & Resilience | GOV-02 8
n the covered entity’s ris , at a minimum, the| Documentation
[liowing arcas t e extent appicable s the covered entiy s aparaton:
[Each covered entity shall Implement and maintain a written policy or policies, [Mechanisms exist to identify and document Standardized Operating
lapproved at least annually by a senior officer or the covered entity's senior IProcedures (SOP), or similar documentation, to enable the proper execution of|
lgoverning body for the protection of its information systems and nonpublic lay-to-day / assigned tasks.
information stored on those information systems. Procedures shall be
ldeveloped, documented and implemented in accordance with the written Stondardived Operat
5003 Cybersecurity Policy  |Policy or policies. The cybersecuriy policy or policies and procedures shall be Functional Intersects With e o™ | ops-01.1 8
v v Poley the covered entity's risk assessment and address, at a minimum, the Procedures (SOP)
aowing areas to e extent appicasle v the covered antiy s aperabons.
finformation security; security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance and
g 01 [resilience governance controls,
500.3(a) NA Functional Intersects With | o SECUTLY: SONDane fpy| GOV-01 o 5
information security; Publishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(a) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities. 5
Documentation
[data governance, classification and retention; Publishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(b) NiA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilties. 10
Documentation
500300) A (data governance, classification and retention; Fanctiona! I tersects With ata Protection o1 |Fiechanisms exist to facitate the implementation of data protection controfs. S
[asset inventory, device management and end of life management; Publishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(c) N/A Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities. 10
Tinvent: T g7 B Mech 5t to faciitate an IT Asset M T(TAM) T
500300 A [a5set inventory, device management and end of life management; Functiona! Intersects With poset Governance AST01 esiirime ex o e an T ASSel Management (TAW) pogram 1o 5
[access controls, including remote access and identity management; Publishing Security, Wechariams exit to estalh, maitai and dlssemmate policies, standards
500.3(d) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilties; 10
Documentation
i T T i Fidentincati
50030) A [access controls, Including remote access and identity management; Functional Intersects With ety & Accese Iacon[[lechantsms existto acitate the implementation of Gentiication and access S
lbusiness continuity and disaster recovery planning and resources; Publishing Security, Mechanisms exist to estabiish, maintain and disseminate policies, standards
500.3(e) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities; 10
ocumentation
lbusiness continuity and disaster recovery planning and resources; [Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity [controls to help ensure resilient Technology Assets, Applications and/or
500.3(e) NIA Functional Intersects With Management System BCD-01  Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 5
(BCMS) |Continuity & Disaster Recovery (BC/DR) playbooks).
systems operations and avalability concerns; Publishing Security, Mechanisms exist to estabiish, maintain and disseminate policies, standards
5003() NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities; 10
ocumentation
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lsystems operations and availability concerns;

IMechanisms exist to facilitate the implementation of capacity management

50030 NA Functional Intersects ith | Capacity & Performance | xp 01 |controls to ensure optimal system performance to meet expected and 5
Management Janticipated future capacity requirements
[Systems and network security and monitoring; Publishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
5003(g) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilties. 10
Documentation
T twork securit torn Mech St to devel & updat dures to faciitate th
50030) A Systems and network security and monitoring: Fanctionat Inersecs ity | NeEwork Seculy Conils | e g7 [Wechirieme eXGt o develop goven & update procedures o faclate he S
[Security awareness and training; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, standards
5003(h) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities; 10
Documentation
[Security awareness and training; Security, Compliance & [Mechanisms exist to facilitate the implementation of security workforce
500.3(h) N/A Functional Intersects With i ded SAT-01 nd awareness controls. 5
Workforce
Systems and appiication security and development and quallty assurance; Publishing Security, Mechanisms exist to estabiish, maintain and disseminate policies, standards
500.30) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities; 10
Documentation
Systems and appiication security and development and quallty assurance; ) ) [Mechanisms exist to facilitate the implementation of tailored development
500.3() NA Functional Intersects with | Technology Development | 15, o7 - land acquisition strategies, contract tools and procurement methods to meet 5
& Acquisition lunique business needs
[physical security and environmental Controls Publishing Security, Mechanisms exist to estabiish, maintain and disseminate policies, standards
500.3) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities; 10
Documentation
[physical security and environmental controls; oryeical 6 E . [Mechanisms exist to facilitate the operation of physical and environmental
ysical & Environmenta .01 [protection controls.
500.3()) NA Functional Intersects With Prctanion PES01 [p 5
[customer data privacy; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(k) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities; 10
!
500.3(k) NA jcustomer data privacy; Functional Intersects With | Data Privacy Program | PRIOL |hechanIeTS e I8 Fact e e e o e et 5
Vendor and third-party service provider management; Publishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(1) N/A Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities. 10
Documentation
500300 VA Vendor and third-party service provider management; Fanctiona! Intersects With | Third-arty Management | TP-01 |[SCHarTSS SXt to facltate the mplementation of -ty maragement S
sk assessment; Publishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(m) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities. 10
Documentation
T i 0 i g T T
500.3(m) NA sk assessment; Functional Intersects Wit [Risk Management Program|  RSK-01 (s (il ok mansganmont coatian. 20" Of stratedic, operationa 5
fincident response and notification; and Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(n) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilties; 10
Documentation
incident response and notification; and [Mechanisms exist to implement and govern processes and documentation to
500.3(n) NA Functional Intersects With Incident Response 1R0-01 [facilitate an organization-wide response capability for cybersecurity and data 5
Operations lprotection-related incidents.
Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, standards
500.3(0) NA Functional Subset Of Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilities; 10
ocumentation
Vuinerability management Vulnerability & Patch [Mechanisms exist to facilitate the implementation and monitoring of
500.3(0) NA Functional Intersects With | Management Program | VPM-01 |vulnerability management controls. 5
(o) i g o
(vPMP)
500.4 Chief Information Security Irhis is merely a section title without content. Functional No Relationship. NIA NIA N/A ) INo applicable SCF control
[Each covered entity shall designate a CISO. The CISO may be employed by the Mechanisms exist to assign one or more qualified iNdviduals with the mission
[covered entity, one of its affiliates or a third-party service provider. If the CISO Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
500.4(a) NA is employed by a third-party service provider or an affiliate, the covered entity | Functional Intersects With | Compliance & Resilience | GOV-04 |maintain an enterprise-wide Security, Compliance & Resilience Program 5
hall: Responsibilities CRP).
v ith th T T i T third
S00.46a1) A [etain responsibility for compliance with this Part; Functional Subset Of Third-Party Management | TeM.01[[SanIsmS EXIs o faciltate the implementation o third-party management o
etain responsibility for compliance with this Part lechanisms exist to compel External Service Providers (ESPs) to provide
Security Compromise Inotification of actual or potential compromises in the supply chain that can
500.4(a)1) NA Functional Intersects With | eGe Y Agreements | TPM-05-1 [potentially affect or have adversely affected Technology Assets, Applications s
land/or Services (TAAS) that the organization utilizes.
[etain responsibility for compliance with this Part; [Mechanisms exist to document and maintain a Responsible, Accountable,
Re ble, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, tol
500.40a)1) NA Functional Intersects With | Supportive, Consuited & | TPH-05.4_[delineate assignment for security, compliance and resilience controls between 5
Informed (RASCI) Matrix internal stakeholders and External Service Providers (ESPS).
(Gesignate a senior member of the covered entity's personnel responsible for Mechanisms exist to facilitate the Implementation of third-party management
500.4(2)(2) NA direction and oversight of the third-party service provider; and Functional Subset Of Third-Party Management | TPM-01 [controls. 10
(designate a senior member of the covered entity's personnel responsibie for [Mechanisms exist to compel External Service Providers (ESPs) to provide
direction and oversight of the third-party service provider; and Security Compromise Inotification of actual or potential compromises in the supply chain that can
5004(2)(2) NA Functional Intersects With |\ 66 Hon Agreements | TPM-05-1 [potentially affect or have adversely affected Technology Assets, Applications 5
land/or Services (TAAS) that the organization utiizes.
(Gesignate a senior member of the covered entity's personnel responsible for Mechanisms exist to document and maintain a Responsible, Accountable,
direction and oversight of the third-party service provider; and Responsible, Accountable, upportive, Consulted & Informed (RASCI) matrix, or similar documentation, tol
500.40a)2) NA Functional Intersects With | Supportive, Consulted & | TPH-05.4_[delineate assignment for security, compliance and resilience controls between 5
Informed (RASCH Matrix internal stakeholders and External Service Providers (ESPS).
Fequire the third-party service provider or affiliate to maintain a cybersecurity Mechanisms exist to faciitate the Implementation of third-party management
500.4(2)(3) NA program that rotectsthe covered eniy in accordance with the requirements | Functionsl Subset Of Third-Party Management | TPM-01 [controls. 10
of this Part
[require the third-party service provider or affiliate to maintain a cybersecurity [Mechanisms exist to compel External Service Providers (ESPs) to provide
lprogram that protects the covered entity in accordance with the requirements Security Compromise Inotification of actual or potential compromises in the supply chain that can
500.4(a)(3) N/A lof this Part. Functional Intersects With Notification Agreements | 17M"03-1 |potentially affect or have adversely affected Technology Assets, Applications 5
[and/or Services (TAAS) that the organization utilizes.
Fequire the third-party service provider or affiiate to maintain a cybersecurity Mechanisms exist to document and maintain a Responsible, Accountable,
lprogram that protects the covered entity in accordance with the requirements Responsible, Accountable, upportive, Consulted & Informed (RASCI) matrix, or similar documentation, tol
500.4(a)(3) NA of this Part Functional Intersects With | Supportive, Coneulted & | TPM-05.4_[delineate assignment for security, compliance and resilience controls between 5
Informed (RASCh Matrix internal stakeholders and External Service Providers (ESPS).
[Report. The CISO of each covered entity shall report in writing at Ieast Mechanisms exist to allgn security, compliance and resilience capabilities with
lannually to the senior governing bod on the covered entity’s cybersecurity steering Commitee & lbusiness requirements through a steering committee or advisory board,
500.4(b) NA lprogram, including to the extent applicable: Functional Intersects With rogram Oversight | GOV-011 |comprised of key cybersecurity, data protection and business executives, 5
which meets formally and on a regular basis.
[Report. The CISO of each covered entity shall report in writing at least [Mechanisms exist to provide governance oversight reporting and
lannually to the senior governing bod on the covered entity's cybersecurity Status Reporting To recommendations to those entrusted to make executive decisions about
500.4(b) A program, including to the extent applicable Functional Intersects With o indy © | GOV-012 |matters considered material to the organization's Security, Compliance & s
Resilience Program (SCRP).
[Report. The CISO of each covered entity shall report in writing at Ieast Mechanisms existto eorce an accountabilty tructure 5o tat approprizte
lannually to the senior governing bod on the covered entity's cybersecurity Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
5004(6) A lprogram, including to the extent applicable: Functional Intersects With GOV-04.1 |measuring and managing Techno\ogy nssets, Applications, Services andior 5
Data (TAASD)-related risks.
[Report. The CISO of each covered entity shall report in writing at least [Mechanisms exist to establiish an authoritative chain of command with clear
lannually to the senior governing bod on the covered entity’s cybersecurity Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
500.4(b) N/A lprogram, including to the extent applicable: Functional Intersects With GOV-04.2 Irelated to managing Technology Assets, Applications, Services and/or Data 5
(TAASD)-related risks.
[Report. The CISO of each covered entity shall report in Writing at Ieast Mechanisms exist to define materiality threshold Criteria capable of
500.4(b) NA lannually to the senior governing bod on the covered entity's cybersecurity Functional Intersects With | Materiality Determination | GOV-16 |designating an incident as material. 5
lprogram, including to the extent applicable:
[Report. The CISO of each covered entity shall report in writing at least [Mechanisms exist to define criteria necessary to designate a risk as a material
500.4(b) N/A [annually to the senior governing bod on the covered entity’s cybersecurity, Functional Intersects With Material Risks. GOV-16.1 |risk 5
lprogram, including to the extent applicable:
[Report. The CISO of each covered entity shall report in writing at Ieast Mechanisms exist to define Criteria necessary to designate a threat as
500.4(b) NA lannually to the senior governing bod on the covered entity's cybersecurity Functional Intersects With Material Threats GOV-16.2 |material threat. 5
lprogram, including to the extent applicable:
[the confidentiality of nonpubiic information and the integrity and security of [Mechanisms exist to align security, compliance and resilience capabilities with
the covered entity’s information systems; Steering Committee & lbusiness requirements through a steering committee or advisory board,
5004(b)(1) A Functional Intersects With o Ovenare. | GOV-0L1 [Comprised of key cybersecurty, data protection and business executives, s
[which meets formally and on a regular basis.
fthe confidentiallty of nonpublic information and the integrity and security of Mechanisms exist to obtain a First-Party Declaration(LPD) from applicable
lthe covered entity's information systems; Extemal Service Providers (ESPs) that provides assurance of complance with
500.4(6)(1) A Functional Intersects ith | First-Party Declaration | 1oy oo o lspecified statutory, regulatory and contractual obligations for secu 5
(1°D) Compllance and rasiiente contros, including any flow.down requirements to
lsubcontractors.
[the covered entity's cybersecurity policies and procedures; Mechanisms exist o alln securty, compllance and resflence capabiities wih
Steering Committee & lbusiness requirements through a steering committee or advisory board,
500.4(b)(2) N/A Functional Intersects With Program Oversight GOV-01.1 |comprised of key cybersecurity, data pmle(tmr\ and business exemmes, 5
which meets formally and on a regular bas
[the covered entity's cybersecurity policies and procedures; [Mechanisms exist to obtain a First-Party Declaration(LPD) from applicable
itemal Service Providers (ESP) that provides assurance of compiance with
500.4(0)(2) NA Functional tersects witn | FrstParty Declaration | 1o o |coccitica scatutory, regulatory and contractual obigations for security, 5
(1pD) Compliance and rasifence controls, ncluding any flow-down regquirements o
lsubcontractors.
[material cybersecurity risks to the covered entity; Mechanisms exist to align security, compliance and resilience capabilities with
Steering Committee & lbusiness requirements through a steering committee or advisory board,
5004(6)3) A Functional | Intersects With e v & | GOV-OL.1 comprised of key cybersecurity, cata prosection and business executives, 5
|which meets formally and on a regular basis:
g Tty i z i Taiity threshol e of
S00.4(03) A [material cybersecurity risks to the covered entity; Functional Intersects With | Materalty Determination | GOV-16. [pecnoninrs oo 1o 0ee moter ity Treshord ciers capabie S
50040)3) VA [material cybersecurity risks to the covered entity Fanctionat tersects With J—— GOv-16.1 [[SChaIsMS eXst o define citeia necessary o designate a sk 25 @ material S
50040)3) A [material cybersecurity risks to the covered entity; Fanctiona! I tersects With Material Threats GOv-16.2 [[ECTaTES St o define crteia necessary o designate a freat a3 S
[material cybersecurity risks to the covered entity; [Mechanisms exist to obtain a First-Party Declaration(LPD) from applicable
[External Service Providers (ESPs) that provides assurance of compliance with
500.400)3) A Functiona! Intersects with | First-Party Declaration | o1 oo o Ispecified statutory, regulatory and contractual obligations for security, 5
(1pD) lcompliance and resilience contrls ncluding any flow-down requirements to
lsubcontractors
loverall effectiveness of the covered entity's cybersecurity program; Mechanisme existt alln securty, compTance and resflence Capabiities wih
Steering Committee & usiness requirements through a steering committee or advisory board,
500.4(b)(4) /A Functional Intersects With o Sversigne" | GOV-0L1 [comprised of key cybersecurty, data protection and business oo, 5
[which meets formally and on a regular basis.
loveral effectiveness of the covered entity's Cybersecurity program; Mechanisms exist to obtain a First-Party Declaration(1PD) from applicable
[External Service Providers (ESPs) that provides assurance of compliance with
500.4(00() NA Functional Intersects with | FirstParty Declaration | 1o oo o Ispecified statutory. regulatory and contractual obligations for security, 5
(1pD) [compliance and resilience controls, including any flow-down requirements to
lsubcontractors.
[material cybersecurity events involving the covered entity during the time [Mechanisms exist to align security, compliance and resilience capabilities with
Iperiod addressed by the report; and Steering Committee & lbusiness requirements through a steering committee or advisory board,
500.4(b)(5) NA Functional Intersects With Program Oversight | GOV-01.1 fcomprised of key cybersecurity, data protection and business executives, 5
[which meets formally and on a regular basis;
50040)5) A el cybersEciy SVerts Vauing e covered ety duing th e Fanctiona! Intersects With | Motertallty Determinaton | GOV-16 [ Jechanams St Lo deine maleralty treshold crtera capable of S
500400)5) i e Ty averts oliing the covered eny during the ime Fumctiona! Intersects With aterial Risks GOv-16.1 [[eCharIsms exst o definecrtri necessary o designate a sk &= materil S
500.4(0(5) A matertl cybersecurty events invalvng the covered entity during the ime umctiona! Intersects With Material Threats Gov-16.2 |[1eChanEmS exit o Gefine citeria necessary to designate 3 threat 35 3 S

lperiod addressed by the report;
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[material cybersecurity events involving the covered entity during the time IMechanisms exist to obtain a First-Party Declaration(LPD) from applicable
lperiod addressed by the report; and [External Service Providers (ESPs) that provides assurance of compliance with
500.4(6)(5) NA Functional Intersects With | First-Party Declaration | oy oo o lspecified statutory, regulatory and contractual obligations for security, 5
(1PD) |compliance and resilience controls, including any flow-down requirements to
lsubcontractors.
[plans for remediating material inadequacies. Mechanisms exist to align security, compliance and resilience capabilities with
Steering Committee & lbusiness requirements through a steering committee or advisory board,
500.4(b)(6) N/A Functional Intersects With Program Oversight GOV-01.1 |comprised of key cybersecurity, data protection and business executives, 5
which meets formally and on a regular basis.
[plans for remediating material inadequacies. [Mechanisms exist to enforce an accountability structure so that appropriate
Stakeholder Accountabilit lteams and individuals are empowered, responsible and trained for mapping,
500.4(0)(6) NA Functional Intersects With Y| GOV-04.1 | measuring and managing Technology Assets, Applications, Services and/or 5
IData (TAASD)-related risks.
[plans for remediating material Inadequacies. Mechanisms exist to document and review Istances of non-compliance with
500.4(b)(6) N/A Functional Intersects With | Non-Compliance Oversight| CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate 5
fisk mitigation actions,
500.4(0)(6) A [plans for remediating material Functional Intersects With Risk RSK-06_|Mechanisms exist to remediate risks to an acceptable level 5
lplans for remediating material inadequacies. Vuinerability Remediation [Mechanisms exist to ensure that vulnerabilities are properly identified,
500.4(b)(6) NA Functional Intersects With ey e VRM-02 [ e ot 5
[plans for remediating material inadequacies. [Mechanisms exist to address weaknesses or deficiencies in supply chain
500.4(6)(6) NA Functional Intersects With | Third-Party Deficiency | oy oo |elements identified during independent or organizational assessments of such 5
Remediation lelements.
[The CISO shall timely report to the senior governing body or senior officer(s) Mechanims exist t provide governance oversigtreporting and
lon material cybersecurity issues, such as significant cybersecurity events and Status Reporting To imendations to those entrusted to make executive decisions about
500.4(c) A Significant changes to the covered entity’s cyberaecurity program Functional Subset Of o ndy | GOV-0L2 |matters considered material to the organization's Securty, Compriance & 10
Resilience Program (SCRP).
[The senior governing body of the covered entity shall exercise oversight of the| echanisms existt alln securty, compllance and resflence capabiities Wi
lcovered entity’s cybersecurity risk management, including by: Steering Committee & lbusiness requirements through a steering committee or adviso
500.4(d) NA Functional Subset Of Program Oversight GOV-01.1 |comprised of key cybersecurity, data pmlec\mr\ and business. exemmes, 10
which meets formally and on a regular bas
raving Sufficlent understanding of cybersecuriy.related maters o exercise Mechanisms existt alln securky, compTance and resflence capabiiies wih
lsuch oversight, which may include the use of adviso Steering Committee & lbusiness requirements through a steering committee or advisory
500.4(d)(1) /A Functional Subset Of cering COMIMILES & | GOV-011 |Faymprieed of key &yperseciry. 4ot protechon and iusness orecutves, 10
[which meets formally and on a regular basis.
Fequiring the covered entity’s executive management or Its designees to Mechanisms exist to align security, compliance and resilience capabilities with
ldevelop, implement and maintain the covered entity’s cybersecurity program; Steering Commitee & lbusiness requirements through a steering committee or advisory board,
500.4(d)(2) N/A Functional Subset Of Program Oversight GOV-01.1 |comprised of key cybersecurity, data protection and business executives, 10
|which meets formally and on a regular basis:
[reguiarly receiving and reviewing management reports about Cybersecurity [Mechanisms exist to allgn security, compliance and resilience capabilities with
Imatters; and Steering Committee & lbusiness requirements through a steering committee or advisory board,
500.4(d)(3) A Functional Subset Of o averaom | GOV-0L1 [Comprised of key cybersecurty, data protection and business executives, 10
[which meets formally and on a regular basis;
[Confirming that the covered entity's management has allocated sufficient Mechanisms exist to align security, compliance and resilience capabilities with
resources to implement and maintain an effective cybersecurity program. Steering Committee & lbusiness requirements through a steering committee or advisory board,
500.4(d)(4) NA Functional Subset OF Program Oversight GOV-01.1 |comprised of key cybersecurity, data protection and business executives, 10
|which meets formally and on a regular basis:
[Confirming that the covered entity's management has allocated sufficient [Mechanisms exist to address all Capital planning and investment requests,
resources to implement and maintain an effective cybersecurity program. Security, Compliance & including the resources needed to implement the Security, Compliance &
500.4(d)(4) N/A Functional Subset OF esilience Resource PRM-02 " Resilience Program (SCRP) and document all exceptions to this requirement. 0
Management
[confirming that the covered entity's management has allocated sufficient [Mechanisms exist to identify and allocate resources for management,
500.4(d)(4) NA resources to implement and maintain an effective cybersecurity program. Functional Intersects With | Allocation of Resources | PRM-03 |operational, technical and data protection requirements within business 5
lprocess planning for projects / initiatives.
[Each covered entity shall, in accordance With Its risk assessment, develop and xist (o establish, maintain and disseminate policies, standards
implement written policies and procedures for vulnerability management that Publishing Security, land procedures necessary for secure, compliant and resilient capabilties.
5005 Vulnerability Management [2re designed to assess and maintain the effectiveness of its cybersecurity Functional Subset Of Compliance & Resilience | GOv-02 5
lprogram. These policies and procedures shall be designed to ensure that Dettmentation
lcovered entities:
500521 A lconduct, at a minimum: Functional No A A WA [ [No appiicable SCF control
lpenetration testing of their information systems from both inside and outside
500.5(a)(1) NA the information systems’ boundaries by a qualified internal or external party Functional Intersects With | Attack Surface Scope | vem-o11 | Mechanisms exist to define and manage the scope for s attack surface 5
nagement activities.
at least annually; and
lpenetration testing of thelr Information systems from both inside and outside Mechanisms exist to conduct penetration testing on Technology Assets,
500.5(2)(1) NA lthe information systems’ boundaries by a qualified internal or external party Functional Intersects With Penetration Testing | VPM-07 |Applications and/or Services (TAAS). 8
at least annually; and
[automated scans of information systems, and a manual review of systems not [Mechanisms exist to detect vulnerabilities and configuration errors by routine
red by such scans, for the purpose of discovering, analyzing and reporting |vulnerability scanning of systems and applications.
500.5(a)(2) N/A lvulnerabilities at a frequency determined by the risk assessment, an Functional Intersects With Vulnerability Scanning VPM-06 8
lpromptly after any material system changes;
lare promptly Informed of new security vulnerabilities by having a monitoring Continuous Vulnerability Mechanisms exist to address new threats and vulnerabilities on an ongoing
200.5(0) WA lprocess in place; an Functional Intersects With Activities' | VP04 lbasis and ensure assets are protected against known attacks, s
e o et e s, aing prioity © vulnerabiliies based on the Vulnerability Remediation [Mechanisms exist to ensure that vulnerabilities are properly identifed,
5005(c) WA sk they pose to the covered enti Functional Intersects With Process VPM-02 liracked and remediate s
fimely remediate vuinerabilities, g.v.nq priority to vulnerabilities based on the [Mechanisms exist to [dentify and assign a risk ranking to newly discovered
500.5(c) NA sk they pose to the covered entity. Functional Intersects With | Vulnerability Ranking | VPM-03 _[security vulnerabilities using reputable outside sources for security 5
|vulnerabiliy information.
[fimely remediate vulnerabilities, giving priority to vulnerabilities based on the Mechanisms exist to [dentify, assess, prioritize and document the potential
500.5(c) NJA risk they pose to the covered entity. Functional Intersects with | VuInerability Exploitation | oy o3 1 [impact(s) and likelihood(s) of applicable internal and external threats 5
nalysis lexploiting known vulnerabilities.
5006 Audit Trail [This is merely a section title without content. Functional No A NA WA [ [No appiicable SCF control
[Each covered entity shall securely maintain systems that, o the extent [Mechanisms exist to develop, document and maintain secure baseline
500.6(a) NA lapplicable and based on its risk assessment: Functional Intersects With Secure Baseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) that 5
Configurations jare consistent with industry-accepted system hardening standards.
lare designed to reconstruct material financial transactions sufficient o Mechanisms exist to faciltate the Implementation of enterprise-wide
500.6(aiL) NA jsupport normal operations and obligations of the covered entity; and Functional Intersects With | Continuous Monitoring | MON-01 | monitoring controls. s
[are designed to reconstruct material financial transactions sufficient to Mechanisms exist to configure Technology Assets, Applications and/or
lsupport normal operations and obligations of the covered entity; and Services (TAAS) to produce event logs that contain sufficient information to, at|
la minimum:(1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred:(3) Where the event occurred:(4) The source of the
500.6(a)(1) NA Functional Intersects With | Content of Event Logs | MON-03 [event;(5) The outcome (success or failure) of the event; and(6) The identity of 5
lany user/subject associated with the event.
finclude audrt trails designed to Getect and respond to cybersecurity events [Mechanisms exist to facilitate the implementation of enterprise-wide
500.6(a)(2) NA that have a reasonable likelihood of materially harming any material part of Functional Intersects With | Continuous Monitoring | MON-01  |monitoring controls. 5
lthe normal operations of the covered entity.
finclude audTt tralls designed to detect and respond to cybersecurity events Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
500.6(2)(2) NA lthat have a reasonable likelihood of materially harming any material part of Functional Intersects with | Centralized Collection of | o\ 0> |similar automated tool, to support the centralized collection of security-related| 5
the normal operations of the covered entity. Security Event Logs levent logs
include audrt trails designed to etect and respond to cybersecurity events Mechanisms exist to configure Technology Assets, Applications and/or
that have a reasonable likelihood of materially harming any material part of Services (TAAS) to produce event logs that contain sufficient information to, at|
lthe normal operations of the covered entity. la minimum:(1) Establish what type of event occurred;(2) When (date and
ltime) the event occurred:(3) Where the event occurred:(4) The source of the
500.6(a)(2) NA Functional Intersects With | Content of Event Logs | MON-03 [event;(5) The outcome (success or failure) of the event: and(6) The identity of 5
lany user/subject associated with the event.
Eoch covered enly ol Moo ecords requred by parogroon (N1 or s [Mechanisms exist to retain media and data in accordance with applicable
section for not fewer than five years ai maintain records required b lstatutory, regulatory and contractual obligations.
500.6(b) NA Daragraph (a1(2) of this section for not fewer than three years Functional Intersects With | Media & Data Retention | DCH-18 5
[Each covered entity shall maintain records required by paragraph (@)(1) of this Mechanisms exist to retain a record of personnel accountability to ensure
Isection for not fewer than five years and shall maintain records required by lthere is a record of all access granted to an individual (system and
500.6(b) NA Iparagraph (a1(2) of this section for not fewer than three years. Functional Intersects With | Retain Access Records | IAC-OL1 [application-wise). who provided the authorization, when the authorization was 5
loranted and when the access was last reviewed.
[Each covered entity shall maintain records required by paragraph (a)(L) of this Mechanisms exist to retain event 10gs for a time period Consistent with
lsection for not fewer than five years and shall maintain records required by records retention requirements to provide support for after-the-fact
500.6(b) NA Iparagraph (a)(2) of this section for not fewer than three years, Functional Intersects With Event Log Retention | MON-10 [inyestigations of security incidents and to meet statutory, regulatory and 5
lcontractual retention requirements.
5007 ‘Access Privileges __[This Is merely a section title without content. Functional No NA NA NA [ [No appiicable SCF control
[As part of its cybersecurity program, based on the covered entity’s risk N
500.7(a) NA lassessment each covered entity shall Functional No Relationship. NA NA NA o INo applicable SCF control
limit user access privileges to information systems that provide access to dentiy & Access [Mechanisms exist to facilitate the implementation of identification and access
Inonpublic information to only those necessary to perform the user's job; .01 |management controls.
500.7(a)(1) NA P ly ry to p i Functional Subset Of Management 1Ac-01 9 10
limit user access privileges to information systems that provide access to Mechanisms exist to enforce Role-Based Access Control (RBAC) for
500.7(a)(1) NA Inonpublic information to only those necessary to perform the user's job; Functional Intersects with | Role-Based Access Control |, qg  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 5
(RBAC) laccess to individuals assigned specific roles with legitimate business needs.
[imit user access privileges to information systems that provide access to [Mechanisms exist to restrict and control privileged access fights for users and
500.7(a)(1) NA Inonpublic information to only those necessary to perform the user's job; Functional Intersects With frivieged pccount IAC-16 [Technology Assets, Applications and/or Services (TAAS) 5
ianagement
limit user access privileges to information systems that provide access to Mechanisms exist to periodically-review the privileges assigned to Inaviduals
500.7(a)(1) NA Inonpublic information to only those necessary to perform the user's job; Functional Intersects With | Periodic Review of Account| 15 |and service accounts to validate the need for such privileges and reassign or s
Privileges remove unnecessary privileges, as necessary.
limit user access privileges to information systems that provide access to [Mechanisms exist to utilize the concept of 1east privilege, allowing only
500.7(a)(1) NA Inonpublic information to only those necessary to perform the user's job; Functional Intersects With Least Privilege IAC-21 [authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
limit user access privileges to information systems that provide access to Mechanisms exist to enforce Role-Based Access Control (RBAC) for
500.7(a)(1) NA Inonpublic information to only those necessary to perform the user's job; Functional Intersects with | Role-Based Access Control |, og  ITechnology Assets, Applications, Services and/or Data (TAASD) to restrict 5
(RBAC) Jaccess to individuals assigned specific roles with legitimate business needs.
limit the number of privileged accounts and limit the access functions of [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
500.7(a)(2) NA rivileged accounts to only those necessary to perform the user's job; Functional Intersects With Least Privilege 1AC-21 [authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
fimit the use of privileged accounts to only when performing functions Privileged Account [Mechanisms exist to restrict and control privileged access fights for users and
500.7(a)3) NA requiring the use of such access Functional Intersects With Management (PAM) 'AC-16 [rechnology Assets, Applications andfor Services (TAAS) s
lperiodically, but at a minimum annually, review all User access privileges and [Automated mechanisms exist to disable inactive accounts after an
500.7(a)(4) NA remove or disable accounts and access that are no longer necessary; Functional Intersects With | Disable Inactive Accounts | IAC-15.3 [organization-defined time period. 5
[perfodically, but at a minimum annually, review all User access privileges and Mechantsms exis to review all system accounts and dlsabl any account that
500.7(a)(4) NA move or disable accounts and access that are no longer necessary; Functional Intersects With | System Account Reviews | IAC-15.7 |cannot be associated with a business process and owne 5
peradically, but ot 3 mirimim snualy,revew all ussr access prvieges and Mechanisms exist to inventory all privileged accounts and validate that each
500.7(a)(4) NA Iremove or disable accounts and access that are no longer necessary; Functional Intersects With Privileged Account IAC-16.1 |person with elevated privileges is authorized by the appropriate level of 5
Inventories lorganizational management
(disable or securely configure all protocols that permit remote control of ; [Mechanisms exist to develop, document and maintain secure baselin
500.7(a)(5) NA devices; and Functional Intersects With Secure Baseline cre.02 fconiguraions for Technolagy Assets, Applicaions andor Services mus; that 5
Configurations lare consistent with industry-accepted system hardening standal
(@isable or securely configure all protocols that permit remote control of Use of Privileged Utiiity Mechanisms exist to restrict and tightly control Uity programs that are
5007(@)(5) NiA ldevices; and Functional Intersects With IAC-20.3 | apable of overriding system and application controls. 5
lpromptly terminate access following departures. Mechanisms exist to adjust logical and physical access authorizations to
500.7(a)(6) NA Functional Intersects With Personnel Transfer RS-0 Technology Assets, Applications and/or Services (TAAS) and faclties upon 5
lpersonnel reassignment or transfer, in a timely m
Tollowin res. T ™ the ter i Toymen
500.7((6) NA [promptly terminate access following departures Fumctiona! Intersects With | Personmel Termination | HRs.09 | MEChanisms exist to govern the termination of individual employment. S
[To the extent passwords are employed as a method of authentication, the Publishing Security, Mechanisms exist to estabiish, maintain and disseminate policies, standards
500.7(b) NA lcovered entity shall implement a written password policy that meets industry Functional Intersects With | Compliance & Resilience | GOV-02 [and procedures necessary for secure, compliant and resilient capabilties. 5
standards. ocumentation
[To the extent passwords are employed as a method of authentication, the [Mechanisms exist to facilitate the implementation of identifcation and access
500.7(b) NA lcovered entity shall implement a written password policy that meets industry Functional Intersects With Identity & Access JAC-01 | management controls, 5
tandards Management (IAM)
[To the extent passwords are employed as a method of authentication, the [Mechanisms exist to:(1) Securely manage authenticators for users and
500.7(b) NA lcovered entity shall implement a written password policy that meets industry Functional Intersects With |Authenticator JAC-10 |devices; and(2) Ensure the strength of authentication is appropriate to the 5
standards. of the data being accessed.
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500.7(b) NA lcovered entity shall implement a written password policy that meets industry Functional Intersects With IAC-10.1  [ensure strong criteria for password-based authentication. 5
Standards. Authentication
0070 A Eoch case & company shall monior privieged access actviy and sall Fumctiona! Intersects With | Privieged User Oversigh | MON-01.15 [SCHaTISTS SX1stto Implemert enhianced actviy moritorng for priveged S [Appiicable to Class A Companies
[Each class A company shall monitor privileged access activity and shail [Mechanisms exist to configure Technology Assets, Applications and/or [Appiicable to Class A Companies
implem Services (TAAS) to produce event logs that contain sufficient information to, at|
la minimunn: (1) Establish what type of event occurred(2) When (date a
ime) the event occurred;(3) Where the event occurred;(4) The source
500.7(c) NA Functional Intersects With | Content of Event Logs | MON-03 |event;(5) The outcome (success or failure) of the event; and(6) The identity of 5
lany user/subject associated with the event.
S007@ A o lase X company all moNKor prvleged access Sy and sl Fanctiona! tersects With PAVIEGSE FUNCEENS | oni03.3 [lchamemr s 19 97 eV e aclons f eers anclr sevces Wi S [Applicable to Class A Companies
/2 privileged access management solution; and Privileged Account Mechanisms exist to restrict and control privileged access fights for users and
500.7(c)(1) NA privileg 9 Functional Equal Management (PAM) IAC16  [Tachnology Assets, Applications andor Services (TAAS). 10
[an automated method of blocking commonly used passwords for all accounts [Mechanisms exist to enforce complexity, length and lifespan considerations to [Appiicable to Class A Companies
lon information systems owned or controlled by the class A company and lensure strong criteria for password-based authentication.
wherever feasible for all other accounts. To the extent the class A company
ldetermines that blocking commonly used passwords s infeasible, the covered Password-Based
5007()(2) A entiy's CIS0 may instead approve n witing at leask annually the infeasibiity | Functional | Intersects With Ahentication | AC101 s
land the use of reasonably equivalent or more secure compensating controls.
[an automated method of blocking commonly used passwords for all accounts [Automated mechanisms exist to determine if password authenticators are [Appiicable to Class A Companies
lon information systems owned or controlled by the class A company and Jsufficiently strong enough to satisfy organization-defined password length and
wherever feasible for all other accounts. To the extent the class A company [complexity requirements.
[determines that blocking commonly used passwords s infeasible, the covered Automated Support For
5007()(2) A entiy's CIS0 may instead approve n witing at leask annually the nfeasibiity | Fenctional | - intersets with | AGIGET PR, | iaci104 5
land the use of reasonably equivalent or more secure compensating controls.
5008 ‘Application Security _|This is merely a section title without content. Functional No A A WA [ [No appiicable SCF control
[Each covered entity's cybersecurity program shall Include written procedures, [Mechanisms exist to establish, maintain and disseminate policies, standards
lguidelines and standards designed to ensure the use of secure development land procedures necessary for secure, compliant and resilient capabiliies.
pracices for n-house developed applications uiized by the covered entity Publishing Securlty.
land procedures for evaluating, assessing or testing the security of externa
500.8(a) NA oveioped appication uilised by the Coverad entity wiin the context of the | Functional Intersects With | Compliance & Resilience | - GOV-02 5
lcovered entity’s technology environment. Documentation
[Each covered entity's cybersecurity program shall Include written procedures, [Mechanisms exist to dentify and document Standardized Operating
lguidelines and standards designed to ensure the use of secure development lProcedures (SOP), or similar documentation, to enable the proper execution of
practices for in-house developed applications utilized by the covered entity, |day-to-day / assigned tasks
land procedures for evaluating, assessing or testing the security of externali Standardized Operatin
500.8() NA ovaloped appications uiliscd by the Coverad entity wihin the context of the | Functional Intersects With Procedures (s0p) | OPSOLL 5
lcovered entity’s technology environment.
[Each covered entity's cybersecurity program shall include written procedures, [Mechanisms exist to facilitate the implementation of tailored development
lguidelines and standards designed to ensure the use of secure development land acquisition strategies, contract tools and procurement methods to meet
ractices for in-house developed applications utilized by the covered entity, lunique business needs.
land procedures for evaluating, assessing or testing the security of externali Technology Development
500.8(a) NA Geveloped applications utlized by the covered entty within the context of the Functional Subset Of S Acquisttion TDA-01 0
lcovered entity’s technology environment.
[Each covered entity's cybersecurity program shall Include written procedures, €Xist (o Gevelop applications based on Secure Software
lguidelines and standards designed to ensure the use of secure development Development Practices (SSDP).
pracices for n-house developed applications uiized by the covered entity Secure Software
land procedures for evaluating, assessing or testing the security of externa
500.8() NA Coveloped appications uilised by the Coverad entity wiin the context of the | Functional Intersects With | Development Practices | TOA-06 5
lcovered entity’s technology environment.
[Each covered entity's cybersecurity program shall Include written procedures, [Mechanisms exist to have an Independent review of the software design to
lguidelines and standards designed to ensure the use of secure development |validate:(1) Applicable security, compliance and resilience requirements are
practices for in-house developed applications utilized by the covered entity, Imet; and(2) Identified risks are remediated.
land procedures for evaluating, assessing or testing the security of externali
500.8() NA oveloped appications uilised by the Coverad entity wiin the context of the | Functional Intersects With | Software Design Review | TDA-06.5 5
lcovered entity’s technology environment.
[Each covered entity's cybersecurity program shall Include written procedures, Mechanisms st t require system developersnegrators consult with
lguidelines and standards designed to ensure the use of secure development lsecurity, compliance and/or resilience personnel to:(1) Create and implement
lpractices for in-house developed applications utilized by the covered entity, 2 Securiy Testing and Evaluation (STSE) pan, or smilar capabilty:(
land procedures for evaluating, assessing or testing the security of externaliy Security, Compliance & implement a verifiable flaw remediation process to correct weaknesses and
500.8(a) NA ldeveloped applications utiized by the covered entity within the context of the | Functional Intersects With silience Testin TDA-09  [deficiencies identified during the control testing and evaluation process; 5
lcovered entity’s technology environment. Throughout Development land(3) Document the results.
[Each covered entity’s cybersecurity program shall Include written procedures, Wechanisms oxstto Inplemert ecure Confguraton setings by defaut to
lguidelines and standards designed to ensure the use of secure development reduce the likelihood of Technology Assets, Applications and/or Servi
Ipractices for in-house developed applications utilized by the covered entity, (TAAS) being deployed with weak Secunty Setings that would put the TAAS at
rocedures for evaluating, assessing or testing the security of externall  greater risk of compromise.
500.8(2) A Seveloped appications utlized by the Covered entty witnin the context of the | Functional Intersects With | Secure Settings By Defautt| TDA09.6 | 9 " 5
lcovered entity’s technology environment.
[AIT Such procedures, guidelines and standards shall b reviewed, assessed and Mechanisms exist to review the Security, Compliance & Resilience Program
lupdated as necessary by the CISO (or a qualified designee) of the covered Periodic Review & Update ((SCRP), including policies, standards and procedures, at planned intervals or if
500.8(b) NA lentity at least annually. Functional Intersects With | of Security, Compliance & | GOV-03 significant changes occur to ensure their continuing sultabilty, adequacy and 5
Resilience Program leffectiveness.
5009 Risk Assessment___[This Is merely a section title without content. Functional No A A WA [ [No appiicable SCF control
[Each covered entity shall conduct a periodic risk assessment of the covered [Mechanisms exist to facilitate the implementation of strategic, operational
lentity’s information systems sufficient to inform the design of the land tactical risk management controls.
lcybersecurity program as required by this Part. Such risk assessment shall be
reviewed and updated as reasonably necessary, but at a minimurm annually,
land whenever a change in the business or technology causes a material
lchange to the covered entity’s cyber risk. The covered entity's ri
lassessment shall allow for revision of controls to respond to technological
500.9(a) NA ldevelopments and evolving threats and shall consider the particular risks of Functional SubsetOf |Risk Management Program| RSK-01 10
the covered entity’s business operations related to cybersecurity, nonpublic
information collected or stored, information systems utilized and the
lavailability and effectiveness of controls to protect nonpublic information and
information systems.
Each covered entty shal conduct » perlodic Tk assessment o the covered [Mechanisms exist to conduct recurring assessments of fisk that includes the
lentity’s information systems sufficient to inform the desig likelihood and magnitude of harm, from unauthorized access, use, disclosure,
oy bereeturty progtarm se racured by th Part Such ik aceestment shall be [disruption, modification or destruction of the organization's Technology
reviewed and updated as reasonably necessary, but at a minimum annually, |assets, Applications, Services and/or Data (TAASD).
nd whenever a change in the business or technology causes a material
lchange to the covered entity’s cyber risk. The covered entity’s risk
lassessment shall allow for revision of controls to respond to technological
500.9(a) NA ldevelopments and evolving threats and shall consider the particular risks of Functional Intersects With Risk Assessment RSK-04 5
the covered entity's business operations relted to cybersecurity, nonpublic
information collected or stored, information systems utilized and t
oty and ifectivenscs of Cantial t prereet mopuc mormation and
information systems.
Each covered entty shall conduct » perlodic Tk assessment o the covered Mechanisms exstto maintain a ik register that facilttes monitoring and
lentity’s information systems sufficient to inform the design reporting of risk:
oy bereeturty progtarm se racured by th Part Such ik acsestment shall be
Ireviewed and updated as reasonably necessary, but at a minimum annually,
land whenever a change in the business or technology causes a material
lchange to the covered entity’s cyber risk. The covered entity’s risk
lassessment shall allow for revision of controls to respond to technological
500.9(a) NA ldevelopments and evolving threats and shall consider the particular risks of Functional Intersects With Risk Register RSK-04.1 5
the covered entity’s business operations related to cybersecurity, nonpublic
information collected or stored, information systems utilize
lavailability and effectiveness of cantrols to protect nonpublic information and
information systems
[Each covered entity shall conduct a periodic sk assessment of the covered [Mechanisms exist to routinely update sk assessments and react accordingly
lentity’s information systems sufficient to inform the design of the lupon identifying new security vulnerabilities, including using outside sources
lcybersecurity program as required by this Part. Such risk assessment shall be ffor security vulnerability information.
Ireviewed and updated as reasonably necessary, but at a minimum annually,
land whenever a change in the business or technology causes a material
lchange to the covered entity’s cyber risk. The covered entity's ris
lassessment shall allow for revision of controls to respond to technological
500.9(a) NA ldevelopments and evolving threats and shall consider the particular risks of Functional Intersects With | Risk Assessment Update | RSK-07 5
lthe covered entity’s business operations related to cybersecurity, nonpublic
information collected or stored, information systems utilized and the
lavailability and effectiveness of cantrols to protect nonpublic information and
information systems.
[The risk assessment shall be carried out in accordance with written policies Mechanisms exist to facltate the Implementation ofstrategic, aperatonal
500.9(b) NA and procedures and shallbe documented. Such paliies and procedures shal Functional SubsetOf |Risk Management Program| RSK-01 [and tactical risk management controls. 10
inciude:
[The risk assessment shall be carried out in accordance with written policies Mechanisms exist to conduct recurring assessments of risk that includes the
land procedures and shall be documented. Such policies and procedures shall likelihood and magnitude of harm, from unauthorized access, use, disclosure,
500.9(b) NA include: Functional Intersects With Risk Assessment RSK-04 lgisruption, modification or destruction of the organization's Technology s
|Assets, Applications, Services andjor Data (TAASD).
(citeria for the evaluation and categorization of identified cybersecurity risks [Mechanisms exist to define materiality threshold criteria capable of
500.9(b)(1) NIA or threats facing the covered entity: 4 Y Functional Intersects With | Materiality Determination | GOV-16 _|ecanae® S0t as material. P 5
500.90)(1) A e o e evelualon and cteqorizaton o Gentined cybersecuity ks Fumctiona! Intersects With aterial Risks GOV-16.1 [[ISCharsmS exit o Gefine crteia necessary to designate sk a3 & matera S
50090)(1) VA kit for the evafuaion and categoriation o enked cybersecurty ks Fanctional tersects With Material Threats GOv-16.2 [eCTRTES oSt o define citeia necessary o designate a treat a3 S
(criteria for the evaluation and categorization of identified cybersecurity risks [Mechanisms exist to identify:(1) Assumptions affecting risk assessments, risk
or threats facing the covered entity; response and risk monitoring:(2) consua-ms affecting risk assessments, risk
Iresponse and risk monitoring;(3) The organizational risk tolerance; an
Pricrities, panaits and trade-offs considered by the organization for managing
500.9(b)(1) NA Functional Intersects With Risk Framing RSK-0L.1 [fisk 5
500900)(1) A e o e eveluaton and catedorizaton o Gentined cybersecurty ks Fumctiona! Intersects With ik Toerance RSK013 [JeChantes S Lo Geine organzational K tierance, The specied range S
crRefa forthe evaluatan a1 cleGorzation of dented cyBersecurty ks Mechanisms exist to define organizational risk thresnold, the level of risk
500.9(6)(1) NA or threats facing the covered entity. Functional Intersects With Risk Threshold RSK-01.4 [exposure above which risks are addressed and below which risks may be 5
laccepted
(citeria for the evaluation and categorization of identified cybersecurity risks lechanisms exist to define organizational risk appetite, the degree of
500.9(b)(1) NA or threats facing the covered entity; Functional Intersects With Risk Appetite RSK-0L5 [uncertainty the organization is willing to accept in anticipation of a reward. 5
S00.90(1) A e o e evelualo a7 ctegorizaton o Gentined cybersecuty ks umctional Intersects With ik Identification RoK.03 _|Mechanisms exist to identify and document risks, both internal and external S
(citeria for the evaluation and categorization of Identified cybersecurity risks Mechanisms exist to develop and keep current a catalog of appiicable risks
500.9(b)(1) N/A jor threats facing the covered entity; Functional Intersects With Risk Catalog RSK-03.1 5

lassociated with the organization's business operations and technologies in
luse.
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|delivery of high-value services.

500.9(6)(1) NA Functional | Intersects With Risk Assessment | RSK-04  [druntion. modication of deshruction of e ofammsations Tecnroioay s
|Assets, Applications, Services and/or Data (TAASD).
(riteria for the evaluation and categorization of identified cybersecurity risks Mechanisms exist to maintain situational awareness of vulnerabilties and
lor threats facing the covered entity levolving threats by leveraging the knowledge of attacker tactics, techniques
500.9(0)(1) A Functional Intersects With | Threat Intelligence Feeds | THR-03 [and proredures to faciltate the implementation of preventative and 5
[compensating controls,
[citeria for the evaluation and categorization of dentified cybersecurity risks Mechanisms exist to develop and keep current a catalog of applicable internal
500.9(0)(1) NA or threats facing the covered entity; Functional Intersects With Threat Catalog THR-09 _[and external threats to the organization, both natural and manmade. 5
(criteria for the evaluation and categorization of identified cybersecurity risks Mechanisms exist to [dentiy, assess, prioritize and document the potential
500.9(6)(1) NA lor threats facing the covered entity Functional Intersects With Threat Analysis THR-10 [ mpact(s) and likelinood(s) of applicable internal and external threats. 5
[citeria for the assessment of the confidentiality, integrity, security and Mechanisms exist to define materiality threshold criteria capable of
lavailability of the covered entity’s information systems and nonpublic |designating an incident as material.
500.9(b)(2) A information, including the adequacy of existing controls in the context of Functional Intersects With | Materiality Determination | GOV-16 B
dentified risks; and
(riteria for the assessment of the confidentiallty, integrity, security and @xist to define criteria necessary (o designate a risk as a material
lavailability of the covered entity’s information systems and nonpublic riskc
5009(6)(2) A information, including the adequacy of existing controls in the context of Functional Intersects With Material Risks GOV-16.1 5
identified risks; and
[criteria for the assessment of the confidentiality, integrity, security and Mechanisms exist to define criteria necessary to designate a threat s
availability of the covered entity's information Systems and n Imaterial threat.
500.9(b)(2) NA information, including the adequacy of existing controls in the context of Functional Intersects With Material Threats GOv-16.2 5
dentified risks; ant
[criteria for the assessment of the confidentiality, integrity, security and Mechanisms exist to conduct recurring assessments of risk that includes the
ailability of the covered entity's information systems and nonpublic likelinood and magnitude o m unauthorized access, use, disclosure,
5009(0)(2) A information,inclucing the adequacy of existing contrls i the context of Functional Intersects With Risk Assessment RSK-04 |gisruption, modification or destruction of the organization's Technology 5
identified risks; Sets, Applications, Services and/or Data (TAASD)
requirements describing how identified risks will be mitigated or accepte Mechanisms exist to pronibit exceptions to standards, except when
500.9(6)(3) A pased on the s assessment and how thecybersecuiy program wil seress | Functiona ntersects With | Exception Management | GOV-02.1 [oxéention has seen formally asscesed fo ok mmpact. spproved and Tecorded 5
lthe
Fequirements describing how 1dentified risks will be mitigated o accepted Mechanisms exist to categorize Technology Assets, Applications, Services
lbased on the risk assessment and how the cybersecurity program will address land/or Data (TAASD) in accordance with applicable laws, regulation:
the risks. Risk-Based Security [contractual obligations that:(1) Document the security categorization results
500.9(6)(3) A Functional Intersects With e e RSK-02_|(including supporting rationale) in the security plan for systems; and(2) 5
nsure the security categorization decision is reviewed and approved by the
lasset owner.
Fequirements describing how 1dentified risks will be mitigated o accepted Mechanisms exist to prioritize the impact level for Technology Assets.
500.9(6)(3) NA lbased on the risk assessment and how the cybersecurity program will address | Functional Intersects With | Impact-Level Prioritization | RSK-02.1 |Applications andor Services (TAAS) to prevent potential disruptions. 5
the risks.
Fequirements describing how 1dentified risks will be mitigated or accepted Mechanisms exist to 1dentify and assign a risk ranking to newly discovered
5009(0)3) NA lbased on the risk assessment and how the cybersecurity program will address | Functional Intersects With Risk Ranking RSK-05 _[security vulnerabilities that is based on industry-recognized practices. 5
the risks.
Fequirements describing how identified risks will be mitigated o accepted Mechanisms exist to remediate risks to an acceptable level.
500.9(0)(3) NA nased on the risk assessment and how the cybersecurity program wil address | Functional Intersects With Risk Remediation RSK-06 5
the risks.
Fequirements describing how identified risks will be mitigated or accepted Mechanisms exist to ensure proper risK response actions were performed to
5009(0)3) NA lbased on the risk assessment and how the cybersecurity program will address | Functional Intersects With Risk Response RSK-06.1 [remediate findings from security, compliance andjor resilience-related:(1) 5
e risks. |Assessments;(2) Audits; and/or(3) Incidents.
Fequirements describing how identified risks will be mitigated o accepted Chanisms exist to [dentify and implement compensating countermeasures
S00.8(6)(3) WA based on the isk assessment and how the cybersecurity prooram wil address | Functional ntersects With Compensating RSK-06.2 [0 reduce rsk and exposure to threats 5
gl Countermeasures
500.10 Cybi’:jclxg‘e%;:r"‘(‘;""e' [This is merely a section title without content. Functional No Relationship. NA N/A NA 0 INo applicable SCF control
500.10(2) A i i lrements set forth n saction 500.d(a] o tis Part, each Functional No Relationship NA NA NA 0 INo applicable SCF control
ulize qualied cybersecurity personmel o the covered entiy, an afflate or 3 Mechanisms exist to facilitate the implementation of personnel security
hirdpary senvice provider sufficient to manage the covered ciiy's lcontrols.
Human Resources Security|
500.10(a)(1 NA lcybersecurity risks and to perform or oversee the performance of the core Functional Subset Of HRS-01 10
@ /bereccurity functions specined i section 5003117 (6) o ths Pt Management
Uiilize qualified cybersecurity personnel of the covered entity, an affiiate or a Mechanisms exist to define Toles & Tor al
thirdparty service provider sufficient to manage the covered entity’s nes Rl personnel
Defined Roles &
500.20(a)(1 VA lcybersecurity risks and to perform or oversee the performance of the core Functional Intersects With HRS-03 5
@ lcybersecurity functions specified in section 500.2(b)(1)-(6) of this Part; Responsibiities
iz qualiied cybersecurty persontelof e covered ety an afflate or 3 Mechanisms exist to ensure that all security-related positions are staffed by
thirdparty service provider sufficient to manage the covered ent Competency Requirements laualified individuals who have the necessary skil set.
500.10(a)(1) NA cybersecuriy k3 and to perorm or Guersee he prformance ot core Functional Intersects With for Security-Related | HRS-03.2 5
lcybersecurity functions specified in section 500.2(b)(1)~(6) of this Part; ot
e qualiied cybersecurty personnel of i covered ety an ffite or 3 Mechanisms exist to ensure that individuals accessing a system that stores,
party service provider sufficient to manage the covered ransmits or processes information requiring special protection satisfy
ity ri les With Special organization-defined personnel screening criteria
500.10(2)(1. NA Cberaccurity ks and t perfont or Suersee e portormance of the core Functional Intersects With Rol HRS-04.1 [organizati 3 9 5
@) g lcybersecurity functions specified in section 500.2(b)(L)-(6) of this Part; unctiona ntersects W Protection Measures
iiTze qualied cybersecurity personmelof the covered entiy, an afflate or 3 echanir vt o feaure Contractual rgurement for spplcble socry.
hirdpary senvice provider sufficient to manage the covered ciiy's |compliance and resilience requirements with third-parties, reflectin
“Third-Party Contract orgamiatiors nacd to protac Ke Technology Ak Applcations Services
500.10(a)(1 NA lcybersecurity risks and to perform or oversee the performance of the core Functional Intersects With TPM0s |00 2 ay PP 5
@ /bereccurity unctions speciicd i section 5003117 (6) o ths Pt Requirements land/or Data (TAASD)
iz qualiied cybersecurty personnel o the covered ety an afflate or 3 Mechanisms exist to ensure applicable security, compliance and resifience
ihirdparty service provide suficent o manage the covered entiy ) requirements are included in contracts that flow-down to applicable sub-
Contract Flow-Down tractors and suppliers
50020(a)(1 VA cybersacurity fisks and to perform or oversbe ine performance o the core Functional Intersects With TPM.05.2 |cont pp 5
e /bercecurity functions specihed i section 500 3(117-(6) of th Part Requirements
tiize qualified cybersecurity personnel of the covered entity, an affiiate or a Mechanisms exist to document and maintain a Responsible, Accountable,
thirdparty service provider sufficient to manage the covered entit Responsible, Accountable, upportive, Consulted & Informed (RASCI) matrix, or similar documentation, tol
500.10(a)(1) NA leybersecurity risks and to perform or oversee the performance of the core Functional Intersects With | Supportive, Conauited & | TPM-0s.4_[delineate assignment for security, compliance and resilience controls between 5
lcybersecurity functions specified in section 500.2(b)(1)~(6) of this Part; Thiormen (RASeh Matrix 4 linternal stakeholders and External Service Providers (ESPs).
o cybersecury personel Wil cybersecurty updates ond taiing Mechanisms exist to communicate with users about their roles and
500.10(2)(2) A sufcient o odaress relevant cybersecrty s Functional Intersects With User Awareness HRS-03.1 to maintain a safe and secure working environment. 5
lprovide cybersecurity personnel wi ety updates and training Mechanisms exist to formally educate authorized users on proper data
i fhciont to sachoss reiovant cybersecuriy ik 2 Ihandiing practices for all the relevant types of data to which they have
500.10(a)(2) NA Functional Intersects With | Formal Indoctrination | HRS-04.2 [access 5
o cybersecurty personel Wil cybersecurty updates ond taining Security, Compliance & Wechaams &t to Toclate e mplementaton of securty workiorce
500.10(2)(2) NA sufficient to address relevant cybersecurity risks; an Functional Subset Of Resillence-Minde SAT-01 |development and awareness controls. 10
[provide cybersecurity personnel with cybersecurity updates and training Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
500.10(a)(2) NA sufficient to address relevant cybersecurity risks; and Functional Intersects With | Resilience Awareness | SAT-02 ~[security, compliance and resilience awareness education and training that is 5
ain relevant for their job function.
lprovide cybersecurity personnel with cybersecurity updates and training Mechanisms exist to provide role-based security, compliance and resilience-
sufficient to address relevant cybersecurity risks; and related training:(1) Before authorizing access to the system or performing
Role-Based Security, lassigned duties;(2) When required by system changes; and(3) Annually
500.10(2)(2) NA Functional Intersects With | Compliance & Resiience | SAT-03 [thereafter. 5
raining
provide cybersecurity personmel with cybersecurtty updates and taining Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system processing,
500.10(a)(2) NA sufficient to address relevant cybersecurity risks; Functional Intersects With Storage, Handling & | SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 5
Processing Ihandiing requirements.
[provide cybersecurity personnel with cybersecurity updates and training Mechanisms exist to provide specific training for privileged Users to ensure
50010)2) NA sufficient to address relevant cybersecurity risks; an Functional Intersects With privileged Users SAT.03.5 [privileged users understand their unique roles and responsibilties 5
lprovide cybersecurity personnel with cybersecurity updates and training Mechanisms exist to provide role-based security, compliance and resiience
500.10()(2) NA sufficient to address relevant cybersecurity risks; and Functional Intersects With | Cyber Threat SAT-03.6 [awareness training that is current and relevant to the cyber threats that users 5
Imight encounter in day-to-day business operations.
[provide cybersecurity personnel with cybersecurity updates and training Mechanisms exist to Implement a threat Intelligence program that includes a
sufficient to address relevant cybersecurity risks; and crossorganizaton informationsharing capabiity that can nfuence the
500.10(2) VA Functiona! Intersects With Threat Intelligence | 0 o1 the system and security architectures, selection of security 5
Coltions, monitoring, threat hunting, response and recovery actviios
Verify that key cybersecurity personnel take steps to maintain current Continuing Professional Mechanisms exist to ensure securlty, compliance and resilience personnel
knowledge of changing cybersecurity threats and countermeasures. Education (CPE) - Securiy, receive Continuing Professional Education (CPE) training to maintain currency
500.10(a)(3) A Functional Intersects with | Education (CPE)” Securit. | 5aT-0.7 [ 1na proficiency with imdustry recognized secure practices that are pertinent to 5
their assigned roles and responsibilties.
Verify that key cybersecurity personnel take steps o maintain current [Fecharams et to mplement s fhreat tellgarce progrem that Icludes 5
knowledge of changing cybersecurity threats and countermeasures. oss-organization information-sharing capabilty that can influence t
500.100)(3) N Functional Intersects With Threat Intellgence | 1y1a o7 [development of the system and security architectures, selection of security 5
Program lsolutions, monitoring, threat hunting, response and recovery activities
[A covered entity may choose to Utilize an affiliate or qualiied third-party Mechanisms exist to require contractual requirements for appIicable security,
service provider to assist in complying with the requirements set forth in this Third-Party Contract |compliance and resilience requirements with third-parties, reflectin
500.10(b) NiA [Part, subject to the requirements set forth in sections 500.4 and 500.11 of this. Functional Intersects With equirements TPM-05 |organization's needs to protect its Technology Assets, Applications, Services 5
Part. land/or Data (TAASD).
[A covered entity may choose to utilize an affiiate or qualiied third-party Mechanisms exist to document and maintain a Responsible, Accountable,
service provider to assist in complying with the requirements set forth in this Response, accouae Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, tol
500.10(0) NA Part, subject to the requirements set forth in sections 500.4 and 500.11 of this | unctional Intersects With orive, Conouhes & | TPM.05.4 |delineate assignment for security, compliance and resilience controls between 5
part. Thirored (RS Matrix internal stakeholders and External Service Providers (ESPs).
[A covered entity may choose to utilize an affiliate or qualified third-party Mechanisms exist to control personnel security requirements including
service provider to assist in complying with the requirements set forth in this Third-Party Personnel Jsecurity roles and responsibilities for third-party providers.
500.10(b) NA Part, subject to the requirements Set forth in sections 500.4 and 5001 of this|  Functional Intersects With e TPM-06 5
Part
Third Party Service v " " :
500,11 Provitor Securiy policy |This is merely a section title without content. Functional No Relationship NA NA NA ) INo applicable SCF control
[Each covered entity shall implement written policies and procedures designed Mechanisms exist to establish, maintain and disseminate policies, standards
to ensure the security of information systems and nonpublic information that land procedures necessary for secure, compliant and resilient capabilites.
are accessible to, or held by, third-party service providers. Such policies and Publishing Security.
500.11(a) NA lprocedures shall be based on the risk assessment of the covered entity and Functional Subset Of Compliance & Resilience | GOV-02 10
shall address to the extent applicable: Documentation
[Each covered entity shall implement written policies and procedures designed Mechanisms exist to faciitate the implementation of third-party management
lto ensure the security of information systems and nonpublic information that lcontrols
are accessible to, or held by, third-party service providers. Such policies and
500.11(2) NA lprocedures shall be based on the risk assessment of the covered entity and Functional Intersects With | Third-Party Management | TPM-01 5
shall address to the extent applicable:
ffhe Tdentification and risk assessment of third-party service providers Mechanisms exist to faciitate the implementation of third-party management
500.11(2)(1) NA Functional Subset Of Third-Party Management | TPM-01 |eerafe 10
[fhe identication and risk assessment of third-party Service providers; Mechanisms exist to maintain a current, accurate and complete Tist of
teral Service Providers (ESPS) that can potentially impact the
500.11(a)(1) NA Functional Intersects With | Third-Party Inventories | TPM-01.1 |Confidentiality, Inteqrity, Availability and/or Safety (CIAS) of the organization's 5
[Fechnology Assets, Applications, Services and/or Data (TAASD),
ffhe Tdentification and risk assessment of third-party Service providers; Mechanisms exist to identiy, prioritize and assess suppliers and partners of
Third-party Criticality lcritical Technology Assets, Applications andor Services (TAAS) using a suppl
50011(a)(1) A Functional Intersects With d-Party Critc TPM-02 [chain risk assesement procese relative to their importance in supporting the 5
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- STRM Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description celationship SCF Control e [paseristio Relaa
fthe identification and risk assessment of third-party service providers; IMechanisms exist to mitigate the risks associated with third-party access to
500.11(a)(1) NA Functional Intersects With Third-Party Services | TPM-04  fire" hnclogy Assets. Apphcations. Services andjor Data 5
[the ation and risk assessment of third-party service providers; T party R Mechanisms exist fo conduc a ik assessment prior £ the acquiston or
ird-Party . ‘echnology Assets, Appl andjor
50011(2)(1) NA Functional Intersects With TPM-04.1 nology Assel and/or 5
Assesaments & Approvals Services (TAAS)
[the identification and risk assessment of third-party service providers; Wechanlsms exst to require Contractual requremerts for ppicable securty,
Third-party Contract |compliance and resilience requirements with third-parties, reflecting the
50011(2)(1) NA Functional Intersects With et TPM05 [orqumisation's neces co protert e Technoloay Acsare Applcations Serices 5
landor Data (TAASD)
[the identification and risk assessment of third-party service providers; [Mechanisms exist to ensure applicable security, compliance and resilience
500.11(a)(1) NiA Functional Intersects With Contract Flow-Bown | 1pu.0s.2 |requirements are included in contracts that flow-down to applicable sub- s
equirements lcontractors and suppliers.
[minimum cybersecurity practices required to be met by such third-party Mechanisms exst to require contractual requirements for appiicable security,
service providers in order for them to do business with the covered entity; Third-party Contract |compliance and resilience requirements with third-parties, reflecting the
50011(2)(2) NA Functional Intersects With et TPMA05  [organization's necds to protect ts Technology Assers, Applications, Services 5
landor Data (TAASD)
[minimum cybersecurity practices required to be met by such third-party [Mechanisms exist to ensure appiicable security, compliance and resilience
500.11(2)(2) A service providers in order for them to do business with the covered entity; Functional Intersects With Contract Flow-Down | pyy o5 5 requirements are included in contracts that flow-down to applicable sub- 5
Requirements lcontractors and suppliers.
ue dligence processes Used to evauate the adequacy of cybersecurty Mechanisms exist to conduct a risK assessment prior (o the acquisition or
500.11()(3) NA racties of s St party serice brovidersy and Functional Intersects With Third-Party Risk TPM.04.1 |outsourcing of technology-related Technology Assets, Applications and/or 5
Assessments & Approvals Services (TAAS)
[due diigence processes used to evaluate the adequacy of cybersecurity Mechanisms exist to perform recurring validation of the Responsible,
lpractices of such third-party service providers; and |Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
500.11(a)(3) NA Functional Intersects With | Third-Party Scope Review | TPM-05.5 g;’;“g’::"e':t‘s“’a"((‘: E"5‘;’;;ZE;"(‘;YW;s";F;'y‘a"Cnel;"(‘:u;elsglj‘"g‘;‘f;z‘f’gl the 5
Extemnal service Provider (ESP)(2) Business practices;(3) Applic
ol
e dligence processes used 1o evaluate the adequacy of cybersecurty ol et To oo I Party Deceraton(1e0) Hom applcabie
lpractices of such third-party service providers; and [External Service Providers (ESPs) that provides assurance of compliance with
500.11(@)(3) A Functional Intersects with | FirstParty Declaration | 1o oo o Ispecified statutory. regulatory and contractual obligations for security, 5
(1rD) |compliance and resilience controls, including any flow-down requirements to
lsubcontractors.
lGue diligence processes used to evaluate the adequacy of cybersecurity Mechanisms exist to monitor, regularly review and assess External Service
500.11(a)(3) NA lpractices of such third-party service providers; and Functional Intersects With | Review of Third-Party | 1o\ g Iproviders (ESPS) for compliance with established contractual requirements for 5
Services |security, compliance and resilience controls.
lperiodic assessment of such third-party Service providers based on the risk Mechanisms exist to [dentify, prioritize and assess suppliers and partner
they present and the continued adequacy of their cybersecurity practices. X i ol Tachneloay Aeets, Appications anclor coniens (TAA8) uEg & sopply
500.11(a)4) A Functional Intersects with | TrGPaty CANCAIY | rpmop (G isk assessment process relative to their importance in Supporing the 5
|delivery of high-value services.
[periodc assessment of such tira-party service providers based on the fsk Mechanisms exst to perform recurring validation of the Responsibie,
lthey present and the continued adequacy of their cybersecurity practices |Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
50011(0)4) A Functional | Intersects With | Thirc-Party Scope Review | TPh-05.5 focumertaton t enstre security. complane and retlence contral s
External Service Provider (ESP)(2) Business practices;(3) Applicable
(4) D
[periodic assessment of such third-party service providers based on the risk b oniarme et to anitor Taqulary Toviow and soesse Extermal Sarvice
500.11(a)(4) NA they present and the continued adequacy of their cybersecurity practices. Functional Intersects with | Review of Third-Party | o) oo lproviders (ESP) for compliance with established contractual requirements for 5
Services lsecurity, compliance and resilience controls.
[Such policies and procedures shall Include relevant guidelines for due Mechanisms exist to facilitate the Implementation of third-party management
500.11(b) NA diligence and/or contractual protections relating to third-party service Functional Subset Of Third-Party Management | TPM-01 |controls. 10
lproviders including to the extent applicable guidelines addressing:
[Such policies and procedures shall Include relevant guidelines for due [Mechanisms exist to require contractual requirements for appiicable security,
diligence andjor contractual protections relating to third-party service Third-Party Contract [compliance and resilience requirements with third-parties, reflecting the
500.11(6) NA roviders including to the extent applicable guidelines addressing Functional Intersects With o TPM-05 |organization's needs to protact its Technology Assate, Applications, Services 5
landfor Data (TAASD).
[Such policies and procedures shall Include relevant guidelines for due Mechanisms exist to ensure applicable security, Compliance and resilience
500.11(b) NA ldiligence and/or contractual protections relating to third-party service Functional Intersects With Contract Flow-Down | oy o5 5 [requirements are included in contracts that flow-down to applicable sub- 5
[providers including to the extent applicable guidelines addressing: Requirements |contractors and suppliers.
[the third-party service provider's policies and procedures for access controls, [Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for
including its use of mult-factor authentication as required by section 500.12 of| (1) Remote network access;(2) Third-party Technology Assets, Applications
lthis Part, to limit access to relevant information systems and nonpublic Mult-Factor Authentication| land/or Services (TAAS); and/ or(3) Non-console access to critical TAAS that
500.11(b)(1) NA information; Functional Subset Of ey IAC-06 [store, transmit and/or process sensitive/regulated data 10
[the third-party service provider's policies and procedures for access controls, [Mechanisms exist to require contractual requirements for appiicable security,
including ts use of multi-factor authentication as required by section 500.12 of| Third-Party Contract |compliance and resilience requirements with third-parties, reflecting the
500.11(b)(1) /A [his Part, to imit access to relavant information systems and nonpublic Functional Intersects With o o TPM-05 |organization's nees to protact its Technology Assate, Applications, Services 5
information; land/or Data (TAASD).
fthe third-party service provider's policies and procedures for access Controls, Mechanisms exist to ensure applicable security, compliance and resilience
including its use of mult-factor authentication as required by section 500.12 of| Contract Flow-Down requirements are included in contracts that flow-down to applicable sub-
500.11(b)(1) NA this Part, to limit access to relevant information systems and nonpublic Functional Intersects With Requirements TPM-05.2 |contractors and suppliers 5
information:
[the third-party service provider's policies and procedures for access controls, [Mechanisms exist to ensure External Service Providers (ESPS) use unique
including its use of mult-factor authentication as required by section 500.12 of| Third-Party Authentication lauthentication factors for each of its customers.
500.11(b)(1) WA lthis Part, to limit access to relevant information systems and nonpublic Functional Intersects With practices TPM-05.3 5
information;
[the third-party service provider's policies and procedures for Use of encryption Mechanisms exist to facilitate the implementation of Cryptographic
500.11(b)(2) NA las required by section 500.15 of this Part to protect nonpublic information in Functional Intersects With Use of Cryptographic | cpy o7 [protections controls using known public standards and trusted cryptographic s
transit and at rest; Controls jtechnologies
[the third-party service provider's policies and procedures for use of encryption [Mechanfsms exft t equire contractual requirements or applcabl securty,
s required by section 500.15 of this Part to protect nonpublic information in Third-Party Contract |compliance and resilience requirements with third-parties, reflecting the
500.11(b)(2) NA ltransit and at rest; Functional Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 5
land/or Data (TAASD).
[the third-party service provider's policies and procedures for use of encryption Mechanisms exist to ensure applicable security, Compliance and resilience
500.11(b)(2) NIA las required by section 500.15 of this Part to protect nonpublic information in Functional Intersects With Contract Flow-Down | oy 05 5 |requirements are included in contracts that flow-down to applicable sub- 5
ransit and at rest; Requirements [contractors and suppliers.
rofice o be provided o e covered enty Inthe event o a cybersecurty [Mechanfsms exit t equire contractua requrements for applcabl secury,
levent directly impacting the covered entity’s information systems or Third-Party Contract [compliance and resilience requirements with third-parties, reflecting the
500.11(b)(3) NA Coverad entity's RonpuBIc nformation being held by the thiparty sarvice Functional Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 5
lprovider; and land/or Data (TAASD).
[notice to be provided to the covered entity In the event of a Cybersecurity Mechanisms exist to compel External Service Providers (ESPs) to provide
levent directly impacting the covered entity's information systems or the Security Compromise Inotification of actual or potential compromises in the supply chain that can
500.11(b)(3) NA lcovered entity's nonpublic Information being held by the third-party service Functional Intersects With | oEC O pements | TPM-05-1 [potentially affect or have adversely affected Technology Assets, Applications 5
lprovider; and land/or Services (TAAS) that the organization utilizes.
[Rotice to be provided to the covered entity in the event of a Cybersecurity [Mechanisms exist to ensure appiicable securlty, compliance and resilience
levent directly impacting the covered entity's information systems or the Contract Flow-Down requirements are included in contracts that flow-down to applicable sub-
500.11(b)(3) N/A lcovered entity’s nonpublic information being held by the third-party service Functional Intersects With Requirements TPM-05.2 |contractors and suppliers. 5
lprovider; and
Fepresentations and warranties addressing the third-party Service provider's Mechanisms exist to require contractual requirements for appiicable security,
lcybersecurity policies and procedures that relate to the security of the Third-Party Contract |compliance and resilience requirements with third-parties, reflecting the
500.11(6)(4) /A covered entity's information Systems or nonpublic information. Functional Intersects With Reamaronts TPM-05 |organization's needs to protact its Technology Assere, Applications, Services 5
land/or Data (TAASD).
Fepresentations and Warranties addressing the thrd-party service provider's Mechanisms exist to ensure applicable security, compliance and resilience
lcybersecurity policies and procedures that relate to the security of Contract Flow-Down equirements are included in contracts that flow-down to applicable sub-
500.11(b)(4) NA lcovered entity’s information systems or nonpublic information. Functional Intersects With Reauirements TPM-05.2 |contractors and suppliers. 5
Fepresentations and warranties addressing the third-party service provider's [Mechanisms exist to obtain a First-Party Declaration(LPD) from applicable
lcybersecurity policies and procedures that relate to the security of the [External Service Providers (ESPS) that provides assurance of compliance with
50011(b)(4) NA lcovered entity’s information systems or nonpublic information. Functional Intersects with | First-Party Declaration | o1 oo o lspecified statutory, regulatory and contractual obligations for security, 5
(D) |compliance and resilience controls, including any flow-down requirements to
lsubcontractors.

500.12 Multi-Factor Authentication|This is merely a section title without content. Functional No Relationship. NA N/A NA o INo applicable SCF control
IMulti-factor authentication shall be utiized for any individual accessing any [Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for
information systems of a covered entity, unless the covered entity qualifies for (1) Remote network access;(2) Third-party Technology Assets, Applications
la limited exemption pursuant to section 500.19(a) of this Part in which case Mult-Factor Authentication| land/or Services (TAAS); and/ or(3) Non-console access to critical TAAS that

500.12(a) NA Imuli-factor authentication shall be utilized for: Functional Intersects With fioA IAC-06  store, transmit and/or process sensitive/regulated data 5
Femote access to the covered entity's information systems; [Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for
(1) Remote network access; (2) Third-party Technology Assets, Applications
e h land/or Services (TAAS); and/ or(3) Non-console access to critical TAAS that
500.12(a)(1) NA Functional Intersects with |MUItFaCtop Butnenticatlon) 1ac.06 - [tore, transmit andior process sensitive/regulated data 5
[Femote access to third-party appiications, including but not imited to those [Automated mechanisms exist to enforce Multi-Factor Authentication (MFA) for
that are cloud based, from which nonpubiic information is accessible; and (1) Remote network access; (2) Third-party Technology Assets, Applications
’ land/or Services (TAAS); and/ or(3) Non-console access to critical TAAS that
500.12(a)(2) NA Functional Intersects with |MultFactop Authentication) 15c.o6  tore, transmit andior process sensitive/regulated data 5
& privileged accounts other than service accounts that prohibit interactive Network Access to Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
500-12(a)3) VA login. Functional Intersects With Privileged Accounts | "A¢-06-1 |network access for privileged accounts. s
50012003) A o prVTEged accounts ather than envce accaunts hat pronblt ieractve Fomctiona! Intersects with | Local Access to Privileged | |, oo ‘Ocarzgwcser:ss(iil;l"(w‘:;M;éea?ciu;‘i:(mrAuthentl(alvon (MFA) to authenticate S
T the covered entity has a CISO, the CISO may approve in writing the use of [Mechanisms exist to pronibit exceptions to standards, except when the
reasonably equivalent or more secure compensating controls. Such controls lexception has been formally assessed for risk impact, approved and recorded.
500.12(b) NA Shall be reviewed periodically, but at a minimum annually. Functional Intersects With | Exception Management | GOV-02.1 5
[ the covered entity has a CISO, the CISO may approve in writing the use of Mechanisms exist to remediate risks to an acceptable level.
reasonably equivalent or more secure compensating controls. Such controls
500.12(b) NA lShall be reviewed periodicaly, but at a minimum annually. Functional Intersects With Risk Remediation RSK-06 5
i the covered entity has a CISO, the CISO may approve in wiiting the use of Mechanisms exist to [dentify and Implement compensating countermeasures
reasonably equivalent or more secure compensating controls. Such cantrols Compensating lto reduce risk and exposure to threats.
500.12(b) NA shall be reviewed periodically, but at a minimum annually. Functional Subset OF Countermeasures RSK-06.2 10
Asset Management and
500.13 Data Retention [This is merely a section title without content. Functional No Relationship. NA NA NA o INo applicable SCF control
Requirements
s partof it cybersecurity program, each covered ety shall implement Mechanisms st t establlsh, maintain and disserminate policis, standards
[orien policied and procedires desianed t produce ond maintam s complet Publishing Securlt, P i - compl P
laccurate and documented asset inventory of the covered entity’s information .
500.1360) A Vstems, The asset inventory shall be marntained in accordance with wiiten | Funcional | Inersects With | Complisnce & Resllece | GOV-02 s
policies and procedures. At minimum, such polices and procedures shall
include:
Jx part of s cybersecurty program, each covered enty shall implement Mechanisms exist o facitate an T Asset Management (TAM) prograrn to
|written policies and procedures designed to produce and maintain a complete, ol o o
laccurate and documented asset inventory of the covered entity’s information .
50013(a) WA Isystems. The asset inventory shall be maintained in accordance with witten Functional Intersects With Asset Governance AsT-01 s
Iolicies and procedures. At a minimum, such policies and procedures shall
include:
[Mechanisms exist to perform inventories of Technology Assets, Appiications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in|
luse;(2) Identifies authorized software products, including business justification
s part of s cynersecurty program,each covered ety shll implement detaiti(3) s 2 the level o granularity deemed necessary for tracking and
lwitten policies and procedures designed to prodce and maintain a complete, reporting(4) Includes organization defined information deemed necessary (o
500.13(a) NA sccuratsand documented aset Iventoy f the Covered eniy's formation Functional Intersects With Asset Inventories AST-02 [audit by designated organizational personnel 5

lsystems. The asset inventory shall be maintained in accordance with written
Ipolicies and procedures. At a minimum, such policies and procedures shall
include:
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500.13(2)(1)

FDE Name

Focal Document Element (FDE) Description

la method to track key information for each asset, including, as applicable, the
[following:

Functional
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STRM
Relationship

Intersects With

SCF Control

Asset Inventories

AST-02

Secure Controls Framework (SCF)
ntrol Description

IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in|
luse;(2) Identifies authorized software products, including business justification
|details;(3) Is at the level of granularity deemed necessary for tracking and
Ireporting:(4) Includes organization-defined information deemed necessary to
[achieve effective property accountabilty; and(s) s availabe for review and
laudit by designated organizational personnel

Strength of
Relationship

version 2026.1 x000a_03/27/2026

[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current T n
luse:(2) Identifies authorized software products, including business justification
|details;(3) Is at the level of granularity deemed necessary for tracking and
reporting;(4) Includes organization-defined information deemed necessary to
chieve effective accountability; and(5) Is available for review and

lbe reviewed by the CISO at least annually.

500.13(a)(1)(i) NIA lowner; Functional Intersects With Asset Inventories AST-02 [audit by designated organizational personnel 5
[Mechanisms exist to perform inventories of Technology Assets, Applications,
lServices and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in|
luse;(2) Identifies authorized software products, including
[details;(3) Is at the level of granularity deemed necessary for tracking and
reporting;(4) Includes organization-defined information deemed necessary to
lachieve effective property accountability; and(s) Is available for review and
500.13(a)(1)(i) NIA location; Functional Intersects With Asset Inventories AST-02  [audit by designated organizational personnel 5
Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in|
luse;(2) Identifies authorized software products, including business justification
|details;(3) Is at the level of granularity deemed necessary for tracking an
reporting:(4) Includes organization-defined information deemed necessary to
lachieve effective property accountability; and(s) Is available for review and
500.13(a)(1)(ii) NA (classification or sensitivity; Functional Intersects With Asset Inventories AST-02 [audit by designated organizational personnel 5
[Mechanisms exist to perform inventories of Technology Assets, Appiications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in|
luse:(2) Identifies authorized software products, including business justification
|details;(3) Is at the level of granularity deemed necessary for tracking an
reporting;(4) Includes organization-defined information deemed necessary to
lachieve effective property accountability; and(s) Is available for review and
500.13(a)(1)(iv) NiA lsupport expiration date; and Functional Intersects With Asset Inventories AST-02  [audit by designated organizational personnel 5
Mechanisms exist to perform Inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in|
luse;(2) Identifies authorized software products, including business justification
|details;(3) Is at the level of granularity deemed necessary for tracking an
Ireporting:(4) Includes organization-defined information deemed necessary to
lachieve effective ccountability; and(5) Is available for review an
500.13(a)(1)(v) NA recovery time objectives; and Functional Intersects With Asset Inventories AST-02  [audit by designated organizational personnel 5
[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD in|
luse:(2) Identifies authorized software products, including business justification
|details; (3) Is at the level of granularity deemed necessary for tracking and
reporting:(4) Includes organization-defined information deemed necessary to
. lachieve effective property accountability; and(s) Is available for review and
500.13(2)(2) NA [ine frequency required to update and validate the covered entity's asset Functional Intersects With Asset Inventories AST-02 [audit by designated organizational personne 5
[Mechanisms exist to securely dispose of, destroy or repurpose system
s part o it cybersecurtty program, each covered entity shllinclude policies |components using organization-defined techniques and methods to prevent
land procedures for the secure disposal on a periodic basis of any nonpublic information being recovered from these components.
formation laentifed i section 560.1(K)(2)-(3) of this Part hat 1s o longer Secure Disposal,
500.13(b) NA Inecessary for business operations or for other legitimate business purposes of | Functional Intersects With | Destruction or Re-Use of | AST-09 5
the covered entity, except where such information is otherwise required to be Equipment
retained by law or regulation, or where targeted disposal is not reasonably
[feasible due to the manner in which the information is maintained.
[Mechanisms exist to retain media and Gata in accordance with appiicable
|As part of its cybersecurity program, each covered entity shall include policies lstatutory, regulatory and contractual obligations.
land procedures for the secure disposal on a periodic basis of any nonpublic
information identified in section 500.1(k)(2)-(3) of this Part that is no longer
500.13(b) NiA Inecessary for business operations or for other legitimate business purposes of | Functional Intersects With | Media & Data Retention | DCH-18 5
ithe covered entity, except where such information is otherwise required to be
retained by law or regulation, or where targeted disposal is not reasonably
[feasible due to the manner in which the information is maintained.
500.14 Training and Monitoring [This is merely a section title without content. Functional No Relationship. NIA NA NIA o INo applicable SCF control
500.14(a) A [As part of its Drogram, each covered entity sha Functional No WA VA WA [ [No appiicable SCF control
implement risk-based policies, procedures and controls designed to monitor [Mechanisms exist to establish, maintain and disseminate policies, standards
{the activity of authorized users and detect unauthorized access or use of, or Publishing Security, |and procedures necessary for secure, compliant and resilient capabilities.
500.14(a)(1) NiA ltampering with, nonpublic information by such authorized users; Functional Intersects With | Compliance & Resilience | GOV-02 5
ocumentation
implement risk-based policies, procedures and controls designed to monitor Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
lthe activity of authorized users and detect unauthorized access or use of, or lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
500.14(a)(1) NA tampering with, nonpublic information by such authorized users; Functional Intersects With Anomalous Behavior | MON-16 |iehavior that could indicate account compromise or other malicious activities. 5
implement risk-based policies, procedures and controls designed to monitor Suspicious [Mechanisms exist to provide training to personnel on organization-defined
the activity of authorized users and detect unauthorized access or use of, or Communications & Indicatorsof mahware to recognize suspiciaus communications and snomalous
500.14(a)(1) NA ltampering with, nonpublic information by such authorized users; Functional Intersects With Anomalous System | SAT-032 |behavi 5
Behavior
implement risk-based controls designed to protect against malicious code, Mechanisms exist to protect the confidentiallty, integrity, avallability and
500.14(a)(2) NA lincluding those that monitor and filter web traffic and electronic mail to block Functional Intersects With Endpoint Protection END-02 |[safety of endpoint devices. 5
Imalicious content; and Measures
[mplement risk-based controls designed to protect against malicious code, " [Mechanisms exist to utilize antimalware technologies to detect and eradicate
500.14(a)(2) NA including those that monitor and filter web traffic and electronic mail to block Functional Intersects with | Malicious Code Protection | gy, 4 Imalicious code. 5
malicious content; and (Anti-Malware)
implement risk-based Controls designed to protect against malicious code, Mechanisms exist to Utilize anti-phishing and spam protection technologies to
500.14(a)(2) NA including those that monitor and filter web traffic and electronic mail to block Functional Intersects With Phishing & Spam END-08 [detect and take action on unsolicited messages transported by electronic 5
Imalicious content; an Protection mail
implement risk-based controls designed to protect against malicious code, [Mechanisms exist to develop, govern & update procedures to facilitate the
500.14(a)(2) NA including those that monitor and filter web traffic and electronic mail to block Functional Intersects with | Network Security Controls | yer g limplementation of Network Security Controls (NSC). 5
imalicious content; and (NSC)
fmplement risk-based controls designed to protect against malicious code, [Mechanisms exist to force Internet-bound network traffic through a proxy
including those that monitor and filter web traffic and electronic mail to block |device (e.g., Policy Enforcement Point (PEP)) for URL content filtering and DNS
500.14(a)(2) NA Imalicious content; and Functional ntersects With || DNS & Content Fiteing | NET-12 _itering to fmit a user’s ablty to connect o dangerous or prohibied Internet 5
lprovide periodic, but at a minimum annual, cybersecurity awareness training [Mechanisms exist to facilitate the implementation of security workforce
that includes social engineering for all personnel that is updated to reflect Security, Compliance & |development and awareness controls
500.14(a)(3) NIA risks identified by the covered entity in its risk assessment. Functional Subset Of esilience-Minded SAT-01 10
[Each class A company shall implement, unless the CISO has approved in [No appiicable SCF control
500.14(0) NA writing the use of reasonably equivalent or more secure compensating Functional No Relationship. NA NA NIA o |Applicable to Class A Companies
lcontrols:
[an endpoint detection and response solution to monitor anomalous activity, Endpoint Protection [Mechanisms exist to protect the confidentiality, integrity, availability and
500.14(0)(1) A including but not fimited to lateral movement; and Functional Intersects With END-02 sarety of endpoint devices. s
[an endpoint detection and response solution to monitor anomalous actvity, Endpoint Detection & [Mechanisms exist to detect and respond to unauthorized configuration
500.14(b)(1) NA including but not limited to lateral movement; an: Functional Intersects With Response (EDR) END-06-2 |changes as cybersecurity incidents. 5
lan endpoint detection and response solution to monitor anomalous activty, Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
lincluding but not limited to lateral movement; an Host Intrusion Detection ISystems (HIDS / HIPS), or similar technologies, to monitor for and protect
500.14(b)(1) NIA Functional Intersects With | and Prevention Systems | END-07 |against anomalous host activity, including lateral movement across the 5
(HIDS / HIPS) Inetwork.
[a solution that centralizes logging and security event alerting. [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
500.14(6)(2) NA Functional Intersects With | Automated Tools for Real- | 1y 51 5 |similar automated tool, to support near real-time analysis and incident 5
Time Analysis [escalation.
/5 Solution that centralizes l0gging and security event alerting Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
500.14(6)(2) NA Functional Intersects with | Centralized Collection of | o\ o> Isimilar automated tool, to support the centralized collection of security-related| 5
Security Event Logs lovent logs,
50015 Encryption of NonpUblIc  I1is is merely a section ttle without content. Functional No Relationship. NA NA NA ) INo applicable SCF control
S part of [ts cybersecurity program, each covered entity shall Implement a [Mechanisms exist to establish, maintain and disseminate policies, standards
written policy requiring encryption that meets industry standards, to protect Publishing Security, land procedures necessary for secure, compliant and resilient capabilties.
500.15(a) N/A inonpublic information held or transmitted by the covered entity both in transit Functional Intersects With | Compliance & Resilience | GOV-02 5
lover external networks and at rest. Documentation
[AS part of its cybersecurity program, each covered entity shall implement a [Mechanisms exist to facilitate the implementation of cryptographic
Juriten policy requirng encryption that meets Industry standards, to protect Use of Cryptographic lprotections controls using known public standards and trusted cryptographic
500.15(a) NA onpublc information neld or ransmited by the covered eniy b n trasit Functional Intersects With Cagpradrop! CRY-01 [technologi 5
over external networks and t
S part of [ts cybersecurity program, each covered entity shall impiement a [Cyptograghic mechanism exst Lo potect the confidentaity of ats being
written policy requiring encryption that meets industry standards, to protect Transmission ftransmi
500.15(a) NA Inonpublic information held or transmitted by the covered entity both in transit | Functional Intersects With Confidentiality CRY-03 5
lover external networks and at rest.
[AS part of Its cybersecurity program, each covered entity shall implement a G exist to prevent disclosure of data at]
lwritten policy requiring encryption that meets industry standards, to protect rest.
500.15(a) NA Inonpublic information held or transmitted by the covered entity both in transit | Functional Intersects With | Encrypting Data At Rest | CRY-05 5
lover external networks and at rest.
[To the extent a covered entity determines that encryption of nonpublic Mechanisms exist to facilitate the implementation of Cryptographic
information at rest is infeasible, the covered entity may instead secure such lprotections controls using known public standards and trusted cryptographic
Inonpublic information using effective alternative compensating controls that ftechnologes.
Ihave been reviewed and approved by the covered entity’s CISO in writing. The Use of Cryptographic
500-15(b) NA [feasibility of encryption and effectiveness of the compensating controls shall Functional Intersects With Controls CRY-01 s
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[To the extent a covered entity determines that encryption of nonpublic
information at rest is infeasible, the covered entity may instead secure such
Inonpublic information using effective alternative compensating controls that
lhave been reviewed and approved by the covered entity’s CISO in writing. The

STRM
Relationship

SCF Control

Alternate Physical

SCF #
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Secure Controls Framework (SCF)
ntrol Description

[Cryptographic mechanisms exist to prevent unauthorized disclosure of
information as an alternative to physical safeguards.

Strength of
Relationship

loccurred at the covered entity, its affiliates, or a third-party service provider.

Resilience Status Reporting|

500.15(b) NA [feasibility of encryption and effectiveness of the compensating controls shall Functional Intersects With Protection CRY-011 s
lbe reviewed by the CISO at least annually.
[To the extent a covered entity determines that encryption of nonpublic Mechanisms exist to pronibit exceptions to standards, except when the
information at rest is infeasible, the covered entity may instead secure such lexception has been formally assessed for risk impact, approved and recorded.
Inonpublic information using effective alternative compensating controls that
Ihave been reviewed and approved by the covered entity’s CISO in writing. The
500-15(b) NA [feasibility of encryption and effectiveness of the compensating controls shall Functional Intersects With | Exception Management | GOV-02.1 s
lbe reviewed by the CISO at least annually.
[To the extent a covered entity determines that encryption of nonpublic Mechanisms exist to [dentify and Implement compensating countermeasures
information at rest is infeasible, the covered entity may instead secure such lto reduce risk and exposure to threats.
Inonpublic information using effective alternative compensating controls that
Ihave been reviewed and approved by the covered entity’s CISO in writing. The Compensating
500-15(b) NA [feasibility of encryption and effectiveness of the compensating controls shall Functional Intersects With Countermeasures RSK-06.2 s
lbe reviewed by the CISO at least annually.
50016 Tncident Response Plan _|This Is merely a section title without content. Functional No WA WA WA 0 [No appiicable SCF control
[AS part of its cybersecurity program, each covered entity shall estabiish Mechanisms exist to implement and govern processes and documentation to
written plans that contain proactive measures to investigate and mitigate [faciitate an organization-wide response capability for cybersecurity and data
500.16(a) NA lcybersecurity events and to ensure operational resilience, including but not Functional Intersects With Incident Response |R0-01 _|Protection-related incidents. 5
limited to incident response, business continuity and disaster recovery plans. Operations
[RS part of Its cybersecurity program, each covered entity shall estabiish Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
written plans that contain proactive measures to investigate and mitigate Imanual incident report intake;(3) Analysis;(4) Containment;(s) Eradication;
500.16(a) NA lcybersecurity events and to ensure operational resilience, including but not Functional Intersects With Incident Handling |R0-02 [and(6) Recovery. 5
limited to incident response, business continuity and disaster recovery plans.
[AS part of 1ts cybersecurity program, each covered entity shall estabiish [Mechanisms exist to maintain and make available a current and viable
written plans that contain proactive measures to investigate and mitigate Iincident Response Plan (IRP) to all stakeholders.
500.16() NA lcybersecurity events and to ensure operational resilience, including but not Functional Intersects with | ncident Response Plan | 00 00 5
limited to incident response, business continuity and disaster recovery plans. (IRP)
incident response plan. Incident response plans shal be reasonably designed [Mechanisms exist to maintain and make available a current and viable
to enable prompt response to, and recovery from, any cybersecurity event Iincident Response Plan (IRP) to all stakeholders.
Imaterially affecting the confidentiality, integrity or availability of the covered
lentity’s information systems or the continuing functionality of any aspect of " s
500.16()(1) NA e covered entitys business or operations. Such plans shall address the Functional Intersects witn | Incident Response Plan | 6.4 5
lfollowing areas with respect to different types of cybersecurity events, (IRP)
including disruptive events such as ransomware incidents
[the goals of the incident response pian; Incident Response Plan [Mechanisms exist to maintain and make available a current and viable
500.16(a)(1)(i) NA Functional Intersects With 1 1R0-04 {10t Reeponse plan (IRP) o ai 5
[the internal processes for responding to a cybersecurity event; Incident Response Plan Mechanisms exist to maintain and make available a current and viable
500.16(a)(1)(i) NA Functional Intersects With by IRO-04 [incieTt Response lan (IRP) o il 5
e defiion of clear foles, esponblties and levels o decson-making Incident Response Plan Mechanisms exist to maintain and make available a current and viable
500.16(a)(1)(ii) N/A et Functional Intersects With Y IRO-04 |15t Response plan (IRB) to all 5
500160 a evteral and el commanicatons and foration sharing; Functional Inersects witn | entResponse Pan | ng.qq necharners eXtio mantai and make avalofie a crrent and vobie S
of for the remediation of any identified Incident Response Plan exist to maintain and make avallable a current and viable
500-16(a)(1)tv) NA in information systems and associated controls; Functional Intersects With (IRP) 1RO-04 Jincident Response Plan (IRP) to all s
[documentation and reporting regarding Cybersecurity events and related Incident Response Plan Mechanisms exist to maintain and make available a current and viable
500.16(2)(1)tvi) A incident response activities; Functional Intersects With (RP) 1RO-04 Jincident Response Plan (IRP) to all s
500161 A recovery from backups; Fomctiona! Intersects Wit | 1GeEResponse Plan |y, [WeGhantams exist e maitain and make avallabe 3 current and viabie S
[preparation of root cause analysis that describes how and why the event hanisms exist to maintain and make available a current and viable
500.16(a)(1)viil) NA loccurred, what business impact it had, and what will be done to prevent Functional Intersects witn | Incident Response Plan | 10,04 incident Response Plan (RP) to al takeholders 5
reoccurrence; an
[Gpdating of Incident response plans as necessan Mechanisms exist to regularly review and modify INCIdent response practices
pdating ponse pl Y quiarly v ponse p
500.16(a)(1)(ix) NA Functional Intersects With IRP Update 1R0-04.2[t0 incorporate lessons learned, business process changes and industry 5
|developments, as necessary.
[Business continuty and disaster recovery (BCDR) plan. BCDR plans shall be [Mechanisms exist to facilitate the implementation of contingency planning
ressonably designed to ensure the availabity and lur\dcllonah[y of the covered jcontrol to help ensure resiient Technalogy Assets, Applcations and/or
s e [t e e it || sy | S T g, ortruty ot oplonsa Co0n o 8. N
eyberceuriy erated asruption to e normal business aciities. Such plans e
shall, at_ minimum:
[Gentify documents, data, facilities, infrastructure, services, personnel and [Mechanisms exist to facilitate the implementation of contingency planning
lcompetencies essential to the continued operations of the covered entity's Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
500.16(a)(2)(i) N/A lbusiness; Functional Subset Of Management System BCD-01 Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business. 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Gentify documents, data, facilities, Infrastructure, services, personnel and Mechanisms exist to identify and document the critical Technology ASsets,
500.16(2)(2)(1) NA lcompetencies essential to the continued operations of the covered entity's Functional Intersects With | Identify Critical Assets | BCD-02 |Applications, Services and/or Data (TAASD) that support essential missions 5
lbusiness; Jand business functions.
[Gentify the supervisory personnel responsible for implementing each aspect - [Mechanisms exist to facilitate the implementation of contingency planning
of the BCDR plan: Business Continuity [controls to help ensure resilient Technology Assets, Applications and/or
500.16(a)(2)(ii) NA Functional Subset Of Management System | BCD-01 [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Gentify the supervisory personnel responsible for Implementing each aspect iechanisms exist to define specific criteria that must be met to initiate
Gentiy the sup VP Tresponsible for implementing each aspect Mech Tto define specific criteria that must be met to Iniiats
of the BCDR plan; [Business Continuity / Disaster Recover (BC/DR) plans that facilitate business
500.16(a)(2)(i) NA Functional Intersects With Recovery Operations | gep o1 o [continuity operations capable of meeting applicable Recovery Time Objectives 5
(RTOS) and Recovery Point Objectives (RPOS).
FGENTy The SUpETLizory persannel Fesponlbi for Implementing each sapect XISt (o manage personnel securlty risK by assigning a sk
500.16(a)(2)(i) NA of the BCDR p Functional Intersects With | Position Categorization | HRS-02 |designation to all positions and establishing screening criteria for individuals 5
flling those positions.
Gentiy e superizory personnel responibl forImplementing each sspect Defined Roles & Mechanisms exist to define Toles & Tor i
500.16(a)(2)(i) NA ot the BCDR planr Functional Intersects With HRS:03 [PeCen e 5
include a pian to communicate with essential persons in the event of a [Mechanisms exist to facilitate the implementation of contingency planning
disruption to the operations of the covered entity, lcontrols to help ensure resilient Technology Assets, Applications and/or
including employees, counterparties, regulatory authorities, third-party service Business Continuity Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
500.16(a)(2)1iil) NiA providers, dlsaster recovery specilits, the senior governing body and any Functional Subset Of Management System | BCD-01 [Continuity & Disaster Recovery (BC/DR) playbooks). 10
lother persons essential to the recovery of documentation and data and the (BCMS)
resumption of operations;
include a plan to communicate with essential persons in the event of a [Mechanisms exist to communicate the Status of recovery activities and
lcybersecurity-related disruption to the operations of the covered entity, Iprogress in restoring operational capabilities to designated internal and
including employees, counterparties, regulatory authorities, third-party service Recovery Operations [external stakeholders.
500.16(a)(2)1iil) NA lproviders, disaster recovery specialists, the senior governing body and any Functional Intersects With Covery Operaior BCD-01.6 5
lother persons essential to the recovery of documentation and data and the
resumption of operations;
include procedures for the timely recovery of critical data and information [Mechanisms exist to facilitate the implementation of contingency planning
[systems and to resume operations as soon as reasonably possible following a Business Continuity |controls to help ensure resilient Technology Assets, Applications and/or
500.16(2)(2)(1v) NA ybersecurity-related disruption to normal business activities: Functional Subset Of Management System | BCD-01 [Sarvices (TAAS) (@.. Continuity of Operations Plan (COOP) or Business 10
(BCMS) |Continuity & Disaster Recovery (BC/DR) playbooks).
include procedures for the timely recovery of critical data and Information Mechanisms exist to continue essential missions and business functions with
lsystems and to resume operations as soon as reasonably possible following a Continue Essential Mission little or no loss of operational continuity and sustain that continuity until full
500.16(a)(2)(iv) N/A lcybersecurity-related disruption to normal business activities; Functional Intersects With & Business Functions | BCP-02:2 [system restoration at primary processing and/or storage sites. 5
include procedures for backing up o copying, with sufficient frequency. [Mechanisms exist to facilitate the implementation of contingency planning
information essential to the operations of the covered entity and storing such Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
500.16(a)(2)(v) NA information offsite; an Functional Subset Of Management System | BCD-01 Services (TAAS) (e.g., Continuity of Operations Plar P) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
include procedures for backing up o Copying, With sufficient frequency, Mechanisms exist to facilitate recovery operations In accordance with
500.16(2)(2)(v) N/A linformation essential to the operations of the covered entity and storing such Functional Intersects With 0;;‘;‘{53;;"72 fé’;?,‘, BCD-01.4 |Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS). 5
information offsite; and
include procedures for backing up o Copying, with sufficient frequency. echanisms exstto create recuring backups o Gata, saftware and/or system
information essential to the operations of the covered entity and storing such images, as well as verify the integrity of these backups, to ensure t
500.16(a)(2)(v) NA information offsite; an Functional Intersects With Data Backups BCD-1L (s sty of the dats o 4ntcy ecovery Time O ocives (R108) and 5
IRecovery Point Objectives (RPOS).
[Gentify third parties that are necessary to the continued operations of the Mechanisms exist to facilitate the Implementation of contingency planning
lcovered entity’s information systems. Business Continuity |controls to help ensure resilient Technology Assets, Applications and/or
500.16(a)(2)(vi) NiA Functional Subset O Management System | BCD-01 Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Gentify third parties that are necessary to the continued operations of the [Mechanisms exist to identify and document the critical Technology Assets,
500.16(a)(2)(vi) NA lcovered entity’s information systems Functional Intersects With BCD-02 [Applications, Services andjor Data (TAASD) that support essential missions 5
land business functions.
[Each covered entity shall ensure that current copies of the plans or relevant Mechanisms exist to facilitate the Implementation of contingency planning
lportions therein are distributed or are otherwise accessible, including during a Business Continuity |controls to help ensure resilient Technology Assets, Applications and/or
500.16(b) NiA lcybersecurity event, to all employees necessary to implement such plans. Functional Subset Of Management System BCD-01  Services (TAAS) (e.g., Continuity of Operations Plan (COOP) o Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Each covered entity shall ensure that current copies of the plans or relevant [Mechanisms exist to maintain and make available a current and viable
lportions therein are distributed or are otherwise accessible, including during a Incident Response Plan Iincident Response Plan (IRP) to all stakeholders.
500.16(b) NA lcybersecurity event, to all employees necessary to implement such plans. Functional Subset Of (IRP) IRO-04 10
[Each covered entity shall provide relevant training to all employees [Mechanisms exist to adequately train contingency personnel and appiicable
500.16(c) NA responsible for implementing the plans regarding their roles and Functional Equal Contingency Training | BCD-03 in their roles and 10
responsibiltie
0 T ] i T T [ " N ;
500.16(d) NA [Each covered entity shall periodically. but at a minimum annually. test is: Functional No Relationship NA NA NA 0 INo applicable SCF control
rcident response and GCDR plans wih all taf and management citical t Mechanisms exist to conduct tests andjor exercises to evaluate the
500.16(d)(1) NA |the response, and shall revise the plan as necessat Functional Intersects With C""U"gegtv Plan Testing & ey o4 lan’s effectiven readiness to execute 8
xercises fthe plan.
incident response and BCDR plans with all staff and management critical to Mechaniss existto formaly test ncident espone capabiities Trough
500.16(c)(1) NA the response, and shall revise the plan as necessary; and Functional inersects Wit | ncident Response Testing | 1R0-05  ealstc exercisesto determine the operationa ffectiveness o 8
ities.
[ability to restore its critical data and information systems from backups. Contnaency Plan Testing o echanisms exst to conducttests andfar exercses to evaluate the
500.16(d)(2) NA Functional Equal gency 98 Bep-0a N readiness to execute 10
fthe plan.
[Each covered entity shall maintain backups necessary to restore material [Mechanisms exist to create recurring backups of data, software and/or system
loperations. The backups shall be adequately protected from unauthorized images, as well as verify the integrity of these backups, to ensure the
500.16(e) NA alterations or destruction. Functional Intersects With Data Backups BCD-11 [3uaitability of the data o satisfy Recovery Time Objectives (RTOS) and s
IRecovery Point Objectives (RPOS).
[Each covered entity shall maintain backups necessary to restore material Mechanisms exst o foulinely est backups that verly e relablity of the
500.16(e) NA u‘perztmns T ; backups shall be adequately protected from unauthorized Functional Intersects With Tsstmglfnire;sxbmw & | gcp-11.1 |backup process, as well as the integrity and availability of the data. 5
aiterations or destruction.
[Each covered entity shall maintain backups necessary to restore material [Cryptographic mechanisms exist to prevent the unatthorized disclosure
500.16(e) NA loperations. The backups shall be adequately protected from unauthorized Functional Intersects With | Cryptographic Protection | BCD-11.4 [andjor modification of backup information. 5
alterations or destruction.
50017 Notices to Superintendent [This is merely a section title without content. Functional No Relationship. NA N/A NA o INo applicable SCF control
500.17(a) A [Notice of cybersecurity incident. Functional No VA WA VA [ [No appiicable SCF control
[Each covered entity shall notify the superintendent electronically in the form Mechanisms exist to submit Status reporting of the organization's security,
et forth on the department’s website as promptl ssible but in no event |compliance and/or resilience program to applicable statutory and/or
500.17(a)1) NA later than 72 hours after determining that a cybersecurity incident has Functional Intersects With | Security, Compliance & | <o lregulatory authorities, as required 5

Secure Controls Framework (SCF)

version 2026.1 x000a_03/27/2026

80f 10



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

[Each covered entity shall notify the superintendent electronically in the form
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Secure Controls Framework (SCF)
‘ontrol Description

Mechanisms exist to timely.report ncidents to applicable:(1) Internal
Affected clients & thi + and(3) Regulatory authorities.

Notes

linadvertent, reckless or intentional and deliberate;

later than 72 hours after determining that a cybersecurity incident has Incident Stakeholder
500.17(a)(1 NA Functional Intersects With 1RO-10
(@)L ’ loccurred at the covered entity, its affiliates, or a third-party service provider. unctional Intersects Wi Reporting
[Each covered entity shall notify the superintendent electronically in the form Mechanisms exist to report sensitive/reguiated data incidents in a timely
set forth on the depariment’s website as promptly as possible but in no event Cyber Incident Reporting Imanner.
500.17(a)(1) NA later than 72 hours after determining that a cybersecurity incident has Functional Intersects With | for Sensitive / Regulated | IR0-10.2
loccurred at the covered entity, its affiliates, or a third-party service provider. Ve
[Each covered entity shall notify the superintendent electronically in the form Mechanisms exist to maintain incident response contacts with appiicable
et forth on the department’s website as promptly as possible but in no event regulatory and law enforcement agencies.
later than 72 hours after determining that a cybersecurity incident Regulatory & Law
500.17(a)(1 NA Functional Intersects With 1RO-14
@m loccurred at the covered entity, its affiliates, or a third-party service provider. Enforcement Contacts
[Each covered entity shall promptly provide to the superintendent an Mechanisms exist to submit status reporting of the organization's security,
information requested regarding such incident. Covered entities shall have a Security, Compliance & [compliance andor resilience program to applicable statutory and/or
50017(2)(2) A continuing obligation to ubate the superintendent with material changes or Functional Intersects with [, Security. compliance & | GOV-17 [reguiatory authorities, s reauire
Inew information previously unavailable.
[Each covered entity shall promptly provide o the superintendent any Mechanisms exist to faciitate the identification and implementation of
information requested regarding such incident. Covered entities shall have a Statutory, Regulatory & relevant statutory, regulatory and contractual controls.
50017(a)(2) NA lcontinuing obligation to update the superintendent with material changes or Functional Intersects With | 2t Compliance | CPLOL
Inew information previously unavailable.
[Each covered entity shall promptly provide to the superintendent any. Mechanisms exist to determine whether a government agency has an
information requested regarding such incident. Covered entities shall have a Legal Assessment of lapplicable and valid legal basis to request data from the organization and
500.17(a)(2) NIA lcontinuing obligation to update the superintendent with material changes or Functional Intersects With Investigative Inquires CPL-05  \what further steps need to be taken, if necessary.
Inew information previously unavailable.
[Each covered entity shall promptly provide to the superintendent any Mechanisms exist to support offiial Investigations by provisioning
information requested regarding such incident. Covered entities shall have a Investigation Access jovernment investigators with *least privileges" and “least functionality" to
500.17(a)(2) NA lcontinuing obligation to update the superintendent with material changes or Functional Intersects With o CPL:05.2 [ensure that government investigators only have access to the Technology
Inew information previously unavailable. |assets, Applications, Services and/or Data (TAASD) needed to perform the
500.17(6) WA [Notice of compliance. Functional No WA WA WA [No applicable SCF control
[Annually each covered entity Shall subit to the superiendert electroncally Statutory, Regulatory & Mechanisms exist to facilitate the identification and Implementation of
500.17(6)(1) NA by April 15 e Functional Intersects With | Contractual Compliance | P01 |relevant statutory, regulatory and contractual controls.
/2 written certification that Statutory, Regulatory & Mechanisms exst o faclitate the Gentification and mplementatin ot
500.17(b)(1)(1) N/A Functional Intersects With | Contractual Compliance | P01 relevant statutory, regulatory and contractual controls.
lcertifies that the covered entity materially complied with the requirements set Statutory, Regulatory & chanisms exist to facilitate the identification and implementation of
500.17(b)(1)(i)(a) NiA forth in this Part during the prior calendar year; and Functional Intersects With | Contractual Compliance | P10 |relevant statutory, regulatory and contractual controls.
Shall be based upon ata and documentation sufficient to accurately Mechanisms exist to facilitate the identification and Implementation of
ldetermine and demonstrate such material compliance, including, to the extent relevant statutory, regulatory and contractual controls.
Inecessary, documentation of officers, employees, representatives, outside statutory, Regulatory &
500.17(b)(1)(i)(b) NA \vendors and other individuals or entites, as well as other documentation, Functional Intersects ith | 2tatutory, Reguiatory & | cpi.g1
whether in the form of reports, certifications, schedules or otherwise; or P
[a written acknowledgment that: Statutory, Regulatory & Mechanfsms exst o facitte the Gentication and mplementation of
500.27()1)(i) WA Functional Intersects With | Contractual Compliance | <01 |relevant statutory, regulatory and contractual cont
[acknowledges that, for the prior calendar year. the covered entity did not Statutory, Regulatory & Riechanims st o oot th aenifcatin and wmplemenlanon of
500.17(b)(1)i)a) NA Imaterially comply with all the requirements of this Part; Functional Intersects With | Contractual Compliance | P01 |relevant statutory, regulatory and contractual controls.
[dentifies all sections of this Part that the enfity has not materially complied otuton, Reguatony & Mechanisms exist to facilitate the identification and Implementation of
i with and describes the nature and extent of such noncompliance; and i atutory, Regulatory .01 |relevant statutory, regulatory and contractual controls.
500.17(b)(1)(i1)(b) NA p Functional Intersects With | Zoluton Reguaton & | cpLo1 v. regulatory
[provides a remediation timeline or confirmation that remediation has been Statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation of
500171 )iMe) A lcompleted Functional Intersects With | Contractual Compliance | <"<0% |relevant steutory. regulatory and contractual controls
Such certification or Shall be submitted n the st to facilitate the [dentiication and implementation of
[form set forth on the department's website and shall be signed by the covered Felevant Statutory, reguatory and contractual controls
lntity’s highestranking executive and its CISO. If the covered entity does not
Inave a CISO, the certification or acknowledgment shall be signed by the Statutory, Regulatory &
50017(6)2) Nk Inighest-ranking executive and by the senior officer responsible for the Functional Intersects With | Contractual Compliance | PO
lcybersecurity program of the covered entity.
[Each covered entity shall maintain for examination and inspection by the Mechanisms exist to faciitate the identification and Implementation of
ldepartment upon request all records, schedules and other documentation and relevant statutory, regulatory and contractual controls.
ldata supporting the certification or acknowledgment for a period of five years,
including the identification of all areas, systems and processes that require or 5 Reguiatory &
500.17(b)(3) NA required material improvement, updating or redesign, all remedial efforts Functional Intersects witn | Statutory. Regulatory cpLo1
lundertaken to address such areas, systems and processes, and remediation ontractual Compliance
Iplans and timelines for their implementation.
INotice and explanation of extortion payment. Each covered entity, in the Mechanisms exist to faciitate the identification and Implementation of
levent of an extortion payment made in connection with a cybersecurity event relevant statutory, regulatory and contractual controls.
involvi inten ronically, i . Regulatory &
500,17 NA wolving the covered entity, shall provide the superintendent electronically. in|  functional Intersects with | Statutory, Regu cpLor
© g the form set forth on the departments website, with the following: unetiona! ntersects W Contractual Compliance
[Notice and explanation of extortion payment. Each covered entity, in the exist to ncidents to applicable:(1) ntern
levent of an extortion payment made in connection with a cybersecurity event iractad aiome &  and(3) Regulatory authorities.
500.17(0) NA involving the covered entity, shall provide the superintendent electronically, in|  unctional Intersects With Incident stakeholder | o010
the form set forth on the departments website, with the following: orting
within 24 hours of the extortion payment, notice of the payment; and Hechariems exitto mel.reportcidertsto Spacable-(1 rter
‘Affected clients & 3 Raaulatory puthoites.
500.17(c)(1) NA Functional Intersects With e eolder | iro-10 try
[Within 30 days of the extortion payment, a written description of the reasons echanirms it to el rpot ncident o spplcabie 1) Interra
ment was necessary, a description of alternatives to payment considered, Affected clients & and(3) Regulatory authorities
all Giligence performed to find alteratives to payment and alldiligence
500.17(c)(2) NA ure compliance with applicable rules and regulations Functional Intersects With e aeroer | o-10
including those of the Office of Foreign Assets Control
information provided by a covered entity pursuant to this Part 1s subject to xist to faciltate the implementation of data protection contrals.
lexemptions from disclosure under the Banking Law, Insurance Law, Financial
50018 Confidentiality  |Services Law, Public Officers Law or any other applicable State or Federal law. | Functional Intersects With Data Protection DCH-01
information provided by a covered entity pursuant to this Part is subject to [Mechanisms exist to protect sensitive/reguiated data wherever It s processed
lexemptions from disclosure under the Banking Law, Insurance Law, Financial Sensitive / Regulated Data land/or stored
500.18 Confidentiality [Services Law, Public Officers Law or any other applicable State or Federal law. Functional Intersects With ction DCH-01.2
50019 Exemptions [Fhis = merely a section fitle Without content. Functional No WA WA WA [No appiicable SCF control
lLimited exemption. Each covered entity with:
_.shall be exempt from the requirements of sections 500.4, 500.5, 500.6,
500.19(a) NiA 500.8, 500,10, 500.14(a)(1), (2(2) and (b}, 500.15 and 500.16 of this Part. Functional No Relationship NA NA NIA [No applicable SCF control
fewer than 20 empi d independent contractors of thi @ entt " .
500.19(a)(1) NiA s atfliatea 0 ees and independent contractors of the covered entity Functional No Relationship NIA NA NIA INo applicable SCF control
less than §7,500,000 In gross annual revenue in each of the fast three fiscal
50019(2)(2) NA \vears from all business operations of the covered entity and the business Functional No Relationship NA NA NA INo applicable SCF control
loperations in this State of the covered entity's affiiates; or
less than $15.000,000 n year-end total assets, calculated in accordance with
500.19(a)(3) NA lgenerally accepted accounting principles, including assets of all affiiates, Functional No Relationship. NA NA NA INo applicable SCF control
[An employee, agent, wholly owned subsidiary, representaiive or designee of a
lcovered entity, who isitself a covered entiy, is exempt from this Part an
Ineed not develop its own cybersecurity program to the extent that the
500.19(b) NA lemployee, agent, wholly owned subsidiary, representative or designee is Functional No Relationship. NA NA NA INo applicable SCF control
lcovered by the cybersecurity program of the covered entity.
[A covered entity that does not directly or indirectly operate, maintain, utiize
lor control any information systems, and that does not, and s not required to,
directly or indirectly control, own, access, generate, réceive or possess
500.19(c) NA Inonpublic information shall be exempt from the requirements of sections Functional No Relationship NA NA NA INo applicable SCF control
500.2, 500.3, 500.4, 500.5, 500.6, 500.7, 500.8, 500.10, 500.12, 500.14,
500.15 and 500.16 of this Part.
[A Covered entity under article 70 of the Insurance Law that does not and is not
required to directly or indirectly control, own, access, generate, receive or
lpossess nonpublic information other than information relating to ts corporate
lparent company (or affilates) shall be exempt from the requirements of . §
500.19(c) NA e 2053 500 3 5004 5005 5000500 7 3002, 550150, 2082, Functional No Relationship. NA N/A NA INo applicable SCF control
500.14, 500.15 and 500.16 of this Part.
[An Individual insurance broker subject to Insurance Law section 2104 who
lqualifies for the exemption pursuant to subdivision 500.19(c) of this Part and
Inas not, for any compensation, commission or other thing of value, acted or
aided in any manner in soliciting, negotiating or selling any policy or contract
500.19(e) NA lor in placing risks or taking out insurance on behalf of another person for at Functional No Relationship NA NA NA INo applicable SCF control
least one year shall be exempt from the requirements of this Part, provided
such individuals do not otherwise qualify s a covered entity for purposes of
this Part.
[A Covered entity that qualifies for any of the above exemptions pursuant o
lthis section shall file electronically a Notice of Exemption in the form set forth § §
500.19(f) NA lon the department’s website within 30 days of the determination that the Functional No Relationship. NA NA NA INo applicable SCF control
lcovered entity is exempt.
[The following persons are exempt from the requirements of this Part, provided
such persons do not otherwise qualify as a covered entity for purposes of this
Part: persons subject to Insurance Law section 1110; persons subject to
Insurance Law section 5904; any accredited reinsurer, certified reinsurer or
reciprocal jurisdiction reinsurer that has been so recognized pursuan to 11
500.19(9) WA INYCRR Part 125; individual insurance agents who are placed in inactive status | Functional No Relationship NA WA NA [No applicable SCF control
lunder Insurance Law section 2103; and individual licensees placed in inactive
status under Banking Law section 599-i
in the event that a covered entity ceases to qualify for an exemption, Such
500.19(h) NA covered entity shalhave 80 days from the date that i ceases to 50 qualy to|  unctional No Relationship NA N/A NA INo applicable SCF control
lcomply with all applicable requirements of t
50020 [This s merely a section title without content. Functional No NA A NA [No appiicable SCF control
[This regulation will be enforced by the superintendent pursuant to, and s not . .
500.20(a) NA e get s ity the. supermEenaEns Suthonty under any anmlicatie jous, Functional No Relationship. NA NA NA INo applicable SCF control
e commission of a single act prohibited by this Part or the failure to act to
500.20(b) NA satisfy an obligation required by this Part shall constitute a violation hereof. Functional No Relationship NA NA NA INo applicable SCF control
Such acts or failures include, without limitation:
the failure to secure or prevent unauthorized access to an individual’s or an
500.20(b)(1) NA lentity’s nonpublic information due to noncompliance with any section of this Functional No Relationship NA NA NA INo applicable SCF control
Part;
500.20(b)(2) NA e material failure to comply for any 24-hour period with any section of this Functional No Relationship. NA N/A NA INo applicable SCF control
Iin assessing any penalty for a violation of this Part pursuant to the Banking
500.20(c) NA Law, Insurance Law or Financial Services Law, the superintendent shall take Functional No Relationship. NA NA NA INo applicable SCF control
into account, without limitation, factors including
fthe extent to which the covered entity has cooperated with the superintendent N i
500.20(c)(1) NA I e imvestigation of such acee Functional No Relationship. NA N/A NA INo applicable SCF control
500.20(c12) WA [the good faith of the entity; Functional No WA WA WA [No applicable SCF control
500.20(c)(3) NA |whether the violations resuited from conduct that was unintentional or Functional No Relationship NA NA NA INo applicable SCF control
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500.20(c)(4) NA Imatters requiring attention, or failing to adhere to any disciplinary letter, letter|  Functional No Relationship NIA NA NIA 0 INo applicable SCF control
of instructions or similar;
500.20(<)(5) N/A [any history of prior violations: Functional No N/A N/A WA [ [No applicable SCF control
lwhether the violation involved an isolated incident, repeat violations, systemic 7 5 i
500.20(c)(6) NA Violations ot 5 pattern of vioiations Functional No Relationship NIA NA NIA [ INo applicable SCF control
500.20(C)(7) VA [whether the covered entity provided false or misleading information; Functional No NA NA WA [ [No appiicable SCF control
500.20(c)(8) N/A [the extent of harm to consumers; Functional No NA NA NA 0 [No applicable SCF control
500.20()(9) NA whether required, accurate and timely disclosures were made to affected Functional No Relationship. NA NA NA 0 INo applicable SCF control
500.20()(10) NIA lthe gravity of the violations; Functional No Relati N/A N/A WA [ [No applicable SCF control
500.20(0)(11) NIA lthe number of violations and the length of time over which they occurred; No Relationship NIA NA NIA 0 INo applicable SCF control
500.20()(12) NiA [the extent, if any, to which the senior governing body participated therein; Functional No Relationship NIA NA NIA o INo applicable SCF control
500.20(c)(13) NA [any penalty or sanction imposed by any other reguiatory agency; Functional No NA NA WA [No applicable SCF control
[the financial resources, net worth and annual business volume of the covered
500.20(c)(14) NA encity and s sfilistes: Functional No Relationship. NA N/A NA 0 INo applicable SCF control
lthe extent to which the relevant policies and procedures of the company are
500.20(c)(15) NIA lconsistent with nationally recognized cybersecurity frameworks, such as NIST; | Functional No Relationship NIA NA NIA [ INo applicable SCF control
500.20(c)(16) [Such other matters as justice and the public interest require. Functional No N/A N/A WA [ [No appiicable SCF control
Effective Date [This i merely a section title without content. Functional No N/A N/A NA 0 [No applicable SCF control
[This Part will be effective March 1, 2017. Covered entities will be required to
lannually prepare and submit to the superintendent a certification of
500.21(a) NiA lcompliance with New York State Department of Financial Services Functional No Relationship NIA NA NIA o INo applicable SCF control
(Cybersecurity Regulations under section 500.17(b) of this Part commencing
[February 15,
500.21(b) NiA [The second amendment to this Part shall become effective November 1, 2023.|  Functional No Relationship NIA NA NIA o INo applicable SCF control
500.22 Transitional Periods __[This is merely a section title without content. Functional No Relati N/A A WA [ [No applicable SCF control
[Transitional period.
(Covered entities shall have 180 days from the effective date of this Part to
500.22(2) NIA ;‘;;“(P‘Y with the requirements set forth in this Part, except as otherwise Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
500.22(b) A [The following provisions shall include adaitional transitional periods. Covered — Danh 3 o o o e e
lentities shall have:
lone year from the effective ate of this Part to Comply with the requirements
500.22(b)(1) NA of sections 500.4(b), 500.5, 500.9, 500.12 and 500.14(b) of this Part; Functional No Relationship. NA NA NA 0 INo applicable SCF control
leighteen months from the effective date of this Part to comply with the
500.22(0)(2) NA requirements of sections 500.6, 500.8, 50013, 500.14(a) and 500.15 of this Functional No Relationship NIA NA NIA o INo applicable SCF control
art;
500.22(0)(3) NA [two years from the effective date of this Part to comply with the requirements | g jqna) No Relationship NA NA NIA o INo applicable SCF control
[Covered entities shall have 180 days from the effective date of the second
mendment to this Part to comply with the new requirements set forth in the
500.22(c) NA Second amendment to this Part, except as otherwise specified in subdivisions Functional No Relationship. NIA NA NIA 0 INo applicable SCF control
(@) and (e) below.
500.22() NiA |ohe following provisions shallinclude different transitional periods. Covered Functional No Relationship. NIA NA NIA 0 INo applicable SCF control
lentities shall have:
130 days from the effective date of the second amendment to this Part to
500.22(e)(1) NA [comply with the new requirements specified in section 500.17 of this Part; Functional No Relationship NA NA NA [ INo applicable SCF control
lone year from the effective date of the second amendment to this Part to
500.22(d)(2) NiA lcomply with the new requirements specified in sections 500.4, 500.15, 50016 | Functional No Relationship NIA NA NIA o INo applicable SCF control
land 500.19(a) of this Part;
[18 months from the effective date of the second amendment to this Part to
500.22(d)(3) NA lcomply with the new requirements specified in sections 500.5(a)(2), 500.7, Functional No Relationship. NA NA NA [ INo applicable SCF control
500.14(a)(2) and 500.14(b) of this Part; and
[two years from the effective date of the second amendment to this Part o
500.22(d)(4) NiA comply with the new requirements specified n sections 50012 and 500.13(c) | - Functional No Relationship NIA NA NIA o INo applicable SCF control
of this Part.
[The new requirements specified in sections 500.19(e)-(n), 500.20, 500,21,
500.22(e) N/A [500.22 and 500.24 of this Part shall become effective November 1, 2023. Functional No Relationship N/A N/A N/A 0 [No applicable SCF control
iFany provision of this Part or the appiication thereof to any person or
lcircumstance is adjudged invalid by a court of competent jurisdiction, such
500.23 Severability liudgment shall not affect or impair the validity of the other provisions of this RS No Relationship o NA o @ INo applicable SCF control
[Part or the application thereof to other persons or circumstances.
Exceptions From Electronic|
50024 Filing and Submission (This is merely a section title without content. Functional No Relationship. NIA NA NIA o INo applicable SCF control
Requirements
[A filer required to make an electronic iing or a submission pursuant to this
lPart may apply to the superintendent for an exemption from the requirement
that the filing or submission be electronic by submitting a written request to
500.24(a) NA lthe superintendent for approval at least 30 days before the filer shall submit Functional No Relationship. NA N/A NA 0 INo applicable SCF control
lto the superintendent the particular filing or submission that is the subject of
the request
500.24(0) A [The request for an exemption shall Functional No NA NA A [ [No appiicable SCF control
[Set forth the filer’s DFS license number, NAIC number, Nationwide Multistate N
500.24(b)(1) NiA Licensing System number or nstitution number: Functional No Relationship NIA NA NIA o INo applicable SCF control
500.24(6)(2) NA ffe"ﬂ;‘(‘;": specific filing or submission for which the filer is applying for the Functional No Relationship NA NA NA [ INo applicable SCF control
Specify whether the filer 's making the request for an exemption based upon
lundue hardship, impracticability or good cause, and set forth a detaile
500.24(0)(3) NA lexplanation as to the reason that the superintendent should approve the Functional No Relationship. NIA NA NIA 0 INo applicable SCF control
request; and
[Specify whether the request for an exemption extends to future fllngs or
500.24(b)(4) N/A jsubmissions, in addition to the specific filing or submission identified in Functional No Relationship N/A N/A N/A 0 [No applicable SCF control
lparagraph (2) of this subdivision.
[The filer requesting an exemption shall SubmIt, Upon the superintendent's
500.24() NIA Irequest, any additional information necessary for the superintendent to No Relationship NIA NA NIA [ INo applicable SCF control
levaluate the filer's request for an exemption
[The filer shall be exempt from the electranic fllng or SUBMISSION requirement
lupon the superintendent’s written determination o exempting the filer, where
500.24(c) NiA the determination specifies the basis upon which the superintendent is Functional No Relationship NIA NA NIA 0 INo applicable SCF control
lgranting the request and to which filings or submissions the exemption
lapplies.
T the superintendent approves a filer’s request for an exemption from the
letectronic filing or submission requirement, then the filer shall make a filing or
500.24(e) NA lsubmission in a form and manner acceptable to the superintendent Functional No Relationship NA NA NA 0 INo applicable SCF control
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