Set Theory Relationship Mapping (STRM) Tennessee Information Protection Act version 2026.1_x000a_03/27/2026

NIST IR 8477-Based Set Theory Relationship Mapping (STRM) Focal Documen [Tennessee Information Protection Act (TIPA) (2025)
Reference document:  Secure Controls Framework (SCF) version 2026.1 Document URL:  https://www.capitol.tn.gov/Bills/113/Amend/HA0348.pdf

STRM Guidance:

famed ST URL: pdf

FDE Name [T ——— ST = SCE Control e T
Mechanisms exist o standardiae technlogy and process terminoiogy
47-18:3201 Definitions |isee definitions section) Functional Intersects With | Standardized Terminology | SEA-02.1 [to reduce confusion amongst groups and departments. B
[This part iDpl\es (u Dersons ‘that conduct business in this state producing products or services that target residents,
of tis st and
1) Excecd twenty hve milfo dollas (525,000,000) i evene: and
" 8 Controtor process personal nformaion of at feast twerty
A s [thousand (25 000) consumers and derive more than fifty pelcent (50%) of gross revenue from the sale of personal sl i R A R A R [Pl S ]
nformation
) During a calendar year, control o process personal
formainof i et an s seveny e hauean (175,000
Fersonal nformation Fights -
7183203 Al formatior A Functional | No Relationship A A A WA [No sppiicable SCF contro
(TS WA Iy Functonal | o Relatonship A WA ) WA~ INo applicable SCF control
Wechanisms exit o provide auhenticated data sublects e abiy
(1) Aceess their ersonal Data (PD) tht is bang processed, sore
[and shared, xcept whers the burden, isk or expense of roviding
[Ccess would be disproportionate o the beneti oered t0 the data
Subiect thioush granting accessi(2) Obtin anowers on the speciics
Rt 2 oo, e, procesie, Sred, rarciiss,
Knare, e ancrdsposed ) Obta e curce) o thr FO;
(4 btain the cotegories of ther P being collcted
urer may invoke the consumer rights authorized pursuar to rocetcea, Soras e Sharech ) Reduentcotecto to e o due
s ubdnvision (2)(3) at any time by submitting a request to a contraller specifying the consumer rights the consumer Data Subject o naccuracies(6) Request erasure of theirPD; and() Restict the
47-18-3203(2)(1) WA [wishes to invoke. A known child's parent or legal guardian may invoke the consumer rights authorized pursuant to Functional Intersects With Empowerment PRI06 collecting, receiving, processing, storing, transmitting, s
Sibcnvison (3)(2) o bahal of he chi regarding processing personalinformation belonging fo te known e Lidated Snasor Shoving of e o5
gt o0 o o Gt B T Sl st oo
ansurer may invoke the consumer rights authorized pursuant to or iy e.0., authorized gent, prowy, it aCtng &
e Kubivision (2)3)at any time by sub KNG a eduest 0.3 Contoller specifying the cansumer rghtsthe consumer n et BRI 0 v persora Dot (PO processing decions.
47-18-3203(a)(1) NiA s to invoke. A known child's parent or legal guardian may invoke the consumer rights authorized pursuant to Functional Intersects With Authorized Agent PRI03.6 s
ubiison (s)2) n behal of he i regarding processing personsl inormation elonging £ e knowh i
a7183203@02) A e e Functional | No Relationship A A A WA [No sppiicable SCF contro
Wechanisms exit o provide auihenticated data subjects e abiy
(1) Aceess their Personal Data (PD) tht is bang processed, sored
[and Shared, xcept whers the burden, isk or expense of roviding
[Ccess would be disproportionate o the benetr oered t0 the data
Sublect thioush granting accessi(2) Obtin anowers on the speciics
o how ther P 19 colleced, recelved, processed, stored transmitied,
Khare, e ancrdsposes ) Obta e curce) o thr FO;
(4 btain the categories of ther P being collcted, receive
focessed,stored ahd shared3) Redyest Comfecion fo ek FD due
18- nfirm whether a controller is processing the consumer's Data Subject lto inaccuracies;(6) Request erasure of their PD; and(7) Restrict the
47-18-3203()(2)(A) L [personal information and to access the personal information; Functional Intersects With Empowerment PRIOG | her collecting, recening, ProCesSing, storng, transrmiEing, s
pdatea ancior Sharng of the P>
Wechanisms exit o maitai 2 process fr-(1) Data sublects to have
[correct inaccuracies in the consumer's personal information, inaccurate Personal Data (PD) maintained by the organization
7183203020 A aking ino account the nature of the pérsonal nformationand the Functional | tersects witn | Corecting naccurate | oy corected or amended; and(2) Disseminating corectons or s
lpurposes of the processing of the consumer's personal information; [pmendments of PD to other authorized users of the P
oetre personalnformatio provided by or obtained about th consumer. A contrller s o required to deete [Mechanisms exist to anonymize data by removing Personal Data (PD)|
fnformation hat t maintans or uses as agregate or de-dentited data; provided, that such data nthe possession De-tdentification [from datasets.
71832030020 A of the conroler i not Inked t0 » pecfic onsumer A contaller hat obtained personal nformation abou Functional | Intersects With pertdenstication | o s
[consumer from a source other than the consumer is in compliance with a consumer's request to delete su(h Y
personalnformation by:
[Delete personal information provided by or obtained about the consumer. A controller is not required to delete Me("a"“s"’s exist to ’““‘"‘T 2 W“‘ef‘s to ‘e’aie‘ a“’“a 5‘“"‘“"5
linformation that it maintains or uses as aggregate or de-identified data; provided, that such data in the possession [Personal Data (PD), in accordance with applicable laws, regulations
47-18-3203(a)(2)(C) N/A [of the controller is nnl hnked to a specific consumer. A controller that obtained persm\a\ information about a Functional Intersects With Right to Erasure PRI-06.5 [2nd contractual obligations pertaining to the retention of their PD. 5

other than the consumer is in compliance with a consumer's request to delete such
[personal information by:

47-18-320312)(CN0) NA WA Functional No Relationship WA WA WA WA [No appiicable SCF control
[Mechanisms exist to:(1) Retain Personal Data (PD), including

|metadat
lpurpose(s) identified in the notice or as required by law;(2) Dispose
1 Gestroys, erases, andior anonymizes the PD, reqardless of the

[Retaining a record of the deletion request and the minimum information necessary for the purpose of ensuring that| Imethod of storage; and(3) Use organization-defined techniques or

Personal Data (PD)

47-18.3203(2)2)(O)()2) A the consumer's personal information remains Functional Intersects With PRL0S [Methode e b s s
f Retention & Disposal |methods to ensure secure deletion or destruction of PD (including
|deleted from the controller's records; and [originals, copies and archived records).
Wiechanisms ex/st o raintain 3 process to erase  data SUBjects
Retaining a record of the deletion request and the minimum information necessary for the purpose of ensuring thatl rsonal Data (PD). n accordande with appicable laws, reguiations
47-18-3203(2)(2)(C)(()a) NiA lthe consumer's personal information remains Functional Intersects With Right to Erasure PRI-06.5 |and contractual obligations pertaining to the retention of their PD. 5
ldeleted from the controllers records; and
Wiechanisms ex/s Eo restrct collecting, receing, processing, storing
transiting, sharing and/or updating Personai Data (PD) to:(1) The
lpurpose(s) originaly collected, consistent with the data privacy
Inotice(s);(2) What is authorized by the data subject, or authorized
Usage Restrictions of lagent; and(3) What is consistent with applicable laws, regulations.
47-18-3203(2)(2)(C)()(b) A INot using such retained personal information for any purpose prohibited under this part; or Functional Intersects With e ooy | PRI054 B0d Contractual obiigations. 5
iechanisms exist & mantain 3 process to erase & dafa SUBJects
Personal Data (PD), in accordance with appiicable laws, reguiations
47-18-3203(2)(2)(C)(i)(b) NA INot using such retained personal information for any purpose prohibited under this part; or Functional Intersects With Right to Erasure PRIOG.5  [and contractual obiigations pertaining to the retention of their PD. 5
iechanisms ex7st o restrict Collecting, receming, processing, sorng,
fransmitting, sharing andfor updating Personal Data (PD) to:(1) The
urpose(s) originally collected, consistent with the data
Inotice(s);(2) What is authorized by the data subject, or authorized
ing of . Jagent; and(3) What is consistent with applicable laws, regulations
PE— A opingtheconsumer out of te procesing o uch personal ot for ary purpeseexcep o hose xempied e puncioal merects i | Usag Restricions | .4 B0ET and) Whotlscon S
Wechanisms exist to maintain a process to erase a data subjects
) personal Data (PD), in accordanca with applicable laws, reguiations
P — i optin e consumer ot of e processingof such personl Gt forany purpese excet for those xempied nder| punciona tersects With Aight o Erasure rrion.s [Cizonel ote (PD). in accordance with appicabl laws, requater S
Wechansms exit to Tormat exparts of Personal Data (°D) Tn a
Jotana copy of e consumers personalnformaion tht e consumer previouslyprovided t the conralerna I hin ot alows dat subjects to
47-18-3203(2)(2)(D) NA [portable and, to the extent technically feasible, readily usable format that allows the consumer to ransi Functional Intersects With Data Portability PRI-06.6 firansfer their PD to another controlier withaut hindrance. 5
Ete o amother controler WOUR HnATance, e e precessig & Caricd out by automared meares o
Wiechanisms exist o export 3 data SUBJects avallable Personal Data
Jovtain a copy fthe consumer's personal nformatin tat the consumer previusly provided o the conraler n (PD) ' readily usabie format. upon an authenticated requedt.
47-18-3203(2)(2)(0) NiA [portable and, to the extent technically feasible, readily usable format that allo ‘Consumer to transmit the Functional Intersects With  |Personal Data (PD) Exports| PRI-06.7 5
Gata to another contrller WIEhoUE Mhdrance, where t processing 1 Corid o by automated means of
Fiecharims o enale G sbcts o sulore e coecion
feceiing,processn,Sorage, transmission, haring upda
o dgocatof ther Persoral Dot (P, where pror to collecton
[the data subject s provided vith:(1) Plain language to ilustrate the
Jpotential data privacy risks of the authorization:(2) A means for users
o decline the au(hnnzalmn ) Al mecessar choiceand
47-18-3203()2)(E) NA Jopt out of a controller's processing of personal information for purposes of: Functional Intersects With Choice & Consent PRi03  [consentrelated criterl requ 5
Wiechanisms exis to prevent he sale, processing andjor sharing of
pronibition of Seling, Personal Data (PD) when:(1) Instructed by the data subject; or(2) The
47-18-3203()2)EN) A ISeling personal information about the consumer; Functional Intersects With | Processing andlor Sharing | PRI-03.3  [¢ata subject is a minor, where selling and/or sharing PO i legally s
Personal Data (PD) [prohibited.
Wiechanisms exi to allow data SUbjects to modiTy permizsion to
collct, receive, process, store, ransmit, share, update and/or
47-18-3203(a)(2)(E)() NiA Iselling personal information about the consumer; Functional Intersects With Tailored Consent PRI-03.1 [qispose selected attributes of ther Personal Data (PD) 5
Fiechartsms et o allow G subjees o modly permisson o
collect, receive, process, store, transmi, share, update and/or
47-18-3203(2)2)E)) A [Targeted advertising; or Functional Intersects With Tailored Consent | PRL03.1 [{ispnse selectod atriputes of iher bersonal Data (p) 5
Wiechaniams exit to prevent the sale, processing and/or sharing of
Prohibition of Seling, personl Dt (P0)when (1) nsricted by he datasubjct or(2) The
47-18-3203(a)(2)(E)ii) NA [Targeted advertising; or Functional Intersects With | Processing andjor Sharing | PRI-03.3 |data subject is a minor, where selling and/or sharing PD is legally 5
Personal Data (PD) [prohibited.
Wiechansms exit fo prevent the sale, processing and/or sharing of
pronibition of Seling, Personal Data (PD) when:(1) Instructed by the data subject; o(2) The
6. Profiling in furtherance of decisions that produce legal . 033 [data Subject is a minor, where selling and/or sharing PD is legaily
47-18-3203()2) i) NA e S cermun o oo Functional mersects Wit | Processing andior Shating | PR-03.3 320 24l s
iechanisms exit to allow data sUBjects to modiTy permizsion to
16 Profiling in furtherance of decisions that produce legal Lgs.1 [colect.receive, process, store, transmit, share, update and/or
471832030 EN A [Profing In furtherance of decisions that produce leoal Functional Intersects With Tailored Consent | PRL03.1 [fispase selected atributes of éher Personal Data (p) s
Fiechanisms exist to compel data SUbJects to select the Tevel of
e 03t " fcestas otherise provided n s part o contrller shall complywinan . ‘ ersece | Actve partcption 8y | o, ansent deemed approprae by he e subjectfor th resvant s
-18-3203(b) 7 lauthenticated request by a consumer to exercise the consumer rights authorize unctional ntersects Wit ot Subjects X lbusiness purpose (e.q., opt-in, opt-out, accept all cookies, etc.).
Jpursuant to subdivision (2)(2) 35 follows.
Fecharisms exi o allow G2t UEjacts to mody perision
xcept as otherwise provided in this part, a contraller shall comply with an otett, receiva, prorase store. tramsmit, hare, umate andiol
47-18:3203(6) NA [authenticated request by a consumer to exercise the consumer rights authorized Functional Intersects With Tailored Consent | PRLO3.1 [fispose selectad atributes of éherr Personal Data (D) 5
[pursuant to subdivision (a)(2) as follows:
Fiecharims o To ol G ubjcs o suorae e coleco,
feceiin,brocessin,Storage, tronsmissio, Shoring
onaor Ssposet of i Fercarl Dara (PO, whére pror v cafiction
e data subject is provided with:(1) Plain language to lustrate the
[potential data privacy risks of the authorization;(2) A means for users
except as otherwise provided in ths part, a controller shall comply with to deciine the authorization; and(3) All necessary choice and
47-18-3203(b) N/A [authenticated request by a consumer to exercise the consumer rights authmlzed Functional Intersects With Choice & Consent PRI-03 Criteria required by appl regulatory 5

lpursuant to subdivision (a)(2) as follows: P obligations.
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|A controller shall respond to the consumer without undue delay, but in all cases within forty-five (45) days of
[receipt of a request submitted pursuant to subsection (a). The response period may be extended once by forty-five

STI
Rationale

jationship

Notice of Correction or

Secure Controls Frameworl (SCF)
Control Descripti
IMechanisms exist to notify affected e sub‘c:ts if their Personal
[Data (PD) has been corrected, amended or deleted.

Relationship

Jprocessed, stored, transmitted andjor shared.

47-18:3203(6)(1) A |(45) additional days when reasonably necessary, taking into account the complexity and number of the consumer's|  Functional Intersects With otice of Comection o™ | pr.0s.2 s
Irequests, so long as the controller informs the consumer of the extension within the initial forty-five-day response. '9 Chang
lperiod. together with the reason for the extension;
Fiechanicms exst o maniain o pocess o eficenty and efectvely
A controller shall respond to the consumer without undue delay, but in all cases within forty-five (45) days of |respond to requests, complaints, concerns or questions:
Ireceipt of a request submitted pursuant to subsection (). The response period may be extended once by forty-five User Feadback mpanicated dats 56100 Shou pesonet Do (7D the
47-183203(6)(1) A |45) aditional days when reasonably necessary. taking into account the complexity and number of the consumer's|  Functional Intersects With Jser Feedback PRL06.4 [organization coliects, receives, processes, stores, ransmits, shares, s
Irequests, so long as the controller informs the consumer of the extension within the initial forty-five-day response. 9 |updates and/or disposes.
[period. together with the reason for the extension;
Fiechariems exit o Mo  process o efenty and fectvely
I contole gecines o take action egarcing the consumer's request, then the contrallr shal inform the espond o requests, compaiis,concerns or quest
8 elay, but in all cases and at the latest ithin forty-five (45) days of receipt of User Feedback 064 [rbenticatea data subjecis abeuk pevsonal Deta (PD) the
47-18-3203{b)(2) L Fecuest, of the justification for declining to take actlon and instructions for how to appeal the decision puvsuenl to Functional Intersects With Management PRI06.4 | anization collects receives, processes. stores, trahsmits, shares, °
lsubsection (c); lupdates and/or disposes.
Fiechanims exst o maniain s pocess o eficenty ang efectvly
Information provided in respanse to a consumer request must be provided by a controller free of charge, up to nd to requests, complaints, s or quesions fom
ltwice annually per consumer. If equests from a consumer are manifestly unfounded, technically infeasible, User Feedback lauthenticated data sume:tsabou( Personal Data (PD
47-18.3203(6)(3) A sive, ot fepeiiv, then the controller may charge the consumer s reasonable fee o cover the administrtive|  Functional Intersects With er reedbac PRI06.4_ rganiation colcts. raceives, procesces Sores, anamts, shares, 5
|costs of complying with the request or decline to act on the request. The controller bears the burden of 9 |updates and/or disposes.
emonttzatig the maniesty Shfoundes. tachmcaty micacie. excesiue. ot repative nature o e equest; and
Fiechanicme exs o maniain o pocess o eficenty and efectvely
If a controlle is unable to authenticate the request using commercially reasonable efforts, then the controller is Irespond to requests, complaints, concerns or questions i
8. Inot required to comply with st to initiate an action under subsection (a) and may request that the. User Feedback X lauthenticated data subjects about Personal Data (PD) the
47-18-3203(b)(4) NIA |consumer provide additional information reasonably necessary to authenticate the consumer and the consumer's Functional Intersects With Management PRI064 | ganization collects, receives, processes, stores, transmits, shares, ®
Irequest. [dates andror dispases.
Ifa :on(mHer is ur\ame (u au(hen(lca(e the request. usm ‘commerciall reasonable efforts, then (he conmﬂler is [Mechanisms exist to reject unauthenticated, or untrustworthy,
18:3203(b)04) " Consumer ovide addtional imormatonfeasanably necessay 5 Sutnenkase he congumer and the consumers | Functona ntersects With | Untrustuorthy Disclosure | PRI
frequest.
Mechanisms exist to maintain a process for data subjects to appeal
[A controller shall establish a Dro(ess for a consumer to appeal the (ontm\ler‘s refusal to take action on a request fan adverse decision.
Juichin @ easonable perid aftme afe the consumer' eceip of he decision pursuant o subdvison (5)(2). The
[opbeal process must be made avaliabie i the consumer i 3 conspicy s manber st
lavailable a no cost to the consumer, Stbe similr o the process for SubMIEUNg feduests o iniiate action
47-18-3203(0) A [ursuant to subsection (2. Within sxty (60) Gays of receipt of an appeal, o contraler shall inform the consumer in | Functional Intersects With | Appeal Adverse Decision | PR-06.3 5
lwriting of action taken or ot taken In response to the appeal,including & written explanation o thereasons for
Jthe decisions. If the appeal is denied, then the controlle shall also provide the consumer with a
echanion. T avaiabre.of eher meihod irouan which the Coneurmer may contacs e attorhey genersland
Ireporter to submit a complaint
Controller
47183204 responsibilities - NA Functional No Relationship NA A NA NA  [No applicable SCF control
Transparency
47-18-3204(8) IA controller shall Functional No Relationship WA A WA [No appiicable SCF control
Fiecharisms exist i mnimize the colection o Personal Oata (D)0
oo . . — ’ . " . o lonly what is adequate, relevant and limited to oses identified
e Limit the collection of personal information to what is adequate, relevant, and reasonably necessary in relation to Restrict Collection To Loa | the ata prvacy nefces meiuding brotcctions sgaine colactng Fb
47-18-3204(2)(1) NiA lthe purposes for which the data is processed, as disclosed to the consumer; Functional Intersects With Identified Purpose PREO4  iom minors without appropriate parental or legal guardian consen °
[Mechanisms exist to:(1) Make data privacy notice(s) available to
individuals upon first interacting with an organization
[subsequently as necessary;(2) Ensure that data privacy notices are
lclear and ea rstand, expressing relevant information about
Inow Personal Data (PD) is coliected, received, processed, stored,
fransmiced, share, updated and/otdisposed(3) Contan ol
sy ntice-relaed crteia required by appicablestatutory
[Feguiatory and contractual obigations;(4) Define the scape o PO
processing activites,ncusing the geograpnic ocatons and -
arty recipents ot rocess the PD winin e scope of
Limit the collection of personal information to what is adequate, relevant, and reasonably necessary in relation to
47-18-3204(a)(1) NIA Functional Intersects With Data Privacy Notice PRI-02  [privacy notice;(5) Periodically, revvew and he content of the 5
lthe purposes for which the data is processed, as disclosed to the consumer; [rivacy ntice ay necessery: andi6) etain bior versions of e
[privacy notice, in accordance with data retention requirements,
Mechanisms exist to minimize the callection of Personal Data (PD) to
xcept s otherwise provided in this part, not process personal information for purposes that are beyond what is Restrict Collection To ly whatis adequate, relevant and limited to the purposes dentifed
47-183204(a)(2) N/A |reasonably necessary to and compatible with the disclosed purposes for which the personal information is Functional Intersects With oentiog parot T PRI-04 [N the data privacy notice, includir ections against collecting PD 5
[processed, as disclosed to the consumer, unless the controller obtains the consumer’'s consent; (s [from minors without appropriate parental or legal guardian consent.
Chanisms exit to address the Use of Personal Data (PD) for
internal testing, training and research that:(1) Takes measures to
47-18-3204(a)(2) N/A [reasonably necessary to and compatible with the disclosed purposes for which the personal information is Functional Intersects With Data (PD) For Testing, | PRI-05.1 50 (oate it PR eees o el testing, training and research B
Jprocessed, as disclosed to the consumer, unless the controller obtains the consumers consent; Training and Researc J
[Mechanisms exist to ensure Personal Data (PD) is protected by
Estabish, implement,and mainin reasonable admimittve echnicl, and piysicldatasecury proctces as Security of Personal Data logical and physical security safequards that afe sufficient and
47-18-3204(a)(3) NiA |described in § 47-18-3213, to protect the confidentiality, inte nd accessibility of personal information. The Functional Intersects With friss PRIOL6 [appropriately scoped to protect the confidentiality and intearity of 5
s Securiy practcas s b approprave 1 the volne and nature of tne personsl nformation af v s
Mechanisms exist to:(1) Retain Personal Data (PD), including
Imetadata, for an organization-defined time period to fulfil the
purpose(s) dentified i e noice or s requred by lawi2) ispose
rases, and/or anonymizes the PD, regardless of th
ot be required to defste information that it malntains or uses a5 sggregate o de-dentified data, rovided that Personal Data (PD) thud of storage; and(3) Use organization- Geined echniques or
47-18-3204(a)(4) WA lsuch data in the possession of the business is not linked to  specific consumer Functional intersects With | o R oent | PRV05 et ods o ensure secure deletion o destructon of P (including s
loiginals, copies and archived recor
Wechanisms exist to determine and document the legal authority
lthat permits the organization to collect, receive, process, store,
ot process persanal information in violation of state and federal laws that prohibit unlawful discrimination against [ransmit, share, update and/or dispose Personai Data (D), either
consumers. A contrlle hal ot dscriminate against aconsumer orexercisng he consumer ights contined n lgenerally or in support of a specific business process
i prt ncluding denying gonds o srvice, charging diferent prcesor rates for goods or sevices, o proviing
o ifferent level of qualty of goods and services to o this suhdlv\smn (2)(5) does not require Authority To Collect,
47-18-3204(a)(5) A 2 Conranier o prove & procuc o survice hat roauies the porsonalnformation ra " that the controller | Functional Intersects With | Process, Store & Share | PRL04.1 s
[does not collect or maintain, or prohibit a controller from offering a different price, ra(e \eve\ quamy, or sele(tmr\ Personal Data (PD)
ds or services to a consumer, including offering goods or services for no fee, if the
e ot o o ouk poruant 10 .47 15,3203 GNP o e oer 8 rlated 13 contumers vlantary poriéipaton
in a bona fide loyalty, rewards, premium features, discounts, o club card program; and
Wiechanfsms exist fo enable data SUbjects to authorize the collection,
Ireceiving, processing, storage, transmission, sharing, updatin
Jandior disposal of their Personal Data (PD), where prior o colection
Jthe data subject is provided with:(1) Plain language to illustrate the
[potential data privacy risks of the authorization(2) A means for users
ot process sensitive data concening a cansumer without obtaining the consumer's consent, or,inthe case of the o decine the authorization; and(3) All necessary choice and
47-18:3204(a)(6) NA lorocessing of sensifive data concerning a known chid, witnout processing the data in accordance with the federal | Functional | Intersects With | Choice & Consent |  PRI-03 |consentrelated criteia required by appl - regulatory s
[Children’s Online Privacy Protection Act (15 U.5.C. § 6501 et seq.) and its implementing regulations lgati
Fechanims eXst 1o esiict collectng rceiung,processig,stora.
fransmiting, shrig Fersona Data (7D) o1 T
urposel(s) originally collected, consistent with the data privacy
ot tve dat thout obtaining th . ©or inth " Iotice(o2) what is uthorize subject, or authorized
ot process sensitive data concerning a consumer without obtaining the consumer's consent, or, in the case of the. . e ) What o oo o oAbl torre raoulatioa
47-18-3204(a)(6) A [processing of sensitive data concerning a known child, without processing the data in accordance with the federal | Functional Intersects with | Usage Restrictions of | gy g 4 000 acaial obigations. i 9 5
[Children's Online Privacy Protection Act (15 U.5.C. § 6501 et seq.) and its implementing regulations
Wiechanfsms exist to determine and document he fegal authority
Authority To Collect, [t permis ne organizatin o collct. receve,process tore
4718-3200(6) A I provison of a coiractor agreement ha purports o waive or it the consumer righs described in § 47-16- Functional Intersects Witn | process, Store & Snare | PRL04.1 [ansi shae, update andor dispese Prsonai Data (7). ier 5
¥ to public policy Personal Data (°D) lgenerally or in support of a specific business process
[echarisrs exit o 1) Make data pivacy rotices) avalable o
iniveals upon st interactng with an organizaton
ot s prvacy notices are
cear and eaey o understand, crpresang relovent informatin about
w Personal Data (PD) is collected, recei processed, stol
ransmitted, share. updated andior disposed:(3) Contain il
necessary noicerelated crteri requred by appicable stautory
Iregulatory and contractual obligations;(4) D
orocensn actviies. mciucond e gesgrabhic tocatons ond thrd-
rty recipients that process the PD within the scope of the data
47-183204(0) A IA controller shall provide a reasonably accessible, ciear, and meaningful privacy notice that includes: Functional Intersects With Data Privacy Notice | PRL02  [privacy notice:(5) Periodically, review and update the content of the 5
lprivacy notice, as necessary; and(6) Retain prior versions of the
lprivacy notice, in accordance with data retention requirements.
[Mechanisms exist to:(1) Make data privacy notice(s) available to
jndividuls upon frtintracting withan organization and
subsequently s necessary (2) Ensure that data prvacy notces are
clear and eaty.to xpressing rlevant nformation Sbout
o Percoral Dava (%) s calcciod received processed o
fransmitd, share, updated andot disposed(3) Contan N
tice-related criteria required by applicable statutory,
Feguiatory and contractual obigations;(4) Define the scape o PO
processing acvtis, incluing the geapraphic locationsand i
recipients that process the PD within the scope of the dat
47-18-3204(c)(1) NIA [The categories of personal information processed by the controller; Functional Intersects With Data Privacy Notice PRI-02 prwa(y notice; li] Periodically, review and update the (onlen[ of the 5
lrivacy notice, as necessar ain prior versi
[rivacy notice, n accordance with data retention requirements.
Mechanisms exist to ensure data privacy notices identiy the
47-18-3204(0)(2) A [The purpose for processing personal information; Functional Intersects With | Purpose Specification | PRI-02.1 [purpose(s) for which Personal Data (PD) is collected, received, 5
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47-18-3204(0)(2)

NA

[The purpose for processing personal information;

STI
Rationale

Functional

jationship

Intersects With

Data Privacy Notice

PRI02

Secure Controls Frameworl (SCF)
pti

[Mechanisms exist to:(1) Make data privacy SARcets) svaibie to
individuals upon first interacting with an organization

[clear and easy-to-un
lhow Personal Data (PD) is collected, received, p
fransmitted, shared; updated andor disposeds 15 Contain al
<cary notice-related critera reuired by applicable statutory,
eguimry and comtraceust obngatonssch) Denve the scope of P
processing activies,including the geographic ocations o third-
pary rcipients tht process the PD within the scope of th
Pracy neicesi) betoacaty. reviow and updere the content of the
Privacy notice, a4 necessary: nd(6) Retin pior versions of he
lprivacy notice, in accordance with data retention requirements.

Relationship

47-18-3204(0)3)

NiA

[How consumers may exercise their consumer rights pursuant to § 47-18-3203, including how a consumer may
lappeal a controller's decision with regard to the consumer's request;

Functional

Intersects With

Data Privacy Notice

PRI02

Mechanisms exist to:(1) Make data privacy notice(s) available to
individuals upon first interacting with an organization ant
lsubsequently as necess: nsure that data privacy notices are
fiear and easyto-understand, expressing relevant Infarmation ahout
Data (PD) s collected, received, processed; store
ftransmitted, shared. andor disposed(3) Contain all
cemmary motee selatcd enteris reqired by applcabis Gatuory,
regulatory and contractual obligationsi(4) Define the scope of PO
lprocessing activities, inclu raghic locatons ano thirc-
[porty reciplants that process the PD witbin the scope of
privacy notice() pertodicall.revew and update the Comentofthe
lprivacy notice, as necessary Retain prior versions o
lprivacy notice. in accordance with data retention requirements,

47-18-3204(0)(4)

NA

[The categories of personal information that the controller sells to third parties, if any: and

Functional

Intersects With

Data Privacy Notice

PRI02

Mechanisms exit o:1) Hake data privacy noficets) svaiable to
individuals upon first interacting with an organization

Klbsequently as necessary:(2) Ensure that data privacy notices are
clear and easyto-understand, expressing relevant nformation about
[how Personal Data (PD) is collected, received, processed, stored,
onsmmined: snare, opdated snder isposed:(3) Conta o
[necessary notice-reiated criteria required by applicable statutory,
Iregulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-
[party recipients that process the PD within the scope of the data
lprivacy notice;(5) Periodically, review and update the content of the
[privacy notice, as necessary; and(6) Retain prior versions of the
lprivacy notice, in accordance with data retention requirements;

47-18-3204(0)(5)

NA

[The categories of third parties, if any, to whom the controller sells personal information

Functional

Intersects With

Data Privacy Notice

PRI02

Mechanisms exist to:(1) Make data privacy notice(s) available to
ncivualsupon st interacting with an organization and
pubsequently as necessary(2) Ensure tha dats privacy notices are
clear and eaty.to presing relevant nformation about
o Percorat Dava (7 s calcciod received processed o
Kransmised. sharec. cpdated andfor disposec () Contan ol
Inccessary notice-reiated crieria required by applicable statutory,
lreguiatory and contractual obligations;(4) Define the scope of PO
processing activies incluing the geooraphic locations an thid-

y recipients that process the PD within the scope of the
Drwa(y notce(5) eriodical,review and update the mnlen[ ofthe

notice, as necessa ain prior versi

[rivacy notice, n accordance with data retention requirements.

47-18-3204(d)

NiA

If a controller sells personal information to third parties or processes personat
finformation for targeted advertising, then the controller shall clearly and conspicuously disclose the processing, as
|well as the manner in which a consumer may exercise the right to opt out of the processing

Functional

Intersects With

Data Privacy Notice

PRI02

e o 1) Make Gt pvacy roteels) svolabie
individuals upon first interacting with an organization ar
bsectiontly o6 necessary(3) Encure that data prvacy motices are
[clear and easy-to-understand, expressing relevant information about
[now Personal Data (PD) is collected, received, processed, stored,
ftransmitted, shared, updated andor disposed:(3) Contain all

cessary notice-related criteria required by applicable statutory,
Iregulatory and contractual obligations;(4) Define the scope of PD
lprocessing activities, including the geographic locations and third-
lparty recipients that process the PD within the scope of the data
lprivacy notice;(5) Periodically, review and u
[privacy notice, as necessary; and(6) Retain prior versions of the
lprivacy notice, in accordance with data retention requirements;

47-18-3204(d)

NiA

If a controller sells personal information to third parties or processes personal
[nformaton for argeteq advertisng, nen the contole snaclearly and conspicuousydisclose the processing. a5
the manner in which a consumer may exercise the right to opt out of the processin

Functional

Intersects With

Prohibition of Selling,
Processing and/or Sharing
Personal Data (PD)

PRI-03.3

[Mechanisms exist to prevent the sale, processing and/or sharing of
[Personal Data (PD) when:(1) Instructed by the data subject; or(2) The
|data subject is a minor, where selling and/or sharing PD is iegally
lprohibited.

47-18-3204(e)

NA

WA

Functional

No Relationship

WA

NA

NA

[No applicable SCF control

47-18-3204(e)(1)

NA

|A controller shall provide, and shall describe in a privacy notice, one (1) or more secure and reliable means for a
|consumer to submit a request to exercise the consumer rights in § 47-18-3203. Such means must take into
laccount the:

Functional

Intersects With

Data Privacy Notice

PRI02

[Mechanisms exist to:(1) Make data privacy notice(s) available to

individuals upon first interacting with an organization

lsubsequently s necessary;(2) Ensure that data privacy notices are

clear and easy.to-understand, expressing relevant nformation about

w Personal Data (PD) is collected, receive

ramamisod: harec updated andjer disposed (3 Conta o

Inecessary notce-reated critri required by applicable statutory.

Iregulatory and contractual obligations;(4) Define th

fprocessing activies,incuding e Geographic locations ont thrd-
party recipents tht process the PD withinthe scope of the data

prwa(y Rotice:(s) Periodically, review and update the ontent of the

hotice, a3 necessary; and(e) Retain prir versions of the
[rivacy notice, n accordance with data retention reauirements

47-18-3204(e)(1)(A)

[Ways in which a consumer normally interacts with the controller;

Functional

Intersects With

User Feedback
Management

PRI-06.4

echarlems eXst o maitain  process to cHicerty and cfectvely
Fechond 1 requests, complamte, oncerns o questions 1o
futhentcated data sublects about Personal Dat (D)

ranization colacs.roceves. proceties. stores, lansmits, shares,
iomes andior dsposce

47-18-3204(e)(1)(8)

NiA

INeed for secure and reliable communication of such requests; and

Functional

Intersects With

User Feedback
Management

PRI-06.4

[Vechantems st o mainiai o process to fficenlly and eifectively

5pond to requests, complaints, concerns or uestion:
emhanicated does 56100 Shouk personet D (7] the
lorganization collects, receives, processes, stores, transmits, shares,
|updates andor disposes.

47-18:3204()(1)(C)

NA

|Ability of a controller to authenticate the identity of the consumer making the request.

Functional

Intersects With

User Feedback
Management

PRI-06.4

echartsrs eis o maitain a process to sHicenty and cectvely
nd o requests, complaints, concerns or questions from

Iuthenticated data Subjects about personal Data (PD

organizatin callacs. raceives, processon stores anamits, shares,

(ipdates andror disposes

47-18-3204(e)(2)

NiA

lA controller shall not require a consumer to create a new account in order to exercise consumer rights in § 47-18-
3203, but may require a consumer to use an existing account

Functional

Intersects With

User Feedback
lanagement

PRI-06.4

Hechanfems exit 1o maitaln 3 process o effcienty and cfectvely
espond to requests, complaints, concerns or questions from

[thenticatec data subjacts about Personal Data (PD) the

organization collects, receives, processes, stores, ransmits, shares,
|updates andor dispose:

47183205

eseons bileylaccodinalie
troller and
or.

NA

Functional

No Relationship

NA

NA

INo applicable SCF control

47-18-3205(a)

NiA

lA processor shall adhere to the instructions of a controller and shall assist the controller in meeting ts obligations
|under this part. The assistance must include:

Functional

Intersects With

Data Privacy

for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
nd other acquisition-related documents that establish data privacy
[roles and responsibilities for contractors and service providers.

47-18-3205(2)(1)

NiA

[Taking into account the nature of processing and the information available to the processor, b
echnicaland organzational measures, nsfar o3 hs I reasonably practicabe, to ull the Coniteners abigation
lto respond to consumer rights requests pursuant to § 47-18-3

Functional

Intersects With

Data Privacy Requirements|
for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
land other acquisition-related documents that establish data privacy
Iroles and responsibilities for contractors and service providers.

47-18-3205(2)(2)

NiA

IProviding necessary information to enable the controller to conduct and document data protection assessments
[pursuant to § 47-18-3206.

Functional

Intersects With

Data Privacy Requirements|
for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
land other acquisition-related documents that establish data privacy
lroles and responsibilities for contractors and service providers.

47-18-3205(b)

NiA

|A contract between a controller and a processor governs the processor's data processing procedures with respect
lto processing performed on behalf of the controller. The contract is binding and must clearly set forth instructions
ffor processing data, the nature and of processing, the type of data subject to processing, the duration of
lprocessing, and the rights and obligations of both parties. The contract must also include requirements that the
[processor shal

Functional

Intersects With

Data Privacy

for Contractors & Service
Providers

PRI-07.1

Wecharisms exitto clud data privacy requirements i contracts
her acquisi documents that estabish data privacy
e o racbaneiTics Tor comiaciors ana scovice roviier

47-18-3205(b)(1)

NA

[Ensure that each person processing personal information is subject to a duty of confidentiality with respect to the
ldata;

Functional

Intersects With

Data rivacy Requirements|
for Contractors & Service
iders

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
land other acquisition-related documents that establish data privacy
[roles and responsibilities for contractors and service providers.

47-18-3205(b)(2)

NiA

Jat the controller's direction, delete or return all personal information to the controller as requested at the end of
fthe provision of services, unless retention of the personal information is required by law;

Functional

Intersects With

Data Privacy Requirements|
for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
d other acquisition-related documents that establish data privacy
[roles and responsibilities for contractors and service providers.

47-18-3205(b)(3)

NiA

[Upon the reasonable request of the controller, make available to the controller all information i its possession
Inecessary to demonstrate the processor's compliance with the obligations in this part;

Functional

Intersects With

Data rivac,

y
for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
land other acquisition-related documents that establish data privacy
Iroles and responsibilities for contractors and service providers.

47-18-3205(b)(4)

NiA

|Allow, and cooperate with, reasonable assessments by the contraller or the controllers designated assessor;
lalternatively, the sor may arrange for a qualified and independent assessor to conduct an assessment of the|
rocessor's policies and technical and organizational measures in support of the obligations under this part using
n appropriate and accepted control standard or framey ent procedure for the assessments. The
lprocessor shall provide a report of each assessment to the controller upon request; ant

Functional

Intersects With

Data privacy Requiements
for Contractors & Servi
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
land other acquisition-related documents that establish data privacy
lroles and responsibilities for contractors and service providers.

47-18-3205(b)(5)

NiA

[Engage a subcontractor pursuant to a written contract in that requires the subcontractor to meet the obligations of|
fthe processor with respect to the personal information

Functional

Intersects With

Data Privacy Requirements|
for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts
nd other acquisition-related documents that establish data privacy
[roles and responsibilities for contractors and service providers.

47-18-3205(c)

NiA

[This section does not relieve a controller or a processor from the liabilities imposed on it by virtue of its role in the
[processing relationship as described in subsection (b)

Functional

Intersects With

Data privacy Requrements
for Contractors & Servi
Providers

PRI-07.1

[Mechanisms exst to include data privacy requirements in contracts
land other acquisition-rel focuments that establish data privacy
Iroles and responsibilities for contractors and service providers.

47-18-3205(d)

NiA

Determining whether a persan s acting a5  contrlleror rocessor it respect o 2 speclfic processing of data s
la fact-based determination that depends upon the context in which personal information is to be pro
rocessor hat comtmues 10 achere o & comrpllrs tructions wittossect 6.8 Speciic roveseing o personal

finformation remains a processor.

Functional

Intersects With

ljoint Processing of Personall
Data (PD)

PRI-07.2

[Mechanisms exist to clearly define and communicate the
lorganization's role in processing Personal Data (PD) in the data
[processing ecosystem.
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[Determining whether a person is acting as a controller o processor with respect to a specific processing of data is
la fact-based determination that depends upon the context in which personal information is to be process:

STI
Rationale

jationship

Data Privacy Requirements,

Secure Controls Frameworl (SCF)
rol Descripti
[Mechanisms exist to mc\udc data privacy rcqwrcmcnts in contracts

land other acquisition-related documents that establish data privacy
Foles and reapor

Relationship

[the same specific consumer; an

Training and Research

information s required for internal testing, training and research,

47-18-3205(d) NiA [processor that continues to adhere to a controller's instructions with respect to a specific processing of personal Functional Intersects With | for Contractors & Se PRI07.1 nsibilities for contractors and service providers, B
[riormaton remains a procesor
47183206 Dt protection A Functional | No Relatonship A A A WA [No sppiicable SCF contro
e o0t o conduea ata protcioy T Aczaeare
ler shall cond. e o £ each of the foll GHAG 0 (DPIA) on Technology Assets, Applications and/or Services (TAAS)
5. I contrller shal conduct and document a data protecton assessment of each of the following processing sta Potection ImDact | 1. knet hore, process Snesor oanntt Peteona bota (°D) b iy and
47-18-3206(a) NiA [activities involving personal information: Functional Intersects With Assessment (DPIA) RSKA0 e mediate reasonably-expected risks, °
T o oo s oo rtecon et At
|(DPIA) on Technulagy Assets, Applications and/or Services (TAAS
Data Protection Impact. [that store, process andjor transmit Personal Data (PD) to men(lfy and
4718320800101 A IThe processing of personal information for purposes of targeted advertisng Functional | ntersects With : )
8-3206(a)(1) Z e processing of personal information for purposes of targeted advertising; unctional ersects Asestment (D RSK10 e B e aepe e s
Wechanisms exit o conduct 3 Data Potection Tmpact Assessment
DPIA) on Technology Assets, Applications and/or Services (TAAS)
Data Protection Impact [that store, process and/or transmit Personal Data (PD) to identify and
471832060012 A e sale of personal nformation; Functional | Intersects witn Rsk10 s
(@)(2) % P Assessment (DPIA) [remediate reasonably-expected risks.
WecharTsms exis o Conduct 3 Bata Protacior Tpact ASSessrert
(DPiA) o Technology Assets, Applcatons ancior Services (TAAS)
r18.3205010) s [ie procesing of prsonat nfomaion r purposeso rfing, wher heprfing resnts a easrbly Furcionst | s | DHaTScionmasc | nzyfont e oo o b 501 ey na| s
Wechanisms exit o conduct 3 Data Protection Tmpact ASsessment
(DPIA) on Technology Assets, Applications and/or Services (TAAS)
Data Protection Impact. [that store, process and/or transmit Personal Data (PD) to identify and
47183206314 A luair or deceptive treatment of, o unlawl disparate impact on, consumers; Functional | Intersects witn Rsk10 s
(2318 % P P P Assessment (DPIA) [remediate reasonably-expected risks.
WecharTsms exi o Conduct 3 Bata Protacior Tpact ASSessrert
(DPIA) o Technology Assets, Applications ancor Services (TAAS)
47-18-3206()(3)(8) A Financial, physical, or reputational injury to consumers; Functional intersectswith | OF3ZOCHR IIRAC | sicao 't store process and/or ransmit ersonal Data (PD) to identiy and B
echanrsms exit o conduct 3 Data Protection Tmpact ASsessment
la ph 1 h h Jitud ) h e ’ h Data Pr I ((DPIA) on Technology Assets, Applications and/or Services (TAAS)
5. physical o other ntusion upon the solltude o seclusion,orthe pivate afars or oncerms, of consumers, where ot protection Impact | i1 nat store, process analor ransmit hersonal Data (PD) 10 dentiy and
47-18-3206(2)(3)(C) NiA [the intrusion would be offensive to a reasonable person; or Functional Intersects With Assessment (DPIA) RSKL0 | emediate reasonably-expected fisks. ®
e
(DPIA) an Technology Assets, Appications andior Services (TAR
4718.3206@/3)0) A lther substantial njry to consumers; functonst | mersciswin | O Pocton moace | o ot stoe s s vt erona G ()t eneyons| 5
sesament (OPIA) emeiass Fasonatiy-expecied ke
Wechantsms exit o conduct 3 Data Protection Tmpact ASsessment
Data P . DPIA) on Technology Assets, Applications and/or Services (TAAS)
ata Protection Impact [that store, process and/or transmit Personal Data (PD) to identify and
47:18-32060a18 A ITe processing o sensitve data; and Functional | Intersects witn Rsk10 s
@ y processing esessment (OPIA) emeciate easonably-expected isks
WecharTsms exi o CandUct 3 Bata Protacir Tpact ASSessrert
(CPi) o Tecnlogy Acet, Apictons andlor Services (130c)
Data Protection Impact rocess and/or transmit Personal Data (PD) to identify and
47-18-32( N/A IPre in tivities involving rsonal information that nt a heightened risk of harm to consume Functional Int With RSK-1( re, pr
8-3206(a)(5) Z ocessing activities involving personal information that present a heightened risk of harm to consumers unctional ersects Aseosment (O O S A M s
bata protection asessments conducted pursuant to subsecton (z) must dentity and weigh the benefs that may e e D Ao
v, irectly and ndactl. rom the procecsing o the Contoller, e consumer, other Sakeolders, nd the pubic
eGainst he potential sks o the ight of the Consumer assoclated with he processing,as mitigated by Safeguards| Dot Protction Impact that store process andor transmit ersonal Data (PD) t identiy and
47-18-3206(b) N/A [that can be employed by the controller to reduce the risks. The use of de\ﬂsn(lﬁed data and the reasonable Functional Intersects With D RSK-10 ly-expe 5
lexpectations of consumers, as well as the context of the processing and the relationship between the controller Assessment (DPIA)
5 he consumer whose personal information il be processed. must b factored nto ths assessment by the
e o7 o st TR e o
overmment investgators with -ecst piieges: and
ITh attorney general an reporter may request pursuant o acvilinvestigaive demand that a cortrolle iscloe a incionaity” to encure hat govermment Invstigaors omy
Gt protection 3ssesement it 1< relevant to an Investigation conducted by ne atorney generaland reporer, T M M
o7 e ontrocr Shallmake he ot prolection Sessment avalabi 0 th aorne Generland reporter. e B e e eaton
" Srtomey gencrel Thay sveluats th data prorecion - | Ivestigation Access
47-18-3206(c) NiA [assessment for comnhan(e wwlh the responsibilities set forth in § 47-18-3204. Data protection assessments are Functional Intersects With Restrictions CPL-05.2 5
Confdential and not aper, 1 pUDIC inspecton and copying: The Gsciosure afa Gat protection assessment
Pursiant o 2 eguest rom the attoray general an raporie does N Constiute & waiver o atorey-clent
[Prviege or work product rotection wit 1espect 5 the assessment and miormation contained in the assessment
Fechonoms o7 o deermno whethors severontsgery s
o abpicabie and vl legal basis 0 feduest ot oM
o ttrney genra nd rpror may ruest prsant . il investigatv demand that o comvoler e Organization and what furcher steps el t be taken,  necessary.
Cata proteckon assessment that 1 reevant o an Investigation conducted y the attorey generala
o0 the controle shall make the data protection assessmen avalabi to the attomey général and reporter. The
(18320800 a Shtomey gancral and reporter ey evaruate the cata protection rncionsl | itersecismin | Leoal Assessmentof | o on s
et o camplance i th respon st oty 47-18.2204. bataprotcton asescents e Investigative iauires
Canfidential and na apen to pUbic inspection and capying, The cisclosure of a Gata protection accessment
[ursiant o 2 eguest rom the attormay general and raporier doe e 5 waiver of ttorney-chent
[Prviege or work product Protection wit 1espect o the assessment and iormation contained in the assessment
FeChars it condut 3 s e Trgact Aot
DPiA) o Technology Asset, Applcatons ancior Sevices (TAAS)
IThe attomey general and reporter My request pursuant t a vl investigative demand that a contoller discose a e o oy e damtiy an
Gt protection 3sesement it 1< relevant to ah Inestigation conducted by ne atorney generaland reporer, emeaiate feasonabiy-expected fsks
o7 e ontrocr Shalmake he Gat prolction Sessment avalbi 0 th aorney Generland 1eporter. e
" Sktomey gencral and reportar ey evaruste the data protectio - | Dataprotection mpact | pey.
47-18-3206(c) NiA [assessment for compliance with the respons\bmues sel !amv in § 47-18-3204. Data protection assessmen(s are Functional Intersects With Assessment (DPIA) Rsk-10 s
Corideniland o pen o pubc npecton ant apying Th o o a ot prtecion ssesamart
arequestt General and eparier doss not constitute & waiver of atomey-chent
[Prviege o wok product protecton wit espectt the assessment and ormation contained I the assessment
Wechartsres et o conduct s Data Protection Tpact ASsesamert
(DPiA) o Technology Asset, Applcatons ancior Sevices (TARS
" . single data protection assessment may adress a comparable set of processing operations that nclude simiar Data protection Impact | i1 nat store, process analor transmit hersonal Data (PD) i dentiy and
47-18-3206(d) NiA [activities. Functional Intersects With Assessment (DPIA) Rsk-10 [remediate reasonably-expected risks. s
WecharTsms exi o CondUct 3 Bata Protacion Tpact ASSeSsrert
(DPiA) o Technology Assets, Applications ancor Services (TAAS
bata prtection assessments conducted by a contrale forthe purpose of compllance with ather laws,rles, or Data protection mpact K sore,process andior ransmi Fersonal Bata (PD) i Kentiy and
471832000 A Functional | Intersects With Rsk10 s
(e) v Iregulations may comply with this section if the assessments have a reasonably comparable scope and effect. ‘Assessment (DPIA) lremediate reasonably-expected risks.
Fecharons oo conduct 3 Ot Prfecion TrpactAsersmere
(BPA) on Technology Acsets, Abpications andlor Sarvices (T
" Data protection assessment requirements apply o processing activiie created or generated on o after Jly 1, Data protecton Impsct | 1o et Slre, procest apaor Gancmk Perconal Dot (50t dentiy and
47-18-3206(0 NiA [2024, and are not retroactive. Functional Intersects With Assessment (DPIA) Rsk-10 [remediate reasonably-expected risks. s
47-18-3207 REeal e e N/A Functional No Relationship N/A N/A NA N/A INo applicable SCF control
s Eromptions
[T WK & Controlr T possesslon of Ge-deriied Gata Sl Funetoral | o Relatorahia [V WA WA [No applkable SCF cantral
Wechanisms exit o address the use of Persoral Dt PD) or
st ranng and research k1) akes meosurs o
termal Use of personal i o mimize Sed for nterna testng, tefing
a7183207@00) A Take reasonable measures to ensure tha the data cannot be associated with a naturalpersons Functonal | Intersects with | Data (PD) For Testing, | PR-0s.1 [21d research purposes; ;pf;g;;;;cg;g:s the use of PD when such s
Training and Researc] a 9 9
Wechanisms exit o address the use of ersoral Data PD) or
incernal testin, rainng and research thti 1) Takes measures to
termal Use of persona! i o iitize e amountof PD ussd fo Itemmal testing, taining
47183207012 A ubicy commit to maintaining and using de-dentifid data without attempting t redentiy the data; and Funcuonal | Intersects With | Data (PD) For Testng, | PR-05.1 [21d research purposes; and(2) Authorizesthe use of PD when such s
Training and Research a 9. 9
Wechanisms exit o addres the use of Persoral Data PD) or
incernal testn, rainng and research thti 1) Takes messures to
nternat Use of personal i o i ze e amount of PD ussd fo Itemmal testing, aining
7183207@00) A lContractually obigate recipients of the de-identifed data to comply with his part Functonal | Intersects with | Data (PD) For Testng, | PR-05.1 [21d research purposes; and(2) Authorizesthe use of PD when such s
Training and Research a 9. 9
e o0 o e CGEG, i, rocen S
rsretin o S ot esoms St (05 010 7
[urpose(s) rginally collected, consatent wit the data privacy
hotcesy o) it s authoroed by She dota SubEc, o acthorved
Usage Restrctons of SGent and(3) What s Consstent with appiiable s, regulations
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