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Secure Controls Framework (SCF) Strength of
oty Control Description Rela
521.001 SHORT TITLE |See FDE for detals Functional | No Relationship N/A N/A N/A o [PErEEEEE? ]
521.002 DEFINITIONS [See FDE for detals Functional | No Relationship N/A N/A NA o [PEEEEEE? ]
WA No applicable SCF control

UNAUTHORIZED USE OR
521.051 POSSESSION OF PERSONAL Functional | No Relationship N/A N/A N/A 0
IDENTIFYING INFORMATION

[A person may not obtain, possess, transfer, or use personal identifying

UNAUTHORIZED USE OR  |information of another person without the other person's consent or effective R ble D o Mechanisms exrw‘sl to I\m\ldthe co\le(dlwondre(ew:ngf F?mcess‘\r‘\)g sk?rag;e.
lconsent and with intent to obtain a good, a service, insurance, an extension of easonable Data Privacy ¥ [transmission, sharing, updating and/or disposal of Persona
521.051(2) POSSESSION OF PERSONAL |CTCaIt or any ather thing of value i the ather persor's name, Functional Subset Of Practices PREOLLLaccording to reasonable consumer expectations for what is necessary and 10
proportionate.

[A person may not obtain, possess, transfer, or use personal identifying
information of another person without the other person's consent or effective

lconsent and with intent to obtain a good, a service, insurance, an extension of Mechanisms existto restrit collecting. recelving, processing, storing,
UNAUTHORIZED USE OR  [credit, or any other thing of value in the other person's name. Usage Restrictions of ltransmitting, sharing and/or updating Personal Data (PD) to:(1) The
521.051(a) POSSESSION OF PERSONAL Functional | Intersects With Pemsonal baa (D) PRI-05.4  |purpose(s) originally collected, consistent with the data privacy notice(s);(2) 8
IDENTIFYING INFORMATION [What is authorized by the data subject, or authorized agent; and(3) What is

[consistent with applicable laws, regulations and contractual obligations.

[See FDE for details. [No applicable SCF control
UNAUTHORIZED USE OR
521.051(a-1) POSSESSION OF PERSONAL Functional | No Relationship N/A N/A N/A 0
IDENTIFYING INFORMATION

litis a defense to an action brought under this section that an act by a person [No applicable SCF control
UNAUTHORIZED USE OR
521.051(b) POSSESSION OF PERSONAL Functional | No Relationship N/A N/A N/A 0
IDENTIFYING INFORMATION

is covered by the Fair Credit Reporting Act (15 U.5.C. Section 1681 et seq.); and [No applicable SCF control
UNAUTHORIZED USE OR
521.051(b)(1) POSSESSION OF PERSONAL Functional | No Relationship N/A N/A N/A 0
IDENTIFYING INFORMATION

s In compliance with tha Act and regulations adopted under that Act [No applicable SCF control
UNAUTHORIZED USE OR
521.051(b)(2) POSSESSION OF PERSONAL Functional No Relationship N/A N/A N/A o
IDENTIFYING INFORMATION

[See FDE for details, [No applicable SCF control
UNAUTHORIZED USE OR
521.051(c) POSSESSION OF PERSONAL Functional | No Relationship N/A N/A N/A 0
IDENTIFYING INFORMATION

IN/A [No applicable SCF control
BUSINESS DUTY TO

521.052 PROTECT SENSITIVE Functional | No Relationship N/A N/A N/A 0
PERSONAL INFORMATION

[A business shall implement and maintain reasonable procedures, including

BUSINESS DUTYTO  |raking any appropriate corrective action, to protect from unlawrul use or Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical and
521.052(a) PROTECT SENSITIVE  |disclosure any sensitive personal information collected of maintained by the Functional | Intersects With e PRI-01.6  |physical security safeguards that are sufficient and appropriately scoped to 8
PERSONAL INFORMATION  |puisiness in the regular coaree of business. protect the confidentiality and interity of the PD.
[A business shall Implement and mainain reasonable procedures, including Mechanisms exist to limit the collection, receiving, processing, storage,
521.052(a) f;’g;’éﬁss‘éggm ltaking any appropriate corrective action, to protect from unlawful use or Functional | Intersects with | Reasonable Data Privacy | ppi o)1, ftransmission, sharing, updating and/or disposal of Personal Data (PD) s
a oePROTECT SENSITIVE disclosure any sensitive personal information collected or maintained by the unctional ersects Wi : laccording to reasonable consumer expectations for what 15 necessary and
business in the regular course of business. Proportionate.
[A business shall destroy or arrange for the destruction of customer records
containing sensitive personal information within the business's custody or control
[that are not to be retained by the business by: IMechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
BUSINESS DUTY T0 lan organization-defined time period to fulfll the purpose(s) identified in the
Personal Data (PD) y Inotice or as required by law:(2) Dispose of, destroys, erases, and/or
521.052(b) P eTTATE N Functional Subset Of Retention & Disposal PRI0S | onymizes the PD, regardless of the method of storage; and(3) Use 10
lorganization-defined techniques or methods to ensure secure deletion or
ldestruction of PD (including originals, copies and archived records).
Shredding;
Mechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
BUSINESS DUTY T0 lan organization-defined time period to fulfll the purpose(s) identified in the
Personal Data (PD) y Inotice or as required by law:(2) Dispose of, destroys, erases, and/or
521.052(b)(1) PR T o Functional Subset Of Retention & Disposal PRIO5 | onymizes the PD, regardless of the method of storage; and(3) Use 10
lorganization-defined techniques or methods to ensure secure deletion or
ldestruction of PD (including originals, copies and archived records).
erasing; or
IMechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
BUSINESS DUTY T0 lan organization-defined time period to fulfll the purpose(s) identified in the
Personal Data (PD) y Inotice or as required by law:(2) Dispose of, destroys, erases, and/or
521.052(b)2) PR eI Functional Subset Of Retention & Disposal PRI05 | onymizes the PD, regardiess of the method of storage; and(3) Use 10
lorganization-defined techniques or methods to ensure secure deletion or
ldestruction of PD (including originals, copies and archived records).
otherwise modifying the sensitive personal information In the records to make
[the information unreadable or indecipherable through any means.
IMechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
SUSINESS DUTY T0 lan organization-defined time period to fulfll the purpose(s) identified in the
Personal Data (PD) ’ notice or as required by law; (2) Dispose of, destroys, erases, and/or
521.052(b)3) PR eI o Functional Subset Of Retention & Disposal PRI05 | onymizes the PD, regardless of the method of storage; and(3) Use 10
lorganization-defined techniques or methods to ensure secure deletion or
ldestruction of PD (including originals, copies and archived records).
See FDE for detalls INo applicable SCF control

BUSINESS DUTY TO
521.052(c) PROTECT SENSITIVE Functional | No Relationship N/A N/A N/A 0
PERSONAL INFORMATION

[See FDE for details, INo applicable SCF control
BUSINESS DUTY TO

521.052(d) PROTECT SENSITIVE Functional | No Relationship N/A N/A N/A 0
PERSONAL INFORMATION

WA INo appiicable SCF control
NOTIFICATION REQUIRED
521.053 FOLLOWING BREACH OF Functional | No Relationship N/A N/A N/A 0

SECURITY OF
COMPUTERIZED DATA

in this section, "breach of system security” means unauthorized acquisition of INo appiicable SCF control
data that the security, or integrity of

sensitive personal information maintained by a person, including data that is

NOTIFICATION REQUIRED [encrypted if the person accessing the data has the ke required to decrypt the
REACH OF |data. Good faith acquisition of sensitive personal information by an employee or .

521.053(a) FOLL%VEV&%\EV%AFC oF lagent of the person for the purposes of the person is not a breach of system Functional | No Relationship N/A N/A N/A 0

COMPUTERIZED DATA  [security unless the person uses or discloses the sensitive personal information in

lan unauthorized manner.

[A person who conducts business in this state and owns or licenses computerized
data that includes sensitive personal information shall disclose any breach of
system security, after discovering or receiving notification of the breach, to an
individual whose sensitive personal information was, or is reasonably believed to
NOTIFICATION REQUIRED |NaVe been, acquired by an unauthorized person. The disclosure shall be made
FOLLOWING BREACH OF 1thout unreasonable delay and in each case not later than the G0t day after Incident Stakeholder Mechanisms exst to timelyreportincidents to applicable:() nternal
521.053(b) SECURITY OF he date on which the person determines that the breach occurred, except Functional Subset Of orting 1RO-10 ) Affected clients & and(3) Regulatory 10
COMPUTERIZED DATA pmwued Gy Subsection () or a5 necessary t detemming the 5<ope of e breach lauthorities.
land restore the reasonable integrity of the data system

If the individual whose sensitive personal information was or is reasonably

NOTIFICATION REQUIRED [Pelieved to have been acquired by an unauthorized person is a resident of a
FOLLOWING BREACH OF _[state that requires a person described by Subsection (b) to provide notice of a Incident Stakeholder [Mechanisms exist to timely-report incidents to appncame (1) Internal
521.053(b-1) SECURITY OF [breach of system security, the notice of the breach of system security required Functional Subset Of orting IRO-10 ) Affected clients & and(3) Regulatory 10
COMPUTERIZED DATA nder Subsection (5) may be provided under tht sate’s aw or under Subsecton lauthorities.

[Any person who maintains computerized data that includes sensitive personal
NOTIFICATION REQUIRED [INformation not owned by the person shall notify the owner or license holder of
FOLLOWING BREACH OF [the information of any breach of system security immediately after discovering Incident Stakeholder IMechanisms exist to timely-report incidents to applicable:(1) Internal
521.053(c) SECURITY OF lthe breach, if the sensitive personal information was, or is reasonably believed to| ~ Functional Subset Of Reporting 1RO-10 ) Affected clients &  and(3) Regulatory 10

COMPUTERIZED DATA  |Nave been, acquired by an unauthorized person. lauthorities.

[A person may delay providing notice as required by Subsection (b) or (c) at the

NOTIFICATION REQUIRED  |request of a law enforcement agency that determines that the notification will IMechanisms exist to timely-report incidents to applicable:(1) Internal

FOLLOWING BREACH OF  [impede a criminal investigation. The notification shall be made as soon as the Incident Stakeholder
521.053(d! Functional Subset Of 1RO-10 ) Affected clients & : and(3) Regulat 10
(@ SECURITY OF law enforcement agency determines that the notification will not compromise the| """ ubse Reporting uthoritios ected clients and(3) Regulatory
COMPUTERIZED DATA  finvestigation.
[A person may give notice as required by Subsection (b) or (c) by providing:
NOTIFICATION REQUIRED M
O O REQUIRED Incident Stakeholder echanisms exist o timely-eport ncidentsto appiable(1 nternal
521.053(e) e Eas Functional Subset Of orting 1RO-10 ) Affected clients & and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
lwritten notice at the fast known address of the individual
N REQUIRED Incident Stakeholder IMechanisms exist to timely-report incidents to applicable:(1) Internal
521.053(e)(1) P Functional Subset Of piiiitind 1RO-10 ) Affected clients & : and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
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NOTIFICATION REQUIRED. e e MOUce: 1 (e natce i provided i occordance wih 15 U5.C. Secton
7001; or

d Mechanisms exist o tmely.report incdents to apicaple (1) el

521.053(e)(2) FOLLQWING BREACH OF Functional Subset OF Incident Stakeholder 1RO-10 Affected clients & and(3) Regulatory 10

COMPUTERIZED DATA lauthorities.

Inotice as provided by Subsection (f).
521.053(e)(3) SECURITY OF Functional Subset Of Reporting IRO-10 Affected (|\Ehl§ & thi and(3) Regulatory 10

COMPUTERIZED DATA lauthorities.

[iFthe person required to give notice under Subsection (b) or (c) demonstrates

NOTIFICATION REQUIRED that the cost of providing notice would exceed $250,000, the number of affected Mechanisms exist to timely-report incidents to apph(ab\e (1) Internal

521.053(f) FOLLOWING BREACH OF  |persons exceeds 500,000, or the person does not have sufficient contact Functional Subset Of Incident Stakeholder IRO-10 ‘Affected clients & thi and(3) Regulatory 10
SECURITY OF information, the notice may be given by: Reporting lauthorities.
COMPUTERIZED DATA

electronic mal, f the person has electronic mail addresses for the affected
NOTIFICATION REQUIRED [persons

; pechanisms exist o imelyeport incidentsto appicable(1 nternal
FOLLQWING BREACH OF Functional Subset Of Incident Stakeholder IRO-10 ‘Affected clients & and(3) Regulatory 10

COMPUTERIZED DATA lauthorities.

521.053(f)(1)

NOTHOATION nEQUED |[oT P EUOUE PoRnG of e motice an the persors wabsie: or
Mechanisms exist o tmely.report incdents o aplcaple (1) el
521.053(1)(2) FOLLQUWING BREACH OF Functional Subset OF '”“de;e‘:;f::g”°'de' 1RO-10 ‘Affected clients & thi and(3) Regulatory 10

COMPUTERIZED DATA lauthorities.

Inotice published in or broadcast on major statewide media.
NOTIFICATION REQUIRED o Stokehorder echansns st to ey seort ncidens o appcable ) il
521.053(f)(3) SECURITY OF Functional Subset Of Reporting IRO-10 ) Affected clients & and(3) Regulatory 10

COMPUTERIZED DATA lauthorities.

[Notwithstanding Subsection (e), a person who maintains the person's own
NOTIFICATION REQUIRED |notification procedures as part of an information security policy for the treatment

FOLLOWING BREACH OF |° Sensitive personal information that complies with the timing requirements for Mechanisms existto timely- report incidents to app\lcab\e (1) Internal

Incident Stakeholder

521.053(g) e Inotice under this section complies with this section if the person notifies affected |  Functional Subset Of v 1RO-10 ‘Affected clients & and(3) Regulatory 10
COMPUTERIZED pATA  |Persons in accordance with that policy. lauthorities.
fa person is required by this section to nofify at one time more than 10,000
persons of a breach of system security, the person shall also notify each
NOTIFICATION REQUIRED [consumer reporting agency, as defined by 15 U.5.C. Section 1681a, that
s21.053h) FOLLOWING BREACH OF |maintains files on consumers on a nationwide basis, of the timing, distribution, Functional Subset Of Incident Stakeholder ROL0  nechaniems ex‘ﬁ:ﬁgiz{f%;ﬁz'”f“’e"‘s to app‘;g‘;‘iéll‘]";‘f:r’"a' 0
- SECURITY OF land content of the notices. The person shall provide the notice required by this Reporting Buthoritios. 9 Y
COMPUTERIZED DATA  [subsection without unreasonable delay.
[A person who is required to disclose or provide notification of a breach of system
security under this section shall notify the attorney general of that breach as
NOTIFICATION REQUIRED. [£00" 35 Practicable and not ater than the 30th day after the date on which the
NOTIFICATION REQUIRED  |person determines that the breach occurred if e breach involves at least 250 Incident Stakenolder etz e oy report ncderts o gl () ntama
521.053(1) QUING BREAC residents of this state. The notification under this subsection must be submitted |  Functional Subset Of nt Stak 1RO-10 Affected clients & th and(3) Regulatory 10
lelectronically using a form accessed through the attorney general's Internet eporting lauthorities.
COMPUTERIZED DATA |y epsite and must include:
a detailed description of the nature and circumstances of the breach or the use
NOTIFICATION REQUIRED. |of sensitive personal nformation acquired as a result of the breach; cident Stakehalder Mecrans et o tmely.repor ncdents 0 spplcabe ) el
521.053(i)(1) G REaC Functional Subset Of ik 1RO-10 ) Affected clients & third-parties; and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
[the number of residents of this state affected by the breach at the time of
O ICATION REQUIRED. notification; Incident Stakeholder pechanisms exist o timety-eport incidentsto appicable(1) internal
521.053(i)(2) G nEaC Functional Subset Of ik 1RO-10 ) Affected clients & and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
[the number of affected residents that have been sent a disclosure of the breach
NOTIFICATION REQUIRED. by meil or other direct method of communicaion at the time o notication: Incident Stakeholder pechanisms exist o timelyeport incidentsto appicable(1) Internal
521.053(i)(3) G REaC Functional Subset Of ey 1RO-10 ) Affected clients & third-parties; and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
NOTIFICATION REQUIRED, |76 Me@suTes taken by the person regarding the breach;
pechanisms exist o timelyeport incidentsto appicable(1) internal
521.053(1)(4) FOLLOUING BREAcH OF Functional Subset Of '”“de;;psgftf:;""’” IRO-10 ) Affected clients & thi and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
any measures the person intends to take regarding the breach after the
NOTIFICATION REQUIRED. |notiication under this subsection: and Incident Stakeholder prechanisms exist o timelyeport incidentsto appicable(1) nternal
521.053(i)(5) e Functional Subset Of ey 1RO-10 ) Affected clients & th and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
information regarding whether law enforcement is engaged in investigating the
NOTIFICATION REQUIRED.oreach Incident Stakeholder prechanisms exist o timetyeport incidentsto appicable(1) Internal
521.053(i)(6) e Functional Subset Of ey 1RO-10 ) Affected clients & third-parties; and(3) Regulatory 10
COMPUTERIZED DATA [puthorities.
[The attorney general shall post on the attorney general's publicly accessible o applicable SCF cantrol
NOTIFICATION REQUIRED [Internet website:

521.053(j) FOLLOUING BREAcH OF Functional | No Relationship N/A N/A N/A 0

COMPUTERIZED DATA

fan electronic form for submitting a nofification under Subsection (); and No applicable SCF control
NOTIFICATION REQUIRED
521.053()(1) FOLLQUING SREacH OF Functional | No Relationship N/A N/A N/A 0

COMPUTERIZED DATA

a Tisting of the notifications received by the attorney general under Subsection INo applicable SCF control
HoTFICATION REQUIRED (). excluding any sensitive personal information that may have been reported to
OLLOWING BREACH OF _[the attorney general under that subsection, any information that may
521.053()(2) SECURITY OF lcompromise a data system's security, and any other information reported to the |  Functional | No Relationship N/A N/A N/A o
COMPUTERIZED DATA  [2ttorney general that is made confidential by law. The attorney general shall

lUpdate the listing not later than the 30th day after the date the attorney general o applicable SCF control
NOTIFICATION REQUIRED receives notification of a new breach of system security;
PO nEacH OF Functional | No Relationship N/A N/A N/A 0

COMPUTERIZED DATA

521.053(j)(2)(A)

remove a notification from the listing not fater than the first anniversary of the INo applicable SCF control
NOTIFICATION REQUIRED. [date the attorney general added the notification to the listing If the person who
¢ H ided the notification has not notified the attorney general of any additional
521.053(j)(2)(B) [provide: Y 9 y Functional | No Relationshi N/A N/A N/A 0
()(2)(B) SECURITY OF lbreaches under Subsection (i) during that period; and unctional o Relationship 1 i/ X
COMPUTERIZED DATA
[maintain only the most recently updated isting on the attorney generar's INo applicable SCF control

NOTIFICATION REQUIRED [website.
521.053())(2)(C) PO QNG mEacH OF Functional | No Relationship N/A N/A N/A 0

COMPUTERIZED DATA
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