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Secure Controls Framework (SCF) Strength of
FDE Name SCF Control S Rertop
AC Access Control [ Functional | No Relationship N/A N/A N/A 0 [PErEEEEE? ]
See FDE for detalls oubtehing Securt
g S IMechanisms exist to establish, maintain and disseminate
X y 3 policies, standards.
AC-0L Policy and Procedures Functional | Intersects With | - Compliance &Resilience | GOV-02 long procedures necessary for secure, compliant and resilient capabilties. s
[See FDE for details. periodic Review & Update of [Mechanisms exist to review the Security, Compliance & Resilience Program
Y 03 |(SCRP), including policies, standards and procedures, at planned intervals or
AcaL Palicy and Procedures Functional | Itersects With | - Securty, Compliance & | GOV-03 i Sghincant changes occur o ensure thel continuing surabity. adequacy s
9 land effectiveness.
oL bolicy and Procedures _|P€ FOE for detais Fanctional Subset Of ety & Bocess Iaco1 _[Hechanisms exit o facitate the mplementation o dentification and o
02 nccount Management _|5%€ FDE for details. Functional | intersects with o lAc 07,2 [Vechanisms existto revoke user access ights I a timely manrer, pon S
See FDE for details IMechanisms exist to proactively govern account management of individual,
i i
AC-02 Account Management Functional | Intersects With |  Account Management AT e coricn. aplicerion. guast and Tempory necounts 5
AC-02 Account Management | >¢© FDE for details. Functional | Intersects With Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
See FDE for details.
Safeguarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-02 Account Management Functional | Intersects With e Netoraries NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
P lover open, public networks.
See FDE for details. [Automated mechanisms exist to disable inactive accounts after an
AC-02(3) Disable Accounts Functional Equal Disable Inactive Accounts |  IAC-15.3  [Riomares mecianiste S0t 10
See FDE for details. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
AC-03 Access Enforcement Functional | Intersects With |  Access Enforcement G20 o the principle of -leact privilege.t 5
See FDE for details.
Safeguarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-03 Access Enforcement Functional | Intersects With e Ntwarks NET-12 fsecurity protocols to safequard sensitive/regulated data during transmission 5
lover open, public networks
AC-03 Access Enforcement  |>¢ FDE for details. Functional | Intersects With Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
AC-05 Separation Of Duties  |>2¢ FDE for details. Functional | Intersects With Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
See FE for details Dual Authorization for Mechanisms exist to enforce a two-person rule for implementing changes to
Ac-05 Separation Of Duties Functional | Intersects With Change CHG-04.3 | itical Technology Assets, Applications and/or Services (TAAS) s
See FDE for details.
Safeguarding Data Over ICryptographic mechanisms exist to implement strong cryptography and
AC-05 Separation Of Duties Functional | Intersects With B Netwarks NET-12 fsecurity protocols to safequard sensitive/regulated data during transmission 5
lover open, public networks
See FDE for details. Mechanisms exist to implement and maintain Separation of Duties (50D) to
AC-05 Separation Of Duties Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [MeChansme o iy Wit Caion. 5
See FDE for details.
IMechanisms exist to utilize the concept of least privilege, allowing only
AC-06 Least Privilege Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions,
See FDE for details. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
AC-06 Least Privilege Functional | Intersects With | Access Enforcement AC20 e e princinie of ot orivilagm s 5
(Confidential information shall be accessible only to authorized users. An
information file or record containing any confidential information shall be
dentified, documented, and protected in its entirety. Information resources Mechanisms exist to utilize the concept of least privilege, allowing only
AC-06-SID Least Privilege assigned from one Siate :;9:‘;“232“5°Vr‘“f;’|;1‘:;"§;':ﬂ 'b'grgrzf:t‘:d"‘:\gzg‘g:rgg:c‘: @l Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 8
with the conditions imposed by the providing state organization [pecordance with organizational business functions.
[See FDE for details. [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
y Unsuccessful Logon g la user during an organization-defined time period and automatically locks
Aco7 Functional Equal Account Lockout 1AC22 lihe account when the maximum number of unsuccessful attempts is 10
lexceeded
[5 technlogy permits, tate agencies Must designate ot least ane threshold IMechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon  [activated by invalid logon attempts (i.e., item a from the control description. an la user during an organization-defined time period and automatically locks
AC07-5ID-1 Atempts lagency-defined number of invalid logon attempts by a user account within an Functional Subset Of Account Lockout IAC22 |G count when the maximum number of unsuccesstul attempts 10
lagency-defined time-period). lexceede
[ lechnology permits, sfate agencies must define, implement, and enforce of IMechanisms exist to enforce a limit for consecutive invalid login attempts by
Unsuccessful Logon  [/east one automatic action that occurs when an agency-defined threshold for la user during an organization-defined time period and automatically locks
AC-07-51D:2 Attempts invalid logon attempts has been reached (i.e., item b from the control Functional Subset Of Account Lockout IAC22 e account when the maximum number of unsuccessful attempts is 10
description). lexceeded
in designing and implementing access controls for Information systems, state e o develop. ©and e -
lagencies should apply a risk-based approach that considers some or all of the echanisms exist to develop, document and maintain secure baseline
AC-07-5ID.3 Unsuccessful Logon 8t e eriac PP Functional Subset Of Secure Baseline CFG-02 -echnology Assets, Applications and/or Services (TAAS) 10
9 lthat are mns\stent with industry-accepted system hardening standards.
(Capabilities and features of the system; ech 1o develo, d o maint basel
echanisms exist to develop, document and maintain secure baseline
AC07-5ID.3.2 Unsuccessful Logen Functional Subset Of Secure Baseline CFG-02 Technology Assets, Applications and/or Services (TAAS) 10
P 9 lthat are consistent with industry-accepted system hardening standards.
[The level of risk presented by the system; e o develop. ©and it oot
echanisms exist to develop, document and maintain secure baseline
AC-07-SID.3.b Unsuccessful Logen Functional Subset Of Secure Baseline CFG-02 Technology Assets, Applications and/or Services (TAAS) 10
P 9 lthat are consistent with industry-accepted system hardening standards.
Successfu application and enforcement of ther secury controls, such as
Logon  |multifactor authentication, password entropy, and maturity of o Secure Baseline Mechanisms exst to develop, document and maintan secure baseline
AC-07-5ID.3.c ots et oo e oo sterm; Functional Subset O Comharations CFG-02 for Technology Assets, Applications and/or Services (TAAS) 10
lthat are consistent with industry-accepted system hardening standards,
[The ability to detect and mitigate the risk of ther types of attacks focused on
lauthentication (e.g., “account spraying” attacks in which threat actors attempt tol
Unsuccessful Logon [2CceSs multiple accounts from the same IP address or set of P addresses without Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
AC07-5ID.3.d omte lcausing many failed logon attempts against each individual account targeted by | Functional Subset Of e e CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 10
P lthe threat actors); '9 lthat are consistent with industry-accepted system hardening standards.
[Whether the system is accessible from the Internet or other public or broadly e o develop. ©and e N
laccessible network(s): echanisms exis to develop, document and maintain secure baseline
AC07-SID.3.e Unsuccessful Logon Functional Subset Of Secure Baseline CFG-02 for Technology Assets, Applications and/or Services (TAAS) 10
9 lthat are consistent with industry-accepted system hardening standards,
impacts to the agency’s users, operations, and SUpport resources if automatic
Unsuccessful Logon  [account lockout controls are abused by threat actors to the determent of account] Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
AC-07-5ID.3.f pripeite or system availability: and Functional Subset O e e CFG-02 Technology Assets, Applications and/or Services (TAAS) 10
P 9 lthat are consistent with industry-accepted system hardening standards.
[The application of more rigorous controls commensurate to the value and e 0 develop. ©and maint ool
otential for abuse of a type of account (e.g., applying additional controls, lechanisms exist to develop, document and maintain secure baseline
AC-07-5ID.3.g ”"S”;‘tf;;::‘é"g"" Ehancements, or oveﬂ:}; to privileged accounts). Functional Subset OF Scea‘:;;ff;?o'r:‘: CFG-02 Technology Assets, Applications and/or Services (TAAS) 10
fthat are consistent with industry-accepted system hardening standards.
[See FDE for details. e o utize syet itcation/ fogon b ot
. echanisms exist to utilize system use notification / logon banners tha
AC08 System Use Notification Functional Equal 5‘/5‘(9[3 ‘fﬂes'“a‘:“r“:‘r?“”“ SEA-18 [display an approved system use notification message or banner 10
9 loranting access to Technology Assets, Applications and/or Services (TAAS).
Permitted Actions Without [See FDE for detals. Permitted Actions Without IMechanisms exist to identify and document the supporting rationale for
AC-14 Identification O Functional Equal Identification or IAC-26  [specific user actions that can be performed on a system without 10
Authentication or
3 [See FDE for details. ) Mechanisms exist to define, control and review organization-approved,
AC17 Remote Access Functional | Intersects With Remote Access NET-14 e O e oo 5
3 . [See FDE for details. N ) IMechanisms exist to control authorized wireless usage and monitor for
AC18 Wireless Access Functional | Intersects With |  Wireless Networking NET-15 e ees acats 5
[See FDE for details. Wireless Access [Mechanisms exist to protect the confidentiality and integrity of wireless
AC18 Wireless Access Functional | Intersects With CRY-07 by rong 5
Authentication & Encryption orcrntion.
tate agencies shall stablih the requirements and securty restrictons for rublshing Securt
installing or providing access to the state agency's information re: ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
AC-18-5ID Wireless Access |systems. The wireless policy shall address the following topic areas: Functional SubsetOf | Compliance & Resilience | - GOV-02 lan procedures necessary for secure, compliant and resiient capabiliies. 10
[Wireless Local Area Networks. Ensure that Service Set Identifiers (S1D) values
are changed from the manufacturer default setting Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
AC-18-51D.1 Wireless Access Functional Subset O e e CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 10
9 fthat are consistent with industry-accepted system hardening standards.
[Transmitting and Encrypting Information. Types of information that may be
[transmitted via wireless networks and devices with or without encryption
including mission critical information or sensitive personal information.
tate agencies shall not transmit confidential information via a wireless
lconnection to or from a portable computing device unless secure encryption [Mechanisms exist to secure Wi-Fi (e.g., [EEE 802.11) and prevent
AC-18-51D.2 Wireless Access rotocols that meet appropriate protection or certification standards a% detailed | Functional | Intersects With |Authentication & Encryption| NET-15.1 [unauthorized access by:(1) Authenticating devices trying to connect; and(2) 5
|within this Security Control Standards Catalog, are used to protect the [Encrypting transmitted data.
information.
installation or Use of Wireless Personal Area Networks. Pronibit and periodically
Imonitor any unauthorized installation or use of Wireless Personal Area Networks N orth el
18- i lon state agency IT systems by individuals without the approval of the state y IMechanisms exist to test for the presence of Wireless Access Points (WAPs)
AC18-5ID.3 Wireless Access lagency information resources manager. Functional | Intersects With | Rogue Wireless Detection |  NET-15.5 |, yidentify all authorized and unauthorized WAPs within the facility(ies). s
See FDE for details. Mechanisms exist to enforce access control requirements for the connection
AC19 Access Control For Mobile Functional Equal Access Control For Mobile | yuny.02  lof mobile devices to organizational Technology Assets, Applications andjor 10
[services (TAAS).
o oot ror e St organizations shall establish usage restrictions, configuration requirements) Mechanisms exst o estalsh usage resictions and implementation
1o ccess Control For Mobile g louidance for organizational technologies based on the potential to cause
AC-19-51D Devices controlled mobile devices, neiner ownea by the state organization or the Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 |42 mage to Technology Assets, Applications and/or Services (TAAS), if used s
lem, maliciously.
[See FDE for details. Use of External Technology Mechanisms exist to govern how external parties, including Technology
AC-20 Use Of External Systems Functional Equal Assets, Applications andjor |  DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store, 10
Services (TAAS) process and transmit data.
[Each state agency entering into or renewing a contract with a vendor authorized
lto access, transmit, use, o store data for the agency shall include a provision in
the contract requiring the vendor to meet the security controls the agency
determines are proportionate with the agency's risk under the contract based on Adequate Security for Mechanisms exist to protect sensitive/regulated data that s collected,
AC-20-SID Use Of External Systems _[the sensitivity of the agency's data. A state agency must require the vendor to Functional | Intersects With | Sensitive / Regulated Data | 1A0-03.2  |developed, received, transmitted, used or stored in support of the 5
Iperiodically provide evidence to the agency that the vendor meets the security In Support of Contracts lperformance of a contract.
lcontrols required under the contract.
Ac22 Publicly Accessible Conten [>€ FOE for details Functional Equal Publicly Acces: DCH-15  [Mechanisms exist to control publicly-accessible content. 10
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(STRY Securs Controls Framework (SCF) Strength of
onal R i SCF Control ntrol Descri Relationship
AT Awareness and Training | IA° Functional | No Relationship N/A N/A N/A 0 [DErTEEREE? ]
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resi e Program
Periodic Review & Update of] i
y y (SCRP), including policies, standards and procedures, at planned intervals or
AToL Policy And Procedures Functional | ntersects Wit | Securty, Compliance & | GOV-03 [ Coniicant changes occur to ensure ther continuing sutabilty. adeauscy s
9 land effectiveness.
[See FDE for details oubisning Securt
g S IMechanisms exist to establish, maintain and disseminate
y y 3 policies, standards
AT-01 Policy And Procedures Functional | Intersects With | - Compliance &Resilience | GOV-02 long procedures necessary for secure, compliant and resilient capabiltes. s
[See FDE for details IMechanisms exist to facilitate the implementation of enterprise-wide
AT-01 Policy And Procedures Functional Subset O Continuous Monitoring MO0 e e 10
Literacy Training And [ 2c¢ TOF for details. IMechanisms exist to review event logs on an ongoing basis and escalate
it i
AT-02 Awareness Functional | Intersects With | Security Event Monitoring | - MON-01.8 i cigents in accordance with established timelines and procedures. s
[See FDE for details IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
AT-02 Literacy Training And Functional | Intersects with | 028 COISCOn O | mON.02  [similar automated tool, to support the centralized collection of security- 5
9 related event logs.
Literacy Training And [occurity awareness training shall be delivered in accordance with Texas Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
- 02- i (Government Code § 2063.103. 3 "
AT-02:5ID Awareness Functional | Intersects With | - Contractual Compliance |~ "1 frelevant statutory, regulatory and contractual controls. s
[See FDE for details IMechanisms exist to utilize security awareness training on recognizing and
AT-02(2) Insider Threat Functional Equal Insider Threat Awareness | THR0S  [NECianisms St 2 LEe e o e 10
[See FDE for details
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security,
y g ) related training:(1) Before authorizing access to the system or performin
AT-03 Role-Based Training Functional | Itersects With | Compliance & Resilence | SAT-03 3o S G) Binet eclired by syster changes: andG) Annoally 5
9 fthereafter.
e o gy | ¢ delivered in accordance with Texas Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
03- . i (Government Code § 2063.103. 3 "
AT-03-5ID Role-Based Training Functional | Intersects With | - Contractual Compliance CPLOL " relevant statutory, regulatory and contractual controls, s
[See FDE for details. [Mechanisms exist to document, retain and monitor individual training
y Security, Compliance & 9 lactivities, including:(1) Initial security, compliance and resilience awareness
AT-04 Training Records Functional Equal Resilience Training Records | >A1"%%  ltraining;(2) Recurring awareness training; and(3) Technology Assets, 10
|Applications and/or Services (TAAS)-specific trainin
pp! D 9
U Accountabity, Audt, and (VA Functional | No Relationship m m m o [No applicable SCF control
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of] i
N y (SCRP), including policies, standards and procedures, at planned intervals or
AU-01 Policy And Procedures Functional | Intersects With | - Security, Compliance & GOV-03 i ignificant changes occur to ensure their continuing suitability, adequacy s
9 land effectiveness.
See FDE for details. oubehng Securt
e e [Mechanisms exist to establish, maintain and disseminate
3 g ’ inate policies, standards
AU-01 Policy And Procedures Functional | ntersects With | Compliance & Resifience | - Gov-02 - EL R0 TaE S e S e et and Tesiient capabi 5
[See FDE for detals. Mechanisms exist to facilitate the implementation of enterprise-wide
AU-01 Policy And Procedures Functional Subset O Continuous Monitoring MON-0L e satrols 10
See FOE for details IMechanisms exist to review event logs on an ongoing basis and escalate
AU-02 Event Logging Functional | Intersects With | Security Event Monitoring | - MON-01.8  fi igents'in accordance with established timelines and procedures. s
[See FDE for details. Centralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
AU-02 Event Logging Functional | Intersects with | CegiraIzed Collection MON-02  [similar automated tool, to support the centralized collection of security- 5
Y 9 related event logs.
information resources systems shall provide the means whereby authorized
lpersonnel have the ability to audit and establish individual accountability for any
action that can potentially cause access to, generation of, modification of, or
affect the reiease of confidential information.
|Appropriate audit tr Il be maintained to provide accountability for updates
0 tizclon cical Informatlon, hardware and seftware and far all changes o
02- lautomated security or access rules. System-Wide / Time- N |Automated mechanisms exist to compile audit records into an organization-
AU-02:51D Event Logging lBased on the risk assessment, a sufficiently complete history of transactions Functional | Intersects With | co rejated Audit Trail MON-02.7 [idie audit trail that is time-correlated. 5
shall be maintained to permit an audit of the information resources system by
logging and tracing the activities of individuals through the system
See FDE for details.
IMechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
Jat a minimum:(1) Establish what type of event occurred;(2) When (date and
AU-03 Content Of Audit Records Functional Equal Content of Event Logs MON-03 ime) the event occurred;(3) Where the event occurred;(4) The source of the 10
levent;(5) The outcome (success or failure) of the event; and(6) The identity
lof any user/subject associated with the event.
See FDE for detalls IMechanisms exist to allocate and proactively manage sufficient event log
AU-04 Audit Log Storage Capacity Functional Equal Event Log Storage Capacity | MON-04 000 o e e o e e Tkelinaod of such coacity boing exceete 10
) Response To Audit Logging [5ee FDE for details Response To Event Log 05 [Mechanisms exist to alert appropriate personnel in the event of a log
AU-05 Process Failures Functional Equal Processing Failures MON-05  |processing failure and take actions to remedy the disruption. ©
. [See FDE for details. [echanisms exist o uilze a Security Incident Event anager (SIEW).or
Audit Record Review, Centralized Collection of
AU-06 4 Functional | Intersects With MON-02 automated tool, to support the centralized collection of security- 5
Analysis, And Reporting Security Event Logs Fentod oven toce
See FDE for details.
Audit Record Review Mechanisms exis o adjust the evelof audit review, analysi and reporting
AU-06 st Functional | Intersects With | Audit Level Adjustments | MON-02.6 |based on evolving threat information from law enfort dust 5
lysis, porting lassociations or other credible sources of threat mte\hgen(e
[See FDE for detals. Mechanisms exist to utilize time-synchronization technology to synchronize
AU-08 Time Stamps Functional | Intersects With |  Clock Synchronization SEA20 e e choeke: 5
[See FDE for details. [Mechanisms exist to configure Technology Assets, Applications and/or
AU-08 Time Stamps Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps 5
ffor event logs.
Protection Of Audit__[5ee FDE for details [Mechanisms exist to protect event logs and audit tools from unauthorized
AU-09 n Functional Equal Protection of Event Logs |  MON-08  [Niecha” bl 10
[See FDE for details. [Mechanisms exist to retain event logs for a time period consistent with
- 10 [records retention requirements to provide support for after-the-fact
AU-11 Audit Record Retention Functional Equal Event Log Retention MO0 e o ity Mo s 16 otk ory: vepeimtory and 10
[contractual retention requirements
[See FDE for details. Mechanisms exist to provide an event og report generation capability to aid
AU-12 Audit Record Generation Functional | Intersects With | Monitoring Reporting MON-06 e e scaaims. aomalavs setivifon 5
Assessment, Authorization, | ORI e Gl
cA e Monitormg Functional | No Relationship N/A NA N/A 0
See FDE for detalls. Information Assurance (IA) IMechanisms exist to facilitate the implementation of security, compliance
ca01 Policies And Procedures Functional Subset Of Onerations 1no-o1  [hrechaniems e - 10
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of] '
’ (SCRP), including policies, standards and procedures, at planned intervals or
caa Policles And Procedures Functional | Intersects With | - Security, Compliance & | GOV-03 |’ Ggnificant changes occur to ensure theicontinuing sutabilty, adequacy s
9 Jand effectiveness.
See FDE for details. Pubehing Securt
ublishing Security,
IMechanisms exist to establish, maintain and disseminate policies, standards
cao1 Policies And Procedures Functional | Intersects With | - Compliance & Resflience | GOV-02 ang procedures necessary for secure, compliant and resilient capabilties. s
See FDE for details.
Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications and/or
cA-02 Control Assessments Functional | Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls land/or resilience policies and standards.
[See FDE for details. [Mechanisms exist to perform Information Assurance Program (IAP) activities,
cA02 Control Assessments Functional | Intersects With |  Technical Verification 1A0-06 [to evaluate the design, implementation and effectiveness of technical 5
Jsecurity, compliance and resilience controls.
[See FDE for details. e ! vt !
lechanisms exist to assess security, compliance and resilience controls in
Security, Compliance &
y oa [system project development to determine the extent to which the controls
cA02 Control Assessments Functional | ntersects With | Reslence In Poject PRM-04 e tad Cormectly. operating s intonded and producing the desired 5
9f loutcome with respect to meeting the requirements.
[See FDE for details. IMechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
y ’ ssurance Program (IAP) activities to determine the extent to
cA02 Control Assessments Functional | Intersects With Assessments 1A0-02|hich the controls are implemented correctly, operating as intended and 5
lproducing the desired outcome with respect to meeting expected
requirements.
[See FDE for details.
Security, Compliance & Mechanisms exist to reguiarly review processes and documented procedures
cA02 Control Assessments Functional | Intersects with | cecurity. Compliance & CPL03 to ensure conformity with the organization's security, compliance and/of 5
resilience policies, standards and other applicable requirements.
(Control assessments shall be conducted at least biennially.
Security, Compliance & IMechanisms exist to regularly review processes and documented procedures
CA-02:5ID Control Assessments Functional | Intersects with | Secrity. Compliance & CPLO3 to ensure conformity with the organization’s security, compliance and/or 5
resilience policies, standards and other applicable requirements.
[See FDE for details. IMechanisms exist to authorize connections from systems to other systems
Interconnection Securit lusing Interconnection Security Agreements (ISAs), or similar methods, that
cA03 Information Exchange Functional | Intersects With o eney™ | NET-05 [document, for each interconnection:(1) Interface characteristics;(2) Security, 5
9 lcompliance and resilience requirements; and;(3) The nature of the
information communicated.
information resources assigned from or shared between one state agency to [Mechanisms exist to authorize connections from systems to other systems
lanother or from or between a state agency to a third-party shall be protected in Interconnection Securit lusing Interconnection Security Agreements (ISAs), or similar methods, that
CA-03SID Information Exchange ~ [3ccordance with the conditions imposed by the providing state agency at a Functional | Intersects With o eney™ | NET-05 [document, for each interconnection:(1) Interface characteristics;(2) Security, 5
[minimum. 9 lcompliance and resilience requirements; and;(3) The nature of the
information communicated.
See FDE for details. minimum:(1) Deficiency tracking number;(2) Applicable security, compliance
landjor resilience control;(3) Description of the deficiency(ies);(4) Risk
y Plan Of Action And Capabilities Deficiency y pssociated with the deficency ies)(5) Source defciency
CA05 Milestones Functional | Intersects With Tracking 1A0-05 mporary controls, i applicable; s
(93 Pointof Contace (FOC) (&1 ateet/orockes onec)&) Resource required
lto conduct actions;(9) Planned remedial actions to the
[See FDE for details. IMechanisms exist to ensure Technology Assets, Applications and/or Services
Cca-06 Authorization Functional Equal Security Authorization 1007 (TAAS) are officially authorized prior to "go live* in a production environment 10
[Th state organization autharizes the Information system fo processing before
loperations or when there is a significant change to the system. A seni IMechanisms exist to ensure Technology Assets, Applications and/or Services
CA-06-SID Authorization organizational official, or therr delegate, approves the adthorization. Functional | Intersects With |  Security Authorization 1A0-07 ) are officially authorized prior to o five® i a production environment. 5
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Strength of
Relationship

[See FDE for detals. Security, Compliance &
g IMechanisms exist to provide a security, compliance and resilience controls
ca07 Continuous Monitoring Functional | Intersects With Resilience Controls P02 e Tunction that reports to the organsation's executive Ieadership, 5
[See FDE for details. Mechanisms exist to ensure risk monitoring as an integral part of the
y " g lcontinuous monitoring strategy that includes monitoring the effectiveness of
CA-07(4) Risk Monitoring Functional Equal Risk Monitoring RSKIL | ompliance and resiiince controls, compliance and change 10
Imanagement.
[See FDE for details [Mechanisms exist to conduct penetration testing on Technology Assets,
cA08 Penetration Testing Functional Equal Penetration Testing VRM-07 e andlor Senvicas (AAS) 10
[Section 2063.405(a)(2), Government Code, requires each state agency
implementing an Internet website or mobile application that processes any
lsensitive personal or personally identifiable information or confidential
information to subject the website or application to a vulnerability and vech + to conduct penetration testi Technology Asset
CA-08-5ID Penetration Testing  [penetration test and address any vulnerability identified in the test. Functional | Intersects With | Penetration Testing Veio7  [Hechanisms exist to conduct penetration testing on Technology Assets. 5
|Agencies shall perform, or have performed, an external network penetration test pplications and/or Services
levery two years at minimum.
[See FDE for details. [Mechanisms exist to control internal system connections through authorizing
y y internal connections of systems and documenting, for each internal
cA-09 Internal System Connections| Functional Equal Internal System Connections(  NET-05.2 0008 oo B e ceristics. security requirements and the 10
Inature of the information communicated.
™ Configuration Management /A" Functional | No Relationship N/A N/A N/A 0 [oEEEEE? ]
ot Policy And Procedures [o© FDE for details Functional subsetOf | Configuration Management | e o1 |Mechanisms exist to facilitate the implementation of configuration 0
Program controls.
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of P
’ y (SCRP), including policies, standards and procedures, at planned intervals or
cuot Policy And Procedures Functional | ntersects With | Security, Complance & | GOV:03 [ Soniicant changes occur to ensure ther continuing sutabilty. adeauscy s
9 land effectiveness.
[See FDE for details. publishing Securt
e e [Mechanisms exist to establish, maintain and disseminate
’ ’ 3 inate policies, standards.
cM-01 Policy And Procedures Functional | Intersects With | - Compliance &Resilience | GOV-02 long procedures necessary for secure, compliant and resilient capabilties. s
[See FDE for details.
IMechanisms exist to review and update baseline configurations:(1) At least
cM-02 Baseline Configuration Functional | Intersects With Reviews & Updates CFG-02.1  fannually;(2) When required due to so; or(3) As part of system component 5
installations and upgrades.
[See FDE for detals.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
cM-02 Baseline Configuration Functional | Intersects With CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
Configurations
lthat are consistent with industry-accepted system hardening standards.
o3 Configuration Change _[5ee FDE for detals, Functional Subset OF Change Management CHG.01 |Mechanisms exist to facilitate the implementation of a change management 0
Control lprogram.
Configuration Change _[5ee FDE for details, Configuration Change IMechanisms exist to govern the technical configuration change control
cM-03 G Functional | Intersects With oo CHG-02 e e 5
[ATT security related information resources changes shall be approved by the
CM-03-51D Configuration Change  finformation owner (or designee) through a change control process. Functional | Intersects with | Configuration Change CHG02  [Mechanisms exist to govern the technical configuration change control 5
Control Control lprocesses.
[See FDE for detals. Security Impact Analysis for [Mechanisms exist to analyze proposed changes for potential security
cM-0a Impact Analyses Functional Equal CHG-03 | rior to the the change. 10
N [See FDE for details. " IMechanisms exist to define, document, approve and enforce access
cM05 Access Restrictions For Functional | Intersects With | Soverning Access END-03.2 [restrictions associated with changes to Technology Assets, Applications 5
9 9 land/or Services (TAAS).
‘Access Restrictions For _[see FDE for details ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
cM-05 Change Functional | Intersects With Change CHG-04  lihe ability of users to conduct unauthorized changes. 5
[See FDE for detals.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
cM-06 Configuration Settings Functional | Intersects With e e CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 5
'9f lthat are consistent with industry-accepted system hardening standards.
mos Configuration settings |25 FDE for details Functional | ntersects witn | APProved Configuration | crg o 7 [Mechanisms exist o document, assess fsk and approve or deny deviations 5
[See FDE for details. [Mechanisms exist to configure systems to provide only essential capabilities
cm07 Least Functionality Functional Equal Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 10
rvices.
[See FDE for detals.
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
system Component in use;(2) Identifies authorized software products, including business
cM-08 e oo Functional | Intersects With Asset Inventories AST02 ustfication detals(3) s ot the level of granularity deemed necessary for 5
] ftracking and reporting;(4) Includes
Inecessary to achieve effective property acmunzammy, and(S) < available for
review and audit by designated organizational personnel.
[See FDE for detalls. [Mechanisms exist to establish and maintain an authoritative source and
y System Component Component Duplication y repository to pro trusted source and accountability for approved and
cm-08 Inventory Functional | Intersects With woidance AST-02.3 | blemented system components that prevents assets from being duplicated| 5
in other asset inventories.
[See FDE for detals. IMechanisms exist to enforce software Usage restrictions to comply with
cM-10 Software Usage Restrictions Functional Equal Software Usage Restrictions|  CFG-04  [LeRa BT st 0 o e and copyrioht lawe. 10
[See FDE for detals.
Prohibit Installation Without lAutomated mechanisms exist to prohibit software installations without
cM11 User-Installed Software Functional | Intersects With Priviieged Status END-03 [ eigned priviieged status 5
[See FDE for detals. [Mechanisms exist to restrict the ability of non-privileged users to install
cM-11 User-Installed Software Functional | Intersects With | User-Installed Software RG0S [ tare: 5
cp Contingency Planning | /A Functional | No Relationship N/A N/A N/A 0 Nofpplicabi=isChcontcl
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of '
Y y (SCRP), including policies, standards and procedures, at planned intervals or
cro1 Pollcy And Procedures Functional | Intersects With | - Security, Compliance & | GOV-03 |’ Ggnificant changes occur to ensre theicontinuing sutabilty, adequacy s
9 Jand effectiveness.
[See FDE for detals. e ciitote the imon . !
echanisms exist to facilitate the implementation of contingency planning
Business Continuity
g y lcontrols to help ensure resilient Technology Assets, Applications andjor
P01 Policy And Procedures Functional Subset Of Managemene System BCD-0LIservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[See FDE for detals. Publishing Securt
ublishing Security,
. r IMechanisms exist to establish, maintain and disseminate policies, standards
cpo1 Policy And Procedures Functional | Intersects With | Compliance & Resilience | GOV-02  [1C R0 SIS X K0 Eom e e e ot capaitics, 5
Documentation
[See FDE for detals. e ciitote the imon . !
lechanisms exist to facilitate the implementation of contingency planning
Business Continuity
g y lcontrols to help ensure resilient Technology Assets, Applications andjor
cpoz Contingency Plan Functional Subset Of Managemene SYstem BCD-0LIservices (TAAS) (e.g., Continuity of Operations Plan (COO) or Business 0
|Continuity & Disaster Recovery (BC/DR) playbooks).
[See FDE for details. Ongoing Contingenc [decommissioned business practices, including third-party services)(3)
cp-02 Contingency Plan Functional Intersects With 9 pg‘amm gency. BCD-06  [Technologies (e.g., new, altered or decommissioned technologies);(4) Data 5
9 (e.g., changes to data flows and/or data repositories);(5) Facilties (e.g., new,
[State agencies shall maintain written Continuity of Operations Plans in
compliance with Section 412.054, Labor Code that address information resources Business Continuity & [Mechanisms exist for process owners to establish and maintain formal
Business Continuity & Disaster Recovery (BC/DR) plans to ensure
CP-02-SID Contingency Plan 50 that the effects of a disaster will be minimized and the state agency will be Functional | Intersects With | Disaster Recovery (BC/DR) |  BCD-01.7 5
gency able either to maintain or quickly resume mission-critical functions. ecovery (BC/DR) s detailed enough, accurate and representative of current operations in
lorder to sustain and/or restore operations under adverse conditions.
[See FDE for details. e o adequately ¢ "  and applicab
cp03 Contingency Training Functional Equal Contingency Training BCD-03  [Merhanisms exist to adequately train contingency personnel and applicable 10
in their roles and
[See FDE for detals. Contingency Plan Root
IMechanisms exist to conduct a Root Cause Analysis (RCA) and "lessons
cpoa Contingency Plan Testing Functional | Intersects With | Cause Analysis (RCA) & D05 e attiviy every time the contingency plan Is sctiated: 5
Lessons Learned
[See FDE for details. N [Mechanisms exist to conduct tests and/or exercises to evaluate the
cp04 Contingency Plan Testing Functional | Intersects With | COntingency Man Testing &| - 5cpg4  |contingency plan's effectiveness and the organization's readiness to execute 5
plan
[Each state organization's written disaster recovery plan will nclude provisions for| Conth Plan Testing & [Mechanisms exist to conduct tests and/or exercises to evaluate the
CP-04-SID Contingency Plan Testing [annual testing. Functional Intersects With | <O '”gegi‘grcgzs esting BCD-04  |contingency plan's effectiveness and the organization's readiness to execute B
fthe plan.
[See FDE for details. IMechanisms exist to establish an alternate storage site that includes both
cP06 Alternate Storage Site Functional Equal Alternate Storage Site BCD-08  [the assets and necessary agreements to permit the storage and recovery of 10
Jsystem backup information.
IMission critical information shall be backed up on a scheduled basis consistent IMechanisms exist to create recurring backups of data, software and/or
|with agency recovery point objectives and stored in a manner logically Isystem images, as well as verify the integrity of these backups, to ensure the
CP-06-SID Alternate Storage Site  |physically segmented from the production environment accessible only to Functional | Intersects With Data Backups BCD-11 a‘{la“abmy e nta to Sam;’ Remm?/ Ttw‘/me Objectives ”fms) ey 5
lauthorized individuals. Recovery Point Objectives (RPOs)
[See FDE for details. IMechanisms exist to establish an alternate processing site that provides
cp07 Alternate Processing Site Functional Equal Alternate Processing Site | BCD-09 ot e B0 0 et o that of the primary ke 10
Telecommunications _[See FDE for details. Telecommunications IMechanisms exist to reduce the likelihood of a single point of failure with
P08 Services Functional | Intersects With | services Availability BCD-10 |orimary telecommunications services. s
[See FDE for details. Mechanisms exist to create recurring backups of data, software and/or
g g lsystem images, as well as verify the integrity of these backups, to ensure the
cp-09 System Backup Functional | Intersects With Data Backups BCO-11 - L lability of the data to satisfy Recovery Time Objectives (RTOs) and s
ecovery Point Objectives (RPOs).
y Test Restoration Using _[see FDE for details Test Restoration Using . [Mechanisms exist to utilize sampling of available backups to test recovery
cr092) Sampling Functional Equal Sampling BCD-115  capabilites as part of business continuity plan testing 10
[See FDE for details. e to store back ¢ eritin soft ot
lechanisms exist to store backup copies of critical software and other
CP-09(3) Separate Storage for Critical Functional Equal Separate Storage for Criticall  gcp112  fsecurity-related information in a Separate facility or in a fire-rated container 10
lthat is not collocated with the system being backed up.
[See FDE for details. Technology ASSETS. [Mechanisms exist to ensure the secure recovery and reconstitution of
cp10 System Recovery And Functional | Intersects With “"p"?‘{g‘f;e“(“o/fgf?“es BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 5
ey, Jafter a disruption, compromise or failure.
[See FDE for details.
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
g System Recovery And Y lcontrols to help ensure resilient Technology Assets, Applications and/or
P10 Reconstitution Functional | Intersects With | Manage et System BCD-01 Iservices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business s
|Continuity & Disaster Recovery (BC/DR) playbooks).
[See FDE for details.
P10 System Recovery And . Functional | Intersects With ecovery Time / Point 8CD-01.4 [Mechanisms exist to facilitate recovery operations in accordance with 5
Reconstitution Objectives (RTO / RPO) 4 Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS)
[See FDE for details.
P11 Alternate Communications ! Functional | Intersects with | Telecommunications 8CD-10 | Mechanisms exist to reduce the likelihood of a single point of failure with 5
ocols Services Availability lprimary telecommunications services.
identificationand _[N/A B INo applicable SCF control
A A thontication ’7 Functional | No Relationship NA NA NA o
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[See FDE for details. periodic Review & Update of Mechanisms exist to review the Security, Cumphan:e & Resilience Program
' 03 |(SCRP), including policies, standards and procedures, at planned intervals or
1A-01 Policy And Procedures Functional | Intersects With | Security, Compliance & | GOv-03  [SCAP) Including pojcies, standards ad procedures, ot planied intorvals o 5
Resilience Program
Jand effectiveness.
o1 Policy And Procedures _[55° FDE for detais Functional Subset Of ioenty & Accese Iaco1 |Mechanisme exs o faciltate the Implemertaton o Gentiication and o
See FDE for detalls
Publishing Security, Mechanisms exist to establish, maintain and disseminate policies, standards
o1 policy And rocedures Functional | Intesects win | Complance s-Restience | Gov-0z e o Bt Copepies 5
Identification And [See FDE for details. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-02 Authentication Functional Equal Authentication for IAC02  [and Audit (AAA) organizational users and processes acting on behalf of 10
(Organizational Users) Organizational Users Jorganizational users.
[Each user of information resources shall be assigned a unique identifier except
\dentification And _|for Situations where risk analysis demonstrates no need for individual e ‘ —
1A-02-51D o identi <hall be before the Functional | Intersects with | Account M " 115 [Mechanisms exist to proactively govern account management of individual, 5
(Organizational Users) |Information resources system may grant that user access. unctional | Intersects Wi ccount Managemen laroup, system, service, application, guest and temporary accounts.
See FDE for detalls
futomatea mecharisms exist o enforce MultFactor Authentication (MFA)
Multifactor Authentication Multi-Factor Authentication for:(1) Remote network access;(2) Third-party Technolos
1A-02(1) To Privileged Accounts Functional | Intersects With (MFA) IAC-06  lapplications and/or Services (TAAS); and/ or(3) Non- o s o crtical s
[TAAS that store, transmit and/or process sensitive/regulated data
See FDE for detalls
1A021) Multifactor Authentication Functional | Intersects with | Local Access to Privileged | |, o5 [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate s
To Privileged Accounts 3 Jlocal access for privileged accounts
See FDE for detalls
Mechanisms exist to limit the use of commercially-provided Information
. lAssurance (IA) and IA-enabled IT products to those products that have been
1A-02(1) Mutifactor Authentication Functional | Intersects with | "formation Assurance TDA-02.2 |successfully evaluated against a National Information Assurance partnership 5
o (NIAP)-approved Pratection Profil or the cryptographic modle is FPS-
\validated or NSA-appro
[See FDE for details. [Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
y Multifactor Authentication Out-of-Band Multi-Factor y lto privileged and non-privileged accounts such that one of the factors is
1A-02(1) To Privileged Accounts Functional | Intersects With Authentication 1AC-06.4 lindependently provided by a device separate from the system being s
Jaccesse
See FDE for detalls
1A02(1) Multifactor Authentication Functional | intersects with | Network Access to IACos.L  Mechanisms exis o utlize MUl Factor Authentication (MFA) o authenticate s
To Privileged Accounts Privileged Accounts "1 network access for privileged accoun
See FDE for detalls
1A02(1) Multifactor Authentication Functional | Intersects with | Network Access toNon- | |, 1< [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate s
To Privileged Accounts Privileged Accounts 2 network access for non-privileged accounts.
See FOE for detalls
1A02(1) Multifactor Authentication Functional | Intersects with |  Hardware Token-Based | |, |Automated mechanisms exist to ensure organization-defined token quality s
To Privileged Accounts Authentication 7 |requirements are satisfied for hardware token-based authentication.
See FDE for detalls
Mechanisms exist to limit the use of commercially-provided Information
lAssurance (IA) and IA-enabled IT products to those products that have been
1A-02(2) oo athentication Functional | Intersects with | "formation Assurance TDA-02.2 |successfully evaluated against a National Information Assurance partnership 5
9 (NIAP)-approved Pratection rofil or the cryptographic modle is FPS-
\validated or NSA-appro
See FOE for detalls
1A022) Multifactor Authentication Functional | Intersects with | Network Access toNon- | |, o [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate s
To Non-Privileged Accounts Privileged Accounts 2 |network access for non-privileged accounts.
[See FDE for details. [Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
y Multifactor Authentication Out-of-Band Multi-Factor y o privileged and non-privileged accounts such that one of the factors is
1A-02(2) To Non-Privileged Accounts Functional | Intersects With ‘Authentication IAC-06.4 i dependently provided by a device separate from the system being 5
Jaccessed.
See FDE for detalls
12022) Multifactor Authentication Functional | Intersects with | Hardware Token-Based | 0 |Automated exist to ensure d token quality s
To Non-Privileged Accounts Authentication 7 |requirements are satisfied for hardware token-based authentication.
See FDE for detalls
18022) Multifactor Authentication Functional | intersects with | Network Access to 1AC.06.1  Mechanisms exist to utiize Multi-Factor Authentication (MFA) to authenticate s
To Non-Privileged Accounts Privileged Accounts network access for privileged accounts,
Sce FDE for detalls
Jautomated mecharisms exis to enforce MultFactor Authentication (MFA)
Multifactor Authentication Multi-Factor Authentication for:(1) Remote network access;(2) Third-party Technolos
14-02(2) To Non-Privileged Accounts Functional | Intersects With (MFA) IAC-06  lappiications and/or Services (TAAS); and/ or(3) Non- e amtss o crtical 5
ITAAS that store, transmit and/or process sensitive/regulated data
See FDE for detalls
1A022) Multifactor Authentication Functional | Intersects with | LOcal Access to Privileged | |, oo 5 [Mechanisms exist to utiize Multi-Factor Authentication (MFA) to authenticate s
To Non-Privileged Accounts local access for privileged accounts.
[See FDE for details. [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
1A-04 Identifier Management Functional | Intersects with | Authenticate, Authorize and | |zc 51 5 |audit (AAA) solutions, both on-premises and those hosted by an External B
Audit (AAA)
[service Provider (ESP)
Sce FDE for detalls identifier Management (User Mechanisms exist to govern naming standards for Usernames and
1A-04 Identifier Management Functional | Intersects With et AC09 e e Aolcations anco Somces (rARe) 5
Sec FOE for deis TSTHS-exTST FOTt L SeCaTeTy T rorUseTsaT
1A-05 Authenticator Management Functional | Intersects With | Authenticator Management | IAC-10  [devices; and(2) Ensure the strength of authentication is appropriate to the 5
3 £ tha data hei
See FDE for detalls Mechanisms exist to ensure default authenticators are changed as part of
1A-05 Authenticator Management Functional | Intersects With | Defauit Authenticators | IAC10.8  [See/STS xit 10 ensure dcfaut aut 5
[See FDE for details. |Automated mechanisms exist to determine if password authenticators are
1A-05(1) Password Based Functional | Intersects with | AUtomated Support For | 1ac.10.4  fsufficiently strong enough to satisfy organization-defined password length 5
9! land complexity requirements.
Password Based | o0 Ot 1 detalls Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
1A-05(1) Authentication Functional | Intersects With Authentication IAC10.1 | ensure strong criteria for password-based authentication. 5
eSO STy T
1A-05(1) Paseword Based [See FDE for detals Functional | Intersects With | Authenticator Management |  1AC-10 devnces. and(2) Ensure the strength of authenncanon is appropriate to the 5
See FDE for detalls
Mechanisms exist to obscure the feedback of authentication information
1A-06 Authenticator Feedback Functional Equal Authenticator Feedback IAC-11  |during the authentication process to protect the information from possible 10
lexploitation/use by unauthorized individuals.
See FDE for detalls
A07 Cryptographic Module Functional | Intersects with |  CryPtographic Module lAc.12  |Mechanisms exist to ensure cryptographic modules adhere to applicable 5
‘Authentication ‘Authentication Istatutory, regulatory and contractual requirements for security strength.
§ Cryptographic Module  |See FDE for details. roTTTaTes y [Automated mechanisms exist to enable systems to authenticate to a
1A-07 PlographiC thod Functional | Intersects With | * Through Cryptographic CRY-02 e e 5
Identification And [See FDE for details. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-08 Authentication (Non- Functional Equal Authentication for Non- IAC-03  |and Audit (AAA) third-party users and processes that provide services to the 10
Organizational Users) Organizational Users lorganization.
[Each user of information resources shall be assigned a unique identifier except
\dentification Ang _[for Situations where risk analysis demonstrates no need for individua ech ‘ ——
JA-08-SID. . sers. User shall be before the Functional | intersects With | Account Management |15 |Mechanisms exist to proactively govern account management of individual s
Organizational Users) _|Information resources system may grant that user access. 9 laroup, system, service, application, guest and temporary accounts
ee FDE for detalls Mechanisms exist to force users and devices to re-authenticate according to
111 Re-Authentication Functional Equal Re-Authentication IAC-14 " lorganization-defined circumstances that necessitate re-authentication. 10
R Incident Response VA Functional | No Relationship N/A N/A NIA 0 NojppiicatisisChcontcl
See FDE for detalls ounoning Secart
ublishing Security.
Mechanisms exist to establish, maintain and disseminate policies, standards
IR-01 Policy And Procedures Functional | Intersects With | Compliance & Resiience | GOv-02  [IeChanisTs exist o estobleh, mantaln ond deseminate polices. Stander B
Documentation
See FDE for detalls e e Wechanisms exist o implement and govern processes and documentation o
IR-01 Policy And Procedures Functional Subset Of dent Respa IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P lprotection-related incidents.
[See FDE for details. [Mechanisms exist to regularly review and modify incident response pramces
1R-01 Policy And Procedures Functional | Intersects With IRP Update IR0-04.2  to incorporate lessons learned, business process changes and indus B
[developments, as necessary.
[See FDE for details. [Mechanisms exist to incorporate lessons learned from analyzing and
1R-01 Policy And Procedures Functional | Intersects with | ROt Gause Analysis (RCA) | 1gg.13 |resolving cybersecurity and data protection incidents to reduce the likelinood 5
Jor impact of futire incidents.
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| :
. 03 |[SCRP), including policies, standards and procedures, at planned intervals or
o1 Palicy And Procedures Functional | Inersects with |- Securiy, Compliance & | GOV-03 30 e Y iy, adcatacy s
9 Jand effectiveness.
- et resporse polies and procedures Sall be reviewed and updated at e
Incident response policies levery two years IMechanisms exist to regularly review and modify incident response practices
1R-01-51D A bt Functional | Intersects With IRP Update 1R0-04.2  to incorporate lessons learned, business process changes and industry 5
y P |developments, as necessary.
least every two years.
1R-02 Incident Response Training [*¢ FOE for details Functional | Intersects With | Incident Response Training | 1R0-05  [Mechanisms exist to train personnel in their incident response roles and 5
[The state agency shall train personnel in their incident response roles and rech o i e meident s an
1R-02-51D Incident Response Training [responsibilties with respect to the information system and provides training at | Functional | Intersects With | Incident Response Training |  1R0-05  |echanisms exist to train personnel in their incident response roles an 5
least annually. responsibilities.
[Testing includes, but is not limited to the use of checklists, walk-through or
ltabletop exercises, and simulations (parallel or full interrupt). Incident response
esting ca include  determinaton of the effectson organizatonal operations echanisms exst o formal est ncidnt resporse copabltes through
land assets and individuals due to incident response and the use of qualitative
1R-03 Incident Response Testing [0 08 T e i dotermining the afoctveness of mcident response | | FUnctional | Intersects With | Incdent Response Testing | IRO-06  ealitic exercises to determine the operational efectveness oftose 5
rocesses. P
incident response plans shall be exercised or tested at least annually.
See FDE for detalls
Mechanisms exist to cover(1) Preparation;(2) Automated event detection or
1R-04 Incident Handling Functional Equal Incident Handling 1RO-02  |manual incident report intake;(3) Analysis:(4) Containment;(5) Eradication; 10
land(6) Recovery.
[See FDE for details. [Mechanisms exist to document, monitor and report the status of
IR-05 Incident Monitoring Functional Equal Situational Awareness For | 1g0.09  |eybersecurity and data protection incidents to internal stakeholders all the 10
[way through the resolution of the incident.
See FDE for detalls Mech: t o tmely.report incidents to applicable:(1) Internal
echanisms exist to timely.report ncidents to applicable:(1) nternal
IR-06 Incident Reporting Functional | Intersects With '”“de;;:;;f:;""’e' IRO-10 ) Affected clients & and(3) Regulatory 5
lauthorities.
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[See FDE for detals. Regulatory & Law IMechanisms exist to maintain incident response contacts with applicable
1R-06 Incident Reporting Functional | Intersects With | gnforcement Contacts 'RO-14  requlatory and law enforcement agencies. s
[See FDE for details IMechanisms exist to identify and document appropriate contacts with
IR-06 Incident Reporting Functional | Intersects With | Contacts With Authorities |~ Gov-06  [\echalisiis =Xt ta ey 206 Tnct e Seey 5
[Reporting of security incidents and the investigation and restoration of
loperations following a security incident assessed to involve suspected criminal Incident Stakeholder Mechanisms existto timely-report incidents to applicable:(1) Internal
IR-06-SID Incident Reporting  [activity shall comply xas Administrative Code § 202.23(b) and 1 Texas Functional | Intersects With ‘ 1RO-10 Affected clients &  and(3) Regulatory 5
Code § 202.73(b). [authorities.
[See FDE for details. [Mechanisms exist to provide incident response advice and assistance to
’ Incident Response Incident Reporting g lusers of Technology Assets, Applications and/or Services (TAAS) for the
1R-07 Assistance Functional Equal Assistance 1RO-1L lhandiing and reporting of actual and potential cybersecurity and data 0
jprotection incidents
[See FDE for details [Mechanisms exist to maintain and make available a current and viable
1R-08 Incident Response Plan Functional Equal incident Response Plan (1RP)|  IRO-04 [ 1EEERN e e e o ko il 10
[State agencies shall assess the significance of a security incident based upon the
lbusiness impact on the affected resources and the current and potential
echnical effect ofthe incident; &.. Ioss of revenue, productiviy, access to
services, reputatior Incident Classification & IMechanisms exist to identify classes of incidents and actions to take to
IR-08-SID Incident Response Plan |35 CCs, e networks dents Tesponse plans shall be reviewed svery Functional | Intersects With Prioritization 1RO-02.4 o ire the continuation of organizational missions and business functions. s
ltwo years at a minimum
1R-09 Information Spillage  [See FDE for details Functional | Intersects With 59”5"2‘;I{ sssg:;‘:: Data | 1012 |Mechanisms exist to respond to sensitive/regulated data spills. 5
Information Spillage _[see FDE for details. Sensitive / Regulated Data IMechanisms exist to formally assign personnel or roles with responsibility for
1R-09 Functional | Intersects With | S0 Personnel | RO121 eSS ot spils 5
MA Maintenance A Functional | No Relationship N/A N/A N/A 0 [ EE? @]
See FDE for details Mechanisms exist to develop, disseminate, review & update procedures to
MA-01 Policy And Procedures Functional Subset Of Maintenance Operations | MNT-01 e O on of maintenance controls across the enterprise 10
[See FDE for details. Remote Maintenance [Mechanisms exist to require maintenance personnel to notify affected
MA-01 Policy And Procedures Functional | Intersects With e o MNT-05.2  [stakeholders when remote, non-local maintenance is planned (e.g.. 5
|date/time).
[See FDE for details. Auditing Remote [Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-01 Policy And Procedures. Functional | Intersects With M MNT-05.1 [sessions, as well as review the maintenance action performed during remote 5
Imaintenance sessions.
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of i
y y (SCRP), including policies, standards and procedures, at planned intervals or
MA-01 Policy And Procedures Functional | Intersects With | - Security, Compliance & GOV-03 ¢ Significant changes occur to ensure their continuing suitability, adequacy s
9 land effectiveness.
[See FDE for detals. publishing Securt
e o e [Mechanisms exist to establish, maintain and disseminate
y f ’ policies, standards
MA-01 Policy And Procedures Functional | Intersects With | - Compliance &Resilience | GOV-02  long procedures necessary for secure, compliant and resilient capab s
See FOE for details Mechanisms exist to conduct controlled maintenance activities throughout
MA-02 Controlled Maintenance Functional Equal Controlled Maintenance MNT-02 e X e Tachmoloy Asect. ADplcation andlor Service (TARS). 10
[See FDE for detals. IMechanisms exist to authorize, monitor and control remote, non-local
MA-04 Nonlocal Maintenance Functional | Intersects With | Remote Maintenance MNT-05 and diagnostic activities 5
[See FDE for details. Remote Maintenance [Mechanisms exist to require maintenance personnel to notify affected
MA-04 Nonlocal Maintenance Functional | Intersects With e e MNT-05.2  [stakeholders when remote, non-local maintenance is planned (e.g. 5
|date/time).
[See FDE for details. Auditing Remote [Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-04. Nonlocal Maintenance Functional | Intersects With e MNT-05.1 [sessions, as well as review the maintenance action performed during remote 5
Imaintenance sessions.
[See FDE for detals. ‘Authorized Maintenance Mecharisrs sxst 1o maintain 5 CUTent st of authorized maintenance
MA-05 Maintenance Personnel Functional Equal ool MNT-06 or personnel. 10
3 Media Protection [ Functional | No Relationship N/A N/A N/A 0 [OEEDEE? G
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of i
g y (SCRP), including policies, standards and procedures, at planned intervals or
we-0L Policy And Procedures Functional | Intersects With | - Security, Compliance & | GOV-03 |’ Sgnificant changes occur to ensure theicontinuing sutabilty, adequacy s
9 Jand effectiveness.
MP-01 Policy And Procedures | >¢¢ "D for details. Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls.| 10
[See FDE for detals. oublishing Securt
e e [Mechanisms exist to establish, maintain and disseminate
- y 3 policies, standards
MP-01 Policy And Procedures Functional | Intersects With | - Compliance & Resilience | GOV-02 lyng procedures necessary for secure, compliant and resilient capabilties. s
[See FDE for detals. IMechanisms exist to control and restrict access to digital and non-digital
MP-02 Media Access Functional | Intersects With Media Access DCH-03 [ e indlviduale 5
[See FDE for detals. Endpoint Device IMechanisms exist to facilitate the implementation of Endpoint Device
MP-02 Media Access Functional | Intersects With oM END-01  [Gech EOM) controls 5
[See FDE for detals. IMechanisms exist to securely dispose of media when it is no longer required,
MP-06 Media Sanitization Functional | Intersects With | Physical Media Disposal DCH08 | ororedures. 5
[See FDE for detals.
Mechanisms existto sanitize system media with the strength and integrity
MP-06 Media Sanitization Functional | Intersects With | System Media DCH-09 sensitivity of the information prior to 5
(isposal, release autor arganizational control or release for reuse.
MP-06 Media Sanitization | >c¢ "DE for details. Functional | Intersects with | S2Mtization efbersonal - pcyio9.3  vechanisms exist to faciltate the sanitization of Personal Data (D). 5
[See FDE for detals.
MP-06(1) Review, Approve, Track, Functional cqual System Media Sanitization | i g1 [Mechanisms exist to supervise, track, document and verify system media 10
Document, And Verify Al Documentation lsanitization and disposal actions.
[State agencies shall keep a record documenting the removal and completion of
lsanitization of media that stored confidential information with the following
information:
- date;
a N Track, | descTiption of the item(s) and serial number(s); . Media Sanitzati ech ; e @ vertt |
eview, Approve, Track, | inventory number(s); ystem Media Sanitization echanisms exist to supervise track, document and veriy system media
MP-06(1)-SID Functional | Intersects With DCH-09.1 5
Document, And Verify |« the process and sanitization tools used to remove the data or method of Documentation d disposal actions.
ldestruction; and
- the name and address of the organization the equipment was transferred to.
[See FDE for detals. IMechanisms exist to retain media and data in accordance with applicable
MP-07 Media Use Functional | Intersects With | Media & Data Retention DCH18 T Tegulatory and contractual obligations. 5
[See FDE for detals. IMechanisms exist to restrict the use of types of digital media on systems or
MP-07 Media Use Functional | Intersects With Media Use DeH0 e o mponents 5
ee FDE for details Mechanisms exist to prohibit the use of portable storage devices in
Mp-07 Media Use Functional | Intersects With | Prohibit Use Without Owner | DCH-10.2 ~ [Feiaem ese 0 el e e B Do mo identifiable owner. 5
Physical and Environmental s [ Ser )
PE ratection Functional | No Relationship NA N/A N/A o
[See FDE for details. oublishing Securt
ublishing Sscurity. IMechanisms exist to establish, maintain and disseminate pol
B X 3 policies, standards
P01 Policy And Procedures Functional | Intersects With | - Compliance &Resilience | GOV-02 ang procedures necessary for secure, compliant and resilient capabilties. s
[See FDE for details.
Physical & Environmental IMechanisms exist to facilitate the operation of physical and environmental
PE-01 Policy And Procedures Functional Subset OF Protoctions PES01 e ion Controls 10
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of '
y y (SCRP), including policies, standards and procedures, at planned intervals or
P01 Pollcy fnd Procedures Functional | Intersects With | - Security, Compliance & | GOV-03 |’ gnificant changes occur to ensure theicontinuing sutabilty, adequacy s
9 Jand effectiveness.
[The agency shall train designated employees on environmental control
g:g;fd“'es monitoring, and equipment in case of emergencies or equipment Role-Based Security, IMechanisms exist to provide role-based security, compliance and resilience-
oL 4 y related training:(1) Before authorizing access to the system or performing
PE-01-SID Policy And Procedures Functional | Intersects With | Compliance & Resilience | SaT-03  |[2Gec {RAOIT) BEore SUOTENg access 10 the e e 35 Ramanlly 5
fthereatter.
[See FDE for details. orveican trol mech e . .
y ysical access control mechanisms exist to maintain a current
PE02 Physical Access Functional Equal Prysical Access PES:02  |personnel with authorized access to organizational facilities {ex(ept For those 10
lareas within the facility officially designated as publicly accessible).
[See FDE for details. Physical access control mechanisms exist to enforce physical access
g y lauthorizations for all physical access points (including designated entry/exit
PE-03 Physical Access Control Functional | Intersects With |  Physical Access Control PES03 o facilties (exciding those areas within the faciiity officially 5
[designated as publicly accessible)
3 N [See FDE for details. y PPhysical access control mechanisms exist to monitor for, detect and respond
PE-06 Monitoring Physical Access Functional Equal Monitoring Physical Access | PES-05  [PWEICE access CoiTel hech 10
y [See FDE for details. ) lPhysical access control mechanisms generate a log entry for each access
PE-08 Visitor Access Records Functional Equal Physical Access Logs PES-03.3 L tirough controlled ingress and egress ponte. 10
[See FDE for details. [Facility security mechanisms exist to utilize and maintain automatic
. ’ lemergency lighting that activates in the event of a power outage or
PE12 Emergency Lighting Functional Equal Emergency Lighting PES-07.4 jicruption and that covers emergency exits and evacuation routes within the 10
facility.
[See FDE for details. [Facility security mechanisms exist to utilize and maintain fire suppression
PE-13 Fire Protection Functional Equal Fire Protection PES-08  [and detection devices/systems for the system that are supported by an 10
independent energy source.
[See FDE for details. Temperature & Humidity [Facility security mechanisms exist to maintain and monitor temperature and
PE-14 Environmental Controls Functional Equal ntrols PES-09  umidity levels within the facility. °
[See FDE for details. i N .
FFacility security mechanisms exist to protect systems from damage resulting
PE-15 Water Damage Protection Functional Equal Water Damage Protection | PES-07.5 [irom water leakage by providing master shutoff valves that are accessible, 10
[working properly and known to key personnel.
[See FDE for details. lPhysical security mechanisms exist to isolate information processing facilities|
PE-16 Delivery And Removal Functional Equal Delivery & Removal PES-10  [from points such as delivery and loading areas and other points to avoid 10
lunauthorized access.
See FDE for details IPhysical security exist to utilize
PE-17 Alternate Work Site Functional Equal Alternate Work Site PES L onal ancitechnical controls at alternate work sites 10
PL Planning [ Functional | No Relationship N/A NIA N/A 0 [oEREIEE Ei]
[See FDE for details.
Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
PLOL Policy And Procedures Functional Subset Of Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management lcompliance and resilience objectives,
[See FDE for details.
Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
pL-o1 Policy And Procedures Functional Subset Of Contractual Compliance CPLOLrelevant statutory, regulatory and contractual controls, 10
[See FDE for details. Technology Development & IMechanisms exist to facilitate the implementation of tailored development
PL-O1 Policy And Procedures Functional Subset Of gcy bk m" TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
lunique business needs.
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[See FDE for details. [Mechanisms exist to review the Security, Cumphan:e & Res e Program
Periodic Review & Update of] ;
§ 03 |(SCRP), including policies, standards and procedures, at planned intervals or
PL01 Policy And Procedures Functional | Intersects With | Security, Compliance & | GOv-03  [SCAP) Including pojcies, standards ad procedures, ot planied intorvals o 5
Resilience Program
Jand effectiveness.
See FDE for detalls oG secorm
g S acun [Mechanisms exist to establish, maintain and disseminate
i} ! ; . policies, standards
Lot policy And rocedures Functional | Intesects win | Complance ScRestience | Govoz e e e B Copepies 5
[The state agency information security officer reports annually on state agency Security, Compliance & [Mechanisms exist to submit status reporting of the organization's security,
PL-01-SID Policy And Procedures  [Information security program in compliance with 1 Texas Administrative Code § | - Functional | Intersects With | o Security. Complance ¢ GOV-17  fcompliance andjor resilience program to applicable statutory and/or 5
[202.23(a) and § 202.73(a). esilience Status Reporting regulatory authorities, as required.
See FDE for detalls e o bl and coordiate omation 2 .
lechanisms exist to plan and coordinate Information Assurance Program
PL-02 System Security And Privacy) Functional | Intersects with |"120/ Coordinate with Other| - 1a5.03.1 [1AP) activities with affected stakeholders before conducting such activities in 5
9 lorder to reduce the potential impact on operations.
: < o
[See FDE for details. ISecurity Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security. information on in-scope Technology Assets, Applications and/or Services
. System Security And Privacy| ; y (TAAS):(2) Reflects the current state of applied security, compliance and
PL-02 Plans Functional | Intersects With | Compliance and Resiience | 1A0-03 kesilience controls on applicable People, Processes, Technologies, Data 5
land/or Facilities (PPTDF) that are contained within the system boundary:
land(3) Provides a historical record of applied security controls, including
See FDE for detalls
Mechanisms exist to maintain network architecture diagrams that:(1) Contain|
. System Security And Privacy| Network Diagrams & Data o4 [sufficient detail to assess the security of the network's architecture:(2)
PL-02 Plans Functional | Intersects With | cjo; piagrams (DFDs) AST-04 Ipeflect the current architecture of the network environment; and(3) s
Document all sensitive/regulated data flows.
See FDE for detalls Mechanisms exist to require all employees and contractors to apply
PL-04 Rules Of Behavior Functional | Intersects With |  Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
lsecure, compliant and resilient capabilties.
See FDE for detalls IMechanisms exist to define acceptable and unacceptable rules of behavior
PL-04 Rules Of Behavior Functional | Intersects With Rules of Behavior HRS-05.1 [for the use of technologies, including consequences for unacceptable 5
avior.
[See FDE for details. [Mechanisms exist to establish usage restrictions and implementation
. y lguidance for organizational technologies based on the potential to cause
PL-04 Rules Of Behavior Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 ~[31920¢€ for oraanizasiona) technologies based on e poe e ey i e 5
maliciously.
[ATl authorized users (including, but not limited to, state agency personnel,
temporary employees, and employees of independent contractors) of the state
agency’s information resources shall formally acknowledge that they will comply
lwith the security policies and procedures of the state agency or they shall not be
ranted access to information resources. The state agency head of their Policy Famliarization & Mechanisms exist to ensurre personnel receive recurring familiarization with
PL-04-SID Rules Of Behavior  [Gctignared representative will determiné the method of acknowledgement and | Functional | Intersects with | POLY Famiiarization HRS-05.7 the organization's security, compliance and resilience policies and provide B
Ihow often this acknowledgement must be reexecuted by the user to maintain
access to state agency information resources.
See FDE for detalls
Social Media And External Social Media & Social Mechanisms exist to define rules of behavior that contain explicit restrictions
PL04(1) Site/Application Usage Functional Equal HRS-05.2 on the use of social media and networking sites, posting information on 10
Networking Restrictions
Restrictions lcommercial websites and sharing account information.
See FDE for detalls
Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
PL-10 Baseline Selection Functional Equal Ceure Baselne CFG02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
9 lthat are consistent with industry-accepted system hardening standards.
[The default baseline for an information system shall be the controls contained in
lthe Security Controls Catalog. The agency head may employ standards for the
cost.effective security of resources, and
Mechanisms exist to develop, document and maintain secure baseline
PL-10-SID Baseline Selection :t"r"’r‘\g:f\'f{‘hsa“:‘:g‘er‘sz;:é‘:;’s‘{';:;::;l‘fr“%’;f;:'e‘sac‘nsé:fuangfe’:‘{hg‘:; e MmOt | Functional | Intersects with Sgg:f"szaﬁ)‘:‘: CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 5
o oo S fthat are consistent with industry-accepted system hardening standards.
IContain at least the applicable standards ssued by the department; and/or
Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
PL10-5ID.1 Baseline Selection Functional | Intersects With 4 CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 5
Configurations
lthat are consistent with industry-accepted system hardening standards.
fare consistent with applicable federal law, policies, and guidelines Issued under
state rule, industry standards, best practices, or deemed necessary to Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
PL-10-5ID.2 Baseline Selection  [adequately protect the information held by the state agency. Functional | Intersects With PR CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) B
[that are consistent with industry-accepted system hardening standards.
Sce FDE for detalls
IMechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:(1) Mission /
PL11 Baseline Tailoring Functional Equal Baseline Tailoring CFG-02.9  |business functions;(2) Operational environment;(3) Specific threats or 10
lvulnerabilities; or(4) Other conditions or situations that could affect mission /
business success
[The agency head may employ standards for the cost-effective information
security of urces, and thin or under
lthe supervision of that state agency that are more stringent than the standards IMechanisms exist to allow baseline controls to be specialized or customized
the department prescribes under this section if the more stringent standards: by applying a defined set of tailoring actions that are specific to:(1) Mission /
PL11-SID Baseline Tailoring Functional | Intersects With Baseline Tailoring CFG-02.9  |business functions;(2) Operational environment;(3) Specific threats or B
|vulnerabilities; or(4) Other conditions or situations that could affect mission /
business success
lContain at Ieast the appiicable standards issued by the department; and/or
Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:(1) Mission /
PL-115ID.1 Baseline Tailoring Functional | Intersects With Baseline Tailoring CFG-02.9  |business functions;(2) Operational environment;(3) Specific threats or B
or(4) Other conditions or situations that could affect mission /
business success.
fare consistent with applicable federal law, policies, and guidelines ssued under
state rule, industry standards, best practices, or deemed necessary to
adequately protect the information held by the state agency Mechanisms exist to allow baseline controls to be specialized or customized
by applying a defined set of tailoring actions that are specific to:(1) Mission /
PL-11-5ID.2 Baseline Tailoring Functional | Intersects With Baseline Tailoring CFG-02.9  |business functions;(2) Operational environment;(3) Specific threats o B
lvulnerabilities; or(4) Other conditions or situations that could affect mission /
business success
PM Program Management | V/A Functional | No Relationship N/A N/A NIA 0 [ DEE? G
Information Security |0 ' 0 10" 9etalls Security, Compliance & IMechanisms exist to faciltate the implementation of security, compliance
PM-01 ram Plan Functional Subset Of | poilience Program (SCRP) | G9V-0L  [and resilience governance controls. 10
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
. Periodic Review & Update of| ;
y Information Security 03 |(SCRP), including policies, standards and procedures, at planned intervals or
PM-01 Program Plan Functional | Intersects With | - Security, Compliance & | GOV-03 i ignificant changes occur to ensure their continuing suitability, adequacy s
9 Jand effectiveness.
See FDE for detalls oG Secorm
; ublishing Security, .
Information Security " Mechanisms exist to establish, maintain and disseminate policies, standards
PM-01 Program Plan Functional | Intersects With | - Compliance & Resilience | - GOV-02 |3 procedures necessary for secure, compliant and resilient capabilities. s
Documentation
[See FDE for details. Assigned Security [Mechanisms exist to assign one or more qualified individuals with the mission|
y Information security : 04 [and resources to centrally-manage, coordinate, develop, implement and
PM-02 Program R Functional | Intersects With | Compliance & Resilience | GOV-04  |yaintain an enterprise-wide Security, Compliance & Resilience Program s
Responsibilities sy
[The Information securty Officer s harged wilh e respaneibiiies enumerated Assigned Security Mechanisms exist to assign one or more qualified individuals with the mission|
Information Security  [in Section  Government Code and 1 Texas Administrative Code : land resources to centrally-manage, coordinate, develop, implement and
PM-02-51D Program Role 20221 a9 § 20271 Functional | Intersects With | Compliance & Resilience | GOV-04  |yaintain an enterprise-wide Security, Compliance & Resilience Program s
Responsibilities RS
e FDE for detall. Security, Compliance & Mech: t to address all capital pl d investment .
. ecurity, Compliance echanisms exist to address all capital planning and investment requests,
PM-03 Information Security And Functional Equal Resilience Resource PRM-02 |including the resources needed to implement the Security, Compliance & 10
Y ‘Management Resilience Program (SCRP) and document all exceptions to this requirement.
Plan OF Action And___[5ee FDE for details Vuinerability Remediation Mechanisms exist to ensure that vulnerabilities are properly identified,
pu-04 Milestones Process Functional | Intersects With VPM-02fracked and remediated. s
See FDE for detalls mmTmum:(1) Deficlency tracking RUMDer:(2) AppIicable Securlty, compliance
landlor resilience control;(3) Description of the deficiency(ies);(4) Risk
y Plan Of Action And Capabllities Deficiency o5 [associated with the deficiency(ies);(5) Source deficienc;
PM-04 O et and Functional | Intersects With Uies Def 1A0-05 tion:(6) Temporary controls, if applicable; s
(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
lto conduct ctions:(9) Planned remedial actions to the
See FDE for detalls Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
PM.05 System Inventory Functional | Intersects With | Asset Governance ASTOL e e e e neae nageme 5
See FDE for detalls
Mechanisms exist to perform inventories of Technology Assets, Applications,
[services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
in use;(2) Identifies authorized software products, including business
PM.05 System Inventory Functional | Intersects With Asset Inventories AST-02 Justification detailsi(3) I at the level of granularity deemed necessary for 5
ltracking and reporting;(4) Includes deemed
necessary to achieve effective property ecoumabiiy; ands)ls available for
review and audit by designated organizational personnel
[Agencies shall update system inventories at Ieast every two years.
Mechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
in use;(2) Identifies authorized software products, including business
PM.05-5ID System Inventory Functional | Intersects With Asset Inventories AST:02 ustifcation details(3)Is at the leve o granularty deemed necessary for B
fracking and :(4) Includ
necessary to achieve effective property ecoumabiiy, and(s) o avbiissie ro
review and audit by designated organizational personnel
See FDE for detalls o o cotabe ana ma IR
lechanisms exist to establish and maintain a current inventory of a
PM-05(1) Inventory of Personally Functional | Intersects with | "Mventory “{Pr;;'s""a‘ Data | prios.5  fTechnology Assets, Applications and/or Services (TAAS) that collect, receive, 5
rocess, store, transmit, share, update and/or dispose Personal Data (PD)
Inventory of Personally |See FDE for details. T Date Tr [Automated me:hamsms exist to determine if Personal Data (PD) is
PM-05(1) s Functional | Intersects With | Inventory Automation PRI-05.6 nechanisms exist 5
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[See FDE for details. [Mechanisms exist to assign one or more quahﬁed individuals with the mission|
Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
PM-06 Measures Of Performance Functionsl | ntersects with | Compliance & Resilence | GOV-04 o AR 0 e ROt e L R K nce rogram 5
P (SCRP).
[See FDE for details [Mechanisms exist to develop, report and monitor Security, Compliance &
PM-06 Measures Of Performance Functional | Intersects With | Measures of Performance | GOV-05  [RECTaNETIS @it 0 Sevaob, [ehort afc Tortior Sec 5
[See FDE for details. [Mechanisms exist to develop an enterprise architecture, aligned with
’ Alignment With Enterprise ’ industry-recognized leading practices, with consideration for security,
pM-07 Enterprise Architecture Functional | Intersects With Architectur SEA02 |compliance and resilience principles that addresses risk to organizational s
loperations, assets, individuals and other organizations.
0o Risk Management Strategy | 25¢ FDE for details. Fanctional Equal sk Management Program | Rok.o1 _[1echanims exs fo failtate e Implementation of strategic, operational 0
[See FDE for details Information Assurance (IA) Mechanisms exit o facitate the mplementation of securty, compiince
PM-10 Authorization Process Functional Equal orations 1no-01  [Mechanisms e ol 10
[See FDE for details
IMechanisms exist to define business processes with consideration for
Jsecurity, compliance and resilience that determines:(1) The resulting risk to
Mission and Business lorganizational operations, assets, individuals and other organizations; and(2)
PM-11 Process Definition Functional Equal Business Process Definition |  PRM-06 rotection needs arising from the defined business processes 10
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
See FDE for details. Personal Data (PD) Control
. Testing, Training, And y IMechanisms exist to conduct testing, training and monitoring activities for
PM-14 Sontonng Functional | Intersects With esting, Training & PRI0B [ D) Sentroln 5
onitoring
See FDE for details. Security, Compliance &
. Testing, Training, And . y IMechaniams exis o provide a secury, compliance and resilence cantrls
P14 Wonitoring Fonctonal | ntersects Wi | esilence Controls | CPL02 0 o T the rgamzation's evecutve leadersh s
See FDE for details.
IMechanisms exist to implement a threat intelligence program that includes a
. Security And Privacy Groups| g lcross-organization information-sharing capability that can influence the
PM-15 And Associations Functional | Intersects With | Threat Intelligence Program | THR-01 3o eiopment of the system and security architectures, selection of security s
lsolutions, monitoring, threat hunting, response and recovery activities.
See FDE for details.
Mechanisms exist to establish contact with selected groups and associations
|within the security, compliance and resilience communities to:(1) Facilitate
; longoing cybersecurity and data protection education and training for
PM-15 Security And Privacy Groups Functional | Intersects with | COMACtS W Groups & | Gov.07  Jorganizational personnel;(2) Maintain currency with recommended B
lcybersecurity and data protection practices, techniques and technologie:
land(3) Share current cybersecurity and/or data protection-related
information including threats, vulnerabilities and incidents.
See FDE for details.
Mechanisms exist o implement 3 threat nteligence program that includes a
. g lcross-organization information-sharing capability that can influence t
PM-16 Threat Awareness Program Functional | Intersects With | Threat Intelligence Program | THR-01 |G 0 o oo g o e eerection of Semmy 5
lsolutions, monitoring, threat hunting, response and recovery acti
Personally Identifiable  [See FDE for details. Mechamsms exist to manage the quality, utility, objectivity, mtegmy and
PM-22 Information Quality Functional | Intersects With | Data Quality Management | PRI-10 of ata across 5
Management he iformation wem/de.
[See FDE for details. [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
Personally Identifiable
[Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
PM-22 Information Quality Functional | Intersects With | Data Quality Operations | ~ DCH-22 o eoughout the inforrmation 5
lanagement
lifecycle.
3 Personnel Security | V/A Functional | No Relationship N/A N/A N/A 0 [oEEEEEr G
See FDE for details. oublehing Securt
e e [Mechanisms exist to establish, maintain and disseminate
g g ’ 3 policies, standards.
Ps-01 Policy And Procedures. Functional | ntersects Witn | Compliance & Resifience | G0v-02 - q e 0t e e ot and resiient capabiies 5
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of] '
y ’ (SCRP), including policies, standards and procedures, at planned intervals or
ps-01 Policy And Procedures Functional | Intersects With | - Security, Compliance & GOV-03 ¢ Significant changes occur to ensure their continuing suitability, adequacy s
9 land effectiveness.
01 Policy And Procedures _|7%€ FDE for details Fanctional Subset of | Fuman Resources Securit [ 1pg o1 [Mecharsms exist to facltate the Implementation f persannel securtty 0
See FDE for details. Cometency .
ompetency Requirements Mechanisms exist to ensure that all security-rel
g . ° . y-related positons are saffed by
Ps-02 Position Risk Designation Functional | Intersects Wit |~ for Securiy-Related HRS-03.2 [ tusls siho have the necessary skl s 5
[See FDE for details. [Mechanisms exist to manage personnel security risk by assigning a risk
Ps-02 Position Risk Designation Functional | Intersects With | Position Categorization HRS-02  [designation to all positions and establishing screening criteria for individuals 5
flling those positions.
See FDE for details. Mechanisms exist to manage personnel security risk by screening individuals
P03 Personnel Screening Functional Equal Personnel Screening HRS-08 e o ing aten: 10
PS-04 Personnel Termination |>¢¢ FDE for details. Functional Equal Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 10
[User access authorization shall be appropriately modified of removed when the
luser's employment or job responsibilities within the state agency change: IMechanisms exist to proactively govern the following personnel management
oa Onboarding, Transferring & y lactions:(1) Onboarding new personnel (e.g., new hires);(2) Transferring
Ps-04-51D Personnel Termination Functional Subset Of Offboarding Personnel | HRS-1:1 " lpersonnel into new roles within the organization; and(3) Offboarding 10
personnel (e.g., termination of employment
See FDE for details.
IMechanisms exist to adjust logical and physical access authorizations to
P5-05 Personnel Transfer Functional Equal Personnel Transfer HRS-08  [Technology Assets, Applications and/or Services (TAAS) and facilities upon 10
personnel reassignment or transfer, in a timely manner.
[User access authorization shall be appropriately modified of removed when the
luser's employment or job responsibilities within the state agency change: IMechanisms exist to proactively govern the following personnel management
05, Onboarding, Transferring & y lactions:(1) Onboarding new personnel (e.g., new hires);(2) Transferring
Ps-05-51D Personnel Transfer Functional Subset Of Offboarding Personnel | HRS-1:1 " lpersonnel into new roles within the organization; and(3) Offboarding 10
personnel (e.g., termination of employment
[See FDE for details. exist to require (NDAS) or similar
P5-06 Access Agreements Functional | Intersects With | C HRS-06.1 that reflect the needs to protect data and 5
loperational details, or both employees and third-parties.
See FDE for details. [Mechanisms exist to require internal and third-party users to sign
PS-06 Access Agreements Functional | Intersects With | Access Agreements RS 06 e o s agrcaments prior 16 boing arantes seeess 5
[See FDE for details. [Mechanisms exist to govern third-party personnel by reviewing and
Ps-07 External Personnel Security Functional Equal Third-Party Personnel HRS-10  [monitoring third-party security, compliance and/or resilience roles and 10
responsibilities.
See FDE for details. Mechanisms exist to sanction personnel failing to comply with estabiished
Ps-08 Personnel Sanctions Functional Equal Personnel Sanctions HRS-07 e e tamaarda ot procoaunes 10
500 position Descriptions |02 FOE 107 detais Fanctional Equal Defined Roles & ARs.03 [echanisms exit Lo deine cybersecurty fales & responsiities oral 0
RA Risk Assessment. [ Functional | No Relationship N/A N/A NIA 0 NclppiicabigisChcontcl
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of] .
’ ’ (SCRP), including policies, standards and procedures, at planned intervals or
Re0L Folicy And Procedures Functionsl | Intersects Witn ||~ Securty, Complince & | GOV:03 | Sgfificant changes occur to ensure thelcantinuing sutabilty, adeaucy s
9 effectiveness.
See FDE for details. Mechanisms exist to facilitate the implementation of strategic, operational
RA01 Policy And Procedures Functional Subset Of | Risk Management Program | Rsk.01  [NCRaiems ex (o Tacliae the (opl 10
See FDE for details. rubehing Securt
ublishing Security, .
IMechanisms exist to establish, maintain and disseminate policies, standards
RA-01 Policy And Procedures Functional | Intersects With | Compliance & Resiience | GOV-02  [FehenieThs @it fo ssraioh malialt ans diseninae polcies, Staneer 5
Documentation
[See FDE for details.
IMechanisms exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
y Risk-Based Security y lcontractual obligations that:(1) Document the security categorization results
RA-02 Security Categorization Functional Equal Categorization RSK02 " including supporting rationale) in the security plan for systems; and(2) 10
[Ensure the security categorization decision is reviewed and approved by the
lasset owner
State agencies are responsible for identifying and defining all information
classification categories except the Confidential Information category, as defined ech . dote and assets ’ . .
02 lby 1 Texas Administrative Code Chapter 202, Subchapter A, and establishing the ’ lechanisms exist to ensure data and assets are categorized in accordance
RA-02-SID Security Categorization 0% 1 Texas Administrative C Functional | Intersects With | Data & Asset Classification |  DCH-02 ~ [WECIRTEmS Sxistto esure dei8 o oesee bre e mente 5
[See FDE for details.
Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications and/or
RA-03 Risk Assessment Functional | Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 5
Resilience Controls land/or resilience policies and standards.
See FDE for details.
IMechanisms exist to conduct recurring assessments of risk that includes the
likelinood and magnitude of harm, from unauthorized access, use, disclosure,
RA-03 Risk Assessment Functional | Intersects With Risk Assessment RSk 04 oaihcation or dectruction of the orannisations Tocheoiony 5
|Assets, Applications, Services and/or Data (TAASD).
[The state agency shall perform and document risk assessments and make and
ldocument risk management decisions in compliance with 1 Texas Administrative IMechanisms exist to conduct recurring assessments of risk that includes the
03 (Code § 202.25, § 202.27, § 202.75, and § 202.77. y likelinood and magnitude of harm, from unauthorized access, use, disclosure,
RA-03-SID Risk Assessment Functional | Intersects With Risk Assessment RSk 04 onihcation or dectruction of the oronisations Tocheoiony 5
|Assets, Applications, Services and/or Data (TAASD).
[See FDE for details.
R-0302) Supply Chain Risk ! Functional cqual Supply Chain Risk Rsk.00.1  |Mechanisms exist to periodically assess supply chain risks associated with 0
Assessment o ‘Assessment -1 [Technology Assets, Applications and/or Services (TAAS).
y [Vunerability Monitoring And|See FDE for details. ) Mechanisms exist to detect vulnerabilities and configuration errors by routine|
RA-05 oing Functional | Intersects With |  Vulnerability Scanning VPM-06 e ol yatamms and Soplications 5
RA05 Vulnerabillty Monitoring AndiSee FDE for detalls Functional | Intersects With | Update Tool Capability | VPM-06.1  [Mechanisms exist to update vulnerability scanning tools 5
Monitoring And|1ie SLate organization scans for vulnerabllities in the information system at least IMechanisms exist to detect vulnerabilities and configuration errors by routine
05 when significant new vulnerabilities potentially affecting the system X
RA-05-SID & ing annualy o when signifcan P y g the sy: Functional | Intersects With |  Vulnerability Scanning BM06 e raning of systome and applieatione 5
RA-05(2) Update Vulnerabilities To Be|See FDE for detalls Functional | Intersects With | Update Tool Capability | VPM-06.1  [Mechanisms exist to update vulnerability scanning tools 5
See FDE for details.
IMechanisms exist to establish a Vulnerability Disclosure Program (VDP) to
’ Vulnerability Disclosure g lassist with the secure development and maintenance of Technology Assets,
Ra-05(11) Public Disclosure Program Functional Equal Program (VDP) THR-06 |applications and/or Services (TAAS) that receives unsolicited input from the 10
lpublic about vulnerabilties in organizational TAAS.
[See FDE for details. IMechanisms exist to ensure proper risk response actions were performed to
RA07 Risk Response Functional Equal Risk Response RSK-06.1  |remediate findings from security, compliance and/or resilience-related:(1) 10
) Audits; and/or(3) Incidents.

Secure Controls Framework (SCF)

70f9



Set Theory Relationship Mapping (STRM)

Texas Department of Information Resources Version 2.2

STRM
ional

SCF Control

Secure Conlmls Framework [G5)
ntrol Descri

Version 2026.1_x000a_03/27/2026

Strength of
Relationship

sa System and Services VA Functional | No Relationship e m o g INo applicable SCF control
cquisition
See FDE for detalls oubtehing Securt
ublishing Security, IMechanisms exist to establish, maintain and disseminate
’ ! ’ 3 policies, standards.
SA0L Policy And Procedures Functional | Intersects With | - Compliance &Resilience | GOV-02 |on procedures necessary for secure, compliant and resilient capabilties. s
See FDE for detalls Mechanisms exist to facilitate the implementation of tailored development
5A-01 Policy And Procedures Functional Subsetof | Technology Development & pa01  fand acquisition strategies, contract tools and procurement methods to meet 10
a lunique business needs.
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of] i
' 03 |(SCRP), including policies, standards and procedures, at planned intervals or
SA-01 Policy And Procedures Functional | ntersects With | Security, Compliance & BOV-03 e P ecur ta e thetr comtinuing auntabi o 5
9 Jand effectiveness.
[See FDE for details, o [Mechanisms exist to develop applications based on Secure Software
sA-01 Policy And Procedures Functional | Intersects With | Development Practices TOA06 e hracticos (<Shp) B
See FDE for detalls
IMechanisms exist to identify and allocate resources for management,
SA-02 Allocation Of Resources Functional Equal Allocation of Resources PRM-03  [operational, technical and data protection requirements within business 10
lprocess planning for projects / initiatives.
System Development Life [5ee FDE for details Technology Lifecycle [Mechanisms exist to manage the usable lifecycles of Technology Assets,
sA-03 Functional | Intersects With AT L e andior sorvices (TAr) 5
See FDE for details. ech o ramges to Tecmolony Aseets. Aopticat
echanisms exist to ensure changes to Technology Assets, Applications
sA03 System Development Life Functional | Intersects with | SeU1e DEYEIoPmEnt Life | prm-07  [andjor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
¥ 9 |controlled through formal change control procedures.
[See FDE for details. Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product lApplications and/or Services (TAAS) in such a way that risk-based technical
SA-04 Acquisition Process Functional | Intersects With MVP) Security TDA02 fand functional specifications ensure Minimum Viable Product (MVP) criteria 5
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats
SA-04 Acquisition Process [>¢ FDE for details. Functional | Intersects With | Thirc-Party Management |  Tpm-01 [fechanisms exist to facilitate the implementation of third-party 5
[See FDE for details. Mechanisms exist to facilitate the implementation of tailored development
5A-04 Acquisition Process Functional | Intersects With | TecNnOIo9 Development & rpa.61  lang acquisition strategies, contract tools and procurement methods to meet 5
a lunique business needs.
See FDE for details. e o contral chamges & oy subptere. taking e
; | echanisms exist to control changes to services by suppliers, taking into
5A-04 Acquisition Process Functional | Intersects With [Mana0ing Changes ToThird:|  1py.15 laccount the criticality of business Technology Assets, Applications, Services 5
Y land/or Data (TAASD) that are in scope by the third-party.
[Each state agency entering into of renewing a contract with a vendor authorized
lto access, transmit, use, or store data for the agency shall include a provision in
lthe contract requiring the vendor to meet the security controls the agency i
determines are proportionate with the agency-s risk under the contract based on Adequate Security for Mechanisms exist to protect sensitive/regulated data that s collected,
5A-04-SID Acquisition Process ‘ Functional | Intersects With | Sensitive / Regulated Data | 1A0-03.2  |developed, received, transmitted, used or stored in support of the 5
lthe sensitivity of the agency's data. The vendor must periodically provide to the e L eguated X! e, rane
lagency evidence that the vendor meets the security controls required under the PP P
lcontract.
See FDE for details.
IMechanisms exist to obtain, protect and distribute administrator
Technology Assets, Applications and/or Services (TAAS)
. Documentation fthat describe:(1) Secure configuration, installation and operation of the TAAS;|
SA0S System Documentation Functional | Intersects With Requirements TOAD4 |5} Effective use and maintenance of security features/functions; and(3) s
Known regarding and use of (eg.,
privileged) functions.
See FDE for details.
IMechanisms exist to determine security, compliance and resilience control
’ y lapplicability by identifying, assigning and documenting the appropriate asset
SA-05 System Documentation Functional | Intersects With | Asset Scope Classification | AST-04.1 00 Ca0 Y o g, e e e s oy Sorvices 5
(TAAS) and personnel (internal and third-parties)
See FDE for details. e o develon. ©and it et
echanisms exist to develop, document and maintain secure baseline
sa08 e ot Functional | Intersects With Secure Bascline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) B
9 Pl 9 lthat are consistent with industry-accepted system hardening standards.
See FDE for details.
IMechanisms exist to facilitate the implementation of industry-recognized
’ Security And Privacy Secure Engineering ’ lsecurity, compliance and resilience practices in the specification, design,
SA-08 Engineering Principles Functional | Intersects With Principles SEA-0L and of Technology Assets, 5
|Applications and/or Services (TAAS)
[See FDE for details. Mechanisms exist to mitigate the risks associated with third-party access to
5A-09 External System Services Functional Equal Third-Party Services TPM-04 the organization's Technology Assets, Applications, Services and/or Data 10
(TAASD).
information resources assigned from or shared between one state agency to
lanother or from or between a state agency to a contractor or other third party Adequate Security for Mechanisms exist to protect sensitive/regulated data that is collected,
5A-09-5ID External System Services |<hall be protected in accordance with the conditions imposed by the providing Functional | Intersects With | Sensitive / Regulated Data |  1A0-03.2  [developed, received, transmitted, used or stored in support of the B
State agency at a minimum. In Support of Contracts lperformance of a contract.
— [Gee FDE for details. IMechanisms exist to require system developers and integrators to perform
sA-10 Developer Configuration Functional Equal Developer Configuration | 1pa-14  fconfiguration management during system design, development, 10
9f 9f implementation and operation.
See FDE for details.
Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement
Developer Testing And Security, Compliance & la Security Testing and Evaluation (ST&E) plan, or similar capability;(2)
sA-11 Functional Equal ence Testing TDA-09 10
valuation Throughek Developent implement a verifiable flaw remediation process to correct weaknesses and
|deficiencies identified during the control testing and evaluation process;
land(3) Document the resuits,
See FDE for details.
Mechanisms exist to prevent unsupported Technology Assets, Applications
land/or Services (TAAS) by:(1) Removing and/or replacing TAAS when support
Unsupported Technology
a2 Unsupported System Functonal | nersects ith | Asset, Appcations andjor |  ToA-L7 %€ components s no longer avaavlefrom the Geveloper. vendor of s
Services (TAAS) lhe continued uSe of Unsupported TAAS required to satisfy mission/business
[See FDE for details. [Mechanisms exist to provide in-house support or contract external providers
sA-22 Unsupported System Functional | Intersects with | Alernate Sources for TDA-17.1  [for support with unsupported Technology Assets, Applications and/or 5
Components Continued Support
[services (TAAS)
system and IN/A No applicable SCF control
sc Commuoiem 30 ection Functional | No Relationship N/A NA NIA 0
See FDE for details. sublshing Securt
e e [Mechanisms exist to establish, maintain and disseminate
y y 3 policies, standards
sco1 Policy And Procedures Functional | Intersects with | Compllance & Resilence | GOV-02 e O e and resent capapities B
ocumentation
See FDE for details. Network Security Controls Mechanisms exist to develop, govern & update procedures to facilitate the
sco1 Policy And Procedures Functional Subset Of (NSC) NET-01 limplementation of Network Security Controls (NSC) 0
See FDE for details.
IMechanisms exist to facilitate the implementation of industry-recognized
y Secure Engineering ’ security, compliance and resilence practices In the specification, design.
sc01 Policy And Procedures Functional Subset Of e inciies SEA-OL ooty Assere, 10
premtons andlor Senvices (ARG
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of] '
sc-01 Policy And Procedures Functional | Intersects With | Security, Compliance & Gov-o3  [(SCRP). including policies, standards and procedures, at planned intervals or 5
e peogtam if significant changes occur to ensure their continuing suitability, adequacy
Jand effectiveness.
See FDE for details.
IMechanisms exist to control resource utilization of Technology Assets,
5C-05 Denial Of Service Protection Functional | Intersects With Resource Priority CAP-02  [Applications and/or Services (TAAS) that are susceptible to Denial of Service 5
(DoS) attacks to limit and prioritize the use of resources.
[See FDE for details. Mechamsms exist to conduct capacity planning so ma( necessary capacity
5C-05 Denial Of Service Protection Functional | Intersects With Capacity Planning cAP-03 rocessing, 5
[ exist uring contingency operations.
[See FDE for details. ca am & Performance [Mechanisms exist to facilitate the implementation of capacity management
sC-05 Denial Of Service Protection Functional | Intersects Wit | PG & Peron CAP-01  [controls to ensure optimal system performance to meet expected and 5
Janticipated future capacity requirements.
See FDE for details. Denial of Service (DoS) [Automated mechanisms exist to protect against or imit the effects of denial
5C-05 Denial Of Service Protection Functional | Intersects With leiiin NET-02.1  [Atomated mech: 5
ee FOE for details IMechanisms exist to monitor and control communications at the external
sc-07 Boundary Prote Functional | Intersects With |  Boundary Protection NET03 e tary o ot Koy mkoral Bt retarios wiahin tha otar 5
N Ny See FDE for details. N
sc-08 Transmission Confidentiality| Functional | Intersects With |T c crv-03  [C1 exist to protect the of data being B
And Integrity
Transmission Confidentiality[*®¢ "¢ 1" detalls [Cryptographic mechanisms exist to protect the integrity of data being
sc-08 e mtsanty Functional | Intersects With |  Transmission Integrity CRy-0a  [CTYPrograpt B
N Ny (Confidential information that is transmitted over a public network (e..: the N
5C.08.5ID Tfansmizlé’qnf:;:ge"l'a"w internet) must be encrypted with, at minimum a 128-bit encryption algorithm. Functional | Intersects With |T S crv-03 | exist to protect the of data being 5
Cryptographic Key  [See FDE for details. Public Key Infrastructure [Mechanisms exist to securely implement an internal Public Key Infrastructure
sc12 Establishment And Functional | Intersects With gLy CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 5
Management provider.
sc1s Cryntographic Protection |[56€ FDE for detall. Functional | Intersects With | Encrypting Data At Rest | CRY-05_[CIYPLOGraprIc mecharisis exit o prevent unauthorized disclosure of ata 5
ee FDE for details Export-Controlled IMechanisms exist to address the exporting of cryptographic technologies in
sc3 Cryptographic Protection Functional | Intersects With Cryptography CRY-0L2 | ompliance with relevant statutory and regulatory requirements. s
See FDE for detais se of Coyprographic Mechanisms exist to facitate the implementation of cryptographic
sc-13 Cryptographic Protection Functional Intersects With r‘”’mlg P! CRY-01 |protections controls using known public standards and trusted cryptographic 5
jtechnologies
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[Encryption requirements for information storage devices and data transmissions,
s well as specific requirements for portable devices, removable media, an
lencryption key standards and management shall be based on documented state
organization risk management decisions.
(Confidential information that is transmitted over a public network (e.g., the
Iinternet) must be encrypted.
Confidential information stored in a public location that is directly accessible
without compensating controls in place (e.g.. FTP without access control) must
be encrypted
(Confidential information must be encrypted if copied to, or stored on, a portable Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
5C-13-5ID Cryptographic Protection |[computing device, removable media, or a non-state organization owne Functional | Intersects With e CRY-01 |protections controls using known public standards and trusted cryptographic B
computing device: ltechnologies
[The minimum algorithm strength for protecting confidential information is a 128-
bit encryption algorithm, subject to state organization risk management
decisions justified and documented in accordance with 1 Texas Administrative
(Code § 202.21(c) and § 202.71(c) and 1 Texas Administrative Code § 202.25 and
15202.75.
See FDE for detalls
. . IMechanisms exist to unplug o prohibit the remote activation of collaborative
sc15 SoNlaborative Computing Functional | Intersects with | Cellaborative Computing END-14  |computing devices with the following exceptions:(1) Networked whiteboards; 5
Pe (2) Video teleconference cameras; and(3) Teleconference microphones.
Secure Name/Address  (See FDE for details. [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
5C-20 Resolution Service Functional | Intersects with [2OMain Name Service (ONS)  Ngr10 designed. implemented and managed to protect the security of name / 5
(Authoritative Source) Jaddress resolution
See FDE for detalls
Secure Name/Address Secure Name / Address Mechanisms exit o perform data orign authertication and data Itegrity
sez1 (Recursive Or Cachin Functional Equal (Recursive or Cathin NET-102  |verification on the Domain Name Service (DNS) resolution responses. 10
9 9 Ireceived from authoritative sources when requested by client systems.
solver) ver)
See FDE for detalls
frchitecture And Architecture & Provisioning IMechanisms exist to ensure systems that collectively provide Domain Name
sc22 Functional Equal for Name / Address NET-10.1  [Service (DNS) resolution service are fault-tolerant and implement 10
Name/Address Resolution
d Resolution Service internal/external role separation.
ervice
See FDE for detalls Mechanisms exist to implement a separate execution domain for each
sc39 Process Isolation Functional Equal Process Isolation sea0s  [lechaneTe X 10
si System and Information |See FDE for details. Functional | No Relationship N/A N/A N/A 0
ntegrity
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| ;
¥ 03 |(SCRP), including policies, standards and procedures, at planned intervals or
svo1 Palicy And Procedures Functional | Inersects with |- Securty, Complance & | G0V-03 G e Sttty sdeauacy s
9 Jand effectiveness.
See FDE for detalls
Mechanisms exist to facilitate the implementation of industry-recognized
y Secure Engineering o1 |security, compliance and resilience practices in the specification, design,
si-o1 Policy And Procedures Functional Subset Of s SEA-01 ene PtV 10
|Applications and/or Services (TAAS).
See FDE for detalls oG Secorm
e e Iechanisms exist to estabish, maintain and dsseminate polices standards
si01 Policy And Procedures Functional | Itersects with | Compllance & Resilence | Gov-02  LIELa0 TR B8 e ond reslon capi B
[See FDE for details. Vulnerability & Patch
. Mechanisms exist to facilitate the implementation and monitoring of
5102 Flaw Remediation Functional | Intersects With |  Management Program RO o oot el 5
See FDE for details Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
s-02 Flaw Remediation Functional | Intersects With Patching VPM-05 |csets, Applications and/or Services (TAAS), including firmware. s
See FDE for detalls Automatic Antimalware [Automated exist to update including
si-02 Flaw Remediation Functional | Intersects with | “Ygomatie Anmana END-04.1 et e B
See FDE for details Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
5103 Malicious Code Protection Functional | Intersects With g P05 O e antor Sommione (AR g Saposed B
[See FDE for details. Vulnerability & Patch
Mechanisms exist to facilitate the implementation and monitoring of
5103 Malicious Code Protection Functional | Intersects With |  Management Program PO o ment el B
See FOE for details Malicious Code Protection exist to utilize technologies to detect and eradicate
u nologi i
5103 Malicious Code Protection Functional | Intersects With s END-04  [echanisms ex 5
See FDE for detalls Heuristic / Nonsignature- Mechanisms exist to utilize heuristic / nonsignature-based antimaiware
s1-03 Malicious Code Protection Functional | Intersects With e bonsignat END-04.4 e e o 5
Sce FDE for detalls
Satequarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
5103 Malicious Code Protection Functional | Intersects With O Ntwarks NET-12 fsecurity protocols to safeguard sensitive/regulated data during transmission 5
lover open, public networks.
Sce FDE for detalls ‘Automatic Antimalware [Automated exist to update including
s1-03 Malicious Code Protection Functional | Intersects with | A/gomate Anmana END-04.1 e e 5
Sce FDE for detalls
s1-03 Malicious Code Protection Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5
s1-04 System Monitoring | ¢ FDE for details. Functional | Intersects With Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
[See FDE for details. Mechamsms exist to utilize a Security Incident Event Manager (SIEM), or
5104 System Monitoring Functional | Intersects with | Ceptralized Collection of |y tomated tool, to support the centralized collection of security- B
Y 9 relaled event logs.
See FDE for detalls oy otoaramnic mecn o orement ot P
ryptographic mechanisms exist to implement strong cryptography an
s1-04 System Monitoring Functional | Intersects with | S°Teguerdiig Dote OVer | Ngr.12  fsecurity protocols to safeguard sensitive/reguiated data during transmission B
lover open, public networks.
See FDE for detalls Mechanisms exist to facilitate the implementation of enterprise-wide
si-04 System Monitoring Functional | Intersects With |  Continuous Monitoring MON-01  [Ilechaniems exis to 5
P See FDE for detalls
5105 Security Alerts, Advisortes. Functional | Intersects With |  Input Data Validation TDA18  [Mechanisms exist to check the validity of information inputs. B
[See FDE for detalls. [Mechanisms exist to maintain situational awareness of vulnerabilities and
y Security Alerts, Advisories, 03 |evolving threats by leveraging the knowledge of attacker tactics, techniques
s105 d Directives Functional | Intersects With | Threat Intelligence Feeds | THR-03 |, procedures to facilitate the implementation of preventative and s
lcompensating controls.
See FDE for detalls e votoarammic mecn o oement ot P
. ryptographic mechanisms exist to implement strong cryptography an
5105 Security Alerts, Advisories. Functional | Intersects With | S3feguarding bata Over NET-12  [security protocols to safeguard sensitive/regulated data during transmission B
P lover open, public networks.
[See FDE for details. [Mechanisms exist to utilize anti-phishing and spam protection technologies
S1-08 Spam Protect Functional Equal Phishing & Spam Protection|  END-08  [to detect and take action on unsolicited messages transported by electronic 10
mail.
See FDE for detalls o votoaranmic moch o orement ot P
ryptographic mechanisms exist to implement strong cryptography an
s1-10 Information Input Validation Functional | Intersects With | S3feguarding bata Over NET-12  [security protocols to safeguar ive/regulated data during transmission 5
P lover open, public networks.
si-10 Information Input Validation [>¢® FDE for details. Functional | Intersects With |  Input Data Validation TDA-18  [Mechanisms exist to check the validity of information inputs. 5
Information Management [0 "OF 10" details Mechanisms exist to retain media and data in accordance with applicable
sz And Retention Functional | Intersects With | - Media & Data Retention | DCH-18 (-t ytory, regulatory and contractual obligations. s
See FDE for detalls
Mechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
lan organization-defined time period to fulfll the purpose(s) identified in the
3 Information Management Personal Data (PD) y Inotice or as required by law;(2) Dispose of, destroys, erases, andjor
Sk12 d Retention Functional | Intersects With | potention & Disposal PRI05 | onymizes the PD, regardless of the method of storage; and(3) Use 5
organization-defined techniques or methods o ensure secure deleton or
ldestruction of PD (including originals, copies and archived records).
SR Supply Chain Risk  IN/A Functional | No Relationship N/A N/A N/A 0 NclppiicabiEisCRcontl
[See FDE for details. [Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| .
' 03 |(SCRP), including policies, standards and procedures, at planned intervals or
sro1 Policy And Procedures Functional | Intersects With | Security, Compliance & | GOV-03 i GeT i i Grantes oecu to ansure thel continuing sutabity, adeauacy s
9 land effectiveness.
See FDE for detalls oo Secort
ublishing Security, ’
Mechanisms exist to establish, maintain and disseminate policies, standards
SR-01 Policy And Procedures Functional | Intersects With | Compliance & Resiience | GOV-02  [IeChanisms exist o estoblen, maintaln ond leseminate polices. Stander B
Documentation
SR-01 Policy And Procedures  |>°¢ FDE for details. Functional Subset Of Third-Party Management TPM-01  [Mechanisms exist :Z\?Umam he implementation of third-party 10
See FDE for detalls
IMechanisms exist to develop a plan for Supply Chain Risk Management
(SCRM) associated with the development, acquisition, maintenance and
SR-02 ok Functional | Intersects With |, SUPPY Chalt lisk. 1 Rsk-09  |disposal of Technology Assets, Applications andjor Services (TAAS), including 5
9 9 ldocumenting selected mitigating actions and monitoring performance
lagainst those plans.
See FDE for detalls
IMechanisms exist to:(1) Evaluate security risks and threats associated with
g Supply Chain Risk Supply Chain Risk 03 [Technology Assets, Applications and/or Services (TAAS) supply chains; and(2)
SR-02 Management Plan Functional | Intersects With | oo sement (SCRM) TPM-03  {rake appropriate remediation actions to minimize the organization's s
lexposure to those risks and threats, as necessary.
See FDE for detalls
Sro3 Supply Chain Controls And ! Functional caual Processes To Address | oy 003 Mechanisms exist to address identified weaknesses or deficiencies in the 1
Processes Al Weaknesses or Deficiencies lsecurity of the supply chain
[See FDE for detalls. . IMechanisms exist to utiize tailored acquisition strategies, contract tools and
SR-05 Acauisition Strategics. Functional | Intersects with |ACauisition Strategies, Tools|  py g3 1 |orocurement methods for the purchase of unique Technology Assets, 5
. [Applications and/or Services (TAAS).
See FDE for detalls
Mechanisms exist to compel External Service Providers (ESPs) to provide
g ) Security Compromise y Inotification of actual or potential compromises in the supply chain that can
SR-08 Notification Agreements Functional Equal Notification Agreements | 70> lpotentially affect or have adversely affected Technology Assets, Applications 10
landfor Services (TAAS) that the organization utilizes
See FDE for detalls - -
Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
sr-12 Component Disposal Functional | Intersects With | Destruction or Re-Use of | AST-09  [components using organization-defined techniques and methods to prevent B
information being recovered from these components.
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