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Not Affected

Chapter 545 Cybersecurity Program _|N/A Functional _| No NA N/A NA INo applicable SCF control
542.001 Definitions in this chapter: Functional | No Relationship NA N/A NA INo applicable SCF control
"Breach of system security” has the meaning assigned by Section 521,053, Mechanisms exist to standardize technology and process terminology o
542.001(1) NA Functional | Intersects With | Standardized Terminology | SEA02.1 [ 1acite contucion amongst oroups and departments.
"Exemplary damages" has the meaning assigned by Section 41.001, Givil Mechanisms exist to standardize technology and process terminology to
542.001(2) NA o R e e Functional | Intersects With | Standardized Terminology | SEA-02.1 [1cita contucion amongst 6roups and departments.
"Personal identifying information” and “sensitive _personal information” have Mechanisms exist to standardize technology and process terminology to
542.001(3) N/A lthe meanings assigned by Section 521.002. Functional | Intersects With | Standardized Terminology | SEA-02.1 |race confusion amongst groups and departments,
[This chapter applies only to a business entity in this state that: Mechanisms exist to document and validate the scope of security,
§ lcompliance and resilience controls that are determined to meet statutory,
542,002 Applicability of Chapter Functional | Intersects With Compliance Scope CPLO1.2 |raguiatory andfor contractual compliance obligations.
lhas fewer than 250 employees; and Mechanisms exist to document and validate the scope of security,
ploy D
§ lcompliance and resilience controls that are determined to meet statutory,
542.002(1) NA Functional | Intersects With Compliance Scope CPLO1.2 |raguiatory andfor contractual compliance obligations.
lowns or licenses computerized data that includes sensifive personal information Mechanisms exist to document and validate the scope of security,
§ complance and resiliance contrals that are determined to meet tatutory,
542.002(2) NA Functional | Intersects With Compliance Scope CPLO1.2  |reguiatory andfor contractual compliance obligations.
Notwithstanding any other law, in an action arising from a breach of system
securiy, a person harmed 35 3 result ofthe breach may ot recover exemplary
Cybersecurity Program Safe|damages fr usiness entity to which this chapter applies if the entity
542.003 Harbor: Exemplary demunstrales that at the time of the breach the entity implemented and Functional | No Relationship NA NA NA INo applicable SCF control
Damages Prohibited program in compliance with Section 542.004.
542.004 Cybersecurity Program  [V/A Functional | No Relationship NA NA NA INo applicable SCF control
542.004(a) N/A For purposes of Section 542.003, a cybersecurity program must: Functional | No Relationship N/A N/A N/A INo applicable SCF control
[contain administrative, technical, and physical _safeguards for the protection of Security, Compliance & Mechanisms exist to facilltate the implementation of security, compliance
ersonal identifying information and sensitive personal information; i 2 01 [and resilience governance controls.
542.004(a)(1) NA I ying 2 Functional | Intersects With | o SSEATO COMPIANCE % | Gov-o1 9
[Conform to an industry-recognized cybersecurity  framework as described by Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(2)(2 N/A ISubsection (b); Functional | Intersects with | APility To Demonstrate CPL-01.3  |compliance and/or resilience capability conformity with applicable
(a)(2) 7
Conformity lcybersecurity and data protection laws, regulations and/or contractual
542.004(a)(3) N/A jbe designed to: Functional | No Relationship N/A N/A N/A INo applicable SCF control
[protect the security of personal identifying information and sensitive personal Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever It is
542.004(a)(3)(A) NA D vmation: Functional | Intersects With o e DCH012 o andor stored!
lbrotect against any threat or hazard to the Integrity of personal identifying Sensitive / Regulated Data Mechanisms exist to protect sensitive/regulated data wherever It is
542.004(2)(3)(8) A information and sensitive _personal information; an Functional | Intersects With Protection DCH-01.2 processed andjor stored
lprotect against unauthorized access to or _ acquisition of personal identifying Mechanisms exist to protect sensitive/regulated data wherever It is
information and sensitive _ personal information that would result in a material . n lprocessed andor stored.
Sensitive / Regulated Data
542.004(2)(3)(C) N/A Irisk of _ identity theft or other fraud to the Individual to whom the  information |  Functional | Intersects With DCH-01.2
relates; and
542.004(a)(4) NIA with regard to the scale and scope, meet the following requirements: Functional | No Relationship NA NA NA INo applicable SCF control
for a business entity with fewer than 20 employees, Simplified requirements, Mechanisms exist to facilitate the identification and implementation of
4 el iy 4 Statutory, Regulatory & P
including password policies and appropriate employee cybersecurity training; i i i r relevant statutory, regulatory and contractual controls.
542.004(a)(4)(A) NA 9 p: P pprop ployee cyt y g Functional | Intersects With | 2O HeIuRfon & cPL-01 Y, regulatory
[for a business entity with at least 20 employees but fewer than 100 Mechanisms exist to facilitate the identification and implementation of
y ploy: P
542.004(a)(4)(B) N/A lemployees, moderate requirements,  including the requirements of the Center|  Functional | Intersects with | Statutory. Regulatory & CPL-01  |relevant statutory, regulatory and contractual controls
for Internet Security  Controls Implementation Group 1; and Contractual Compliance
[for a business entity with at least 100 _employees but fewer than 250 Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
lemployees, compliance with the  requirements of Subsection (b). i i r relevant statutory, regulatory and contractual controls.
542.004(a)(4)(C) N/A ploy Pl q (b). Functional Intersects With | 2cheractlial Compliance CPL-01 Y. reg 12
/A Cybersecurity program under this section conforms to_an industry-recognized statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
cybersecurity framework fo purposes of | this section i the program canforms i i r relevant statutory, regulatory and contractual controls.
542.004(b) NA 5 y purp prog Functional | Intersects With | 2O Ke9uefon & cpL-01 Y, regulatory
& Current version of or any combination of current versions of the following Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1) NA Functional | Intersects With | APility To Demonstrate | ¢\ 7 3 |compliance and/or resilience capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
fthe Framework for Improving Critical _Infrastructure Cybersecurity published " Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)(A) N/A lby the National Institute  of Standards and Technology (NIST); Functional | Intersects with | APility To Demonstrate CPL01.3  |compliance and/or resilience capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
[the NIST's special publication 800-171; " Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)(B) N/A Functional | Intersects with | APility To Demonstrate CPL-013  |compliance and/or resilience capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
[the NIST's special publications 800-53 and 800-53a; Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)(C) NA Functional | Intersects with | APty To Demonstrate | cpy 7.3 |compliance and/or resilience capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
{the Federal Risk and Authorization Management Program's FEARAMP Security " Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)(D) NA : Functional | Intersects witn | APility To Demonstrate | g 1 3 |compliance and/or resilience capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
fthe Center for Internet Security Critical Security Controls for Effective Cyber " Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)(E) N/A fense; Functional | Intersects with | APility To Demonstrate | cp 7 3 |compliance and/or resilience capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
[the ISO/IEC 27000-series information __ security standards published by the " Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)(F) N/A [ o and the Functional | Intersects with | APility To Demonstrate CPL-01.3  |compliance and/or resilience capability conformity with applicable
Electrotechnical Commission; Conformity lcybersecurity and data protection laws, regulations andjor contractual
{the Health Information Trust Allance’s Common Security Framework; Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)(G) NA Functional | Intersects witn | APility To Demonstrate | ¢p 41 3 |compliance and/or resilience capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
[the Secure Controls Framework; Mechanisms exist to ensure the organization is able to demonstrate security, he S EO TR R s
lcompliance and/or resilience capability conformity with applicable e A B e
Abilty To Demonstrate lcybersecurity and data protection laws, regulations and/or contractual faee
542.004(b)(1)(H) NA Functional | Intersects With Conformity CPLOL3  [obligations. Inttps://
securecontrolsframework.com/
lcore/
[the Service Organization Control Type 2 Framework; of Mechanisms exist to ensure the organization is able to demonstrate security,
542.004(b)(1)() NA Functional | Intersects with | APIlity To Demonstrate | cpy g1 3 |compliance and/or resi capability conformity with applicable
Conformity lcybersecurity and data protection laws, regulations and/or contractual
[other similar frameworks or standards of the cybersecurity Industy " iechanéins exit o ensure the organization s able to demonstiate securty,
542.004(b)(1)()) N/A Functional | Intersects with | APility To Demonstrate CPL-01.3  |compliance and/or resi capability conformity with applicable
Conformity lcybersecurity and data prmemon laws, regulations and/or contractual
i the business entity Is subject to Its _requirements, the current version of the Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
followin g ~ relevant statutory, regulatory and contractual controls
542.004(b)(2) NA 9 Functional | Intersects With | 2EO0 KEOURfon & cPL-01 ry, regulatory
542.004(0)(2)(A] VA [fhe Fealth insurance Portability and __Accountabillty Act of 1996 (42 US.C. Functional | Intersects With gy CPLOT__[Mechanisms exist to facilitate the identification and of
[Title V, Gramm-Leach-Bliley Act (15 U.S.C. Section 6801 et seq.); statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
g X relevant statutory, regulatory and contractual controls
542.004(b)(2)(B) NA Functional | Intersects With | 2EO0 KEOURfon & cpL-01 ry, regulatory
lthe Federal Information Security _ Modernization At of 2014 (Pub. L. No. 113 Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
283); or g r relevant statutory, regulatory and contractual controls
542.004(b)(2)(C) N/A ); Functional Intersects With | 2 T al Compliance CPL-01 Ty, reg 12
fthe Health Information Technology for _Economic and Clinical Health Act Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
Division A, Title XIll, and  Division B, Title IV, Pub. L. No. 111-5); and g iy relevant statutory, regulatory and contractual controls
542.004(b)(2)(D) N/A « ): Functional Intersects With | 2t al Compliance CPL-01 Ty, reg 12
i appiicable to the business entity, a current _ version of the Payment Card Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
industry Data Security Standard g r relevant statutory, regulatory and contractual controls.
542.004(b)(3) NA ] y Functional | Intersects With | 26O KEOURon & cPL-01 ry, regulatory
i any standard described by Subsection (b)(1) s published and updated, a Mechanisms exist to facilitate the identification and implementation of
lbusiness entity's cybersecurity program _ continues to meet the requirements Statutory, Requlatory & relevant statutory, regulatory and contractual controls
542.004(c NA lof a program under this section if the entity updates the program to meet the Functional | Intersects with | Statutory, Regulatory o~
© & lupdated standard not  later than the later of Contractual Compliance
542.004(c)(1) N/A the implementation date published in the updated standard; or Functional | No Relationship N/A NA NA INo applicable SCF control
542.004(c)(2) N/A the first anniversary of the date on which the updated standard is published. Functional | No Relationship N/A N/A N/A INo applicable SCF control
Athority of At [This chapter may not be construed to imit the authority of the _attorney general
542.005 G‘éﬂ;’ﬁ‘f‘/w“m A"g;’t‘:z lto seek any legal or equitable remedy under the  laws of this state. Functional | No Relationship N/A N/A N/A INo applicable SCF control
iass Action Cortfication_ | TS Chapter does not affect the certification of an action as a class action.
542.006 fass Action Certification Functional | No Relationship N/A N/A N/A INo applicable SCF control
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