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Strength of
Relationship

See FD for details. FD = NIST SP 800-53 AC-1 (0)(1) [least every three (3)
lvears] and [following significant
Publishing Security, " [changes;
IMechanisms exist to establish, maintain and disseminate policies, standards
AC-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02  [1E 0SS S 0 e e ot capabitics, 5 IAC-1 (0)(2) [at least annually] and
Documentation [following significant changes]
[See FD for details. FD = NIST 5P 800-53 [ACT (/1) least every three (3)
lvears] and [following significant
T N O e b e S R
Yy i Compiance if significant changes occur to ensure their continuing suitability, adequacy o (0(2) [a past annua ‘/]]?’“
9 land effectiveness. ollowing significant changes:
[See FD for details. FD = NIST 5P 800-53 [ACT (/1) least every three (3)
lvears] and [following significant
Identity & Access [Mechanisms exist to facilitate the implementation of identification and anges
AC-01 Policy and Procedures Functional Subset Of Management (1AM} RGO e management controls 10 AC-1 (0)(2) [at least annually] and
[following significant changes]
02 Account Management _[o€ FD for details. FD = NIST 5P 800.53 Functional | Intersects With of C-072[[Iechanisms exist o revoke user access rights n  tmely manmer, upon B [AC2 () [at least annually]
[See FD for detalls. FD = NIST SP 800-53. IMechanisms exist to proactively govern account management of individual [AC-2 (i) [at least annually]
AC-02 Account Management Functional | Intersects With |  Account Management A1 vetem, service, application, guest and temporary accounts. 5
AC02 Account Management | >¢€ FD for details. FD = NIST SP 800-53. Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5 [AC-2 (i) [at least annually]
See FD for detalls. FD = NIST 5P 800-53. [AC-Z () fat Ieast annually]
Safequarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-02 Account Management Functional | Intersects With e Netoraries NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
P lover open, public networks.
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to enforce Logical Access Control (LAC) permissions that
AC-03 Access Enforcement Functional | Intersects With |  Access Enforcement IAC20 L m'to the principle of -least privilege - 5
See FD for detalls. FD = NIST 5P 800-53
Safequarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-03 Access Enforcement Functional | Intersects With Open Networks NET-12 fsecurity protocols to safeguard sensitive/regulated data during transmission 5
lover open, public networks.
AC-03 Access Enforcement | °¢¢ FD for detalls. FD = NIST SP 800-53, Functional | Intersects With Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to enforce a limit for consecutive invalid login attempts by AC—N[AD][nu more than 5] [15
y Unsuccessful Logon . la user during an organization-defined time period and automatically locks minute!
Ac-07 Functional Equal Account Lockout 1AC22 " he account when the maximum number of unsuccessful attempts is 10
lexceeded
Permitted Actions Without [See FD for details. FD = NIST SP 800-53. Permitted Actions. wmmut [Mechanisms exist to identify and document the supporting rauonale for
AC14 Identification or Functional Equal Identification or 1AC-26  [specific user actions that can be performed on a system witho 10
Authentication uthonzation identification or authentication.
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to define, control and review organization-approved,
AC17 Remote Access Functional | Intersects With Remote Access NET-14 e e e retriode 5
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to control authorized wireless Usage and monitor for
AC18 Wireless Access Functional | Intersects With | Wireless Networking NET-15 e e ass atccee. 5
[See FD for details. FD = NIST SP 800-53. Wireless Access [Mechanisms exist to protect the confidentiality and integrity of wireless
Ac18 Wireless Access Functional | Intersects With CRY-07 by i 5
Authentication & Encryption ercryption.
[See FD for details. FD = NIST SP 800-53. Mechanisms exist to enforce access control requirements for the connection
AC-19 Access Control for Mobile Functional Equal Access Control For Mobile | py.02  |of mobile devices to organizational Technology Assets, Applications andjor 10
[Services (TAAS).
[See FD for details. FD = NIST SP 800-53. Use of External Technology [Mechanisms exist to govern how external parties, including Technology
AC-20 Use of External Systems Functional Equal Assets, Applications andjor |  DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store, 10
Services (TAAS) lprocess and transmit data.
See FD for detalls. FD = NIST 5P 800-53. [AT-L (Q)(1) [least every three (3]
. lvears] and [following significant
AT-01 Policy and Procedures Functional | ntersects with | < Securly, Compince & | GOV:03 ?’;%C;PB'“‘;’gij::;légl‘fj:‘:";lgl‘ed:re;:;:/d E&Ts‘;‘“a’n:: b F'(’?:"“"Zr:’c'e”zf‘?ar‘zm‘” 5 IATL {O2) fat east lly] and
Y curity, Compllance if ignificant changes occur to ensure their continuing suitability, adequacy ol o st anualy] on
9 land effectiveness. ollowing significant changes:
[See FD for details. FD = NIST 5P 800-53. [AT-L (Q)(1) [least every three (3]
lvears] and [following significant
Security, Compliance & anges
AT-01 Policy and Procedures Functional Subset O Resilience-Minded SAT-01  [yechanisms exist to faciitate the implementation of security workforce 10 IAT-1 (0)(2) [at least annually] and
levelopment and awareness controls. 3
Workforce [following significant changes]
[See FD for details. FD = NIST 5P 800-53. [AT-L (Q)(1) [least every three (3]
lvears] and [following significant
Publishing Security, [changes
Mechanisms exist to establish, maintain and disseminate policies, standards
AT-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 [t RReE Bist 10 Sot e e e ot and Tesiliont capabillics. 5 IAT-1 (0)(2) [at least annually] and
Documentation [following significant changes]
Uteracy Trming ana |55 7 for detalls FD = NIST 5P 800-53. Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate [AT-02 (a)(1) [at least annually]
AT-02 e Functional Equal Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
Training relevant for their job function.
See FD for details. FD = NIST 5P 800-53. [AT-3(@)(1) [at least annually]
IMechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security,
y ’ g y related training:(1) Before authorizing access to the system or performing
AT-03 Role-based Training Functional | ntersects With | Compliance & Resifence | SAT03 530 Glkie(2) Wnen required by system changes: and(3) Annally 5
9 fthereafter.
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to document, retain and monitor individual training [AT-a(b) [at least 1 year]
y Security, Compliance & g Jactivities, including:(1) Initial security, compliance and resilience awareness
AT-04 Training Records Functional Equal Resilience Training Records| AT ftraining;(2) Recurring awareness training; and(3) Technology Assets, 10
|Applications and/or Services (TAAS)-specific training.
[See FD for details. FD = NIST 5P 800-53. [AU-T (0)(1) lleast every three (3)
lvears] and [following significant
AU-01 Policy and Procedures Functonal | ntersects with | < Securlty, Complince & | GOV:03 [V;ecc;:'nw;rgig:‘w;t;ghr:;;evsv(tar;‘ed:f;:g:é ‘S’%Tg'lj‘“a’n;: b F‘(’ﬁ;“l"ﬁ?"g?‘%m’ 5 AT To) fat east Ily] and
Y eilence Prograe if significant changes occur to ensure their continuing suitability, adequacy oo "
9 land effectiveness. ollowing significant changes
[See FD for details. FD = NIST 5P 800-53. [AU-T (0)(1) [least every three (3)
lvears] and [following significant
Publishing Security,
IMechanisms exist to establish, maintain and disseminate policies, standards
AU-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience |  GOV-02 5 IAU-1(c)(2) [at least annually] and
oo land procedures necessary for secure, compliant and resilient capabilities. oo o e )
[See FD for detalls. FD = NIST 5P 800-53. [AU-T (0)(1) [least every three (3)
lvears] and [following significant
’ anges
AU-01 Policy and Procedures Functional Subset Of Continuous Monitoring MON-01  [Mechanisms exist (o facilitate the implementation of enterprise-wide 10 |AU-1 (0)(2) [at least annually] and
Imonitoring controls. ¢
[following significant changes]
[See FD for details. FD = NIST SP 800-53. IMechanisms exist to review event Iogs on an ongoing basis and escalate [AU-Z (@) [Successful and
incidents in accordance with established timelines and procedures. lunsuccessful account logon
levents, account management
levents, object access, policy
[change, privilege functions,
lprocess tracking, and system
levents. For Web applications: all
AU-02 Event Logging Functional | Intersects With | Security Event Monitoring | MON-01.8 5 ity,
lauthentication checks,
lauthorization checks, data
|deletions, data access, data
[changes, and permission changes]
[See FD for detalls. FD = NIST 5P 800-53. echanfsms exst o Utz a Securlty ncident Event Manager (SIEM). or [AU-Z (@) [Successful and
lsimilar automated tool, to support the centralized collection of security- lunsuccessful account logon
refated event loge levents, account management
levents, object access, policy
[change, privilege functions,
lprocess tracking, and system
Centralized Collection of levents. For Web applications: all
AU-02 Event Logging Functional Intersects With ESE: rf o Zn‘icufs" MON-02 5 ladministrator activity,
urity Eve 9 lauthentication checks,
lauthorization checks, data
|deletions, data access, data
Ichanges, and permission changes]
[See FD for details. FD = NIST SP 800-53.
IMechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
ot minimurmi(1) Estabilh what type of even occurred;(2) When (date and
AU-03 Content of Audit Records Functional Equal Content of Event Logs MON-03 [ ccunreth(3) Wher the avent oreu e e 10
levent;(5) The outcome (ecess of failure) of the event: and(@) The dentity
lof any user/subject associated with the event.
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to allocate and proactively manage sufficient event log
AU-04 Audit Log Storage Capacity Functional Equal Event Log Storage Capacity| MON-04 [storage capacity to reduce the likelihood of such capacity being exceeded. 10
» Response to Audit Logging [see FD for detalls. FD = NIST 5P 800-53. Response To Event Log » [Mechanisms exist to alert appropriate personnel in the event of a Iog
AU-05 Process Failures Functional Equal Processing Failures MON-05 |rocessing failure and take actions to remedy the disruption. 10
N [See FD for details. FD = NIST 5P 800-53. IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or [AU-6(a) (at least monthly]
AU-06 Audit Record Review, Functional | Intersects with | Centralized Collection of | oy 55 Isimilar automated tool, to support the centralized collection of security- 5
Analysis, and Reporting Security Event Logs related event logs.
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to adjust the level of audit review, analysis and reporting [AU-6(a) (at least monthly]
Audit Record Review, Ibased on evolving threat information from law enforcement, industry
AU-06 Analysis, and Reporting Functional | Intersects With |~ Audit Level Adjustments | MON-02.6 associations or other credible sources of threat intelligence. s
AU08 Time Stamps [See FD for details. FD = NIST SP 800-53. Functional | Intersects With | _ Clock Synchronization SeAz0 Mechamslmsiset:\;[ézumlze time-synchronization technology to synchronize 5
[See FD for details. FD = NIST 5P 800-53. [Mechanisms exist to configure Technology Assets, Applications and/or
AU-08 Time Stamps Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps 5
ffor event logs.
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Protection of Audit [See FD for details. FD = NIST SP 800-53 [Mechanisms exist to protect event logs and audit tools from unauthorized
AU-09 Functional Equal Protection of Event Logs | MON-08  |[NI=chan e Bxiet fo Protect even 10
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to ret: nt logs for a time period consistent with [AU-11 [at least 60 days]
. . records retention requirements to provide support for after-the-fact
AU-11 Audit Record Retention Functional Equal Event Log Retention MON-10 [ Eions of security Incidente and to meet statutory. requlstory and 10
|contractual retention requirements
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to provide an event log report generation capability to aid
AU-12 Audit Record Generation Functional | Intersects With Monitoring Reporting MON-06  [in detecting and asse‘;mg alone eliuier 9 pability 5
e FD for detalls. FD = NIST SP 800-5. fechanisms exist to facilitate the implementation of security, compliance 1 (Q)(1) [least every three
[See FD for detail ST SP 800-53. Mech: Tacilitate the impI T i AT @m0 hree (3]
land resilience assessment and authorization controls. lvears] and [following significant
anges
cA-01 Policy and Procedures Functional subsetof | Information Assurance (A) | 15001 10 |CA-1 (c)(2) [at least annually] and
perations
[following significant changes]
e FD for detalls. FD = NIST SP 800-5. /echanisms exist to review the Security, Compliance & Resilience Program 1 (Q)(1) [least every three
[See FD for detail ST SP 800-53. Mech he 5 Compliance & R P AT @m0 hree (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy [changes;
ca01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 [CA-1 (0)(2) [at least annually] and
Resilience Program [following significant changes]
e FD for detalls. FD = NIST 5P 800-5. /echanisms exist to establish, maintain and disseminate policies, standards 1 (Q)(1) [least every three
[See FD for detail ST SP 800-53. Mech biish in and di ] Gard [CAT @M hree (3)
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security,
ca01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5 ICA-1 (0)(2) [at least annually] and
Documentation (following significant changes]
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to regularly review Technology Assets, Appiications and/or [CA-2(d) [at least annually]
Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
ca02 Control Assessments Functional | Intersects With | Security, Compliance & | CPL-03.2  [and/or resilience policies and standards. 5
Resilience Controls
e FD for detalls. FD = NI - /echanisms exist to perform Information Assurance Program (IAP) activities -2(d) [at Ieast annually
See FD for detalls. FD = NIST 5P 800-53. Mech rform Inf A P (IAP) [CA-2(d) fat T ]
ca02 Control Assessments Functional | Intersects With |  Technical Verification 1A0-06  [to evaluate the design, implementation and effectiveness of technical 5
lsecurity, compliance and resilience controls.
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to assess security, compliance and resilience controls in [CA-2(@) [at least annually]
Security, Compliance & lsystem project development to determine the extent to which the controls
ca02 Control Assessments Functional | Intersects With |  Resilience In Project pRM.04  [are implemented correctly, operating as intended and producing the desired 5
‘Management loutcome with respect to meeting the requirements
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to formally assess the security, compliance and resilience [CA-2(@) [at least annually]
lcontrols in Technology Assets, Applications andor Services (TAAS) through
information Assurance Program (AP) activities to determine the extent to
cA02 Control Assessments Functional | Intersects With Assessments 1A0-02 |which the controls are implemented correctly, operating s intended and 5
lproducing the desired outcome with respect to meeting expected
requirements.
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to regularly review processes and documented procedures [CA-2(@) [at least annually]
Security, Compliance & lto ensure conformity with the organization's security, compliance and/or
CA-02 Control Assessments Functional | Intersects With | 2o R CPLO3 fresilience policies, standards and other applicable requirements. 5
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to authorize connections from systems to other systems [CA-3(0) [at least annually]
, . lusing Interconnection Security Agreements (SAS), or similar methods, that
Interconnection Security |document, for each inter (2) Security,
cA03 Information Exchange Functional | Intersects With NET-05 g 5
fon Exchang uneti L Agreements (ISAs) lcompliance and resilience requirements; and;(3) The nature of the
information communicated.
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to govern identified deficiencies (e.g., Plan of Action and [CA-5(b) [at least quarteriy]
oo of A | Conabilities Defi IMilestones (POA&M) or similar methodology) that formally documents, at a
. lan of Action an apabilities Deficiency Iminimum:(1) Deficiency tracking number;(2) Applicable security, compliance
CA-05 Milestones Functional | Intersects With Tracking 1A0-05 R dor resilience control;(3) Description of the deficiency(ies):(d) Risk s
ssociated with the deficiency(ies):(5) Source deficiency
rols. if aoolicabl
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to ensiire Tachnology Assets, Applications andjor Services [CA-6(e) (at least every three years
cA06 Authorization Functional Equal Security Authorization 14007  |(TAAS) are officially authorized prior to "go live" in a production environment. 10 lor when a significant change
occurs]
See FD for detalls. FD = NIST 5P 800-53. Security, Compliance & IMechanisms exist to provide a security, compliance and resilience controis
ca07 Continuous Monitoring Functional | Intersects With Resilience Controls CPL02 [oversight function that reports to the organization’s executive leadership. 5
Oversight
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to ensure risk monitoring as an integral part of the
|Continuous Monitoring | Risk . lcontinuous monitoring strategy that includes monitoring the effectiveness of
CA-07 (04) Monitoring 9l Functional Equal Risk Monitoring RSK-11  lsecurity, compliance and resilience controls, compliance and change 10
[See FD for details. FD = NIST SP 800-53. Mecharisms exlst to control intermal system connections through authorizing
internal connections of systems and documenting, for each inter
CA-09 lInternal System Connections| Functional Equal Internal System Connections|  NET-05.2 1 o0 00O O S e e aacurity requiaments Ml e 10
Inature of the information communicated.
See FD for detalls. FD = NIST 5P 800-53. [CMT ()(1) least every three (3]
lvears] and [following significant
anges
cM-01 Policy and Procedures Functional subsetof | Configuration Management | cgg gy - Mechanisms exist to faciitate the implementation of configuration 10 |CM-1 (C)(2) [at least annually] and
9 (following significant changes]
See FD for detalls. FD = NIST 5P 800-53. [CM-T ()(1) least every three (3)
periodic Review & Update of IMechanisms exist to review the Security, Compliance & Resilience Program prears] and [following significant
y ’ (SCRP), including policies, standards and procedures, at planned intervals or
cM-01 Policy and Procedures Functional | Intersects With | Security, Compifance & GOV-03 [t fant changes ocur to ensure thelr continding sutabiity, adequacy 5 (U1 (012 fat east annually}and
9 land effectiveness. ollowing significant changes:
See FD for detalls. FD = NIST 5P 800-53. [CM-T ()(1) least every three (3)
lvears] and [following significant
Publishing Security,
IMechanisms exist to establish, maintain and disseminate policies, standards
cM-01 Policy and Procedures Functional | Intersects With | Compliance &Resflence | GOV-02  LEdLR0 S0t el C e e o ot and restient capabittes. 5 [cfm,‘;v(’icn;(gz;[gan[‘f\‘ecaasnttacr:‘r;:z\eyg]anu
See FD for detalls. FD = NIST 5P 800-53.
Mechanisms exist to review and update baseline configurations:(1) At least
cM-02 Baseline Configuration Functional | Intersects With Reviews & Updates CFG-02.1  fannually;(2) When required due to so; or(3) As part of system component 5
installations and upgrades.
[See FD for detalls. FD = NIST SP 800-53.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
cM-02 Baseline Configuration Functional | Intersects With e e CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
'9f lthat are consistent with industry-accepted system hardening standards.
[See FD for details. FD = NIST 5P 800-53. Security Impact Analysis for IMechanisms exist to analyze proposed changes lnr otentialsecurity
cm-od Impact Analyses Functional Equal Changes CHG-03limpacts, prior to the implementation of the chan 0
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to define, document, approve and enforce access
cM05 Access Restrictions for Functional | Intersects with | Soverning Access END-03.2 restrictions associated with changes to Technology Assets, Applications 5
9 land/or Services (TAAS)
‘Access Restrictions for _|see FD for details, FD = NIST SP 800-53. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
cm-05 Functional | Intersects With Change CHG-04_ lthe ability of users to conduct unauthorized changes. s
[See FD for detalls. FD = NIST SP 800-53.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
cM-06 Configuration Settings Functional | Intersects With e e CFG-02 for Technology Assets, Applications and/or Services (TAAS) 5
'9f lthat are consistent with industry-accepted system hardening standards.
o6 Configuration settings |5 FD or detalls. FD = NIST 5P 800.53. Functional | Intersects with | APProved Configuration | cpc oo [Mechanisms exist to document, assess risk and approve or deny deviations 5
Deviations to
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to configure systems to provide only essential capabilities
cm-07 Least Functionality Functional Equal Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 10
Jservices.
[See FD for detalls. FD = NIST 5P 800-53. [CM-8(b) [at least quarterly]
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
System Component in use;(2) Identifies authorized software products, including business
cM-08 e emon Functional | Intersects With Asset Inventories AST-02  fustifcation details;(3) Is at the level of granularity deemed necessary for 5
4 ftracking and g;(4) Includes dee
necessary to achieve effective property acceunzammy, and(5) Is available for
review and audit by designated organizational personnel.
[See FD for detalls. FD = NIST SP 800-53. [Mechanisms exist to establish and maintain an authoritative source and [cM-8(b) [at least quarterly]
y System Component Component Duplication y repository to provide a trusted source and accountability for approved and
cm-08 Inventory Functional | Intersects With Avoidance AST-02.3 | blemented system components that prevents assets from being duplicated| 5
in other asset inventories.
[See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to enforce software usage restrictions to comply with
cM-10 Software Usage Restrictions Functional Equal Software Usage Restrictions|  CFG-04  [Loema a0 O et and copyright lawe. 10
See FD for details. FD = NIST SP 800-53. rohibit Installation Without |automated mechanisms exist to prohibit software installations without (CM-11(©) [at least monthly]
cMa1 User-installed Software Functional | Intersects With Priviieged Status END-03 [ eigned priviieged status 5
it User-installed Software _|5€€ FD for detalls. FD = NIST 5P 800-53. Functional | Intersects With | User-installed Software CFG.05 | Mechanisms exist to restrict the ability of non-privileged users to nstall s [CM-T1(c) Tat least monthiy]
lunauthorized software.
[See FD for detalls. FD = NIST 5P 800-53. [CP-1 (Q)(1) [Teast every three (3]
periodic Review & Undate of IMechanisms exist to review the Security, Compliance & Resilience Program [vears] and [following significant
y y (SCRP), including policies, standards and procedures, at planned intervals or
cpo1 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 [t Changes oceur to ensure thelr continuing surability, sdequacy 5 1 (©)(2) [at I:asltanrr:ual\y]]and
9 g bl following significant changes:
[See FD for detalls. FD = NIST 5P 800-53. [CP-1 (Q)(1) [Teast every three (3]
Business Continulty IMechanisms exist to facilitate the implementation of contingency planning ‘/92;591:5"" [following significant
y g lcontrols to help ensure resilient Technology Assets, Applications andjor
cpo1 Policy and Procedures Functional Subset Of Management system BCD01  |¢ ices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10 1 (€)2) at least annually) and
|Continuity & Disaster Recovery (BC/DR) playbooks). ollowing significant changes:
[See FD for details. FD = NIST 5P 800-53. [CP-1 (C)(1) [least every three (3)
lyears] and [following significant
Publishing Security, lchanges
IMechanisms exist to establish, maintain and disseminate policies, standards
cpo1 Policy and Procedures Functional | Intersects with | Compliance & Resiience | - GOV-02  oed 0 o o e o mplant and resient capabiities 5 [cfzhlmsvci)rg);ga;::(aasrx‘tag:::gg]ana
[See FD for details. FD = NIST 5P 800-53. [CP-2(d) Tat least annually]
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
g g lcontrols to help ensure resilient Technology Assets, Applications and/or
cpoz Contingency Plan Functional Subset Of Managemene st BCD-01 Iservices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 0
|Continuity & Disaster Recovery (BC/DR) playbooks).
[See FD for details. FD = NIST SP 800-53. Ongoing Contingency [decommissioned business practices, including third-party services)(3) [CP-2(d) [at least annually]
cp-02 Contingency Plan Functional Intersects With 9 Pg‘amm gency. BCD-06  [Technologies (e.g., new, altered or decommissioned technologies);(4) Data 5
9 (e.g., changes to data flows and/or data repositories);(5) Facilties (e.g., new,
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See FD for details. FD = NIST 5P 800-53. ech < to adequately & " | and applicabl [CP-3(a)(1) [14 days]
P03 Contingency Training Functional Eaual Contingency Training | BCD-03  [Mechanisms exist to adequately train contingency personnel and applicable 10 ICP-3()3) [at least annually]
[See FD for details. FD = NIST SP 800-53. Contingency Plan Root CP-4(a) [at least every 2 years]
y ; ! y Mechanisms exist to conduct a Root Cause Analysis (RCA) and *lessons lCP-4(a) [tablatop simulation
cP-04 Contingency Plan Testing Functional | Intersects With |  Cause Analysis (RCA) & D05 ety Every time the contingency pion 1o octunto 5 (a) I P )
Lessons Learned
[See FD for details. FD = NIST SP 800-53. Contingency Plan Testing & [Mechanisms exist to conduct tests and/or exercises to evaluate the CP-4(a) [at least every 2 years]
cpoa Contingency Plan Testing Functional | Intersects With O reions BCD-04 |contingency plan's effectiveness and the organization's readiness to execute B [CP-4(a) [tabletop simulation]
plan
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to create recurring backups of data, software and/or SFTHQ (a) [daily incremental; weekly|
y 11 [system images, as well as verify the integrity of these backups, to ensure the u
CP-09 System Backup Functional | Intersects With Data Backups BCD-11 | Vailability of the data to satisfy Recovery Time Objectives (RTOs) and s [CP-9 (b) [daily incremental; weekly|
Recovery Point Objectives (RPOs) futl
[See FD for details. FD = NIST SP 800-53. ecnnorogy [Mechanisms exist to ensure the secure recovery and reconstitution of
P10 System Recovery and Functional | Intersects with |APP!E3UONS andlor SeVices| gep.1p  frechnology Assets, Applications andjor Services (TAAS) to a known state 5
Y lafter a disruption, compromise or failure.
See FD for details. FD = NIST 5P 800-53.
Business Continuity Mechanisms exist to facilitate the implementation of contingency planning
g System Recovery and o1 [controls to help ensure resilient Technology Assets, Applications and/or
cr10 Reconstitution Functional | Intersects With M“”agemﬁ;;]sys‘em BCD-0L  Isrvices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 5
[Continuity & Disaster Recovery (BC/DR) playbooks).
See FD for details. FD = NIST 5P 800-53.
10 System Recovery and Functional | Intersects with | Recovery Time /Point | oo oo Mechanisms exist to facilitate recovery operations in accordance with 5
Reconstitution Objectives (RTO / RPO) " Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS)
See FD for details. FD = NIST 5P 800-53. 1A-T (€)(D) [least every three (3]
lvears] and [following significant
o1 Poey and poceres Funconst | mercctswn [emeSevm B ) o R g o s o roctrs, s ot rira o 5 T st oy ng
Yy i Compiance if significant changes occur to ensure their continuing suitability, adequacy ol (0)2) [a cast anua vl 3
9 et venman, ollowing significant changes
See FD for details. FD = NIST 5P 800-53. 1A-T (0)(D) [least every three (3]
lvears] and [following significant
Identity & Access [Mechanisms exist to facilitate the implementation of identification and anges.
1A-01 Policy and Procedures Functional Subset O Mot () ACOL e omen controls 10 IA'1 (0)(2) [at least annually] and
[following significant changes)
See FD for details. FD = NIST 5P 800-53. IA-T (c)(D) [least every three (3]
lvears] and [following significant
Publishing Security, . lchanges
IMechanisms exist to establish, maintain and disseminate policies, standards
1A-01 Policy and Procedures Functional | Intersects With | - Compliance &Resflience | GOV-02 ang procedures necessary for secure, compliant and resilient capabilties. s ol Lo e 3™
Identification and [See FD for details. FD = NIST SP 800-53. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-02 Authentication Functional Equal Authentication for IAC02  [and Audit (AAA) organizational users and processes acting on behalf of 10
(organizational Users) Organizational Users lorganizational users.
See FD for details. FD = NIST 5P 800-53.
Identification and JAutomated mechanisms existto enforce MultFactor Authentication (MFA)
1n02 (01) o ;":‘I‘z”ail";r"‘;“uz"m) | Functional | ntersects with actor Authentication | | o [for:(1) Remote network access;(2) Third-party Technology A 5
M b (MFA) [Appiications andior Services (TAAS): and) or(3) Non-console access to critical
o At [TAAS that store, transmit and/or process sensitive/regulated data.
See FD for details. FD = NIST SP 800-53.
Identification and
Authentication
02 (01) (organizational Users) | Functional | Intersects with | Loca1 ACCesS toPrivleged | jpc g, [Mechanisms exis o utlze MultFactor Authentication (MFA) to authenticate s
Multi-factor Authentication privileg
to Privileged Accounts
See 7D for details. FD = NIST SP 800-53.
Identification and IMechanisms exist to limit the use of commercially-provided Information
Authentication Information Assurance |Assurance (1A) and IA-enabled IT products to those products that have been
1A-02 (01) (organizational Users) | Functional | Intersects With e Enoarar TDA-02.2  [successfully evaluated against a National Information Assurance partnership 5
Multi-factor Authentication (NIAP)-approved Protection Profile or the cryptographic module is FIPS-
to Privileged Accounts |validated or NSA-approved.
See FD for detalls. FD = NIST 5P 800-53
(dentification and Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
uthentication Out-of-Band Multi-Factor lto privileged and non-privileged accounts such that one of the factors is
1A-02 (01) e e ion Functional | Intersects With Authentication IAC-06.4lindependently provided by a device separate from the system being s
to Privileged Accounts [accessed.
See 7D for details. FD = NIST SP 800-53.
Identification and
Authentication
Network Access to Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
1A-02 (01) (organizational Users) | Functional | Intersects With 1AC-06.1 5
M e Privileged Accounts Inetwork access for privileged accounts.
to Privileged Accounts
See FD for details. FD = NIST SP 800-53.
Identification and
Authentication
Network Access to Non- IMechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate
1A-02 (01) (organizational Users) | Functional | Intersects With IAC-06.2 i 5
M Privileged Accounts Inetwork access for non-privileged accounts.
to Privileged Accounts
See 7D for details. FD = NIST SP 800-53.
Identification and
Authentication
Hardware Token-Based lAutomated ist to ensure token quality
1A-02 (01) (organizational Users) | Functional | Intersects With 1AC-10.7 5
st i Authentication Fequements are satined for hardware toben-based authénticasion.
to Privileged Accounts
See FD for details. FD = NIST SP 800-53. Mechanisms exist to strictly govern the use of Authenficate, Authorize and 1A-4(d) [at least two years]
1A-04 Identifier Management Functional | Intersects With ’*“"‘e"“zaffr Amﬂ”ze and| ac.o1.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 5
udit (AAA) [service Provider (ESP)
See FD for detalls. FD = NIST 5P 800-53 identifier Management (User| Mechanisms exist to govern naming standards for Usernames and 1A-4(a) [at least two years]
1A-04 Identifier Management Functional | Intersects With Names) IAC09 Iechnology Assets, Applications and/or Services (TAAS). 5
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to:(1) Securely manage authenticators for users and
1A-05 Authenticator Management Functional | Intersects With | Authenticator Management | 1AC-10 R0t O o e T suthentication i appropriate to the 5
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to ensure default authenticators are changed as part of
1A-05 Authenticator Management Functional | Intersects With |  Default Authenticators IAC-10.8 e o o syetem installation. 5
See FD for details. FD = NIST 5P 800-53. [Automated mechanisms exist to determine If password authenticators are 1A-5(h) [case sensitive, minimum
|authenticator Management | lsufficiently strong enough to satisfy organization-defined password length [twelve characters, at least one
1A-05 (01) Password-based Functional | Intersects with | Adtomated Support For | acq0,4  [and complexity requirements 5 lupper-case, lower-case, letters,
Athemtication g Inumbers, and special characters]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to enforce complexity, length and ifespan considerations 1A-5(h) [case sensitive, minimum
|authenticator Management | lto ensure strong criteria for password-based authentication. [twelve characters, at least one
1A-05 (01) Password-based Functional | Intersects With Paseword-Based 1AC10.1 5 lupper-case, lower-case, letters,
Athemtication lnumbers, and special characters]
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to:(1) Securely manage authenticators for Users and 1A-5(h) [case sensitive, minimum
|authenticator Management | [devices; and(2) Ensure the strength of authentication is appropriate to the [twelve characters, at least one
1405 (01) ssword-based Functional | Intersects With 1AC-10 of the data being accessed 5 lupper-case, lower-case, letters,
Athemtication Inumbers, and special characters]
See FD for details. FD = NIST 5P 800-53.
Mechanisms exist to obscure the feedback of authentication information
1A-06 Authentication Feedback Functional Equal Autherticator Feedback IAC-11  |during the authentication process to protect the information from possible 10
lexploitation/use by unauthorized individuals.
See FD for details. FD = NIST 5P 800-53.
07 Cryptographic Module Functional | Intersects with |  CryPtographic Module lac-12 | Mechanisms exist to ensure cryptographic modules adhere to applicable 5
‘Authentication ‘Authentication lstatutory, regulatory and contractual requirements for security strength.
§ Cryptographic Module  [See FD for details. FD = NIST SP 800-53. i N [Automated mechanisms exist to enable systems to authenticate to a
1A-07 o e Functional | Intersects With | ~ Through Cryptographic CRY-02 [ e e 5
\dentification and __[5e€ FD for detalls. FD = NIST SP 800-53. dentication & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-08 Authentication (non- Functional Equal Authentication for Non- 1AC-03  [and Audit (AAA) third-party users and processes that provide services to the 10
organizational Users) Organizational Users forganization.
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to force users and devices to re-authenticate according to
1A-11 Re-authentication Functional Equal Re-Authentication IAC-14 i d d ci itate h tion. 10
See FD for details. FD = NIST SP 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards IR-T (0)(D) [least every three (3]
land procedures necessary for secure, compliant and resilient capabilities. lyears] and [following significant
Publishing Security, lchanges
IR-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 IR-1 (0)(2) [at least annually] and
Documentation [following significant changes]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to implement and govern processes and documentation to IR-T (0)(D) [least every three (3]
facilitate an organization-wide response capability for cybersecurity and data lvears] and [following significant
protection-related incidents. lchanges
IR-01 Policy and Procedures Functional Subset Of Incident Response 1RO-01 10 IR-1 (0)(2) [at least annually] and
Operations A
[following significant changes]
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to regularly review and modify incident response practices IR-T (0)(D) [least every three (3]
lto incorporate lessons learned, business process changes and industry lvears] and [following significant
|developments, as necessary.
IR-01 Policy and Procedures Functional | Intersects With IRP Update 1R0-04.2 5 IR-1 (0)(2) [at least annually] and
[following significant changes]
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to Incorporate lessons learned from analyzing a IR-T (0)(D) [least every three (3]
Fesoluing eybersaciriy an data protecsion medents to reduce the Hikelinood lvears] and [following significant
lor impact of future incidents. lchanges
IR-01 Policy and Procedures Functional | Intersects with | ROot Cause Analysis (RCA) | jpq 13 5 IR-1 (c)(2) [at least annually] and
& Lessons Learned A
[following significant changes]
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program IR-T (1) [least every three (3]
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if significant changes occur to ensure their continuing suitability, adequacy
1R-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 and effectiveness. 5 IR-1 (0)(2) [at least annually] and
Resilience Program [following significant changes]
R0z Incident Response Training [55€ FD for detalls, 7D = NIST P 800-53. Functional | Intersects With | Incident Response Training | 1R0-05 | MEChanisms exist £ train personnel in their ncident response roles and S R
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See FD for details. FD = NIST 5P 800-53.
Mechanisms exist to cover:(1) Preparation;(2) Automated event detection or
1R-04 Incident Handling Functional Equal Incident Handling IRO-02  [manual incident report intake;(3) Analysis:(4) Containment;(5) Eradication; 10
land(6) Recovery.
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to document, monitor and report the status of
IR-05 Incident Monitoring Functional Equal Situational Awareness For IRO-09  |cybersecurity and data protection incidents to internal stakeholders all the 10
Incidents [way through the resolution of the incident.
See FD for details. FD = NIST 5P 800-53. 1R-6(a) [within 48 hours of
ldiscovery
IR-6(b) [the Texas Department of
1R-06 Incident Reporting Functional | Intersects with | mcident Stakenolder RO-10  |btakenolderci) Affected cieme & turd parte a””‘lﬁ?’i‘iééﬁ&‘fﬁ?' 5 [nformation Resources if the
[lakenolder incident involves state of Texas
lconfidential information]
See FD for details. FD = NIST 5P 800-53. 1R-6(a) [within 48 hours of
ldiscovery
IR-6(b) [the Texas Department of
' Regulatory & Law g IMechanisms exist to maintain incident response contacts with applicable Information Resources if the
1R-06 Incident Reporting Functional | Intersects WIth | g1 orcement Contacts IRO-14 " requlatory and law enforcement agencies. s incident involves state of Texas
lconfidential information]
See FD for details. FD = NIST 5P 800-53. 1R-6(a) [within 48 hours of
ldiscovery]
IR-6(b) [the Texas Department of
§ 06 |Mechanisms exist to identify and document appropriate contacts with Information Resources if the
1R-06 Incident Reporting Functional | Intersects With | Contacts With Authorities | GOV-06 [1IEChaisme exi to laeniity and document apor B O s e as
lconfidential information]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to provide incident response advice and assistance to
Incident Response Incident Reportin users of Technology Assets, Applications and/or Services (TAAS) for the
1R-07 ot Functional Equal niergmorting IRO-11 |handling and reporting of actual and potential cybersecurity and data 10
protection incidents.
See 7D for details. FD = NIST SP 800-53. Mechanisms exist to maintain and make available a current and viable IR-8(a)(9) [at least annually]
1R-08 Incident Response Plan Functional Equal |incident Response Plan (IRP)|  1R0-04 eSS S0 M a8 10
See 7D for details. FD = NIST SP 800-53. Mechanisms exist to develop, disseminate, review & update procedures to MA-L (O)(D) [least every three (3
Ifacilitate the implementation of maintenance controls across the enterprise. lvears] and [following significant
anges
MA-01 Policy and Procedures Functional SubsetOf | Maintenance Operations |  MNT-01 10 MA-1 ()(2) [at least annually] and
[following significant changes)
See 7D for details. FD = NIST SP 800-53. Mechanisms exist to require maintenance personnel to notify affected MA-L (O)(D) [least every three (3
Istakeholders when remote, non-local maintenance is planned (e.g., lvears] and [following significant
ldate/time).
MA-01 Policy and Procedures Functional | Intersects with |~ Remote Maintenance MNT-05.2 5 IMA-1 ()(2) [at least annually] and
Notifications ¢
[following significant changes]
See 7D for details. FD = NIST SP 800-53. Mechanisms exist to audit remote, non-local maintenance and diagnostic MA-L (O)(D) [least every three (3
lsessions, as well as review the maintenance action performed during remote lvears] and [following significant
maintenance sessions. anges
MA-01 Policy and Procedures Functional | Intersects With Auditing Remote MNT-05.1 5 IMA-1 (c)(2) [at least annually] and
Maintenance
[following significant changes]
See 7D for details. FD = NIST SP 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program MA-L (O)(D) [least every three (3]
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if significant changes occur to ensure their continuing suitability, adequacy anges
MA-01 Policy and Procedures Functional | Intersects With | Security, Compliance & | GOV-03 |and effectiveness. 5 MA-1 ()(2) [at least annually] and
Resilience Program [following significant changes]
See FD for details. FD = NIST SP 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards MA-L (O)(D) [least every three (3
land procedures necessary for secure, compliant and resilient capabiliies. lvears] and [following significant
Publishing Security,
MA-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 MA-1 ()(2) [at least annually] and
Documentation [following significant changes]
See 7D for details. FD = NIST SP 800-53. Mechanisms exist to conduct controlled maintenance activities throughout MA-2(d) [confidential state datal
MA-02 Controlled Maintenance Functional Equal Controlled Maintenance | MNT-02  [the lifecycle of the Technology Asset, Application and/or Service (TAAS). 10
See FD for details. FD = NIST SP 800-53. Mechanisms exist to authorize, monitor and control remote, non-ocal
MA-04 Nonlocal Maintenance Functional | Intersects With | Remote Maintenance MNT-05 e e dimgosic setiities 5
See FD for details. FD = NIST SP 800-53. Mechanisms exist to require maintenance personnel to notify affected
MA-04 Nonlocal Maintenance Functional | Intersects with |  Remote Maintenance MNT-05.2 [stakeholders when remote, non-local maintenance is planned (e.g., 5
Notifications iatortime)
See FD for details. FD = NIST 5P 800-53. N Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-04 Nonlocal Maintenance Functional | Intersects With Auditing Remote MNT-05.1 [sessions, as well as review the maintenance action performed during remote 5
Maintenance maintenance sessions.
See FD for details. FD = NIST 5P 800-53. ‘Authorized Maintenance Mechanisms exist to maintain a current Iist of authorized maintenance
MA-05 Maintenance Personnel Functional Equal zed Maint MNT-06 o o povsonmel. 10
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program MP-L (c)(1) [least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if Significant changes occur to ensure their continuing suitability, adequacy
MP-01 Policy and Procedures Functional | Intersects With | Security, Compliance & | GOV-03 |and effectiveness. 5 MP-1 (c)(2) [at least annually] and
Resilience Program [following significant changes]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to facilitate the implementation of data protection controls | MP-L (c)(1) [least every three (3)
lvears] and [following significant
anges
MP-01 Policy and Procedures Functional Subset Of Data Protection DCH-01 10 MP-1 (c)(2) [at least annually] and
[following significant changes]
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards MP-L (c)(1) [least every three (3)
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, lchanges
MP-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 MP-1 (c)(2) [at least annually] and
Documentation [following significant changes]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to control and restrict access to digital and non-digital
MP-02 Media Access Functional | Intersects With Media Access DCH-03 [ e e e oraual 5
See FD for detalls. FD = NIST SP 800-53. Endpoint Device Mechanisms exist to facilitate the implementation of Endpoint Device
MP-02 Media Access Functional | Intersects With e D01 e iEDM) controre 5
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to securely dispose of media when It s o longer required,
MP-06 Media Sanitization Functional | Intersects With | Physical Media Disposal |  DCH-08 || tidPemn o6 1 S 5
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to sanitize system media with the strength and integrity
) lcommensurate with the classification or sensitivity of the information prior to
MP-06 Media Sanitization Functional | Intersects With | System Media Sanitization |  DCH-09  [qisposal. release ot of organizational control of release for reuse. B
06 Mredia Samitization |Fe€ FD for detalls, FD = NIST 5P 800-53. Functonal | nersects Wit | S3MZGn of Personal | oy gg 5[ Mecharisms exit o facilate he safzation of Personal Data °D) 5
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exst to retain media and data in accordance with applicable
MP-07 Media Use Functional | Intersects With | Media & Data Retention | DCH-18  [Mechansms Xiscto e iain media and o o ¢ 5
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to restrict the use of types of digital media on systems or
MP-07 Media Use Functional | Intersects With Media Use DCH10 e oents 5
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to prohibit the Use of portable storage devices in
MP-07 Media Use Functional Intersects With | Prohibit Use Without Owner| DCH-10.2 [organizational systems when such devices have no identifiable owner. 5
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards PE1 (0)(1) [least every three (3]
land procedures necessary for secure, compliant and resilient capabilities lvears] and [following significant
Publishing Security, lchanges
PE01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 PE-1 ()(2) [at least annually] and
Documentation [following significant changes]
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to facilitate the operation of physical and environmental PE (0)(1) [least every three (3]
rotection controls. lvears] and [following significant
lchanges
PE01 Policy and Procedures Functional Subsetof | Physic L Environmental | peg g1 10 PE-1 (0)(2) [at least annually] and
[following significant changes]
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program PE (0)(1) [least every three (3]
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if Significant changes occur to ensure their continuing suitability, adequacy
PE01 Policy and Procedures Functional | Intersects With |~ Security, Compliance & | GOV-03 [and effectiveness. 5 PE-1 (0)(2) [at least annually] and
Resilience Program [following significant changes]
See FD for detalls. FD = NIST 5P 800-53. orysicat ot mech o ma istor PE-2(0) [at Ieast annually]
. ysical access control mechanisms exist to maintain a current list of
PE02 Fhyslcal Access Functional Equal Physleal Access PES-02  |personnel with authorized access to organizational facilities (except for those 10
lareas within the facility officially designated as publicly accessible).
See FD for detalls. FD = NIST 5P 800-53. Physical access control mechanisms exist to enforce physical access PE-3() [at Ieast annually]
lauthorizations for all physical access points (including designated entryfexit PE-3(g) [at least annually]
PE-03 Physical Access Control Functional | Intersects With | Physical Access Control PES-03  [Doints) to facilities (excluding those areas within the facility officially B
ldesignated as publicly accessible)
y - See FD for detalls. FD = NIST 5P 800-53. ; y Physical access control mechanisms exist to monitor for, detect and respond PE-6(b) (at least quarterly]
PE-06 Monitoring Physical Access Functional Equal Monitoring Physical Access |  PES-05 e a0cess control Mech 10
y See FD for details. FD = NIST 5P 800-53. . Physial access control mechanisms generate 109 entry for each access PE-8(a) [at least 1 year]
PE-08 Visitor Access Records. Functional Equal Physical Access Logs PES-03.3  |tempt through controlled ingress and egress poin 10 [PE-8(b) [at least quarterly]
[See FD for details. FD = NIST SP 800-53. [Facility security mechanisms exist to utilize and maintain fire suppression
PE13 Fire Protection Functional Equal Fire Protection PES-08  and detection devices/systems for the system that are supported by an 10
energy source.
3 See FD for detalls. FD = NIST 5P 800-53. Temperature & Humidity y Facility security mechanisms exist to maintain and monitor temperature and
PE14 Environmental Controls Functional Equal gl PES08 e e e Tty 10
See FD for detalls. FD = NIST 5P 800-53. [Facility security mechanisms exist to protect systems from damage resulting
[from water leakage by providing master shutoff valves that are accessible,
PE15 Water Damage Protection Functional Equal Water Damage Protection |  PES-07.5  |working properly and khown o key personnel 10
See FD for detalls. FD = NIST 5P 800-53. Physical security mechanisms exist to fsolate information processing faciities| PE-16(a) [all system components]
PE-16 Delivery and Removal Functional Equal Delivery & Removal PES-10  |from points such as delivery and loading areas and other points to avoid 10
unauthorized access.
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See FD for details. FD = NIST SP 800-53. [Mechanisms exist to facilitate the \mp\emenlatlcn of resource planning PL-1 (0)(1) [least every three (3)
lcontrols that provide a portfolio management approach to achieve security, lvears] and [following significant
Security, Compliance & |compliance and resilience objectives. [changes;
PLOL Policy and Procedures Functional Subset OF Resilience Protection PRM-01 10 PL1 (0)(2) [at least annually] and
Portfolio Management (following significant changes]
[See FD for details. FD = NIST 5P 800-53, [Mechanisms exist to facilitate the identification and implementation of P (Q)(1) [least every three (3)
relevant statutory, regulatory and contractual controls. lvears] and [following significant
hanges]
Statutory, Regulatory & 5
PLOL Policy and Procedures Functional Subset Of Contractual Compliance CcPL-01 10 PL-1 (0)(2) [at least annually] and
(following significant changes]
[See FD for details. FD = NIST 5P 800-53, [Mechanisms exist to facilitate the implementation of tailored development P (Q)(1) [least every three (3)
land acquisition strategies, contract tools and procurement methods to meet lvears] and [following significant
lunique business needs. anges
PLOL Policy and Procedures Functional Subsetof | Technology Development & 15 5 10 IPL-1 ()(2) [at least annually] and
a [following significant changes)
[See FD for details. FD = NIST 5P 800-53, Mechanisms exist to review the Security, Compliance & Resilience Program P (Q)(1) [least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy [changes;
PLOL Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 PL1 (0)(2) [at least annually] and
Resilience Program (following significant changes]
[See FD for details. FD = NIST SP 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards P (Q)(1) [least every three (3)
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, lchanges]
PLOL Policy and Procedures Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5 PL-1 (C)(2) [at least annually] and
Documentation (following significant changes]
[See FD for details. FD = NIST 5P 800-53, IMechanisms exist to plan and coordinate Information Assurance Program PL2(c) [at least annually]
System Security and Privac Plan / Coordinate with Other| (1AP) activities with affected stakeholders before conducting such activities in
PL02 4 > y Functional | Intersects With |"0 2o tional Entities 1A0-03.1 forder to reduce the potential impact on operations 5
[See FD for details. FD = NIST SP 800-53. IMechanisms exist to generate authoritative documentation (e.g., System [PL-2(C) [at least annually]
[Security Plan (SSP)) that:(1) Identifies key architectural and implementation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PLO2 System Securty and Privacy Functional | Intersects With | Compliance and Resilience | 1A0-03  [(TAAS);(2) Reflects the current state of applied security, compliance and 5
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
[See FD for details. FD = NIST 5P 800-53, IMechanisms exist to maintain network architecture diagrams that:(1) Contain| PL2(c) [at least annually]
N . . Network b b, lsufficient detail to assess the security of the network's architecture;(2)
pLO2 ystem Security and Privacy| Functional | Intersects with | Network Diagrams & Data | o5, [Reflect the current architecture of the network environment; and(3) 5
uncti L Flow Diagrams (DFDs) Document all sensitive/regulated data flows.
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to require all employees and contractors to apply PL-4(c) [at least every 3 years]
PL04 Rules of Behavior Functional | Intersects With |  Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5 PL-4(d) [when the rules are revised|
lsecure, compliant and resilient capabilities. jor update:
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to define acceptable and unacceptable rules of behavior PL-4(c) [at least every 3 years]
PL04 Rules of Behavior Functional | Intersects With Rules of Behavior HRS-05.1 for the use of technologies, including consequences for unacceptable 5 PL-4(d) [when the rules are revised|
lbehavior. lor updated]
[See FD for details. FD = NIST SP 800-53. IMechanisms exist to establish usage restrictions and implementation P l[athleasllheverly 3yenl
y . y lguidance for organizational technologies based on the potential to cause -4(d) [when the rules are revise
PL04 Rules of Behavior Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 1800 0c o o e tione andior Services (TAAS). I used 5 lor updated]
Imaliciously.
[See FD for detalls NIST SP 80053 [PS-1 (C)(1) [least every three (3)
lvears] and [following significant
Publishing Security, lchanges
IMechanisms exist to establish, maintain and disseminate policies, standards
PS-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02  |Lter R0 8 e 8 e e aiiant and resiliont capabitiics. 5 PS-1 (<)(2) [at least annually] and
Documentation (following significant changes]
See FD for detalls. FD = NIST 5P 800-53. [PS-1 (C)(1) [least every three (3)
. lvears] and [following significant
Periodic Review & Update of (SR meluting pacies, Standords and procedures, o prannes itevsats or changes]
PS-01 Policy and Procedures Functional | Intersects With |~ Security, Compliance & GOV-03 [t fant changes ocur to ensure thelr contining sutabiity, adequacy 5 PS-1 (c)(2) [at least annually] and
Resilience Program o ectvenban, (following significant changes]
See FD for detalls. FD = NIST 5P 800-53. [PS-1 (C)(1) [least every three (3)
lvears] and [following significant
nges;
ps.01 Policy and Procedures Functional subset Of | Human Resources Security | o o) [Mechanisms exist to facilitate the implementation of personnel security 10 o) [at least annually] and
Management lcontrols. )
(following significant changes]
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to ensure that all security-related positions are staffed by P52 (C) [at least every three
Competency Requirements lqualified individuals who have the necessary skill set. lvears]
PS-02 Position Risk Designation Functional | Intersects With | for Security-Related HRS-03.2 5
Positions
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to manage personnel security risk by assigning a risk P52 (C) [at least every three
PS-02 Position Risk Designation Functional | Intersects With | Position Categorization HRs-02  [designation to all positions and establishing screening criteria for individuals 5 lvears]
filling those positions.
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to manage personnel security risk by screening individuals
P5-03 Personnel Screening Functional Equal Personnel Screening HRS-08 | horizing accese. 10
500 personnel Termination _|5€€ D for details. FD = NIST SP 800-53 Fanctional cqual personnel Termination HRS.09 _|Miechanisms exist to govern the termination of individual employment. 0 PS4 (a) fone day]
See FD for detalls. FD = NIST 5P 800-53. [PS-5(d)-2 [within 5 days following
IMechanisms exist to adjust logical and physical access authorizations to lformal transfer action]
PS-05 Personnel Transfer Functional Equal Personnel Transfer HRS-08  [Technology Assets, Applications and/or Services (TAAS) and facilities upon 10
lpersonnel reassignment or transfer, in a timely manner.
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to require Non-Disclosure Agreements (NDASs) o similar [PS-6(b) [at least annually]
PS-06 Access Agreements Functional | Intersects With | C HRS-06.1 that reflect the needs to protect data and 5
loperational details, or both employees and third-parties.
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to require internal and third-party users to sign [PS-6(b) [at least annually]
PS-06 Access Agreements Functional | Intersects With | Access Agreements HRS-06 ior o being araned aceess. 5
See FD for details, FD = NIST 5P 800-53. IMechanisms exist to govern third-party personnel by reviewing and PS7(d)-2 [within 1 day]
PS-07 External Personnel Security Functional Equal Third-Party Personnel HRS-10  [monitoring third-party security, compliance and/or resilience roles and 10
responsibilities.
[See FD for detalls. FD = NIST SP 800-53. IMechanisms exist to sanction personnel failing to comply with established
PS-08 Personnel Sanctions Functional Equal Personnel Sanctions HRS-07 | policies, standards and procedures. 10
[See FD for detalls. FD = NIST SP 800-53. IMechanisms exist to review the Security, Compilance & Resilience Program [RA- (C)(1) [least every three (3
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy
RA01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 RA-1 (c)(2) [at least annually] and
Resilience Program [following significant changes]
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to facilitate the implementation of strategic, operational [RA-T (C)(1) [least every three (3]
land tactical risk management controls lvears] and [following significant
anges
RA0L Policy and Procedures Functional SubsetOf | Risk Management Program |  RSK-01 10 RA-1 (c)(2) [at least annually] and
[following significant changes]
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards [RA-T (C)(1) [least every three (3
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, lchanges
RA-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience |  GOV-02 5 RA-1 (c)(2) [at least annually] and
Documentation [following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to categorize Technology Assets, Applications, Services
land/or Data (TAASD) in accordance with applicable laws, regulations and
lcontractual obligations that:(1) Document the security categorization results
y Risk-Based Security g (including supporting rationale) in the security plan for systems; and(2)
RA-02 Security Categorization Functional Equal Categorization RSK-02lensure the security categorization decision is reviewed and approved by the 10
lasset owner.
[See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to regularly review Technology Assets, Appiications and/or [RA-3(7) (at least every 3 years]
Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
RA03 Risk Assessment Functional | Intersects With | Security, Compliance & | CPL-03.2  [andor resilience policies and standards. 5
Resilience Controls
[See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to conduct recurring assessments of fisk that includes the [RA-3(7) (at least every 3 years]
likelihood and magnitude of harm, from unauthorized access, use, disclosure,|
ldisruption, modification or destruction of the organization's Technology
RA-03 Risk Assessment Functional | Intersects With Risk Assessment RSK-04 5
|Assets, Applications, Services and/or Data (TAASD).
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to detect vunerabilities and configuration errors by routine| [RA-5 (d) (high and critical severity
|vulnerability scanning of systems and applications. |vulnerabilities mitigated within
lthirty days from date of discovery;
\ulnerabiity Monit " imoderate severity vulnerabilities
RA-05 ulnerability Monitoring an Functional Intersects With |  Vulnerability Scanning VPM-06 B Imitigated within ninety days from
canniny |date of discovery]
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to update vulnerability scanning tools. RA-S @) [Hgh and criicl severity
[vulnerabilities mitigated wi
lthirty days from date of d\s(uvery‘
\ulnerability Monit " Imoderate severity vulnerabilities
RA-05 ulnerability Monitoring an Functional Intersects With | Update Tool Capability VPM-06.1 B Imitigated within ninety days from
canniny |date of discovery]
Vulnerability Monitoring and|5€€ FD for details. FD = NIST 5P 800-53. [Mechanisms exist to update vulnerability scanning tools. IRA-5(2) [prior to a new scan; when
A0S (07 Scanning | Update . . with | Undate Tool Capabil VPML06.1 s Inew vulnerabilities are identified
05 (02) [P bt unctiona Intersects Wit pdate Tool Capability X lond reported
Scanned
[See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to ensure proper risk response actions were performed to
RA-07 Risk Response Functional Equal Risk Response RSK-06.1 |remediate findings from security, compliance and/or resilience-related:(1) 10
|Assessments;(2) Audits; and/or(3) Incidents.
[See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards [SA-1 (C)(1) [least every three (3
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, lchanges
sA-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 [SA-1 (€)(2) [at least annually] and
Documentation [following significant changes]
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Strength of
Relationship

See FD for details. FD = NIST SP 800-53. IMechanisms exist to facilitate the implementation of tailored development SA-L (C)(1) [least every three (3)
land acquisition strategies, contract tools and procurement methods to meet lvears] and [following significant
lunique business needs. [changes

SA-01 Policy and Procedures Functional Subsetof | Technology Development & 15 5 10 ISA1 (0)(2) [at least annually] and

il [following significant changes)
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program SAL (0)(1) [least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy [changes]
sA-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 SA-1 ()(2) [at least annually] and
Resilience Program [following significant changes]
[See FD for details. FD = NIST SP 800-53. Mechanisms exist to develop applications based on Secure Software SAL (0)(1) [least every three (3)
Development Practices (SSDP). lvears] and [following significant
Secure Software nges|
SA-01 Policy and Procedures Functional | Intersects With | Development Practices TDA-06 5 SA-1 ()(2) [at least annually] and
(SSDP) [following significant changes]
System Development Life [see FD for detalls. FD = NIST SP 800-53. Technology Lifecycle Mechanisms exist to manage the usable lifecycles of Technology Assets,
sA-03 yein Functional | Intersects With SEA-07.1 [yChiications andor Services (TAAS) 5
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to ensure changes to Technology Assets, Applications
System Development Life Secure Development Life landjor Services (TAAS) within the Secure Development Life Cycle (SDLC) are
sA-03 ¥ P Functional | Intersects With | (G or e B Gment | PRM-07  fcontrolied through formal change control procedures s
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
sa0a Acquisition Process Functional | Intersects With MVP) Security Tpa.02  [ond functional specifications ensure Minimum Viable Product (MVP) criteria 5
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.
A0d Acquisition Process |29 P for details. FD = NIST 5P 800-53 Functional | Intersects with | Thira-party ToMg1 [FSchaniems exst to acilate the Implementation of hirc-party S
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to facilitate the implementation of tailored development
SA-04 Acquisition Process Functional Intersects with | Technology Development &| 1) o) fand acquisition slra[egves contract tools and procurement methods to meet 5
cquisition lunique business needs.
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to control changes to services by suppliers, taking into
i Managing Changes To Third- laccount the criticality of business Technology Assets, Applications, Services
SA-04 Acquisition Process Functional | Intersects With 9 Pgny Sergwes TPM-10  land/or Data (TAASD) that are in scope by the third-party. 5
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to obtain, protect and distribute administrator
or Technology Assets, Applications and/or Services (TAAS)
lthat describe:(1) Secure configuration, installation and operation of the TAAS;
o tati (2) Effective use and maintenance of security features/functions; and(3)
5A-05 System Documentation Functional | Intersects With e ante TDA-04  [Known rding and use of (eg.. 5
\equirements Iprivileged) functions.
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to Getermine security, compliance and resilience control
lapplicability by identifying, assigning and documenting the appropriate asset

SA-05 System Documentation Functional | Intersects With | Asset Scope Classification | AST-04,1 [SCOP€ categorization for all Technology Assets, Applications and/or Services 5

(TAAS) and personnel (internal and third-parties)
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to mitigate the risks associated with third-party access to [SA-9(a) [for external systems that
lthe organization's Technology Assets, Applications, Services andjor Data lprocess/store confidential state
(TAASD). |data, controls commensurate with
lthe protection mechanisms
5A-09 External System Services Functional Equal Third-Party Services TPM-04 10 implemented by the cloud service
lprovider
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to prevent unsupported Technology Assets, Appiications
land/or Services (TAAS) by:(1) Removing and/or replacing TAAS when support
ffor the components is no longer available from the developer, vendor or
u ted Syst Unsupported Technology imanufacturer; and(2) Requiring justification and documented approval for
SA22 e " Functional | Intersects With | Assets, Applications andjor | TDA-17 [the continued use of unsupported TAAS required to satisfy mission/business 5
omponents
Services (TAAS) Ineeds.
Unsupported System _|P¢ "0 for Getalls. D = NIST SP 80053 ternate Sources for IMechanisms exist to provide In-nouse SUpport or Contract external providers
sa22 Functional | Intersects With TDA-17.1  [for support with Technology Assets, 5
Components Continued Support [Services (TAAS).
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards SC1 (Q)(1) [least every three (3)
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, nges
sco1 Policy and Procedures Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5 ISC-1 (c)(2) [at least annually] and
Documentation [following significant changes]
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to develop, govern & update procedures to faciitate the SC1 (O)(1) lleast every three (3)
implementation of Network Security Controls (NSC). lvears] and [following significant
[changes;
sco1 Policy and Procedures Functional subsetof | Network Sﬁsgg;" Controls | NET.01 10 ISC-1 (c)(2) [at least annually] and
[following significant changes]
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to facilitate the implementation of industry recognized SCT (Q)(1) [least every three (3)
jsecurity. compliance and resiience practices in the specification, design. lvears] and [following significant
of Technology Assets,
sC-01 Policy and Procedures Functional Subset Of SE(“;EHEZ%‘“E;”“Q SEA-01  |Applications andfor Services (TAA57 10 ISC-1 (c)(2) [at least annually] and
[following significant changes]
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to review the Security, Compiiance & Resilience Program SCT (Q)(1) [least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy anges
sC01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 ISC-1 (c)(2) [at least annually] and
Resilience Program [following significant changes]
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to control resource utilization of Technology Assets,
. |Applications and/or Services (TAAS) that are susceptible to Denial of Service
5C-05 Denial-of-service Protection Functional | Intersects With Resource Priority CAP-02  [(DoS) attacks to limit and prioritize the use of resources. 5
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to conduct capacity planning so that necessary capacity
5C-05 Denial-of-service Protection Functional | Intersects With Capacity Planning cap-03  ffor processing, and support 5
Iwill exist during contingency operations.
See FD for detalls. FD = NIST 5P 800-53. et [Mechanisms exist to facilitate the implementation of capacity management
5C-05 Denial-of-service Protection Functional | Intersects with | C@Pacity & Performance CAP-01  [controls to ensure optimal system performance to meet expected and 5
lanagement lanticipated future capacity requirements.
[See FD for details. FD = NIST 5P 800-53. Denial of Service (DoS) [Automated mechanisms exist to protect against or imit the effects of denial
5C-05 Denial-of-service Protection Functional | Intersects With orotection NET-02.1 |G comvice attacks 5
See FD for detalls. FD = NIST P 800-53. IMechanisms exist to monitor and control communications at the external
sc-07 Boundary Protection Functional | Intersects With | Boundary Protection NET-03 I oundary and at key internal bouncaries within the netwark 5
Cryptographic Key [See FD for details. FD = NIST SP 800-53. Public Key Infrastructure [Mechanisms exist to securely implement an internal Public Key Inirastru:luve
sc12 Establishment and Functional | Intersects With Y PRy CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI servi 5
Management jprovider.
Secure Name/address  (See FD for details. FD = NIST SP 800-53. IDomain Name Service (DNS)| [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
520 Resolution Service Functional | Intersects With Ranolotion NET-10  [designed, implemented and managed to protect the security of name / 5
(authoritative Source) laddress resolution.
Secure Name/address _[5ee FD for details. FD = NIST 5P 800-53. Secure Name / Address IMechanisms exist to perform data origin authentication and data integrity
Resolution Service Resolution Service |verification on the Domain Name Service (DNS) resolution responses
sc-21 (recursive or Caching Functional Equal (Recursive o Caching NET-10.2  |received from authoritative sources when requested by client systems. 10
Resolver) er)
‘Architecture and [See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to ensure systems that collectively provide Domain Name
Provisioning for Architecture & Provisioning [Service (DNS) resolution service are fault-tolerant and implement
sC-22 Name/address Resolution Functional Equal for s NET-10.1  |internal/external role separation. 10
Resolution Service
Service
scas process tsofation [See FD for detalls. FD = NIST 5P 800-53. Fanctional Equal brocess tsofation Senoq  |TEchenims et o implement a separate execulion domai for each 0
g process.
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to review the Security, Compiiance & Resilience Program [SF (Q)(D) (least every three (3]
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy
sI-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 ISI-1 (c)(2) [at least annually] and
Resilience Program [following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to facilitate the implementation of industry-recognized [ (C)(D) (least every three (3]
securiy. compliance and resifence practices in the specification. design. lvears] and [following significant
Secure Engineering of Technology Assets, lchanges
si-01 Policy and Procedures Functional Subset Of Brincimloe SEAOL  [applications andlor Services (TAAS) 10 ISI-1 (c)(2) [at least annually] and
[following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards [ (C)(1) [least every three (3]
land procedures necessary for secure, compliant and resilient capabi lvears] and [following significant
Publishing Security,
sI-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience |  GOV-02 5 ISI-1 (c)(2) [at least annually] and
Documentation [following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. Vulnerability & Patch [Mechanisms exist to facilitate the implementation and monitoring of [SI-2(c) [within 30 days of release
s-02 Flaw Remediation Functional | Intersects With | Management Program VPM-01  |vulnerability management controls. 5 lof updates]
(vPMP)
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to conduct software patching for all deployed Technology [SI-2(c) [within 30 days of release

5102 Flaw Remediation Functional | Intersects With Soﬁwarelfhrr:rgmware VPM-05  [Assets, Applications and/or Services (TAAS), including firmware. 5 lof updates]

[See FD for detalls. FD = NIST 5P 800-53. ‘Automatic Antimalware [Autom: exist to update including /5T~ zm WA 50 days of release

s1-02 Flaw Remediation Functional | Intersects With Sronature Updates END-04.1 S‘gnawe C achan 5 oo

[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to conduct software patching for all deployed Technology ] m (1771 at least weekly]
|Assets, Applications andor Services (TAAS), including firmware. /53 (<) (1)-2 [to include endpoints]
SI-3 (c) (2) [to include alerting
s1-03 Malicious Code Protection Functional | Intersects with | S°ftware & Firmware VPM-05 5 ladministrator or defined security
9 lpersonnel]
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to facilitate the implementation and monitoring of [513 (C) (1)-1 [at least weeKly]
|vulnerability management controls. /53 (<) (1)-2 [to include endpoints]
Vulnerability & Patch 51-3 (0) (2) [to include alertin
5103 Malicious Code Protection Functional | Intersects With | ~ Management Program VPM-01 5 ladministrator o defined security
(VPMP) lpersonnel]
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s1-03

Malicious Code Protection

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Malicious Code Protection
(Anti-Malware)

END-04

[Mechanisms exist to utilize antimalware technologies to detect and eradicate
Imalicious code.

513 (<) (1)-1 [at least weekly]
I51-3 (¢) (1)-2 [to include endpoints]
IS1-3 (c) (2) [to include alerting
ladministrator or defined security
lpersonnel]

s1-03

Malicious Code Protection

[See FD for details.

FD = NIST SP 800-53.

Functional

Intersects With

Heuristic / Nonsignature-
Based Detection

END-04.4

[Mechanisms exist to utilize heuristic / nonsignature-based antimalware
|detection capabilities.

[SF3 (<) (1)-1 [at least weekly]
513 (¢) (1)-2 [to include endpoints]
IS1-3 (c) (2) [to include alerting
ladministrator or defined security
lpersonnel]

51-03

Malicious Code Protection

[See FD for details.

FD = NIST SP 800-53.

Functional

Intersects With

Safeguarding Data Over
Open Networks

NET-12

[Cryptographic mechanisms exist to implement strong cryptography and
[security protocols to safeguard sensitive/regulated data during transmission
lover open, public networks.

[S3 (0) (1)-1 [at least weekiy]
[SI-3 (c) (1)-2 [to include endpoints]|
/513 (<) (2) [to include alerting
ladministrator or defined security
lpersonnel]

s1-03

Malicious Code Protection

[See FD for details.

FD = NIST SP 800-53.

Functional

Intersects With

Automatic Antimalware
Signature Updates

END-04.1

[Automated isms exist to update including
lsignature definitions.

[S3 (0) (1)-1 [at least weekiy]
[SI-3 (c) (1)-2 [to include endpoints]|
/513 (<) (2) [to include alerting
ladministrator or defined security
lpersonnel]

s1-03

Malicious Code Protection

[See FD for details.

FD = NIST SP 800-53.

Functional

Intersects With

Input Data Validation

TDA-18

[Mechanisms exist to check the validity of information inputs.

S1-3 () (1)1 [at least weekly]
/513 () (1)-2 [to include endpoints]
513 (0) (2) [to include alerting
ladministrator or defined security
lpersonnel]

5104

System Monitoring

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Input Data Validation

TDA-18

[Mechanisms exist to check the validity of information inputs.

51-04

System Monitoring

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Centralized Collection of
Security Event Logs

MON-02

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
lsimilar automated tool, to support the centralized collection of security-
related event logs

51-04

System Monitoring

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Safeguarding Data Over
Open Networks

NET-12

[Cryptographic mechanisms exist to implement strong cryptography and
[security protocols to safeguard sensitive/regulated data during transmission
lover open, public networks.

5104

System Monitoring

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Continuous Monitoring

MON-01

[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

51-05

Security Alerts, Advisories,
and Directives

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Input Data Validation

TDA-18

[Mechanisms exist to check the validity of information inputs.

51-05

Security Alerts, Advisories,
and Directives

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Threat Intelligence Feeds

THR-03

[Mechanisms exist to maintain situational awareness of vulnerabilities and
levolving threats by leveraging the knowledge of attacker tactics, techniques
land procedures to facilitate the implementation of preventative and
|compensating controls.

51-05

Security Alerts, Advisories,
and Directives.

[See FD for details.

FD = NIST SP 800-53

Functional

Intersects With

Safeguarding Data Over
Open Networks

NET-12

[Cryptographic mechanisms exist to implement strong cryptography and
[security protocols to safeguard sensitive/regulated data during transmission
lover open, public networks.

si-12

Information Management
and Retention

[See FD for details.

FD = NIST SP 800-53.

Functional

Intersects With

Media & Data Retention

DCH-18

[Mechanisms exst to retain media and data in accordance with applicable
|statutory, regulatory and contractual obligations.

si12

Information Management
and Retention

[See FD for details.

FD = NIST SP 800-53.

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

[Mechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
lan organization-defined time period to fulfill the purpose(s) identified in the
Inotice or as required by law;(2) Dispose of, destroys, erases, and/or
lanonymizes the PD, regardless of the method of storage; and(3) Use
lorganization-defined techniques or methods to ensure secure deletion or

).

|destruction of PD (including originals, copies and archived records).

Secure Controls Framework (SCF)

7of 7



	TX-RAMP Level 1

