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Strength of
Relationship

See FD for details. FD = NIST 5P 800-53. IAC-1 (c)(1) [least every three (3)
lvears] and [following significant
Publishing Security, . lchanges
Mechanisms exist to establish, maintain and disseminate policies, standards
AC-01 Policy and Procedures Functional | Intersects With | Compliance & Resiience | GOV-02  [WehenieThs @it fo soraioh malialt sns seninae polcies, Sianaer 5 IAC-L (c)(2) [at least annually] and
Documentation [following significant changes]
See FD for details. FD = NIST 5P 800-53. [AC-1 (0)(1) least every three (3)
erodic Review & Update of Mechanisms exist to review the Security, Compliance & Resience Program years]and following sgnicant
y 03 |(SCRP), including policies, standards and procedures, at planned intervals or
AC-01 Policy and Procedures Functional | ntersects With | - Securty, Compliance & B0V-03 | P et to o thelr comtinung suabies Saenumcy 5 ACL (012)ft feast annually) ana
9 o ctfactvenaes ollowing significant changes
See FD for details. FD = NIST 5P 800-53. [AC-1 (0)(1) least every three (3)
lvears] and [following significant
Identity & Access [Mechanisms exist to facilitate the implementation of identification and anges
Ac01 Policy and Procedures Functional Subset O Mot () GOl e omen controle 10 IAC-1 (0)(2) [at least annually] and
[following significant changes]
02 Account Management _|5%€ FD for detals, 7D = NIST 5P 800-53 runctional | intersects with o IAC.07.2 | Mechanisms exist to revoke user access rights in a timely manner, upon S [AC2 () [at least annually]
- of or contract.
[See FD for detalls. FD = NIST SP 800-53. IMechanisms exist to proactively govern account management of individual [AC-2 (i) [at least annually]
AC-02 Account Management Functional | Intersects With |  Account Management AT e caricn. aplicerion. guast nd Tempory Becounts 5
AC02 Account Management | >¢€ FD for details. FD = NIST SP 800-53. Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5 [AC-2 (i) [at least annually]
See FD for details. FD = NIST 5P 800-53 [AC-2 () [at least annually]
Safeguarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-02 Account Management Functional | Intersects With e Netoraries NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5
P lover open, public networks.
‘Account Management | _[5ee FD for details. FD = NIST P 800-53. [Automated mechanisms exist to disable inactive accounts after an [ACZ (3) (d) [180 days for user
AC-02 (03) ol AT Functional Equal Disable Inactive Accounts |  IAC-15.3 ekt e pariod. 10 Becounts]
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to initiate a session lock after an organization-defined time Ag%‘;]) [shorter timeframe than
y Account Management | . Iperiod of inactivity, or upon receiving a request from a user and retain the -
AC-02 (05) Inactivity Logout Functional Equal Session Lock IAC-24 Ieqsion lock until the user reestablishes access using establishe 10
identification and authentication methods.
See 7D for details. FD = NIST SP 800-53. e 1o enforce Role-Based Access Control (RBAQ) for
echanisms exist to enforce Role-Based Access Control
AC-02 (07) Account Management | Functional Equal Role-Based Access Control | .08 [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 10
Privileged User Accounts (RBAC)
0 laccess to individuals assigned specific roles with legitimate business needs.
rccountm ¢|[pee PO for detalls FD = NIST 5P 80053
\ccount Managemen
y Restrictions on Shared . IMechanisms exist to authorize the use of shared/group accounts only under
AC:02 (09) qlesctons on Use of Functional Equal Groups | Accounts | G5 gaization-defined conditons. 10
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or [AC-2 (12)(a) and AC-2 (12)(b)
Account Management | Required f leged t
y 16 |User Activity Monitoring (UAM) solutions to detect and respond to anomalous equired for privileged accounts.
AC-02 (12) Account Monitoring or Functional Equal Anomalous Behavior MON-LG e S Tnehcote arcsunt st '9,respond to ar 10
P! 9 Jactivities,
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to enforce Logical Access Control (LAC) permissions that
AC-03 Access Enforcement Functional | Intersects With | Access Enforcement AC20 o the principle of rleast privilege. 5
See FD for details. FD = NIST 5P 800-53.
Safeguarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and
AC-03 Access Enforcement Functional | Intersects With e Netwarks NET-12 fsecurity protocols to safeguard sensitive/regulated data during transmission 5
lover open, public networks
AC-03 Access Enforcement |6 FD for details. FD = NIST SP 800-53, Functional | Intersects With Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 5
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to implement and govern Access Control Lists (ACLs) to
AC-04 Information Flow Functional Equal AE::SF'C"::;ZT"L'IZE'“&’E‘L;V NET-04 |provide data flow enforcement that explicitly restrict network traffic to only 10
[what is authorized.
See FD for detalls. FD = NIST P 800-53. Dual Authorization for Mechanisms exist to enforce a two-person rule for implementing changes to
Ac-05 Separation of Duties Functional | Intersects With Change CHG-04.3 | ritical Technology Assets, Applications and/or Services (TAAS) s
See FD for details. FD = NIST 5P 800-53.
Mechanisms exist to utilize the concept of least privilege, allowing only
AC-06 Least Privilege Functional | Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in B
laccordance with organizational business functions,
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
AC-06 Least Privilege Functional | Intersects With | Access Enforcement G20 o the princinle of ~leact privilege - 5
Least Privilege | Authorize [*c¢ "0 'O detalls. FD = NIST 5P 800-53. |Authorize Access to Security| IMechanisms exist to limit access to security functions to explicitly-authorized
AC-06 (01) |access to Security Functions| Functional Equal ctions IAC211  |orileged users, 10
[ee FD for detalls. FD = NIST 5P 800-53. [AC-6(2) [all security-relevant
AC.06 (02) et Functional Equal Non-privileged Access for | 551, |[Mechanisms exist to prohibit privileged users from using privileged accounts, 10 ek 4
e resions Non-Security Functions |while performing non-security functions.
Least Privilege | Privileged [See FD for detalls. FD = NIST 5P 800-53. Management Approval For Mechanisms exit o estric the assignment of pivleged accounts to
AC-06 (05) Accounts Functional Equal Privileged Accounts 1AC-213 personnel and/or roles 0
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to periodically-review the pnvlleges assigned to individuals|
Least Privilege | Review of Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
AC-06 (07) e e Functional Equal Privileges IAC-17  lremove unnecessary privileges, as necessary. 10
y Least Privilege | Log Use of [5ee FD for detalls. FD = NIST 5P 800-53. ‘Auditing Use of Privileged » Mechanisms exist to audit the execution of privileged functions.
AC-06 (09) Srivileged Funcions Functional Equal o IAC-21.4 10
Least Privilege | Prohibit _[5e FD for etalls. FD = NIST 5P 800-53. Mechanisms exit o prevent nor-privleged Users from executing priieged
Non-privileged Users from Prohibit Non Privileged ffunctions to include disabling, circumventing or altering implemented
AC-06 (10) Eac i Priviioged Functional Equal m Executing IAC2L5  [sacurity safeguards | countermeasures 10
g b Privleged Functions
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to enforce a imit for consecutive invalid login attempts by [AC-7(a) [no more than 51115
Unsuccessful Logon la user during an organization-defined time period and automatically locks minute
AC07 ‘Attempts Functional Equal Account Lockout IAC-22 lthe account when the maximum number of unsuccessful attempts is 10
lexceeded
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to initiate a session lock after an organization-defined time [AC-11(a) [30 minutes]
. § eriod of inactivity, or upon receiving a request from a user and retain the
Ac-11 Device Lock Functional | Intersects With Session Lock 1AC-24 Isession lock until the user reestablishes access using established s
identification and authentication methods.
See FD for detalls. FD = NIST 5P 800-53. [Automated mechanisms exist to 1og out users, both ocally on the network
Ac12 Session Termination Functional Equal Session Termination 1AC:25  [and for remote sessions, at the end of the session or after an organization- 10
ldefined period of inactivity.
Permitted Actions Without [See FD for details. FD = NIST SP 800-53. Permitted Actions Without [Mechanisms exist to identify and document the supporting rationale for
Ac14 Identification or Functional Equal Identification or IAC-26  [specific user actions that can be performed on a system without 10
Authentication Authorization dentification or authentication.
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to define, control and review organization-approved,
AC17 Remote Access Functional | Intersects With Remote Access NET-14 e e e o 5
Remote Access | Monitoring [see FD for detalls. FD = NIST P 800-53. “Automated Monitoring & [Automated mechanisms exist to monitor and Control remote access Sessions.
AC17 (01) ot Functional Equal ot NET-14.1 10
See FD for detalls. FD = NIST 5P 800-53. [Cryptographic exist to protect the and integrity
Remote Access | Protection Protection of Jof remote access sessions (e.g..
AC17 (02) of Confidentiality and Functional Equal Confdentialty / Integrity | - NET-14.2 10
Integrity Using Encryption g Encryptior
emote A Manageq [75€ FD for detalls. 7D = NIST P 800-53. Managed Access Control Mechanisms exist to route ail remote accesses through managed network
AC-17 (03) e rose ‘c‘::fm‘l fivias Functional Equal i iaehite NET-14.3 [access control points (e.g., VPN concentrator) 10
- See FD for details. FD = NIST SP 800-53. Remote Privileged [Mechanisms exist to restrict the execution of privileged commands and
AC17 (08) Remote Access | Privieged Functional Equal  |Commands & Sensitive Data| NET-14.4  [access to security-relevant information via remote access only for compelling 10
ommands and Access “Access loperational needs.
emote A 5 [See FD for details. FD = NIST 5P 800-53. Expeditions O N Mechanisms exist to provide the capability to expeditiously disconnect or [AC-17(9) (15 minutes]
AC-17 (09) T e Dleable LC‘:&‘S‘;"“E‘ Functional Equal XDS.s'aL"\fc;iﬁﬂIi‘ /| NET-14.8 [disable a user's remote access session. 10
See FD for detalls. FD = NIST 5P 800-53. . N Mechanisms exist to control authorized wireless usage and monitor for
AC18 Wireless Access Functional | Intersects With |  Wireless Networking NET-15 [ o freloss atcose 5
See FD for details. FD = NIST SP 800-53. retoss Access Mechanisms exist to protect the confidentiality and integrity of wireless
2 x b i
Ac18 Wireless Access Functional | Itersects With | i enication & Encryption|  CRY-07  [retworking v 5
See FD for details. FD = NIST SP 800-53. Mechanisms exist to enforce access control requirements for the connection
AC19 Access Cantrol for Mobile Functional Equal Access Control For Mobile | - yypy.o  |of mobile devices to organizational Technology Assets, Applications and/or 10
evices evices [services (TAAS)
See FD for detalls. FD = NIST 5P 800-53. exist to protect the and integrity [AC5-2 [mobile devices that
AC18 (05) Aécess C'J‘"Ftrﬁléﬂf Mobile Functional caual Full Device & Container- MOM-03 uf Tformation on mobile devices through full-device or container encryption. 0 lprocess/store confidential state
X evices | Full Device or unctiona qual X ldata)
Container-based Encryption Based Encryption
See FD for details. FD = NIST SP 800-53. Use of External Technology Mechanisms exist to govern how external parties, including Technology
AC-20 Use of External Systems Functional Equal Assets, Applications andjor |  DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store, 10
Services (TAAS) lprocess and transmit data.
See FD for details. FD = NIST SP 800-53. IMechanisms exst to prohibit external parties, ncluding Technology Assets,
|Applications and/or Services (TAAS), from storing, processing ai
’ Use of External Systems | N . s unlecs scthoiscd naicuals e 1) verying the
Ac-20 01) Limits on Authorized Use Functional Equal Limits of Authorized Use | DCH-131 i lementation of required security, compliance and/or resilience controls; 0
lor(2) Retaining a processing agreement with the entity hosting the external
[TAAS.
Ac22 Publicly Accessible Content [°¢€ FD for details. FD = NIST 5P 800-53. Functional Equal Publicly Accessible Content |  DCH-15  [Mechanisms exist to control publicly-accessible content. 10 [AC-22(e) [at least quarterly]
See FD for details. FD = NIST SP 800-53. [AT-L (0)(1) [least every three (3)
periodic Review & Update of IMechanisms exist to review the Security, Compliance & Resilience Program Vea;fg]:s”d [following significant
g ’ including policies, standards and procedures, at planned intervals or
AT-01 Policy and Procedures Functional | Intersects With | Security, Compliance & BOV-03 e O e ecur ta e thets comtinuing autabily, adequacy 5 IAT-1 (0)(2) [at least annually] and
Resilience Program [ oAt cnan [following significant changes;
See FD for details. FD = NIST 5P 800-53. [AT-L (0)(1) [least every three (3)
lyears] and [following significant
securtty, Compliance & [changes
IMechanisms exist to facilitate the implementation of security workforce
AT-01 Policy and Procedures Functional Subset Of Resilience-Minded AT0L o e awareneas control 10 IAT-1 (0)(2) [at least annually] and
Workforce [following significant changes]
See FD for details. FD = NIST 5P 800-53. [AT-L (0)(1) [least every three (3)
lyears] and [following significant
Publishing Security, [changes]
g Mechanisms exit to estabish, maintan and disseminate poicies standarcs
AT-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 d 5 IAT-1 (0)(2) [at least annually] and
pliance & Resill land procedures necessary for secure, compliant and resilient capabil LR et gl
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Uteracy Training ang |55 PO for details. FD = NIST 5P 800-53. Security, Compliance & [Mechanisms exist to provlde all employees and contractors appropriat [AT-02 (a)(1) [at least annually]
AT-02 Y 9 Functional Equal Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 10
inin relevant for their job function.
Uiteracy Training and _|°°¢ " (o details. FD = NIST 5P 800-53 IMechanisms exist to utilize security awareness training on recognizing and
AT-02 (02) Awareness | Insider Threat Functional Equal Insider Threat Awareness | THR-05 | a5 rting potential indicators of insider threat. 10
Literacy Training and _[5ee FD for details. FD = NIST 5P 800-53.
y y Mechanisms exist to include awareness training on recognizing and reporting
AT-02(03) En:}'f’\:’;:‘:;z‘nj"hﬁ::l‘ng Functional Equal Social Engineering & Mining| - SAT-02.2 | otential and actual instances of social engineering and social mining, 10
[See FD for details. FD = NIST 5P 800-53 [AT-3(a)(1) [at least annually]
Mechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, 2
. Y g g related training:(1) Before authorizing access to the system or performing
AT-03 Role-based Training Functional | Itersects with | Compllance & Resilence | SaT-03  CC3 G) Biiet SaUrean SE0e e Y nalS) Amnoaly 5
9 fthereafter.
[See FD for detals. FD = NIST SP 800-53. [Mechanisms exist to document, retain and monitor individual training [AT-4(b) [at least 1 year]
y Security, Compliance & y lactivities, including:(1) Initial security, compliance and resilience awareness
AT-04 Training Records Functional Equal Resilience Training Records | >AT"%% liraining;(2) Recurring awareness training; and(3) Technology Assets, 10
[Applications andfor Services (TAAS)-specific training
[See FD for details. FD = NIST 5P 800-53 [AUT (@)(1) lleast every three (3]
erodic Review & Update of Mechanisms exist o review the Security, Compliance & Resience Program vears) and following sirificant
y 03 |(SCRP), including policies, standards and procedures, at planned intervals or
AU-01 Policy and Procedures Functional | Intersects With | Security, Compliance & B0V-03 | o et to o thelr comtinung suabis, Saenuacy 5 IAU-1 ()(2) [at least annually] and
Resilience Program e [following significant changes]
[See FD for details. FD = NIST 5P 800-53 AU (©)(1) least every three (3]
lvears] and [following significant
Publishing Security, .
IMechanisms exist to establish, maintain and disseminate policies, standards
AU-01 Policy and Procedures Functional | Intersects With | Compliance & Resiience | GOV-02  [WeheBiEThs @i fo soraioh malialt Sns dseniiae polcies, Sianeer 5 IAU-1()(2) [at least annually] and
Documentation [following significant changes)
[See FD for details. FD = NIST 5P 800-53 [AUT (€)(1) [least every three (3]
lvears] and [following significant
g anges
AU-01 Policy and Procedures Functional Subset O Continuous Monitoring MON-01 mi;:’;’::f"g“is:gf;lg" facilitate the implementation of enterprise-wide 10 JAU-1 (c)(2) fat least annually] and
g [following significant changes)
See FD for details. FD = NIST 5P 800-53 [AU-2 (a) [Successful and
lunsuccessful account logon
levents, account management
levents; object access, policy
[change, privilege functions,
lprocess tracking, and system
IMechanisms exist to review event logs on an ongoing basis and escalate [euents. For Web applications: all
¥ i ¥ inistrator activit
AU-02 Event Logging Functional | Intersects With | Security Event Monitoring | MON-0L8 e e o e e o o e procadures 5 foeministrator oceviy.
checks, data
|deletions, data access, dat:
[changes, and permission changes]
See FD for details. FD = NIST 5P 800-53. [AU-2 (a) [Successful and
lunsuccessful account logon
levents, account management
levents; object access, policy
[change, privilege functions,
lprocess tracking, and system
Centralized Collection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or levents. For Web applications: all
AU-02 Event Logging Functional | Intersects With | CeCiralzed Colect MON-02  [similar automated tool, to support the centralized collection of security- 5 ladministrator activity,
ecurity Event Logs Felated event 1ogs. lauthentication checks,
lauthorization checks, data
ldeletions, data access, data
[changes, and permission changes]
See 7D for details. FD = NIST SP 800-53.
Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
N 03 [ata minimum:(1) Establish what type of event occurred;(2) When (date and
AU-03 Content of Audit Records Functional Equal Content of Event Logs MON-03 [ ) Woer e vt oottt T cascs of the 10
levent;(5) The outcome (success or failure) of the event; and(6) The identity
lof any User/subject associated with the event.
See FD for detalls. FD = NIST 5P 800-53 [AU-3 (1) [Assignment:
lorganization-defined additional,
Imore detailed information]
[session, connection, transaction,
lor activity duration; for client-
lserver transactions, the number of
bytes received and bytes sent;
 Content of Audit Records Sensitive Event Lo y ladditional informational messages
AU-03 (01) tent of Audit Records | Functional | Intersects With e Event Log MON-03.1 | Mechanisms exist to protect sensitive/regulated data contained in log files. 5 [ diagnose or identify the event:
[characteristics that describe or
dentify the object or resource
bbeing acted upon]
See FD for detalls. FD = NIST 5P 800-53 IMechanisms exist to allocate and proactively manage sufficient event log
AU-04 Audit Log Storage Capacity Functional Equal Event Log Storage Capacity | MON-04 00 o s 1o S e elinaod of such coacity boing excectar 10
N Response to Audit Logging [5ee FD for detalls. FD = NIST 5P 80053 Response To Event Log 05 [Mechanisms exist to alert appropriate personnel in the event of a log
AU-05 Process Failures Functional Equal Processing Failures MON-05 | rocessing failure and take actions to remedy the disruption. 10
See FD for details. FD = NIST SP 800-53. Mechamsms exist to utilize a Security Incident Event Manager (SIEM), or (AU-6(a) [at least monthly]
Audit Record Review, Centralized Collection of
AU-06 | . Functional | Intersects With MON-02 utomated tool, to support the centralized collection of security- B
Analysis, and Reporting Security Event Logs Fentot e oce
See FD for detalls. FD = NIST 5P 800-53 [AU-6(a) (at least monthly]
Audit Record Review Mechanisms exist to adjust the level of audit review, analysis and reporting
AU-06 Patipsotiving Functional | Intersects With | Audit Level Adjustments | MON-02.6 |based on evolving threat information from law enforcement, industry 5
ysis, porting lassociations or other credible sources of threat intelligence.
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to utilize time-synchronization technology to synchronize
AU-08 Time Stamps Functional | Intersects With |  Clock Synchronization SEA20 e e clocke. 5
Protection of Audit See FD for details. FD = NIST SP 800-53. [Mechanisms exist to configure Technology Assets, Applications and/or
AU-09 o Functional | Intersects With Time Stamps MON-07  [Services (TAAS) to use an authoritative time source to generate time stamps 5
ffor event logs.
AU09 Protection of Audit __[oee FD for detalls. FD = NIST 5P 800-53 Fanctional cqual Protection of Event Logs | MON-0p | Mechanisms exist to protect event logs and audit tools from unauthorized 0
n Jaccess,
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to retain event logs for a time period consistent with [AU-11 [at least 60 days]
. 1o [records retention requirements to provide support for after-the-fact
AU-11 Audit Record Retention Functional Equal Event Log Retention MO0 e o ety o s 16 oy Fanciotory and 10
|contractual retention requirements
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist o provide an event 10g report generation capabiiity to aid
AU-12 Audit Record Generation Functional | Intersects With |  Monitoring Reporting MON-06 (105 eting and asscesing anomalous activities 5
See FD for details. FD = NIST SP 800-53. Mechanisms exist to facilitate the implementation of security, compliance [CA-1 (0)(1) least every three (3)
land resilience assessment and authorization controls lvears] and [following significant
anges
ca-01 Policy and Procedures Functional Subset Of '”'°’mag‘;’;f‘;“5:r::”‘9 )| 1ao.01 10 ICA-1 (c)(2) [at least annually] and
[following significant changes]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program [CA-1 (O(1) [Teast every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if significant changes occur to ensure their continuing suitability, adequacy anges
ca01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 and effectiveness. 5 ICA-1 (0)(2) [at least annually] and
Resilience Program [following significant changes]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to estabiish, maintain and disseminate policies, standards [CA-1 (O(1) [Teast every three (3]
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, lchanges
ca01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 ICA-1 (0)(2) [at least annually] and
Documentation [following significant changes]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to regularly review Technology Assets, Applications and/or [CA-2(d) [at least annually]
Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
cA02 Control Assessments Functional | Intersects With | ~ Security, Compliance & | CPL03.2  [and/or resilience policies and standards. 5
Resilience Controls
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to perform Information Assurance Program (IAP) activities [CA-2(d) [at least annually]
cA-02 Control Assessments Functional | Intersects With |  Technical Verification 140-06  [to evaluate the design, implementation and effectiveness of technical 5
lsecurity, compliance and resilience controls.
See FD for detalls. FD = NIST SP 800-53. echanisms exist o assess securty, compliance and reslence Controls [CA-2(d) [at least annually]
Security, Compliance & lsystem project development to determine the extent e controls
cA02 Control Assessments Functional | Intersects With | Resilience In Project PRM-04 [3re implemented correctly, operating as intended and broducng the desired 5
Management loutcome with respect to meeting the requirements.
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to formally assess the security, compliance and resilience [CA-2(d) [at least annually]
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
cA02 Control Assessments Functional | Intersects With Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 5
lproducing the desired outcome with respect to meeting expected
requirements,
See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to regularly review processes and documented procedures [CA-2(d) [at least annually]
Security, Compliance & lto ensure conformity with the organization's security, compliance and/or
cA-02 Control Assessments Functional | Intersects With | 2eCiity Compiance & CPL-03 resilience policies, standards and other applicable requirements. s
See FD for detals. FD = NIST SP 800-53. IMechanisms exist to authorize connections from systems to other systems [CA-3(c) [at least annually]
using Iterconnection Securty Agreements (1SAS), or smilar methods,that
caA-03 Information Exchange Functional | Intersects With '“‘i"fe"e";;‘,lfg(fg;”‘y NET-05 [document, for each 1) Int Security, B
9 lcompliance and resilience requirements; and ) The nature of the
information communicated.
See FD for detalls. FD = NIST 5P 800-53. mmmum(1) Deficlency tracking number;(2) Applicable securlty, compliance [CA-5(b) (at least quarterly]
land/or resilience control;(3) Description of the deficiency(ies);(4) Risk
§ Plan of Acion and Capabilities Deficiency ’ lassociated with the deficiency(ies);(5) Source deficienc
cA05 Milest Functional | Intersects With Tracking 1A0-05 tion;(6) Temporary controls, if applicable; s
(7) Point of Contact (POC) (e.g., asset/process owner);(8) Resources required
Jto conduct actions:(9) Planned remedial actions to the
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See FD for details. FD = NIST SP 800-53 IMechanisms exist to ensure Technolugy Assets, Apphcauons and/or Services [CA-6(e) [at least every three years
CA06 Authorization Functional Equal Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live* in a production environment. 10 lor when a significant change
loccurs)
See FD for details. FD = NIST 5P 800-53 Security, Compliance & Mechanisms exist to provide a security, compliance and resilience controls
ca-07 Continuous Monitoring Functional Intersects With Resilience Controls CPL-02  [oversight function that reports to the organization's executive leadership. 5
Oversight
See FD for details. FD = NIST 5P 800-53 [Mechanisms exist to ensure risk monitoring as an integral part of the
|Continuous Monitoring | Risk lcontinuous monitoring strategy that includes monitoring the effectiveness of
CA-07 (04) Monitoring ! Functional Equal Risk Monitoring RSK-11  lsecurity, compliance and resilience controls, compliance and change 10
imanagement.
[See FD for details. FD = NIST 5P 800-53 [CA8 [at least annually]
. ¥ [Mechanisms exist to conduct penetration testing on Technology Assets, [CA-8 [for applications that process
ca08 Penetration Testing Functional Equal Penetration Testing VPMO7 e eations andlor Senices (TAAS) 10 lany confidential state data]
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to control internal system connections through authorizing
y y internal connections of systems and documenting, for each internal
cA-09 Internal System Connections| Functional Equal Internal System Connections(  NET-05.2 0008 oo B e ceristics. security requirements and the 10
Inature of the information communicates
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to facilitate the implementation of configuration [CM-T ()(1) Tleast every three (3)
imanagement controls. lvears] and [following significant
cM-01 Policy and Procedures Functional Subsetof | Configuration Management | cgg oy 10 |CM-1 (C)(2) [at least annually] and
9 [following significant changes]
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to review the Security, Compiiance & Resilience Program [CM-T ()(1) least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy
cM01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 [CM-1.(c)(2) [at least annually] and
Resilience Program [following significant changes]
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to establish, maintain and disseminate policies, standards [CMT ()(1) least every three (3]
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security,
cM-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5 [CM-1.(c)(2) [at least annually] and
Documentation [following significant changes]
See FD for details. FD = NIST 5P 800-53
Mechanisms exist to review and update baseline configurations:(1) At least
cM-02 Baseline Configuration Functional | Intersects With Reviews & Updates CFG-02.1  fannually;(2) When required due to s0; or(3) As part of system component 5
installations and upgrades.
See FD for detalls. FD = NIST 5P 800-53.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
cM-02 Baseline Configuration Functional | Intersects With Confoiratione CFG-02 |configurations for Technology Assets, Applications and/or Services (TAAS) 5
9 Ithat are consistent with industry-accepted system hardening standards.
Baseline Configuration | _[5ee FD for detalls. FD = NIST SP 800-53 IMechanisms exist to retain previous versions of baseline configuration to
CM-02 (03) Retention of Previous Functional Equal Retention Of Frevious | cFG-02.3  fsupport roll back. 10
Configurations. 9
Configuration Change _[5ee FD for detalls. FD = NIST SP 800-53. Change Management Mechanisms exist to facilitate the implementation of a change management
cM-03 oo Functional Subset Of Frogram CHG0L i 10
Configuration Change _[5ee FD for detalls. FD = NIST SP 800-53. Configuration Change IMechanisms exist to govern the technical configuration change control
cM-03 G Functional | Intersects With G CHG02 | en 5
N See FD for detalls. FD = NIST 5P 800-53 IMechanisms exist to verify the functionality of security, compliance and
< Con‘ﬂlgTuralmn gh?gge c - ' resilience controls following implemented changes to ensure applicable
’ ontrol | Testing, Validation, ontrol Functionality ’ lcontrols operate as designed.
€M-03 (02) o Docomeation of Functional | Intersects With e fetiom CHG-06 5
Changes
See FD for detalls. FD = NIST 5P 800-53 echarfsrms Xt o SpBropriately Test nd document proposed changes I a
Configuration Change before changes are
Control | Testing, Validation, Test, Validate & Document lproduction environment.
€M-03 (02) T Documeniation of Functional | Intersects With CHG-02.2 5
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to include a cybersecurity and/or data protection
Configuration Change Security, Compliance & representative in the configuration change control review process.
CM-03 (04) Control | Security and Functional Equal Resilience Representative | CHG-02.3 10
Privacy Representatives for Asset Lifecycle Changes
See FD for detalls. FD = NIST 5P 800-53. Security Impact Analysis for Mechanisms exist to analyze proposed changes lur potential security
cm-04 Impact Analyses Functional Equal CHG-03  fimpacts, prior to the implementation of the chan 10
\mpact Analyscs | [P D o7 detalls. FD = NIST 5P 80053 [Mechanisms exist to perform Information Assurance Program (IAP) activities
cM-04 (02) ! Functional Equal Technical Verification 1A0-06  |to evaluate the design, implementation and effectiveness of technical 10
Verification of Controls lsecurity, compliance and resilience controls.
access Restrictions for |55 1 for details. FD = NIST 5P 800-53 Governing Access Mechanisms exist to define, document, approve and enforce access
x - restrictions associated with changes to Technology Assets, Applications
cM-05 Change Functional | Intersects With | p SOSIONG ACCeS END-03.2 flestrictions associated 9 9y ppl 5
‘Access Restrictions for _[see FD for details, FD = NIST 5P 800-53. ‘Access Restriction For [Mechanisms exist to enforce Configuration restrictions in an effort to restrict
CcM-05 Change Functional | Intersects With Change CHG-04 " line ability of users to conduct unauthorized changes. 5
See FD for detalls. FD = NIST 5P 800-53 [Mechanisms exist to limit operational privileges for implementing changes. [CM-5(5) [at least quarterly]
Access Restrictions for
Change | Privilege Permissions To Implement
€M-05 (05) Limitat o Prodection Functional Equal CHG-04.4 10
and Operation
See FD for detalls. FD = NIST 5P 800-53 [Mechanisms exist to develop, document and maintain secure baseline
. Secure Baseline [configurations for Technology Assets, Applications and/or Services (TAAS)
CM-06 Configuration Settings Functional Intersects With Configurations CFG-02  lthat are consistent with industry-accepted system hardening standards. 5
[See FD for details. FD = NIST 5P 800-53. ‘Approved Configuration [Mechanisms exist to document, assess risk and approve or deny deviations
cM-06 Configuration Settings Functional | Intersects With P CFG-027 o i iardized configurations. 5
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to Configure systems to provide only essential capabilities
cm07 Least Functionality Functional Equal Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 10
rvices.
See FD for details. FD = NIST SP 800-53. Mechanisms exist to periodically review system configurations to identify and| [CM-7(1)(a) (at least quarterly]
€M-07 (01) Least Functionality | Functional Equal periodic Review CFG-03.1 [disable unnecessary and/or non-secure functions, ports, protocols and 10
Periodic Review lservices.
east Functionliy | revent See FD for detalls. FD = NIST 5P 800-53. |Automated mechanisms exist to prevent the execution of unauthorized
cM-07 (02) o Functional | Intersects With | Prevent Program Execution | SEA-06  [S(EOmaiel MEChan 5
Least Functionality | prevent| e ' D for details. FD = NIST 5P 800-53. Prevent Unauthorized IMechanisms exist to configure systems to prevent the execution of
CM-07 (02) rogram Execution Functional | Intersects With Software Execution CFG-03.2 | o thorized software programs. 5
Least Fanctionality|_[25¢ PP 1o Getails-FD = NIST 57 80053 Explcily Allow / Deny IMechanisms exist to expiicitly allow (allowlist / whitelist) and/or block [CM-7(5) () [ at least annually or
. . (denylist / blacklist) applications that are authorized to execute on systems. [when there is a change:
€M-07 (05) Aothorved Satware Functional Equal Apbiicatons CFG-03.3 [idenylist/ ) appl % 10 ge]
[See FD for details. FD = NIST 5P 800-53. [CM-8(D) [at least quarterly]
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:(1) Accurately reflects the current TAASD
System Component in use;(2) Identifies authorized software products, including business
cM-08 e oo Functional | Intersects With Asset Inventories AST02 ustfication detals(3) s ot the level of granularity deemed necessary for 5
] ftracking and reporting;(4) Includes
Inecessary to achieve effective property acmunzammy, and(S) S available for
review and audit by designated organizational personnel.
[See FD for detalls. FD = NIST SP 800-53. [Mechanisms exist to establish and maintain an authoritative source and [CM-8(b) [at least quarterly]
M08 System Component Functional | Intersects with |  Component Duplication | o 3 [repository to provide a trusted source and accountability for approved and 5
Inventory woidance implemented system components that prevents assets from being duplicated|
in other asset inventories.
aystom G . [5ee FD for defalls. 7D = NIST 5P 800.53.
ystem Componen . .
Updates During Installations| IMechanisms exist to update asset inventories as part of component
cM-08 (01) Inventory | Updates During Functional Equal AST-02.1 10
frit A st /Removals installations, removals and asset upgrades
mos Configuration Management [5ee FD for etals. FD = NIST 57 800-53. Functional Subsetof | CoMMoMralion Management | g o;  [Vechanisms exist o acitale the implementation of confguration 0
y Configuration Management [see FD for detalls. FD = NIST 5P 800-53. Stakeholder Notification of ) IMechanisms exist to ensure stakeholders are made aware of and understand
cM-09 Blan Functional | Intersects With CHG05 et of proposed ehanges 5
[See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to enforce software usage restrictions to comply with
cM-10 Software Usage Restrictions Functional Equal Software Usage Restrictions|  CFG-04  |Loema L aT o O et and copyrioht lawe. 10
[See FD for details. FD = NIST SP 800-53.  Inatallation Without [Automated mechanisms exist to proibit software installations without [CM-T1(c) at least monthiy]
cM-11 User-installed Software Functional | Intersects With e O END-03  [explicitly assigned privileged status. 5
Privileged Status
it User-installed Software _|5€€ FD for detalls. FD = NIST 5P 800-53. Functional | Intersects With | User-installed Software Cro.05 | Mechanisms exist to restrict the ability of non-privileged users to instal S [CM-T1(c) at least monthiy]
lunauthorized software.
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to identify and document the location of information and
cM-12 Information Location Functional Equal Information Location DCH-24  [the specific system components on which the information resides. 10
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to review the Security, Compiiance & Resilience Program [CP-1 (Q)(1) [Teast every three (3]
(SCRP), including policies, standards and procedures, at planned intervals or lyears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy lchanges
cpo1 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 ICP-1(c)(2) [at least annually] and
Resilience Program [following significant changes]
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to facilitate the implementation of contingency planning [CP-1 (C)(1) [least every three (3)
lcontrols to help ensure resilient Technology Assets, Applications and/or lvears] and [following significant
Business Continuity [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business lchanges
cpo1 Policy and Procedures Functional Subset Of Management System BCD-01  |Continuity & Disaster Recovery (BC/DR) playbooks). 10 [CP-1()(2) [at least annually] and
(BCMS) [following significant changes]
[See FD for details. FD = NIST 5P 800-53. [Mechanisms exist to establish, maintain and disseminate policies, standards [CP-1 (C)(1) [least every three (3)
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security,
cpo1 Policy and Procedures Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5 [CP-1(c)(2) [at least annually] and
Documentation [following significant changes]
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to facilitate the implementation of contingency planning [CP-2(d) Tat least annually]
Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
cp02 Contingency Plan Functional Subset Of Management System BCD-01  [3ervices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
gency 9By |Continuity & Disaster Recovery (BC/DR) playbooks).
[See FD for details. FD = NIST 5P 800-53. o conti IMechanisms exist to update contingency plans due to changes affecting:(1) [CP-2(d) (at least annually]
cp-02 Contingency Plan Functional Intersects With "g"‘“,,g‘ ontingency. BCD-06  |People (e.g., personnel changes);(2) Processes (e.g. , altered or 5
lanning business practices, including third-party services)(3)
[See FD for details. FD = NIST 5P 800-53. ech o adequately ¢ . i anotican [CP-3(a)(1) [14 days]
cp-03 Contingency Training Functional Equal Contingency Training BCD-03 e kaholders o thelr continaans - les o ey et oo applicable 10 |CP-3(a)(3) [at least annually]
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[See FD for details. FD = NIST SP 800-53. Contingency Plan Root [CP-4(a) [at least every 2 years]
y : ! y Mechanisms exist to conduct a Root Cause Analysis (RCA) and *lessons lCP-4(a) [tablatop simulation
cP-04 Contingency Plan Testing Functionsl | ntersects With | Cause Analysis (RCA) & D05 ey Every time the contingency pion 1o ocnto 5 (a) I P )
[See FD for details. FD = NIST SP 800-53. Contingency Plan Testing & [Mechanisms exist to conduct tests and/or exercises to evaluate the CP-4(a) [at least every 2 years]
cpoa Contingency Plan Testing Functional | Intersects With O reions Y BCD-04 |contingency plan’s effectiveness and the organization's readiness to execute B [CP-4(a) [tabletop simulation]
e plan
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to establish an alternate storage site that includes both
CP-06 Alternate Storage Site Functional Equal Alternate Storage Site BCD-08 [the assets and necessary agreements to permit the storage and recovery of 10
Jsystem backup information.
[See FD for details. FD = NIST 5P 800-53 Mechanisms exist to establish an alternate processing site that provides
cp-07 Alternate Processing Site Functional Equal Alternate Processing Site | BCD-09 (Tt S 0 T O ot of the primary ote. 10
Telecommunications _[ee FD for detalls. FD = NIST SP 800-53 Telecommunications Mechanisms exist to reduce the ikelihood of a single point of failure with
cp-08 Services Functional | Intersects WIth | services Availability BCD-10 |orimary telecommunications services. N
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to create recurring backups of data, software and/or fCFTHQ (a) [daily incremental; weekly|
’ . lsystem images, as well as verify the integrity of these backups, to ensure the u
cP-09 System Backup Functional | Intersects With Data Backups BCD-11 o \ailability of the data to satisfy Recovery Time Objectives (RTOs) and s [CP-0 (b) [daily incremental; weekly)
Recovery Point Objectives (RPOs) futl
See FD for details. FD = NIST 5P 800-53 [CP-9(1) (at least annual
P09 (01) System Backup | Testing for, Functional cqual Testing for Reliability & | g 11 [Mechanisms exist to routinely test backups that verify the reliability of the 10 w1 g
Reliability and Integrity ! Integrity -1 lbackup process, as well as the integrity and availability of the data.
System Backup | [See FD for details. FD = NIST 5P 800-53. Icryptographic mechanisms exist to prevent the unauthorized disclosure [CP-8(3) Iconfidential state data]
Cp-09 (08) Cryptographic Protection Functional Equal Cryptographic Protection | BCD-LL4 ~SYPI09TaBIE chaions excst 1o prever 10
[See FD for details. FD = NIST SP 800-53. MNOIOQY ASSES, [Mechanisms exist to ensure the secure recovery and reconstitution of
P10 System Recovery and Functional Intersects with |APPlications and/or Services| BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 5
Reconstitution (TAAS) Recovery & lafter a disruption, compromise or failure.
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to facilitate the implementation of contingency planning
Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or
P10 System Recovery and Functional | Intersects With |  Management System BCD.01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 5
Reconstitution e |Continuity & Disaster Recovery (BC/DR) playbooks).
System Recovery ang | 2°¢ F0 1or details- FD = NIST SP 80053 necovery Tme Pomt Mechanisms exist to facilitate recovery operations in accordance with
. - Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS)
P10 Pt A Functional | Intersects With | SOV T/ BN | eep-ov.a y i ) v i 5
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to review the Security, Compliance & Resilience Program 1AL (0)(D) [least every three (3]
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if significant changes occur to ensure their continuing suitability, adequacy anges
1A-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 IA-1 (€)(2) [at least annually] and
Resilience Program [following significant changes]
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to facilitate the implementation of identification and 1A-T (©)(D) [least every three (3]
laccess management controls. lvears] and [following significant
lchanges;
1A-01 Policy and Procedures Functional Subset O Jdentity & Access 1AC-01 10 1AL (c)(2) [at least annually] and
Management (1AM)
[following significant changes)
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to establish, maintain and disseminate policies, standards 1AL (0)(D) [least every three (3]
land procedures necessary for secure, compliant and resilient capabilities. years]ana following sgnicant
Publishing Security,
1A-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 S tat east annually] and
Documentation [following significant changes)
\dentification and __[5e€ FD for details. FD = NIST P 800-53. \dentification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-02 Authentication Functional Equal Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of 10
(organizational Users) Organizational Users lorganizational users.
See FD for detalls. FD = NIST 5P 800-53 [Atomated mechartsms exst to enorce MUlt-Factor Authentication (MFA)
ffor:(1) Remote network access;(2) Third-party Technology A
et fcation and [applications andior Services (TARS): and! or(3) Non-console access to critcal
1402 (01) (orgeniomtiona Uaers) | Functional | Intersects witn | MiFactor Authenticaton | ¢ g [TAAS that stoe, transritandjor process sensltiveregulated data 5
Multi-factor Authentication
to Privileged Accounts
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to utilize Mut-Factor Authentication (MFA) to authenticate
Identification and local access for privileged accounts.
Authentication
1A-02 (01) (organizational Users) | Functional | Intersects with | LoCal Access to Privileged | ¢ 46 3 5
Multi-factor Authentication
to Privileged Accounts
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to it the use of commercially-provided Information
Identification and |Assurance (1A) and A-enabled IT products to those products that have been
Authentication Information Assurance lsuccessfully evaluated against a National Information Assurance partnership
1A-02 (01) (organizational Users) | Functional | Intersects With e noaran TDA-02.2  [(NIAP)-approved Protection Profile or the cryptographic module is FIPS- 5
Multi-factor Authentication |validated or NSA-approved.
to Privileged Accounts
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to implement Multi-Factor Authentication (MFA) for access
Identification and lto privileged and non-privileged accounts such that one of the factors is
Authentication o g independently provided by a device separate from the system being
1A-02 (01) (organizational Users) | Functional | Intersects with | OUtofBand MulthFactor | ac 064 laccessed 5
Multi-factor Authentication
to Privileged Accounts
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to utilize Mult-Factor Authentication (MFA) to authenticate
Identification and Inetwork access for privileged accounts.
Authentication
1402 (01) (organizational Users) | Functional | Intersects With pretwork Accessto. 1AC-06.1 5
Multi-factor Authentication o
to Privileged Accounts
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to utilize Mult-Factor Authentication (MFA) to authenticate
Identification and Inetwork access for non-privileged accounts
Authentication Network Access to Non-
1A-02 (01) (organizational Users) | Functional | Intersects with | NGOk Access to No 1AC-06.2 5
Multi-factor Authentication o
to Privileged Accounts
See FD for detalls. FD = NIST 5P 800-53 [Automated exist to ensure 4 token quality
Identification and requirements are satisfied for hardware token-based authentication.
Authentication Hardware Token-Based
1A-02 (01) (organizational Users) | Functional | Intersects With e e 1AC-10.7 5
Multi-factor Authentication
to Privileged Accounts
\dentification and __|5e€ FD for details. FD = NIST P 800-53. [Automated exist to employ rep 1A-2(8) [privileged accounts]
uthentication Replay-Resistant
1A-02 (08) (organizational Users) | Functional Equal A“J’mim(am" 1AC-02.2 10
Access to Accounts —
Replay Resistant
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
Device Identification and \dentification & land Audit (AAR) devices before establishing a connection using bidirectional
1A-03 ‘Authentication Functional Intersects With | 4 v ontication for Devices IAC-04  lauthentication that is cryptographically- based and replay resistant. 5
See FD for details. FD = NIST 5P 800-53. N N Mechanisms exist to strictly govern the use of Authenticate, Authorize and 1A-4(d) [at least two years]
1A-04 Identifier Management Functional Intersects with |Authenticate, Authorize and| |, o) 5 audit (AAA) solutions, both on-premises and those hosted by an External 5
udit (AAA) [service Provider (ESP)
See FD for details. FD = NIST 5P 800-53. identifier Management (User| Mechanisms exist to govern naming standards for Usernames and 1A-4(d) [at least two years]
1A-04 Identifier Management Functional | Intersects With 1AC00 [ gy Acsets, Applications andjor Services (TAAS) 5
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to strictly govern the use of Authenticate, Authorize and 1A-4(4) [to include contractors;
1A-04 (04) dentifier Management | Functional | Intersects with |Authenticate, Authorize and| |\ o1 5 |audit (AAA) solutions, both on-premises and those hosted by an External 5 lforeign nationals; non-
Identify User Status Audit (AAA) [service Provider (ESP). lorganizational users]
dertifor Management | |5¢¢ PO o7 Getalls, FD = NIST P 800-53. User dentity (D) Mechanisms exist to ensure proper user identification management for non- 1A-4(4) [to include contractors;
' . lconsumer users and administrators. fforeign nationals; non-
1A-04 (04) P Functional | Intersects With ‘Management 1AC-09.1 5 wgag‘zamna‘ eers]
dertifor Management | |5¢¢ PO o7 Getalls, FD = NIST P 800-53. Mechanisms exist to identify contractors and other third-party users through JA-418) (o nclude contractors;
1A-04 (04) Functional | Intersects With | Identity User Status IAC-09.2  |unique username characteristics. 5 fforeign nationals;
1dentify User Status lorganizational users]
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to:(1) Securely manage authenticators for users and
1A-05 Authenticator Management Functional | Intersects With | Authenticator Management | 1AC-10 a0 O o e i of suthentication 1 appropriate to the 5
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to ensure default authenticators are changed as part of
1A-05 Authenticator Management Functional | Intersects With |  Default Authenticators IAC-10.8 e tion or system installation. 5
See FD for details. FD = NIST 5P 800-53. [Automated mechanisms exist to determine if password authenticators are 1A-5(n) [case sensitive, minimum
|authenticator Management | N us B lsufficiently strong enough to satisfy organization-defined password length [twelve characters, at least one
1405 (01) Password-based Functional | Intersects with | AUsomared Support For 1AC-10.4  [and complexity requirements. 5 lupper-case, lower-case, letters,
Athentication g Inumbers, and special characters]
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to enforce complexity, length and ifespan considerations 1A-5(n) [case sensitive, minimum
|authenticator Management | lto ensure strong criteria for password-based authentication. [twelve characters, at least one
1A-05 (01) ssword-based Functional | Intersects With Paseword Based 1AC10.1 5 lupper-case, lower-case, letters,
Athentication Inumbers, and special characters]
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to:(1) Securely manage authenticators for Users and 1A-5(n) [case sensitive, minimum
|authenticator Management | ldevices; and(2) Ensure the strength of authentication is appropriate to the [twelve characters, at least one
105 (01) Password-based Functional | Intersects With 1AC-10 the data being accesse 5 lupper-case, lower-case,
Athentication Inumbers, and special characters]
See FD for detalls. FD = NIST 5P 800-53. [Automated mechanisms exist to validate certificates by constructing and
|Authenticator Management | |verifying a certification path to an accepted trust anchor including checking
1A-05 (02) ublic Key-based Functional Equal PKI-Based Authentication | IAC-10.2  [certificate status information for PKI-bated authentication. 10
Authentication
See FD for detalls. FD = NIST 5P 800-53. Fechanfeme evet o compel users o olw accepled pracices e use of
|Authenticator Management || User Responsibilities for words, physical or logical
1-05 (06) Protection of Authenticators Functional | Intersects With | 2Ct TeP oI TR IAC18  [ectrity tokens, smart cards, certincates, o). 5
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to protect authenticators commensurate with the
|Authenticator Management | lsensitivity of the information to which use of the authenticator permits
1A-05 (06) o e Functional | Intersects With |Protection of Authenticators| IAC-10.5  |accass B
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to ensure that unencrypted, Static authenticators are not
in applications, scripts or stored on function keys
|Authenticator Management | lembedded in appl
1A-05 (07) No Embedded Unencrypted Functional Equal Mo Embedded unenevpted | ac-106 10
Static Authenticators.
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to obscure the feedback of authentication information
lduring the authentication process to protect the information from possible
1A-06 Authentication Feedback Functional Equal Authenticator Feedback IACI1  |exploitationfuse by unauthorized individuals. 10
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See FD for details. FD = NIST SP 800-53. [Mechanisms exist to ensure crypwgrapmc modules adhere to applicable
1A-07 C"’fﬁif&?éiﬂ":f“‘e Functional Intersects With C’Y%‘:&Z’&T&;N:ﬂ““‘e IAC-12  [statutory, regulatory and contractual requirements for security strength. 5
-~ Cryptographic Module  [See FD for details. FD = NIST SP 800-53. roTTTaETe » [Automated mechanisms exist to enable systems to authenticate to a
107 et Functional | Intersects With |~ Through Cryptographic CRY-02  [(r o raphic module 5
Identification and [See FD for details. FD = NIST SP 800-53. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
1A-08 Authentication (non- Functional Equal Authentication for Non- 1AC-03  [and Audit (AAA) third-party users and processes that provide services to the 10
organizational Users) Organizational Users lorganization.
[See FD for details. FD = NIST 5P 800-53. IMech tto f d d t thenticat ding t
a-11 Re-authentication Functional Equal Re-Authentication IAC-14 rganization-defined Crcumstances that necessitate re-authentication. = 10
[See FD for details. FD = NIST 5P 800-53. IR-1()(1) [least every three (3)
lvears] and [following significant
Publishing Security, " [changes;
IMechanisms exist to establish, maintain and disseminate policies, standards
IR-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02  |Lter R0 e Ot 8 e e aiiant and resiliont capabititice. 5 IR-1 (0)(2) [at least annually] and
Documentation (following significant changes]
[See FD for details. FD = NIST 5P 800-53. IR-1()(1) [least every three (3)
lvears] and [following significant
Incident Response [Mechanisms exist to implement and govern processes and documentation to anges]
IR-01 Policy and Procedures Functional Subset Of i IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10 IR-1 (c)(2) [at least annually] and
P lprotection-related incidents. [following significant changes]
[See FD for details. FD = NIST SP 800-53. IR-1 ()(1) [least every three (3)
lvears] and [following significant
IMechanisms exist to regularly review and modify incident response practices anges
1R-01 Policy and Procedures Functional | Intersects With IRP Update IR0-04.2  to incorporate lessons learned, business process changes and industry B IR-1 (c)(2) [at least annually] and
|developments, as necessary. (following significant changes]
[See FD for details. FD = NIST 5P 800-53. IR-1()(1) [least every three (3)
lvears] and [following significant
Root Cause Analysis (RCA) IMechanisms exist to incorporate lessons learned from analyzing and lchanges
IR-01 Policy and Procedures Functional | Intersects With e e o IRO-13  |resolving cybersecurity and data protection incidents to reduce the likelihood 5 IR-1 (¢)(2) [at least annually] and
lor impact of future incidents. (following significant changes]
[See FD for details. FD = NIST SP 800-53. IR-1()(1) [least every three (3)
lvears] and [following significant
1R-01 Policy and Procedures Functional | ntersects with | < Securhy, Complince & || GOV:03 geé;:‘n“i‘T‘is‘:“gk‘:g"r‘e‘;;ez‘:ﬁ‘e"g’e;:::y“ S&TS‘;‘“EC:: 5‘75351“:‘2:'2”?;5;1@" 5 5 tat east lly] and
Y L Comprance if significant changes occur to ensure their continuing suitability, adequacy e (0)2) [a icast antua vl o
9 land effectiveness. following significant changes;
[See FD for details. FD = NIST 5P 800-53, [Mechanisms exist to train personnel in their incident response roles and IR2(a)(1) (14 days]
1R-02 Incident Response Training Functional | Intersects With | Incident Response Training | 1R0-05 i eSS EE & 5 R-2(a)(3) [at least annually]
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to formally test incident response capabilities through IR-3 [at least annually] [tabletop
IR-03 Incident Response Testing Functional Intersects With | Incident Response Testing IRO-06 fealvsbﬂ‘c exercises to determine the operational effectiveness of those 5 [simulation]
[capabilities.
Incident Response Testing | [5e@ FD for detalls. FD = NIST SP 800-53. Mechanisms exist to coordinate incident response testing with organizational
1R-03 (02) Coordination with Related Functional Equal Coordination with Related | g.06.1  |elements responsible for related plans, 10
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to cover:(1) Preparation;(2) Automated event detection or
Imanual incident report intake;(3) Analysis;(4) Containment;(5) Eradication;
land(6) Recovery.
1R-04 Incident Handling Functional Equal Incident Handling 1RO-02 10
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to document, monitor and report the Status of
IR-05 Incident Monitoring Functional Equal Situational Awareness For IRO-09  |cybersecurity and data protection incidents to internal stakeholders all the 10
Incidents way through the resolution of the incident.
[See FD for detalls. NIST SP 80053 Mechantsms exist o tmely-report incidents £o applicable:(1) Inernal IR-6(a) (within 48 hours of
2) Affected clients & thi + and(3) Regulatory ldiscovery
lauthorities. [R-6(0) [tne Texas Department of
Incident Stakeholder Iinformation Resources if the
IR-06 Incident Reporting Functional | Intersects With 1RO-10 5 e o e e o Texas
lconfidential information]
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to maintain incident response contacts with applicable IR-6(a) (within 48 hours of
regulatory and law enforcement agencies. ldiscovery
IR-6(b) [the Texas Department of
Regulatory & Law Iinformation Resources if the
1R-06 Incident Reporting Functional | Intersects With | ¢ deduarory SLaw, 1RO-14 5 et o e e o Toxas
lconfidential information]
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to identify and document appropriate contacts with 1R-6(a) (within 48 hours of
relevant law enforcement and regulatory bodies. ldiscovery]
IR-6(b) [the Texas Department of
Iinformation Resources if the
1R-06 Incident Reporting Functional | Intersects With | Contacts With Authorities |  GOV-06 5 e o e e o Toxas
lconfidential information]
[See FD for detalls. NIST 5P 800-53. [Mechanisms exist to provide incident response advice and assistance to
Incident Response Incident Reportin lusers of Technology Assets, Applications and/or Services (TAAS) for the
IR-07 Cemlstanpd Functional Equal e eheporting IRO-11 |handiing and reporting of actual and potential cybersecurity and data 10
lprotection incidents.
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to maintain and make available a current and viable IR-8(a)(9) at least annually]
1R-08 Incident Response Plan Functional Equal incident Response Plan (IRP)|  1R0-04 1t SR TER P 2 SRR to all 10
R09 Information Spillage _[5ee FD for details. FD = NIST SP 800-53. Functional | Intersects with sEns.z.v‘:l{ S:Sg:;[:: Data | |no1p |Mechanisms exist to respond to sensitive/regulated data spils. S
Information Spillage _[See FD for detalls. FD = NIST 5P 800-53. Sensitive / Regulated Data [Mechanisms exist to formally assign personnel or roles with responsibility for
1R-09 Functional | Intersects With | oy personnel | 'RO12.1 lresponding to sensitive/regulated data spills. s
[See FD for detalls. FD = NIST SP 800-53. Mechanisms exist to develop, disseminate, review & update procedures to IMA-L (C)(1) [least every three (3)
[facilitate the implementation of maintenance controls across the enterprise. lvears] and [following significant
anges
MA-01 Policy and Procedures Functional Subset Of Maintenance Operations |~ MNT-01 10 IMA-1 ()(2) (at least annually] and
[following significant changes]
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to require maintenance personnel to notify affected IMA-L (C)(1) [least every three (3)
|stakeholders when remote, non-local maintenance is planned (e.g., lvears] and [following significant
ldate/time lchanges
MA-01 Policy and Procedures Functional | Intersects with | Remote Maintenance MNT-05.2 5 IMA-1 (<)(2) [at least annually] and
Notifications ¢
[following significant changes]
[See FD for details. FD = NIST 5P 800-53. [Mechanisms exist to audit remote, non-local maintenance and diagnostic IMA-L (C)(1) [least every three (3)
[sessions, as well as review the maintenance action performed during remote lvears] and [following significant
Imaintenance sessions.
MA-01 Policy and Procedures Functional | Intersects With Auditing Remote MNT-05.1 5 IMA-1 ()(2) [at least annually] and
Maintenance ¢
[following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to review the Security, Compiiance & Resilience Program IMA-L (C)(1) [least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy anges
MA-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03  fand effectiveness. 5 IMA-1 ()(2) (at least annually] and
Resilience Program [following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards IMA-T (C)(1) [least every three (3)
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, [changes
MA-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience |  GOV-02 5 IMA-1()(2) (at least annually] and
Documentation [following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to conduct controlled maintenance activities throughout IMA-2(d) [confidential state data]
MA-02 Controlled Maintenance Functional Equal Controlled Maintenance MNT-02  [the lifecycle of the Technology Asset, Application and/or Service (TAAS). 10
AO3 Maintenance Tools _|PS€ FD for detalls. FD = NIST SP 800-53. Functional | Intersects with Maintenance Tools MINT-0a _|Mechanisms exist to control and monitor the Use of system maintenance S IMA-3(b) [at least annually]
[See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to inspect maintenance tools carried into a facility by
MA-03 (01) Maintenance Tools | Inspect Functional Equal Inspect Tools MNT-04.1 | maintenance personnel for improper or unauthorized modifications. 10
Maintenance Tools | Inspect [See FD for detalls, FD = NIST SP 800-53. Wechanisms exist & check media containing diagnstc and test programs
MA-03 (02) Media Functional Equal Inspect Media MNT-04.2 0 e before the mtsis ara use 10
Maintenance Tools | Prevent|oC 0 (o7 Getals. FD = NIST SP 80053, orevent Unauthorized [Mechanisms exist to prevent or control the vemeval of equipment undergoing|
¥ ~ that cont:
MA-03 (03) eniherired Rt Functional Equal al MNT-04.3 at contains 10
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to authorize, monitor and control remote, non-local
MA-04 Nonlocal Maintenance Functional | Intersects With | Remote Maintenance MNT-05 | ance and diagnostic activities 5
[See FD for detalls. FD = NIST 5P 800-53. oot Mamnt [Mechanisms exist to require maintenance personnel to notify affected
MA-04 Nonlocal Maintenance Functional | Intersects With e e nenance MNT-05.2  [stakeholders when remote, non-local maintenance is planned (e.g., 5
Notifications lGatertime).
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to audit remote, non-local maintenance and diagnostic
MA-04 Nonlocal Maintenance Functional | Intersects With Auditing Remote MNT-05.1  [sessions, as well as review the maintenance action performed during remote 5
Malntenance Imaintenance sessions.
[See FD for details. FD = NIST 5P 800-53. ‘Authorized Maintenance IMechanisms exist to maintain a current list of authorized maintenance
MA-05 Maintenance Personnel Functional Equal i MNT-06 | ations or personnel 10
[See FD for details. FD = NIST 5P 800-53. [Mechanisms exist to obtain maintenance support and/or spare parts for
MA-06 Timely Maintenance Functional Equal Timely Maintenance MNT-03  [Technology Assets, Applications and/or Services (TAAS) within a defined 10
Recovery Time Objective (RTO).
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to review the Security, Compliance & Resilience Program IMP-1 (0)(1) (least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy anges|
MP-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 IMP-1c)(2) [at least annually] and
Resilience Program [following significant changes
[See FD for details. FD = NIST 5P 800-53. IMechanisms exist to facilitate the implementation of data protection controls | IMP-1 (0)(1) (least every three (3)
lvears] and [following significant
[changes
MP-01 Policy and Procedures Functional Subset Of Data Protection DCH-01 10 IMP-1c)(2) [at least annually] and
[following significant changes]
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See FD for details. FD = NIST 5P 800-53. Mechanisms exist to establ intain and dis: e policies, standards MP-L (c)(1) [least every three (3)
o procedures necessary for socure. compliant and restiont capabiics. lvears] and [following significant
Publishing Security,
MP-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 MP-L (c)(2) [at least annually] and
Documentation (following significant changes)
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to control and restrict access to digital and non-digital
MP-02 Media Access Functional | Intersects With Media Access DCH03 [ e g teiquae 5
o2 Media Access See FD for details. FD = NIST 5P 800-53. Functional | intersects with Endpoint Device D01 [Mechanisms exist to faciltate the implementation of Endpoint Device 5
(EDM) DM) controls.
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to mark media in accordance with data protection
requirements so that personnel are alerted to distribution limitations,
MP-03 Media Marking Functional | Intersects With Media Marking DCH-04  |handling caveats and applicable security requirements. 5
See FD for details. FD = NIST 5P 800-53. [Automated mechanisms exist to mark physical media and digital fles to
indicate the distribution limitations, handling requirements and applicable
MP-03 Media Marking Functional | Intersects With |  Automated Marking DCH-04.1  Isecurity markings (if any) of the information to aid Data Loss Prevention 5
(DLP) technologies.
See FD for details. FD = NIST 5P 800-53. MP-4(a) [all types of digital and
IMechanisms exist to:(1) Physically control and securely store digital and non- oot media with confidential
g 06 |digital media within controlled areas using organization-defined security
MP-04 Media Storage Functional Equal Media Storage DCH-06  |measures; and(2) Protect system media until the media are destroyed or 10
lsanitized Using approved equipment, techniques and procedures.
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to protect and control digital and non-digital media during MP-5(a) [all types of digital and
ltransport outside of controlled areas using appropriate security measures. non-digital media with confidential
jstate datal [modern encryption
lstandards for digital media;
MP-05 Media Transport Functional Equal Media Transportation DCH-07 10 e o for
Inon-digital media]
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to securely dispose of media when it is no longer required,
MP-06 Media Sanitization Functional | Intersects With | Physical Media Disposal |  DCH-08  [ISCRome &6t 10 =60 5
See 7D for details. FD = NIST SP 800-53.
Mechanisms exit to sanitze system media with the strength and ntegriy
MP-06 Media Sanitization Functional | Intersects With | System Media Sanitizati DCH-09 h the or sensitivity of the information prior to 5
Cieposan relaase. oLt of arganizational Contrel of rlonse fo reue
MP-06 Media Sanitization | °c¢ T or detalls. FD = NIST 5P 800-53. Functional | Intersects with |  SntZarien ofFersonal | pcii.g9.3  IMechanisms exist to faciltate the sanitization of Personal Data (PD). B
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to retain media and data in accordance with applicable
Mp-07 Media Use Functional | Intersects With | Media & Data Retention |  DCH-18[[iStaRme S 1o TR RgE 21 S8 e 5
See FD for detalls. FD = NIST 5P 800-53 [Mechanisms exist to restrict the use of types of digital media on systems or
Mp-07 Media Use Functional | Intersects With Media Use DeH10 e ot 5
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to prohibit the use of portable storage devices in
MP-07 Media Use Functional | Intersects With Use Without Owner | DCH-10.2 o35 izational systems when such devices have no identifiable owner. s
See FD for detalls. FD = NIST 5P 800-53 PE (O)(1) [least every three (3)
lvears] and [following significant
Publishing Security, lchanges
Mechanisms exist to establish, maintain and disseminate policies, standards
PE0L Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 g 5 PE-1 (0)(2) [at least annually] and
D e land procedures necessary for secure, compliant and resilient capabilities. o e L
See FD for detalls. FD = NIST 5P 800-53 PE (0)(1) least every three (3)
lvears] and [following significant
lchanges
pE01 Policy and Procedures Functional ubsetof | Phvsical & Environmental | peg o) Mechanisms exist to facilitate the operation of physical and environmental 10 oSl (ot least annually] and
Protections protection controls; )
[following significant changes)
See FD for detalls. FD = NIST 5P 800-53 PE1 (0)(1) least every three (3)
. IMechanisms exist to review the Security, Compliance & Resilience Program [years] and [following significant
Periodic Review & Update of (SCRP), including policies, standards and procedures, at planned intervals or
PE-01 Policy and Procedures Functional | ntersects With | Securty, Compliance & B0V-03 | Cenbes occtr to e thelr continuing surabilty, adequacy 5 PE1 (02 (t east annually) ana
g [ ehfeciivenas ollowing significant changes
See FD for detalls. FD = NIST 5P 800-53 oryercar o1 mech . . Cistor PE-2(c) [at least annually]
. ysical access control mechanisms exist to maintain a current list o
PE-02 Physical Access Functional Equal Physlcal Access PES-02  |personnel with authorized access to organizational facilities (except for those 10
lareas within the facility officially designated as publicly accessible).
See FD for details. FD = NIST 5P 800-53. Physical access control mechanisms exist to enforce physical access PE-3(7) [at least annually]
lauthorizations for all physical access points (including designated entry/exit PE-3(g) [at least annually]
PE-03 Physical Access Control Functional | Intersects With | Physical Access Control PES-03  [oointe) to facilities (excluding those areas within the facility officially B
[designated as publicly accessible)
See FD for details. FD = NIST 5P 800-53. - Physical security mechanisms exist to protect power and telecommunications
PE-04 Access Control for Functional Equal Transmission Medium PES-12.1  [cabling carrying data or supporting information services from interception, 10
Transmission urity linterference or damage.
See FD for detalls. FD = NIST 5P 800-53. Physical security mechanisms exist to restrict access to printers and other
PE0S Access Control for Output Functional Equal Access Control for OUtput | pec 15 5 system output devices to prevent unauthorized individuals from obtaining 10
evices lthe output.
See FD for detalls. FD = NIST 5P 800-53. Physical access control mechanisms exist to monitor for, detect and respond PE-6(b) [at least quarterly]
PE-06 Monitoring Physical Access Functional Equal Monitoring Physical Access | PES-05 [ 08 e e 10
See FD for details. FD = NIST 5P 800-53. Physical access control mechanisms exist to monitor physical intrusion
Monitoring Physical Access | Intrusion Alarms / lolorms and surveillance cquipment
PE-06 (01) Intrusion Alarms and Functional Equal o A e | PES05.1 10
Surveillance Equipment quip!
See FD for details. FD = NIST 5P 800-53. Physical access control mechanisms generate a log entry for each access PE8(a) [at least 1 year]
P08 Visitor Access Records Functional Equal Physical Access Logs PES03.3 latrempt through controlled ingress and egress points. 10 PE-8(b) [at least quarterly]
y Power Equipment and _[5ee FD for detalls. FD = NIST 5P 800-53. y [Facility security mechanisms exist to protect power equipment and power
PE09 Cabiing Functional Equal Supporting Utiities PES-07 _ |cabling for the system from damage and destruction o
See FD for details. FD = NIST 5P 800-53. [Facility security mechanisms exist to shut off power in emergency situations
bby:(1) Placing emergency shutoff switches or devices in close proximity to
lsystems or system components to facilitate safe and easy access for
. y lpersonnel; and(2) Protecting emergency power shutoff capability from
PE-10 Emergency Shutoff Functional Equal Emergency Shutoff PES-07.2 e e 10
See FD for detalls. FD = NIST 5P 800-53. [Facility security mechanisms exist to SUpply alternate power, capable of
PE-1L Emergency Power Functional | Intersects With Emergency Power PES-07.3 [maintaining minimally-required operational capability, in the event of an 5
lextended loss of the primary power source.
See FD for detalls. FD = NIST 5P 800-53. Facility security mechanisms exist to Utilize and maintain automatic
lemergency lighting that activates in the event of a power outage or
PE-12 Emergency Lighting Functional Equal Emergency Lighting PES-07.4  [dicruption and that covers emergency xits and evacuation routes within the 10
facility
See FD for detalls. FD = NIST 5P 800-53. [Facility security mechanisms exist to utilize and maintain fire suppression
PE-13 Fire Protection Functional Equal Fire Protection PES-08  [and detection devices/systems for the system that are supported by an 10
independent energy source
See FD for details. FD = NIST 5P 800-53. Temperature & Humidity [Facility security mechanisms exist to maintain and monitor temperature and
PE-14 Environmental Controls Functional Equal gdld PES-08 |y evels within the faciity 10
See FD for detalls. FD = NIST 5P 800-53. FFacility security mechanisms exist to protect systems from damage resulting
ffrom water leakage by providing master shutoff valves that are accessible,
PE1S Water Damage Protection Functional Equal Water Damage Protection |  PES-07.5  |working properly and khown to key personnel. 10
[See FD for details. FD = NIST SP 800-53. Physical security mechanisms exist to isolate information processing facilities| PE-16(a) [all system components]
PE-16 Delivery and Removal Functional Equal Delivery & Removal PES-10  [from points such as delivery and loading areas and other points to avoi 10
lunauthorized access.
See FD for detalls. FD = NIST 5P 800-53. Physical security exist to utilize
PE-17 Alternate Work Site Functional Equal Alternate Work Site PES-11  |operational and technical controls at alternate work sites. 10
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to faciiitate the implementation of resource planing PLT (c)(1) [least every three (3]
lcontrols that provide a portfolio management approach to achieve security, lvears] and [following significant
Security, Compliance & lcompliance and resilience objectives.
PL-01 Policy and Procedures Functional Subset Of Resilience Protection PRM-01 10 PL-1(C)(2) (at least annually] and
Portfolio Management [following significant changes]
See FD for details. FD = NIST SP 800-53. Mechanisms exit o facilate the Gentiication and [mplementation ot PLL (c)(1) (least every three (3)
relevant statutory., regulatory and contractual control lyears] and [following significant
[changes
p Statutory, Regulatory & y
PL-01 Policy and Procedures Functional Subset Of | 2o e e | CPLO1 10 PL-1(0)(2) [at least annually] and
[following significant changes]
See FD for details. FD = NIST SP 800-53. Mechanisms exist to facilitate the implementation of tailored development PLL (c)(1) (least every three (3)
land acquisition strategies, contract tools and procurement methods to meet lvears] and [following significant
lunique business needs. anges
PL01 Policy and Procedures Functional Subsetof | Technology Development & rpp 0 10 PL-1 (0)(2) [at least annually] and
a [following significant changes]
See FD for details. FD = NIST SP 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program PLL (c)(1) (least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lyears] and [following significant
Periodic Review & Update of] if significant changes occur to ensure their continuing suitability, adequacy
PL01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 and effectiveness. 5 PL-1(C)(2) [at least annually] and
Resilience Program [following significant changes]
See FD for details. FD = NIST SP 800-53. Mechanisms exist o estabish, maintain and diserminate polcies standars PLL (c)(1) (least every three (3)
land procedures necessary for secure, compliant and resilient capabiliti lyears] and [following significant
Publishing Security, [changes
PL-O1 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5 PL-1(C)(2) [at least annually] and
Documentation [following significant changes]
See FD for details. FD = NIST SP 800-53. Mechanisms exist to plan and Coordinate Information Assurance Program PL-2(0) (at least annually]
System Security and Privacy Plan / Coordinate with Other| (IAP) activities with affected stakeholders before conducting such activities in
PL-02 v manys Y Functional Intersects With | "6 janizational Entities 1A0-03.1  order to reduce the potential impact on operations. 5
See FD for details. FD = NIST SP 800-53. st to generate e.g. System PL-2(0) (at least annually]
Kecurty Pion (SS9 thars1) denifios key architoctoral and inplemeneation
Applied Security, information on in-scope Technology Assets, Applications and/or Services
PL02 System Security and Privacy Functional | Intersects With | Compliance and Resilience | 14003 [ITAAS):(2) Refllcts the current state of applied security, compliance and 5
Controls Documentation resilience controls on applicable People, Processes, Technologies, Data
land/or Facilities (PPTDF) that are contained within the system boundary;
land(3) Provides a historical record of applied security controls, including
See FD for details. FD = NIST SP 800-53. Mechanisms exit to maintain netwlork architecture diagrams that(1) Contan PL-2(0) (at least annually]
lsufficient det s the security of the network's architecture:(2)
System Security and Privacy| Network Diagrams & Data Reflect the current arehitecture of the network environment; and(3)
PL-02 Functional | Intersects With AST-04 B
n: Flow Diagrams (DFDs) [Document all sensitive/regulated data flows.
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See FD for details. FD = NIST SP 800-53 [Mechanisms exist to require all emp\uyees and ccmractcrs to apply [PL-4(c) [at least every 3 years]
PL0G Rules of Behavior Functional | Intersects With |  Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5 PL-4(d) [when the rules are revised|
lsecure, compliant and resilient capabilties. lor updated]

See FD for details. FD = NIST 5P 800-53 Mecharisrs exst o define accaptable ond Unacceptable rles G beiavior [PL-4(c) [at least every 3 years]

PL-04 Rules of Behavior Functional | Intersects With Rules of Behavior HRS-05.1 [for the use of including 5 IPL-4(d) [when the rules are revised|
lbenavior. lor updated]

See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to establish usage restrictions and implementation [PL4(c) [at least every 3 years]

lguidance for organizational technologies based on the potential to cause PL-4(d) [when the rules are revised|
PL04 Rules of Behavior Functional | Intersects With |Technology Use Restrictions| HRS-05.3  |damage to Technology Assets, Applications and/or Services (TAAS), if used 5 lor updated]
imaliciously.
[See FD for details. FD = NIST 5P 800-53 Mechanisms exist to Gefine rules of behavior that contain explicit restrictions
Rules gf Beh:wov | Sc‘c-al Social Media & Social lon the use of social media and networking sites, posting information on
; Media and External ocial Media & Social . |commercial websites and sharing account information.
PL-04 (01) Site/application Usage Functional Equal Networking Restrictions | HRS05:2 10
Restricti
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to develop an enterprise architecture, aligned with PL8(b) [at least annually]
Security and Privac Alignment With Enterprise industry-recognized leading practices, with consideration for security,
PL-08 A,dymmu,es Y Functional Intersects With 9 Architecture SEA-02  |compliance and resilience principles that addresses risk to organizational 5
loperations, assets, individuals and other organizations
See FD for details NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards PS-1 (0)(1) least every three (3)
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, [changes;
P01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | ~ GOV-02 5 PS-1 (0)(2) [at least annually] and
Documentation (following significant changes]
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to review the Security, Compliance & Resilience Program PS-1 (0)(1) least every three (3)
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if significant changes occur to ensure their continuing suitability, adequacy lchanges]
P01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 PS-1 (c)(2) [at least annually] and
Resilience Program (following significant changes]
See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to facilitate the implementation of personnel security [PS-1 (0)(1) least every three (3)
lcontrols. lvears] and [following significant
Human Resources Security nges|
P01 Policy and Procedures Functional Subset Of " HRS-01 10 PS-1 (0)(2) [at least annually] and
lanagement
(following significant changes]
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to ensure that all security-related positions are staffed by P52 (C) [at least every three
Competency Requirements laualified individuals who have the necessary skill set. lvears]
P02 Position Risk Designation Functional | Intersects With | for Security-Related HRS-03.2 5
sitions
See FD for detalls. FD = NIST 5P 800-53. IMechanisms exist to manage personnel security risk by assigning a risk P52 (C) [at least every three
P02 Position Risk Designation Functional | Intersects With | Position Categorization HRs-02  [designation to all positions and establishing screening criteria for individuals 5 lvears]
filling those positions.
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to manage personnel security risk by screening individuals
P5-03 Personnel Screening Functional Equal Personnel Screening HRS-04 [ to authorizing accese. 10
500 personnel Termination _|5€€ FD for details. FD = NIST SP 800-53 Fanctional cqual personnel Termination HRS.00 _|Mechanisms exist to govern the termination of individual employment. o PS4 (a) fone day]
See FD for detalls. FD = NIST 5P 800-53 [Mechanisms exist to adjust logical and physical access authorizations to [PS-5(d)-2 [within 5 days following
[Technology Assets, Applications and/or Services (TAAS) and facilities upon fformal transfer action]
P5-05 Personnel Transfer Functional Equal Personnel Transfer HRS-08  [personnel reassignment or transfer, in a timely manner. 10
See FD for detalls. FD = NIST 5P 800-53 [Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar [PS-6(b) at least annually]
PS-06 Access Agreements Functional Intersects With | C HRS-06.1 that reflect the needs to pratect data and 5
loperational detans, or both omployaes and third-park
See FD for detalls. FD = NIST 5P 800-53 echarTsams Xt 9 require Intermal and ENFGGarty Users & sign [PS-6(0) at least annually]
PS-06 Access Agreements Functional | Intersects With | Access Agreements HRS-06 ace brior to being granted access. 5
See FD for detalls. FD = NIST 5P 800-53 [Mechanisms exist to govern third-party personnel by reviewing and [PS-7(d)-2 (within 1 day]
P07 External Personnel Security Functional Equal Third-Party Personnel HRS-10  [monitoring third-party security, compliance and/or resilience roles and 10
responsibilities.
See FD for detalls. FD = NIST 5P 800-53 IMechanisms exist to sanction personnel failing to comply with established
PS-08 Personnel Sanctions Functional Equal Personnel Sanctions HRS-07 |ty policies, standards and procedures 10
See FD for detalls. FD = NIST 5P 800-53 Mechanisms exist to review the Security, Compiiance & Resilience Program [RA-T (C)(1) [least every three (3]
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of] if significant changes occur to ensure their continuing suitability, adequacy
RA01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 RA-1 (c)(2) [at least annually] and
Resilience Program (following significant changes]
See FD for details. FD = NIST 5P 800-53 Mechanisms exist to facilitate the implementation of strategic, operational [RA-T (C)(1) [least every three (3
land tactical risk management controls. lvears] and [following significant
anges
RA-0L Policy and Procedures Functional SubsetOf | Risk Management Program |  RSK-01 10 RA-1 (c)(2) [at least annually] and
(following significant changes]
See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards [RA-T (C)(1) [least every three (3
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security, lchanges
RA-0L Policy and Procedures Functional | Intersects With | Compliance & Resilience |  GOV-02 5 RA-1 (c)(2) [at least annually] and
Documentation (following significant changes]
See FD for detalls. FD = NIST 5P 800-53
IMechanisms exist to categorize Technology Assets, Applications, Services
[and/or Data (TAASD) in accordance with applicable laws, regulations and
y Risk-Based Security g lcontractual obligations that:(1) Document the security categorization results
RA-02 Security Categorization Functional Equal Categorization RSK-02including supporting rationale) in the security plan for systems; and(2) 10
[Ensure the security categorization decision is reviewed and approved by the
lasset owner.
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to regularly review Technology Assets, Appiications and/or [RA-3(7) [at least every 3 years]
Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
RA03 Risk Assessment Functional | Intersects With | Security, Compliance & | CPL-03.2  [andor resilience policies and standards. 5
Resilience Controls
See FD for details. FD = NIST SP 800-53. IMechanisms exist to conduct recurring assessments of risk that includes the [RA-3(7) (at least every 3 years]
likelihood and magnitude of harm, from unauthorized access, use, disclosure,|
ldisruption, modification or destruction of the organization's Technology
RA03 Risk Assessment Functional | Intersects With Risk Assessment RSK-04 5
Y |Assets, Applications, Services andjor Data (TAASD).
See FD for details. FD = NIST SP 800-53. [Mechanisms exist to detect vulnerabilities and configuration errors by routine| [RA-S (d) (high and critical severity
|vulnerability scanning of systems and applications. |vulnerabilities mitigated within
lthirty days from date of discovery;
\ulnerability Monit " imoderate severity vulnerabilities
RA-05 uineral ‘S‘W lonitoring an Functional Intersects With |  Vulnerability Scanning VPM-06 5 imitigated within ninety days from
canning |date of discovery]
[See FD for details. FD = NIST 5P 800-53. [Mechanisms exist to update vulnerability scanning tools. RAS (@ [high and o cal severity
miti within
ity days from date of discovery:
\ulnerability Monit " imoderate severity vulnerabilities
RA-05 ulneral ‘S‘W lonitoring an Functional Intersects With | Update Tool Capability VPM-06.1 5 imitigated within ninety days from
canning |date of discovery]
Vuinerability Monitoring and|5ee FD for details. FD = NIST 5P 800-53. [Mechanisms exist to update vulnerability scanning tools. IRA-5(2) [prior to a new scan; when
A0S (02 Scanning | Update . . with o0l Capabil VPML06.1 Inew vulnerabilities are identified
05 (02) g Lapaate, unctiona intersects With | Update Tool Capability -06. 5 land reported
Scanned
Vulnerability Monitoring and|5ee FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to identify the breadth and depth of Coverage for
RA-05 (03) Scanning | Breadth and Functional Equal Breadth / Depth of Coverage| VPM-06.2 |vulnerability scanning that define the system components scanned and types| 10
Depth of Coverage lof vulnerabilities that are checked for.
See FD for details. FD = NIST SP 800-53. Mechanisms exist to implement privileged access authorization for selected [RA-5(5) [operating systems; web
umerabilty . |vulnerability scanning activities. lapplications; databases] [system
y ulnerability Monitoring an y |components that process/store
RA-05 (05) Scanning | Privileged Access Functional Equal Privileged Access VPM-06.3 10 o e o
[See FD for details. FD = NIST 5P 800-53. Mechanisms exist to ensure proper risk response actions were performed to
RA-07 Risk Response Functional Equal RSK-06.1 |remediate findings from security, compliance and/or resilience-related: (1) 10
|Assessments;(2) Audits; and/or(3) Incidents.

[See FD for detalls. FD = NIST 5P 800-53. [SA-1 (C)(1) [least every three (3
lyears] and [following significant
lchanges

SA-01 Policy and Procedures Functional [SA-1 (c)(2) [at least annually] and
[following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. Mechanisms exist to establish, maintain and disseminate policies, standards [SA-L (C)(1) [least every three (3
land procedures necessary for secure, compliant and resilient capabilities. lvears] and [following significant
Publishing Security,
SA-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience |  GOV-02 5 [SA-1 (c)(2) [at least annually] and
Documentation [following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to facilitate the implementation of tailored development [SA-1 (C)(1) [least every three (3
land acquisition strategies, contract tools and procurement methods to meet lvears] and [following significant
lunique business needs. anges
sa-01 Policy and Procedures Functional Subsetof | Technology Development & 1pp 6 10 ISA-1 (c)(2) [at least annually] and
cquisition 3
[following significant changes]
[See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to review the Security, Compiiance & Resilience Program [SA-1 (C)(1) [least every three (3
(SCRP), including policies, standards and procedures, at planned intervals or lvears] and [following significant
Periodic Review & Update of if significant changes occur to ensure their continuing suitability, adequacy lchanges
SA-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03 fand effectiveness. 5 [SA-1 (c)(2) [at least annually] and
Resilience Program [following significant changes]
System Development Life [See FD for details. FD = NIST SP 800-53. T o [Mechanisms exist to develop applications based on Secure Software
5A-03 Functional | Intersects With | Development Practices TDA6  |5evelopment Practices (SSDP) 5
System Development Life [see FD for details. FD = NIST 5P 800-53. Technology Lifecycle Mechanisms exist to manage the usable lifecycles of Technology Assets,
SA03 Functional | Intersects With Management SEA-O71 lapplications and/or Services (TAAS). s
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to ensure changes to Technology Assets, Appiications
System Development Life Secure Development Life [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
SA-03 Y cydep Functional Intersects With | ¢ e (spLC) M:nagemem PRM-07 Icontrolled through formal change control procedures. 5

Secure Controls Framework (SCF)
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[Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
SA-04 Acquisition Process Functional | Intersects With (MVP) Security TDA-02 fand functional specifications ensure Minimum Viable Product (MVP) criteria 5
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.

[See FD for details. FD = NIST SP 800-53.

SA-04 Acquisition Process Functional | Intersects With | Thirc-Party Management |  Tpm-01 [fechanisms exist to faciitate the implementation of third-party 5
See FD for detals. FD = NIST 5P 800-53. Mechanisms exist to facilitate the implementation of tailored development
5A-04 Acquisition Process Functional | Intersects with | 1<M"0190Y Pevelopment &1 rpag1 land acquisition strategies, contract tools and procurement methods to meet 5

uisition
lunique business needs.

[See FD for details. FD = NIST 5P 800-53.

IMechanisms exist to control changes to services by suppliers, taking into
TPM-10  faccount the criticality of business Technology Assets, Applications, Services 5
land/or Data (TAASD) that are in scope by the third-party.

Managing Changes To Third-

5A-04 Acquisition Process Functional | Intersects With Party Services

[See FD for details. FD = NIST 5P 800-53. [Mechanisms exist to require software developers to provide information
|describing the functional properties of the security, compliance and
Acquisition Process | i i hi licati
SA-04 (01) Functional Properties of Functional | Intersects With |  Functional Properties TDA-04.1  [fesilience controls to be utilized within Technology Assets, Applications B
land/or Services (TAAS) in sufficient detail to permit analysis and testing of
lthe controls.

[See FD for details NIST 5P 800-53 [Mechanisms exist to maintain network architecture diagrams that:(1) Contain|
Acquisition Process | Jsufficient detail to assess the security of the network's architecture;(2)
SA-04 (01) Functional Properties of Functional Intersects with | Network Diagrams & Data AST-04  |Reflect the current architecture of the network environment; and(3) 5

Flow Diagrams (DFDs) [Document all sensitive/regulated data flows.

[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to maintain network architecture diagrams that:(1) Contain|
" fficient detail to assess the security of the network's architecture;(2)

Acquisition Process | Design lsu t

SA-04 (02) and Implementation Functional | Intersects with | NetWork Diagrame &Data | sqr.o4 - [Reflect the current architecture of the network environment; and(3) 5

Information for Controls low Diagrams (DFDs) Document all sensitive/regulated data flows.

[SA-4(2) [to include security
relevant external system
interfaces and high-level design]

[See FD for details. FD = NIST SP 800-53.

[Mechanisms exist to limit privileges to change software re:
[software libraries.
TDA-20 B

[SA-4(2) [to include security
relevant external system
interfaces and high-level design]

| Acquisition Process | Design
SA04 (02) and Implementation Functional | Intersects With

Access to Program Source
Information for Cantrols Code

[See FD for details. FD = NIST 5P 800-53. [Mechanisms exist to require software developers to provide information
Acquisition Process | Design |describing the functional properties of the security, compliance and

SA-04 (02) and Implementation Functional | Intersects With |  Functional Properties TDA-04.1 |resilience controls to be utilized within Technology Assets, Applications 5
Information for Controls janclor Services (TAAS) In sufclent defal to permit analysis and testing of

[SA-4(2) [to include security
relevant external system
interfaces and high-level design]

See FD for details. FD = NIST SP 800-53. [Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to identify early in the Secure
Development Life Cycle (SDLC), the functions, ports, protocols and services
intended for use

Acquisition Process |
SA-04 (09) Functions, Ports, Protocols, Functional Equal Ports, Protocels & Services | 1pa.02.1
and Services in Use

See FD for details. FD = NIST SP 800-53. IMechanisms exist to obtain, protect and distribute administrator

or Technology Assets, Applications and/or Services (TAAS)
[that describe:(1) Secure configuration, installation and operation of the TAAS;|
D tati (2) Effective use and maintenance of security features/functions; and(3)
5A05 System Documentation Functional | Intersects With ocumentarion TDA-04  [Known regarding and use of (eg.. B
Requirements lprivileged) functions.

See FD for detalls. FD = NIST 5P 800-53. [Mechanisms exist to Getermine security, compliance and resilience control

lapplicability by identifying, assigning and documenting the appropriate asset

SA-05 System Documentation Functional | Intersects With | Asset Scope Classification | AST-04,1 [SCOP€ categorization for all Technology Assets, Applications and/or Services 5
(TAAS) and personnel (internal and third-parties)

[See FD for details. FD = NIST SP 800-53.
IMechanisms exist to develop, document and maintain secure baseline

Security and Privacy Secure Baseline

5A-08 A : Functional | Intersects With CFG02  |configurations for Technology Assets, Applications and/or Services (TAAS) B
Engineering Principles Configurations [that are consistent with industry-accepted system hardening standards.
See FD for detals. FD = NIST 5P 800-53.
IMechanisms exist to faciltate the mplementation of industry.recognized
§ Security and Privacy Secure Engineering § + compliance and reslence proctices i the specfcaton,desion.
SA-08 Engineering Principles Functional | Intersects With Principles SEA-0L of Technology Assets, s
opictons andor Services (TAAS)
See 7D for details. FD = NIST SP 800-53. SA-6(a) [for external systems that
process/store confidential state
Mechanisms exis t mitigate thersks associate with third-party accessto gata, conrols commensurate with
5A-09 External System Services Functional Equal Third-Party Services TPM-04 the organization's Technology Assets, Applications, Services andjor Data 10 O oA
e ey implemented by the cloud service
- provider
External System Services | [Se€ FD for details. FD = NIST SP 800-53. External cunnemmy [Mechanisms exist to require External Service Providers (ESPs) to \dermfy and 5/:—9(2) [alf\‘sxtfm‘al‘sist:rn[s
Identification of Functions, Requirements ldocument the business need for ports, protocols and other services |where confidential state data
SA-09 (02) Ports, Protocols, and Functional Equal \dentification of Ports, TPM-04.2 | equires to operate its Technology Assets, Applications andjor emcss 10 resides]
Pratocols & Services
See 7D for details. FD = NIST SP 800-53. SA-8(5) [information processing,
Exteral System Services | Geolocation Requirements IMechanisms exist to control the location of cloud processing/storage based [nformation and datal [agency-
SA-09 (05) Processing, Storage, and Functional | Intersects With | for Processing, Storage and | ~ CLD-09  on business requirements that includes statutory, regulatory and contractual 5 [approved locations] [agency-
Service Location Service Locations lobligations. (defined requirements]
See 7D for details. FD = NIST SP 800-53. SA-8(5) [information processing,
External System Services | Third-Party Processing, information and datal [agency-
SA-09 (05) Processing, Storage, and Functional | Intersects With |  Storage and Service TPM-04.4 |Mechanisms exist to restrict the location of information processing/storage 5 [approved locations] [agency-
Service Location Locations based on business requirements ldefined requirements
See 7D for details. FD = NIST SP 800-53. SA-8(5) [information processing,
External System Services | echarisms exst o inventory. document and maintin data fows or data formation and data[sgency-
§ § at is resident (permanently or temporarily) within a service's lapproved locations] [agency-
5A-09 (05) Processing, Storage, and Functional | Intersects With |Geographic Location of Data| - DCH-19 \gq,qr opically distributed applications (physical and virtual), infrastructure, 5 |defined requirements]
[systems components andor shared with other third-parties.
" See FD for detals. FD = NIST 5P 800-53. - Mechanisms exist to require system developers and integrators to perform
sa10 Developer Configuration Functional Equal Developer ToA14 during system design, development, 10
janagem lanagement implementation and operation.
Developer Configuration [5ee FD for detalls. FD = NIST SP 80053 Mechanisms exist to require developers of Technology Assets, Applications
. Management | Software and| Software / Firmware ; landor Services (TAAS) to enable integrity verification of software and
sa-10(01) irmware Integrity Functional Equal Integrity Verification TOA14.1  ffirmware components 10
Verification
See FD for details. FD = NIST SP 800-53. Mechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:(1) Create and implement|
la Security Testing and Evaluation (ST&E) plan, or similar capability:
security, Compliance & implement a verifiable flaw remediation process to correct weaknesses and
. ldeficiencies identified during the control testing and evaluation process;
sA-11 Developer Testing and Functional Equal Resilience Testing TDA0S  [3r3) Docament the resulte. 9 P 10
Throughout Development
Development Process,  [See FD for details. NIST SP 800-53. ECUTE SOTOwAT [Mechanisms exist to develop applications based on Secure Software
SA15 Standards, and Tools Functional Equal Development Practices TDA06  |neyelopment Practices (SSDP). 10
See FD for details. FD = NIST 5P 800-53. Mechanisms exist to prevent unsupported Technology Assets, Applications
[andor Services (TAAS) by:(1) Removing and/or replacing TAAS when support
for the components is no longer available from the developer, vendor or
u rted Syste Unsupported Technology Imanufacturer; and(2) Requiring justification and documented approval for
SA-22 "5‘&':2 :ngnﬁ em Functional Intersects With | Assets, Applications and/or | TDA-17  [the continued use of unsupported TAAS required to satisfy mission/business 5
" Services (TAAS) needs.
o ee 7D for details. FD = NIST 5P 800-53. ; . Mechanisms exist to provide In-house support or contract external providers
sa22 Unsupported System Functional | Intersects With | Alternate Sources for | rr) 179 ffor support with Technology Assets, andfor 5

Components Continued Support [Services (TAAS).
[Mechanisms exst to establish, maintain and disseminate policies, standards

land procedures necessary for secure, compliant and resilient capabilities.

[See FD for details. FD = NIST SP 800-53. SC-1 (0)(1) [least every three (3)
lyears] and [following significant
Publishing Security,

sC-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 5

anges!
[SC-1 (c)(2) [at least annually] and
Documentation

[following significant changes]

[See FD for details.

NIST SP 800-53. [Mechanisms exist to develop, govern & update procedures to facilitate the

implementation of Network Security Controls (NSC).

SCT (Q)(1) [least every three (3)
lvears] and [following significant
[changes]

[SC-1 (c)(2) [at least annually] and
[[following significant changes]

sc01 Policy and Procedures Functional subsetor | Network Sec ity Controls

NET-01 10

[See FD for detalls. FD = NIST SP 800-53. IMechanisms exist to facilltate the implementation of Industry-recognized

lsecurity, compliance and resilience practices in the specification, design,
an of Technology Assets,

SEA-01  |Applications and/or Services (TAAS) 10

[SC-1 (c)(1) [least every three (3)
lvears] and [following significant

5C-01 Policy and Procedures Functional Subset Of [SC-1 (c)(2) [at least annually] and

Secure Engineering
iples [following significant changes]

Princ

[See FD for details. FD = NIST SP 800-53.

Periodic Review & Update of|

[Mechanisms exist to review the Security, Compliance & Resilience Program
(SCRP). including policies, standards and procedures, at planned intervals or
if significant changes occur to ensure their continuing suitability, adequacy

[SC-T (C)(1) [least every three (3)
lyears] and [following significant

anges!
[SC-1 (c)(2) [at least annually] and

sC-01 Policy and Procedures Functional | Intersects With | Security, Compliance & GOV-03  fand effectiveness.
Resilience Program [following significant changes]
y Separation of System and [see FD for details. FD = NIST 5P 800-53. ¥ [Mechanisms exist to separate user functionality from system management
sC-02 User Functionality Functional Equal Application Partitioning SEA03.2 ot 10
scos Information in Shared _[5ee FD for details. FD = NIST SP 800-53. Functional Equal information In Shared SEa0s |Mechanisms exist to prevent unauthorized and unintended information T

System Resources [transfer via shared system resources.

[See FD for details. FD = NIST SP 800-53.
IMechanisms exist to control resource utilization of Technology Assets,
Resource Priority CAP-02  |Applications andjor Services (TAAS) that are susceptible to Denial of Service 5
(Do) attacks to limit and prioritize the use of resources.

5C-05 Denial-of-service Protection Functional | Intersects With

[See FD for details. FD = NIST SP 800-53. [Mechanisms ex\sl m conuua capacity planning so ma( necessary capamy
505 Denial-of-service Protection Functional | Intersects With Capacity Planning CAP-03 ffor i ing, support 5
| exist uring contingency operations.

[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to facilitate the implementation of capacity management

5C-05 Denial-of-service Protection Functional | Intersects With | C3PaGty & Performance CAP-01 [controls to ensure optimal system performance to meet expected and 5
9 lanticipated future capacity requirements.
See FD for detalls. FD = NIST 5P 800-53. Denial of Service (DoS) [Automated mechanisms exist to protect against or imit the effects of denial
sC-05 Denial-of-service Protection Functional | Intersects With Rl NET-02.1  [Atomated mech: 5
See FD for details. FD = NIST 5P 800-53. e . tor ang control ome ot the extormal
5C-07 Boundary Prote Functional Intersects With Boundary Protection NET-03 lechanisms exist to monitor and control communications at the external 5

Inetwork boundary and at key internal boundaries within the network.

Secure Controls Framework (SCF) 8 of 10
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Boundary Protection | |°c¢ |0 1o details. FD = NIST SP 800-53 IMechanisms exist to limit the number of concurrent external network
SC-07(03) Access Points Functional Equal Limit Network Connections | - NET-03.1  |connections to its Technology Assets, Applications and/or Services (TAAS). 10
See FD for details. FD = NIST 5P 800-53. [SC-7(@)(e) fat least annually]
Boundary Protection | External IMechanisms exist to maintain a managed interface for each external v
5C-07 (04) T Functional | Intersects With | Telecommunications NET-03.2  [telecommunication service that protects the confidentiality and integrity of 5
elecommunications y
i rvices lthe information being transmitted across each interface.
Boundary Protection | Deny (See FD for details. FD = NIST SP 800-53. Deny Traffic by Default & [Mechanisms exist to configure firewall and router configurations to deny
SC-07 (05) by Default — Allow by Functional | Intersects With Y Y NET-04.1  [network traffic by default and allow network traffic by exception (e.g., deny 5
Allow Traffic by Exception
Exception Jal, permit by exception)
See FD for details. FD = NIST 5P 800-53. [SC-8 [confidentiality and integrity]
y [Transmission Confidentiality 3 (Cryptographic exist to protect the of data being
sC-08 oot Inkeanity Functional | Intersects With [Transmission Confidentiality| ~ CRY-03  [-T¥PLo9raR; 5
See FD for details. FD = NIST 5P 800-53. [SC-8 [confidentiality and integrity]
sco8 ransmission Confidentiaiy Functional | Intersects ith |  Transmission Integrity CRv-04  |Cryptographic mechanisms exist to protect the integrity of data being 5
and Integ; ftransmitte
- Confidentianty %€ D for details, 7D = NIST 5P 800-53 SC-8(1) [prevent unauthorized
ransmission Confidentiality ldisclosure]
[Cryptographic mechanisms exist to prevent unauthorized disclosure of
5C-08 (01) and Integrity | Functional | Intersects With |Alternate Physical Protection|  CRY-01.1 5
Cryptographic Protection information as an alternative to physical safeguards.
See FD for details. FD = NIST 5P 800-53. SC-8(1) [prevent unauthorized
Transmission Confidentiality Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic ldisclosure]
5C-08 (01) nd Integrity | Functional | Intersects With ’W’mlg P! CRY-01 [protections controls using known public standards and trusted cryptographic 5
Cryptographic Protection ftechnologies.
. Confidentianty [5%€ D for detals, 7D = NIST 5P 800-53 SC-8(1) [prevent unauthorized
ransmission Confidentiality ldisclosure]
5C-08 (01) and Integrity | Functional | Intersects With [Transmission Confidentiality| ~ CRY-03  [SYPtograp exist to protect the of data being B
ransmitted.
Cryptographic Protection
See FD for details. FD = NIST 5P 800-53. Network Connection Mecharisms exist to terminate network connections at the end of a session
sc-10 Network Disconnect Functional Equal NET-07  [Mechanis e perion of Inacioty. 10
Cryptographic Key _[5ee FD for details. FD = NIST 5P 800-53, Public Key Infrastracture Mechanisms exist to securely implement an internal Public Key Infrastructure
sc12 Establishment and Functional | Intersects With Y o CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 5
Management provider.
See FD for details. FD = NIST 5P 800-53 SC-13(a) [to include encryption for
” [C exist to prevent disclosure of data [confidential state data] [modern
sc13 Cryptographic Protection Functional | Intersects With | Encrypting Data At Rest cRr-05 (YRS P 5 lencryption standards
See FD for details. FD = NIST 5P 800-53 SC-13(a) [to include encryption for
. N Export-Controlled g Mechanisms exist to address the exporting of cryptographic technologies in confidential state data] [modern
S¢13 Cryptographic Protection Functional | Intersects With Cryptography CRY-01.2 |cympliance with relevant statutory and regulatory requirements. 5 lencryption standards]
See 7D for details. FD = NIST SP 800-53. SC-13(a) [to include encryption for
Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic lconfidential state data] [modern
sc13 Cryptographic Protection Functional | Intersects With Carpodrap! CRY-01  [protections controls using known public standards and trusted cryptographic 5 lencryption standards]
ftechnologies.
See 7D for details. FD = NIST SP 800-53.
IMechanisms exist to unplug or prohibit the remote activation of collaborative
sc15 Solaborative Computing Functional | Intersects with | Cellaborative Computing END-14  |computing devices with the following exceptions:(1) Networked whiteboards; 5
P! (2) Video teleconference cameras; and(3) Teleconference microphones
[See FD for details. FD = NIST SP 800-53. [Mechanisms exist to securely implement an internal Public Key Infrastructure
sc17 Public Key Infrastructure Functional | Intersects with | PUDlic Key Infrastructure | cpy.o8  |(pK) infrastructure or obtain PKI services from a reputable PKI service B
Certificates (PKI) orovider
sc1s Mobile Code See FD for detalls. FD = NIST 5P 800-53 runctional | itersects with Mobile Code Eup-i0[echertams et o adiress mobile o  opeati sySemndependent S
Secure Name/address ~ [See FD for details. FD = NIST SP 800-53. IDomain Name Service (DNS)| [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
5C-20 Resolution Service Functional | Intersects With NET-10  [designed, implemented and managed to protect the security of name / 5
esolution
(authoritative Source) Jaddress resolution.
See FD for details. FD = NIST SP 800-53.
Secure Namejaddress Secure Name, address IMechanisms exist to perform data origin authentication and data integrity
sc21 Functional Equal NET-10.2  |verification on the Domain Name Service (DNS) resolution responses 10
(recursive or Caching (Recursive or Caching received from authoritative sources when requested by client systems,
Resolver) Resolver)
See FD for details. FD = NIST 5P 800-53.
%Tw‘jg::rr\e and Architecture & Provisioning IMechanisms exist to ensure systems that collectively provide Domain Name
sc22 Nomelooass Resoaton Functional Equal for Name / Address NET-10.1  [Service (DNS) resolution service are fault-tolerant and implement 10
e Resolution Service internal/external role separation.
o Session Authenticty [P 7D for Getall. FD = NIST 57 80053 Functional ol Sesslon integrity NETop Hecharisms exist o protect the and integrity of 0
Protection of Information at | =2 > 1o details: FD = NIST 5P 800-53 Endpoint Protection Mechanisms exist to protect the confidentiality, integrity, availability and e e
2 - . . integrity] (confidential state data:
sc-28 Rest Functional Intersects With END-02 | o of endpoint devices. 5 grity] [ 1
N information at |5 T for details FD = NIST 5P 800-53. ot o 5C-28 [confidentiality and
sc28 rotection of Information at Functional | Intersects With | Encrypting Data At Rest | CRY-05  [-1YPO exist to prevent isclosure of data 5 integrity] [confidential state data
orotection of miormation ac <€ O for Getalls. D = NIST 5P 0053, SC-28(1) [system components that]
rotection of Information i host confidential state data)
g g [Cryptographic mechanisms exist to prevent the unauthorized disclosure 0s!
5C-28 (01) Rest | Cyptographic Functional | Intersects With | Cryptographic Protection | BCD-LL4 ~|SYS09TSBIE chaiomy exist 1 prever 5 [confidential state data]
Protection of miormation ac <€ O for Getalls. 1D = NIST P 00-53. SC-28(1) [system components that]
rotection of Information i host confidential state data)
5C-28 (01) Rest | Cryptographic Functional | Intersects With | Encrypting Data At Rest |  CRY-05  |Sryptographic mechanisms exist to prevent unauthorized disclosure of data 5 [confidential state data
Protection g
Frccion of niomatan o See FD for detalls. FD = NIST SP 800-53. SC-28(1) [system components that]
rotection of Information i host confidential state data:
5C-28 (01) st | Cryptographic Functional | Intersects With |  Transmission Integrity CRy-04  [Cryptographic mechanisms exist to protect the integrity of data being 5 [confidential state data]
Protection
See FD for detalls. FD = NIST SP 800-53. 5C-28(1) [system components that]
Protection of Information at Encrypting Data In Storage exist to protect the and integrity host confidential state data)
5C-28 (01) Rest | Cryptographic Functional Intersects With TyP! gMEm 9 DCH-07.2 uf Tformation stored on digital media during transport outside of controlled 5 l[confidential state data]
Protection lareas.
See FD for details. FD = NIST SP 800-53. Mechanisms exist to implement a separate execution domain for each
sc39 Process Isolation Functional Equal Process Isolation SEA0E e s, 10
See FD for details. FD = NIST SP 800-53. [SFT (O)(D) [least every three (3]
lvears] and [following significant
si-01 Policy and Procedures Functonal | ntersects with | < Securlty, Complince & | GOV:03 (SERPY cluin poc e, tondoras and proced e, ponnes i o 5 2 O tat east lly) and
Y eilence Prograe if significant changes occur to ensure their continuing suitability, adequacy ol e ) 3
9 land effectiveness. following significant changes:
See FD for details. FD = NIST SP 800-53. [SFT (O)(D) [least every three (3]
IMechanisms exist to facilitate the implementation of industry-recognized [vears] and [following significant
5101 Policy and Procedures Functional Subset Of 5““;,5‘5:9‘““”“9 sea01  [Secuilty. compllance and reshience practces i ‘hﬁzzﬁf\‘;?g‘f};‘;et'g"' 10 ISi-1 (¢)(2) [at least annually] and
|Applications and/or Services (TAAS) [following significant changes]
See FD for detalls. FD = NIST SP 800-53. [SFT (O)(D) [least every three (3]
lvears] and [following significant
Publishing Security, lchanges
Mechanisms exist to establish, maintain and disseminate policies, standards
si-01 Policy and Procedures Functional | Intersects With | Compliance & Resilience | GOV-02 g o 5 ISI1 ()(2) [at least annually] and
D e land procedures necessary for secure, compliant and resilient capabilities e Lo e e
See FD for detalls. FD = NIST 5P 800-53. Vlnerability & Patch [SI2(C) [within 30 days of release
y . o1 |Mechanisms exist to facilitate the implementation and monitoring of IoF updates
SI-02 Flaw Remediation Functional Intersects With Manage{\r/\s;l;mgram VPM-01 lvuinerability management controls. 5 P 1
See FD for detalls. FD = NIST 5P 800-53. 57200 W 30 Gays o refease
y . Software & Firmware o5 [Mechanisms exist to conduct software patching for all deployed Technology of u
s-02 Flaw Remediation Functional | Intersects With Patching VPM-05 |accets, Applications and/or Services (TAAS), including firmware. 5 pda
See FD for detalls. FD = NIST 5P 800-53. ‘Automatic Antimalware [Automated exist to update including [5-2(c) [within 30 days of release
si-02 Flaw Remediation Functional | Intersects With onature Updates D041 [ o 5 Iof updates]
See FD for details. FD = NIST 5P 800-53. [S3 (0) (1)-1 [at least weekiy]
I5I-3 (c) (1)-2 [to include endpoints]
5I-3 (c) (2) [to include alerting
y Software & Firmware ’ pechanisms exit to conduct software patching or al deployed Techrology
si-03 Malicious Code Protection Functional | Intersects With patching P05 e tions anlor Servicen (TRAS) Indluding Hrvars 5 ecminstrator or defined Security
See FD for detalls. FD = NIST SP 800-53. [S3(0) (1)-1 [at least weekiy]
I5I-3 (c) (1)-2 [t include endpoints]
Vulnerability & Patch 513 (0) (2) [to include alerting
5103 Malicious Code Protection Functional | Intersects With |  Management Program veM-01  [Mechanisms exist fo faciltate the implementation and monitoring of 5 ladministrator or defined security
lpersonnel]
See FD for details. FD = NIST 5P 800-53. [S3 (0) (1)-1 [at least weekiy]
I5I-3 (c) (1)-2 [t include endpoints]
513 (0) (2) [to include alertin
Malicious Code Protection Mechanisms exist to utilize antimalware technologies to detect and eradicate
5103 Malicious Code Protection Functional | Intersects With fvts v, END-04  [Mechanioms o 5 ladministrator or defined security
lpersonnel]
See FD for detalls. FD = NIST SP 800-53. [S13(0) (1)-1 [at least weekiy]
I5I-3 (c) (1)-2 [to include endpoints]
513 (0) (2) [to include alerting
y Heuristic / Nonsignature- ’ IMechanisms exist to utilize heuristic / nonsignature-based antimalware
si-03 Malicious Code Protection Functional | Intersects With B Boregnan D044 e mitics 5 ladministrator or defined security
lpersonnel]
See FD for detalls. FD = NIST 5P 800-53. [S-3(0) (-1 [at least weekiy]
I5I-3 (c) (1)-2 [t include endpoints]
Safequarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and 513 (0) (2) [to include alerting
51-03 Malicious Code Protection Functional | Intersects With g s Nztworks NET-12  [security protocols to safeguard sensitive/regulated data during transmission 5 ladministrator or defined security
P lover open, public networks. lpersonnel]
See FD for detalls. FD = NIST 5P 800-53. [S3(0) (1)-1 [at least weekiy]
I5I-3 (c) (1)-2 [t include endpoints]
513 (0) (2) [to include alertin
y Automatic Antimalware ’ lAutomated exist to update including {
si-03 Malicious Code Protection Functional | Intersects With Srnature Updates END-04.1 [ nitione 5 ladministrator or defined security
lpersonnel]
See FD for detalls. FD = NIST 5P 800-53. [S3(0) (1)-1 [at least weekiy]
I5I-3 (c) (1)-2 [t include endpoints]
513 (0) (2) [to include alerting
5103 Malicious Code Protection Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5 ladministrator or defined security
lpersonnel]
si04 System Monitoring  |°@ FD for detalls. FD = NIST 5P 800-53. Functional | Intersects With | Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5
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STRM Secure Controls Framework (SCF)
FDE Name Focal Document Element (FDE) Desc: R Rels SCF Control o R amewor
See FD for detalls. FD = NIST SP 800-53. Centralized Collection of Mechanisms exist to utiize a Security Incident Event Manager (SIEM), or
si-04 System Monitoring Functional | Intersects With MON-02 [similar automated tool, to support the centralized collection of security- 5
Security Event Logs
related event logs.
See FD for detals. FD = NIST 5P 800-53.
Satequarding Data Over [cryptographic mechanisms exist to implement strong cryptography and
5104 System Monitoring Functional | Intersects With Yo NET-12 [security protocols to safeguard sensitive/regulated data during transmission B
pen Networks
lover open, public networks.
oon System Monitoring |55 7D for detals, 7D = NIST 5P 800-53. Functional | Intersects with | Continuous Monttoring Mon-01_|Mechanisms exist to facilitate the implementation of enterprise-vide 5
Imonitoring controls.
See FD for detalls. FD = NIST 5P 800-53.
5104 02) e o L4 Functional Equal Inbound & Outbound MON-01.3 | Mechanisms exist to continuously monitor inbound and outbound 10
inbound and Outbound Communications Traffic lcommunications traffic for unusual or unauthorized activities or conditions.
ecurty Aerte, A See FD for detalls. FD = NIST 5P 800-53.
51-05 R nhieiiading Functional | Intersects With | Input Data Validation TDA-18  [Mechanisms exist to check the validity of information inputs. 5
[See FD for details. FD = NIST SP 800-53, [Mechanisms exist to maintain situational awareness of vulnerabilities and
§ Security Alerts, Advisories, 03 [evolving threats by leveraging the knowledge of attacker tactics, techniques
s05 and Directives Functional | Intersects With | Threat Intelligence Feeds | THR-03 ;g procedures to facilitate the implementation of preventative and s
See FD for detalls. FD = NIST 5P 800-53. Icryptographic mechanisms exist to implement strong cryptography and
v i isms exi v y
5105 Security Alerts, Advisories, Functional | Intersects with | Safeguarding Data Over | wer35  fceciyity protocols to safeguard sensitive/regulated data during transmission 5
and Directives Open Networks
lover open, public networks.
See FD for detals. FD = NIST 5P 800-53. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
si-07 Software, Firmware, and Functional | Intersects with |  EN9Point File Integrity END-06  [technologies, to detect and report on unauthorized changes to selected files 5
Information Integrity Monitoring (FIM)
land configuration settings.
¢ FD for detalls. FD = NIST 5P 800-53 [cryptographic mechanisms exist to implement strong cryptography and
v i isms exist to i v y
si07 Software, Firmware, and Functional | Intersects with | Safeguarding Data Over | wer35  fcecurity protocols to safeguard sensitive/regulated data during transmission B
n Integrity Open Networks
lover open, public networks.
5107 Software, F‘"“‘:fe';r‘:y”“ See FD for details. FD = NIST SP 800-53. Functional | Intersects With |  Input Data Validation TDA18  |Mechanisms exist to check the validity of information inputs. 5
Software, Firmware, and _[56€ FD for details. FD = NIST SP 800-53. SI-7(1) [to include security-
5107 (01) Information Integrity | Functional Equal Integrity Checks END-06.1 [Mechanisms exist to validate configurations through integrity checking of 10 relevant events]
lsoftware and firmware.
Integrity Checks
Software, Firmware, and _|56€ FD for details. FD = NIST SP 800-53. Mechanisms exist to detect and respond to unauthorized configuration
y Information Integrity | Endpoint Detection & ' [changes as cybersecurity incidents
sH07 (07) Integration of Detection and Functional Equal Response (EDR) END-06.2 0
Response
See FD for detalls. FD = NIST 5P 800-53. [Cryptographic mechanisms exist to implement strong cryptography and 5110 [application inputs that
lsecurity protocols to safeguard sensitive/regulated data during transmission [connect to datastores containin
sI-10 Information Input Validation Functional | Intersects With Sa'eg‘;::’wgtﬁziisover NET-12  [ouer open public networks, 9 < 5 lconfidential state data] <
See FD for detals. FD = NIST 5P 800-53. Mechanisms exist to check the validity of information inputs. 5110 [application inputs that
) [connect to datastores containing
si-10 Information Input Validation Functional | Intersects With |  Input Data Validation ToA18 B lconfidential state data]
See FD for detals. FD = NIST 5P 800-53.
Mechanisms exist to handle error conditions by:(1) Identifying potentially
lsecurity-relevant error conditions;(2) Generating error messages that provide
information necessary for corrective actions without revealing sensitive or
si11 Error Handling Functional Equal Error Handling TDA19 | otentially harmful information in error logs and administrative messages 10
lthat could be exploited; and(3) Revealing error messages only to authorized
personnel
Information Management [°¢ 70 for details. FD = NIST P 800-53 Mechanisms exist to retain media and data in accordance with applicable
si12 nation Manage Functional | Intersects With | Media & Data Retention | DCH-18  [echanisms existto retain media and feta I ac 5
See FD for details. FD = NIST SP 800-53.
IMechanisms exist to:(1) Retain Personal Data (PD), including metadata, for
lan organization-defined time period to fulfll the purpose(s) identified in the
g Information Management Personal Data (PD) y Inotice or as required by law:(2) Dispose of, destroys, erases, and/or
si12 and Retention Functional | Intersects With | potention & Disposal PRI05 | onymizes the PD, regardless of the method of storage; and(3) Use s
lorganization-defined techniques or methods to ensure secure deletion or
ldestruction of PD (including originals, copies and archived records).
See FD for detals. FD = NIST 5P 800-53. Mechanisms exist to implement security safeguards to protect system
sI-16 Memory Protection Functional Equal Memory Protection sead0 e ety oo 10
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