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[See FDE for details.

Relationship

INo applicable SCF control

program; minimurn features

aining

relevant for their job function.

1 FINDINGS AND INTENT Functional | No Relationship NA NA N/A 0
A No appiicable SCF control
2 RO TN A Functional | No Relationship N/A N/A N/A 0
2430 DEFINITIONS |See FDE for details. Functional | No Relationship N/A N/A N/A 0 [PEEEEEE? ]
INA No applicable SCF control
ACQUISITION OF BROKERED
2433 PERSONAL INFORMATION; Functional | No Relationship N/A NA N/A 0
PROHIBITIONS
2433 Prohibited acquisition and [W/A e e s A A A o No applicable SCF control
IA person shall not acquire brokered personal information through fraudulent Mechanisms exist to limit the collection, receiving, processing, storage,
Prohibited acquisition and_ [means. Reasonable Data Privacy § ltransmission, sharing, updating and/or disposal of Personal Data (PD)
243301 use. Functional Subset Of Practices PRIOLL1 o cording to reasonable consumer expectations for what is necessary and 0
proportionate.
[A person shall not acquire brokered personal information through fraudulent N e ; .
Imeans. Mechanisms exist to minimize the collection of Personal Data (PD) to only
Prohibited acquisition and Restrict Collection To y lwhat is adequate, relevant and limited to the purposes identified in the data
2433(2)(1) Functional | Intersects With \dentified Purpose PRI04 | rivacy notice, including protections against collecting PD from minors s
lwithout appropriate parental or legal guardian consent.
Ja3@@) Profbited acquisiion and & person shall 1t 3cquite o use brokered personal mformation for e purpose. | pin o | o poncrio "™ A A 5 Noappiicanie SCF contral
[stalking or harassing another person; Mechanisms exist to limit the collection, receiving, processing, storage,
Prohibited acquisition and Reasonable Data Privacy § ltransmission, sharing, updating and/or disposal of Personal Data (PD)
2433228 use. Functional Subset Of Practices PRIO11L - loccording to reasonable consumer expectations for what is necessary and 10
proportionate.
Commiting a fraud, including identity theft, fimancial fraud, or email fraud; or Mechanisms exist to limit the collection, receiving, processing, storage,
Prohibited acquisition and Reasonable Data Privacy § ltransmission, sharing, updating and/or disposal of Personal Data (PD)
2433(2)(2)(8) Functional Subset O i PRIO1.1L - laccording to reasonable consumer expectations for what is necessary and 10
proportionate.
:ngaqm%m un\awf:ﬂ discrimination, including employment discrimination and [Mechanisms exist to limit the collection, receiving, processing, storage,
Prohibited acquisition and [10using discrimination. Reasonable Data Privacy ltransmission, sharing, updating and/or disposal of Personal Data (PD)
2433(2)(2)(C) Functional Subset Of i PRIOLI1 3 ording to reasonable consumer expectations for what is necessary and 10
proportionate.
2433(b) Enforcement. [ Functional | No Relationship N/A N/A N/A 0 [ EEE? Gl
[A person who violates a provision of this section commits an unfair and deceptive INo appiicable SCF control
2433(b)(1) Enforcement e o Functional | No Relationship NA NA N/A 0
[The Attorney General has the same authority to adopt rules to implement the No appiicable SCF control
Iprovisions of this section and to conduct civil investigations, enter into
2433002 Enforcement lassurances of discontinuance, bring civil actions, and take other enforcement et | oGt e o m o
(b)(2) lactions as provided under chapter 63, subchapter 1 of this title. u lonship 1 Y Y
2446 ANNUAL REGISTRATION  [W/A Functional | No Relationship N/A N/A N/A 0 O EE? G
[Annually, on or before January 31 following a year In which a person meets the No appiicable SCF control
2446(a) ANNUAL REGISTRATION defition of data boker as provided in secion 2430 o this e, a data broker Fanctional B ING Relagonshie NA NA NA o
el
register with the Secretary of State; Register As A Data [Mechanisms exist to register as a data controller and/or data processor,
2446(a)(1) ANNUAL REGISTRATION Functional | Intersects With |  Controller and/or Data PRI-15 [including registering databases containing Personal Data (PD) with the B
Processor [appropriate Data Authority, when necessary.
pay a registration fee of $100.00; and Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
2m6@)2) ANNUAL REGISTRATION Functional | Intersects With | - Cntractual compliance | ©P01  frelevant statutory, regulatory and contractual controls. s
rovide the following information:
2446(0)3) ANNUAL REGISTRATION | 9 Functional | Intersects with | Statutory. Regulatory & cpLoy  |Mechanisms exist to facilitate the identification and implementation of s
Contractual Compliance relevant statutory, regulatory and contractual controls.
e name and primary physical, e-mail, and Internet addresses of the data Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
broker; . X
24462)E1A ANNUAL REGISTRATION Functional | Intersects With | - Cqntractual compliance | ©P01 frelevant statutory, regulatory and contractual controls. s
K o e et ok o ™" Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
bbrokered personal information, opt out of ts databases, or opt out of certain . X
2446(2)(3)(8) ANNUAL REGISTRATION  Iorokerec P P P Functional | Intersects With | - Cntractual compliance | €P01  frelevant statutory, regulatory and contractual controls. s
[fne method for requesting an opt-out; Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
2445(2)(3NB)I) ANNUAL REGISTRATION Functional | Intersects With | - Cntractual compliance | ©P01  frelevant statutory, regulatory and contractual controls. s
" the opt-out applies to only certain activities or sales, which ones; and Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
2446(2)(3)(B)(ii) ANNUAL REGISTRATION Functional | Intersects with | Stetutony Requiatory & | cpy g7 |Mecharisms exist to facitate the identifcation and m 5
\whether the data broker permits a consumer to authorize a third party to
[P ANNUAL REGISTRATION _|perform the opt-out on the consumers bealt party Functional | Intersects with |  Statutory. Regulatory & |y o1 [Mechanisms exist to faciitate the identification and implementation of s
Contractual Compliance relevant statutory, regulatory and contractual controls.
s STaterment speciying the data Collecion, databases, o sales actiies rom
2446(2)(3)(C) ANNUAL REGISTRATION _[which a consumer fay not opt o Functional | Intersects with |  StatUtory. Regulatory & | o o) [Mechanisms exist to facilitate the identification and implementation of 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
2 statement whether the data broker implements a purchaser credentialin
aas(@3)D) ANNUAL REGISTRATION _|process P P 9 Functional | Intersects With |  Statutory. Regulatory & | o o1 [Mechanisms exist to faciitate the identification and implementation of s
Contractual Compliance relevant statutory, regulatory and contractual controls.
ffhe number of data broker security breaches that the data broker has ) . P o -~ .
2446(a)(3)(E) ANNUAL REGISTRATION  [experienced during the prior year, and if known, the total number of consumers Functional Intersects With glatuwrvr ‘Rzgu at‘ﬂfv & cpL-01 M?c anisms exist to ac‘\ itate tf %waenu calu:n an ‘Tw lementation of 5
affocted by the breaches: ontractual Compliance relevant statutory, regulatory and contractual controls.
lwhere the data broker has actual knowledge that it possesses the brokered
Ipersonal information of minors, a separate statement detailing the data s requlatory & et ciitate the identi U :
collection practices, databases, sales activities, and opt-out policies that are tatutory, Regulatory ; echanisms exist to facilitate the identification and implementation o
2446(2)3)(F) ANNUAL REGISTRATION | e brokered per<onal information of minore; and Functional | Intersects With | - contractual Compliance |~ P01 frelevant statutory, regulatory and contractual controls. >
fany additional information or explanation the data broker chooses to provide et Reauatory & o o faciitate the lentiheation and morementation of
2446(2)(3)(G) ANNUAL REGISTRATION _|concerning its data collection practices. Functional | Intersects With | St3tutory, Regulatory cpLo1  [Mechanisms exist to facilitate the identification and implementation o B
Contractual Compliance relevant statutory, regulatory and contractual controls.
aa0(0) ANNUAL REGISTRATION A d2ta broker that fafls to register pursuant to subsection (a) of this section 5 T | DRI A A A o No appiicable SCF control
liable to the State for:
a civil penalty of $50.00 for each day, not to exceed a total of $10,000.00 for INo appiicable SCF control
2446(b)(1) ANNUAL REGISTRATION [2 11 PEnaity of 800,00 o e o e e action: Functional | No Relationship N/A NA N/A 0
fan amount equal to the fees due under this section during the period It failed to INo appiicable SCF control
2446(0)(2) ANNUAL REGISTRATION 20 8Tiot0E €0ua 10 e Fees o ol Functional | No Relationship N/A NA N/A 0
2446(b)(3) ANNUAL REGISTRATION [°ther Penalties imposed by law. Functional | No Relationship N/A N/A N/A 0 Nojppiicabi=isChcontcl
[The Attorney General may maintain an action in the CIvil Division of the Superior No appiicable SCF control
2446(c) ANNUAL REGISTRATION [Court to collect the penalties imposed in this section and to seek appropriate Functional | No Relationship N/A NA /A 0
njunctive relief.
WA INo appiicable SCF control
DATA BROKER DUTY TO
2447 B ARDE T Functional | No Relationship N/A N/A N/A 0
REQUIREMENTS
oot 1 ororect A INo appiicable SCF control
2447(a) PRk e Functional | No Relationship N/A N/A N/A [
IA data broker shall develop, implement, and maintain a comprehensive
Duty to protect personally [information security program that is written in one or more readily accessible Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
24476)(1) identifiable parts and contains technical, and physical safeguards that are Functional Subset Of | pesilience Program (SCRP) | ©©V"01 land resilience governance controls, 10
appropriate to:
he size, scope, and type of business of the data broker obligated to safeguard
2Jaa700)R) Duty to protect personally e Secianain (Gentiabe et ues oot 2 e Functional Subset Of Security, Compliance & Gov.o1  |Mechanisms exist to facilitate the implementation of security, compliance 0
identifiable information.  [seccrity program: Resilience Program (SCRP) land resilience governance controls.
Duty to protect personally [ 2MOUNt of resources available to the data broker; Security, Compliance & IMechanisms exist to faciltate the implementation of security, compliance
2447(2)(1)(B) identifiable information. Functional Subset Of | pecilience Program (SCRP) | GOV-0L  |and resilience governance controls. ! 10
Duty to protect personally [ 2MoUNt Of stored data; and Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
2447(a)(1)(C) identifiable information. Functional Subset Of | pecilience Program (SCRP) | GOV-0L  |and resilience governance controls. ! 10
fthe need for security and confidentiality of personally identifiable information
2a7@DD) Duty to protect personally Functional subsetOf | Security, Compliance & | o o |Mechanisms exist to facilitate the implementation of security, compliance 1
identifiable information. Resilience Program (SCRP) land resilience governance controls.
[A data broker subject to this subsection shall adopt safeguards in the
comprehensive security program that are consistent with the safeguards for Mechanisms exist to ensure Personal Data (PD) Is protected by k
 logical and
2447(2)(2) Dty te protect personally |protection of personally identifiable information and information of a similar Functional | Intersects with | Security of personalData | pgi 016 Ipysical security safeguards that are sufficient and appropriately scoped to 8
identifiable information.”  |character set forth in other State rules or federal regulations applicable to the (PD) lprotect the confidentiality and integrity of the PD.
data broker.
[A data broker subject to this subsection shall adopt safeguards in the
lcomprehensive security program that are consistent with the safeguards for Mechanisms exist to limit the collection, receiving, processing, storage,
Duty to protect personally. [protection of personally identifiable information and information of a similar Reasonable Data Privacy } ltransmission, sharing, updating and/or disposal of Personal Data (PD)
2447(@)(2) identifiable information.  |character set forth in other State rules or federal regulations applicable to the Functional | Intersects With PRI-OL1L 1o cording to reasonable consumer expectations for what is necessary and 8
data broker. proportionate.
Information security  fofiomie peatag. 01N security program shall at minimum have the Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
following features: . 3y ,
2447(0) program; minimum features 9 Functional Subset Of | pesilience Program (SCRP) | ©©V-01  land resilience governance controls. 10
designation of one or more employees to maintain the program; nssigned Securit Mechanisms exist to assign one or more qualified individuals with the mission]
2047(0)(1) Information securit Functional Intersects With | Com hgn(e o Resmye'nm GOv-s [and resources to centrally-manage, coordinate, develop, implement and s
program; minimum features| 4 Imaintain an enterprise-wide Security, Compliance & Resilience Program
Responsibilities RS
Gentiicaton and assessiment o reasanaby foreseeable nternal and exteral
isks to the security, confidentiality ty of any electronic, paper, or
Giner records containing personally identitatie iormation. and & procest for
i) | et ety here ecemany e eciventss of e e, | Functonal | nersects With | isk Management program | sio1 [ 1echansms s o facitte the plementation o stratesicaperstional s
: safeguards for limiting such risks, including:
[Gentification and assessment of reasonably foreseeable internal and external
fisks o the securiy,confdentialty.and ntegriy of any elctronic. paper,or Mechanisms exist to implement a threat intelligence program that includes a
Information security . o1 [cross-organization information-sharing capability that can influence the
2447(0)(2) program; mimimom features|V2IU3ing and mproving, where necessary.th effectveness o the curent Functional | Intersects With | Threat Intelligence Program | THR-01  |q10eS 008 oo g o e e ity B
safeguards for limiting such risks, including lsolutions, monitoring, threat hunting, response and recovery activities.
Information security _|°19%iNg employee training, including training for temporary and contract Security, Compliance & Mechanisms exist to provide all employees and contractors appropriate
2447(0)2)(A) Y |employees; Functional | Intersects With |  Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is B
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Information security

lemployee compliance with policies and procedures; and

[Mechanisms exist to require all employees and contractors to apply

Strength of
Relationship

2447(b)2)(B) oG Y e Functional | Intersects With |  Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
Jsecure, compliant and resilient capabilties.
[means for detecting and preventing security system failures;
2047()2)(C) Information security 9 and p 9 Y sy Functional | ntersects ith | panty: Compliance & CpLoa  |Mechanisms exist to provide a security, compliance and resilience controls s
program; minimum features| e oo loversight function that reports to the organization's executive leadership.
[means for detecting and preventing security system failures;
Information security y Mechanisms exist to review event logs on an ongoing basis and escalate
2447(6)2)(C) program; minimum features| Functional | Intersects With | Security Event Monitoring | - MON-018  fiigents in accordance with established timelines and procedures. s
Information security  |soory Policies for employees relating to the storage; access, and Sensitive / Regulated Data IMechanisms exist to protect sensitive/regulated data wherever it is
transportation of records containing personally identifiable information outside it X itive/regul iti
26470)3) program; minimun features i sines premisce; 9P Y Functional | Intersects With ction DCH-OL2 processed andjor stored s
Information security nory measures for violations of the comprefensive information security Mechanisms exist to sanction personnel failing to comply with established
rogram riies; y i i
2447(0)(4) TG o S s PTOY Functional | Intersects With | Personnel Sanctions HRS-07 e e o emte mrbr procauron 5
Imeasures that prevent terminated employees from accessing records containing
ppersonally identifiable information; Mechanisms exist to proactively govern the following personnel management
Information security Onboarding, Transferring & g lactions:(1) Onboarding new personnel (e.g., new hires);(2) Transferring
2447(0)(5) program; minimum features Functional | Intersects With | ™ ¢4, 5arding Personnel HRS-0L.1 |0 rconnel into new roles within the organization; and(3) Offboarding s
personnel (e.g., termination of employment).
[Supervision of service providers, by:
Information security Mechanisms exist to faciltate the implementation of third-party
2447(0)(6) orograms i fessares| Functional SubsetOf | Third-arty Management | TPM-o1  [Ilechanisrs exet (o f 10
[taking reasonable steps to select and retain third-party service providers that are oo o conductarer o .
Information security _|capable of maintaining appropriate security measures to protect personally Third-Party Risk lechanisms exist to conduct a risk assessment prior to the acquisition or
2447(b)(6)(A) program: minimunm festures|identifiable information consistent with applicable law; and Functional | Intersects With | o  ThTaRary el em0a1 outsourcing of technologyelated Technology Assets, Applictions anior 5
: ervices
Fesuiring i party service providers by contract to Implement and maintain Mechanisms exist to require contractual requirements for applicable security,|
Information security [apPropriate security measures for personally identifiable information; Third-Party Contract 05 |compliance and resilience requirements with third-parties, reflecting the
2447(bXENE) program; minimum features| Functional | Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services s
Jandor Data (TAASD).
reasonable resticions upon physical sccess £ Fecards containing persanally Physical access control mechanisms exist to enforce physical access
security and storage of the records and data in locked facilities, eutnorizaions or al physical access pants (ncluding designated eniryexi
2447(0)(7) orogamation See torage areas, or containers; Functional | Intersects With |~ Physical Access Control PES-03 e O e o 5
[esignated as publicly acceseibie)
Fegular monitoring to ensure that the comprehensive information security ooty Compianca &
Information security  [program is operating in a manner reasonably calculated to prevent unauthorized ecurity, Compliance Mechanisms exist to provide a security, compliance and resilience controls
2447(bHENA) program; minimum features|2CCeSs to or unauthorized use of personally identifiable information; and Functional | Intersects With | - Resifience Controls CPL0Zloversight function that reports to the organization's executive leadership. s
lupgrading information safeguards as necessary to imit risks; IMechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| ;
Information security 03 |(SCRP), including policies, standards and procedures, at planned intervals or
2447(6)(8)(B) program: minimum features| Functional | Intersects With | - security, Compliance & GOV-03 i ignificant changes occur to ensure their continuing suitability, adequacy s
9 land effectiveness.
regular review of the scope of the security measures: IMechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| ;
Information security 03 |(SCRP), including policies, standards and procedures, at planned intervals or
2447(6)9) programm: minmm fostares Funcuional | Inersects with | - Security, Compllance & 1| G0V-03 G0 e e e e, iy, adeauacy 5
9 land effectiveness.
at Teast annually; or Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| ;
Information security 03 |(SCRP), including policies, standards and procedures, at planned intervals or
2447(b)(9)(A) program; minimum features Functional | Intersects With | - Security, Compliance & GOV-03 (i€ anificant changes occur to ensure their continuing suitability, adequacy 5
9 land effectiveness.
lwhenever there is a material change in business practices that may reasonably Mechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| ;
Information security [mplicate the security or integrity of records containing personally identifiable (SCRP), including policies, standards and procedures, at planned intervals or
2447(b)(9)(B) program; minimum features|information; an Functional | Intersects With | - Security, Compliance & GOV-03 (i€ anificant changes occur to ensure their continuing suitability, adequacy s
9 land effectiveness.
esponsive actions taken In connection with any incident
oing 3 brcac o ecurty: nd Mechanisms exist to maintain a repository where cybersecurity events and
Information security g incidents cocumen (1) Detaisof the ncident (e, category, severiy,
2447(b)(10)(A) program; minimum features Functional | Intersects With |incident Tracking Repository| - IRO-09.3 e taq parties, etc.);(2) Remediation actions taken through incider 5
Flosure: Snd(3) A sommary from the Raot Cause AnaiySis (ACA). f applicable.
Imandatory post-incident review of events and actions taken, if any, to make [Mechanisms exist to incorporate lessons learned from analyzing and
2447(b)(10)(8) ounformation security . |changes in business practices relating to protection of personally identifiable Functional | Intersects With | ROt Gause Analysis (RCA) | 1go.13 |resolving cybersecurity and data protection incidents to reduce the likelinood 5
program; iinformation. lor impact of future incidents.
O [~ comprehensive iiormation security program required by his section shall at
nformation security |minimum, and to the extent technically feasible, have the following elements: Securit
" - - y. Compliance & 01 |Mechanisms exist to facilitate the implementation of security, compliance
24474c) o Ayl ol Functional Subset Of | pesilience Program (SCRP) | ©OV"0  land resilience governance controls, 10
O o [Fecure user authentication protocols, as folows:
nformation security
" Identity & Access Mechanisms exst to faciitate the implementation of identifcation and
2447(0)(1) program; computer system Functional Subset Of i Asiedyer AC0L e e contra 10
an authentication profocol that has the following features’
Information security Authenticate, Authorize and Mechanisms exist to strictly govern the use of Authenticate, Authorize and
2447(0)(1)(A) program; computer system Functional | Intersects With o A IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External B
security requirements (AMA) Iservice Provider (ESP).
O . |Fontrl of user D= and other entiers;
nformation security
" . IMechanisms exist to proactively govern account management of individual,
2447(/A) program; computer system Functional | Intersects With |  Account Management [ g e st B
2 reasonably secure method of assigning and selecting passwords or use of
Information security  [unique identifier technologies, such a5 blometrics or token devices: Mechanisms exist o:1) Securely manage suthenticators or users and
2447(0)(1)A i) program; computer system Functional | Intersects With | Authenticator Management | IAC-10  [de: nd(2) Ensure the strength of authentication is appropriate to the B
security requirements [lassification of the data being accessed
IControl of data security passwords to ensure that such passwords are kept in a
) Information security [location and format that do not compromise the security of the data they Mechanisms exist to protect authenticators commensurate with the
2447((D(ANGii) program; computer system [orotect: Functional | Intersects With |Protection of Authenticators| 1AC-10.5  [sensitivity of the information to which use of the authenticator permits 5
security requirements laccess.
O - [Festicting access to only acive users and active user accounts; and
nformation security
; . IMechanisms exist to proactively govern account management of individual,
2447((DANV) program; computer system Functional | Intersects With |  Account Management [ b et st B
formation secury | D000 2665 T User GenUcaton afer MU e Unsuceessiul atemps t gam Mechanisms exist to enforce a limit for consecutive invalid login attempts by
: [pecess; or la user during an organization-defined time period and automatically locks
2447(©1ANW) prorom; computer system Functional | Intersects With Account Lockout AC22 e o i Mo o et oo B
Y rea lexceede
n authentication protocol that provides a igher level of security than the
Information security |raatures specified i subdivision (A) of this subdivision (¢)(1). Authenticate, Authorize and Mechanisms exist to strictly govern the use of Authenticate, Authorize and
2447(0)(1)(B) program; computer system Functional | Intersects With o (o IAC-01.2  |Audit (AAA) Solutions, both on-premises and those hosted by an External B
security requirements (AMA) Iservice Provider (ESP).
Secure access control measures that
Information security Authenticate, Authorize and Mechanisms exist to strictly govern the use of Authenticate, Authorize and
2447(0)(2) program; computer system Functional | Intersects With o (o IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External B
security requirements IService Provider (ESF).
restrict access to records and files containing personally identifiable information
Information security to those who need such information to perform their job duties; and Role-Based Access Control Mechanisms exist to enforce Role-Based Access Control (RBAC) for
2447(0)(2)(A) program; computer system Functional | Intersects With fAY) IAC-08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict B
security requirements laccess to individuals assigned specific roles with legitimate business needs.
2557gn 0 €ach person wih computer access Unlque entfications plus
which are not default passwords, that are reasonably|
security Mechanisms exist to enforce Role-Based Access Control (RBAC) for
2047102)8) program; computer syetem Gesioned to maintain the Integrty of the security of the atcass controls of & Functonal | nersects witn | RoIe-83560 Access Contol | 1uc.og  TECIoc Ak, Appications. Serices ndior bats (TAASD) o restrict s
security requirements  [Protocol that provides a higher degree of security; Jaccess to individuals assigned specific roles with legitimate business needs
lencryption of all transmitted records and files containing personally identifable
Information security _[I"formation that will travel across public networks and encryption of all data
2447(0)3) program; computer syetem |containing personally identifiable information to be transmitted wirelessly or a Functional | Intersects with [T r crv-03 [Cn exist to protect the of data being 5
Uity requirements | [Protocol that provides a higher degree of security;
reasonable montoring of systems for unauthorized Use of or access to personally
m 3 Mechanisms exist to review event logs on an ongoing basis and escalate
2447(c)(4) program; omputer system Functional | Intersects With | Security Event Monitoring | MON-01.8 ~[FEChanisTs existfo review event logs an on bngoing bosre oo es: B
O +,_|enciyption of il personally identiable information stored on Iaptops or other
nformation security |portable devices or a protocol that provides a higher degree of security: i
2447(c)(5) program; computer system | s s aner deg i Functional | Intersects With |Tr c crr-03  [O1 exist to protect the of data being B
security requirements
[for files containing personally 1dentifiable information on a system that s
Information security _|connected to the internet, reasonably up-to-date firewall protection and
2447(0)(6) Drogram: Computer syatem [operating system security patches that are reasonably designed to maintain the | pynctional | Intersects with | ENdPoint Protection EnD.0z  [Mechanisms exist to protect the confidentialty, integrity, availability and s
Uity requirements | [integrity of the personally identifiable information or a protocol that provides a jsafety of endpoint devices.
gher degree of security:
[for files containing personally identifiable information on a system that s
Information security _[connected to the Internet, reasonably up-to-date firewall protection and ech 1o instal the latest stab . @ a
2447(0)(6) rotram: computer eystem [operating system security patches that are reasonably designed to maintain the | Functional | Intersects With Stable Versions VpM.04.1 |Mechanisms exist to install the latest stable version of any software andjor 5
e D iy retmrementa. " integrity of the personally identifiable information or a protocol that provides a [security-related updates on all applicable systems.
er degree of securiy.
reasanably up-to-date versions of system security agent software that must
include malware protection and reasonably up-to-date patches and virus
Information security _[definitions, or a version of such software that can still be supported with up-
2447(c)(7) program; computer system [todate patches and virus definitions and is set to receive the most current Functional | Intersects with | AL ATIMANAMe | gnp.oa  |[Autormated mechanisms exist o update including 5
security requirements  [security updates on a regular basis or a protocol that provides a higher degree of
security; and
leducation and training of employees on the proper Use of the Computer securlty -
Information security |system and the importance of personally identifiable information security. Sensitive / Regulated Data IMechanisms exist to ensure that every user accessing a system processing,
2447(c)(8) program; computer system Functional | Intersects With torage, Handling & SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data B
security requirements Processing handling requirements.
2447(d) Enforcement [See FDE for detals Functional | No Relationship N/A N/A NIA 0 NclapeiicabiSiSCRcontcl
5 A 5V.S.A § 24800 s amended to read: | e —— VA A A B No appiicable SCF control
DISCLOSURESTO  [N/A " INo applicable SCF control
24800 A Functional | No Relationship N/A NA NA 0
[A credit reporting agency shall, upon request and proper dentification of any No appiicable SCF control
DISCLOSURES TO  |consumer, clearly and accurately disclose to the consumer all information )
2480b(a) ONSUMERS lavailable fo users at the time of the request pertaining to the consumer, Functional | No Relationship N/A NA NA 0
including:
ISCLOSURES To |2V credit score or predictor refating to the consumer, n a form and manner that INo appiicable SCF control
2480b(a)(1) scLosuREs T lcomplies with such comments or guidelines as may be issued by the Federal Functional | No Relationship NA NA NA 0
[Trade Commission;
oo | ORSESTO e s o e oo o e e % i | onaon] A . e
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Ration: Control Descriptior

DISCLOSURES TO [a clear and concise explanation of the information

2480b(a)(3) CONSUMERS Functional | No Relationship N/A N/A N/A 0 [DErTEEREE? ]

[As frequently as new telephone directories are published, the credit reporting [No applicable SCF control
lagency shall cause to be listed its name and number in each telephone directory
lpublished to serve communities of this State. In accordance with rules adopted

DISCLOSURES TO lby the Attorney General, the credit reporting agency shall make provision for B
2480b(b) ONSUMERS lconsumers to request by telephone the information required to be disclosed FunctionalNolRefationship: N/A N/A N/A U
lpursuant to subsection (a) of this section at no cost to the consumer.
[Any time a credit reporting agency 1s required to make a written disclosure to [No applicable SCF control
DISCLOSURES TO lconsumers pursuant to 15 U.5.C. § 1681g, it shall disclose, in at least 12 point o
2480b(c) CONSUMERS ltype, and in bold type as indicated, the following notice: See FD for further Functional | No Relationship N/A N/A N/A o
|details.
[The information required to be disclosed by this section shall be disclosed in [No applicable SCF control

writing. The information required to be disclosed pursuant to subsection (c) of
lthis section shall be disclosed on one side of a separate document, with text no
lsmaller than that prescribed by the Federal Trade Commission for the notice
required under 15 U.S.C. § 1681 § 1681g. The information required to be
2480b(d) DISCLOSURES TO |disclosed pursuant to subsection (c) of this section may accurately reflect Functional No Relationship N/A N/A N/A 0
CONSUMERS changes in numerical items that change over time (such as the phone telephone

Inumber or address of Vermont State agencies), and remain in compliance

2480b(e) D'SC%L:‘);UU;E?STO See FDE for details Functional | No Relationship N/A N/A N/A 0 [ RG]
A m GV.S.A. § 2480n s amended to read: el e o e o o INo appiicable SCF control
SECURITY FREEZE BY  [See FDE for details. [No applicable SCF control

24800 Ry e © Functional | No Relationship N/A NA NA 0

IN EFFECT

5 REPORTS |See FDE for detals Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
ONE-STOP FREEZE __[oee FDE for detalls No appiicable SCF control

6 NoTHCATON Functional | No Relationship N/A NA NiA 0
7 EFFECTIVE DATES  [>c¢ FDE for detalls Functional | No Relationship N/A NA NA 0 [Nelapelicabigschcentcl
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